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Abstract

Developingaccesscontrol extensionsfor operating sys-
temsis anexpensiveandtime-consumingtask.Mechanisms
available for accesscontrol extensionlag behind indus-
try standard extensionsolutionsfor file systems,process
sc





3.3. StackedFile Systems

File systemsstorepersistentdatafor both the operating
systemandapplications,andasaresultarecommontargets
for securityresearch.Securityresearchis just onepotential
target of file systemresearchrequiring extensibility: reli-
ability, namespacetransformationanddatatransformation
have all driven the developmentof stackablefile systems.
With this model,new servicesare“layered” over anexist-
ing file systemby by wrappingoperationson file system
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5. Kernel Framework Approach

The TrustedBSDMandatory Access Control (MAC)
Framework is designedto addresstheseproblemsin kernel
securitypolicy augmentation.As FreeBSDis opensource,
andtheFreeBSDProjectis willing to acceptsystemexten-
sionservices,weareableto adoptanapproachthatassumes
that the operatingsystemvendorunderstandsthe needfor
reliableandextensive augmentationfor thepurposesof se-
curity. Our primarydesign



6.3. MAC Interface to UserProcesses

TheMAC Framework providesuserAPIs





implementper-label storage,reference-countedstorage,or
staticallyallocatedstorage.Kernelobjectsarepooledby the
kernelslab



andcreationentrypoints,the MAC Framework alsorelies
on a per-file systemimplementationof VOP SETLABEL,
which pushesa labelchangeto thevnode’spersistentlabel
store,andthenupdatesthevnodelabelif successful.

Vnode labels are protectedby the vnode reader/write
lock, which







MAC Framework, as well as a numberof samplepolicy


