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Chapter 1 Introduction

1.What is FreeBSD?

FreeBSD is a modern operating system for desktops, lapgepgers, and embedded systems with support for a large
number of platforms (http://www.FreeBSD.org/platforins/

Itis based on U.C. Berkeley's “4.4BSD-Lite” release, witnee “4.4BSD-Lite2” enhancements. It is also based
indirectly on William Jolitz’s port of U.C. Berkeley’s “N&” to the i386™, known as “386BSD”, though very little
of the 386BSD code remains.

FreeBSD is used by companies, Internet Service Providessarchers, computer professionals, students and home
users all over the world in their work, education and re¢osat

For more detailed information on FreeBSD, please see treBSD Handbook
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boorttbook/index.html).

2.What is the goal of the FreeBSD Project?

The goal of the FreeBSD Project is to provide a stable andystral purpose operating system that may be used
for any purpose without strings attached.

3. Does the FreeBSD license have any restrictions?

Yes. Those restrictions do not control how you use the co@eglyhow you treat the FreeBSD Project itself. If you
have serious license concerns, read the actual licenge/fluttw.FreeBSD.org/copyright/freebsd-license.htigr
the simply curious, the license can be summarized like this.

- Do not claim that you wrote this.
- Do not sue us if it breaks.
- Do not remove or modify the license.

Many of us have a significant investment in the project andldvoartainly not mind a little financial compensation
now and then, but we definitely do not insist on it. We beliénat bur first and foremost “mission” is to provide code
to any and all comers, and for whatever purpose, so that tihe gets the widest possible use and provides the widest
possible benefit. This, we believe, is one of the most fundaahgoals of Free Software and one that we
enthusiastically support.

Code in our source tree which falls under the GNU GeneraliPubdense (GPL)
(http:/lwww.FreeBSD.org/copyright/ COPYING) or GNU Laoy General Public License (LGPL)
(http:/lwww.FreeBSD.org/copyright/ COPYING.LIB) comeith slightly more strings attached, though at least on
the side of enforced access rather than the usual oppositetdihe additional complexities that can evolve in the
commercial use of GPL software, we do, however, endeavapiace such software with submissions under the
more relaxed FreeBSD license (http://www.FreeBSD.ongycght/freebsd-license.html) whenever possible.

4. Can FreeBSD replace my current operating system?

For most people, yes. But this question is not quite thabeut-dried.



Chapter 1 Introduction

Most people do not actually use an operating system. Thegpsigcations. The applications are what really use the
operating system. FreeBSD is designed to provide a robddidiffeatured environment for applications. It supports
a wide variety of web browsers, office suites, email readgephics programs, programming environments, network
servers, and just about everything else you might want. Mtstese applications can be managed through the Ports
Collection (http://www.FreeBSD.org/ports/).

If you need to use an application that is only available on@perating system, you simply cannot replace that
operating system. Chances are there is a very similar apiolicon FreeBSD, however. If you want a solid office or
Internet server, a reliable workstation, or just the aptiit do your job without interruptions, FreeBSD will almost
certainly do everything you need. Many computer users adtasworld, including both novices and experienced
UNIX® administrators, use FreeBSD as their only desktopatieg system.

If you are migrating to FreeBSD from some other UNIX envir@ant) you already know most of what you need to.
If your background is in graphic-driven operating systemshsas Windows® and Mac OS®, you may be interested
in using PC-BSD (http://www.pchsd.org/), a FreeBSD bagsttidution, instead. If you have not used UNIX before
expect to invest additional time learning the UNIX way ofmipthings. This FAQ and the FreeBSD Handbook
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boc&stibook/index.html) are excellent places to start.

5.Why is it called FreeBSD?

- It may be used free of charge, even by commercial users.

« Full source for the operating system is freely availablel, #w@ minimum possible restrictions have been placed
upon its use, distribution and incorporation into otherk@ommercial or non-commercial).

- Anyone who has an improvement or bug fix is free to submit tb@ite and have it added to the source tree
(subject to one or two obvious provisions).

It is worth pointing out that the word “free” is being used Wit ways here, one meaning “at no cost”, the other
meaning “you can do whatever you like”. Apart from one or tivimggs youcannotdo with the FreeBSD code, for
example pretending you wrote it, you can really do whatewerlike with it.

6. What are the differences between FreeBSD and NetBSD, Oden&®l other open source BSD operating
systems?

James Howard wrote a good explanation of the history andréifices between the various projects, called The BSD
Family Tree (http://www.freebsdworld.gr/freebsd/bsdarily-tree.html) which goes a fair way to answering this
guestion. Some of the information is out of date, but theolnysportion in particular remains accurate.

Most of the BSDs share patches and code, even today. All @d8igs have common ancestry.

The design goals of FreeBSD are describe@ir2., above. The design goals of the other most popular BSDs may be
summarized as follows:

« OpenBSD aims for operating system security above all else.dpenBSD team wrote ssh(1) and pf(4), which
have both been ported to FreeBSD.

- NetBSD aims to be easily ported to other hardware platforms.

- DragonFly BSD is a fork of FreeBSD 4.8 that has since developany interesting features of its own, including
the HAMMER file system and support for user-mode “vkernels”.
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7.What is the latest version of FreeBSD?

At any point in the development of FreeBSD, there can be pialparallel branches.®@releases are made from the
9-STABLBEbranch, and & releases are made from tBeéSTABLEbranch.

Up until the release of 9.0, theX8series was the one known £3TABLE However, as of 1K, the 8X branch will be
designated for an “extended support” status and receivwefixels for major problems, such as security-related fixes.

Version 9.1 (ftp://ftp.FreeBSD.org/pub/FreeBSD/rets886/i386/9.1-RELEASE/) is the latest release from the
9-STABLEbranch; it was released in December 2012. Version 8.4
(ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/i386RELEASE/) is the latest release from S TABLEbranch;

it was released in June 2013.

Briefly, -STABLES aimed at the ISP, corporate user, or any user who wantéitstand a minimal number of
changes compared to the new (and possibly unstable) feaifitiee latest CURRENTsnapshot. Releases can come
from either branch, blCURRENTshould only be used if you are prepared for its increasedilyldrelative to
-STABLE that is).

Releases are ma@eery few monthsWhile many people stay more up-to-date with the FreeBSDcssu(see the
guestions orrreeBSD-CURRENTBNdFreeBSD-STABLE than that, doing so is more of a commitment, as the
sources are a moving target.

More information on FreeBSD releases can be found on theaRelEngineering page
(http:/lwww.FreeBSD.org/releng/index.html#releaséd) and in release(7).

8. What isFreeBSD-CURRENT

FreeBSD-CURRENT
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/boc&sttbook/current-stable.html#current) is the develogmen
version of the operating system, which will in due coursednee the new FreeBSD-STABLE branch. As such, it is
really only of interest to developers working on the system die-hard hobbyists. See the relevant section
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boo&sttbook/current-stable.html#current) in the Handbook
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boc&stibook/index.html) for details on runninQURRENT

If you are not familiar with FreeBSD you should not use FreBBSURRENT. This branch sometimes evolves quite
quickly and due to mistake can be un-buildable at times. Rebpt use FreeBSD-CURRENT are expected to be
able to analyze, debug, and report problems.

FreeBSD snapshot (http://www.FreeBSD.org/snapshai®ases are made based on the current state of the
-CURRENTand-STABLEbranches. The goals behind each snapshot release are:

- To test the latest version of the installation software.

- To give people who would like to rtifCURRENTor -STABLEbut who do not have the time or bandwidth to
follow it on a day-to-day basis an easy way of bootstrappigio their systems.

- To preserve a fixed reference point for the code in questimhjij case we break something really badly later.
(Although Subversion normally prevents anything horriike this happening.)

« To ensure that all new features and fixes in need of testing thevgreatest possible number of potential testers.

No claims are made that arREURRENTsnapshot can be considered “production quality” for anyppse. If you
want to run a stable and fully tested system, you will haveiti $o full releases, or use th& TABLEsnapshots.
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Snapshot releases are directly available from snapshpt/(imww.FreeBSD.org/snapshots/).

Official snapshots are generated on a regular basis fortalecdeveloped branches.

9. What is theFreeBSD-STABLEoncept?

Back when FreeBSD 2.0.5 was released, FreeBSD developmasmdtied in two. One branch was named -STABLE
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boo&rttbook/current-stable.html#stable), one -CURRENT
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boorttbook/current-stable.html#currefleeBSD-STABLE

is intended for Internet Service Providers and other comiakgnterprises for whom sudden shifts or experimental
features are quite undesirable. It receives only welketébug fixes and other small incremental enhancements.
FreeBSD-CURREN]Ton the other hand, has been one unbroken line since 2.0 ieased, leading towards
9.1-RELEASE and beyond. For more detailed information @nbhes see “FreeBSD Release Engineering: Creating
the Release Branch (http://www.FreeBSD.org/doc/en &[38859-1/articles/releng/release-proc.html#rel-tingh

the status of the branches and the upcoming release scluagiuibe found on the Release Engineering Information
(http://www.FreeBSD.org/releng) page.

9.1-STABLE is the actively develope@ TABLEbranch. The latest release on the 9.1-STABLE branch is
9.1-RELEASE, which was released in December 2012.

The10-CURRENTbranch is the actively develope@URRENTbranch toward the next generation of FreeBSD. See
What is FreeBSD-CURRENT®r more information on this branch.

10.When are FreeBSD releases made?

The re@FreeBSD.org releases a new major version of FreeB8IX avery 18 months and a new minor version
about every 8 months, on average. Release dates are andauglta advance, so that the people working on the
system know when their projects need to be finished and teatedting period precedes each release, to ensure that
the addition of new features does not compromise the diabilihe release. Many users regard this caution as one
of the best things about FreeBSD, even though waiting fahallatest goodies to reaeBTABLEcan be a little
frustrating.

More information on the release engineering process (fhiefua schedule of upcoming releases) can be found on
the release engineering (http://www.FreeBSD.org/rdiadgx.html) pages on the FreeBSD Web site.

For people who need or want a little more excitement, binagpshots are made weekly as discussed above.

11.Who is responsible for FreeBSD?

The key decisions concerning the FreeBSD project, sucheagvirall direction of the project and who is allowed to
add code to the source tree, are made by a core team (httpu/fw@eBSD.org/administration.html#t-core) of 9
people. There is a much larger team of more than 350 comsnitter
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/arsfdentributors/article.html#staff-committers) who are
authorized to make changes directly to the FreeBSD souwee tr

However, most non-trivial changes are discussed in adviartbe mailing lists and there are no restrictions on who
may take part in the discussion.
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12.Where can | get FreeBSD?

Every significant release of FreeBSD is available via ananys#TP from the FreeBSD FTP site
(ftp://ftp.FreeBSD.org/pub/FreeBSD/):

. The lates®-STABLEelease, 9.1-RELEASE can be found in the 9.1-RELEASE dirgct
(ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/i388i9.1-RELEASE/).

- Snapshot (http://www.FreeBSD.org/snapshots/) releasesade monthly for theCURRENTand-STABLE
branch, these being of service purely to bleeding-edgerseand developers.

« The latesB-STABLEelease, 8.4-RELEASE can be found in the 8.4-RELEASE dirgct
(ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/i38BRELEASE/).

Information about obtaining FreeBSD on CD, DVD, and othedia&an be found in the Handbook
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boo&rttbook/mirrors.html).

13.How do | access the Problem Report database?

The Problem Report database of all user change requestsapebied by using our web-based PR query
(http://www.FreeBSD.org/cgi/query-pr.cgi?query) ifiéee.

The send-pr(1) command can be used to submit problem regmtshange requests via electronic mail.
Alternatively, the web-based problem report submissioerface (http://www.freebsd.org/send-pr.html) can bedus
to submit problem reports through a web browser.

Before submitting a problem report, please read WritingeB®D Problem Reports
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/arfpeoblem-reports/article.html), an article on how totevri
good problem reports.
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1. What good books are there about FreeBSD?

The project produces a wide range of documentation, avaitaidine from this link:
http://www.FreeBSD.org/docs.html. In additidhe Bibliographyat the end of this FAQ, and the one in the
Handbook (http://www.FreeBSD.org/doc/en_US.ISO88B®@ks/handbook/bibliography.html) reference other
recommended books.

2.Is the documentation available in other formats, such aa pat (ASCII), or PostScript®?

Yes. The documentation is available in a number of diffeferrhats and compression schemes on the FreeBSD FTP
site, in the /pub/FreeBSD/doc/ (ftp://ftp.FreeBSD.otdfi-reeBSD/doc/) directory.

The documentation is categorized in a number of differerytsw@hese include:

« The document’s name, suchfasqy, orhandbook.

- The document’s language and encoding. These are based locdleenames you will find under
/ usr/ share/ | ocal e on your FreeBSD system. The current languages and encdtiaigse have for
documentation are as follows:

Name Meaning

en_US. | SO8859- 1 English (United States)

bn_BD. | SO10646- 1 Bengali or Bangla (Bangladesh)

da_DK. | SO8859- 1 Danish (Denmark)

de_DE. | S08859- 1 German (Germany)

el _GR | SO8859- 7 Greek (Greece)

es_ES. | SO8859- 1 Spanish (Spain)

fr_FR 1S08859-1 French (France)

hu_HU. | SC8859- 2 Hungarian (Hungary)
it_IT.1S08859-15 Italian (Italy)

ja_JP.euclP Japanese (Japan, EUC encoding)
m_MN. UTF- 8 Mongolian (Mongolia, UTF-8 encoding)
nl _NL. | SO8859- 1 Dutch (Netherlands)

no_NO. | S08859- 1 Norwegian (Norway)

pl _PL.1S08859-2 Polish (Poland)

pt _BR. | SO8859- 1 Portuguese (Brazil)

ru_RU. KO 8-R Russian (Russia, KOI8-R encoding)
sr_YU. | S08859- 2 Serbian (Serbia)

tr_TR | SO8859-9 Turkish (Turkey)

zh_CN. GB2312 Simplified Chinese (China, GB2312 encoding)
zh_TW Bi g5 Traditional Chinese (Taiwan, Big5 encoding)

Note: Some documents may not be available in all languages.
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. The document’s format. We produce the documentation in aoewiwf different output formats. Each format has
its own advantages and disadvantages. Some formats age sagted for online reading, while others are meant to
be aesthetically pleasing when printed on paper. Havingléiteimentation available in any of these formats
ensures that our readers will be able to read the parts tleapt@rested in, either on their monitor, or on paper
after printing the documents. The currently available fatsrare:

Format Meaning

htm -split A collection of small, linked, HTML files.

ht m One large HTML file containing the entire document
pdf Adobe’s Portable Document Format

ps PostScript

rtf Microsoft's Rich Text Format

t xt Plain text

Note: Page numbers are not automatically updated when loading Rich Text Format into Word. Press Ctrl +A,
Ctrl+End, F9 after loading the document, to update the page numbers.

- The compression and packaging scheme.

1. Where the format it nl - spl i t, the files are bundled up using tar(1). The resultingr file is then
compressed using the compression schemes detailed inxhpaiet.

2. All the other formats generate one file, caligg@e. f or mat (i.e.,arti cl e. pdf , book. ht m , and so on).

These files are then compressed using eitheritipeor bz2 compression schemes. tar(1) can be used to
uncompress these files.

So the PostScript version of the Handbook, compressed using? will be stored in a file called
book. ps. bz2 in thehandbook/ directory.

After choosing the format and compression mechanism thatwamt to download, you will have to download the
compressed files yourself, uncompress them, and then ce@piropriate documents into place.

For example, the split HTML version of the FAQ, compressddagibzip2(1), can be found in
doc/ en_US. | SO8859- 1/ books/ f ag/ book. ht m -split.tar.bz2 To download and uncompress that file you
would have to do this:

# fetch ftp://ftp. FreeBSD. or g/ pub/ FreeBSD/ doc/ en_US. | SO8859- 1/ books/ f aq/ book. ht Ml -split.tar.bz2
# tar xvf book.htnm -split.tar.bz2

If the file is compressedar will automatically detect the appropriate format and depoess it correctly. You will be
left with a collection of. ht nl files. The main one is callechdex. ht m , which will contain the table of contents,

introductory material, and links to the other parts of thewoent. You can then copy or move these to their final

location as necessary.
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3. Where do | find info on the FreeBSD mailing lists? What FreeB®iys groups are available?

You can find full information in the Handbook entry on mailiigts
(http:/lwww.FreeBSD.org/doc/en_US.1ISO8859-1/boo&rttbook/eresources.html#eresources-mail) and the
Handbook entry on newsgroups
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/bocasttbook/eresources-news.html).

4. Are there FreeBSD IRC (Internet Relay Chat) channels?
Yes, most major IRC networks host a FreeBSD chat channel:

« ChannekFr eeBSDhel p on EFNet (http://www.efnet.org/index.php) is a channelidated to helping FreeBSD
users. They are much more sympathetic to questionstiiegeBSD is.

- ChannekFr eeBSD on Freenode (http://freenode.net/) is a general help aiavith many users at any time. The
conversations have been known to run off-topic for a whilg,fdsiority is given to users with FreeBSD questions.
We are good about helping you understand the basics, refdoithe Handbook whenever possible, and directing
you where to learn more about the topic you need help with. Meagrimarily English speaking channel, though
we have users from all over the world. If you would like to dp@ayour native language, try to ask the question in
English and then relocate to another cham#élr eebsd- | ang as appropriate.

« ChannekFr eeBSD on DALNET (http://www.dal.net/) is available at c. dal . net in the US and
i rc. eu.dal.net in Europe.

« ChannekFr eeBSDon UNDERNET (http://www.undernet.org/) is availableuat under net . or g in the US and
eu. under net . or g in Europe. Since it is a help channel, be prepared to readdatwendents you are referred to.

« ChannekFr eeBSDon RUSNET (http://www.rusnet.org.ru/) is a russian-laage oriented channel dedicated to
helping FreeBSD users. This is also good place for non-ieahdiscussions.

- Channekbsdchat on Freenode (http://freenode.net/) is a Traditional-€ea(UTF-8 encoding) language
oriented channel dedicated to helping FreeBSD users. $hisd good place for non-technical discussions.

The FreeBSD wiki has a good list (http://wiki.freebsd.trgChannels) of IRC channels.

Each of these channels are distinct and are not connectedhoogher. Their chat styles also differ, so you may need
to try each to find one suited to your chat style. As véthtypes of IRC traffic, if you are easily offended or cannot
deal with lots of young people (and more than a few older odes)g the verbal equivalent of jello wrestling, do not
even bother with it.

5. Are there any web based forums to discuss FreeBSD?

The official FreeBSD forums are located at http://forumseBSD.org/.

6. Where can | get commercial FreeBSD training and support?

iXsystems, Inc. (http://www.ixsystems.com), parent campof the FreeBSD Mall (http://www.freebsdmall.com/),
provides commercial FreeBSD and PC-BSD software supptipt {fvww.ixsystems.com/bsdsupport), in addition to
FreeBSD development and tuning solutions.

BSD Certification Group, Inc. provides system administratiertifications for DragonFly BSD, FreeBSD, NetBSD,
OpenBSD. If you are interested in them, visit their sitegfittvwww.BSDCertification.org).

Any other organizations providing training and supportidtl@ontact the Project to be listed here.
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Chapter 3 Installation

1. Which platform should | download? | have a 64 bit capablel@®t@©PU, but | only seend64.

amd64 is the term FreeBSD uses for 64-bit compatible x86t@athres (also known as "x86-64" or "x64"). Most
modern computers should use amd64. Older hardware shoali886. If you are installing on a non-x86-compatible
architecture select the platform which best matches thatecture you are using.

2. Which file do | download to get FreeBSD?

On the Getting FreeBSD (http://www.freebsd.org/wheraljpage seledti so] nextto the architecture you want to
use.

Any of the following can be used:

file description

discl.iso Contains enough to install FreeBSD and a minimal set of
packages.

dvdl.iso Similar todi sc1. i so but with additional packages.

mensti ck.ing A bootable image sufficient for writing to a USB stick.

bootonly.iso A minimal image that requires network access during

installation to completely install FreeBSD.
pc98 users require these floppy imagdoppi es/ boot . f1 p,f1 oppi es/ kernl. flp,fl oppi es/ kern2.fl p,
andf | oppi es/ nf sroot 1. f | p. These images need to be written onto floppies by tools lik&)dd

Full instructions on this procedure and a little bit more @ifinstallation issues in general can be found in the
Handbook entry on installing FreeBSD
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/boc&sttbook/install.html).

3. What do | do if the images do not fit on a single disk?
Common mistakes when preparing the boot media are:
- Not downloading the image ininary mode when using FTP.

Some FTP clients default their transfer modasaeii and attempt to change any end-of-line characters receaived t
match the conventions used by the client’s system. ThisaNillost invariably corrupt the boot image. Check the
SHA-256 of the downloaded boot image: if it is rextactlythat on the server, then the download process is
suspect.

To workaround: typdinary at the FTP command prompt after getting connected to thesand before starting
the download of the image.

« Using the DOSopy command (or equivalent GUI tool) to transfer the boot imagiappy.

Programs likecopy will not work as the boot image has been created to be bootedlirectly. The image has the
complete content of the floppy, track for track, and is notméabe placed on the floppy as a regular file. You
have to transfer it to the floppy “raw”, using the low-levebts (e.g.f di mage orrawr i t e) described in the
installation guide to FreeBSD (http://www.FreeBSD.oagfen_US.ISO8859-1/books/handbook/install.html).
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4. Where are the instructions for installing FreeBSD?

Installation instructions for versions since FreeBSD %0 be found at Handbook entry on installing FreeBSD
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boc&sttbook/bsdinstall.html). Older instructions can be fbun
in the legacy entry on installing FreeBSD
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boc&stibook/install.html).

5.What do | need to run FreeBSD?

For FreeBSD you will need a 486 or better PC, with 64 MB or mdrieAM and at least 1 GB of hard disk space.

See alscChapter 4

6. How can | make my own custom release or install disk?

Customized FreeBSD installation media can be created Bgibgia custom release. Follow the instructions in the
Release Engineering (http://www.FreeBSD.org/doc/en|&{38859-1/articles/releng/article.html) article.

7. Can Windows co-exist with FreeBSD?

If Windows is installed first, then yes. FreeBSD’s boot maragill then manage to boot Windows and FreeBSD. If
you install Windows second, it will boorishly overwrite yoloot manager without even asking. If that happens, see
the next section.

8. Another operating system destroyed my Boot Manager. Howgd it back?

This depends on what boot manager you have installed. TieB5i2 boot selection menu (likely what you are using
if you end up in this situation) can be reinstalled using Bofg(8). For example, to restore the boot menu onto the
disk adao:

# boot Ocfg -B ada0
The non-interactive MBR bootloader can be installed usipart{8):

# gpart bootcode -b /boot/nbr ada0

For more complex situations, including GPT disks, see ¢®prt

9.1 booted from my ATAPI CD-ROM, but the install program says@o-ROM is found. Where did it go?

The usual cause of this problem is a mis-configured CD-ROMedNany PCs now ship with the CD-ROM as the
slave device on the secondary IDE controller, with no madteice on that controller. This is illegal according to the
ATAPI specification, but Windows plays fast and loose with fipecification, and the BIOS ignores it when booting.
This is why the BIOS was able to see the CD-ROM to boot fromut vizhy FreeBSD cannot see it to complete the
install.

Reconfigure your system so that the CD-ROM is either the mdstgce on the IDE controller it is attached to, or
make sure that it is the slave on an IDE controller that alsoehaaster device.
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10.Do | need to install the source?

In general, no. There is nothing in the base system whichimegjthe presence of the source to operate. Some ports,
like sysuti | s/ I sof , will not build unless the source is installed. In particuithe port builds a kernel module or
directly operates on kernel structures, the source mustdtalied.

11.Do | need to build a kernel?

Usually not. The supplieGENERI C kernel contains the drivers an ordinary computer will ndezbbsd-update(8),
the FreeBSD binary upgrade tool, cannot upgrade custonelssranother reason to stick with tBENERI C kernel
when possible. For computers with very limited RAM, such@abedded systems, it may be worthwhile to build a
smaller custom kernel containing just the required drivers

12.Should | use DES, Blowfish, or MD5 passwords and how do | spediiich form my users receive?

FreeBSD 7 and 8 use MD5 password hashing by default. Recesibms of FreeBSD us8HA512by default. These
are believed to be more secure than the traditional UNIXwassformat, which used a scheme based orDES
algorithm. DES passwords are still available if you needciiare your password file with legacy operating systems
which still use the less secure password format. FreeBSbadlswvs you to use the Blowfish and MD5 password
formats. Which password format to use for new passwordsrigalted by thepasswd_f or nat login capability in
/et c/ 1 ogin. conf, which takes values afes, bl f (if these are available) ord5. See the login.conf(5) manual
page for more information about login capabilities.

13.What are the limits for memory?

Memory limits depend on the platform used. On a standardii3&&ll, the limit is 4 GB but more memory can be
supported through pae(4). Sestructions for using 4 GB or more memory on i386

FreeBSD/pc98 has a limit of 4 GB memory, and PAE can not be wi#thdt. Other architectures supported by
FreeBSD have much higher theoretical limits on maximum nrgr{raany terabytes).

14.What are the limits for FFS file systems?

For FFS file systems, the maximum theoretical limit is 8 TB (BlG&cks), or 16 TB for the default block size of
8 KB. In practice, there is a soft limit of 1 TB, but with mod#ittons file systems with 4 TB are possible (and exist).

The maximum size of a single FFS file is approximately 1 G kdook 4 TB with a block size of 4 KB.

Table 3-1. Maximum File Sizes

FS Block Size Works Should Work
4 KB >4 GB 4TB-1

8 KB >32GB 32TB-1
16 KB > 128 GB 32TB-1

32 KB >512 GB 64TB-1

64 KB > 2048 GB 128TB-1

When the FS block size is 4 KB, triple indirect blocks work averything should be limited by the maximum FS
block number that can be represented using triple indireckis (approx. 1024+ 1024 + 1024), but everything is
limited by a (wrong) limit of 1 G - 1 on FS block numbers. Theilimn FS block numbers should be 2 G - 1. There
are some bugs for FS block numbers near 2 G - 1, but such bloukens are unreachable when the FS block size is
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4 KB.

For block sizes of 8 KB and larger, everything should be Eaiby the 2 G - 1 limit on FS block numbers, but is
actually limited by the 1 G - 1 limit on FS block numbers. Usthg correct limit of 2 G - 1 blocks does cause
problems.

15.Why do | get an error messagesadi n f ai | ed after compiling and booting a new kernel?

Because your world and kernel are out of sync. This is notetipg. Be sure you useake buil dwor| d andnake
bui | dker nel to update your kernel.

You can boot by specifying the kernel directly at the secdades pressing any key when theshows up before
loader is started.

16.Is there a tool to perform post-installation configuratiaskis?

Yes, HEAD users can s&t TH_BSDCONFI Gin/ et ¢/ sr c. conf . Users of 9K and higher may also install
sysutil s/ bsdconfi g.
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4.1 General

1.1 want to get a piece of hardware for my FreeBSD system. Whiotatibrand/type is best?

This is discussed continually on the FreeBSD mailing liStace hardware changes so quickly, however, we expect
this. Westill strongly recommend that you read through the Hardware NotdseeBSD 9.1
(http:/lwww.FreeBSD.org/releases/9.1R/hardware homB.4
(http://www.FreeBSD.org/releases/8.4R/hardware jamdl search the mailing list archives
(http:/lwww.FreeBSD.org/search/#mailinglists) befasking about the latest and greatest hardware. Chances are a
discussion about the type of hardware you are looking fok fdace just last week.

If you are looking for a laptop, check the FreeBSD laptop cotapmailing list
(http://lists.FreeBSD.org/mailman/listinfo/freebstbbile) archives. Otherwise, you probably want the archfee
the FreeBSD general questions mailing list (http:/IistseBSD.org/mailman/listinfo/freebsd-questions), asgibly
a specific mailing list for a particular hardware type.

2.Does FreeBSD support more than 4 GB of memory (RAM)? More i&aGB? More than 48 GB?

Yes. FreeBSD as an operating system generally supportsés physical memory (RAM) as the platform it is
running on does. Keep in mind that different platforms hatffent limits for memory; for example i386 without
PAE supports at most 4 GB of memory (and usually less tharbiediuse of PCI address space) and i386 with PAE
supports at most 64 GB memory. AMD64 platforms currentlyloggd support up to 1 TB of physical memory.

3. Why does FreeBSD report less than 4 GB memory when instalietha386 machine?

The total address space on i386 machines is 32-bit, medmah@t most 4 GB of memory is addressable (can be
accessed). Furthermore, some addresses in this rangsareaeby hardware for different purposes, for example
for using and controlling PCI devices, for accessing videmmary, and so on. Therefore, the total amount of
memory usable by the operating system for its kernel andagijuns is limited to significantly less than 4 GB.
Usually, 3.2 GB to 3.7 GB is the maximum usable physical mgmothis configuration.

To access more than 3.2 GB to 3.7 GB of installed memory (megam to 4 GB but also more than 4 GB), a special
tweak called PAE must be used. PAE stands for Physical AddEgtension and is a way for 32-bit x86 CPUs to
address more than 4 GB of memory. It remaps the memory thdtvatlierwise be overlaid by address reservations
for hardware devices above the 4 GB range and uses it as@addighysical memory (see pae(4)). Using PAE has
some drawbacks; this mode of memory access is a little hitegithan the normal (without PAE) mode and loadable
modules (see kld(4)) are not supported. This means alldriveist be compiled into the kernel.

The most common way to enable PAE is to build a new kernel vaigrspecial ready-provided kernel configuration
file calledPAE, which is already configured to build a safe kernel. Note sioate entries in this kernel configuration
file are too conservative and some drivers marked as unredss/wsed with PAE are actually usable. A rule of
thumb is that if the driver is usable on 64-bit architectytid® AMDG64), it is also usable with PAE. If you wish to
create your own kernel configuration file, you can enable PARduling the following line to your configuration:

options PAE
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PAE is not much used nowadays because most new x86 hardwargglports running in 64-bit mode, known as
AMDG64 or Intel 64. It has a much larger address space and duteseed such tweaks. FreeBSD supports AMD64
and it is recommended that this version of FreeBSD be us¢ekid®f the i386 version if 4 GB or more memory is
required.

4.2 Architectures and Processors

1. Does FreeBSD support architectures other than the x86?

Yes. FreeBSD divides support into multiple tiers. Tier lhatectures, such as i386 or amd64; are fully supported.
Tiers 2 and 3 are supported on an if-possible basis. A fullagtion of the tier system is available in the
Committer’s Guide. (http://www.FreeBSD.org/doc/en_I$&8859-1/articles/committers-guide/archs.html)

A complete list of supported architectures can be found ermptatforms page. (http://www.FreeBSD.org/platforms/)

2.Does FreeBSD support Symmetric Multiprocessing (SMP)?

FreeBSD supports symmetric multi-processor (SMP) on altlembedded platforms (e.g, i386, amd64, etc.). SMP
is also supported in arm and MIPS kernels, although some @Rlysot support this. FreeBSD’s SMP
implementation uses fine-grained locking, and performanates nearly linearly with number of CPUs.

smp(4) has more details.

3. What is microcode? How do | install Intel CPU microcode updat

Microcode is a method of programmatically implementatiagdware level instructions. This allows for CPU bugs
to be fixed without replacing the on board chip.

Installsysuti | s/ devcpu- dat a, then add:
nm cr ocode_updat e_enabl e=" YES"

to/etc/rc. conf

4.3 Hard Drives, Tape Drives, and CD and DVD Drives

1. What kind of hard drives does FreeBSD support?

FreeBSD supports EIDE, SATA, SCSI, and SAS drives (with agatible controller; see the next section), and all
drives using the original “Western Digital” interface (MERLL, ESDI, and of course IDE). A few ESDI controllers
that use proprietary interfaces may not work: stick to WD/B06/7 interfaces and clones.
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2. Which SCSI or SAS controllers are supported?

See the complete list in the Hardware Notes for FreeBSD 9.1
(http://www.FreeBSD.org/releases/9.1R/hardware homB.4
(http://www.FreeBSD.org/releases/8.4R/hardware html

3. What types of tape drives are supported?

FreeBSD supports all standard SCSI tape interfaces.

4. Does FreeBSD support tape changers?

FreeBSD supports SCSI changers using the ch(4) device arahitt(1) command. The details of how you actually
control the changer can be found in the chio(1) manual page.

If you are not usincAMANDA or some other product that already understands changerember that they only
know how to move a tape from one point to another, so you nekedp track of which slot a tape is in, and which
slot the tape currently in the drive needs to go back to.

5. Which CD-ROM drives are supported by FreeBSD?

Any SCSI drive connected to a supported controller is sugpoMost ATAPI compatible IDE CD-ROMs are
supported.

6. Which CD-RW drives are supported by FreeBSD?

FreeBSD supports any ATAPI-compatible IDE CD-R or CD-RWdriSee burncd(8) for details.

FreeBSD also supports any SCSI CD-R or CD-RW drives. Inatadlusecdr ecor d from the ports or packages
system, and make sure that you havegthss device compiled in your kernel.

4.4 Keyboards and Mice

1.Is it possible to use a mouse in any way outside the X Windowegy3

If you are using the default console driver, syscons(4),ganuuse a mouse pointer in text consoles to cut & paste
text. Run the mouse daemon, moused(8), and turn on the moirgean the virtual console:

# moused -p /dev/xxxx -t yyyy
# vidcontrol -mon

Wherexxxx is the mouse device name ayylyy is a protocol type for the mouse. The mouse daemon can
automatically determine the protocol type of most mice egtold serial mice. Specify theut o protocol to invoke
automatic detection. If automatic detection does not week, the moused(8) manual page for a list of supported
protocol types.

If you have a PS/2 mouse, just agidlused_enabl e=" YES" to/ et ¢/ r c. conf to start the mouse daemon at
boot-time. Additionally, if you would like to use the mousaainon on all virtual terminals instead of just the
console, addl | screens_flags="-mon" to/etc/rc. conf.
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When the mouse daemon is running, access to the mouse musttoinated between the mouse daemon and other
programs such as X Windows. Refer to the PAQy does my mouse not work with X@r more details on this
issue.

2.How do | cut and paste text with a mouse in the text console?

Itis not possible to remove data using the mouse. Howe\isrpibssible to “copy and paste”. Once you get the
mouse daemon running (see trevious questiorhold down button 1 (left button) and move the mouse to select
region of text. Then, press button 2 (middle button) to pasiethe text cursor. Pressing button 3 (right button) will
“extend” the selected region of text.

If your mouse does not have a middle button, you may wish tol@®one or remap buttons using mouse daemon
options. See the moused(8) manual page for details.

3. My mouse has a fancy wheel and buttons. Can | use them in FE22BS

The answer is, unfortunately, “It depends”. These mice wititional features require specialized driver in most
cases. Unless the mouse device driver or the user prograspbaiic support for the mouse, it will act just like a
standard two, or three button mouse.

For the possible usage of wheels in the X Window environnrefgy tothat section

4. How do | use my delete key ish andcsh?

For theBourne Shell add the following lines to yourshr c. See sh(1) and editrc(5).

bi nd *? ed-del et e-next-char # for console
bi nd A[[ 3~ ed-del ete-next-char # for xterm

For theC Shell, add the following lines to yourcshr c. See csh(1).

bi ndkey ~? del ete-char # for consol e
bi ndkey ~[[3~ del ete-char # for xterm

For more information, see this page (http://www.ibb.natire/keyboard.html).

4.5 Other Hardware

1. Workarounds for no sound from my pcm(4) sound card?

Some sound cards set their output volume to 0 at every boatttufollowing command every time the machine
boots:

# m xer pcm 100 vol 100 cd 100
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2.Does FreeBSD support power management on my laptop?

FreeBSD supports the ACPI features found in modern hardwair¢her information can be found in acpi(4).
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1. Why is FreeBSD finding the wrong amount of memory on i386 han®
The most likely reason is the difference between physicahorg addresses and virtual addresses.

The convention for most PC hardware is to use the memory atesebn 3.5 GB and 4 GB for a special purpose
(usually for PCI). This address space is used to access P@haee. As a result real, physical memory can not be
accessed by that address space.

What happens to the memory that should appear in that lecatidependent on your hardware. Unfortunately, some
hardware does nothing and the ability to use that last 500 MRAM is entirely lost.

Luckily, most hardware remaps the memory to a higher looamthat it can still be used. However, this can cause
some confusion if you watch the boot messages.

On a 32-bit version of FreeBSD, the memory appears lostestnwill be remapped above 4 GB, which a 32-bit
kernel is unable to access. In this case, the solution isitd 8UPAE enabled kernel. Séige entry on memory limits
andabout different memory limits on different platforrfee more information.

On a 64-bit version of FreeBSD, or when running a PAE-enakégdel, FreeBSD will correctly detect and remap
the memory so it is usable. During boot, however, it may seeifreeBSD is detecting more memory than the
system really has, due to the described remapping. Thismal@nd the available memory will be corrected as the
boot process completes.

2.Why do my programs occasionally die wighgnal 11 errors?

Signal 11 errors are caused when your process has atteropeddass memory which the operating system has not
granted it access to. If something like this is happeningatsngly random intervals then you need to start
investigating things very carefully.

These problems can usually be attributed to either:

1. If the problem is occurring only in a specific applicatibatyou are developing yourself it is probably a bug in
your code.

2. If itis a problem with part of the base FreeBSD system, iy miao be buggy code, but more often than not these
problems are found and fixed long before us general FAQ reapito use these bits of code (that is what
-CURRENT is for).

In particular, a dead giveaway that thisnista FreeBSD bug is if you see the problem when you are compiling a
program, but the activity that the compiler is carrying oduécges each time.

For example, suppose you are runniredgce bui | dwor | d, and the compile fails while trying to compile. ¢ into
I's. 0. If you then rummeke bui | dwor | d again, and the compile fails in the same place then this iskelrbuild —
try updating your sources and try again. If the compile feis®where then this is almost certainly hardware.

What you should do:

In the first case you can use a debugger e.g., gdb(1) to findbiheip the program which is attempting to access a
bogus address and then fix it.

In the second case you need to verify that it is not your harelatfault.
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Common causes of this include:

1. Your hard disks might be overheating: Check the fans i gase are still working, as your disk (and perhaps
other hardware might be overheating).

2. The processor running is overheating: This might be bethe processor has been overclocked, or the fan on
the processor might have died. In either case you need toestigat you have hardware running at what it is
specified to run at, at least while trying to solve this prabl@n other words, clock it back to the default
settings.)

If you are overclocking then note that it is far cheaper toehaslow system than a fried system that needs
replacing! Also the wider community is not often sympatbédi problems on overclocked systems, whether you
believe it is safe or not.

3. Dodgy memory: If you have multiple memory SIMMS/DIMMS taBied then pull them all out and try running
the machine with each SIMM or DIMM individually and narrowetproblem down to either the problematic
DIMM/SIMM or perhaps even a combination.

4. Over-optimistic Motherboard settings: In your BIOS isgfs, and some motherboard jumpers you have options
to set various timings, mostly the defaults will be suffi¢jdiut sometimes, setting the wait states on RAM too
low, or setting the “RAM Speed: Turbo” option, or similar imet BIOS will cause strange behavior. A possible
idea is to set to BIOS defaults, but it might be worth notingvdgour settings first!

5. Unclean or insufficient power to the motherboard. If youehany unused 1/O boards, hard disks, or CD-ROMs
in your system, try temporarily removing them or disconimggthe power cable from them, to see if your power
supply can manage a smaller load. Or try another power sum@ferably one with a little more power (for
instance, if your current power supply is rated at 250 Wajtsne rated at 300 Watts).

You should also read the SIG11 FAQ (listed below) which hazlent explanations of all these problems, albeit
from a Linux® viewpoint. It also discusses how memory tagsoftware or hardware can still pass faulty memory.

Finally, if none of this has helped it is possible that youdpist found a bug in FreeBSD, and you should follow the
instructions to send a problem report.

There is an extensive FAQ on this at the SIG11 problem FAQ@(htstww.bitwizard.nl/sig11/).

3. My system crashes with eithEat al trap 12: page fault in kernel node, orpanic:,and spits outa
bunch of information. What should | do?

The FreeBSD developers are very interested in these ebugtraged some more information than just the error you
see. Copy your full crash message. Then consult the FAQoseatikernel panicsbuild a debugging kernel, and get
a backtrace. This might sound difficult, but you do not needmogramming skills; you just have to follow the
instructions.

4.Why do | get the erromaxproc linit exceeded by uid %, please see tuning(7) and
I ogi n. conf (5)?

The FreeBSD kernel will only allow a certain number of praessto exist at one time. The number is based on the
ker n. maxuser s sysctl(8) variableker n. maxuser s also affects various other in-kernel limits, such as nekwor
buffers. If your machine is heavily loaded, you probably @nncreaseer n. maxuser s. This will increase these
other system limits in addition to the maximum number of psses.
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To adjust youker n. maxuser s value, see the File/Process Limits
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boc&stibook/configtuning-kernel-limits.html#kern-maxf)les
section of the Handbook. (While that section refers to oden,fthe same limits apply to processes.)

If your machine is lightly loaded, and you are simply runnéngery large number of processes, you can adjust this
with theker n. maxpr oc tunable. If this tunable needs adjustment it needs to beetkfin' boot / | oader . conf.

The tunable will not get adjusted until the system is rebddt®r more information about tuning tunables, see
loader.conf(5). If these processes are being run by a sirsgle you will also need to adjusér n. maxpr ocper ui d

to be one less than your negr n. maxpr oc value. (It must be at least one less because one system pragit8),
must always be running.)

5. Why doessendmailgive me an error readingai | | oops back to nysel f?

You can find a detailed answer for this question in the Hankboo
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boo&rttbook/mail-trouble.html#q26.5.2.).
6. Why do full screen applications on remote machines misbehav

The remote machine may be setting your terminal type to doinggbther than theons25 terminal type required
by the FreeBSD console.

There are a number of possible work-arounds for this problem

- After logging on to the remote machine, set yo@RrMshell variable tansi or sco if the remote machine knows
about these terminal types.

- Use a VT100 emulator likecreenat the FreeBSD consolscreenoffers you the ability to run multiple
concurrent sessions from one terminal, and is a neat prograsown right. Eactscreenwindow behaves like a
VT100 terminal, so th@ERMvariable at the remote end should be settt@00.

« Install thecons25 terminal database entry on the remote machine. The way toisidépends on the operating
system on the remote machine. The system administrationafafor the remote system should be able to help
you here.

- Fire up an X server at the FreeBSD end and login to the remothimausing an X based terminal emulator such
asxt er morr xvt . TheTERMvariable at the remote host should be settter mor vt 100.

7.Why does it take so long to connect to my computersga ort el net ?

The symptom: there is a long delay between the time the TCRemtion is established and the time when the client
software asks for a password (or, in telnet(1)’s case, wHegia prompt appears).

The problem: more likely than not, the delay is caused by ¢nees software trying to resolve the client’s IP address
into a hostname. Many servers, including flegnet andSSH servers that come with FreeBSD, do this to store the
hostname in a log file for future reference by the administrat

The remedy: if the problem occurs whenever you connect froar gomputer (the client) to any server, the problem
is with the client; likewise, if the problem only occurs wh&mmeone connects to your computer (the server) the
problem is with the server.
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If the problem is with the client, the only remedy is to fix th&lB so the server can resolve it. If this is on a local
network, consider it a server problem and keep reading;esely, if this is on the global Internet, you will most
likely need to contact your ISP and ask them to fix it for you.

If the problem is with the server, and this is on a local nekygou need to configure the server to be able to resolve
address-to-hostname queries for your local address r&egethe hosts(5) and named(8) manual pages for more
information. If this is on the global Internet, the problerayrbe that your server’s resolver is not functioning
correctly. To check, try to look up another host — sayw. yahoo. com If it does not work, that is your problem.

Following a fresh install of FreeBSD, it is also possiblettti@main and name server information is missing from
/etc/resol v. conf. This will often cause a delay iIBSH, as the optiortuseDNS is set toyes by default in

/ etc/ ssh/ sshd_confi g. If this is causing the problem, you will either need to fillthre missing information in
/etc/resol v. conf or setUseDNSto no in sshd_confi g as a temporary workaround.

8.Why doedile: table is full show uprepeatedly in dmesg(8)?

This error message indicates you have exhausted the nuindeilable file descriptors on your system. Please see
the kern.maxfiles
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boc&sttbook/configtuning-kernel-limits.html#kern-maxf)les
section of the Tuning Kernel Limits
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boo&rttbook/configtuning-kernel-limits.html) section of the
Handbook for a discussion and solution.

9. Why does the clock on my computer keep incorrect time?

Your computer has two or more clocks, and FreeBSD has chosgsetthe wrong one.

Run dmesg(8), and check for lines that contdimecount er . The one with the highest quality value that FreeBSD
chose.

# dmesg | grep Tinecounter

Ti mecounter "i8254" frequency 1193182 Hz quality O

Ti mecounter "ACPI-fast" frequency 3579545 Hz quality 1000
Ti mecounter "TSC' frequency 2998570050 Hz quality 800

Ti mecounters tick every 1.000 nsec

You can confirm this by checking thkr n. t i mecount er . har dwar e sysctl(3).

# sysctl kern.timecounter. hardware
kern. ti mecounter. hardware: ACPI-fast

It may be a broken ACPI timer. The simplest solution is to blisahe ACPI timer inf boot / | oader . conf :
debug. acpi . di sabl ed="ti ner"

Or the BIOS may modify the TSC clock—perhaps to change thedspéthe processor when running from batteries,
or going into a power saving mode, but FreeBSD is unawareasigtladjustments, and appears to gain or lose time.

In this example, th€ 8254 clock is also available, and can be selected by writing itae#o the
kern. ti necount er. har dwar e sysctl(3).

# sysctl kern.timecounter.hardware=i 8254
kern. ti mecounter. hardware: TSC -> i 8254
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Your computer should now start keeping more accurate time.

To have this change automatically run at boot time, add thevng line to/ et ¢/ sysct | . conf:

kern. ti nmecount er. har dwar e=i 8254

10.What does the errawap_pager: indefinite wait buffer: mean?

This means that a process is trying to page memory to diskihenplage attempt has hung trying to access the disk
for more than 20 seconds. It might be caused by bad blockseodisk drive, disk wiring, cables, or any other disk
I/O-related hardware. If the drive itself is actually baduywill also see disk errors ihvar / | og/ messages and in

the output ofdmesg. Otherwise, check your cables and connections.

11.Whatis al ock order reversal ?

The FreeBSD kernel uses a number of resource locks to aebitoatention for certain resources. When multiple
kernel threads try to obtain multiple resource locks, tiseakvays the potential for a deadlock, where two threads
have each obtained one of the locks and blocks forever wgdiinthe other thread to release one of the other locks.
This sort of locking problem can be avoided if all threadsagbthe locks in the same order.

A run-time lock diagnostic system called witness(4), eadldh FreeBSD-CURRENT and disabled by default for
stable branches and releases, detects the potential ftlodka due to locking errors, including errors caused by
obtaining multiple resource locks with a different ordeir different parts of the kernel. The witness(4) framework
tries to detect this problem as it happens, and reports itinyipg a message to the system console abowick

order reversal (oftenreferredto also as LOR).

Itis possible to get false positives, as withess(4) is comagive. A true positive repodoes nomean that a system is
dead-locked; instead it should be understood as a warnitigedbrm “if you were unlucky, a deadlock would have
happened here”.

Note: Problematic LORs tend to get fixed quickly, so check
http://lists.FreeBSD.org/mailman/listinfo/freebsd-current before posting to the mailing lists.

12.WhatdoegCal led ... with the follow ng non-sleepabl e | ocks hel d mean?
This means that a function that may sleep was called whiletaxr{(or other unsleepable) lock was held.

The reason this is an error is because mutexes are not imtémébe held for long periods of time; they are supposed
to only be held to maintain short periods of synchronizatidrs programming contract allows device drivers to use
mutexes to synchronize with the rest of the kernel duringriofpts. Interrupts (under FreeBSD) may not sleep.
Hence it is imperative that no subsystem in the kernel bloclah extended period while holding a mutex.

To catch such errors, assertions may be added to the keaté@htéract with the witness(4) subsystem to emit a
warning or fatal error (depending on the system configunytichen a potentially blocking call is made while
holding a mutex.

In summary, such warnings are non-fatal, however with unfate timing they could cause undesirable effects
ranging from a minor blip in the system’s responsivenessdomaplete system lockup.

For additional information about locking in FreeBSD seekling(9).
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13.Why doesbui | dwor | d/i nst al | wor | d die with the messageouch: not found?

This error does not mean that the touch(1) utility is missiFige error is instead probably due to the dates of the files
being set sometime in the future. If your CMOS-clock is sdbtl time you need to run the command
adj kerntz -i to adjust the kernel clock when booting into single user mode
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1. So, where are all the user applications?

Please take a look at the ports page (http://www.FreeB$iports/index.html) for info on software packages ported
to FreeBSD. The list currently tops 24,000 and is growindydad come back to check often or subscribe to the
FreeBSD announcements mailing list (http://lists.Fre@RB$g/mailman/listinfo/freebsd-announce) for periodic
updates on new entries.

Most ports should work on the 8. and 9X branches. Each time a FreeBSD release is made, a snapshetpaits
tree at the time of release in also included inflbet s/ directory.

We also support the concept of a “package”, essentially neri@an a compressed binary distribution with a little
extra intelligence embedded in it for doing whatever cusitostallation work is required. A package can be installed
and uninstalled again easily without having to know the gi®tails of which files it includes.

Use pkg_add(1) on the specific package files you are interastastalling. Package files can usually be identified
by their. t bz suffix and CD-ROM distribution people will havepackages/ Al | directory on their CD which
contains such files. They can also be downloaded over th@neafious versions of FreeBSD at the following
locations:

for 8 X -RELEASEB-STABLE
ftp://ftp.FreeBSD.org/pub/FreeBSD/ports/i386/pacda@-stable
(ftp://ftp.FreeBSD.org/pub/FreeBSD/ports/i386/pagpds:8-stable/)
for 9.X -RELEASEA-STABLE

ftp://ftp.FreeBSD.org/pub/FreeBSD/ports/i386/pacda§-stable
(ftp://ftp.FreeBSD.org/pub/FreeBSD/ports/i386/paps:9-stable/)

or your nearest local mirror site.

Note that all ports may not be available as packages sinceneware constantly being added. It is always a good
idea to check back periodically to see which packages aitabi@aat the ftp.FreeBSD.org
(ftp://ftp.FreeBSD.org/pub/FreeBSD/) master site.

2.How do | download the Ports tree? Should | be using SVN?

Any of the methods listed here work:

- Use portsnap for most use cases.

- Use SVN directly if you need custom patches to the ports tree.

- Use CTM if you prefer getting patches by email (this is a raisr case).

Any other method should be considered a legacy method. Itigouot already use them, do not start.

3. Does FreeBSD support Java™?
Yes. Please see http://www.FreeBSD.org/java/ (http:liwkweeBSD.org/java/index.html).
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4. Why can | not build this port on my .-, or 9X -STABLE machine?

If you are running a FreeBSD version that lags significandiibd-CURRENTor -STABLE you may need to
update your Ports Collection; see the Keeping Up
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/bootrtgrs-handbook/keeping-up.html) section of the Paster’
Handbook for further information on how to do this. If you angto date, then someone might have committed a
change to the port which works feEURRENTbut which broke the port folSTABLE Please submit a bug report on
this with the send-pr(1) command, since the Ports Colladgisupposed to work for both ti€URRENTand
-STABLEbranches.

5.1just tried to buildl NDEX usingmaeke i ndex, and it failed. Why?

First, always make sure that you have a complete up-to-aate Eollection. Errors that affect building\DEX from
an up-to-date copy of the Ports Collection are high-vigipédnd are thus almost always fixed immediately.

There are rare cases whendDEX will not build due to odd cases involving TH_» or W THOUT _» variables being
set inmake. conf . If you suspect that this is the case, please try to malEX with those make variables turned off
before reporting it to FreeBSD ports mailing list (httpsté. FreeBSD.org/mailman/listinfo/freebsd-ports).

6. | updated the sources, now how do | update my installed ports?

FreeBSD does not include a port upgrading tool, but it doge bame tools to make the upgrade process somewhat
easier. You can also install additional tools to simplifytdrandling, see the Upgrading Ports
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boo&sttbook/ports-using.html) section in the FreeBSD
Handbook.

7.Do | need to recompile every port each time | perform a majosiea update?

By all means! While a recent system will run with software giled under an older release, you will end up with
things randomly crashing and failing to work once you stastalling other ports or updating a portion of what you
already have.

When the system is upgraded, various shared librariesaldadnodules, and other parts of the system will be
replaced with newer versions. Applications linked againstolder versions may fail to start or, in other cases, €ail t
function properly.

For more information, see the section on upgrades (htywwW\wreeBSD.org/doc/en_US.ISO8859-
1/books/handbook/updating-upgrading-freebsdupdatéfreebsdupdate-upgrade) in the FreeBSD
Handbook.

8. Do | need to recompile every port each time | perform a minosio® update?

In general, no. FreeBSD developers do their utmost to gtegedninary compatibility across all releases with the
same major version number. Any exceptions will be docunteimt¢he Release Notes, and advice given there should
be followed.

9. Why is/ bi n/ sh so minimal? Why does FreeBSD not usesh or another shell?

Many people need to write shell scripts which will be poréaitross many systems. That is why POSIX® specifies
the shell and utility commands in great detail. Most scrgptswritten in Bourne shell (sh(1)), and because several
important programming interfaces (make(1), system(3gng3), and analogues in higher-level scripting languages
like Perl and Tcl) are specified to use the Bourne shell tained commands. Because the Bourne shell is so often
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and widely used, it is important for it to be quick to start,deerministic in its behavior, and have a small memory
footprint.

The existing implementation is our best effort at meetingnasly of these requirements simultaneously as we can.
To keep/ bi n/ sh small, we have not provided many of the convenience feathegother shells have. That is why
other more featureful shells likeash, scsh, tcsh(1), andsh are available. (You can compare for yourself the
memory utilization of all these shells by looking at the “VS#hd “RSS” columns in @s -u listing.)

10.How do | create audio CDs from my MIDI files?

To create audio CDs from MIDI files, first installidi o/ t i mi di t y++ from ports then install manually the GUS
patches set by Eric A. Welsh, available at http://alleg.seforge.net/digmid.html. AfteFiMidity++ has been
installed properly, MIDI files may be converted to WAV filestiwvthe following command line:

%timdity -Ow -s 44100 -0 /tnp/juke/0l.wav 0l.md

The WAV files can then be converted to other formats or burmed audio CDs, as described in the FreeBSD
Handbook (http://www.FreeBSD.org/doc/en_US.ISO88B®@ks/handbook/creating-cds.html).

11.Where can | get an Office Suite for FreeBSD?

The open-sourcApache OpenOffice (http://www.openoffice.organdLibreOffice (http://www.libreoffice.org)
office suites work natively on FreeBSD.

FreeBSD also includes a variety of text editors, spreadshaed drawing programs in the Ports Collection.

12.How can | convert from pkgng to the old package tools?
Short answer: it is not possible.

Longer answer: if you have made any changes uskegconverting back is non-trivial and requires lots of manual
editing of internal package database files. However, if yaehust rurpkg2ng then you may remove
/var/ db/ pkg/ | ocal . sql i t e and extract var / backups/ pkgdb. bak. t bz.
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1.1 would like to customize my kernel. Is it difficult?

Not at all' Check out the kernel config section of the Handbook
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boo&rttbook/kernelconfig.html).

Note: The new ker nel will be installed to the / boot / ker nel directory along with its modules, while the old
kernel and its modules will be moved to the / boot / ker nel . ol d directory, so if you make a mistake the next time
you play with your configuration you can boot the previous version of your kernel.

2.Why is my kernel so big?

GENERI C kernels shipped with FreeBSD and later are compiletkibug modeKernels built in debug mode contain
many symbols in separate files that are used for debugging gifeatly increasing the size/dfoot / ker nel / .

Note that there will be little or no performance loss fromming a debug kernel, and it is useful to keep one around
in case of a system panic.

However, if you are running low on disk space, there are @fieoptions to reduce the size/djoot / ker nel / .

If you do not want the symbol files to be installed, make sunelyave the following line present in
/etc/src.conf:

W THOUT _KERNEL_SYMBOLS=yes

For more information see src.conf(5).

If you do not want to build a debug kernel, make sure that bbthefollowing are true:

- You do not have a line in your kernel configuration file thadsa
makeopt i ons DEBUG=-g

- You are not running config(8) withg.

Either of the above settings will cause your kernel to betlmilebug mode. As long as you make sure you follow
the steps above, you can build your kernel normally.

If you want only the modules you use to be built and instalfedke sure you have a line like below in
/ et c/ make. conf :

MODULES OVERRI DE= accf_http ipfw

Replaceaccf _httpd ipfwwith a list of modules you need. Only these modules will bdtbtihis does not only reduce
the size of the kernel directory but also decreases the anebdtime needed to build your kernel. For more
information sed usr/ shar e/ exanpl es/ et c/ make. conf .

You can also remove unneeded devices from your kernel todureduce the size. S€e 1.for more information.

To put any of these options into effect you will have to buitdianstall
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boo&rttbook/kernelconfig-building.html) your new kernel.
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Most kernels(boot / ker nel / ker nel ) tend to be around 12 MB to 16 MB.

3. Why does every kernel | try to build fail to compile, eveéBNERI C?
There are a number of possible causes for this problem. Tieeyneno particular order:

« You are not using theake buil dkernel andmake install kernel targets, and your source tree is different
from the one used to build the currently running system (gau are compiling 9.1-RELEASE on a
8.4-RELEASE system). If you are attempting an upgrade sele@ad usr / sr ¢/ UPDATI NG, paying particular
attention to the “COMMON ITEMS” section at the end.

- You are using themke bui |l dkernel andneke install kernel targets, but you failed to assert the completion
of thenake bui | dwor | d target. Therake bui | dker nel target relies on files generated by theke bui | dwor | d
target to complete its job correctly.

- Evenifyou are trying to buildFreeBSD-STABLE it is possible that you fetched the source tree at a time vithen
was either being modified, or broken for other reasons; albases are absolutely guaranteed to be buildable,
althoughFreeBSD-STABLBbuilds fine the majority of the time. If you have not alreadynd®o, try re-fetching
the source tree and see if the problem goes away. Try usirféeaatit server in case the one you are using is
having problems.

4. How can | verify which scheduler is in use on a running system?

The name of the scheduler currently being used is directjlale as the value of thesr n. sched. name sysctl:

% sysct!| kern.sched. name
kern. sched. nane: ULE

5.What isker n. sched. quant un®?

ker n. sched. quant umis the maximum number of ticks a process can run without bpirgmpted in the 4BSD
scheduler.
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1.How can | add my new hard disk to my FreeBSD system?

See the Adding Disks (http://www.FreeBSD.org/doc/en 1868859-1/books/handbook/disks-adding.html) section
in the FreeBSD Handbook.

2.How do | move my system over to my huge new disk?

The best way is to reinstall the OS on the new disk, then mayesler data over. This is highly recommended if you
have been trackingSTABLEfor more than one release, or have updated a release ingtigatiadiing a new one.

You can install booteasy on both disks with bootOcfg(8), dndl boot them until you are happy with the new
configuration. Skip the next paragraph to find out how to mbeedata after doing this.

Alternatively, partition and label the new disk with eitleade(8) or gpart(8). If the disks are MBR-formatted, you
can also install booteasy on both disks with bootOcfg(8jhadyou can dual boot to the old or new system after the
copying is done.

Now you have the new disk set up, and are ready to move theldafartunately, you cannot just blindly copy the
data. Things like device files (indev), flags, and links tend to screw that up. You need to use tbatsunderstand
these things, which means dump(8). Although it is suggesigidyou move the data in single user mode, it is not
required.

You should never use anything but dump(8) and restore(8)teerthe root file system. The tar(1) command may
work — then again, it may not. You should also use dump(8) astbre(8) if you are moving a single partition to
another empty partition. The sequence of steps talusp to move a partitions data to a new partition is:

1. newfs the new partition.

2. nount it on atemporary mount point.

3. cd to that directory.

4. dunp the old partition, piping output to the new one.

For example, if you are going to move root/tdev/ adalsla, with/ mt as the temporary mount point, it is:

# newfs /dev/adalsla

# mount /dev/adalsla /mt

# cd /mt

# dunmp Oaf - / | restore rf -

Rearranging your partitions witthunp takes a bit more work. To merge a partition likear into its parent, create
the new partition large enough for both, move the parenttfarias described above, then move the child partition
into the empty directory that the first move created:

newf s /dev/adalsla

nount /dev/adalsla /mt

cd /mt

dunp Oaf - / | restore rf -
cd var

HOH K KK
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# dunmp Oaf - /var | restore rf -

To split a directory from its parent, say puttihgar on its own partition when it was not before, create both
partitions, then mount the child partition on the apprajer@irectory in the temporary mount point, then move the
old single partition:

newfs /dev/adalsla

newfs /dev/adalsld

mount /dev/adalsla /mt
nkdir /mt/var

mount /dev/adalsld /mt/var
cd /mt

dunp Oaf - / | restore rf -

HOH OH R H K H

You might prefer cpio(1), pax(1), tar(1) to dump(8) for udata. At the time of this writing, these are known to lose
file flag information, so use them with caution.

3. Which partitions can safely use Soft Updates? | have heatdbft Updates oh can cause problems. What
about Journaled Soft Updates?

Short answer: you can usually use Soft Updates safely oragitipns.

Long answer: Soft Updates has two characteristics that reaydesirable on certain paritions. First, a Soft Updates
partition has a small chance of losing data during a systashci(The partition will not be corrupted; the data will
simply be lost.) Second, Soft Updates can cause temporacgshortages.

When using Soft Updates, the kernel can take up to thirtyrsgsto write changes to the physical disk. When a large
file is deleted the file still resides on disk until the kernetllly performs the deletion. This can cause a very simple
race condition. Suppose you delete one large file and imnedyiereate another large file. The first large file is not
yet actually removed from the physical disk, so the disk roigit have enough room for the second large file. You
get an error that the partition does not have enough spaheugh you know perfectly well that you just released a
large chunk of space! When you try again mere seconds |atefil¢ creation works as you expect. This has left
more than one user scratching his head and doubting hiyséuitFreeBSD file system, or both.

If a system should crash after the kernel accepts a chunktaffdiawriting to disk, but before that data is actually
written out, data could be lost. This risk is extremely simalit generally manageable.

These issues affect all partitions using Soft Updates. $at does this mean for the root partition?

Vital information on the root partition changes very raréfyhe system crashed during the thirty-second window
after such a change is made, it is possible that data coulakhbeTlhis risk is negligible for most applications, but you
should be aware that it exists. If your system cannot tadeiras much risk, do not use Soft Updates on the root file
system!

/ is traditionally one of the smallest partitions. If you phét t np directory orv and you have a busit np, you
might see intermittent space problems. Symlinkingp to/ var / t np will solve this problem.

Finally, dump(8) does not work in live mode (-L) on a filesystevith Journaled Soft Updates (SU+J).

4. Can | mount other foreign file systems under FreeBSD?

FreeBSD supports a variety of other file systems.
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UFS

UFS CD-ROMs can be mounted directly on FreeBSD. Mounting géstitions from Digital UNIX and other
systems that support UFS may be more complex, dependingatethils of the disk partitioning for the
operating system in question.

ext2/ext3

FreeBSD supportsxt 2f s andext 3f s partitions. See ext2fs(5) for more information.

NTFS
FUSE based NTFS supportis available as a por$ (it i | s/ f usef s- nt f s). For more information seetfs-3g
(http://www.tuxera.com/community/ntfs-3g-manual/).

FAT

FreeBSD includes a read-write FAT driver. For more inforioratsee mount_msdosfs(8).

ZFS

FreeBSD includes a port of Sun™'s ZFS driver. The currendmamendation is to use it only on amd64
platforms with sufficient memory. For more information, 2¢&(8).

FreeBSD also supports network file systems such as NFS (st nmds(8)), NetWare (see mount_nwfs(8)), and
Microsoft-style SMB file systems (see mount_smbfs(8)). ¥an find ports based on FUSE
(sysuti | s/ fusefs- knod) for many other file systems.

5.How do | mount a secondary DOS partition?

The secondary DOS partitions are found aétthe primary partitions. For example, if you have an “E” p#oti as
the second DOS patrtition on the second SCSI drive, therdowidl device file for “slice 5” it dev, so simply mount
it:

# mount -t nsdosfs /dev/dals5 /dos/e

6. Is there a cryptographic file system for FreeBSD?

Yes. You can use either gbde(8) or geli(8), see the Encryisk Partitions
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/booarttbook/disks-encrypting.html) section of the FreeBSD
Handbook.

7.How can | use the Windows NT® loader to boot FreeBSD?

The general idea is that you copy the first sector of your ratiot FreeBSD patrtition into a file in the
DOS/Windows NT partition. Assuming you hame that file sorirgghike c: \ boot sect . bsd (inspired by
c:\ boot sect . dos), you can then edit: \ boot . i ni to come up with something like this:

[ boot | oader]

ti meout =30

defaul t =rmul ti (0)di sk(0)rdi sk(0)partition(1)\W NDONS
[operating systens]

mul ti (0)di sk(0)rdisk(O)partition(1)\W NDONS="W ndows NT"

32



Chapter 8 Disks, File Systems, and Boot Loaders

C:. \ BOOTSECT. BSD=" Fr eeBSD"
C.\ ="DCs"

If FreeBSD is installed on the same disk as the Windows NT padtition simply copy boot / boot 1 to
C: \ BOOTSECT. BSD. However, if FreeBSD is installed on a different didkoot / boot 1 will not work,
/ boot / boot 0 is needed.

/ boot / boot 0 needs to be installed using sysinstall(8) by selecting tkeBSD boot manager on the screen which
asks if you wish to use a boot manager. This is becAbiset / boot 0 has the partition table area filled with NULL
characters but sysinstall(8) copies the partition tabfereecopying boot / boot 0 to the MBR.

Warning: Do not simply copy / boot / boot 0 instead of / boot / boot 1; you will overwrite your partition table and
render your computer un-bootable!

When the FreeBSD boot manager runs it records the last O®dbgtsetting the active flag on the partition table
entry for that OS and then writes the whole 512-bytes offitsetk to the MBR so if you just copyboot / boot 0 to
C: \ BOOTSECT. BSDthen it writes an empty partition table, with the active flag@n one entry, to the MBR.

8. How do | boot FreeBSD and Linux from LILO?

If you have FreeBSD and Linux on the same disk, just followQI installation instructions for booting a
non-Linux operating system. Very briefly, these are:

Boot Linux, and add the following lines tcet ¢/ 1 i | 0. conf :

ot her =/ dev/ hda2
t abl e=/ dev/ hda
| abel =Fr eeBSD

(the above assumes that your FreeBSD slice is known to Liatid@v/ hda2; tailor to suit your setup). Then, run
|'i 1 o asroot and you should be done.

If FreeBSD resides on another disk, you need tolagitier =/ boot / chai n. b to the LILO entry. For example:

ot her =/ dev/ dab4
t abl e=/ dev/ dab
| oader =/ boot/chain. b
| abel =Fr eeBSD

In some cases you may need to specify the BIOS drive numbbetBreeBSD boot loader to successfully boot off
the second disk. For example, if your FreeBSD SCSI disk ibgudoy BIOS as BIOS disk 1, at the FreeBSD boot
loader prompt you need to specify:

Boot: 1:da(0, a)/boot/kernel /kernel

You can configure boot(8) to automatically do this for you abttime.

The Linux+FreeBSD mini-HOWTO (http://tldp.org/HOWTO#Huix+FreeBSD.html) is a good reference for
FreeBSD and Linux interoperability issues.
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9.How do | boot FreeBSD and Linux using GRUB?

Booting FreeBSD using GRUB is very simple. Just add the ¥alg to your configuration file
/ boot / grub/ menu. | st (or/ boot/ grub/ grub. conf in some systems, e.g., Red Hat Linux and its derivatives).

title FreeBSD 6.1
root (hdo,a)
kernel /boot/| oader

Wherehd0, a points to your root partition on the first disk. If you need p&sify which slice number should be
used, use something like thi®do, 2, a) . By default, if the slice number is omitted, GRUB searchesfifst slice
which hasa partition.

10.How do | boot FreeBSD and Linux usirBpotEasy?

Install LILO at the start of your Linux boot partition instaf in the Master Boot Record. You can then boot LILO
from BootEasy.

If you are running Windows and Linux this is recommended amywo make it simpler to get Linux booting again if
you should need to reinstall Windows (which is a Jealous &pey System, and will bear no other Operating
Systems in the Master Boot Record).

11.How do | change the boot prompt frop?? to something more meaningful?

You can not do that with the standard boot manager withoutitiegy it. There are a number of other boot managers
inthesysut i | s ports category that provide this functionality.

12.1 have a new removable drive, how do | use it?

If the drive already has a file system on it, you can use a cordiileanthis:
# mount -t nsdosfs /dev/daOsl /mt

If the drive will only be used with FreeBSD systems it is bettkea to stick a BSD file system on it, like UFS or
ZFS. You will get long filename support, at least a 2X improeeirin performance, and a lot more stability. If the
drive will be used by other operating systems a more porigdéce, such as msdosfs, is better.

# dd if=/dev/zero of=/dev/da0 count=2
# gpart create -s GPT /dev/da0

# gpart add -t freebsd-ufs /dev/daO
Finally, create a new file system:

# newfs /dev/daOpl

and mount it:

# nmount /dev/daOsl / mt

Itis a good idea to add a line teet ¢/ f st ab (see fstab(5)) so you can just tymeunt / mt in the future:

/ dev/ daOpl /mt ufs rw,noauto 0 O
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13.Why do | getl ncorrect super bl ock when mounting a CD-ROM?

You have to tell mount(8) the type of the device that you wamhbunt. This is described in the Handbook section
on optical media (http://www.FreeBSD.org/doc/en_US 8868-1/books/handbook/creating-cds.html), specificall
the section Using Data CDs
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/bocéstibook/creating-cds.html#mounting-cd).

14.Why do | getDevi ce not confi gured when mounting a CD-ROM?

This generally means that there is no CD-ROM in the CD-ROMejror the drive is not visible on the bus. Please
see the Using Data CDs
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boc&sttbook/creating-cds.html#mounting-cd) section of the
Handbook for a detailed discussion of this issue.

15.Why do all non-English characters in filenames show up as ti#hg CDs when mounted in FreeBSD?

Your CD-ROM probably uses the “Joliet” extension for stgrinformation about files and directories. This is
discussed in the Handbook chapter on creating and using GRIsR
(http:/lwww.FreeBSD.org/doc/en_US.1ISO8859-1/boo&rttbook/creating-cds.html), specifically the section on
Using Data CD-ROMs
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boc&stibook/creating-cds.html#mounting-cd).

16.1 burned a CD under FreeBSD and now | can not read it under d®r operating system. Why?

You most likely burned a raw file to your CD, rather than cnegan ISO 9660 file system. Take a look at the
Handbook chapter on creating CD-ROMs
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boo&rttbook/creating-cds.html), particularly the section on
burning raw data CDs
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boo&rttbook/creating-cds.html#rawdata-cd).

17.How can | create an image of a data CD?

This is discussed in the Handbook section on duplicating G&is
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/booérttbook/creating-cds.html#imaging-cd). For more on
working with CD-ROMs, see the Creating CDs Section
(http:/lwww.FreeBSD.org/doc/en_US.1ISO8859-1/boorttbook/creating-cds.html) in the Storage chapter in the
Handbook.

18.Why can | notrount an audio CD?

If you try to mount an audio CD, you will get an error likel9660: / dev/ acdOc: Invalid argunent. Thisis
becauseount only works on file systems. Audio CDs do not have file systehey fust have data. You need a
program that reads audio CDs, such asaihéi o/ xncd port.

19.How do Inount a multi-session CD?

By default, mount(8) will attempt to mount the last data krésession) of a CD. If you would like to load an earlier
session, you must use the command line argument. Please see mount_cd9660(8) foifispe@mples.

20.How do | let ordinary users mount CD-ROMSs, DVDs, USB drivas] ather removable media?

Asr oot setthe sysctl variablef s. user mount to 1.
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# sysctl vfs.usernount=1

To make this persist across reboots, add thedireuser mount =1 to/ et ¢/ sysct | . conf so thatitis reset at
system boot time.

Users can only mount devices they have read permissions tlow users to mount a device permissions must be
setin/ et c/ devfs. conf.

For example, to allow users to mount the first USB drive add:

# Allow all users to nount a USB dri ve.
own / dev/ da0 r oot : oper at or
perm / dev/ da00 0666

All users can now mount devices they could read onto a dirgthat they own:

% nkdi r ~/ny-nount - poi nt
% mount -t nsdosfs /dev/ da0~/ ny- nount - poi nt

Unmounting the device is simple:
% unount ~/ nmy- nount - poi nt

Enablingvf s. user nount , however, has negative security implications. A better Wwegccess MS-DOS®
formatted media is to use theul at or s/ nt ool s package in the Ports Collection.

Note: The device name used in the previous examples must be changed according to your configuration.

21.Thedu anddf commands show different amounts of disk space availablat\glyoing on?

You need to understand whéu anddf really do.du goes through the directory tree, measures how large each file
is, and presents the totatf. just asks the file system how much space it has left. They sedm the same thing,
but a file without a directory entry will affectf but notdu.

When a program is using a file, and you delete the file, the fiiseally removed from the file system until the
program stops using it. The file is immediately deleted framdirectory listing, however. You can see this easily
enough with a program such asr e. Assume you have a file large enough that its presence affextaitput ofdu
anddf . (Since disks can be so large today, this might erglarge file!) If you delete this file while usingor e on

it, mor e does not immediately choke and complain that it cannot viexfite. The entry is simply removed from the
directory so no other program or user can accessiishows that it is gone — it has walked the directory tree and
the file is not listeddf shows that it is still there, as the file system knows thmate is still using that space. Once
you end theror e sessiondu anddf will agree.

This situation is common on web servers. Many people set upeESD web server and forget to rotate the log files.
The access log fills upvar . The new administrator deletes the file, but the systemcstitiplains that the partition is
full. Stopping and restarting the web server program worgd the file, allowing the system to release the disk
space. To prevent this from happening, set up newsyslog(8).

Note that Soft Updates can delay the freeing of disk spaaenyight need to wait up to 30 seconds for the change to
be visible!

36



Chapter 8 Disks, File Systems, and Boot Loaders

22.How can | add more swap space?

In the Configuration and Tuning
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boc&stibook/config-tuning.html) section of the Handbook, you
will find a section (http://www.FreeBSD.org/doc/en_USEB59-1/books/handbook/adding-swap-space.html)
describing how to do this.

23.Why does FreeBSD see my disk as smaller than the manufasayeit is?

Disk manufacturers calculate gigabytes as a billion byéet ewhereas FreeBSD calculates them as
1,073,741,824 bytes each. This explains why, for exampeeBSD’s boot messages will report a disk that
supposedly has 80 GB as holding 76,319 MB.

Also note that FreeBSD will (by defauligserve8% of the disk space.

24.How is it possible for a partition to be more than 100% full?

A portion of each UFS partition (8%, by default) is reservedidse by the operating system and thet user. df(1)
does not count that space when calculatingtyeaci t y column, so it can exceed 100%. Also, you will notice that
theBl ocks column is always greater than the sum of thed andAvai | columns, usually by a factor of 8%.

For more details, look upmin tunefs(8).

8.1 ZFS

1. What is the minimum amount of RAM one should have to run ZFS?

A minimum of 4GB of RAM is required for comfortable usage, mdividual workloads can vary widely.

2.What s the ZIL and when does it get used?

The ZIL ((ZFS intent log) is a write log used to implement posrite commitment semantics across crashes.
Normally writes are bundled up into transaction groups arittem to disk when filled (“Transaction Group

Commit”). However syscalls like fsync(2) require a comngtmthat the data is written to stable storage before
returning. The ZIL is needed for writes that have been ackedged as written but which are not yet on disk as part
of a transaction. The transaction groups are timestampebelevent of a crash the last valid timestamp is found and
missing data is merged in from the ZIL.

3.Do | need a SSD for ZIL?

By default, ZFS stores the ZIL in the pool with all the dataydtur application has a heavy write load, storing the
ZIL in a separate device that has very fast synchronousgseigliwrite performance can improve overall system.
For other workloads, a SSD is unlikely to make much of an inapnoent.

4.What is the L2ZARC?

The L2ARC is a read cache stored on a fast device such as anTd®&ache is not persisent across reboots. Note
that RAM is used as the first layer of cache and the L2ARC is nabded if there is insufficient RAM.
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L2ARC needs space in the ARC to index it. So, perversely, &iwgrset that fits perfectly in the ARC will not fit
perfectly any more if a L2ZARC is used because part of the ARtIding the L2ARC index, pushing part of the
working set into the L2ARC which is slower than RAM.

5.1s enabling deduplication advisable?
Generally speaking, no.

Deduplication takes up a significant amount of RAM and mawslown read and write disk access times. Unless
one is storing data that is very heavily duplicated (suchidgal machine images, or user backups) it is possible that
deduplication will do more harm than good. Another constien is the inability to revert deduplication status. If
data is written when deduplication is enabled, disablindugewill not cause those blocks which were deduplicated
to be replicated until they are next modified.

Deduplication can also lead to some unexpected situatiomgrticular deleting files may become much slower.

6.1 can not delete or create files on my ZFS pool. How can | fix this?

This could happen because the pool is 100% full. ZFS regspase on the disk to write transaction metadata. To
restore the pool to a usable state, truncate a file you warsléted

% truncate -s O uninportant-file

File truncation works because a new transaction is noestanew spare blocks are created instead.

Note: On systems with additional ZFS dataset tuning, such as deduplication, the space may not be immediately
available

7.Does ZFS support TRIM for Solid State Drives?

ZFS TRIM support was added to FreeBSD 10-CURRENT with revis240868 ZFS TRIM support is not yet
available on the -STABLE branches.

ZFS TRIM is enabled by default, and can be turned off by adthigline to/ et ¢/ sysct | . conf:

vis.zfs.trimdisable=1

Note: ZFS TRIM may not work with all configurations, such as a ZFS filesystem on a GELI-backed device.
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1. Where are the system start-up configuration files?

The primary configuration file iset c/ def aul t s/ r c. conf (see rc.conf(5)). System startup scripts such as
/etc/rcand/ etc/rc.d(seerc(8))justinclude this fil&o not edit this filelnstead, if there is any entry in
/et c/ defaul ts/rc. conf that you want to change, you should copy the line irdoc/ r c. conf and change it
there.

For example, if you wish to start named(8), the included DEIS e, all you need to do is:

# echo ’'nanmed_enabl e="YES"'' >> /etc/rc.conf

To start up local services, place shell scripts in/ther / | ocal / et c/ r c. d directory. These shell scripts should be
set executable, the default file mod&&b.

2.How do | add a user easily?
Use the adduser(8) command, or the pw(8) command for morelazated situations.

To remove the user, use the rmuser(8) command or, if negeps#i8).

3. Why do | keep getting messages likeot : not found after editing/ et c/ cr ont ab

This is normally caused by editing the system crontah ¢/ cr ont ab) and then using crontab(1) to install it:

# crontab /etc/crontab

This is not the correct way to do things. The system crontatatdifferent format to the per-user crontabs which
crontab(1) updates (the crontab(5) manual page explagnditierences in more detail).

If this is what you did, the extra crontab is simply a copy ef ¢/ cr ont ab in the wrong format it. Delete it with the
command:

# crontab -r

Next time, when you editet ¢/ cr ont ab, you should not do anything to inform cron(8) of the changewe it will
notice them automatically.

If you want something to be run once per day, week, or montb gtobably better to add shell scripts
/usr/1ocal /etc/periodic,and let the periodic(8) command run from the systaron schedule it with the
other periodic system tasks.

The actual reason for the error is that the system crontabrastra field, specifying which user to run the
command as. In the default system crontab provided withB3€x this isr oot for all entries. When this crontab is
used as theoot user’s crontab (which isotthe same as the system crontab), cron(8) assumes therstrings the
first word of the command to execute, but no such commandsexist
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4.Why do | get the errolyou are not in the correct group to su root whenltrytosutoroot?

This is a security feature. Tsu tor oot (or any other account with superuser privileges), you mashlthewheel
group. If this feature were not there, anybody with an actouara system who also found autot 's password
would be able to gain superuser level access to the systetimthig feature, this is not strictly true; su(1) will
prevent them from even trying to enter the password if theynat inwheel .

To allow someone teu tor oot , simply put them in theheel group. Use pw(8) for this purpose.
# pw groupnod wheel -mlisa

The above example will add uskrrsa to the groupaheel .

5.1 made a mistake inc. conf , or another startup file, and now | cannot edit it because ldasystem is read-only.
What should | do?

Restart the system usitgot - s at the loader prompt to enter Single User mode. When proniptedshell
pathname, simply preg&nter, and runnount -urw / to re-mount the root file system in read/write mode. You
may also need to rumount -a -t ufs to mountthe file system where your favorite editor is defiriegour
favorite editor is on a network file system, you will need tiher configure the network manually before you can
mount network file systems, or use an editor which resideslooafile system, such as ed(1).

If you intend to use a full screen editor such as vi(1) or erffigcyou may also need to rwxport TERMExt er m
on FreeBSD 9.0+, agxport TERM=cons25 on FreeBSD 8.X so that these editors can load the correcfrdata
the termcap(5) database.

Once you have performed these steps, you can edit/ r c. conf as you usually would to fix the syntax error. The
error message displayed immediately after the kernel bessages should tell you the number of the line in the file
which is at fault.

6. Why am | having trouble setting up my printer?

See the Handbook entry on printing
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boo&rttbook/printing.html). It should cover most of your
problem.

Some printers require a host-based driver to do any kindinfipg. These so-called “WinPrinters” are not natively
supported by FreeBSD. If your printer does not work in DOS amd@ws, it is probably a WinPrinter. Your only
hope of getting one of these to work is to check if thé nt / pnn2ppa port supports it.

7.How can | correct the keyboard mappings for my system?

Please see the Handbook section on using localization
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boo&rttbook/using-localization.html), specifically the saet
on console setup
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boo&rttbook/using-localization.html#setting-console).
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8. Why can | not get user quotas to work properly?

1. It is possible that your kernel is not configured to use gsidf this is the case, you will need to add the
following line to your kernel configuration file and recongil

opti ons QUOTA

Please read the Handbook entry on quotas
(http://www.FreeBSD.org/doc/en_US.1SO8859-1/booiraftbook/quotas.html) for full details.

2. Do not turn on quotas an

3. Put the quota file on the file system that the quotas are tofoeced on, i.e.:

File System Quota file
[ usr /usr/ adm n/ quot as
/ hone / hone/ admni n/ quot as

9. Does FreeBSD support System V IPC primitives?

Yes, FreeBSD supports System V-style IPC, including sharechory, messages and semaphores, iiGHNERI C
kernel. With a custom kernel, support may be loaded withstrevshm ko, sysvsem ko and sysvnsg. ko kernel
modules, or enabled in the custom kernel by adding the fatigines to your kernel config:

options SYSVSHM # enabl e shared nenory
options SYSVSEM # enabl e for senmaphores
options SYSVMSG # enabl e for nessaging

Recompile and install your kernel.

10.What other mail-server software can | use insteasesfdmail?

Thesendmail (http://www.sendmail.org/) server is the default maitvez software for FreeBSD, but you can easily
replace it with one of the other MTA (for instance, an MTA &itd from the ports).

There are various alternative MTAs in the ports tree alreafti nai | / exi m mai | / post fi x, mai | / gmai | , and
mai | / zmai | er being some of the most popular choices.

Diversity is nice, and the fact that you have many differentlraervers to chose from is considered a good thing;
therefore try to avoid asking questions like Ssndmailbetter thargmail?” in the mailing lists. If you do feel like
asking, first check the mailing list archives. The advargagel disadvantages of each and every one of the available
MTAs have already been discussed a few times.

11.1 have forgotten the oot password! What do | do?

Do not panic! Restart the system, tyipeot - s at theBoot : prompt to enter Single User mode. At the question
about the shell to use, Hinter. You will be dropped to & prompt. Entenount - urw / to remount your root file
system read/write, then rumunt - a to remount all the file systems. Rpasswd r oot to change the oot
password then run exit(1) to continue booting.
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Note: If you are still prompted to give the r oot password when entering the Single User mode, it means that the
console has been marked as i nsecure in/etc/ttys. In this case it will be required to boot from a FreeBSD
installation disk, choose the Live CD or Shell at the beginning of the install process and issue the commands
mentioned above. You will need to mount the specific partition in this case and then chroot to it, i.e., replace
mount -urw / by nount /dev/adaOpl /mt; chroot /mmt for a system on adaOpl.

Note: If you cannot mount your root partition from Single User mode, it is possible that the partitions are
encrypted and it is impossible to mount them without the access keys. Your chances depend on the chosen
implementation. For more information see the section about encrypted disks in the FreeBSD Handbook
(http://www.FreeBSD.org/doc/en_US.1SO8859-1/books/handbook/disks-encrypting.html).

12.How do | keepControl +Alt +Deletefrom rebooting the system?

If you are using syscons(4) (the default console driverdoamd install a new kernel with the line in the
configuration file:

opti ons SC_DI SABLE_REBOOT
This can also be done by setting the following sysctl(8) Widoes not require a reboot or kernel recompile:
# sysctl hw. syscons. kbd_r eboot =0

Note: The above two methods are exclusive: The sysctl(8) does not exist if you compile your kernel with the
SC_DI SABLE_REBOOT option.

13.How do | reformat DOS text files to UNIX ones?
Use this perl(1) command:
% perl -i.bak -npe 's/\r\n/\n/g file(s)

wheref i | e(s) is one or more files to process. The modification is done ieglevith the original file stored with a
. bak extension.

Alternatively you can use the tr(1) command:
% tr -d '\r’ < dos-text-file > unix-file

dos-text-fil eis the file containing DOS text whileni x- fi | e will contain the converted output. This can be
quite a bit faster than usinger | .

Yet another way to reformat DOS text files is to usedbeaver t er s/ dosuni x port from the Ports Collection.
Consult its documentation about the details.
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14.How do I kill processes by name?

Use pkill(1).

15.How do | re-read et ¢/ r c. conf and re-start et ¢/ r ¢ without a reboot?
Go into single user mode and then back to multi user mode.

On the console do:

# shut down now
(Note: without -r or -h)

# return
# exit

16.1 tried to update my system to the lateSTTABLE but got-BETAx, -RCor -PRERELEASEWhat is going on?

Short answer: it is just a namRC stands for “Release Candidate”. It signifies that a relemsarminent. In
FreeBSD;PRERELEASES typically synonymous with the code freeze before a rele@r some releases, the
-BETAlabel was used in the same way-BRERELEASH

Long answer: FreeBSD derives its releases from one of tweeplaViajor, dot-zero, releases, such as 9.0-RELEASE
are branched from the head of the development stream, colpmadarred to asCURRENT. Minor releases, such

as 6.3-RELEASE or 5.2-RELEASE, have been snapshots of theaSTABLE branch. Starting with

4.3-RELEASE, each release also now has its own branch whicle tracked by people requiring an extremely
conservative rate of development (typically only secuaidyisories).

When a release is about to be made, the branch from whichlibevidlerived from has to undergo a certain process.
Part of this process is a code freeze. When a code freezdigedi the name of the branch is changed to reflect that
it is about to become a release. For example, if the branahtodee called 6.2-STABLE, its name will be changed

to 6.3-PRERELEASE to signify the code freeze and signify #xéra pre-release testing should be happening. Bug
fixes can still be committed to be part of the release. Whesdhiece code is in shape for the release the name will
be changed to 6.3-RC to signify that a release is about to loke finam it. Once in the RC stage, only the most
critical bugs found can be fixed. Once the release (6.3-RERE#H this example) and release branch have been
made, the branch will be renamed to 6.3-STABLE.

For more information on version numbers and the various &tgdon branches, refer to the Release Engineering
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/arsfleleng/article.html) article.

17.1 tried to install a new kernel, and the chflags(1) failed. Hiau get around this?

Short answer: You are probably at security level greatar thd&reboot directly to Single User mode to install the
kernel.

Long answer: FreeBSD disallows changing system flags atiget@vels greater than 0. You can check your
security level with the command:

# sysctl kern.securel evel
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You cannot lower the security level; you have to boot to Sifgbde to install the kernel, or change the security
levelin/ et c/ rc. conf then reboot. See the init(8) manual page for detailsextur el evel , and see
/et c/ defaul ts/ rc. conf and the rc.conf(5) manual page for more informatiom onconf .

18.1 cannot change the time on my system by more than one secawvddd | get around this?

Short answer: You are probably at security level greater thd&reboot directly to Single User mode to change the
date.

Long answer: FreeBSD disallows changing the time by moreahe second at security levels greater than 1. You
can check your security level with the command:

# sysctl kern.securel evel

You cannot lower the security level; you have to boot to Srigéer mode to change the date, or change the security
levelin/ et c/ rc. conf then reboot. See the init(8) manual page for detailsextur el evel , and see
/et c/ def aul ts/ rc. conf and the rc.conf(5) manual page for more informatiom onconf .

19.Why isr pc. st at d using 256 MB of memory?

No, there is no memory leak, and it is not using 256 MB of memiBoy convenience,pc. st at d maps an obscene
amount of memory into its address space. There is nothinigliewrong with this from a technical standpoint; it
just throws off things like top(1) and ps(1).

rpc.statd(8) maps its status file (resident @ar ) into its address space; to save worrying about remapplatgit
when it needs to grow, it maps it with a generous size. Thigiig @vident from the source code, where one can see
that the length argument to mmap(2pis10000000, or one sixteenth of the address space on an IA32, or exactly
256 MB.

20.Why can | not unset thechg file flag?

You are running at an elevated (i.e., greater than 0) semwgklLower the securelevel and try again. For more
information, seg¢he FAQ entry on securelevehd the init(8) manual page.

21.Why doesSSH authentication throughshost s not work by default in recent versions of FreeBSD?

The reason whyshost s authentication does not work by default in more recent vasbf FreeBSD is because
ssh(1) is not installed suidbot by default. To “fix” this, you can do one of the following:

- As a permanent fix, SEBINABLE_SUI D_SSHtotrue in/ et c/ make. conf then rebuild and reinstall ssh(1).

« As atemporary fix, change the mode/arsr / bi n/ ssh to 4555 by runningchnod 4555 /usr/ bi n/ ssh as
root .

22.Whatisvnl ru?

vnl r u flushes and frees vnodes when the system hitké¢he. maxvnodes limit. This kernel thread sits mostly
idle, and only activates if you have a huge amount of RAM armdaacessing tens of thousands of tiny files.
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23.What do the various memory states displayed by mean?

Act i ve: pages recently statistically used.
« I nactive: pages recently statistically unused.

- Cache: (most often) pages that have percolated from inactive tataswhere they maintain their data, but can
often be immediately reused (either with their old assomigaior reused with a new association). There can be
certain immediate transitions froatt i ve to cache state if the page is known to be clean (unmodified), but that
transition is a matter of policy, depending upon the algonichoice of the VM system maintainer.

- Free: pages without data content, and can be immediately usegttaic circumstances where cache pages might
be ineligible. Free pages can be reused at interrupt or psctate.

- W red: pages that are fixed into memory, usually for kernel purpdset also sometimes for special use in
processes.

Pages are most often written to disk (sort of a VM sync) whewy tire in the inactive state, but active pages can also
be synced. This depends upon the CPU tracking of the modiiéeimg available, and in certain situations there can
be an advantage for a block of VM pages to be synced, whethgtte active or inactive. In most common cases, it
is best to think of the inactive queue to be a queue of relgtiveused pages that might or might not be in the
process of being written to disk. Cached pages are alreathedy not mapped, but available for immediate process
use with their old association or with a new associationefp@ges are available at interrupt level, but cached or free
pages can be used at process state for reuse. Cache pagesatequately locked to be available at interrupt level.

There are some other flags (e.g., busy flag or busy count) tigat modify some of the described rules.

24.How much free memory is available?

There are a couple of kinds of “free memory”. One kind is the@ant of memory immediately available without
paging anything else out. That is approximately the sizeaohe queue + size of free queue (with a derating factor,
depending upon system tuning). Another kind of “free mem@yhe total amount of VM space. That can be
complex, but is dependent upon the amount of swap space amdmeOther kinds of “free memory” descriptions
are also possible, but it is relatively useless to definegthmst rather it is important to make sure that the paging rate
is kept low, and to avoid running out of swap space.

25.What is/ var/ enpt y? | can not delete it!

/ var / enpt y is a directory that the sshd(8) program uses when perforpringege separation. Thievar / enpt y
directory is empty, owned byoot and has thechg flag set.

Although it is not recommended to delete this directory,dsd you will need to unset thezhg flag first. See the
chflags(1) manual page for more information (and bear in rthiscnswer to
the question on unsetting the schg jlag

26.1 just changed et ¢/ newsysl og. conf . How can | check if it does what | expect?

To see what newsyslog(8) will do use the following:

% newsysl og -nrvv

45



Chapter 9 System Administration

27.My time is wrong, how can | change the timezone?

Use tzsetup(8).
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Chapter 10 The X Window System and Virtual
Consoles

1. What is the X Window System?

The X Window System (commonlby11) is the most widely available windowing system capable ofing on

UNIX or UNIX like systems, including FreeBSD. The X.Org Falation (http://www.x.org/wiki/) administers the X
protocol standards (http://en.wikipedia.org/wiki/X_Wibw_System_core_protocol), with the current reference
implementation, version 11 release 7.7, so you will oftenrederences shortenedXo1l.

Many implementations are available for different arcHiiees and operating systems. An implementation of the
server-side code is properly known asXarser ver .

2.1 want to run Xorg, how do | go about it?

To install Xorg do one of the following:

Use thex11/ xor g meta-port, which builds and installs every Xorg component.
Usex11/ xor g- mi ni mal , which builds and installs only the necessary Xorg comptsen

Install Xorg from FreeBSD packages:
# pkg_add -r xorg

or on systems usingkg:

# pkg install xorg

After the installation of Xorg, follow the instructions frothe X11 Configuration
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boorttbook/x-config.html) section of the FreeBSD
Handbook.

3.1 triedto run X, but I get aNo devi ces det ect ed. error when | typest ar t x. What do | do now?

Your system is probably running at a raisegt ur el evel . It is not possible to start X at a raisedcur el evel
because X requires write access to io(4). For more infoonasiee at the init(8) manual page.

There are two solutions to the problem: Set yseicur el evel back down to zero (usually ihet ¢/ rc. conf), or
run xdm(2) (or an alternative display manager) at boot tibeddre thesecur el evel is raised).

SeeQ: 10.for more information about running xdm(1) at boot time.

4. Why does my mouse not work with X?

If you are using syscons(4) (the default console driven), gan configure FreeBSD to support a mouse pointer on
each virtual screen. To avoid conflicting with X, sysconsipports a virtual device callédiev/ sysnmouse. All

mouse events received from the real mouse device are wiittidwe sysmouse(4) device via moused(8). To use your
mouse on one or more virtual consolaaduse X, se&: 1.and set up moused(8).
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Then edit/ et ¢/ X11/ xor g. conf and make sure you have the following lines:

Section "I nput Devi ce"
Opti on "Protocol" "SysMuse"
Opti on "Device" "/dev/sysnouse"

Starting with Xorg version 7.4, thenput Devi ce sections inkor g. conf are ignored in favor of autodetected
devices. To restore the old behavior, add the following {theSer ver Layout or Ser ver Fl ags section:

Opti on "Aut oAddDevi ces" "fal se"

Some people prefer to useev/ mouse under X. To make this work,dev/ mouse should be linked to
/ dev/ sysnmouse (see sysmouse(4)) by adding the following lin€ & ¢/ devf s. conf (see devfs.conf(5)):

i nk sysnouse nouse
This link can be created by restarting devfs(5) with thedwlhg command (asoot ):

# service devfs restart

5. My mouse has a fancy wheel. Can | use itin X?
Yes.

You need to tell X that you have a 5 button mouse. To do thisplimadd the linesut t ons 5 andZAxi sMappi ng
4 5 to the “InputDevice” section afet ¢/ X11/ xor g. conf . For example, you might have the following
“InputDevice” section in et ¢/ X11/ xor g. conf .

Example 10-1. “InputDevice” Section for Wheeled Mouse in Xog Configuration File

Section "I nput Devi ce"

Identifier "Mousel"

Driver "nmouse"

Opti on "Protocol" "auto"

Opti on "Device" "/dev/sysnouse"

Opti on "Buttons" "5"

Opti on "ZAxi sMappi ng" "4 5"
EndSecti on

Example 10-2. “.emacs” Example for Naive Page Scrolling wit Wheeled Mouse (optional)

wheel nouse
(gl obal -set-key [nmouse-4] 'scroll-down)
(gl obal -set-key [nmouse-5] 'scroll-up)
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6. My laptop has a Synaptics touchpad. Can | use it in X?
Yes, you will have to configure a few things to make it work.

If you plan to use the Xorg synaptics driver yowstremove moused_enable fram. conf . Xorg can not use the
synaptics mouse if the moused already sit$ dev/ psnD.

To enable synaptics in the psm(4) driver you need to add tleimg into/ boot / | oader . conf :
hw. psm synapti cs_support="1"
You also need the following inteor g. conf :

Section "I nput Devi ce"
Identifier "TouchpadO"

Driver "synaptics"”

Opti on "Protocol" "psnt
Opti on "Device" "/dev/psnD"
EndSect i on

And be sure to add the following into the “ServerLayout” satt

I nput Devi ce "TouchpadO" " SendCor eEvents"

7.How do | use remote X displays?
For security reasons, the default setting is to not allow ahimee to remotely open a window.

To enable this feature, simply sta¢twith the optional | i st en_t cp argument:

% startx -listen_tcp

8. What is a virtual console and how do | make more?

Virtual consoles, put simply, enable you to have severalikBneous sessions on the same machine without doing
anything complicated like setting up a network or running X.

When the system starts, it will display a login prompt on thenitor after displaying all the boot messages. You can
then type in your login name and password and start workingléying!) on the first virtual console.

At some point, you will probably wish to start another sessjmerhaps to look at documentation for a program you
are running or to read your mail while waiting for an FTP tfenso finish. Just dé\lt +F2 (hold downAlt and press
F2), and you will find a login prompt waiting for you on the secdndtual console”! When you want to go back to
the original session, dalt +F1.

The default FreeBSD installation has eight virtual conseleabledAlt +F1, Alt +F2, Alt +F3, and so on will switch
between these virtual consoles.

To enable more of them, edikt ¢/ t t ys (see ttys(5)) and add entries faryv8 tot t yvc after the comment on
“Virtual terminals”:

# Edit the existing entry for ttyv8 in /etc/ttys and change
# "off" to "on".
ttyv8 "/usr/libexec/getty Pc" Xxterm on secure
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ttyv9 “lusr/libexec/getty Pc" xterm on secure
ttyva "/usr/libexec/getty Pc" xterm on secure
ttyvb "/usr/libexec/getty Pc" xterm on secure

Use as many or as few as you want. The more virtual terminalswoe, the more resources that are used; this can
be important if you have 8 MB RAM or less. You may also want tarfe thesecur e toi nsecure.

Note: Versions of FreeBSD prior to 9.0 used the “ cons25” terminal type, and not “ xterm”. Existing entries in
/etc/ttys can be used on which to base new additions.

Important: If you want to run an X server you must leave at least one virtual terminal unused (or turned off) for it
to use. That is to say that if you want to have a login prompt pop up for all twelve of your Alt-function keys, you are
out of luck — you can only do this for eleven of them if you also want to run an X server on the same machine.

The easiest way to disable a console is by turning it off. kangple, if you had the full 12 terminal allocation
mentioned above and you wanted to run X, you would changiagstfor virtual terminal 12 from:

ttyvb "/usr/libexec/getty Pc" xterm on secure
to:
ttyvb “lusr/libexec/getty Pc" xterm off secure

If your keyboard has only ten function keys, you would end ufhw

ttyv9 "/usr/libexec/getty Pc" xterm off secure
ttyva "/usr/libexec/getty Pc" xterm off secure
ttyvb "/usr/libexec/getty Pc" xterm off secure

(You could also just delete these lines.)

Next, the easiest (and cleanest) way to activate the vicmradoles is to reboot. However, if you really do not want to
reboot, you can just shut down the X Window system and exdasteot ):

# kill -HUP 1

Itis imperative that you completely shut down X Window ifstiunning, before running this command. If you do
not, your system will probably appear to hang or lock up aftercutingki | | .

9.How do | access the virtual consoles from X?
UseCtrl +Alt +Fn to switch back to a virtual consol€trl +Alt +F1 would return you to the first virtual console.
Once you are back to a text console, you can therAltse=n as normal to move between them.

To return to the X session, you must switch to the virtual obasunning X. If you invoked X from the command
line, (e.g., usingt ar t x) then the X session will attach to the next unused virtuakot# not the text console from
which it was invoked. If you have eight active virtual termisithen X will be running on the ninth, and you would
useAlt +F9to return.
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10.How do | startXDM on boot?

There are two schools of thought on how to start xdm(1). Ohedalcstartsxdmfrom/ et ¢/ tt ys (see ttys(5)) using
the supplied example, while the other simply rudsnfromr c. | ocal (see rc(8)) or from aix script in
/usr/1ocal/etc/rc.d.Both are equally valid, and one may work in situations whkesother does not. In both
cases the result is the same: X will pop up a graphical logimmt.

The ttys(5) method has the advantage of documenting whicK wiill start on and passing the responsibility of
restarting the X server on logout to init(8). The rc(8) metinoakes it easy tki | | xdmif there is a problem starting
the X server.

If loaded from rc(8)xdmshould be started without any arguments (i.e., as a daemdm)nust starafter getty(8)
runs, or elsgyet t y andxdmwill conflict, locking out the console. The best way arounid fh to have the script
sleep 10 seconds or so then laundim

If you are to starkdmfrom/ et ¢/ t t ys, there still is a chance of conflict betwerdmand getty(8). One way to
avoid this is to add thet numberin/ usr/ 1 ocal /1i b/ X11/ xdm Xservers

:0 local /usr/local/bin/X vt4d

The above example will direct the X server to rurl hev/ t t yv3. Note the number is offset by one. The X server
counts the vty from one, whereas the FreeBSD kernel numbengy from zero.

11.Why do | getCoul dn’ t open consol e when | runxconsol e?

If you startX with st ar t x, the permissions ohdev/ consol e will notget changed, resulting in things likeer m
- Candxconsol e not working.

This is because of the way console permissions are set byltlé@am a multi-user system, one does not necessarily
want just any user to be able to write on the system consotaugers who are logging directly onto a machine with
a VTY, the fbtab(5) file exists to solve such problems.

In a nutshell, make sure an uncommented line of the form/girc/ f bt ab (see fbtab(5)):

/dev/ttyv0 0600 /dev/consol e

It will ensure that whomever logs in drdev/ t t yv0 will own the console.

12.Why does my PS/2 mouse misbehave under X?
Your mouse and the mouse driver may have somewhat becomésyutahronization.

In rare cases the driver may erroneously report synchrbarzproblem and you may see the kernel message:
psmntr: out of sync (xxxx != yyyy)

and notice that your mouse does not work properly.

If this happens, disable the synchronization check codetiing the driver flags for the PS/2 mouse driver to
0x100. This can be easiest achieved by adding

hi nt. psm 0. fl ags="0x100"

51



Chapter 10 The X Window System and Virtual Consoles

to/ boot /| oader . conf and rebooting.

13.How do | reverse the mouse buttons?
Run the commangnodnmap -e "pointer = 3 2 1".

You add the above command.tei ni t r c or. xsessi on to make it happen automatically.

14.How do | install a splash screen and where do | find them?

The detailed answer for this question can be found in the Bimoé Splash Screens
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boo&rttbook/boot-blocks.html#boot-splash) section of the
FreeBSD Handbook.

15.Can | use th&Vindows keys on my keyboard in X?

Yes. All you need to do is use xmodmap(1) to define what funcfimu wish them to perform.

Assuming all “Windows” keyboards are standard then the &dgs for these three keys are the following:

- 115 —Windows key, between the left-har@itrl andAlt keys
. 116 —Windows key, to the right ofAltGr
« 117 —Menu, to the left of the right-han@trl

To have the lefiVindows key print a comma, try this.

# xmodmap -e "keycode 115 = comm"

To have thevindows key-mappings enabled automatically every time you staiitbée put thexnodnap
commandsin-/ . xi ni trc or, preferably, created . xmodmapr ¢ and include th&nodnap options, one per line,
then add the following line te/ . xi ni trc:

xmodmap $HOVE/ . xnodnmapr ¢

For example, you could map the 3 keys toHie3, F14, andF15, respectively. This would make it easy to map them
to useful functions within applications or your window mgeg as demonstrated further down.

To do this put the following in-/ . xnmodmapr c.

keycode 115 = F13
keycode 116 = F14
keycode 117 = F15

If you use thex11- wm f vwn2 port, for example, you could map the keys so thaBiconifies (or de-iconifies) the
window the cursor is ini-14 brings the window the cursor is in to the front or, if it is @y at the front, pushes it to
the back, andr15 pops up the main Workplace (application) menu even if theaus not on the desktop, which is
useful if you do not have any part of the desktop visible (dreidgo on the key matches its functionality).

The following entries in-/ . f viwnr ¢ implement the aforementioned setup:

Key F13 FTI W5 A I conify
Key F14 FTI W5 A Rai seLower
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Key F15 A A Menu Wor kpl ace Nop

16.How can | get 3D hardware acceleration for OpenGL®?

The availability of 3D acceleration depends on the versiokarg that you are using and the type of video chip you
have. If you have an nVidia chip, you can use the binary dsipeovided for FreeBSD by installing one of the
following ports:

- The latest versions of nVidia cards are supported bythie nvi di a- dri ver port.

- nVidia cards like the GeForce2 MX/3/4 series are supporeithe 96 XX series of drivers, available in the
x11/ nvi di a-driver-96xx port.

« Even older cards, like GeForce and RIVA TNT are supportecbyrtl XX series of drivers, available in the
x11/ nvi di a-driver-71xx port.

nVidia provides detailed information on which card is sugied by which driver on their web site:
http://www.nvidia.com/object/IO_32667.html.

For Matrox G200/G400, check tixa 1- ser ver s/ nga_hal port.
For ATI Rage 128 and Radeon see ati(4), r128(4) and radeon(4)
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1. Where can | get information on “diskless booting”?

“Diskless booting” means that the FreeBSD box is booted avestwork, and reads the necessary files from a server
instead of its hard disk. For full details, please read thedtb@ok entry on diskless booting
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/bocasttbook/network-diskless.html).

2.Can a FreeBSD box be used as a dedicated network router?

Yes. Please see the Handbook entry on advanced networking
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boo&rttbook/advanced-networking.html), specifically the
section on routing and gateways
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/booasttbook/network-routing.html).

3. Can | connect my Windows box to the Internet via FreeBSD?

Typically, people who ask this question have two PCs at hame with FreeBSD and one with some version of
Windows the idea is to use the FreeBSD box to connect to tleeriet and then be able to access the Internet from
the Windows box through the FreeBSD box. This is really jusp@cial case of the previous question and works
perfectly well.

Dialup users must usenat and seyat eway_enabl e to YESIin / et ¢/ r c. conf . For more information, please see
the ppp(8) manual page or the Handbook entry on user PPP
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boorttbook/userppp.html).

If you are using kernel-mode PPP or have an Ethernet cormmectithe Internet, you need to use natd(8). Please look
at the natd (http://www.FreeBSD.org/doc/en_US.ISO88Aoks/handbook/network-natd.html) section of the
Handbook for a tutorial.

4.Does FreeBSD support PPP?
Yes. ppp(8) provides support for both incoming and outgaimgnections.

For more information on how to use this, please see the Haidtlwapter on PPP
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/booarttbook/ppp-and-slip.html).

5. Does FreeBSD support NAT or Masquerading?

Yes. If you want to use NAT over a user PPP connection, plesséhe Handbook entry on user PPP
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/bocasttbook/userppp.html). If you want to use NAT over some
other sort of network connection, please look at the natd
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boorttbook/network-natd.html) section of the Handbook.

6. How can | set up Ethernet aliases?

If the alias is on the same subnet as an address already amafign the interface, then addt mask Oxffffffff
to your ifconfig(8) command-line, as in the following:

# ifconfig edo alias 192.0.2.2 netnmask Oxffffffff
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Otherwise, just specify the network address and netmaskuas:u
# ifconfig edo alias 172.16.141.5 netmask OxffffffO00

You can read more about this in the FreeBSD Handbook
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boorttbook/configtuning-virtual-hosts.html).

7.Why can | not NFS-mount from a Linux box?

Some versions of the Linux NFS code only accept mount regdiesh a privileged port; try to issue the following
command:

# mount -0 -P |inuxbox:/blah /mt

8. Why doesmount d keep telling meitan’t change attri butes and that| have aad exports |ist onmy
FreeBSD NFS server?

The most frequent problem is not understanding the coroentdt of/ et ¢/ export s. Please review exports(5) and
the NFS (http://www.FreeBSD.org/doc/en_US.ISO885%@Ks/handbook/network-nfs.html) entry in the
Handbook, especially the section on configuring NFS
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boo&rttbook/network-nfs.html#configuring-nfs).

9. How do | enable IP multicast support?

FreeBSD supports multicast host operations by defaulbdfwant your box to run as a multicast router, you need to
recompile your kernel with theROUTI NG option and run mrouted(8). FreeBSD will start mrouted (&)t time if
the flagnr out ed_enabl e is set toYESin/etc/rc. conf.

Note: In recent FreeBSD releases, the mrouted(8) multicast routing daemon, the map-mbone(8) and mrinfo(8)
utilities have been removed from the base system. These programs are now available in the FreeBSD Ports
Collection as net / nr out ed.

10.Why do | have to use the FQDN for hosts on my site?

See the answer in the FreeBSD Handbook
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boc&stibook/mail-trouble.html).
11.Why do | get an erroiRer ni ssi on deni ed, for all networking operations?

If you have compiled your kernel with thePFI REWALL option, you need to be aware that the default policy is to
deny all packets that are not explicitly allowed.

If you had unintentionally misconfigured your system fondiedling, you can restore network operability by typing
the following while logged in asoot :

# ipfw add 65534 allow all fromany to any

You can also sdfti rewal | _type="open" in/etc/rc.conf.
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For further information on configuring a FreeBSD firewalle ske Handbook chapter
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boo&sttbook/firewalls.html).

12.Why is myi pf w“fwd” rule to redirect a service to another machine not wogd

Possibly because you want to do network address transi@idn) and not just forward packets. A “fwd” rule does
exactly what it says; it forwards packets. It does not atjiclange the data inside the packet. Say we have a rule
like:

01000 fwd 10.0.0.1 fromany to foo 21

When a packet with a destination address @ arrives at the machine with this rule, the packet is forwdrde

10. 0. 0. 1, but it still has the destination address@b! The destination address of the packet@ changed to

10. 0. 0. 1. Most machines would probably drop a packet that they reasith a destination address that is not their
own. Therefore, using a “fwd” rule does not often work the wlag user expects. This behavior is a feature and not a
bug.

See theFAQ about redirecting servicethe natd(8) manual, or one of the several port redirectiititjes in the Ports
Collection (http://www.FreeBSD.org/ports/index.htrfd) a correct way to do this.

13.How can | redirect service requests from one machine to an@th

You can redirect FTP (and other service) request wittstheut i | s/ socket port. Simply replace the service’s
command line to cabocket instead, like so:

ftp streamtcp nowait nobody /usr/local/bin/socket socket ftp.exanple.com ftp

wheref t p. exanpl e. comandf t p are the host and port to redirect to, respectively.

14.Where can | get a bandwidth management tool?

There are three bandwidth management tools available &@B38D. dummynet(4) is integrated into FreeBSD as
part of ipfw(4). ALTQ (http://www.sonycsl.co.jp/persdié/programs.html) has been integrated into FreeBSD as
part of pf(4). Bandwidth Manager from Emerging Technolsdiettp://www.etinc.com/) is a commercial product.
15.Why do | get/ dev/ bpf 0: devi ce not confi gured?

You are running a program that requires the Berkeley Padket Fopf(4)), but it is not in your kernel. Add this to
your kernel config file and build a new kernel:

devi ce bpf # Ber kel ey Packet Filter

16.How do | mount a disk from a Windows machine that is on my nekwitke smbmount in Linux?

Use theSMBFS toolset. It includes a set of kernel modifications and a sesefland programs. The programs and
information are available as mount_smbfs(8) in the basesys
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17.What are these messages abbutti ti ng i cnp/ open port/cl osed port responsein my log files?

This is the kernel telling you that some activity is provakinto send more ICMP or TCP reset (RST) responses
than it thinks it should. ICMP responses are often gener@dedresult of attempted connections to unused UDP
ports. TCP resets are generated as a result of attemptedatmmns to unopened TCP ports. Among others, these are
the kinds of activities which may cause these messages:

- Brute-force denial of service (DoS) attacks (as opposethifiespacket attacks which exploit a specific
vulnerability).

- Port scans which attempt to connect to a large number of fastspposed to only trying a few well-known ports).

The first number in the message tells you how many packetsttimekwould have sent if the limit was not in place,
and the second number tells you the limit. You can controlithi using thenet . i net . i cnp. i cnpl i msysctl
variable like this, wherg00 is the limit in packets per second:

# sysctl net.inet.icnp.icnplim300

If you do not want to see messages about this in your log filetsydwu still want the kernel to do response limiting,
you can use theet . i net . i cnp. i cnpl i m out put sysctl variable to disable the output like this:

# sysctl net.inet.icnp.icnplimoutput=0

Finally, if you want to disable response limiting, you cahtbenet . i net . i cnp. i cnpl i msysctl variable (see
above for an example) . Disabling response limiting is discouraged for the readisted above.

18.What are thesar p: unknown har dware address fornmat error messages?

This means that some device on your local Ethernet is usind@ Rtidress in a format that FreeBSD does not
recognize. This is probably caused by someone experingewith an Ethernet card somewhere else on the network.
You will see this most commonly on cable modem networks. isigmless, and should not affect the performance of
your FreeBSD machine.

19.Why do | keep seeing messages lik82. 168. 0. 10 i s on fxpl but got reply from
00:15:17: 67:cf: 82 on rl0,and how do | disable it?

Because a packet is coming from outside the network uneggiycilo disable them, set
net.link.ether.inet.log_arp_wong_ifacetoO.
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1.What is a sandbox?
“Sandbox” is a security term. It can mean two things:

« A process which is placed inside a set of virtual walls thatdesigned to prevent someone who breaks into the
process from being able to break into the wider system.

The process is said to be able to “play” inside the walls. Thatothing the process does in regards to executing
code is supposed to be able to breech the walls so you do nethalw a detailed audit of its code to be able to
say certain things about its security.

The walls might be a user ID, for example. This is the definitised in the security(7) and named(8) man pages.

Take thent al k service, for example (see inetd(8)). This service usedn@suser IDr oot . Now it runs as
user IDt ty. Thet ty user is a sandbox designed to make it more difficult for sora@dmo has successfully
hacked into the system via al k from being able to hack beyond that user ID.

- A process which is placed inside a simulation of the machHtmaeans that someone who is able to break into the
process may believe that he can break into the wider machitris,bin fact, only breaking into a simulation of that
machine and not modifying any real data.

The most common way to accomplish this is to build a simulatedronment in a subdirectory and then run the
processes in that directory chrooted (i/efor that process is this directory, not the reaif the system).

Another common use is to mount an underlying file system mrdg-and then create a file system layer on top of
it that gives a process a seemingly writeable view into tihasfistem. The process may believe it is able to write
to those files, but only the process sees the effects — otbeepses in the system do not, necessarily.

An attempt is made to make this sort of sandbox so transptratihe user (or hacker) does not realize that he is
sitting in it.
UNIX implements two core sandboxes. One is at the proces$ lend one is at the userid level.

Every UNIX process is completely firewalled off from everjnet UNIX process. One process cannot modify the
address space of another.

A UNIX process is owned by a particular userid. If the usersMot ther oot user, it serves to firewall the process
off from processes owned by other users. The user ID is akso tasfirewall off on-disk data.

2.What is securelevel?

secur el evel is a security mechanism implemented in the kernel. Whendberslevel is positive, the kernel
restricts certain tasks; not even the superuser (io®t,) is allowed to do them. The securelevel mechanism limits
the ability to:

+ Unset certain file flags, such aehg (the system immutable flag).
+ Write to kernel memory viddev/ mremand/ dev/ knem

+ Load kernel modules.

« Alter firewall rules.

To check the status of the securelevel on a running systemp)\sexecute the following command:
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# sysctl -n kern.securel evel

The output contains the current value of the securelevitlidfpositive (i.e., greater than 0), at least some of the
securelevel’s protections are enabled.

The securelevel of a running system can not be lowered aw/thikl defeat its purpose. If you need to do a task that
requires that the securelevel be non-positive (e.gi.jam al | wor | d or changing the date), you will have to change
the securelevel setting iret ¢/ r c. conf (you want to look for théer n_secur el evel and

kern_secur el evel _enabl e variables) and reboot.

For more information on securelevel and the specific thitighalevels do, please consult the init(8) manual page.

Warning: Securelevel is not a silver bullet; it has many known deficiencies. More often than not, it provides a
false sense of security.

One of its biggest problems is that in order for it to be at all effective, all files used in the boot process up until the
securelevel is set must be protected. If an attacker can get the system to execute their code prior to the
securelevel being set (which happens quite late in the boot process since some things the system must do at
start-up cannot be done at an elevated securelevel), its protections are invalidated. While this task of protecting
all files used in the boot process is not technically impossible, if it is achieved, system maintenance will become a
nightmare since one would have to take the system down, at least to single-user mode, to modify a configuration
file.

This point and others are often discussed on the mailing lists, particularly the FreeBSD security mailing list
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-security). Please search the archives here
(http://lwww.FreeBSD.org/search/index.html) for an extensive discussion. A more fine-grained mechanism is
preferred.

3. BIND (naned) is listening on some high-numbered ports. What is going on?

BIND uses a random high-numbered port for outgoing queResent versions of it choose a new, random UDP port
for each query. This may cause problems for some networkgumafiions, especially if a firewall blocks incoming
UDP packets on particular ports. If you want to get past thewll, you can try thevoi d- v4- udp- port s and

avoi d- v6- udp- port s options to avoid selecting random port numbers within akédaange.

Warning: If a port number (like 53) is specified via the quer y- sour ce or quer y- sour ce- v6 options in
/ et ¢/ namedb/ named. conf , randomized port selection will not be used. It is strongly recommended that these
options not be used to specify fixed port numbers.

Congratulations, by the way. It is good practice to read wmekstat(1) output and notice odd things!

4. Thesendmaildaemon is listening on port 587 as well as the standard pbkiRat is going on?

Recent versions afendmailsupport a mail submission feature that runs over port 58i&.ismot yet widely
supported, but is growing in popularity.
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5. What is this UID Ot oor account? Have | been compromised?

Do not worry.t oor is an “alternative” superuser account (toor is root spetklaards). Previously it was created
when the bash(1) shell was installed but now it is createddfgudt. It is intended to be used with a non-standard
shell so you do not have to changeot 's default shell. This is important as shells which are not pathe base
distribution (for example a shell installed from ports ockages) are likely to be installed irusr /| ocal / bi n
which, by default, resides on a different file system.dbt 's shell is located it usr /| ocal / bi n and/ usr (or
whatever file system containsisr/ | ocal / bi n) is not mounted for some reasormot will not be able to log in to
fix a problem (although if you reboot into single user mode willbe prompted for the path to a shell).

Some people useoor for day-to-day oot tasks with a non-standard shell, leavingpt , with a standard shell, for
single user mode or emergencies. By default you cannot lagiitgt oor as it does not have a password, so log in
asr oot and set a password fooor if you want to use it.
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1.1 cannot make ppp(8) work. What am | doing wrong?

You should first read the ppp(8) manual page and the PPP s&dtibe handbook
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/bocasttbook/ppp-and-slip.html#userppp). Enable loggindy wit
the following command:

set | og Phase Chat Connect Carrier lcp ipcp ccp command

This command may be typed at the ppp(8) command prompt onjthaantered in theet ¢/ ppp/ ppp. conf
configuration file (the start of thef aul t section is the best place to put it). Make sure thatc/ sysl og. conf
(see syslog.conf(5)) contains the lines below and thé fike / | og/ ppp. | og exists:

' ppp
* L% /var /| og/ ppp.|og

You can now find out a lot about what is going on from the log file.not worry if it does not all make sense. If you
need to get help from someone, it may make sense to them.

2.Why does ppp(8) hang when I run it?

This is usually because your hostname will not resolve. Tést Way to fix this is to make sure that ¢/ host s is
consulted by your resolver first by editingt c/ host . conf and putting thénost s line first. Then, simply put an
entry in/ et ¢/ host s for your local machine. If you have no local network, changary ocal host line:

127.0.0.1 f 0o. exanpl e. com foo | ocal host

Otherwise, simply add another entry for your host. Con$idtrelevant manual pages for more details.

You should be able to successfulliyng -c1 ‘ host name’ when you are done.

3. Why will ppp(8) not dial in- aut o mode?

First, check that you have got a default route. By runmiagst at - r n (see netstat(1)), you should see two entries
like this:

Destination Gat eway FI ags Ref s Use Netif Expire
def aul t 10.0.0.2 UGSc 0 0 tunO
10.0.0.2 10.0.0.1 UH 0 0 tun0

This is assuming that you have used the addresses from tdedwalk the manual page, or frampp. conf . sanpl e.
If you do not have a default route, it may be because you faggatid theHl SADDR line to ppp. conf .

Another reason for the default route line being missing & ytou have mistakenly set up a default router in your
/etc/rc. conf (see rc.conf(5)) file and you have omitted the line below frgm. conf :

del ete ALL

61



Chapter 13 PPP

If this is the case, go back to the Final System Configuration
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boo&sttbook/userppp.html#userppp-final) section of the
handbook.

4, What doesNo route to host mean?

This error is usually due that the following section is nmigsin your/ et c/ ppp/ ppp. | i nkup:

MYADDR:
del ete ALL
add 0 0 H SADDR

This is only necessary if you have a dynamic IP address or tknaw the address of your gateway. If you are using
interactive mode, you can type the following after entepagket node (packet mode is indicated by the
capitalized PPP in the prompt):

del ete ALL
add 0 O H SADDR

Refer to the PPP and Dynamic IP addresses
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boo&rttbook/userppp.html#userppp-dynamicip) section of the
handbook for further details.

5. Why does my connection drop after about 3 minutes?

The default PPP timeout is 3 minutes. This can be adjustddthét following line:
set timeout NNN

whereNNN is the number of seconds of inactivity before the connedatosed. IfNNN is zero, the connection is
never closed due to a timeout. It is possible to put this conthiappp. conf , or to type it at the promptin
interactive mode. It is also possible to adjust it on the flylevthe line is active by connecting fipp’s server socket
using telnet(1) or pppctl(8). Refer to the ppp(8) man pagéiidher details.

6. Why does my connection drop under heavy load?

If you have Link Quality Reporting (LQR) configured, it is @ilsle that too many LQR packets are lost between
your machine and the peer. ppp(8) deduces that the line mergtfore be bad, and disconnects. LQR is disabled by
default and can be enabled with the following line:

enable I gr

7.Why does my connection drop after a random amount of time?

Sometimes, on a noisy phone line or even on a line with callimgenabled, your modem may hang up because it
thinks (incorrectly) that it lost carrier.
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There is a setting on most modems for determining how toteérahould be to temporary losses of carrier. Refer to
the modem manual for details.

8. Why does my connection hang after a random amount of time?

Many people experience hung connections with no apparg@téeation. The first thing to establish is which side of
the link is hung.

If you are using an external modem, you can simply try usimgy(8) to see if the TD light is flashing when you
transmit data. If it flashes (and the RD light does not), tredbfam is with the remote end. If TD does not flash, the
problem is local. With an internal modem, you will need to tleeset server command imppp. conf . When the
hang occurs, connect to ppp(8) using pppctl(8). If your mekveonnection suddenly revives (PPP was revived due
to the activity on the diagnostic socket) or if you cannotroeet (assuming theet socket command succeeded at
startup time), the problem is local. If you can connect amaigh are still hung, enable local async logging vetit

I og | ocal async and use ping(8) from another window or terminal to make ugb@fink. The async logging

will show you the data being transmitted and received onittke If data is going out and not coming back, the
problem is remote.

Having established whether the problem is local or remaia,now have two possibilities:

- Ifthe problem is remote, read on ent@y 9.

. If the problemis local, read on enty: 10.

9. The remote end is not responding. What can | do?

There is very little you can do about this. Most ISPs will o help if you are not running a Microsoft® OS. You
canenabl e | gr inyourppp. conf, allowing ppp(8) to detect the remote failure and hang upthis detection is
relatively slow and therefore not that useful. You may waravoid telling your ISP that you are running user-PPP.

First, try disabling all local compression by adding thddaling to your configuration:

di sabl e predl defl ate defl ate24 protoconp acfconp shortseq vj
deny predl deflate defl ate24 protoconp acfconp shortseq vj

Then reconnect to ensure that this makes no differencenigshimprove or if the problem is solved completely,
determine which setting makes the difference throughamal error. This will provide good ammunition when you
contact your ISP (although it may make it apparent that yewat running a Microsoft product).

Before contacting your ISP, enable async logging locally wait until the connection hangs again. This may use up
quite a bit of disk space. The last data read from the port neagfinterest. It is usually ASCII data, and may even
describe the problemMvénory faul t, Core dunped).

If your ISP is helpful, they should be able to enable logginglmeir end, then when the next link drop occurs, they
may be able to tell you why their side is having a problem.

10.ppp(8) has hung. What can | do?

Your best bet here is to rebuild ppp(8) with debugging infation, and then use gdb(1) to grab a stack trace from the
ppp process that is stuck. To rebuild thpp utility with debugging information, you can type:
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# cd /usr/src/usr.sbin/ppp
# env DEBUG FLAGS="-g' make clean
# env DEBUG FLAGS='-g' nmeke instal

Then you should restappp and wait until it hangs again. When the debug builgppp hangs, starydb on the stuck
process by typing:

# gdb ppp ‘pgrep ppp’

At the gdb prompt, you can use thg orwher e commands to get a stack trace. Save the output of gdoisession,
and “detach” from the running process by typing t .

11.1 keep seeing errors about magic being the same. What doesii™

Occasionally, just after connecting, you may see messagis iog that sajhgi ¢ i s sane. Sometimes, these
messages are harmless, and sometimes one side or the dtheviest PPP implementations cannot survive this
problem, and even if the link seems to come up, you will seeatgnl configure requests and configure
acknowledgments in the log file until ppp(8) eventually givg and closes the connection.

This normally happens on server machines with slow diskisatteaspawning a getty(8) on the port, and executing
ppp(8) from a login script or program after login. There wegports of it happening consistently when using slirp.
The reason is that in the time taken between getty(8) exéimyppp(8) starting, the client-side ppp(8) starts sending
Line Control Protocol (LCP) packets. Because ECHO is stiltched on for the port on the server, the client ppp(8)
sees these packets “reflect” back.

One part of the LCP negotiation is to establish a magic nurfdserach side of the link so that “reflections” can be
detected. The protocol says that when the peer tries to ia¢gthie same magic number, a NAK should be sent and a
new magic number should be chosen. During the period thagher port has ECHO turned on, the client ppp(8)
sends LCP packets, sees the same magic in the reflected padkegAKs it. It also sees the NAK reflect (which also
means ppp(8) must change its magic). This produces a paitgrinormous number of magic number changes, all of
which are happily piling into the server’s tty buffer. As soas ppp(8) starts on the server, it is flooded with magic
number changes and almost immediately decides it has tniedgh to negotiate LCP and gives up. Meanwhile, the
client, who no longer sees the reflections, becomes happinjtime to see a hangup from the server.

This can be avoided by allowing the peer to start negotiatiitiy the following line inppp. conf :

set opennode passive

This tells ppp(8) to wait for the server to initiate LCP nagbbns. Some servers however may never initiate
negotiations. If this is the case, you can do something like:

set opennode active 3

This tells ppp(8) to be passive for 3 seconds, and then tbssading LCP requests. If the peer starts sending
requests during this period, ppp(8) willimmediately respoather than waiting for the full 3 second period.

12.LCP negotiations continue until the connection is closetiatV's wrong?

There is currently an implementation mis-feature in ppp(Bgre it does not associate LCP, CCP & IPCP responses
with their original requests. As a result, if one PPP implatagon is more than 6 seconds slower than the other side,
the other side will send two additional LCP configurationuests. This is fatal.
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Consider two implementations,andB. A starts sending LCP requests immediately after connectid@akes 7
seconds to start. Whahstarts A has sent 3 LCP REQs. We are assuming the line has ECHO switéhetherwise
we would see magic number problems as described in the mesgertionB sends a REQ, then an ACK to the first
of A's REQs. This results ia entering the OPENED state and sending and ACK (the first) tmBkin the
meantimeB sends back two more ACKSs in response to the two additional K&t byA beforeB started upB then
receives the first ACK fronA and enters the OPENED statereceives the second ACK froBiand goes back to the
REQ-SENT state, sending another (forth) REQ as per the REen receives the third ACK and enters the
OPENED state. In the meantinreceives the forth REQ from, resulting in it reverting to the ACK-SENT state
and sending another (second) REQ and (forth) ACK as per tl@@ RBets the REQ, goes into REQ-SENT and
sends another REQ. It immediately receives the followindA@d enters OPENED.

This goes on until one side figures out that they are gettingheoe and gives up.

The best way to avoid this is to configure one side tpé®si ve — that is, make one side wait for the other to start
negotiating. This can be done with the following command:

set opennode passive

Care should be taken with this option. You should also usedbimmand to limit the amount of time that ppp(8)
waits for the peer to begin negotiations:

set stopped N

Alternatively, the following command (whenreis the number of seconds to wait before starting negotiajioan be
used:

set opennode active N

Check the manual page for details.

13.Why does ppp(8) lock up when | shell out to test it?

When you execute thehel | or! command, ppp(8) executes a shell (or if you have passed goynants, ppp(8)

will execute those arguments). Thpp program will wait for the command to complete before contiguIf you
attempt to use the PPP link while running the command, thewifi appear to have frozen. This is because ppp(8) is
waiting for the command to complete.

To execute commands like this, udeg instead. This will execute the given command in the backgdoand ppp(8)
can continue to service the link.

14.Why does ppp(8) over a null-modem cable never exit?

There is no way for ppp(8) to automatically determine thairea connection has been dropped. This is due to the
lines that are used in a null-modem serial cable. When ukisgbrt of connection, LQR should always be enabled
with the following line:

enable I gr

LQR is accepted by default if negotiated by the peer.
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15.Why does ppp(8) dial for no reason-aut o mode?

If ppp(8) is dialing unexpectedly, you must determine thesea and set up Dial filters (dfilters) to prevent such
dialing.

To determine the cause, use the following line:
set log +tcp/ip
This will log all traffic through the connection. The next grthe line comes up unexpectedly, you will see the reason

logged with a convenient timestamp next to it.

You can now disable dialing under these circumstances.|lysthas sort of problem arises due to DNS lookups. To
prevent DNS lookups from establishing a connection (thismat prevent ppp(8) from passing the packets through
an established connection), use the following:

set dfilter 1 deny udp src eq 53
set dfilter 2 deny udp dst eq 53
set dfilter 3 permit 0/0 0/0

This is not always suitable, as it will effectively break yalemand-dial capabilities — most programs will need a
DNS lookup before doing any other network related things.

In the DNS case, you should try to determine what is actualing to resolve a host name. A lot of the time,
sendmail(8) is the culprit. You should make sure that ydusehdmailnot to do any DNS lookups in its
configuration file. See the section on using email with a gi@onnection
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/booaattbook/smtp-dialup.html) in the FreeBSD Handbook for
details on how to create your own configuration file and whatghgo into it. You may also want to add the
following line to. nt:

defi ne(' conf DELI VERY_MODE' , ‘d’)dnl

This will makesendmailqueue everything until the queue is run (usually, sendraaili with- bd - g30m telling it
to run the queue every 30 minutes) or untdendnai | - q is done (perhaps from yoppp. | i nkup).

16.What do these CCP errors mean?

| keep seeing the following errors in my log file:

CCP: CcpSendConfi gReq
CCP: Received Terminate Ack (1) state = Req-Sent (6)

This is because ppp(8) is trying to negotiate Predictorlpression, and the peer does not want to negotiate any
compression at all. The messages are harmless, but if ytutaviemove them, you can disable Predictorl
compression locally too:

di sabl e predl

17.Why does ppp(8) not log my connection speed?

To log all lines of your modem “conversation”, you must erathle following:
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set | og +connect

This will make ppp(8) log everything up until the last reqiees‘expect” string.

If you wish to see your connect speed and are using PAP or CldA®therefore do not have anything to “chat”
after the CONNECT in the dial script — re®t | ogi n script), you must make sure that you instruct ppp(8) to
“expect” the whole CONNECT line, something like this:

set dial "ABORT BUSY ABORT NO\sCARRI ER TI MEQUT 4 \
\"\" ATZ OK- ATZ-OK ATDT\\ T TI MEQUT 60 CONNECT \\c \\n"

Here, we get our CONNECT, send nothing, then expect a lird;forcing ppp(8) to read the whole CONNECT
response.

18.Why does ppp(8) ignore thecharacter in my chat script?

Theppp utility parses each line in your config files so that it caniiptet strings such aset phone "123 456
789" correctly and realize that the number is actually amgargument. To specify ‘a character, you must escape
it using a backslash §.

When the chat interpreter parses each argument, it repietisrthe argument to find any special escape sequences
such ag P or\ T (see the manual page). As a result of this double-parsingmust remember to use the correct
number of escapes.

If you wish to actually send & character to (say) your modem, you would need something like

set dial "\"\" ATZ OK-ATZ-OK AT\\\\ X X"

It will result in the following sequence:

ATZ
K
AT\ X
K

Or:

set phone 1234567
set dial "\"\" ATZ OK ATDT\\T"

It will result in the following sequence:

ATZ
K
ATDT1234567

19.Why does ppp(8) get8egnent ati on faul t, but | see ngpp. core

Theppp utility (or any other program for that matter) should neventb core. Because ppp(8) runs setuid (with an
effective user ID oD), the operating system will not write core image of ppp(&lligk before terminating it. If,
however ppp(8) is actually terminating due to a segmentatiolation or some other signal that normally causes
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core to be dumpe@ndyou are sure you are using the latest version (see the sthisafection), then you should
install the system sources and do the following:

cd /usr/src/usr.sbin/ppp

echo STRIP= >> /etc/neke. conf
echo CFLAGS+=-g >> /etc/nake. conf
neke install clean

H oH H

You will now have a debuggable version of ppp(8) installedu Will have to be oot to run ppp(8) as all of its
privileges have been revoked. When you start ppp(8), takeefud note of what your current directory was at the
time.

Now, if and when ppp(8) receives the segmentation violaftomill dump a core file calleghpp. cor e. You should
then do the following:

% su
# gdb /usr/sbin/ppp ppp.core
(gdb) bt

(gdb) f O
&566) i args
(gb) |

All of this information should be given alongside your quest making it possible to diagnose the problem.

If you are familiar with gdb(1), you may wish to find out soméet bits and pieces such as what actually caused the
dump or the addresses and values of the relevant variables.

20.Why does the process that forces a dial #aut o mode never connect?

This was a known problem with ppp(8) set up to negotiate aalynbocal IP number with the peer iraut o mode.
It has been fixed a long time ago — search the manual page &are.

The problem was that when that initial program calls conf2cthe IP humber of the tun(4) interface is assigned to
the socket endpoint. The kernel creates the first outgoinkgiand writes it to the tun(4) device. ppp(8) then reads
the packet and establishes a connection. If, as a resultpg8pp dynamic IP assignment, the interface address is
changed, the original socket endpoint will be invalid. Ampsequent packets sent to the peer will usually be
dropped. Even if they are not, any responses will not rout& bathe originating machine as the IP number is no
longer owned by that machine.

There are several theoretical ways to approach this probtemould be nicest if the peer would re-assign the same
IP number if possible. The current version of ppp(8) does thiit most other implementations do not.

The easiest method from our side would be to never changertii)tinterface IP number, but instead to change all
outgoing packets so that the source IP number is changedf@imterface IP to the negotiated IP on the fly. This is
essentially what thef ace- al i as option in the latest version of ppp(8) is doing (with the hefgibalias(3) and
ppp(8)’s- nat switch) — it is maintaining all previous interface addressaad NATing them to the last negotiated
address.
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Another alternative (and probably the most reliable) wdwddo implement a system call that changes all bound
sockets from one IP to another. ppp(8) would use this callddify the sockets of all existing programs when a new
IP number is negotiated. The same system call could be usBtH@P clients when they are forced to call the

bi nd() function for their sockets.

Yet another possibility is to allow an interface to be brougiwithout an IP number. Outgoing packets would be
given an IP number df55. 255. 255. 255 up until the firstSI OCAl FADDR ioctl(2) is done. This would result in

fully binding the socket. It would be up to ppp(8) to change source IP number, but only if it is set to

255. 255. 255. 255, and only the IP number and IP checksum would need to chargg.lowever is a bit of a

hack as the kernel would be sending bad packets to an impyamarfigured interface, on the assumption that some
other mechanism is capable of fixing things retrospectively

21.Why do most games not work with th@at switch?

The reason games and the like do not work when libalias(8)isé is that the machine on the outside will try to
open a connection or send (unsolicited) UDP packets to tlehima on the inside. The NAT software does not know
that it should send these packets to the interior machine.

To make things work, make sure that the only thing runningéssoftware that you are having problems with, then
either run tcpdump(1) on the tun(4) interface of the gatemragnable ppp(8) TCP/IP loggingdt | og +tcp/ip)
on the gateway.

When you start the offending software, you should see paglagsing through the gateway machine. When
something comes back from the outside, it will be droppedt(ththe problem). Note the port number of these
packets then shut down the offending software. Do this aii@ed to see if the port numbers are consistent. If they
are, then the following line in the relevant section ef c/ ppp/ ppp. conf will make the software functional:

nat port proto internal machine: port port
wherepr ot o is eithert cp or udp, i nt er nal machi ne is the machine that you want the packets to be sent to and
por t is the destination port number of the packets.

You will not be able to use the software on other machinesaitichanging the above command, and running the
software on two internal machines at the same time is outefjtlestion — after all, the outside world is seeing your
entire internal network as being just a single machine.

If the port numbers are not consistent, there are three npirens:

1. Submit support in libalias(3). Examples of “special cdg@an be found in
lusr/src/sys/netinet/libalias/alias_*.c(alias_ftp.cisagood prototype). This usually involves
reading certain recognized outgoing packets, identifyrgginstruction that tells the outside machine to initiate
a connection back to the internal machine on a specific (rap@ort and setting up a “route” in the alias table
so that the subsequent packets know where to go.

This is the most difficult solution, but it is the best and wilbke the software work with multiple machines.

2. Use a proxy. The application may suppswstks5 for example, or may have a “passive” option that avoids ever
requesting that the peer open connections back to the lcaethime.

3. Redirect everything to the internal machine usiag addr . This is the sledge-hammer approach.
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22.What are FCS errors?

FCS stands for Frame Check Sequence. Each PPP packet haksuchattached to ensure that the data being
received is the data being sent. If the FCS of an incominggtdaskncorrect, the packet is dropped and the HDLC
FCS count is increased. The HDLC error values can be dispglagiag theshow hdl ¢ command.

If your link is bad (or if your serial driver is dropping padk you will see the occasional FCS error. This is not
usually worth worrying about although it does slow down tbenpression protocols substantially. If you have an
external modem, make sure your cable is properly shielded fnterference — this may eradicate the problem.

If your link freezes as soon as you have connected and youlsegeanumber of FCS errors, this may be because
your link is not 8-bit clean. Make sure your modem is not usiofjware flow control (XON/XOFF). If your datalink
mustuse software flow control, use the commad accrmap 0x000a0000 to tell ppp(8) to escape theQand”*S
characters.

Another reason for seeing too many FCS errors may be thagéthete end has stopped talking PPP. You may want
to enableasync logging at this point to determine if the incoming data isuatly a login or shell prompt. If you

have a shell prompt at the remote end, it is possible to textippp(8) without dropping the line by usinbose

I cp (a followingt er m) will reconnect you to the shell on the remote machine.

If nothing in your log file indicates why the link might havedseterminated, you should ask the remote
administrator (your ISP?) why the session was terminated.

23.None of this helps — | am desperate! What can | do?

If all else fails, send as much information as you can, iniclggour config files, how you are starting ppp(8), the
relevant parts of your log file and the outputaft st at -r n (before and after connecting) to the FreeBSD general
guestions mailing list (http://lists.FreeBSD.org/madindlistinfo/freebsd-questions) and someone should gountin
the right direction.
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This section answers common questions about serial conwaionis with FreeBSD. PPP is covered in the
Networkingsection.
1. Which multi-port serial cards are supported by FreeBSD?

There is a list of these in the Serial Communications
(http:/lwww.FreeBSD.org/doc/en_US.1ISO8859-1/boo&rttbook/serial.html) chapter of the handbook.

Most multi-port PCI cards that are based on 16550 or cloresgsported with no extra effort.
Some unnamed clone cards have also been known to work, abpéudse that claim to be AST compatible.

Check uart(4) and sio(4) to get more information on configgisuch cards.

2.How do | get the boot: prompt to show on the serial console?

See this section of the handbook
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boc&stibook/serialconsole-setup.html).

3.How do | tell if FreeBSD found my serial ports or modem cards?

As the FreeBSD kernel boots, it will probe for the serial pantyour system for which the kernel was configured.
You can either watch your system closely for the messagemisyor run this command after your system is up and
running:

% dnesg | grep -E "“sio[0-9]"
Here is some example output from the above command:

si 00: <16550A-conpati bl e COM port> port Ox3f8-0x3ff irgq 4 flags 0x10 on acpi 0
si 00: type 16550A

si 0l: <16550A-conpati bl e COM port> port Ox2f8-0x2ff irg 3 on acpiO

siol: type 16550A

This shows two serial ports. The firstis on IRQ 4, is using pddres®x3f 8, and has a 16550A-type UART chip.
The second uses the same kind of chip but is on IRQ 3 and is tagdres®x2f 8. Internal modem cards are
treated just like serial ports — except that they always lsar@dem “attached” to the port.

The GENERI Ckernel includes support for two serial ports using the saRt@ &nd port address settings in the above
example. If these settings are not right for your systemf, you have added modem cards or have more serial ports
than your kernel is configured for, just reconfigure your keér8ee sectioabout building a kerndbr more details.

4. How do | access the serial ports on FreeBSD?

The third serial portsi 02 (see sio(4), known asOMB in DOS), is or/ dev/ cuad? for dial-out devices, and on
/ dev/ t t yd2 for dial-in devices. What is the difference between thesedlasses of devices?

You uset t ydx for dial-ins. When openingdev/ t t ydx in blocking mode, a process will wait for the corresponding
cuadx device to become inactive, and then wait for the carrierdédirge to go active. When you open theadx
device, it makes sure the serial port is not already in us@éyttydx device. If the portis available, it “steals” it
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from thet t ydx device. Also, theuadx device does not care about carrier detect. With this schemha
auto-answer modem, you can have remote users log in and natitalial out with the same modem and the
system will take care of all the conflicts.

5.How do | enable support for a multiport serial card?

Again, the section on kernel configuration provides infatiotaabout configuring your kernel. For a multiport serial
card, place an sio(4) line for each serial port on the carbérdievice.hints(5) file. But place the IRQ specifiers on
only one of the entries. All of the ports on the card shouldsloae IRQ. For consistency, use the last serial port to
specify the IRQ. Also, specify the following option in therkel configuration file:

opti ons COM MILTI PORT

The following/ boot / devi ce. hi nt s example is for an AST 4-port serial card on IRQ 12:

hint.sio.4. at="isa"

hi nt. si 0. 4. port ="0x2a0"
hi nt.sio.4.flags="0x701"
hint.sio.5. at="isa"

hi nt. si o.5. port ="0x2a8"
hi nt.sio.5.flags="0x701"
hi nt.sio.6.at="isa"

hi nt. si 0. 6. port="0x2b0"
hi nt.sio.6.flags="0x701"
hint.sio.7.at="isa"

hi nt.sio.7.port="0x2b8"
hint.sio.7.flags="0x701"
hint.sio.7.irg="12"

The flags indicate that the master port has minor nurmt{ex700), and all the ports share an IRQx(001).

6. Can | set the default serial parameters for a port?

See the Serial Communications
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boorttbook/serial.html#serial-hw-config) section in the
FreeBSD Handbook.

7.How can | enable dialup logins on my modem?

Please read the section about Dial-in Services
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boo&sttbook/dialup.html) in the FreeBSD Handbook.

8. How can | connect a dumb terminal to my FreeBSD box?

You can find this information in the Terminals
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boc&sttbook/term.html) section of the FreeBSD Handbook.
9.Why can I notrurtiporcu?

On your system, the programs tip(1) and cu(1) can only adbeg¢sar / spool / | ock directory via usetnucp and
groupdi al er . You can use the group al er to control who has access to your modem or remote systeniadds
yourself to groupli al er .
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Alternatively, you can let everyone on your system run fi{d cu(1) by typing:

# chnod 4511 /usr/bin/cu
# chmod 4511 /usr/bin/tip
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1.FreeBSD a lot of swap space even when the computer has freenp&aft. Why?

FreeBSD will proactively move entirely idle, unused pagesiain memory into swap in order to make more main
memory available for active use. This heavy use of swap &neald by using the extra free memory for cacheing.

Note that while FreeBSD is proactive in this regard, it doetsambitrarily decide to swap pages when the system is
truly idle. Thus you will not find your system all paged out wihgu get up in the morning after leaving it idle
overnight.

2.Why doeg op show very little free memory even when | have very few proggaomning?

The simple answer is that free memory is wasted memory. Anyong that your programs do not actively allocate

is used within the FreeBSD kernel as disk cache. The valumssrshy top(1) labeled alsnact , Cache, andBuf are

all cached data at different aging levels. This cached da@nsthe system does not have to access a slow disk again
for data it has accessed recently, thus increasing ovendbipnance. In general, a low value shownKoee

memory in top(1) is good, provided it is negry low.

3. Why will chnod not change the permissions on symlinks?

Symlinks do not have permissions, and by default, chmod{iLjallow symlinks to change the permissions on the
source file, if possible. So if you have a fifego, and a symlink to that filegar , then this command will always
succeed.

% chnod g-w bar

However, the permissions drar will not have changed.

When changing modes of the file hierarchies rooted in theifilgtead of the files themselves, you have to use either
- Hor - L together with- Rto make this work. See chmod(1) and symlink(7) for more imfation.

Warning: - Rdoes a recursive chmod(1). Be careful about specifying directories or symlinks to directories to
chmod(1). If you want to change the permissions of a directory referenced by a symlink, use chmod(1) without
any options and follow the symlink with a trailing slash (/). For example, if f oo is a symlink to directory bar , and
you want to change the permissions of f oo (actually bar ), you would do something like:

% chmod 555 foo/

With the trailing slash, chmod(2) will follow the symlink, f oo, to change the permissions of the directory, bar .

4. Can | run DOS binaries under FreeBSD?
Yes, you can usemnul at or s/ doscnd, a DOS emulation program, available in the FreeBSD PortkeCan.

If doscmdwill not suffice, the add-on utilitgnul at or s/ pcenu emulates an 8088 and enough BIOS services to run
many DOS text mode applications. It requires the X Windowt&ys
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You may also tryemul at or s/ dosbox from the FreeBSD Ports Collection. The main focus of thisliapfion is
emulating old DOS games using the local file system for files.

5.What do | need to do to translate a FreeBSD document into niyellanguage?

See the Translation FAQ (http://www.FreeBSD.org/doclé®.|ISO8859-1/books/fdp-primer/translations.html) in
the FreeBSD Documentation Project Primer.

6. Why does my email to any addressFakeeBSD. or g bounce?

TheFr eeBSD. or g mail system implements sonRostfix checks on incoming mail and rejects mail that is either
from misconfigured relays or otherwise appears likely togss Some of the specific requirements are:

- The IP address of the SMTP client must "reverse-resolve'feoveard confirmed hostname.

- The fully-qualified hostname given in the SMTP conversat@ther HELO or EHLO) must resolve to the IP
address of the client.

Other advice to help your mail reach its destination include

- Mail should be sent in plain text, and messages sent to rgdi§its should generally be no more than 200KB in
length.

- Avoid excessive cross posting. Choaseemailing list which seems most relevant and send it there.

If you still have trouble with email infrastructure &t eeBSD. or g send a note with the details to
<post mast er @ r eebsd. or g>; Include a date/time interval so that logs may be reviewednd-note that we only
keep one week’s worth of mail logs. (Be sure to specify thetirone or offset from UTC.)

7.Where can | find a free FreeBSD account?

While FreeBSD does not provide open access to any of theiesgrothers do provide open access UNIX systems.
The charge varies and limited services may be available.

Arbornet, Inc (http://www.arbornet.org/), also knownMsNet, has been providing open access to UNIX systems
since 1983. Starting on an Altos running System lll, the sitéched to BSD/OS in 1991. In June of 2000, the site
switched again to FreeBSIM-Netcan be accessed vielnetandSSHand provides basic access to the entire
FreeBSD software suite. However, network access is limidadembers and patrons who donate to the system,
which is run as a non-profit organizatidvi-Netalso provides an bulletin board system and interactive chat

8. What is the cute little red guy’s name?

He does not have one, and is just called “the BSD daemon”.Ufigsist upon using a name, call him “beastie”. Note
that “beastie” is pronounced “BSD”.

You can learn more about the BSD daemon on his home page/flittpv.mckusick.com/beastie/index.html).
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9. Can | use the BSD daemon image?

Perhaps. The BSD daemon is copyrighted by Marshall Kirk Mgkt You will want to check his Statement on the
Use of the BSD Daemon Figure (http://www.mckusick.comdbiemainpage/copyright.html) for detailed usage
terms.

In summary, you are free to use the image in a tasteful maforgrersonal use, so long as appropriate credit is
given. If you want to use him commercially, you must contaitkWcKusick <nckusi ck @r eeBSD. or g>. More
details are available on the BSD Daemon’s home page (itpw/mckusick.com/beastie/index.html).

10.Do you have any BSD daemon images | could use?

You will find eps and Xfig drawings undéwusr / shar e/ exanpl es/ BSD_daenon/ .

11.1 have seen an acronym or other term on the mailing lists amdniad understand what it means. Where should |
look?

Please see the FreeBSD Glossary
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/booasttbook/freebsd-glossary.html).

12.Why should | care what color the bikeshed is?

The really, really short answer is that you should not. Theawehat longer answer is that just because you are
capable of building a bikeshed does not mean you should shepsofrom building one just because you do not like
the color they plan to paint it. This is a metaphor indicatingt you need not argue about every little feature just
because you know enough to do so. Some people have commieatdide amount of noise generated by a change is
inversely proportional to the complexity of the change.

The longer and more complete answer is that after a very longn@ent about whether sleep(1) should take
fractional second arguments, Poul-Henning Kampk@r eeBSD. or g> posted a long message entitled “A bike
shed (any color will do) on greener grass...
(http://www.FreeBSD.org/cgi/getmsg.cgi?fetch=5066367178+/usr/local/www/db/text/1999/freebsd-
hackers/19991003.freebsd-hackers)”. The appropriat®ps of that message are quoted

below.

“What is it about this bike shed?” Some of you have asked me.

Itis a long story, or rather it is an old story, but it is quiteost actually. C. Northcote Parkinson wrote a book in théyear
1960s, called “Parkinson’s Law”, which contains a lot ofigi into the dynamics of management.

[snip a bit of commentary on the book]

In the specific example involving the bike shed, the othealvibmponent is an atomic power-plant, | guess that illtssra
the age of the book.

Parkinson shows how you can go into the board of directorgahdpproval for building a multi-million or even billion
dollar atomic power plant, but if you want to build a bike shyed will be tangled up in endless discussions.

Parkinson explains that this is because an atomic plantiasio so expensive and so complicated that people canrsy gra
it, and rather than try, they fall back on the assumption sbatebody else checked all the details before it got this far.
Richard P. Feynmann gives a couple of interesting, and veighro the point, examples relating to Los Alamos in his
books.

A bike shed on the other hand. Anyone can build one of thoseaweekend, and still have time to watch the game on TV.
So no matter how well prepared, no matter how reasonable rgowigh your proposal, somebody will seize the chance to
show that he is doing his job, that he is paying attentiort, ieashere
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In Denmark we call it “setting your fingerprint”. It is abouérsonal pride and prestige, it is about being able to point
somewhere and say “Theredid that.” It is a strong trait in politicians, but presentimost people given the chance. Just
think about footsteps in wet cement.
—Poul-Henning Kamp ghk@r eeBSD. or g> on freebsd-hackers (http://lists.FreeBSD.org/mailtirgtimfo/freebsd-hackers),
October 2, 1999
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1. How cool is FreeBSD?

Q. Has anyone done any temperature testing while runnirg@SB? | know Linux runs cooler than DOS, but have
never seen a mention of FreeBSD. It seems to run really hot.

A. No, but we have done numerous taste tests on blindfoldkohteers who have also had 250 micrograms of
LSD-25 administered beforehand. 35% of the volunteerstiaidFreeBSD tasted sort of orange, whereas Linux
tasted like purple haze. Neither group mentioned any s@anifivariances in temperature. We eventually had to
throw the results of this survey out entirely anyway when wend that too many volunteers were wandering out of
the room during the tests, thus skewing the results. We tmiogt of the volunteers are at Apple now, working on
their new “scratch and sniff” GUL. Itis a funny old business are in!

Seriously, FreeBSD uses the HLT (halt) instruction whersiystem is idle thus lowering its energy consumption and
therefore the heat it generates. Also if you have ACPI (AdeaiConfiguration and Power Interface) configured,
then FreeBSD can also put the CPU into a low power mode.

2.Who is scratching in my memory banks??

Q. Is there anything “odd” that FreeBSD does when compilivegkernel which would cause the memory to make a
scratchy sound? When compiling (and for a brief moment aéteognizing the floppy drive upon startup, as well), a
strange scratchy sound emanates from what appears to bethergnbanks.

A. Yes! You will see frequent references to “daemons” in tt&Bdocumentation, and what most people do not
know is that this refers to genuine, non-corporeal entttias now possess your computer. The scratchy sound
coming from your memory is actually high-pitched whispgréxchanged among the daemons as they best decide
how to deal with various system administration tasks.

If the noise gets to you, a goddi sk / mbr from DOS will get rid of them, but do not be surprised if thepce
adversely and try to stop you. In fact, if at any point during &xercise you hear the satanic voice of Bill Gates
coming from the built-in speaker, take off running and doear look back! Freed from the counterbalancing
influence of the BSD daemons, the twin demons of DOS and Wisdoe often able to re-assert total control over
your machine to the eternal damnation of your soul. Now tatknow, given a choice you would probably prefer to
get used to the scratchy noises, no?

3. How many FreeBSD hackers does it take to change a lightbulb?

One thousand, one hundred and sixty-nine:

Twenty-three to complain to -CURRENT about the lights beang

Four to claim that it is a configuration problem, and that smettters really belong on -questions;
Three to submit PRs about it, one of which is misfiled underatot consists only of “it's dark”;
One to commit an untested lightbulb which breaks buildwahén back it out five minutes later;
Eight to flame the PR originators for not including patchethiir PRs;

Five to complain about buildworld being broken;

Thirty-one to answer that it works for them, and they musihapdated at a bad time;
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One to post a patch for a new lightbulb to -hackers;

One to complain that he had patches for this three years agjajien he sent them to -CURRENT they were just
ignored, and he has had bad experiences with the PR systsidebgthe proposed new lightbulb is non-reflexive;

Thirty-seven to scream that lightbulbs do not belong in thedsystem, that committers have no right to do things
like this without consulting the Community, and WHAT IS -CEROING ABOUT IT!?

Two hundred to complain about the color of the bicycle shed;
Three to point out that the patch breaks style(9);
Seventeen to complain that the proposed new lightbulb iuGEL;

Five hundred and eighty-six to engage in a flame war aboutdhmarative advantages of the GPL, the BSD license,
the MIT license, the NPL, and the personal hygiene of unnaR@fefounders;

Seven to move various portions of the thread to -chat ancdeaby;
One to commit the suggested lightbulb, even though it stdimaser than the old one;

Two to back it out with a furious flame of a commit message, imgthat FreeBSD is better off in the dark than with
a dim lightbulb;

Forty-six to argue vociferously about the backing out ofdima lightbulb and demanding a statement from -core;
Eleven to request a smaller lightbulb so it will fit their Tagaéchi if we ever decide to port FreeBSD to that platform;
Seventy-three to complain about the SNR on -hackers and acldaunsubscribe in protest;

Thirteen to post “unsubscribe”, “How do | unsubscribe?”;Rlease remove me from the list”, followed by the usual
footer;

One to commit a working lightbulb while everybody is too bdigyming everybody else to notice;

Thirty-one to point out that the new lightbulb would shin8®4% brighter if compiled with TenDRA (although it
will have to be reshaped into a cube), and that FreeBSD slteidfore switch to TenDRA instead of GCC;

One to complain that the new lightbulb lacks fairings;

Nine (including the PR originators) to ask “what is MFC?”;

Fifty-seven to complain about the lights being out two weafksr the bulb has been changed.
Nik Clayton <ni k @r eeBSD. or g> adds:

| was laughing quite hard at this.

And then | thought, “Hang on, shouldn’t there be '1 to docutri€rin that list somewhere?”
And then | was enlightened :-)

Thomas Abthorpe abt hor pe@r eeBSD. or g> says: “Nonereal FreeBSD hackers are not afraid of the dark!”

4. Where does data written talev/ nul | go?

It goes into a special data sink in the CPU where it is conddddneat which is vented through the heatsink / fan
assembly. This is why CPU cooling is increasingly importastpeople get used to faster processors, they become
careless with their data and more and more of it ends upé@v/ nul | , overheating their CPUs. If you delete

/dev/ nul | (which effectively disables the CPU data sink) your CPU maycooler but your system will quickly
become constipated with all that excess data and start tavbehratically. If you have a fast network connection you
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can cool down your CPU by reading data out dév/ r andomand sending it off somewhere; however you run the
risk of overheating your network connection andr angering your ISP, as most of the data will end up getting
converted to heat by their equipment, but they generallglygmod cooling, so if you do not overdo it you should be
OK.

Paul Robinson adds:

There are other methods. As every good sysadmin knows, @rtopstandard practice to send data to the screen of
interesting variety to keep all the pixies that make up yactuype happy. Screen pixies (commonly mis-typed or
re-named as “pixels”) are categorized by the type of hat thegr (red, green or blue) and will hide or appear
(thereby showing the color of their hat) whenever they rexailittle piece of food. Video cards turn data into
pixie-food, and then send them to the pixies — the more expetise card, the better the food, so the better behaved
the pixies are. They also need constant stimulation — thiigscreen savers exist.

To take your suggestions further, you could just throw thmelcem data to console, thereby letting the pixies consume
it. This causes no heat to be produced at all, keeps the pigigsy and gets rid of your data quite quickly, even if it
does make things look a bit messy on your screen.

Incidentally, as an ex-admin of a large ISP who experiencadynproblems attempting to maintain a stable
temperature in a server room, | would strongly discouragpfeesending the data they do not want out to the
network. The fairies who do the packet switching and rougiagannoyed by it as well.

5. My colleague sits at the computer too much, how can | prank her

Installganes/ sI and wait for her to mistypel forls.
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1. How can | learn more about FreeBSD’s internals?
See the FreeBSD Architecture Handbook (http://www.Frde@Bg)/doc/en_US.ISO8859-1/books/arch-handbook).
Additionally, much general UNIX knowledge is directly afalble to FreeBSD.

2.How can | contribute to FreeBSD?

Please see the article on Contributing to FreeBSD
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/arfdentributing/article.html) for specific advice on howdo
this. Assistance is more than welcome!

3. What are snapshots and releases?

There are currently four active/semi-active branchesefteeBSD Subversion Repository
(http://svnweb.FreeBSD.org/base/). (Earlier branche®aly changed very rarely, which is why there are only four
active branches of development):

+ RELENG_8 AKA8-STABLE
+ RELENG_9 AKA9-STABLE
+ HEAD AKA -CURRENTAKA 10-CURRENT

HEAD s not an actual branch tag, like the others; it is simply alsgiiac constant for the current, non-branched
development stredmvhich we simply refer to asCURRENT

Right now,-CURRENTIs the 10X development stream; tt82STABLEbranch, RELENG_9, forked off from
-CURRENTIn September 2011 and t8eSTABLEbranch, RELENG_8, forked off froafCURRENTIn August
20009.

4. Can | follow -CURRENTwith limited Internet access?

Yes, you can do thisithoutdownloading the whole source tree by using the CTM facility
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boorttbook/synching.html#ctm).

5.1 have written a kernel extension, who do | send it to?

Please take a look at the article on Contributing to FreeBSD
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/artfdentributing/article.html) to learn how to submit code.

And thanks for the thought!

6. How can | make the most of the data | see when my kernel panics?
Here is typical kernel panic:
Fatal trap 12: page fault while in kernel node

fault virtual address 0x40
fault code supervi sor read, page not present
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instruction pointer = 0x8: Oxf 014a7e5

stack pointer 0x10: Oxf 4ed6f 24

frame pointer 0x10: Oxf 4ed6f 28

code segment base 0x0, limt Oxfffff, type Oxlb
= DPL O, pres 1, def32 1, gran 1

interrupt enabled, resume, 10OPL = 0

80 (nount)

processor efl ags
current process
interrupt nmask
trap numnber =12
pani c: page fault

When you see a message like this, it is not enough to justdejsoit and send it in. The instruction pointer value is
important; unfortunately, it is also configuration depemdé&n other words, the value varies depending on the exact
kernel image that you are using. If you are using=AERI C kernel image from one of the snapshots, then it is
possible for somebody else to track down the offending fon¢but if you are running a custom kernel then only
youcan tell us where the fault occurred.

What you should do is this:

1. Write down the instruction pointer value. Note thatt@: part at the beginning is not significant in this case:
it is theOxf Oxxxxxx part that we want.

2. When the system reboots, do the following:
% nm -n kernel . that.caused. the. panic | grep fOXXxXxxx

wheref Oxxxxxx is the instruction pointer value. The odds are you will ndtayjeexact match since the
symbols in the kernel symbol table are for the entry poinfsinttions and the instruction pointer address will
be somewhere inside a function, not at the start. If you dgaban exact match, omit the last digit from the
instruction pointer value and try again, i.e.:

% nm -n kernel .that.caused. the. panic | grep fOXxxxx

If that does not yield any results, chop off another digitpBat until you get some sort of output. The result will
be a possible list of functions which caused the panic. Thisless than exact mechanism for tracking down the
point of failure, but it is better than nothing.

However, the best way to track down the cause of a panic is jyidag a crash dump, then using kgdb(1) to
generate a stack trace on the crash dump.

In any case, the method is this:

1. Make sure that the following line is included in your kdroenfiguration file
(/ usr/ src/ sys/ arch/ conf/ MYKERNEL):

makeopti ons DEBUG=- g # Build kernel with gdb(1l) debug synbols
2. Changeto theusr/ src directory:

# cd /usr/src

3. Compile the kernel:

# make buil dker nel KERNCONF=MYKERNEL
4. Wait for make(1) to finish compiling.
5. # nake installkernel KERNCONF=MYKERNEL
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6. Reboot.

Note: If you do not use the KERNCONF make variable a GENERI C kernel will be built and installed.

The make(1) process will have built two kernélasr/ obj / usr/ src/ sys/ MyKERNEL/ ker nel and
/usr/obj/usr/src/sys/ M\rPKERNEL/ ker nel . debug. ker nel was installed asboot / ker nel / ker nel , while
ker nel . debug can be used as the source of debugging symbols for kgdb(1).

To make sure you capture a crash dump, you need edi/ r c. conf and setlunpdev to point to your swap
partition (orAUTO). This will cause the rc(8) scripts to use the dumpon(8) camarto enable crash dumps. You can
also run dumpon(8) manually. After a panic, the crash dumbearecovered using savecore(8)ufpdev is set in
/etc/rc. conf,the rc(8) scripts will run savecore(8) automatically andithe crash dump ihvar/ cr ash.

Note: FreeBSD crash dumps are usually the same size as the physical RAM size of your machine. That s, if you
have 512 MB of RAM, you will get a 512 MB crash dump. Therefore you must make sure there is enough space
in/var/ crash to hold the dump. Alternatively, you run savecore(8) manually and have it recover the crash dump
to another directory where you have more room. It is possible to limit the size of the crash dump by using

opti ons MAXMEM=N where N is the size of kernel’s memory usage in KBs. For example, if you have 1 GB of RAM,
you can limit the kernel’s memory usage to 128 MB by this way, so that your crash dump size will be 128 MB
instead of 1 GB.

Once you have recovered the crash dump, you can get a staekntith kgdb(1) as follows:

% kgdb /usr/obj/usr/src/sys/ MYKERNEL/ ker nel . debug /var/crash/vntore. 0
(kgdb) backtrace

Note that there may be several screens worth of informaitie]ly you should use script(1) to capture all of them.
Using the unstripped kernel image with all the debug symblataild show the exact line of kernel source code
where the panic occurred. Usually you have to read the stack from the bottom up to trace the exact sequence of
events that lead to the crash. You can also use kgdb(1) tbqurirthe contents of various variables or structures to
examine the system state at the time of the crash.

Tip: Now, if you are really insane and have a second computer, you can also configure kgdb(1) to do remote
debugging such that you can use kgdb(1) on one system to debug the kernel on another system, including setting
breakpoints, single-stepping through the kernel code, just like you can do with a normal user-mode program.

Note: If you have DDB enabled and the kernel drops into the debugger, you can force a panic (and a crash dump)
just by typing pani ¢ at the ddb prompt. It may stop in the debugger again during the panic phase. If it does, type
cont i nue and it will finish the crash dump.
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7.Why hasdl syn() stopped working for ELF executables?

The ELF toolchain does not, by default, make the symbols défim an executable visible to the dynamic linker.
Consequentlyl syn() searches on handles obtained from calldgltopen( NULL, fI ags) will fail to find such
symbols.

If you want to search, usindl syn() , for symbols present in the main executable of a processnged to link the
executable using the export - dynamni ¢ option to the ELF linker (Id(1)).

8.How can |l increase or reduce the kernel address space on i386?

By default, the kernel address space is 1 GB (2 GB for PAE)386i If you run a network-intensive server (e.g., a
FTP or HTTP server), or you want to use ZFS, you might find thatit enough.

Add the following line to your kernel configuration file to irease available space and rebuild your kernel:
opti ons KVA PAGES=N

To find the correct value o, divide the desired address space size (in megabytes) by(Fau example, it i$12
for2 GB.)
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