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FreeBSD sT0 3aperucrprpoBaHHas Toprosas Mapka FreeBSD
Foundation.

Motif, OSF/1 u UNIX 3T0 3aperucTprpoBaHHble TOPrOBble MapKH, a
IT DialTone u The Open Group sTo ToproBeie Mapku Open Group B
CoepyHenHsIX llITaTax U ApyIUX CTpaHax.

MHorve 13 0603HaYeHUIA, UCIIOIb3YeMbIe IIPOU3BOAUTENAMU U [IPO-
[aBLiaMU i1t 0603HAYEHHUS CBOUX IIPOLYKTOB, 3asBJISAIOTCS B Kaye-
CTBe TOProBbIX Mapok. Korja Takue 0603HaueHNs MOSABIIAIOTCS B
9TOM JJOKYMeHTe, 1 [IpoekTy FreeBSD M3BeCTHO O TOProBor MapKe, K
0003HAYEHMUIO J0OABIAETCS 3HAK «™» UK «®».
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AHHOTaUUA

BBI TOJIBKO YTO YCTaHOBMJIM U HACTPOMJIU IPsec, 1 OHO, KaXeTcs, 3a-
paboraso. Kak aT0 MOKHO IPOBEpPUTH? 1 OMHULLY METO, SKCIIEPU-
MeHTaJIbHOM ITPOBEPKU MPAaBUIBHOr0 GYHKIMOHMPOBaHUs [Psec.
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[NocTaHOBKa 3a7ja4”

1. MNocTaHOBKa 3aga4yn

[l Havyasa IpenoouM, 4To Ber HacTpowmnu IPsec. Kak Bel y3Haete, uTo [Psec pabo-
TaeT? HeCOMHEHHO, COeIHEeHUs He GYZET, eC/ii Bbl HEBEPHO €ro CKOHGUIYpHUpPOBAIHL.
U 0HO, KOHEYHO, ITOSIBUTCSI B BBIBOJIe KOMaH b netstat(1), korza Bl BCE cziestaeTe BepHO.
Ho MOXHO /1M KaK-TO OATBEPANUTH caM $paKT GYHKIMOHUpoBaHUs [Psec?

2. PewneHune
[l Havas1a HEMHOMKO KPUIITOrpadpruecKOit TeOpHH:

1. ludpoBaHHbIe AaHHbIE PABHOMEPHO pacIipefesieHbl TI0 06/IacTu OIpeesieH s, TO
€CThb KaX/IbIfl CUMBOJI IMeEeT MaKCUMaJIbHYIO SHTPOIINIO;

2. <<CBIpI>Ie>> M HeCXKaTble faHHbIE KaK IIPaBUJIO I/136BITO‘{HI>I, TO €CTb X SHTPOIINS MEHb-
11e MaKCUMaJabHO BO3MOXHOM.

[TpennonoXuM, 4To y Bac MeeTCst BO3SMOXXHOCTh UBMEPUTH SHTPOIIMIO BXOJAIIETO 1 KC-
XofAmero Tpadrka Ha ceTeBoM MHTepdetice. B 3ToM cirydae BbI CMOXeTe JIETKO OTIIH-
4YnTh 3alppPOBaHHEIE JaHHbIE OT OTKPBITHIX, IIPUYEM JJaKe B TOM CJIydae, KOTjja 9acTb
JAHHBIX B «pexxrMe I poBaHUs» ITepeiaéTcs B OTKPBITOM BH/e, K TPUMepy BHEIIHHe
3aroJioBKU IP, KOTOpBIE MCITOMB3YIOTCS /sl MapIIPyTU3ALIM.

2.1. MUST

«YHUBepcanbHbeli CTaTucTrdeckuil Tect Ansa I'eHepaTopos CiydaliHeIx Yucesn» Yauum
Maypepa (Ueli Maurer's Universal Statistical Test for Random Bit Generators), cokpamgé-
HO MUST 1103BOJISET BBICTPO U3MEPUTH SHTPOIIHIO [10C/IeA0BATEIBHOr0 Hab0pa JaHHbIX.
Mcroib3yeMblil aJIFOPUTM TI0XO0XK Ha aJITOPUTM CXKAaTUSA. B Mpu/ioxeHnM NprBeEH HC-
XOZHBIA KOJ, TO3BOJIAIOLIMMI NU3MEPATh SHTPOIIMIO TI0C/Ie[0BaTE/IbHBIX KYCKOB JJaHHBIX
pa3MepoM OKOJIO YeTBepPTH Merabaiira.

2.2. Tcpdump

Emé HaM HyXeH Crocob coxpaHeHUst MHbOpMalyy, poxonslleli yepes uHTepderic.
porpamma tcpdump(1) mo3BoJISIET CAAEMATh 3TO B Ci1y4Yae, eCiv Bbl CKOHGUIY prpoBau
CBO& sZIpO C MOAAepkKoM lakemrozo duavmpa Bepkau (Berkeley Packet Filter).

Komanga

tcpdump -c 4000 -s 10000 -w dumpfile.bin

COXpaHUT 4000 nakeToB B ¢paiin dumpfile.bin . B faHHOM mprMepe 06BEM 3amuChIBae-
Mo MHOPMALUK B KAXKIOM [1aKeTe He MOJXKeT IpeBsIaTs 10,000 6aiiToB.


http://www.FreeBSD.org/cgi/man.cgi?query=netstat&amp;sektion=1
http://www.geocities.com/SiliconValley/Code/4704/universal.pdf
http://www.FreeBSD.org/cgi/man.cgi?query=tcpdump&amp;sektion=1
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3. OKcnepnMeHT

[ToBTOpUTE Cefyolye lary sKCIlepuMeHTa:

1. OTKpOﬁTe [iBa OKHa TepMIMHaJIa U CBXKUTECH B OJHOM M3 HUX C KaKI/IM-HI/I6yL[b KOM-
IIBIOTEPOM HEPE3 KaHaJl [Psec, a B Apyrom — ¢ O6BI‘{HI:IM, «HeSaI.I.H/IH.IéHHBIM» KOM-
IIBIOTEPOM.

2. Temnepp HAYHUTE COXPAHATD ITAKETHL.

3. B «mmdpoBaHHOM» OKHe 3amycTuTe Komanay UNIX® yes(1), koTopast 6yeT Bbiga-
BaTh 6ECKOHEYHBIH TIOTOK CUMBOJIOB Y. HEMHO)XKO MO0 UTe U 3aBepIinTe e€. 3a-
TeM IIePEKJIIYNTECH B OOBIYHOE OKHO (He Mcrosbayroiee KaHai [Psec) U chenaiite
TO Ke caMoe.

4.  3aK/IOYMTEsbHBIN Tam: 3anycTute MUST, epesaB eMy AJist 06paboTKH TOTBKO 4TO
COXpaHEHHBIE [TAKEeTHI Yepe3 KOMaHAHYIO CTPOKY. BBI JOJKHEI YBULETh YTO-TO BPO-
ne H306pa>1<éHHoro 4yTh HWDKE. 3aMeThTe, YTO 6es3omacHoe coefjuHeHre MMeeT 93%
(6,7) or oxxupmaemoro 3HaueHus (7,18), a 06BIYHOE COeJHEHMe — BCEro JIMIIb 29%

(2,1).

% tcpdump -c 4000 -s 10000 -w ipsecdemo.bin
% uliscan ipsecdemo.bin

Uliscan 21 Dec 98
L=8 256 258560
Measuring file ipsecdemo.bin
Init done
Expected value for L=8 is 7.1836656
20396 -
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4. 3amMme4yaHue

3TOT 9KCIIepUMEHT IIOKa3bIBaeT, uTo IPsec deticmeumebHo pacIipefiesisfieT epefiaBaeMble
GaiThI 10 06JIACTY OIIPEZEIEHNS PadHOMEpPHO, KaK U Jiroboe fpyroe muposaHue. OfHa-
KO 9TOT METOZ, He MoXcem OOHAPYKUTH MHOKECTBO SPYIHX U3bIHOB B cUCTeMe (XOTS 51
TAKOBBIX HE 3Ha10). [IJisl mpruMepa MOXHO [PUBECTH IIJIOXUE AITOPUTMbI FeHePaLiy UK
obMeHa KIIYaMy, HapyleHre KOHQUAEHIMaTbHOCTH JAHHBIX UJIY KIIF0YEH, UCII0b30-
BaHMe C/1abbIX B KPUITOrpadrIeCKOM CMBIC/IE aJITOPUTMOB, B3JIOM AAPA U T. 4. U3y4daii-
Te UCXOZHBINA KOJj, y3HaBaliTe, YTO TaM IPOUCXOAUT.


http://www.FreeBSD.org/cgi/man.cgi?query=yes&amp;sektion=1
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5. OnpepeneHune IPsec

IPsec mpefcTaBisieT coboit mpoTokosa 6ezonacHoro obmMeHa nHbopmarueri o Internet.
CywecTByeT B BUJie pacliMpenus K IPv4; ABJseTcs HeoTbeMJIeMOM JacThio IPv6. Cozep-
XUT B cebe mpoTokos WudpoBanus U ayTeHTUGUKALMY Ha YpoBHE IP (MexMalnHHOe
«host-to-host» BsaumogeiicTsue). SSL 3amMIIAET TOBKO JIMIIb KOHKPETHBIN MTPUKJIA-
HO cokeT; SSH 3amumaeT BXo/, Ha MamyHy; PGP 3amumaer onpefe/éHHbIN Gpails min
MceMo. [Psec mudpyeT BCo MHPOPMALUIO, TIepefjaBaeMyo MeXy ABYMS MaIllHaAMI.

6. YcTaHOBKa IPsec

Bo/IBIIMHCTBO COBpEMEHHBIX Bepcuii FreeBSD yxe nMerT noanepxky IPsec. BeposaTHo,
Bb! [O/DKHEL OyfeTe Uib 406aBUTh onuuio IPsec B KOHOUIYpaLMOHHBIA Gpaiin sAnpa,
1 T10cy1e COOPKY M MHCTAISLMK HOBOT'O siAipa, CKOHUTYpUpOoBaTh coefuHeHue IPsec ¢
nomouIs koMaHzsl setkey(8).

Bousiee ToApPo6HO 0 TOM, KaK 3amyCcTUTh IPsec Bo FreeBSD MOXHO Tpo4YecTs B PyKOBOACTBE
N0JIb30BaTe/Is.

7. src/sys/i386/conf/KERNELNAME

JLJ1s1 TOTO, YTOBBI 3aXBaTHIBATh CETEBOM Tpaduk mpy nmomoiu tcpdump(l), crenyomye
CTPOKH ZIOJDKHBI IIPUCYTCTBOBATh B KOHQUIYpallMoHHOM dafine sazpa. He 3abyzbTe 10-
cite MoguUKanuy 3amycTuTh config(8), 1, Kak 06bIYHO, IIePecobpaTs U YCTaHOBUTH HO-
BOE AAPO.

device bpf

8. YHuBepcanbHblili CTaTncTtuueckuii Tect Maype-
pa (pasmep 6510ka — 8 6UT)

OpuruHal HUKepUBeJEHHOIO KoZla HaXOAUTCA I10 9TOMY afpecy.

/*
ULISCAN.c ---blocksize of 8
1 Oct 98
1 Dec 98
21 Dec 98 uliscan.c derived from ueli8.c

This version has // comments removed for Sun cc

This implements Ueli M Maurer's "Universal Statistical Test for o
Random


http://www.FreeBSD.org/cgi/man.cgi?query=setkey&amp;sektion=8
http://www.FreeBSD.org/doc/ru_RU.KOI8-R/books/handbook/ipsec.html
http://www.FreeBSD.org/doc/ru_RU.KOI8-R/books/handbook/ipsec.html
http://www.FreeBSD.org/cgi/man.cgi?query=tcpdump&amp;sektion=1
http://www.FreeBSD.org/cgi/man.cgi?query=config&amp;sektion=8
http://www.geocities.com/SiliconValley/Code/4704/uliscanc.txt

HesaBucumoe ucciiejoBanue pabotst IPsec
BO FreeBSD




YHMBepcanbHbI! CTaTUCTUYeCKUi TecT
Maypepa (pasmep 6s0xa — 8 6ur)




HesaBucumoe ucciiejoBanue pabotst IPsec
BO FreeBSD







	Независимое исследование работы IPsec во FreeBSD
	Содержание
	1. Постановка задачи
	2. Решение
	2.1. MUST
	2.2. Tcpdump

	3. Эксперимент
	4. Замечание
	5. Определение IPsec
	6. Установка IPsec
	7. src/sys/i386/conf/KERNELNAME
	8. Универсальный Статистический Тест Маурера (размер блока — 8 бит)

