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1. BBeaeHue

Bubnuoteka Pluggable Authentication Modules (PAM) siBisiercst 06061wénnbM AP fist
CIyx0, CBSA3aHHBIX C ayTeHTHUKALMeH, KOTOpble MO3BOJIAIOT CUCTEMHOMY afMHUHU-
CTpaTopy 06aB/ATE HOBbIE METO/bI Ay TEeHTUPUKALIMK ITPOCTOM yCTAaHOBKOM HOBBIX MO-
ngyneit PAM, 1 U3MeHATH IOJIUTHKY ayTeHTUUKAIVY TIOCPEeCTBOM PeLaKTUPOBAHUS
KOHPUIYPaL[OHHBIX alIoB.

PAM ormucanu u paspaborasnu Vipin Samar u Charlie Lai us Sun Microsystems B 1995 ropy,
C TeX OH CHJIBHO He MeHs/ICcs. B 1997 rogy Open Group omy6JvKoBasia IpefiBapUTe/IbHbIe
criequéukanuu Ha X/Open Single Sign-on (XSSO), uro cranmapTrsosao API st PAM u
L06aBUIIO paCIIUpPeHst AJIst OFHOPa30Boi (MU OCTATOYHO UHTErPUPOBAHHOM) TIOAMIN-
cy1. Ha MOMEHT HaIlMCaHUs 9TOr0 JOKYMEHTa 9Ta crieludrKanus emmé He 6b/1a IPUHATA
3a CTaHJapr.

XoTsl 9Ta CTaThsA MOCBsAIlEHAa B OCHOBHOM FreeBSD 5.X, B KOTOPOM WCIOJIB3YeTCS
OpenPAM, oHa nnofonaeT ayst FreeBSD 4.x, ucnonb3yowmeli Linux-PAM, u Apyrux onepa-
LMOHHBIX CHCTEM, TaKUX, KaK Linux u Solaris™.

2. TepMUHbI U cornaiwleHus
2.1. OnpepeneHus

TepMUHOIOT U, UCTIoNb3yeMast B PAM, focraTo4Ho 3anyraHa. Hu opuruHansHas pabora
Samar u Lai, Hu crienudukanysa XSSO He [ie/1aloT HUKAKUX MOMBITOK GOpMabHO OIpe-
JLleJTUTh TEPMUHBI JIJIS1 Pas/IMYHBIX OOBEKTOB U yUacTBYOLIMX B PAM CTOPOH, @ TEpMUHEI,
KOTOpBIE OHU UCTIOJIB3YIOT (HO He ONpefeIsiioT) MHOTAA HEBEPHBI U HEOLHO3HAYHEL [1ep-
BOY MOTIBITKOM CO3/jaTh HEJIBYCMBICJIEHHYIO 1 COTVIaCOBaHHYO TEPMUHOJIOTHIO Obl1a pa-
6ota, koTopyIo Hanrcan Andrew G. Morgan (aBrop Linux-PAM) B 1999 rozy. XoTs BbI6Op



[Topxiroyaemble Monymy AyTeHTUPUKA-

nuu (PAM)

TePMUHOJIOTUH, KOTOPYIO cAiesiaa MopraH, 6bUI TUTaHTCKUM CKayKOM BIIEpef, 9T, IO
MHEHUIO aBTOpa JaHHOM CTaTh!, He O3Ha4aeT ee NPaBU/ILHOCTE. Jlasiee fjesiaeTcs IOIbIT-
Ka, B 3HaUUTEJIbHON CTeIleH! Ha OCHOBe paboThl MopraHa, aTh TOYHbIE 1 HeABYCMBIC-
JIeHHEIe OIIpefie/IeHs TEPMUHOB [ BCEX YYaCTHUKOB ¥ 06BeKTOB PAM.

y4éTHas 3anumch (account)

anmuvkanT (applicant)

apburparop (arbitrator)

uernouyka (chain)

knueHT (client)

nogcucrema (facility)

Mozyss (module)

nosutuka (policy)

Habop TMOJHOMOYMM, KOTOPBIE allJIMKaHT 3arpa-
MBaer oT apburparopa.

Tlosb30BaTeNb MM OOBEKT, 3alpallrBakoNiye
ayTeHTUUKAIILIO.

T[lo/b30BaTeNb UM OOBEKT, UMEILUIN MPUBUIIE-
MU, JOCTATOYHBIE [JIsI TPOBEPKY ITOJTHOMOYHIA arl-
IIJIMKaHTa U IpaBa MOATBEPAUTD WM OTKJIOHUTH
3ampoc.

T[Toc/ieloBaTeIBHOCT MOZYJIel, KOTOpble OYyAyT
BBI3BaHEI B OTBET Ha 3a1ipoc PAM. B 11enouky BKJIIO-
YeHa MHPOPMALUS O II0CIef0BaTEeIBHOCTH BbI30-
BOB MO/yJIeid, apr'yMeHTaXx, KOTOpPbIe HYXHO MM Ile-
penaTh, M 0 TOM, KaK MHTEPIIPETUPOBATh Pe3yJIbTa-
THIL

[IpuIoXxeHue, OTBeYaKollee 33 MHULMIPOBAHKE 3a-
poca Ha ayTeHTHPUKALIMIO OT UMEHHU allllIKaHTa
U [OJTy4aloliiee OT Hero HeOOXOAUMYIO [Is ayTeH-
TrUKAIMY UHPOPMALUIO.

OfHa 13 YeThIpeX OCHOBHBIX TPyNI QYHKIIIO-
HaJIBHOCTY, KOTOpble gaeT PAM: ayreHTnduKa-
Lyisl, yIIpaBJIeHUe YYETHBIMU 3alMCAMMU, yIIpaBJie-
HU€e CEaHCOM U OOHOBJIEHUE KIII0YOM ayTeHTHUU-
KaLuu.

Habop u3 ofHOM vin 6OJIBIIETO KOJMYECTBA CBS-
3aHHBIX QYHKLINH, PeayusyoIUX Olpese/IeHHY0
HOJCUCTEMY ayTeHTUUKALIIY, COOPAHHbII B OFUH
(0BBIYHO JUHAMUYECKU 3aTpyrKaeMbli) IBOUYHBIN
dbatin, uxeHTUOUIPYEMBII IO IMEHHU.

TloHbIM HabOP KOHPUIYPALMOHHBIX [eKIapaLuii,
OIMCHIBAOIINX, KaK 06pabaTeiBaTh 3ampocsl PAM K
omnpeeeHHOM yciyre. [IoJIMTHKa 0OBIYHO COCTOUT
U3 YeThIpeX Lieroyvek, 110 OfHOM A1 KaK[ol moj-
CHCTEMBI, XOTSI HEKOTOPBIE CJIYIKObI MCIIONB3YIOT HE
BCe YeThIpe MOACHUCTEMBL



[TpyMepbI UCTIOIB30BaHUS

cepsep (server) [pusioxeHne, BBICTYIAKOLEe OT WMEHM apOuT-
patopa [ obljeHNs C KJIMEHTOM, 3allpallinBa-
HUA ayTeHTUUMKAIVOHHON WHPOpPMaIUH, IIpo-
BEPKH [TOJTHOMOYMI allIJIMKAHTA U IO TBEPIKAAL0-
1jee MM OTKJIOHSIOLIee 3aIIpocC.

cepBuc (service) Kiacc cepBepOB, IpeLoCTaBISIOLINX IOX0XKY 0 VIIK
CBsI3aHHYI0 QYHKIMOHABHOCT, ! TPEGYIOILYO I10-
JobHYyI0 ayTeHTUUKaLM0. [lomuTrky PAM 3afa-
I0TCsI Ha OCHOBE CEpPBHCOB, TaK YTO KO BCEM CepBe-
pam, O6BSBIISIOLIVIM OJHO U TOXeE UMsl CEpBHCa, 6y-
AeT NPUMEHATHCA OJHA U Ta e ITOJIMTUKA.

ceaHc (session) KOHTEKCT, B KOTOPOM CEPBUC OKa3bIBAETCS allljIv-
KaHTy cepBepoM. OfHA U3 YEThIPeX MOACUCTEM
PAM, ympaB/ieHHEe CEeaHCOM, KacaeTCsl UCKJII0YM-
TEJIBHO HACTPOMKE M OYMCTKE STOTO KOHTEKCTa.

xutod (token) BJyiok MHpOpMALMHY, CBA3AHHBIN C YIETHOM 3amu-
CBI0, HATIPUMED, TTAPOJIb WJIK KiIKoYeBas $pasa, Ko-
TOPYIO ANIUIMKAHT JOJKEH IPELOCTABUTD AJISL CBO-
eVt UeHTUUKAIINIL.

Tpansakys (transaction) Tlocsie/loBaTeIbHOCTD 3aMPOCOB OT OJHOTO U TOTO
Ke aIlllJIMKaHTa K O,Z[HOMy nu TOMy xe 3K3eMHJ’[pr
TOTO K€ CAMOTO CepBepa, HauMHasi C ayTeHTUdUKa-
LMY U yCTAHOBJIEHUS CeaHCa U 3aKaHIMBast 3aKpPbI-
THEM ceaHca.

2.2. [lpymepbl NCNONb30BaHUA

JTOT paszen npeAHasHa4yeH [ WITIOCTPALM 3Ha4eHU HEKOTOPBIX TEPMUHOB, OIIpe-
JleJIeHHBIX BBIIle, ITPY ITOMOIIU MTPOCTHIX TPHUMEPOB.

2.2.1. O6begUHEHHbIE KJIMEHT U cepBep

B 3TOM [POCTOM MPUMEpE MOKA3BIBAETCSI [I0JIb30BATE b alice, BHIMOIHAOLUM KOMaHy
su(1) s TOro, YTO6BI CTATh MOJIB30BATE/IEM root.

% whoami

alice

% 1s -1 “which su’

-r-sr-xr-x 1 root wheel 10744 Dec 6 19:06 /usr/bin/su
% Su -

Password: xi3kiune

# whoami

root


http://www.FreeBSD.org/cgi/man.cgi?query=su&amp;sektion=1

[Topxiroyaemble Monymy AyTeHTUPUKA-
nuu (PAM)

* ANIUIMKaHTOM ABJseTcs alice.

* Y4YEeTHOW 3aIIUCEIO ABJIAETCA root.

+ Tporecc su(1) ABIAETCS Kak KJIMEHTOM, TaK 1 CEPBEPOM.
¢+ AyTeHTHQUKALMOHHBIM KJIIOYOM SBJIAeTCs Xi3kiune .

* ApbuUTpaTopoM BBICTYIAET root, ¥ UMEHHO IO3TOMY Y KOMaH bl su(1) BbICTaBjIeH GUT
BBITNIOJTHEHMS C IpaBaMu root.

2.2.2. KnueHT U cepBep pa3aeieHbl

B mpumMmepe HM)Ke pacCMaTpUBaeTCs I0JIb30BaTesb eve, INbITAIOUIUICA yCTaHOBUTH
ssh(1)-coequuenue c login.example.com , U yCIENmHO BXOs KaK MOJIb30BaTess bob. Bo6
JOJDKEH OB BEIOPATh IIaPOJIb IOy ILe!
% whoami
eve
% ssh bob@login.example.com
bob@login.example.com's password: god
Last login: Thu Oct 11 09:52:57 2001 from 192.168.0.1
Copyright (c) 1980, 1983, 1986, 1988, 1990, 1991, 1993, 1994
The Regents of the University of California. All rights o
reserved.
FreeBSD 4.4-STABLE (LOGIN) #4: Tue Nov 27 18:10:34 PST 2001

Welcome to FreeBSD!

o
* ANIJIMKaHTOM SBJIAETCS eve.

+ KuuenTom siByisieTcs mpouecc ssh(1) mosesosaresist Eve.

+ Cepsepom siBasieTcs mporecc sshd(8) ma mamune login.example. com
* Y4eTHOM 3alMChIO ABAETCS bob.

¢ KitoyoM ayreHTHdUKALMY ABIAETCA god.

+ XOTSs1 9TOT0 He BULHO B IPUMEPE, HO apOUTPaTOPOM SIBJISETCS root.
2.2.3. Mpnmep NOANTUNKN

Crnepyolee ABIAETCA TOJUTUKOM, UCTIONB3yeMo Bo FreeBSD o ymosyanuio AJis sshd:

sshd auth required pam _nologin.so no warn
sshd  auth required pam_unix.so no _warn ¢
try first pass

sshd account required pam_login access.so

sshd  account required pam_unix.so
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OcHoBBI PAM

sshd session required pam lastlog.so no fail
sshd  password required pam_permit.so

* DTa MOJUTHMKA TPUMEHSIETCS K ctysk6e sshd (4To He 0653aTesIbHO OrpaHUYEHO CepBe-
pom sshd(8)).

* auth, account, session u password SIBJISIOTCS [TOACHCTEMAMIL.

e pam nologin.so, pam unix.so, pam login access.so , pam lastlog.so wu
pam_permit.so ABIAKTCA MOAYIAMMU. VI3 3TOro npyMMepa BUAHO, YTO pam_unix.so
peanusyer Mo KpaiiHeil Mepe fBe TOACUCTEMbI (ayTeHTUDUKALUIO U YIIpaBIEHUE
YYETHBIMU 3aMUCAMHU).

3. OcHoBbI PAM

3.1. MogcncTemMsl U NPUMUTUBDI

API 11 PAM mpefoCTaBiifeT MWeCTh PasInyHbIX MPUMUTUBOB [Jid ayTeHTUUKALIIY,
CTPYNIIUPOBAaHHBIX B YETHIPe IOLACUCTEMBI, KaXKJas U3 KOTOPBIX OINKCHIBAETCS HIDKE.

auth
Aymenmudukayusi. ITa MOACUCTEMa, COGCTBEHHO TOBOPSI, pean3yeT ayTeHTUdHKa-
LIMIO allllJIMKaHTa Y BbIACHEHME IOJIHOMOYUI y48THOM 3anucu. OHa IpejocTaBseT
JBa IPUMUTHBA:

+ ®ynkuus pam_authenticate(3) ayrentuduuupyer anriMkadTa, 06bI4HO 3arpa-
IIMBast ay TeHTUUKAIL[MOHHBIM KJII0Y M CPAaBHUBAS €T0 CO 3HaUeHNEeM, XPaHAIIIM-
cs1 B 6ase JaHHBIX UM T10JIy9aeMbIM OT cepBepa ayTeHTHUKALUH.

+ ®yHKuusA pam_setcred(3) ycTaHaBAMBAET MOJHOMOYMS YIETHOMN 3aMIUCH, TAKKE,
KaK UIeHTUPUKATOP [TOJIB30BaTeE IS, YWICHCTBO B IPYIIIaxX U OTpaHIYeHs Ha HC-
10JIb30BaHNe PeCypCoB.

account
YnpasaeHue yuémHoti 3anucblo. ITa IMOACUCTEMa 06pabaTeIBaeT BOIIPOCH! AOCTYIIHO-
CTH y4eTHOM 3aIncy, He CBSI3aHHbIe C ayTeHTUUKALVEH, TaKye, KaK OrpaHIYeHus
B [JOCTYIle Ha OCHOBe BpPeMeHU CYTOK WJIM 3arpysKy cepBepa. OH NpeAoCcTaByseT
€IHCTBEHHBII MPYMUTYB:

+ ®yHKUMs pam_acct_mgmt(3) npoBepsieT, ZOCTYIHA /M 3aNpaLIBaeMasi yUETHas
3aIINCh.

session
YnpasneHue ceancom. ITa MOACUCTEMa OTpabaThIBaeT 3a4a4u, CBSI3aHHbIE C YCTAHOB-
JIeHVeM U 3aKpBITHEeM CeaHca, TaKre, KaK y4eT BXOZIOB [10sIb30BaTeseil. OHa rpezo-
CTaBJIAET [Ba IPUMUTHBA:
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o OyHKIMA pam_open_session(3) BBINOHSAET NeNACTBUsL, CBA3aHHbIE C yCTaHOBJIE-
HUeM ceaHca: fjobaB/ieHue 3anvceli B 6a3bl JaHHBIX utmp ¥ wtmp, 3aryck areHra
SSH u tak ganee.

+ ®ynkuusa pam_close_session(3) BbIMOJHSAET AEMCTBUs, CBA3AHHbIE C 3AKPBITHEM
ceaHca: [obaBJIeHVe 3anrcel B 6a3bl JaHHBIX Utmp u wtmp, 3aBepiueHue paboTh
areHTa SSH u Tak fjasnee.

password
YnpagaeHue naposem. ITa IOACUCTEMA UCTIONB3YETCS U1l UBMEHEHUS KITI0Ya ayTeH-
TUPUKALUY, CBSI3AHHOTO C YYETHOM 3aIlUChIO0, 10 MPUYMHE UCTEYEHUSI €ero CpoKa
LeVICTBUS MJIM JKEeJIAHUS [T0JIb30BaTe s UBMEHUTH ero. OHA TIPefjoCTaBIIsieT efnH-
CTBEHHBIN IPUMUTUB:

 ®ynkuus pam_chauthtok(3) namMeHsier ko4 ayTeHTHGUKALUY, OMUOHAILHO
IIpOBepsisl, YTO OH TPYAEH A 104060pa, He UCIIOIb30BaJICs paHee U TakK Aajlee.

3.2. Moagynu

Mopy/u ABJAIOTCSA LeHTpaIbHON KOHLlenelt B PAM; B KOHIIe KOHIIOB, UM COOTBETCTBY-
er 6ykBa «M» B cokpaieHun «PAM». Mogyis PAM mpeficTaBiisieT co60ii CaMojocTaToq-
HBII KYCOK IIPOrPaMMHOTO KO/ja, KOTOPBII pean3yeT MPUMUTUBbI OLHOM WK G0JIble-
r'o KOJIM4eCTBa MTOJCHCTEM OJHOI0 KOHKPETHOTO MEXaHU3Ma; K BO3MOXKHBIM MeXaHU3-
MaM ISl IOACUCTEMBI ayTeHTUUKALINH, K [IPUMEPY, OTHOCATCS 6a3bl JaHHBIX apoJIeit
UNIX®, cuctemsl NIS, LDAP nu Radius.

3.2.1. UmeHoBaHMe moaynei

Bo FreeBSD kax[plli MexaHH3M peajn3yeTcs B OTAEJBHOM MoOJyJie C MMeHeM
pam_mechanism .so (Hampumep, pam unix.so s Mexanusma UNIX®.) B npyrux pe-
anM3aluax MHOTJA OTZAeJIbHBIE MOJYJIM MCIOJB3YIOTCA JJISl pasHbIX IOACUCTEM, U B
VX UM BKJIIOYAeTCs, KpOMe HasBaHUA MeXaHM3Ma, U UM NofcucTemsl. K npumepy,
B Solaris™ umeetcst Mozysb pam dial auth.so.l , KOTOpBIN YACTO UCIIOIB3YETCS ISt
ayTeHTUUKALUY T10/1b30BaTeIel, paboTaIUX 10 KOMMYTHUPYEMBIM KaHajIaM CBSI3H.

3.2.2. Bepcun mopyneii

VsHavanbHasa peanusanus PAM Bo FreeBSD, koTopas 6blJ1a OCHOBaHa Ha Linux-PAM, He
HCII0JIb30BaJIa HOMepPa BEPCHi iyt MoAyJiert PAM. 9to 6yeT MpUBOAUTS K MpobieMaM
Ipy paboTe yHaC/e[OBaHHBIX MPUJIOKEHU, KOTOPble MOTYT ObITh CKOMIIOHOBAHBI CO
CTapbIMU BepCUAMU CUCTEMHBIX OUOINOTEK, TaK KaK CII0coba IOATPY3UTh COOTBETCTBY-
IOIYI0 BEPCUIO TPebyeMBIX MOJYJIEl HeT.

OpenPAM, ¢ ApyTroii CTOPOHBL, UILIeT MOAYJIU, KOTOPble UMEIOT TOT )Ke CaMblii HOMep Bep-
cuu, 9To U 6ubnuorexa PAM (Ha maHHBIA MOMEHT 2), U UCIIOIb3yeT MOAYJb 6e3 Bep-
CHH, TOJIBKO €CJIV MOJYJIb C U3BECTHOM Bepcrel He ObLI 3arpyskeH. [09TOMy [J1s CTapbIX
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Lleno4yku v MOJINTUKU

MPUTIOXKEHNUI MOTYT MTPEeAOCTABIATHCS CTapble MOAYJIM, IPY 9TOM HOBBIE (MM 3aHOBO
[OCTPOEHHbIE) MPUIIOXKEHNS 6YAYT MCIIOIB30BaTh BCe BOSMOXHOCTH IOC/IE[JHUX BEPCHIA
MOZYJIEH.

Xorsi Moy PAM B Solaris™ umeror HOMep BepCHH, TIO-HACTOSIIEMY HOMEP BEPCUU B
HUX He OTCJIeXKUBAETCS, IOTOMY 4TO HOMEp SIBJISIETCS YaCThi0 MMEHU U [OJIKEH BKJIIO-
4aThCA B KOHQUTYPALILIO.

3.3. Llenoukun n NOANTUKN

Korpa cepep nnununpyer PAM-TpaH3akuuio, 6ubnroreka PAM MbITaeTcsi 3arpysuTh
OJINTHKY J4J151 CIyKObI, yKasaHHOM pH BbI30Be GyHKLMK pam_start(3). [ToanTrka ompe-
Jie/isIeT, Kak AOJDKHBI 00pabaThIBaThCs 3alIpOCHl Ha ayTeHTHUKALMIO, U 3afaéTcsa B
KOHQUTYPALMOHHOM dafiie. ITO COCTABIISET APYTYI0 OCHOBOIOJIATAILYI0 KOHIIEIINIO
PAM: BO3MOXKHOCTb aJMUHHCTPATOPY HACTPAMBATh MTOJUTUKY OE30IIaCHOCTY CHCTEMBI
(B caMOM WIMPOKOM €€ MOHMMAaHKM) IPOCTBIM PeaKTUPOBaHUEM TEKCTOBOTO daiisa.

[0S THIKA COCTOUT U3 YETHIPEX LieTIOY€eK, TI0 OFHOM Ha KaskAbIi M3 MeToZ0B PAM. Kaxzoe
3BEHO MpeJCTaBIseT COOO0M OCIeA0BATENBHOCTh KOHGUIYPALIOHHBIX YTBEPIKIAECHUIA,
3a/JAl0IIUX BBI3BIBAEMBI MO/ JIb, HEKOTOPEIE (HEobsI3aTebHbIe) TApaMeTphl Jisl Iiepe-
Jlady B MOZYJIb, M YIIPaBJIAIOMNIT ¢1ar, ONMCHIBAIOMINI, KaK MHTEPIPETUPOBATh BO3Bpa-
IjaeMBII U3 MOZAYJIS KOZ.

[ToHMMaHMe CMBIC/IA YIIPaBJIsioLlero ¢gyara He06XOAUMO A/ HOHUMaHUA KOHPUrypa-
LIMOHHBIX $ailyioB PAM. CylecTBYIOT YeThIpe Pas3/IMYHbIX YIPaB/IAOMNX dJara:

binding
Ecsit MoZiy b 0TpaboTal yCIeHo, U HY OJVH U3 MTPEAbIAYIINX MOAYJIE B LIeOYKe
He cpaboTas OTPHULIATENBHO, TO LIETIOYKA PEPBIBAETCS, a 3aIPOC MOATBEPIKAAETCS.
Ecuiut ske MOZLyJTb OTpaboTaeT HeyfauyHo, TO BBIIIOJTHSIETCST OCTABIIASICS YaCTh LIETI0Y-
KM, OZJHaKO 3aIIpoC OTBepraercs.

JroT ynpasssoumit duar 6b1 [o6aBIeH Komnanuen Sun B Solaris™ 9 (SunOS™
5.9), u nozpaepxusaeTca B OpenPAM.

required
Ec/ii MOy Ib BO3BPaTHJI MOJIOXKUTEJIBHBIN OTBET, BBIIIOHAETCS OCTAaBLIAACA YacTh
LIETIOYKH, 3aTPOC YAOBIETBOPSETCS, €CIM HUKAKOU JPYroi MOJyJib He oTpaboraer
OTpUILiaTebHO. EC/v %e MOy JIb BO3BPaTUT OTpULIaTesIbHbIN OTBET, OCTATOK LjeI0Y-
KU TOXe OTpabaThIBAeTCs, HO 3aIIPOC OTBEPraeTCs.

requisite
Ecsi Moy /1b BO3BpalljaeT MOJI0KUTEbHBIM OTBET, BBIITOHAETCS OCTaBIIAsACA YaCTh
LIETIOYKH, 3aIIPOC YAOBIETBOPSETCS, €C/IM HUKAKOU JPYroil MOAYJIb He 0TpaboTaeT
oTpuLaTensHo. Ecou ke MOy b OTpabaThIBaeT OTPULIATENBHO, TO OTPabOTKA Lie-
TIOYKU HEMe/JICHHO IIPeKpallaeTcs, a 3apoc OTBEPraeTcs.
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sufficient
Ecyii MOy 1B BO3BPATHUT MOJIOXKUTE/IbHBIN OTBET, U HY OJVH U3 IIPEbIAYIINX MOAY-
JIeH B LiETIOYKe Ha 0TPaboTas OTPULATENBHO, TO OTPAbOTKA LEMOYKY HEMEIJIEHHO
[IPEKPALLAETCs, a 3aMpoC YA0BIETBOPAETCS. EC/IM MOLYJIb 0TpaboTas OTpULaTe b
HO, TO pe3yJIbTaT UTHOPUPYETCS U LieNoYKa OTpabaThiBaeTCs fasblle.

Tak KaK CeMaHTHKa 3Toro ¢Jjiara MoxeT 0Ka3aThCs 3allyTaHHOM, 0CODEHHO MpY €ro
HCIOJIb30BAaHUM C IIOC/IEAHUM MOJYJIEM B LIeNIOYKe, PEKOMEHAYeTCsl BMECTO HEero
HCTIO/Ib30BATh YIIPaBJIomuii guiar binding , ecomm peanusanus ero nogepiKuBaer.

optional
Mogzy b 0TpabaTeIBaeTCst, HO pe3yJsIbTaT BBIIOIHEHUS UTHOpHpYyeTcs. Eciu Bce Mo-
[yJIU B LIETIOYKe [TOMEeYeHbI KaK optional, TO yZOBIETBOPATHCS OYAYT BCe 3AIPOCHL.

Korga cepBep BbI3bIBaeT OAVH U3 1ecT PAM-puMuUTHBOB, PAM 3alpammBaeT LellouKy
MOJCUCTEMBI, K KOTOPOW MPUHAAJIEXXUT IPYMUTUB, U 3aIlyCKaeT KaXkblii MOAYJIb, Iie-
PevrCIIeHHEIN B Lje[I0YKe B IOPsAKe X IIePeYnCIeH s, [I0Ka CIIMCOK He OyzeT rcyep-
naH 6o He 6yeT onpesesieHo, YTo faabHelel 06paboTKU He HYXHO (T10 TPUYMHE
JIOCTYDKEHME MOJYJIsl, BEpPHYBIIEro I10JI0XKUTEe/IbHBIM OTBET IIPU YCA0BUM binding miun
sufficient , b0 oTpULATENBHBIN C YCIOBMEM requisite ). 3ampoc MOATBEpPXKAAETCS,
€CJIV TOJIBKO ObIJI BBI3BAH 110 KpaiiHell Mepe OfUH MOAYJIb, ¥ BCe HEOMIIMOHA/IbHbIE MO-
JlyJI BEpHYJIY TTOJIOKUATE/IbHBIA OTBET.

3aMeTbTe, YTO BO3MOJKHO, XOTS 9TO HE PacIpOCTPaHEHO, IePEeYUCIATh OLUH U TOT JKE
MOZYJIb HECKOJIBKO Pa3 B OffHOM Lienouke. K mprMepy, MozyJIb, TpOCMaTpUBAIOLIUI IMe-
Ha U ITapoJIx II0JIb30BaTelsA B CepBepe KaTaaora MOXeT OBbITh BbI3BaH HECKOJIBKO Pas C
Pa3JIMYHBIMU TTapaMeTpaMH, 3aAalINMI Pas/IMYHble CepBepbl KaTaoroB AJIS CBS3U.
PAM cuMTaeT pas/IMyYHbIEe [T0SBIEHHUS OFHOTO MOAYJIA B TOM jKe CaMOY LieTIoUKe PasHbI-
MU U He CBA3aHHBIMU MOZYJISMU.

3.4. TpaH3aKuunn

JKu3HeHHBI! LUK TUIIMYHOY PAM-TpaH3aKIUK ONKCaH HIKe. 3aMeThTe, UTO B CiIy4ae,
ec/u JI060l U3 TIepevrCIEHHBIX [IaroB OKAaHYMBAETCS HeyLaqHO, CEPBEp LOJIKEH BbI-
[iaTh KJIMEHTY COOTBETCTBYIOIee COOOIieHMe 06 ommbKe U IpepBaTh TPAH3AKLUIO.

1. Ecv 370 HEOOXOAMMO, CepBep MOydaeT IIOJTHOMOYUA apbUTpaTopa yepes He3aBu-
CUMBIN oT PAM MeXaHM3M—Yallle BCero 1o GaKTy 3allycKa I10/Ib30BaTesIeM root Miu
C yCTaHOBJMIEHHBIM setuid-6urom root.

2. Cepsep BbI3biBaeT GpyHKLUIO pam_start(3) s ununmanusayuu 6ubauorexu PAM u
3aJlaHKA MMEeHU CepBHCa U LieJIeBOM yUETHON 3alKCH, a TaKXKe perucTpaly IofAxo-
ISLIEero Crocoba obueHus.

3. CepBep MOJIy4aeT pasiuyHyr UHGOPMALMIO, OTHOCALLYIOCS K TpaHsakuuu (Takyio,
KaK MMl T0JIb30BaTeJIs alMUIMKAHTA U UMSI XOCTa, Ha KOTOPOM 3aIlyIleH KJIUEHT), U
ormpasJsier eé B PAM npu nomowy GyHkyuy pam_set_item(3).
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4. CepBep BBI3bIBAET QYHKI[UIO pam_authenticate(3) s ayTeHTU VKAV allIJINKaHTa.

5. CepBep BbI3biBaeT GyHKUMIO pam_acct_mgmt(3) Ais MpOBEpKU TOro, YTO 3arpo-
LIeHHAsl y4éTHAs 3amucCh AOCTYIHA M KOPPEeKTHA. ECAM Maposib BEpeH, HO ero
CpOK UCTEK, pam_acct_mgmt(3) BosBparuT pesysbrar PAM_NEW_AUTHTOK REQD , a He
PAM_SUCCESS .

6. Ecyiv Ha mipefbIAyIem Iare 6511 noJjiy4yeH pesysbraT PAM_NEW_AUTHTOK_REQD ,TO cep-
Bep Bbi3biBaeT GyHkuuo pam_chauthtok(3) gss Toro, YTo6bI BEIHYAUT KJIUEHTA U3-
MEHUTB KJTI0Y ay TeHTUGUKALUY IJ1s1 3aIIPOIIEHHOM YIETHOM 3aTIKCHL.

7. Temneps, KOTAA ANIIMKAHT ITOJHOCTBIO Ay TEHTUPUIINPOBAH, CepBep BEI3BIBAET QYHK-
w0 pam_setcred(3) A/is moyYeHUs TIOTHOMOYMH 3aMPOLIEHHON YYETHON 3aIUCHL.
CLiesaTb 9TO BOBMOXKHO, TIOTOMY 4YTO OH paboTaer Kak apOUTparop, M OCTaBIseT 3a
co601 MOTHOMOYMS apbuTparopa.

8. Toce mosydeHUss HEOOXOAMMBIX IIOJHOMOYUM, CepBep BbI3bIBAET (GYHKLUIO
pam_open_session(3) Asst yCTaHOBJIEHUS CeaHCa.

9. Temepb CepBep BBIIOIHAET TOT CEPBUC, KOTOPBIA 3aTpeOoBan KIMEeHT—HANpPUMeED,
[Pe/OCTaBIISAET ANIIMKAHTY 000IOUKY.

10.ITocsie TOro, KaK cepBep 3aKOHYMII 06CIYyIKMBAHUE KJIMEHTA, OH BbI3bIBAET QYHKLUIO
pam_close_session(3) muist sakpeITHSA ceaHca.

11.HakoHell, cepBep BEI3bIBaeT HYHKIUIO pam_end(3) JI7IST OTIOBEIeHUsT 6UBIMOTEKN
PAM o ToM, YTO paboTa C Hell 3aBepleHa U Kak1e-1nubo BblZieJIeHHbIe B TEUEHHE Ce-
aHca pPecypchl MOXHO OCBOOOANTb.

4. Hactpoiika PAM

4.1. ®ainsl noantuk PAM
4.1.1. ®aiin /etc/pam.conf

TpazuuroHHO ¢aitiioM NoauTHK PAM sBiseTcs /etc/pam.conf . OH COLEPIKUT BCe TO-
nuTUky PAM f1s Bamneit cucreMsl. Kaxzas ctpoka ¢dariyia ONMCHBAaeT OAMH IIar B Lie-
T0YKe, KaK [TOKa3aHOo HIKe:

login auth required pam_nologin.so no_warn

Tlosis CIeAYIOT B TAKOM MOPSAAKe: UM CIYIKOBI, UM TIOLCUCTEMBIL, yIIPaBIIAOLUi ¢Jar,
VM MOZYJISl Y TapaMeTpbl MOAY 11, JIIoOble JOIIOTHUTE IbHBIE [T0JIT UHTEPIIPETUPYIOTCA
KaK JJONOJIHUTe/IbHbIE TapaMeTPbl MOAYJISL.

JIJist KaXkIoM Maphl CepBUC/TIOCHUCTEMA COCTABIISETCS OT/ebHAS [IeNOYKa, U TOTA T10-
JIY4aeTCs, YTO, XOTSI MOPSIAOK CIIELOBAHUS CTPOK [JIs OFHOM U TOH e YCIIYyTU U TIOLCU-
CTEMBI SIBJIAETCS 3HAYMMBIM, MTOPSIOK IIEPEYUCIEHUS OTAEIbHBIX CEPBHCOB HE 3HAUMM.
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B npuMepax 13 OpUrnHaIbHOM paboTs! 10 PAM CTpOKK KOHPUIYpaLiy CTPYIITNPOBAHEI
TI0 TIOACKUCTEMAM, B TIOCTaBIsIeMOM ¢ Solaris™ ¢atise pam. conf MMEHHO TaK U CAEIaHo,
HO B CTaHAAPTHOM KOHQUIyparioHHOM ¢atisie 13 TocTaBKU FreeBSD CTpOKU HaCTPOEeK
CrpYIIMPOBAHbI 10 cepBUCaM. [I0AXONUT 060! U3 ITHX CIOCOHOB; OHU UMEIOT OfVH U
TOT %K€ CMBICIL.

4.1.2. Katanor /etc/pam.d

OpenPAM u Linux-PAM nojepXUBaKT ajbTepPHATUBHBIN MeXaHM3M HaCTPOWKM, KOTO-
poiii 4y1s FreeBSD ABJIA€TCA NPEATIOUYTUTE/IBHBIM., B 3TOM cXeMe Kaxast IOJIUTUKA CO-
LIePXKUTCS B OTAEIBHOM ¢aille C UMeHeM, COOTBETCTBYIOIIEM CEPBHUCY, K KOTOPOMY OHa
puMeHsieTcs. T $akIbl pa3sMeIarTCs B KaTauore /etc/pam.d/ .

Takue ¢aiiyibl IOJUTYK, OPUEHTHPOBAaHHbIE HAa CEPBUCHI, UMEIOT TOJIBKO YeThIpe MO,
BMECTO IIITH ToJIe# B atisie pam. conf : ITo/ie MIMeHU cepBHca OmyLjeHO. TakuM 06pasoM,
BMECTO IIprMepa cTpokH aiisa pam. conf U3 IpeAblaylLIero pasjesia MoayqYnuTCcs Clesy-
folas cTpoka B datise /etc/pam.d/login :

auth required pam _nologin.so no warn

Kak cjieficTB1e TaKoro yIpPOIEHHOTO CUHTAKCHCa, BOBMOXKHO MCIO/Ib30BaHNE OSHUX U
TeX JKe MOJIMTUK AJI HECKOJIbKMX CEPBUCOB, CBA3BIBAsT KAXK0e UM CepBUCa C TEM XKe
caMbIM ¢aitioM nosmrtrk. K npumepy, 4Jis UCIOJIb30BAHUA TOM JKe CaMOM MOIUTHUKU
IJISL CEPBUCOB SU U sudo, MOXHO CZie/IaTh Clefyoliee:

# cd /etc/pam.d
# ln -s su sudo

JTo pa60TaeT, TIOTOMY 4YTO MM C€pBHCa OIpeaesieTCd NMEHEM d)al?ma, a He ero yka-
3aHUEM B (bal?me IIOJIMTUKMH, TaK YTO OAWH U TOT XXe q)anI MOXET MCIIOJIb30BAThCA AJIA
HECKOJIBKMX CEPBUCOB C pa3HbIMU Ha3BaHUSIMU.

Tak Kak MOJIUTHKA KaXK[OT0 CepBHCa XPaHUTCS B OTJieJIbBHOM ¢alijie, TO MeXaHM3M pam. d
JielaeT yCTaHOBKY JJOTIOJTHUTE/IBHBIX MOJUTUK 1S TPOrPaMMHBIX [1aKeTOB CTOPOHHUX
pa3paboTYMKOB OUEHb JIETKOM 3a/jaueii.

4.1.3. MNopaaok noncka NoANTUK

Kak BbI BUZie/IY BBILIE, TTIOJIUTUKUA PAM MOT'yT HaXOAUTHCA B HECKOJIBKMX MeCTaX. dro
6y/:1eT, €CJIN IIOJIMTUKU [JI5T OHOTO M TOI'O XK€ CEPBHICA MMEIOTCS B Pa3HBIX Mecrax?

HeobX0ANMO 0CO3HATE, YTO CHCTeMa KOHGUTrypauuy PAM opreHTHpoBaHa Ha LETIOYKH.

4.2. CTPyKTypa CTPOKM HaCTPOMKM

Kak 210 06'bsicHeHO B Paszien 4.1, «Paityisl ToUTHUK PAM», Kaxmast cTpoka ¢arina /etc/
pam.conf COCTOMT U3 YETHIPEX UK OOJIBIIETO KOTMYECTBA ITOJIEM: UMEHU CEPBICA, Me-
HU TIOLCUCTEMEI, YITPaBJsoniero ¢sara, UMeH! MOAYJIS U JOMOJHUTEBHBIX ITapaMeT-
POB MOAyJIsI, KOTOPEIE MOI'YT OTCyTCTBOBATb.
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[MonuTukn

Wmst cepBuca 06bIYHO (XOTs HE BCerya) AB/sSeTCss UMEHEM MPUIIOKEHNS, KOTOPOe 3TOT
cepBuC 06cyxkrBaet. EC/IM BBl He yBepeHbI, 00paTUTECh K JJOKYMEHTALWH 110 KOHKPET-
HOMY IPUJIOXKEHUIO [/ OIIpefie/IeHUs ICTIONb3yeMOro IMeHM CepBHca.

3aMeTbTe, 4TO eCJIU BBl UCTIONIb3yeTe /etc/pam.d/ BmecTo /etc/pam.conf , To mms cep-
BrICa 3a/iaeTcs UMeHeM ¢alisa MOUTUKY, Y OIYCKAETCS U3 CTPOK HACTPOMKH, KOTOPbIe
B TaKOM CJIy4ae Ha4MHAIOTCA C Ha3BaHUS IOJCUCTEMEL.

VMsi IOZCUCTEMBI TIPELCTABIISIET COBOM OJHO U3 YETHIPEX KITFOUEBBIX CJIOB, OITMCAHHBIX B
Paspgen 3.1, «IlogcucTeMbl U TPUMUTUBEI».

TOYHO TaKKe YHMpPaB/IAINIA $JIar ABIAETCSA OLHUM U3 YeThIPEX KIIOYEBBIX CJIOB, OIU-
caHHBIX B Paszien 3.3, «LlemoYKy U MOJIMTHUKIY», B KOTOPOM PaccKas3aHo, Kak UHTepIIpe-
THPOBATh BO3BPalllaeMbIi U3 MOAYJIA kog,. B Linux-PAM nogaepkrBaeTcs ajlbTepHaTHB-
HBII CHHTAKCIIC, KOTOPBII IT03BOJISIET YKa3aThb AeHCTBIe, CBA3aHHOM C KaXKAbIH BO3ZMOXK-
HBIM KOZIOM BO3Bpara, HO 9TOr0 CJIefyeT u3beraTsb, Tak Kak OH He ABJIAETCS CTaHLapT-
HBIM ¥ TECHO CBSI3aH CO CIIOCOO0M JUCIIEeTYePH3aLiK BBI30BOB CepBHUCOB B Linux-PAM (a
OH 3HAaYMTEJIEHO OTJIMYAeTCsT OT CrIocoba B3anMogelicTuys B Solaris™ u OpenPAM). He
BBI3bIBAET YAUBJIEHUSA TOT PaKT, 4TO B OpennPAM 3TOT CUHTaKCUC He NOALEePIKUBAETCS.

4.3. NonntTukKn

Jl71st KOppPEeKTHOM HacTpoiiky PAM HEOOXOANMO MOHMMATh, KaK IPOUCXOAUT UHTEpPIIpe-
Tauys IOJUTUK.

B MOMEHT, KOTZa IIPUJIO’KEHYe BBI3BIBAET GYHKIIIO pam_start(3), 6ubsmnorexa PAM 3a-
rpy’KaeT IOJUTHKY [JI1 yKa3aHHOT'O CepBUCa U BEICTpauBaeT YeThIpe LeMIOYKM MOAyIel
(o ofHOM A1 KaX Ao oAcucTeMsl). Eciv ofHa Uy 6oblee KOJTMYeCTBO STHX LieTo-
YeK ABJISIOTCS yCTHIMU, TO 6y YT BBIIOHATHCS TOJCTAHOBKY COOTBETCTBYIOIUX LI€TI0-
Y€K U3 TIOJINTUKY AJIA cepBuca other.

Korjja 3aTeM MpUJIOXKEHME BbI3bIBAET OHY M3 LIECTU MPUMUTHBOB PAM, 6ubsrorexa
PAM BhIZesIsieT 13 [[ETIOYKU HY)XKHYIO ITIOCUCTEMY U BbI3bIBAET QYHKIIVIO, COOTBETCTBY-
IOLIYIO CEPBICY, B KQXJOM MOZyJIe, TIEPEeYUCIEHHOM B LIETI0YKE, B TOM IOPAJKE, B KAKOM
OHMU IlepeyuCc/IeHbl B KOHOUrypanuy. [Tocie KaxAoro obpaijeHrs K pyHKIUM CepBUca,
TUIT MOZYJISl ¥ BO3BPAILEHHBIN 13 9T0M QYHKIIVU KOJ, pe3yJIbTaTa BEITOJIHEHNS UCIIONb-
3YIOTCS JJIs TOTO, YTO Je/IaTh jasblile. 33 HEKOTOPHIMU UCKIIIOUEHUAMU, KOTOpPbIe OYAYT
OIMCaHbI HIKe, IPUMEHAETCS TaKas Tabinua:

Tabnuua 1. CBogHas Tabuia orpaboTky Lernovex PAM

PAM_SUCCESS PAM_TGNORE other
binding if (Mfail) break; - fail = true;
required - - fail = true;
requisite - - fail = true; break;
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PAM_SUCCESS PAM_IGNORE other
sufficient if (!fail) break; - -
optional - - -

Eciu nepemenHast fail mpuHMMaeT MCTUHHOE 3HAYeHME B KOHIlE OTPabOTKU Liernoy-
KU, WK Korga BocTurHyt «break», nucnerdep BosBpamaer KoJ OIIMOKH, BO3BpALIEH-
HBII TIEPBBIM MO/IyJIEM, OTPabOTABIINM HEyLAYHO. B IPOTUBHOM Cly4Yae BO3BPAlaeTCst
PAM SUCCESS .

[lepBBIM UCKJIIOYEHUEM SIBJISIETCS TO, YTO KOZ ommbry PAM NEW AUTHTOK REQD wuH-
TepIpPEeTUPYeTCs KaK YCIELUHbIN pe3y/IbTaT, KpoMe CIydasi, KOrfa MOAyJsb oTpaboTras
YCIELHO, U IO KpaliHel Mepe 04VWH MoAyJ/ib Bo3Bpatui PAM_NEW_AUTHTOK REQD , Torma
aucnerdep Bo3BpaTUT pesysTar PAM_NEW _AUTHTOK_REQD .

BTOpBEIM UCKJIIOYEHVIEM ABJISETCS TO, YTO pam_setcred(3) CYMTaeT, YTO MOAY/IU binding
u sufficient ABAAIOTCA paBHO3HAYHBIMU required.

TpeTbUM U MOC/IE[HUM UCKITIOYEHUEM ABIISETCSA TO, uTo GyHKIwms pam_chauthtok(3) ot-
pabaTsIiBaeT MOHYIO LEMOYKY ABaXKAbI (OOVH pas st peBapUTEbHbIX TPOBEPOK, U
emé pas /iJisk peasbHOTO 3aJaHus [TAPOJIsi), U Ha MOATOTOBUTEBbHOM dase OHa CUUTAET,
uyTo MoAy/u binding u sufficient aBsAOTCA paBHO3HAaYHBIMU required .

5. Moaynu PAM Bo FreeBSD
5.1. pam_deny(8)

Mogys pam_deny(8) siBsieTcst OFHUM M3 IPOCTEMINNX JOCTYIIHBIX MOAYJIEN; Ha 060t
3aIpocC OH BO3BpalaeT pe3ysapTar PAM_AUTH_ERR . OH moJie3eH st OBICTPOrO OTKJIIOYe-
HUsl cepBUca (Fo6aBbTe ero Ha BepX KaX [0 LIeMOYKY) MM 3aBepLICHUS LIETIOYeK MOAY-
sen sufficient .

5.2. pam_echo(8)
Mogaysis pam_echo(8) mpocto mepenaét cBor mapameTpsl B GYHKLIUO B3aUMOLENCTBUS
Kak coobmenrie PAM TEXT INFO . B OCHOBHOM IIOJIe3HA [JIsI OTJIa[fKU, HO TaKXKe MO-

JKET MCII0JIb30BAThCS [JIsl BEIBOJA COObLIeHuit, Takmx kak «Unauthorized access will be
prosecuted» 1o 3armycka mpoLesypsl ayTeHTUGUKALIAM.

5.3. pam_exec(8)
Mozysis pam_exec(8) BOCIPUHMMAET MEPBbIN TIepeJaHHbIN eMy ITapaMeTp KaK UM ITpo-

rpaMMBI [J1s BBITIOJTHEHNS, & OCTa/IbHBIe apr'yMeHTHI ITepejaloTCsl 3TOM IMporpaMMe B Ka-
YecTBe ITapaMeTpoB KOMaHAHOM CTPOKU. OHNM 13 BO3MOXHBIX IIPUMEHEeHN ABJIAETCS
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pam_ftpusers(8)

€ro MCIIOJ/Ib30BaHME [JI 3allyCKa B MOMEHT PErucTpanv B CUCTEeMe IIPorpaMMbl MOH-
TUPOBAHUA JOMAIITHET'O KaTasora roJjib30BaTe .

5.4. pam_ftpusers(8)

Mopyub pam_ftpusers(8)

5.5. pam_group(8)

Mogysis pam_group(8) MpUHMMAET WK OTBEPraeT alllJIMKaHTOB B 3aBUCUMOCTH OT UX
YWIEHCTBA B OTpe/ieiéHHoM Gaitiooii rpyre (06br9u0 wheel musi su(1)). B mepsyio ode-
pezb npefHa3HAYEH [JIsi COXPAHEHUs TPAJUIIMOHHOrO MoBeieHrs yTuanThl BSD su(1),
XOTS MMeeT U MHOIO [PYIMX INpUMEHEeHMH, TaKUX KaK OTKJ/IOYeHHe OIpese/IéHHbIX
TpyIII [10J1b30BaTe el OT HEKOTOPOr'o CepBuca.

5.6. pam_guest(8)

Mogaysib pam_guest(8) Mo3BOJIAET OCYIECTBIATh TOCTEBBIE BXOABI C UCIIOIb30BAHUEM
bUKCHPOBaHHBIX MMEH BXOJA B CHCTEMY. Ha Maposib MOTYT HaK/IaJbIBATECS Pas3IMIHbIE
OrpaHUYEHMS, OFJHAKO JEHCTBUEM 10 YMOJYaHUIO ABJAETCS BBOZ JIOOOTO MapoJist pu
WCIIO/Ib30BaHUM UMEHU, COOTBETCTBYIONIETO TOCTEBOMY BXOAy. Moaysb pam_guest(8)
MOYKHO JIETKO UCII0/Ib30BaTh [J1s peav3aljiy aHOHMMHBIX BX0Z0B Ha FTP.

5.7. pam_krb5(8)

Mogyss pam_krb5(8)

5.8. pam_ksu(8)

Mogy1b pam_ksu(8)

5.9. pam_lastlog(8)

Mogys pam_lastlog(8)

5.10. pam_login_access(8)

Mogyas pam_login_access(8) mpeocTaBseT peanMsanyio MPUMUTHBA U1 YIPABIEHUST
YYETHBIMY 3aIIMICSIMU, KOTOPBIN BBOAWT B [IeMICTBYE OTPaHIYEHMS Ha BXOJI, 3aflaBaeMble
B Tabnuue login.access(5).

5.11. pam_nologin(8)

Mogyb pam_nologin(8) orBepraer /o6ble BXOIbI HE MOIB30BATENEM IO, €CIIU CyIile-
crByer daiin /var/run/nologin . O6b14HO aTOT datin cosgaércs yrunutoit shutdown(s),
Kor7ja [0 3aIJIaHMPOBAHHOI'O 3aBeplLIeHKsT PabOThI CUCTEMBI OCTAETCSI MEeHee IIATH MU-
HYT.
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5.12. pam_opie(8)

MogyJib pam_opie(8) peanusyer meTog ayreHTudrkanuu opie(4). Cucrema opie(4) stBisi-
€TCsl MEXaHU3MOM PaboTHI [0 CXeMe 3aMPOC-0TBET, IIPY KOTOPOM OTBET Ha Ka)XKZbIii 3a-
IPOC ABJIAETCS PAMOiL GYHKIMEN OT 3aIpoca U KI04eBOi Gppasbl, TAK YTO OTBET MOXKET
OBITB JIETKO U «BOBPEMSI» BBIYKCIIEH JTIO0OBIM, 3HAIOLUM KITI0UeBYI0 Pppasy, 4To n3b6aBis-
eT oT HeO6XOAMMOCTH TepesaBaTh MapoJib, KpoMe TOro, Tak Kak B opie(4) HUKoraa mo-
BTOPHO He MCIIO/IB3YETCS 3aIIpOC, OTBET Ha KOTOPbIH ObIII KOPPEKTHO MOy Y€eH, 3Ta CXeMa
ABJIAETCA YCTOUYMBOM K aTaKaM, OCHOBaHHBIM Ha ITOBTOpE [JeMICTBUM.

5.13. pam_opieaccess(8)

Mogy b pam_opieaccess(8) fomoHsieT MOAY/Ib pam_opie(8). Ero pabora 3ak/io4aeTcs B
BBITIOJIHEHNHN OTPaHUYeHUH, 3aaBaeMbIxX dpaitsioM opieaccess(5), KOTOPBIN OmpeessieT
YCJIOBUS, IIPU KOTOPBIX [I0JIB30BAaTe b, HOPMAaJIbHO MPOLIEeAIINIT ayTeHTUGUKALIUIO TTO-
CpeAcTBOM Opie(4), MOXKET UCIIOJIb30BaTh albTepHATUBHbIE MeTO/bL Yalile BCero OH Mc-
TI0JIb3Y€TCS [ 3aIIpeTa UCII0/Ib30BaHMUA ay TeHTUPUKALIMY Ha OCHOBE MapoJIeti C HeIIpo-
BepeHHbIX XOCTOB.

st adderTUBHOCTH MOAYIb pam_opieaccess(8) Zo/mKeH OGBITH ONpPeesIEH B LETOYKe
auth kak requisite cpasy ke mocie sanucu sufficient s pam_opie(8), Ho mepen
JIFOOBIMU APYTUMU MOZAYJISIMHU.

5.14. pam_passwdqc(8)
Mogysis pam_passwdqc(8)
5.15. pam_permit(8)

MozyJb pam_permit(8) sSiBJsieTCst OAHUM M3 CaMbIX IIPOCTHIM 13 UMEIOLUXCST; Ha 060
3amnpoc oH orBedaeT PAM_SUCCESS . OH moJsie3eH B KaueCTBe 3aMeHBI IIyCTOro MecTa JJis
CEPBUCOB, KO OHa MJIH 60JIbliIee KOTMIECTBO Le[I0YeK B IPOTUBHOM CJIyYae OCTaHyT-
Cs1 IIyCTBIMMU.

5.16. pam_radius(8)
Mogyss pam_radius(8)
5.17. pam_rhosts(8)
Mogyss pam_rhosts(8)

5.18. pam_rootok(8)

MogyJb pam_rootok(8) BosBpaliaeT MOIOKUTENBHBINA Pe3yJIbTAT B TOM U TOJBKO B TOM
Ccily4ae, eC/Iv peasbHbIii id mosp3oBaTesisi mpoLecca, ero BeI3BaBLIero (peanosiaraeTcs,
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pam_securetty(8)

9TO €ro 3alycKaeT allUIMKaHT) paBeH 0. DTO MOJIE3HO AJis HECETEBBIX CEPBUCOB, TAKUX
kak su(1) wm passwd(1), K KOTOPBIM MOJTB30BATENb FOOt JO/MKEH NMETh aBTOMATHYe-
CKUI JOCTYIL.

5.19. pam_securetty(8)
Mogysis pam_securetty(8)
5.20. pam_self(8)

Mopysib pam_self(8) Bo3BpalyaeT oo UTeNbHBINM PesyJIbTaT TOrAa U TOJIBKO TOTd, KO-
I'fla MMEHa allVIMKaHTa COOTBETCTBYIOT Lie/IeBOM y4E€THOM 3allMCU. Bojiple BCero aTo
MIPUTOAUTCS B HECETEBBIX CEPBUCAX, TAKMX Kak su(1), B KOTOPBIX MAEeHTUPUKALS arl-
[IJIMKAHTA MOXET OBITH C JIETKOCTBIO ITPOBEPEHa.

5.21. pam_ssh(8)

MogyJs pam_ssh(8) mpefocTasiisieT KaK CepBUC ayTeHTUPUKALMMY, TAK U ceaHca. CepBrC
ayTeHTU(UKALY TI03BOJIAET M0JIb30BATEISIM, UMEIOIVM CeKpeTHBIe KI04r SSH, 3au-
IIEHHbIe [TapOJIsIMU, B CBOUX KaTajorax ~/.ssh, ayTeHTUPUIMPOBATECS TOCPESCTBOM
9THX naposeil. CeaHCOBbIN cepBUC 3amyckaet ssh-agent(1) 1 sarpyjxaer KII04H, KOTOpbIE
6su1H pacindposans! Ha dase ayreHTHHKaLUK. Takas BO3SMOXKHOCTB, B YaCTHOCTH, I10-
JIe3Ha JIsl JIOKAJIbHBIX BXOZOB B CUCTEMY, Kak B cucreMy X (mocpezcrsoM xdm(1) v
Ipyroro X-MeHeprepa BXO0B, yMelolero paborars ¢ PAM), Tak ¥ Ha KOHCOJIb.

5.22. pam_tacplus(8)

Mogysib pam_tacplus(8)

5.23. pam_unix(8)

Mogaysib pam_unix(8) peanusyer TpafuLUoHHYK ayTeHTUduKanuo UNIX® Ha ocHO-
Be IapoJieil, NCIob3YPLyo GyHKIMI getpwnam(3) AJisl oy YeHust Taposisi LieJIeBoii
Y4ETHOW 3alKCU M CPaBHMBAIOLIYIO €€ C TeM, YTO IPeACTaBUJI allllJIMKaHT. OH TaKke
IPEOCTABIISIET CPELCTBA YIPABIEHUs YIETHBIMU 3aUCAMU (OTCIIEKMBAst BpeMsl feii-
CTBUSI YUETHOM 3alMCH U TIAPOJIsi) U CMEHBI MapoJieil. HaBepHoe, 9TO CaMblii TI0JIe3HBIH

MOAyJib, TaK KaK ITOAaBJIAOLIECE 6OJIBIIHCTBO AOMUHUCTPATOPOB XOTAT COXPAaHUTDH MC-
TOPUYECKU CJIOKUBIIEECS ITOBEAEHYIE T10 KpaIZHefI Mepe HEKOTOPBIX CEPBUCOB.

6. MporpammupoBaHue npunoxxeHuia c PAM

ITOT pasfes emé He HaMKCaH.
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7. MporpammunpoBaHmne moaynsa PAM

ITOT paspel ele He HallMCaH.

A. Mpnmep PAM-npunnoxxeHusa

[asnee ciefyer MUHMMAaJIbHAs pealn3alys MporpaMMbl su(1) ¢ ucrosp3oBaHreM PAM.
3aMeTbTe, YTO B Hell UCOb3yeTcs crenrbuyHas st OpenPAM ¢yHKIMSA B3auMOoge-
cTBusi openpam_ttyconv(3), obbsiBiieHrE KOTOPOIi pacmonioxeHo B daiise security/
openpam. h . Eciiit BB cOGMpaeTeCh CTPOUTE 3TO TPUIIOKEHUE B CUCTEME C JPyroit 6ub-
soTekoii PAM, BaM HEOOXOAUMO OyZeT CO34aTh COOCTBEHHYIO GYHKIMIO B3aUMOAEH-
cTBust. HanéxHyo GYHKIVIO B3aUMOZENCTBUS HEOXKUJAHHO TPYAHO HAIMCaTh; Ta, YTO
HaxoguTcs B [Ipunoxenue C, [lpumep PyHkyuu e3aumodelicmeus PAM, Xopola B KadeCTBe
OTIPaBHOM TOYKH, HO B PEaJIbHBIX TPUJIOXKEHUAX UCIIOIb30BaThCSI HE MOXET.

/*_

* Copyright (c) 2002,2003 Networks Associates Technology, Inc.

* ALl rights reserved.

*

* This software was developed for the FreeBSD Project by ThinkSec o
AS and

* Network Associates Laboratories, the Security Research Division of

* Network Associates, Inc. under DARPA/SPAWAR contract N66001-01-

C-8035
* ("CB0SS"), as part of the DARPA CHATS research program.
*

* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions
* are met:

* 1. Redistributions of source code must retain the above copyright

& notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above ¢
copyright

& notice, this list of conditions and the following disclaimer o
in the

& documentation and/or other materials provided with the o
distribution.

* 3. The name of the author may not be used to endorse or promote

& products derived from this software without specific prior o
written

& permission.

*
* THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS " “AS o

IS'' AND
* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED o
TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A o
PARTICULAR PURPOSE

* ARE DISCLAIMED. 1IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE o
LIABLE
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B. Mpumep PAM-mopyns

[lanee nprBeieHa MUHUMAaJIbHASL Pealnsalys pam_unix(8), MpeAoCcTaBisoast TOIbKO
cepBUCHI ayTeHTUUKALMY, OHa JO/DKHA CTPOUTHCSA M paboTaTh C 60JIBIIMHCTBOM U3 pe-
anusauuii PAM, HO MCIIO/IB3yeT BO3MOXHOCTU paclupeHuit OpenPAM, eciu OHU IIpU-
CYTCTBYIOT: OTMEThTE UCIONb3oBanue GpyHxumuu pam_get_authtok(3), koropas xapau-
HaJIBHO yIPOLIAET OpraHM3alvIo BBOJa I1apoJis [10/1b30BaTe/IEM.
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Ipumep PAM-moznyist
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C. Npnmep pyHkuuu B3aumogenictemsa PAM

OyHKLMA B3aUMOJeICTBUSA, IPUBOAMMast HIKe, ABJIAETCsS 3HaYMTEIBbHO YIPOIEHHON
Bepcueit GyHKIMM openpam_ttyconv(3) us OpenPAM. OHa MOTHOPYHKIMOHATBHA, U
JIOJKHA TIOCITY)KUTh UCTOYHMKOM MJiell 0 TOM, KaK JoJDKHa cebs BecTH QpyHKLMS B3a-
VIMOZIE/ACTBYA, OJHAKO OHa CJMIIKOM IIPOCTa JJIA peasbHBIX MPUJIOKEHUM. [laxe ec-
JI1 BBl He ucrosibdyere OpenPAM, MoXeTe Crpy3uUTh MCXOAHBIN KOJ M MCII0JIb30BaTh
openpam_ttyconv(3) B CBoMX LieJIsiX; MBI HaZleeMCsl, YTO OHa JOCTATOYHO Ha/jé)Ha B Ka-
yecTBe QYHKIUU [7Is1 B3AUMOeMCTBUA C TePMUHAIBHBIMU YCTPONCTBAMHU,

Copyright (c) 2002 Networks Associates Technology, Inc.
All rights reserved.

and

Network Associates Laboratories, the Security Research Division of
Network Associates, Inc. under DARPA/SPAWAR contract N66001-01-
C-8035

* ("CB0SS"), as part of the DARPA CHATS research program.

*
*
*
* This software was developed for the FreeBSD Project by ThinkSec o
S
*
*

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above o

* X X ¥ X X

copyright

& notice, this list of conditions and the following disclaimer o
in the

* documentation and/or other materials provided with the o
distribution.

* 3. The name of the author may not be used to endorse or promote

* products derived from this software without specific prior o
written

i permission.

*

* THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS " AS ¢

IS'' AND
* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED o
TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A o
PARTICULAR PURPOSE

* ARE DISCLAIMED. 1IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE o
LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR o
CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF o
SUBSTITUTE GOODS
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if (strlen(msg[i]->msg) > 0 &&
msg[i]->msg[strlen(msg[i]->msg) - 1] != '\n')
fputc('\n', stderr);
break;
case PAM TEXT INFO:
fputs(msg[i]->msg, stdout);
if (strlen(msg[i]->msg) > 0 &&

msg[i]->msg[strlen(msg[i]->msg) - 1] != '\n')
fputc('\n', stdout);
break;
default:
goto fail;
}
}

*resp = aresp;
return (PAM_SUCCESS) ;
fail:
for (i =0; i < n; ++i) {
if (aresp[i].resp != NULL) {
memset(aresp[i].resp, 0, strlen(aresp[i].v
resp));
free(aresp[i].resp);
1
)
memset(aresp, 0, n * sizeof *aresp);
*resp = NULL;
return (PAM_CONV_ERR);
}
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