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Restructured, reorganized, and parts rewritten by Jim Mock.

1.1���ccc
❀:�¡\3éFreeBSD¡lU¼�Á{9�:�êFreeBSD1ø{ÈÇ0ÁÇ��Ç{»$�ø)�
�
Ü*Ç���

❀ÝÖqY9Ç3Rê�Õ

• FreeBSD¦ÙÇ�®åv*ø:{�ø�

• FreeBSD1ø{»$�

• FreeBSD1ø{ø)�

• FreeBSD
8ÍSh
�Ü*{äú�

• hl¤�Õ�FreeBSD�YÇÖÁ{�u�

1.2¡¡¡hhhuuutttFreeBSD {{{---���!
❀FreeBSD4�Ç|ÑIntel (x86ZItanium®)ÇAMD64ÇSun UltraSPARC®�®å{ä�4.4BSD-Lite{v*
ø:�tÙÆ�ø�è{#��ó�q¥�3�,1ÝÖFreeBSD{»$ÇÝV!c{�qÇý��*3
�?íÏ(ShÇmGÇä�)Ç>��FreeBSD
ØÐÏ
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/articles/contributing/index.html)Y�©9�

1.2.1 FreeBSD ���)))JJJ������ÚÚÚ

❀FreeBSD��õ:%{�u�Ù¥�J4Õ

•

���333***õõõ���ÖÖÖ¦ÄÕ��ÿ®rhâóa~Ç�Z~��-²�Út{I0�®åýÍÇý&Ó*ó!

L{�ñ���

•

õõõ~~~���÷÷÷÷÷÷&z�õ~��ê3�&~3�FreeBSDø:)È«/<���Ç4K\åZ�QPÄìY
ø{ø:i÷Ç,1q\�óø:ÝV�dÞ{Ä�~��-á0Ç,1é~�ÝV~���qÇ/{

ýÍ!�Ç1â�ø�ø:ýÍXú�~�

•

n\��)ï{�LTCP/IP ���ddd|ÑÇ¾�SCTP�DHCP�NFS�NIS�PPPÇSLIPÇIPsec1ùIPv6�
Y?�ø3{FreeBSDÌå,1i�4�ZÙÆø:�ÉÇ�,1*�è�{qÖìÇ
Ø­�{Õ
�Ç��NFS(ÏÇ©G6¯)1ùemailqÖÇÝR3{��z�Internet?
ØWWWÇFTPÇ4�Z3
Û�(�\)qÖ�
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•

���???âââ���hâa~Ç�(ÝV~�)XÌ#��v��Ça~Ç�ÿdXÌ1�[0*k/ÙÆÇ��

• FreeBSD4�Ç32   v*ø:(óItaniumÇAMD64ÇZUltraSPARCÞ464   )Ç?%,
)Ò4�$÷
�{�

•

��)ï{X Window øøø::: (X11R7)�"({�DVGA�+�Z)@ì
Øê�ÇCo�{~��
Á(GUI)Ç?%q\
8Sh�

•

Z�õLinuxÇSCOÇSVR4ÇBSDIZNetBSDÇ�{���������SSShhh///���uuu

• j1ú�{ready-to-runa~Ç�,1,FreeBSDportsZpackages�G¥It�3,1~¼�,Y°I
tÇ[��Â�dÚ

• ,1óInternetÞItÄúÞyÙÇeasy-to-port{a~Ç��FreeBSDZLõj�q{Û�UNIX Shÿ
/�ÇO$Lõja~Ç�X��ÝV��iè{�ÄÒ,1�H�

•

�*>F���������???Z�øÄ{VM/buffer¥?�÷��H�w�êa~Ç�ãL{�?�F?�lâÑÙ
Æ~�{b�*/a�

•

SMP
Øéõÿ®ì{|Ñ�

•

�Oêqr{C�C++�Fortran 
�Óä��õ��{~�°ÿÏÄZ
�{Ç�ªÓÇ�,1ó/
,portsZpackages�GÜz�

•

qr{ø:ÍÍÍSSShhh?�ø3é3¢¸{!LÇÝ{;��h3p�ê�Ç]t{
8ø:�Ç���¤

�Ih���{�û0�Ç�Û�Ú�»Y�Ú

• T�{óóó"""©©©lll�

• XXX������$$$¼¼¼

❀FreeBSDä��²L¦K.¼ID�®åø:ÏÄ�(CSRG)�Y{4.4BSD-LiteÇ�ËêBSDø:
�{
�Û�:�øêCSRG��{Ó*�iÇFreeBSD1ø�Dê:�õ{�-u��®rø:Ç&Ùó]"
�ñ<Y�p�!P{u�Z,"u�ó��Ç�õÛ�ã|t�ÉPCv*ø:��cÕ��
�Z�Õ
Ù,"uÇ1"óÙÞ0
íñ¿p{3�ÇFreeBSD���óóó.²�ê
ØÄ�Y�#ê¼

❀FreeBSD,1
Ø{a~/"Þ�Û!�3{.6Å�,�G
�tÓ¢�Ä�Ç,?à;�t�Ï{|
�¥h�"0 ;�Ç�*Û�{UNIX �¬,1)tÇ��Ò:��,�3�,1~FreeBSDu
)¼FreeBSD�ôL�IC�\-�{ÏÄ¥eZL¦
�{j1ú�{°�Þ{a~Ç�ÇYJÇ�/
����iè{�D��½D�,~{Û�a~Ç�Ç���ÑóLÞ����

❀O�FreeBSD�ü{ÍSh4q\Ú
{ÇÄ1é��½{a~Ç�Ý1øÇ,1éø:�q!L!Ý{
½��Yé�LõjÌ�{Û�	�Û{v*ø:u���4X,�{�1�4h�|¢a~FreeBSD{
ìJÇ�{¾�Õ

• Internet qqqÖÖÖÕÕÕ FreeBSD�O{�L{TCP/IP�d&Çz1Ä�È«InternetqÖ{®.²ÑÇ��Õ
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•

FTPqÖì

•

World Wide WebqÖì()ï{ÝV�\{[SSL])

• IPv4 and IPv64�

•

3Û�ZNAT(�IP�ã�)��

•

���GqÖì

•

USENETcª�Z��Y·yø:

• ¤��õ...

&~FreeBSDÇ3,1�4�,"({386¡PCåZÇ?±ø3{è�Ä�Ç�4�ÿtQ�RAID ?û
{�4XeonqÖì�

• sss¸̧̧ÕÕÕ34�Ö�®å)¦ÝV#�ÓÇ�­{¦	mÚ¦óv*ø:Ç�®å�ø�èZ�d���

óFreeBSD,
Ø{�è�ÄC"BÍP{Í�ê��õ,��&~{CAD�j¦ZCo÷�Ý�&Ç
é��JÌ�lU4ó�®åÞqÄÙÙÙÆÆÆÓ*{|:��ÐÏ�

• ÏÏÏÄÄÄÕÕÕ�qr{ø:ÍShÇFreeBSDé�v*ø:ÏÄ1ùÙÆ�®å)¦I|Ñ4�ÇôP{²
Ñ�FreeBSD,��Üz{ýuÇ3ø,1&ÿóX3�0{
�Lèó
8{XÜÞÿX¯��b�
.�¦\*
�Ä�,�Ç%X�Ze�/{ÇYN½ÝV!��

•

���dddÕÕÕ���Çc{4�ìÚ�Ñ­ÖqÖì(DNS)Ú�ÇÅ¬3{�\�d{3Û�ÚFreeBSD,1�
4{²¿ïónaX~{386ÝV486 PC#Ä�ÑqÕ{QÝ,H�Å{°ÿ4�ì�

•

X Window ÓÓÓ***555ÕÕÕ FreeBSD4Í$X ªà{�«ý��û0�Ç3,1 
&~½D{X11qÖì�
¦XªàX3Ç�*��{�FreeBSD�êóý��zäqÇ�ÇO
>èê¥êqÖì{�
Z�FreeBSD���êó�Ãc�¢¸�éÄÇY&zªàÍ�"(Z4��®�

•

���GGG


���ÕÕÕäý{FreeBSDø:Q�ÝiÍÖ{GNU C/C++�HìZ®AÓäó�{�r�
�Óä�

❀FreeBSD,1/,CD-ROM�DVDÇ1ù�ÖFTP1ÍShZ���0*Üz�>���9A ê�Ü
RFreeBSD{Íõû��

1.2.2xxxóóó&&&~~~FreeBSD?

❀FreeBSDú-�Þ!L{ITÚ�~*÷÷Z�¬{²ÑÇÝiÕ

•

Apple (http://www.apple.com/)
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•

Cisco (http://www.cisco.com/)

• Juniper (http://www.juniper.net/)

•

NetApp (http://www.netapp.com/)

❀FreeBSD�ú~u|ÑInternetÞ�J!L{5�ÇÝiÕ

•

Yahoo! (http://www.yahoo.com/)

•

Yandex (http://www.yandex.ru/)

•

Apache (http://www.apache.org/)

•

Rambler (http://www.rambler.ru/)

•

c�� (http://www.sina.com/)

•

Pair Networks (http://www.pair.com/)

•

Sony Japan (http://www.sony.co.jp/)

•

Netcraft (http://www.netcraft.com/)

•

NetEase (http://www.163.com/)

•

Weathernews (http://www.wni.com/)

•

TELEHOUSE America (http://www.telehouse.com/)

•

Experts Exchange (http://www.experts-exchange.com/)

❀���õ�

4



❀❀19❀�ë

1.3������FreeBSD 111øøø
❀�Á{9�
Øê1ø{�JòµfåÇÝi;�{»$�1øø)�1ù1ø
�Ü*�

1.3.1 FreeBSD {{{;;;���»»»$$$

Contributed by Jordan Hubbard.

❀FreeBSD1øåÍ�1993#�ÏÇ\I*��Unofficial 386BSD Patchkit�{��ÔÇpatchkit{!�3Ç
N®��|4ÕNate WilliamsÇRod GrimesZ·�

❀·¢!ð{ø)4)ñ�P386BSD{�AÇ1�t�JPatchkitå�Ã��û{FØ(bug)�iõ|,�
¤�z�Ï{1øÖÁw)�386BSD 0.5�ÝV�386BSD Interim�Ò4YÇÆO�

❀386BSD4Bill Jolitz{v*ø:Çt��.úÎ­��@ê�#�È���Patchkitó,V{���°Ñ
óúì�DÇ&zéÙ�q>�áB#zÖuÖh
ÇO$·¢��3?a�)J/<?û½/,
ØY

Çø�{�cleanup�ÇýuÐÏBill�l
ÇBill eó/����ñYÇ1øa��[
0�V{<Y�Ç
Blû½RñYÇ1øÇ!ªYÇ���Pú½*��

❀�,õÈÇ·¢��ý"��Bill {|ÑÇ1ø��â�{$�ÇO$Ç·¢f~êDavid Greenman{?
DÇÉÙ×Ö��FreeBSD��óZh�{�Ç~�ÛÞ�Ç·¢
ñê!ð{ø)Ç
YG/Ò���Ç
YÇ1øÒ�Þêt�Ç��,�Ä��"��ê_0FreeBSD{�qQwÇ·æøAA�{eÕÇÉø
ê�cÛWalnut Creek CDROMÇ1"�JÞ�X0"{~�ztFreeBSD�Walnut Creek CDROMX�|Ñ
�qFreeBSD�cÇ{.�Ç¤�YÇ��
ØêÄ�{�®åZ°¤�dz��ó��Ç¥��Walnut
Creek CDROMé�Çq\��{1ø{8�f�ÇFreeBSDXÔ,�4Ç��YøÇk/�$ýÏÇ�0
�$O¤�

❀��ÇCD-ROM (1ùórÇ�É�)���q{)�qÇý4FreeBSD 1.0Ç�1993#10Û�Y�YÇÇ
ýä�U.C. Berkeley{4.3BSD-Lite(�Net/2�)�QÇ���õ�G4386BSDZ���Gä�Ì
Ø{�é
���'�qÇY®4#hÄÕê�ó1994#5ÛÇ·¢�YêÍ�ÄÕ{FreeBSD 1.1Ç�

❀óYã�-Ç�	ê�J?i{<Y�NovellZU.C. BerkeleyÒBerkeley Net/2�Q�#�Y{jn�*
{��HÄêZ��Z�¥{�\I4U.C. Berkeley*ñ{tZÇ
Net/2¥{�L\I��Ä��I!
{(encumbered)�Za�Novell�#�Y{ShÇ
�VóXÈ�¦¦,AT&T BéêYJ�YÖ*�Ã
çÇBerkeleyztêu�Novell{��L�Çó4.4BSD-LiteÇýt*�Y�Ç,1�Ò�XI!
{(unencumbered)Ç��{Net/2~���ñOFÝ#tYÇÇý�YÝiêFreeBSDÇ
·¢{1ø�úã
�ó1994#6Û������qä�Net/2{�¬�ÊâZ�NFÇó!�Ï!��·¢�Yê�Ç!ªÇ
ýÇYÇÇý4FreeBSD 1.1.5.1�

❀z�uÇFreeBSD
)ê1C{,\c{�XÔqr{4.4BSD-Lite­c�U��{,Ç��Lite�Çý
¥ÇBerkeley{CSRGÍøê~�tø:�êZs{�L\ISh(��È«Èø{�F�F)Ç
h�4.4
óIntel²Ñ{#�Çý¤�iõÓ*��qÄ��t1994#11ÛÇ·¢{1øbqÄêY1,ÞÇ?/,
�d1ùCD-ROM (ó12Û�)Þ�YêFreeBSD 2.0�¦�ø:¥¤�iõ�v/w{�0ÇYÇÇý¤4
RzêãL{ÄÕÇ?ó1995#6Û�YêÍ�LZ4��ã{FreeBSD 2.0.5Çý�

❀·¢�1996#8Û�YêFreeBSD 2.1.5ÇýÇÇóISPZÛ�L�¥:��q�±�Ç2.1-STABLEI|
{��ÇÇýaä
	ÇÇÒ4FreeBSD 2.1.7.1Çó1997#2Û�Y?*�ê2.1-STABLE{Ì�
���
óÇÇÿ���çÕÇ��
Ø�\u{��ZÙÆÎ­{FØ�V{��(RELENG_2_1_0)�

❀FreeBSD 2.2Ç*�RELENG_2_2I|Ç�1996#11Û,
�Ì"(�-CURRENT�)Iñu�Ç{��Ç
qrÇ(2.2.1)�1997#4Û�Yñu�97#�B�-Ç~ø2.2I|{Í��Z{Çýó
��Ù!��
Ç(2.2.8)�1998#11Û�Yñu���Ç�0{3.0Çýñ�ó1998#10ÛÇ?�ø2.2I|�e{
)�
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❀1999#1Û20��ñ�êc{I|ÇÒ44.0-CURRENTZ3.X-STABLEI|�,3.X-STABLEåÇ3.1
ó1999#2Û15��qÇ3.2ó1999#5Û15�Ç3.3ó1999#9Û16�Ç3.4ó1999#12Û20�Ç3.5
ó2000#6Û24�Çz�u����Yêiè{�V�ÿ�3.5.1Ç��êéKerberos�\u0Á{�V�
Y43.XI|!��Ç�qÇý�

❀±�ó2000#3Û13�ñ�ê�Çc{I|Ç�Ò44.X-STABLE�Y���Yê�õ{�qÇ
ýÕ4.0-RELEASE�2000#3Û�YÇ
!�{4.11-RELEASE�4ó2005#1Û�Y{�

❀ÏV.È{5.0-RELEASE�2003#1Û19�t*�Y�Y4R£®#{
�{ºX�*Ç3��)�
êFreeBSDó��{õÿ®ìZa~Ç�"Ç|Ñ{ãLÄÒÇ?Z�êé�UltraSPARCZia64 ²Ñ{|

Ñ����2003#6Û�Yê5.1�!��Ç,-CURRENTI|{5.XÇý45.2.1-RELEASEÇÇó2004#2
Ût*�Y�

❀RELENG_5�2004#8Ût*
OÇ�±Ù�{45.3-RELEASEÇÇ45-STABLEI|{)�u�qÇ�
YÇI|{!��ÇÇýÇ5.5-RELEASE4ó2006#5Û�Y{�RELENG_5I|XÌ���{�qÇ
ê�

❀Ù�ó2005#7Û�OÁêRELENG_6I|�
6.XI|Þ{��ÇÇýÇý6.0-RELEASEÇ�4ó2005
#11Û�Y{�YÇI|{!��ÇÇýÇ6.4-RELEASE4ó2008#11Û�Y{�RELENG_6I|ÞX
òÌ��YÇýê�Y4!��Ç|ÑAlphamG%è{Çý�

❀RELENG_7I|�2007#10Û
O���ÇYÇI|{�qÇ47.0-RELEASEÇYÇÇý42008#2Û
�Y{�!c{8.4-RELEASE4ó2012#4Û�Y{�RELENG_7RXÌ�ÙÇ��{�YÇý�

❀Ù�ó2009#8Û�OÁêRELENG_8I|�8.XI|{��ÇÇýÇ8.0-RELEASE4ó2009#11Û�
Y{�!c{9.1-RELEASE�2012#1Û�Y�RELENG_8¤RÌ�ÙÇ��{�YÇý�

❀ø�Ç¥�Ï{
�1ø��ó9.X-CURRENT (Ì�, trunk)I|¥�qÇ
9.X{CD-ROM (hlÇ�Ý
i�d)OLÇý,1óOLqÖì (ftp://current.FreeBSD.org/pub/FreeBSD/snapshots/)It�

1.3.2 FreeBSD 111øøøøøø)))

Contributed by Jordan Hubbard.

❀FreeBSD1ø{ø)4Ã���G�
Ø�ê~��[ø{{�G�·¢¥{�õ|éSh(1ù1øý
ü)Ñ�:�L{=�ÇO$hlX�?S���Jý�Þ{V Çb·¢?�K®*û��FztY¡ý
Ï�·¢��·¢{D��&×�4��[|
ØShÇX�Æ¢K®~YJSh)��ÇO�YøSh

R�êúÍ�-�&~Ç,
!L!Ý��¾Ù$��·��Y4���G!äý{Ç3��4�·¢Ä

¦s{�Çø)�

❀·¢ÍShd¥Ç1GNUÚá�,y(GPL)ÝVGNU<jEÚá�,y(LGPL)�Y{�JShQ�è
�{��!�Ç¤P�4��u{�F
8Sh
X4/{���&~GPL{�GóÛ�~EÞÌ��¥
��ìuÇO$Ç�*,1 
{�Ç·¢Í P&~!�#éÍP�{BSDÇYu�Y�G�

1.3.3 FreeBSD 


���ÜÜÜ***

ÞUVSatoshi Asami.

❀FreeBSD{
�4�Ç:�
8%��ûÀu{,ÇÇÒ4,·¢{à�Vï,
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/articles/contributors/article.html)°�t{ÇÇ4q\�u�\
-�{j1º�{à�V�0åu{�FreeBSD{
�äú�èã�j1º�{
�V/,�É�N3Ó
*�·¢�²��Õø�Jé·¢{��¡lU{c
�VZc{
?Ç�J�lUÍ��Zk¦1ø{

|���óFreeBSD�bÿX�Gï, (http://lists.FreeBSD.org/mailman/listinfo/freebsd-hackers)Éø·
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¢�FreeBSDÚ·�Gï, (http://lists.FreeBSD.org/mailman/listinfo/freebsd-announce)é�Jæ�ê�·¢
Ó*ÄõùtýJ�­{|�4�~{�

❀ÃX4ÕÁ�Ó*ÝVU�*{LèÓ*Çê�FreeBSD��ZÇ{
�,ÇÑ4�C{Õ

SVNZCVSShE

ó,V{�#¥FreeBSD{¥êÍShd4�CVS (http://ximbiot.com/cvs/wiki/) (?qÇý;�ø:)u
��{ÇCVS4�Ç¦FreeBSDgÔ{,��Üz{ÍSh;�Óä��2008#�ÛåÇYÇ1ø

)Ý�&~SVN (http://subversion.tigris.org) (Subversion)�Y'Ý¦ú��4:���{ÇO�CVS{
é�O¤j0ÍShdZ»$�9{!�ÖJÒ���óÌÍhE&~SVNÇ0�à{Óä4CVSup
ZcsupYJ�v�Î{CVSäú�è�l,1&~−O�é�SVNÍhE{��ÌúsÃ�CVS�ø
���¥êÆShd4�SVN;�{�©lÇy��ZPortsE¤�Î&~øCVS�The primary
repository (http://www.FreeBSD.org/cgi/cvsweb.cgi) resides on a machine in Santa Clara CA, USAÌCVSS
hE (http://www.FreeBSD.org/cgi/cvsweb.cgi)8�ó�)�¼t�Æ²�.nn{�ÑåìÞÇÇú�
�t\-�{LÞº45Þ�Ý9-CURRENTZ-STABLE{SVNd�3ø�:��4{�{åìÞ�
>kÝ3Z�{ÍhdÜzÍõ{#�få�

committerï,

committer4�JéCVSd�UUUY!{|ÇÆ¢úGY��FreeBSD{ÍSh(bª�committer�u�
�cvs(1){commit ×
ÇYÇ×
~u²c{��
bÉCVSShE)�
b�t{!P0�4&
~send-pr(1)×
��*3��óø:¥ñ�ê�J¯�{�Ç3�,1/,�GRÇ¢��
�FreeBSD committer{�Gï,�

FreeBSDXeLè

�*²FreeBSD1ø�*��Ú�Ç��FreeBSDXeLèÒ#h�Â/Ì�XeLè{Ì��Ö4

ñ��Þ{�0��Çl�h½�Çth{05�ú>�J���ü°�Z,"{
�V��
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ÕÕÕ???: XeLè{L\IÄÊ��FreeBSD
�{��Ñ4�Ñ{Ç?��,1ø¥Üz�[cuÞ{ý
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/"ÞÇ!L{
�Lèt4�·¢
Ø'bZFØ�V{~����FreeBSD{:ø¥*{
�V
âÑÉø{Ì�0*Ò4½¾FreeBSD�bÿX�Gï,
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-hackers)Çiõ/<ó�°ÿX����9Cê�¯
õFreeBSD�Gï,{Íõfå�

FreeBSDà�Vï, (http://www.FreeBSD.org/doc/en_US.ISO8859-1/articles/contributors/article.html)i�
?óXä��Ç���X��Çu�FreeBSD)à��Ú


ØShX4�YÇ��)à�{��0*Ö��ÇÍqr{��){/<{ï,Ç,1kDFreeBSD
1ø�5 (http://www.FreeBSD.org/index.html)�

❀�{u�Ç·¢{
�Ü*P44����Õe{3eË�Y«ø¥*{
�Ü*ÇÌ�4�D

tFreeBSD~~~���{0"Ç3�tÆ¢�i�4���3�P�GÇ
XÌ²�ó{à�V\øói¼·¢
{ø)4
Ø�ÇÝ9�LÞä���ua~Ç�{­½{v*ø:Ç1¼�~�{�ãZ&~Ç−Y«

Ü*óqÄø){,Ç¥Ó*z:��H�

❀·¢é��J.���ÇÄ�FreeBSD
�V{ÏV4Õä��3h�ÙÆ|�ø{=�ÇuhâÑ�{
ÄÕ¼

1.3.4!!!ccc{{{FreeBSD ���qqqÇÇÇýýý

❀FreeBSD4�Ç½D&~%Q�qrÍSh{ä�4.4BSD-Lite{ø:ÇÇ�-äq�Intel
i386TM�i486TM�Pentium®�Pentium Pro�Celeron®�Pentium II�Pentium III�Pentium 4(ÝV/�ø
:)�XeonTM�ZSun UltraSPARC{�®åø:Þ�ÇÌ�1�²L¦K.¼ID{CSRGÏÄB�{�
G�äúÇ?��êNetBSD�OpenBSD�386BSD1ùu����Gä�Ì{�JÀÜ�

❀�,1994#â·¢{FreeBSD 2.0�q1uÇFreeBSD{u�Ç,½�uÇ­½uÑ�ê
|Õø{

°�!L{#�4/,r\���?/©Gø:¥{°¤¥?��{���?ø:ÇÇX�
�êu�Ç

%>èêFreeBSDé�?{��Ç&z5 MB�?Ä�,zI{!B{��ÙÆ{��Ýiqr{NIS0�
àZqÖìà{|ÑÇ/Ö*TCPNF|ÑÇ��CR{PPPÇøÄ{DHCP|ÑÇ��{SCSI�ø
:ÇISDN{|ÑÇATMÇFDDIÇO¤Gigabit1Ô�(1000 Mbit)|ÑÇ
�ê!c{Adaptec;�ì{|Ñ
Z�Vêiõ{FØ�

❀øê!äý{ø:�GÇFreeBSD¤
Øê�Çp�ÄúÞy�I¡h{Ç��Ä{�G{Ports
Collection�týV�\�Ç.�§,24,000Çports (portsÝi,http(WWW)qÖìt�ú�Ç�÷�ª
Ó��öì1ù3�.t{��Ä�{ÀÜ)�qr{Ports CollectionLÕ��500 MB{?û8-�Ä�{
�
ØéÆ)Sh{��t��Y&z·¢�ê�4�Íc�GÇ
%>èê�Î{1.0 Ports Collectioné
mc8-{�D���H�ÇportÇ3��#¦t3.��ã{Ç�{ø9ÇQ�make install Çl�t

ø:V)��{/<�3��H{��ÇÇ�qr{Æ)Sh,1,CD-ROMÝý�FTPÜzÇÄ13�
���H3.��G{�ê{�c8-���Lõj{�GÑ
Øê/��HP{�package�10"�
ãÇé��JXæ�,ÍSh�HÆ¢��{ports{|��&~�Ç;\{×
(pkg_add )Ò,1�ã��
�packageZports{Íõfå,1ó�59¥It�

❀3,1ó!£{FreeBSDÌå{/usr/share/doc ø9�It�õ�~{©GuÐÏ3�ãù&

~FreeBSD�3�,1~�ÇHTML ¨�ìu�Ýý��ã{C~Ç&~�Á{URLÕ

FreeBSD&~C~

/usr/share/doc/handbook/index.html

FreeBSD FAQ

/usr/share/doc/faq/index.html
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❀3�,1��óhttp://www.FreeBSD.org/{Ì5Þ{�ý�
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���ãããFreeBSD
�è���­r,\I­UJim Mock. sysinstallv*�Ç�¶ôØC1ù�Äu©GRandy Pratt.

2.1���ccc
❀FreeBSD
Øê�Ç1©	�ÌÇ;\P~{�ãÇ�Çw)sysinstall�Y4FreeBSDå�&~{�ã
Ç�Ö¢Û�*.Ç�,1
Ø7\����{�ãÇ��ý9�Ò�[&~sysinstallu�ãFreeBSD�

❀¦óqý9��Ç3RÌ�wÕ

• �[�*FreeBSD�ã�c

• FreeBSD�[kLùI¿3{mc

• �[éÄsysinstall.

• ó�qsysinstall�3R�ÃI{¯��¯�S,��?BÇ1ù��[ÃIÇ¢�

❀óÝÖý9��Ç3a�Õ

• ÝÖ3��ã{FreeBSDÇýÄ�{mG|Ñï,1h½3{mG���ú|Ñ�

ÕÕÕ???: �Äu�Ç$�ã�Ò4béi386 (�PC/�å�)�ø�è{�
��*�ÙÇ�ø�è{�ã�ÒÇ·
¢R�?ïñ�¯lý©l²�âÑÍcÇb�,�¦3�ãÇýÞÄQ{�Ò©l�J�ñ��óY°OF3

&~ý�Ò©9*��Äu{�ã�sk�C~�

2.2mmmGGG���FFF

2.2.1!!!BBB{{{���

❀�ãFreeBSDÄ�{!BmG{�Ç±FreeBSDÇýZmG%èX3
�ÄX3�

❀óz�u{��¥ÇÉñêYJfå{�J���±3�ãFreeBSD{0*X3Ç,���&~�PÝ
�FreeBSD|Ñ{CDROMPÄìÇ����,���{4�L���YRó�2.3.7�¥�q�ë�

2.2.1.1 FreeBSD/i386 ZZZFreeBSD/pc98

❀FreeBSD/i386ZFreeBSD/pc98ÇýÇÑ��486ÝÍ°{ÿ®ìÇ1ù�è24 MB{RAM�3���
è150 MB{8�mc8-Çb�qÄ!B{�ã{��

ÕÕÕ???: é��Î{mG
ÓÇõj��Çã{Íõ{RAMZ�ñÍõ{mc8-Ç��&~ÍO{ÿ®ìÍ�
~�
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2.2.1.2 FreeBSD/amd64

❀�Ü¡ÿ®ì3��ê|ÑäqFreeBSD/amd64���«4AMD64ÿ®ìÇÝiAMD
AthlonTM64�AMD Athlon64-FX�AMD OpteronTM1ùÍ°ÿ/{ÿ®ì�

❀�ê&~FreeBSD/amd64{��«ÿ®ì4Ý9êf~Intel® EM64T%è|Ñ{ÿ®ì�Y¡ÿ®ìÝ
iIntel CoreTM 2 Duo�Quad�1ùExtremeøïÿ®ìÇ1ùIntel Xeon 3000�5000�Z7000øïÿ®ì�

❀�*3{�®å&~nVidia nForce3 Pro-150Ç�������&~BIOS{�Ç¢~IO APIC��*3��ItY
ø{ 1Ç,�Ò��Ý
¢~ACPIê�Pro-150_¡�?ó�ÇbugÇø�·¢¤��Itw,Y�¯�
{0��

2.2.1.3 FreeBSD/sparc64

❀��ãFreeBSD/sparc64Ç��&~Ç|Ñ{²Ñ(kD�2.2.2�)�

❀FreeBSD/sparc64��Õ3�L�c�ø�¤��Í�¦ÙÇv*ø:á0�L�c�

2.2.2|||ÑÑÑ{{{mmmGGG

❀|Ñ{mGï,ÇÌ*�FreeBSD�qÇý{FreeBSD/�mG�Ò
Ø�YÇ©l/�,1óCDROM
ÝFTP�ã©G{ºÿø9ItÇÇ{Ö	4HARDWARE.TXTÇ$iÇósysinstall{documentationh\�,
1It�Çbé�½{mG%èïñêFreeBSD.�|Ñ{mG�X3�qÇýZ%èÞ{mG|Ñï
,Ç,1óFreeBSD�5{�qÇfå (http://www.FreeBSD.org/releases/index.html)�ÁÞIt�

2.3���ããã���{{{ïïï÷÷÷ÓÓÓ***

2.3.1ïïïñññ333���


{{{mmmGGG888\\\

❀ó�ãFreeBSD��Ç3a�AøR3�
¥{mG8\ïñu�FreeBSD�ãÇ�ÌRYJmG(�
c�����P��)1ùnRù��¢Ûïñu�FreeBSD�Ì�A�YJ÷÷Iñ!7h{IRQùIOà
={÷½�b4O�PC{mG«¡"óÔ,�ìÇYÇZ½X�½�4�ÄÕ�Y�Ç3Ò,���CÄ
Í��¯�{÷÷{÷½��

❀�*3.²�ãêÙÇ{v*ø:Ç�WindowsÝLinuxÇ��3,1��YJø:Ä
Ø{Óäu��
3{÷÷÷½�4��I{{��*3]{�Í�h½ìJz=�~��÷½�Ç��3,15���Ç

�X½Ç{÷½.²)+ó�Þ��~{IRQRh�3�51ù7ÖIOà={�/�116�� ,+Ç¾
�Ox330�

❀·¢OF3ó�ãFreeBSD��²YJfåK\Ý�9�uÇ)Ä,Â{ø���Ì�v�ÐÏÇ¾�Õ

,,,2-1.mmmGGG÷÷÷÷÷÷888\\\

÷÷÷÷÷÷ÖÖÖ IRQ IOààà===RRR ÷÷÷ÕÕÕ

��Lmc N/A N/A 40 GBÇSeagate��Ç��ÇIDEz=Ì÷÷

CDROM N/A N/A ��ÇIDEz=,÷÷

��Lmc N/A N/A 20 GBÇIBM ��,��ÇIDEz=Ì÷÷
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÷÷÷÷÷÷ÖÖÖ IRQ IOààà===RRR ÷÷÷ÕÕÕ

��ÇIDE;�ì 14 0x1f0

�� N/A N/A Intel 10/100

Modem N/A N/A 3Com® 56K faxmodemÇ �COM1=

�

❀ó8ù�ê�ê3�®å{{���Ç��5�Ç4dn\3æ��ã{FreeBSDÇý{mG�F�

2.3.2÷÷÷PPP333{{{jjjâââ

❀�*3{�
ÞÁ?�­�{jâýîÇ��ó�ãFreeBSD�>h½3.²RYJýî÷PêÇ?%�
�AYJ÷P©l4d�¯��FreeBSD�ãÇ�ó�U��[ýît3{mc�ÑÌ�
r3h�Ç�
`3h½�U�Ç��1�Ò��'Å{åÌ�

2.3.3ûûû½½½���RRRFreeBSD ���ãããtttýýý°°°

❀�*3.tFreeBSD&~rÇmcÇ��>�z!t����

❀b4Ç�*3.tFreeBSDË3.�{ø:??Ç��3��é3jâ?ómc{IY0*�ý�{ê
�Ç1ùÙÄ�Ä{k/�

2.3.3.1 FreeBSD/i386 ���øøø���èèè{{{mmmcccIII{{{000***

❀�ÇPCmc,1úûI��õL�YJLúÁ�partitions (IK)���FreeBSD�\��IK{�'Ç
�$×Öi�4s�×@ÇO$·¢óFreeBSD¥ÇRÙÁ��csliceÇÝ;Á�slices�¾�ÇFreeBSD

Ø{~�v*PC�cIK{Óäfdisk ÒRÙÁ�slice
X4partition���÷�{ÆOÇ�Çmc�
|Ñ�ÇIKÖYJIKw)ÌIK(Primary partion)��êB»YÇ!�1"�&~Íõ{IKÇÒ�ê
c{IK¡nÇw)j0IK(Extended partition)��Çmc,1p��Çj0IK�ój0IK°,1O
Á�õÇÄ¢{\öIK(Logical partitions)�

❀�ÇIKÑ�ÙÕÁ{IKR(partition ID),~1KI�ÇIK{jâ¡n�FreeBSDIK{IKR
�165�

❀�Ä
ÓÇ�«v*ø:ÑÌ���Õ�{0*uK/IK�¾�DOSùÙ��{WindowsÇÌI{É
�ÇÌIKù\öIK�ÇPÄì	nÇ,C: 
)�

❀FreeBSD���ãóÌIK�FreeBSD,1óYÇIKÞÁ?8ø:jâÝ43OÁ{�[©G�l
Ç
�*3�õÇmcÇ3�,1óYJmcÞ(\\Ý\I)OÁFreeBSDIK�ó3�ãFreeBSD{��Ç�
����ÇIK,1ÉFreeBSD&~�YÇIK,14ß���{IKÇÝ4.²?ó%?�jâb3X
ò��{IK�

❀�*3.²~qê3mcÞ{Ä�IKÇ��3��&~ÙÇv*ø:Ä
Ø{Óä(�DOSÝWindows
�{fdisk )u�ñ�ÇIKÉFreeBSD&~�

❀�*3{ìÇIK�õ�{8-Ç3,1&~Ç�b4&~�3���r®��YJIK�

❀FreeBSD!B�ã��Õ100 MB{8-Çb4Y�4:::���äý{�ãÇ������õè8-,1OÁ
3��{©G��Çv®.{!B�ã4250 MBÇX9Co�ÁÖÝ4350 MB1ÞÇÝ9Co�Á��
*3¤���ãÙÇ{�®0¢Û{�GÇ��R��Íõ{mc8-�

12
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❀3,1&~¡�PartitionMagic® Yø{Û�ÇýÓäÇÝ¡�GPartedYø{���GÓäu®rIK
Ú@Ç,
�FreeBSD�ñ8-�PartitionMagic ZGPartedÑ��#NTFSIK{Ú@�GPartedó�
õLive CD Linux�qÇÇ�SystemRescueCD (http://www.sysresccd.org/)¥þ�
Ø�

❀ø�.²�ç·�+�#Microsoft VistaIKÚ@�Ìñ�¯��ó�q$¡v*�ÇOF3ï÷�
<Vista�ãCDROM��3ÙÆ{�c��v*�øÇ�ñOF3/��q÷P�

´́́···: Xh{&~YJÓä,�ÌÍ«3mcÞ{jâýî¼ó&~YJÓä�h½3�!£{��¯�{÷Pj
â�

¾¾¾2-1.&&&~~~...???óóó{{{IIIKKK

"÷3���Ç4GB{mcÇ
%.²ãêWindowsl�3RYÇmcIÄÜÇIKC: ËD:Ç�ÇIKL

B�2 GB�óC: IKÞ?8�1 GB{jâ�D:IKÞ?80.5 GB{jâ�

Y?�ø3{cÞ�ÜÇIKÇ�ÇPÄìnR4�ÇIK(�c:�d:)�3,1²Ä�?8óD: IKÞ{j

â��tC: IK,YøÒ8ñê�ÇIK(d:)ÉFreeBSD&~�

¾¾¾2-2.ÀÀÀ>>>...���óóó{{{IIIKKK

"÷3���Ç4 GB{mcÇ
%.²ãêWindows�3ó�ãWindows{��²4 GBÑÉêC: IKÇ

?%.²&~ê1.5 GB{8-�3.R��8-¥{2 GBÉFreeBSD&~�

�ê�ãFreeBSDÇ3��,�ÁÜ«0*¥ 
�«Õ

1.÷PWindows{jâýîÇl�­c�ãWindowsÇ?ÉWindowsI{2 GB{8-�

2.&~ÞÁ
ù{PartitionMagic ur®Ý#¿3{IK�

2.3.4BBBøøø333{{{���ddd{{{���###���ýýýîîî

❀�*3./,�d(FTPÝ4NFS)�ãFreeBSDÇ��3Ò���w3{�d{�få�ó�ãFreeBSD
{,Ç¥RÌ
+3Q�YJýîÇ1~¼qÄ�ã,Ç�

2.3.4.1&&&~~~111ÔÔÔ���ÝÝÝ������/DSL Modem

❀�*3/,Û­�Ý4�/,��&~��/DSLÞ�Ç��3��ï÷�Á{fåÕ

1. IP���

2.å���IP���

3.ÌåÖÁ�

4. DNSqÖì{IP���

13
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5.��Ùh�

❀�*3X�wYJfåÇ3,1®¯ø:�®ÊÝ43{�dqÖ
ØV�Æ¢,�Ì�YJfåÌ

�DHCP�ÄI{Ö�*Yø{�Ç>�ÔY��Ò,1ê�

2.3.4.2&&&~~~Modem ËËËzzz

❀�*3�ISP
Ø{CRqÖÞ�Ç3�l,1/,Ç�ãFreeBSDÇ�4Ì��i�{�-�

❀3���wÕ

1.CRtISP{��Rh�

2.3{modem4ËztýÇCOMà=�

3.3CRtISPÄ~{BRZ·h�

2.3.5555���FreeBSD ���qqq���ØØØ

❀¯l·¢¦Åhâ�ÇFreeBSD�qÇý{­½uÇbS��Ì��JFØ���qÇ�ôèj<Y�Ç
YJ¯���,�Ìk/�ã�h��Z�t¯���ÇÇ¢ÌïóFreeBSD�5¥{FreeBSD�q�Ø
(http://www.FreeBSD.org/releases/9.1R/errata.html)¥�ó3�ã��Ça�D����YP�Ø,Ç1ê�

,�?ó{¯��

❀��Ä�:ñÇý{fåÇÝi�Ø,Ç,1óFreeBSD�5 (http://www.FreeBSD.org/index.html){�q
Çfå (http://www.FreeBSD.org/releases/index.html)��¥It�

2.3.6ïïï÷÷÷���ããã������

❀FreeBSD,1/,�Á�[�«�ã���q�ãÕ

���ããã������

• CDROMÝDVD

• USB�AÕ

• ó3��®åÞ{DOSIK

• SCSIÝQIC�Q

• �c

���ddd

• /,3Û�{�ÇFTP5�ÇÝ&~HTTPS®�

• NFSqÖì

• �Ç�½{?qÝ�qz=

❀�*3éoêFreeBSD{CDÝDVDÇ��3,1�z�����(�2.3.7�)�

❀�*3¤��FreeBSD{�ã©GÇ�a�L�2.13�uï÷�Öq����Ç3Ò,1ÃtY�?
,�2.3.7���ê�

14
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2.3.7ïïï÷÷÷ZZZsss������

❀FreeBSD{�ã,Ç
)�R3{�

å��FreeBSD�ã¢¸−È?:óÙÇ{v*ø:Þäq�Ç

Ç���®å/�&~�ãómcÞ{v*ø:�qZsÇ�,1{�Ä&~�<�bootable(,Zs)�{
�c�qéÄ�Lõj�S�®å�Ñ,1,�PÝUSBcuZsø:�




+++: �*3�FreeBSD{�ã�cÝDVD(ÝV43éo{ÇÝV43��ï÷{�)?%3{�®å,1,�P
�qéÄ(/�óBIOS¥Ì��Boot Order�Ý¡�{ 1,1÷�)Ç��3Ò,1!,$B��O�FreeBSD
�cùDVD�cÑ4,1Zs{Ç~Ç¢
å3X~)���/{ï÷�

❀�
OZsø:Ä�{�AÕÇ���Á{v*�qÕ

1. ÜR�AÕn4©G

�AÕn4©G,1,archéa{ISO-IMAGESø9Ç¾

�ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/ arch/ISO-IMAGES/ version/FreeBSD-9.1-RELEASE- arch-memstick.img

Üz�Ù¥ÇarchZversion���¦�3&~{²ÑZÇý�¾�ÇFreeBSD/i386 9.1-RELEASE{
�AÕn4 �ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/i386/ISO-IMAGES/9.1/FreeBSD-9.1-
RELEASE-i386-memstick.img�

�AÕ{n4©Gj0Ö4.img �óISO-IMAGES/ ø9¥
Øêõ«X3{n4Ç3��Êâ&~

{FreeBSDÇýÇ���ÝimGu 
\7{n4�

­­­���: ó���ã��ÇÖ�÷÷÷PPP3ø�â?óUSB�AÕÞ{jâÇz�u{v*RÌ^̂̂øøøYJjâ�

2. ï÷�AÕ

´́́···: �Á{¾�¥Çø)�AÕéa{÷÷Ö4/dev/da0 �>Be�h�Y4æ���{÷÷Çd�,�

Ì» 3{��jâ�

÷�kern.geom.debugflags sysctl�ã�U�ø)÷÷{ÌZs�9�

# sysctl kern.geom.debugflags=16

3. Rn4©GU��AÕ

.img ©GXXX444�z��t�AÕ¥{�«Ê/©G�YÇn44�PÝ9éÄc\\��{n4�Y

?�ø;\�,�Ç�0��t��Ç�04XXX����£ÙZsø:{�Å{�3��&~dd(1)Rn4
©G�zU��cÕ

# dd if=FreeBSD-9.1-RELEASE-i386-memstick.img of=/dev/da0 bs=64k

❀�Äu�Ç�OÁ�ãc(�c)>�L�ïZ½Õ

1. ÜR
å�cn4©G

­­­���: >Õ?Ç,FreeBSD 8.0
)Ç·¢Xò
Ø�cn4ê�>kÝ�Á���[&~USB�AÕÇ
ÝCDROMZDVDu�ãFreeBSD{�ë�
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å�cn4©G,1ó3{�ã��{floppies/ ø9�ItÇ�i3�,1,�c�5{floppies
ø9�ñÕftp://ftp.FreeBSD.org/pub/FreeBSD/releases/ %èÖ/ Çý-RELEASE/floppies/ �

R<%èÖ>Z<Çý>�¦�3&~{�®å�ø�èZæ��ã{ÇýR�¾�Ç~��ãi386Þ
{FreeBSD/i386 8.4-RELEASE{©G{��Ça�
4ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/i386/8.4-RELEASE/floppies/�

�cn4©G{j0Ö4.flp �ófloppies/ ø9¥Ýiê�õX3{n4©GÇ±3�ã{FreeBSD
ÇýÇìJ���±mG{X3Ç3��&~{n4©G,�Ì�ÄX3�3/�Ì���<�cÇ

ýboot.flp �kern1.flp �kern2.flp Ç1ùkern3.flp �>�Ý3�ø9�{README.TXT©G1ê

���YJn4©G{!cfå�

­­­���: 3{FTPÇ���&~���������ÜÜÜ***u�ñYJn4©G��J¨�ì�Ì~text (ÝASCII )Ü*u�
QjâÇ~YJ¨�ì�ñ{n4©G)Ä{�cRÃ�t�
å�

2. ï÷�c

3���3�ñ{��Çn4©Gï÷�<�c�?%>�½&~t «{�c�!;\{0*Ò43

�RYJ�cÂ*�ÇX�#fÄ¢{.Â*�{�c�óWindows�{Â*�Ç�XÌ·ª3ñ�
õè LÇÇ�4;\{)�Ç¢��bad�?%�QÇ¢�ÊâOF3a�&~\c{�cu?8�
ãÇ��

­­­���: �*3ó�ãFreeBSD{,Ç¥�Ähå�È�Ý4ÙÇ�I�6Ç��Ç��&{Ò4Zs�c�
>~ÙÇ{�c�*n4©GòAA��

3. Rn4©GU��c¥

.flp ©G???:::�Ä{©GÇ3X��zRÇ¢��t�cÞ�/"ÞÇ4�<Ý9qr�c��{n

4©G�Y,+3XXX���;\{&~DOS{copy×
R©GUt�cÞÇ
��&~�/{ÓäÇ�R
n4©G�zUt�c¥�

�*3&~MS-DOSÝWindowsv*ø:u�*ZscÇ��3,1&~·¢
Ø{fdimage Ç�u

Rn4©GUt�c¥�

�*3&~{4�cÇ"÷�c{PÄìnR�E:Ç��>�q�Á{×
Õ

E:\> tools\fdimage floppies\boot.flp A:

­�Þc×
1qÄ�Ç.flp ©G{U�Ç�¦�Çn4©GÑ��Í¦�cÖ�*P{�c>ÕÒ

4&~ýÇn4©G){��*3{n4©G?8óX3{�0Ç>�q��ÞÁ{�
�53?

8.flp ©G{�0��43��FreeBSD�cÇ3,1tFreeBSD{FTP5� tools ø9

(ftp://ftp.FreeBSD.org/pub/FreeBSD/tools/)¥�ñ�

�*3óUNIX ø:Þ�*�c(¾�ÙÇFreeBSDåì)Ç3,1&~dd(1)×
uRn4©GUt�c
¥��*3~FreeBSD,,1�q�Á{×
Õ

# dd if=boot.flp of=/dev/fd0

óFreeBSD¥Ç/dev/fd0 �{4��Ç�P(ýA: PÄì)Ö/dev/fd1 4B: PÄì,�$¡M�ÙÇ
{UNIX ø:,�Ì~X3{{ÖÁÇY�3Ò��Ý�ø:{�Ò©G�
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❀3�ó,1�ãFreeBSDê

2.4


)))���ããã

­­­���: å�<Y�,�ã,Ç?XÌ�#�[3mc¥{jâÇø:3�t�Á{µåÕ

Last Chance: Are you SURE you want continue the installation ?

If you’re running this on a disk with data you wish to save then WE
STRONGLY ENCOURAGE YOU TO MAKE PROPER BACKUPS before proceeding!

We can take no responsibility for lost disk contents!

ó�tY!�{´·µå�3Ñ,1±�¬
Ç�ãÇ��ÁXÌ#Í3{mc��*3����[÷½FØÇ

Y�3,1�zR�Í�«
XÌ�Ä�[Ú3�

2.4.1


åååéééÄÄÄ

2.4.1.1ZZZsssi386TM øøø:::

1. ,�
ß�
å
)�å

2. R�
�ÍK
�¦
){��Ça�Ì�+��ø:÷�h\ÝBIOS��ýÇEÇ�D{
4F2�F10�DelÝAlt +S�XX4��ýÇEÇ>�Ç��BIOS÷��Á���3{�®å,�Ì�
+�ÇCo�ÁÇ�n{)�4�EscR�«YÇCo�ÁÇ1&3�ê�t��{÷�få�

3. It÷�
å~�{ 1ÇÇ{)���Boot Order�/�Ìïñ�J÷÷t3 
Ç¾
�ÕFloppy �CDROM�First Hard Disk ���

�*3�~�c�ãÇ> 
CDROM��*&~USBcÇÝV�cuZsø:Ç�a¡��h� 

êth{Zs÷÷���&¯Ç>k�3{ÌÆ�ÒC~�

û?÷½?¬
Çø:a�Ì­céÄ�

4. �*3Êâ�2.3.7��*ê�,Zs�{USB�AÕÇó
å�RÙ�t�®åÞ�

�*34,�c�ãÇ��
å�>ÁýRFreeBSD�c8��P¥�

ÕÕÕ???: é�FreeBSD 7.3ZÍ�{ÇýÇ,1&~�cZsÇYJ�c,1Êâ�2.3.7�u�*�Ù
¥Çboot.flp 4éÄc�Zsø:�a&~Y<�c�

�*3
å����®åZsê��.²ãP{ÙÆv*ø:Ç>5�Õ

1.4X4�cÝ�cÔt8�
F�
åZs�-��*4Ç>RÇ¢8��­c
å�

2. BIOS÷½XéÇ>­c5�BIOS{÷½�

3.3{BIOSX|Ñ,YJ�ã��Zs�

5. FreeBSDýRéÄ��*34,�cZsÇ3ÌDt¡��Á{�ÁÕ
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Booting from CD-Rom...
645MB medium detected
CD Loader 1.2

Building the boot loader arguments
Looking up /BOOT/LOADER... Found
Relocating the loader and the BTX
Starting the BTX loader

BTX loader 1.00 BTX version is 1.02
Consoles: internal video/keyboard
BIOS CD is cd0
BIOS drive C: is disk0
BIOS drive D: is disk1
BIOS 636kB/261056kB available memory

FreeBSD/i386 bootstrap loader, Revision 1.1

Loading /boot/defaults/loader.conf
/boot/kernel/kernel text=0x64daa0 data=0xa4e80+0xa9e4 0 syms=[0x4+0x6cac0+0x4+0x88e9d]
\

�*3,�céÄÇ�a�t¡��Á{�ÁÕ

Booting from Floppy...
Uncompressing ... done

BTX loader 1.00 BTX version is 1.01
Console: internal video/keyboard
BIOS drive A: is disk0
BIOS drive C: is disk1
BIOS 639kB/261120kB available memory

FreeBSD/i386 bootstrap loader, Revision 1.1

Loading /boot/defaults/loader.conf
/kernel text=0x277391 data=0x3268c+0x332a8 |

Insert disk labelled "Kernel floppy 1" and press any key...

>Êâ
+Rboot.flp �cRñÇ��kern1.flp Y<cÇl��Enter�3��,��<�cé
ÄÇl�ò���Êâ
+��ÙÆ�cÒ,1ê�

6. XX4,�c�USB�AÕÝ�cZsÇz�uÑÌ��FreeBSDZs�ñìh\Õ
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CCC2-1. FreeBSD Boot Loader Menu

3,1�V�ÆÇÝ�Enter�

2.4.1.2ZZZsssSPARC64®

❀õjSPARC64®ø:þ{��,mc�ÄZs��*æ��ãFreeBSDÇÒ��,�dÝCDROMéÄ
êÇY��D���PROM (OpenFirmware)�

❀�qÄY1Ó*ÇD���­éø:Ç?�Vñ�Zs>å�ä�{fåRû�3&~{nRÇX,Ç

a�Ì4¡��ÁYøÕ

Sun Blade 100 (UltraSPARC-IIe), Keyboard Present
Copyright 1998-2001 Sun Microsystems, Inc. All rights rese rved.
OpenBoot 4.2, 128 MB memory installed, Serial #51090132.
Ethernet address 0:3:ba:b:92:d4, Host ID: 830b92d4.

❀�*3{ø:$�
)ê,mcZs{,ÇÇ�����L1+AÝStop+AÇÝVó�=;�ÑÞ�
�BREAK(¾�Çótip(1)Ýcu(1)¥4~#)1"��PROM
+n�Ça�4¡��ÁYøÕ

ok ➊

ok {0} ➋

➊ Y4ó���(CPU{ø:Þ{
+�

➋ Y4~�SMPø:{ 1ÇY°{j	Ç4ø:¥,~{CPUjÞ�

❀Y�ÇRCDROM��PÄìÇ?óPROM
+n�ÁÇQ�boot cdrom �

2.4.2������÷÷÷÷÷÷æææ���{{{���***

❀�Á¶ô�+{!��ºq	Ì?ó¥àK¥1"3�Ý�
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❀�¨�¥àKÇ3,1��Scroll Lock EÇYÌ
é�Á{òÄÕ��l�3Ò,1&~05E
ÝPageUp�PageDownEuÞ� Ý�ò��'Scroll LockER*��ÁòÄ�

❀ó3¨�{��Ì�t¡�C2-2{�Á�]t{�*�L3{�
ã�
�ÄX3�

CCC2-2.���nnn{{{÷÷÷÷÷÷æææ������***

avail memory = 253050880 (247120K bytes)
Preloaded elf kernel "kernel" at 0xc0817000.
Preloaded mfs_root "/mfsroot" at 0xc0817084.
md0: Preloaded image </mfsroot> 4423680 bytes at 0xc03ddcd 4

md1: Malloc disk
Using $PIR table, 4 entries at 0xc00fde60
npx0: <math processor> on motherboard
npx0: INT 16 interface
pcib0: <Host to PCI bridge> on motherboard
pci0: <PCI bus> on pcib0
pcib1:<VIA 82C598MVP (Apollo MVP3) PCI-PCI (AGP) bridge> a t device 1.0 on pci0
pci1: <PCI bus> on pcib1
pci1: <Matrox MGA G200 AGP graphics accelerator> at 0.0 irq 1 1
isab0: <VIA 82C586 PCI-ISA bridge> at device 7.0 on pci0
isa0: <iSA bus> on isab0
atapci0: <VIA 82C586 ATA33 controller> port 0xe000-0xe00f at device 7.1 on pci0
ata0: at 0x1f0 irq 14 on atapci0
ata1: at 0x170 irq 15 on atapci0
uhci0 <VIA 83C572 USB controller> port 0xe400-0xe41f irq 10 at device 7.2 on pci
0
usb0: <VIA 83572 USB controller> on uhci0
usb0: USB revision 1.0
uhub0: VIA UHCI root hub, class 9/0, rev 1.00/1.00, addr1
uhub0: 2 ports with 2 removable, self powered
pci0: <unknown card> (vendor=0x1106, dev=0x3040) at 7.3
dc0: <ADMtek AN985 10/100BaseTX> port 0xe800-0xe8ff mem 0x db000000-0xeb0003ff ir
q 11 at device 8.0 on pci0
dc0: Ethernet address: 00:04:5a:74:6b:b5
miibus0: <MII bus> on dc0
ukphy0: <Generic IEEE 802.3u media interface> on miibus0
ukphy0: 10baseT, 10baseT-FDX, 100baseTX, 100baseTX-FDX, auto
ed0: <NE2000 PCI Ethernet (RealTek 8029)> port 0xec00-0xec 1f irq 9 at device 10.
0 on pci0
ed0 address 52:54:05:de:73:1b, type NE2000 (16 bit)
isa0: too many dependant configs (8)
isa0: unexpected small tag 14
orm0: <Option ROM> at iomem 0xc0000-0xc7fff on isa0
fdc0: <NEC 72065B or clone> at port 0x3f0-0x3f5,0x3f7 irq 6 d rq2 on isa0
fdc0: FIFO enabled, 8 bytes threshold
fd0: <1440-KB 3.5 � drive> on fdc0 drive 0
atkbdc0: <Keyboard controller (i8042)> at port 0x60,0x64 o n isa0
atkbd0: <AT Keyboard> flags 0x1 irq1 on atkbdc0
kbd0 at atkbd0
psm0: <PS/2 Mouse> irq 12 on atkbdc0
psm0: model Generic PS/@ mouse, device ID 0
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vga0: <Generic ISA VGA> at port 0x3c0-0x3df iomem 0xa0000-0 xbffff on isa0
sc0: <System console> at flags 0x100 on isa0
sc0: VGA <16 virtual consoles, flags=0x300>
sio0 at port 0x3f8-0x3ff irq 4 flags 0x10 on isa0
sio0: type 16550A
sio1 at port 0x2f8-0x2ff irq 3 on isa0
sio1: type 16550A
ppc0: <Parallel port> at port 0x378-0x37f irq 7 on isa0
pppc0: SMC-like chipset (ECP/EPP/PS2/NIBBLE) in COMPATIB LE mode
ppc0: FIFO with 16/16/15 bytes threshold
plip0: <PLIP network interface> on ppbus0
ad0: 8063MB <IBM-DHEA-38451> [16383/16/63] at ata0-maste r UDMA33
acd0: CD-RW <LITE-ON LTR-1210B> at ata1-slave PIO4
Mounting root from ufs:/dev/md0c
/stand/sysinstall running as init on vty0

❀>�û5�æ��*1h½FreeBSDItÄ�3Ï�ñ�{÷÷��*ø:��It÷÷Ç�XÌRÙï
ñ�½��X�êt3�ø:��å�{GENERIC�XÄX|Ñ{÷÷Ç�����

❀óFreeBSD 6.2ZÍ°Çý¥Çóæ�qø:÷÷��ÇR�+C2-3�>&~�)Eu 
)�Ý�K�
zø�EnterÇø:R�Ä÷��K�3�,1i�4�RñsysinstallÇ�?,>u,�

CCC2-3.   


)))���ùùù���KKKhhh\\\

❀�*3ó)�ù�Kh\¥ 
êUnited States (�))Ç�ø:Ì&~)ï{�)EcnóÖ�* 
ê
X3{)�Ç�Ì�+�Á{h\�&~�)E 
th{EcnóÇl��Enter uh��
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CCC2-4.   


EEEccchhh\\\

CCC2-5.   


¬¬¬


Sysinstall

❀óÌ�Á&~05E 
Exit Install3Ì�t��{fåÕ

User Confirmation Requested
Are you sure you wish to exit? The system will reboot

[ Yes ] No

❀�*$ÿ 
ê[ Yes ]bCDROM¤�ó�P°Ç�Ìò'���ãÇ��

❀�*34,�céÄÇ�ó­éø:��Ç��Rboot.flp �cRñ�
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2.5���ëëëSysinstall
❀sysinstall4FreeBSD1øÄ
Ø{�ãÇ��Ç1console(;�Ñ)�ÌÇI�õÇh\ù�Át3{�ù
;��ã,Ç�

❀sysinstallh\�Á�05E�Enter�Tab�SpaceÇ1ùÙÇ�EÄ;��óÌ�Á{Usageh\�YJ
�E{�Ò�

❀���YJ�ÒÇ>R�)#tUsage1øÇl�[Select]�Eú 
ÇC2-6Çl���Enter E�

❀�ã�Á{&~�ÒÌ�+ñuÇÝÖq�>�Enter EÃtÌ�Á�

CCC2-6.   RRRSysinstallÌÌÌhhh\\\{{{Usage111øøø

2.5.1   


Documentation( ���ÒÒÒ©©©GGG)hhh\\\

❀~05E,Ìh\ 
Doc�øl��EnterE�
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CCC2-7.   


���ÒÒÒ©©©GGGhhh\\\

❀YRÌ���Ò©Gh\�

CCC2-8. Sysinstall���ÒÒÒ©©©GGGhhh\\\

❀ÝÖYJ�Ò©Gi­��

❀�ÝÖ��©9Ç>~05E R�ÝÖ{©9l��Enter E�ÝÖ¥ò���EnterÒÌÃt�Ò©
G�Á�

❀¥�ÃtÌh\Ç~05E 
Exitl���Enter E�

2.5.2   


EEEcccéééaaa(Keymap)hhh\\\

❀�*��#Ec�E{éa0*Ç>óÌh\ RKeymapl��Enter E��Ä<Y�X�#$1Çø
:3&~ê:)ïEcÝ:�)Ec�
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CCC2-9. SysinstallÌÌÌhhh\\\

❀3,1&~Þ�E#Ät3.&~{Ecéa0*Çl���SpaceE1 RÇÖò�SpaceE,1R>
 R�h3qÄ�Ç> 
[ OK ]l��Enter E�

❀Y�¶ô��+ñ\Iï,� 
[ Cancel ]�TabER&~å�{EcéaÇ?(ÃtÌh\

CCC2-10. SysinstallEEEcccéééaaahhh\\\

2.5.3���ããã   111÷÷÷������ÁÁÁ

❀ 
Optionsl��Enter E�
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CCC2-11. SysinstallÌÌÌhhh\\\

CCC2-12. Sysinstall   111÷÷÷���

❀½÷�/�,17~�L\I{&~VÇ3?X���#Ç¢�ÇýÖÁ�Êâ�ã{Çý�q#��

❀ø� 
1ø{ÃcÌó¶ô�01w�¸	�+�Õ?Ù¥��Ç1ø4Use Defaults(&~å��)3
,1�$1RÄ�{÷½¤Æ�½÷��

❀,1��F1uÝÖÈ 1{�Ò�

❀�QE,1ÃtÌ�Á�

2.5.4


)))���qqq)))ïïï���ããã

❀Standard()ï)�ã7~��JUNIX ÝFreeBSD{ðÿ&~V�~05E 
Standardl��EnterE
,
)��)ï�ã�
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CCC2-13.


)))���qqq)))ïïï���ããã

2.6III{{{���ccc888---
❀3{��ÇÓ*Ò4�I{FreeBSD~{mc8-1"sysinstall�)P�Jï÷��êqÄYÇÓ*Ç
3���éFreeBSD�[It�cfå)�Çê��

2.6.1 BIOS ���ccc���RRR

❀h3óø:Þ�ã{�FreeBSD��Ç��Ç­�{/<�½�Õ?Ç�Ù4h3�õÇmc{���

❀ópc%èÇh3s4MS-DOSÝMicrosoft WindowsY«ËBIOS#�{v*ø:{��ÇBIOS��Å�
#t�{�c~�Çl�YJv*ø:ÌËøBIOS)�#�Yt&~VX�½:��Ä¢{�primary
master�mc
å��õ|��!;\
"(÷Pø:{0*Ò4òVo�L�Ü�ø{mcÇl�½Ï
Rjâ,��Lmc��t��ÇmcÇ&~Ghost®ÝXCOPY�Ä1Çh��Çmc�êÇÝV4ú>
Ó» ÇÝV� �wÇÆ¢,1®rBIOS¥{
å~�
�z~��Lmc
å�Ò4b¦mc{jâ
"Çb4Ã�K
å'�

❀�v�"Ç{�SCSI;��{ø:/�,1ÒûBIOS{Õ�utSCSI÷÷(,HÔÇ)Ht¡��#~
�{Õ��

❀ó��&~Y«0*{&~V,�Ì¡t¯ÇÇO�óFreeBSD¥?:�$�FreeBSDXÌk�BIOSÇ

%�X�wÄ¢{�BIOS\ö�céa�4��Ã/�YÌt|¡úi&ÞÇÒÒÒ4�ø{mc
%
ýî�q\,��L��,u{Ç�*e�Í�41��ø~�

❀h&~FreeBSD1�Ç>RBIOS¥{mc
å~�®Ãt�{~�Ç?%1�X�ò�#��*�½�
b¦mc~�Ç�>~mG{0*ÇK
å'?®r®"�
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)))¾¾¾ÕÕÕBill ZZZFred{{{���ããã»»»���

Bill �Fred²Î{Wintel{åìãÞêFreeBSD�Æãê�ÑSCSImcÇID40Çl�²FreeBSDãóÞ
Á�

Fred
)&~Æc{FreeBSDø:Öb4,ê��ÇÆ��YÎ{SCSImc�	ê�õB¯����ÇÆ
ÒËBill �åYG/�

�,ê��ÇBill û½4��û¯�{��êÇÄ1Æ,�Á2-{mc�Bu�¥Iñê�Ç�Ü�ø
{mcÇ?%²,,Á�A��+YLmc��¯��O$ÇBill RÇ{ID®Ä4Çl��ãtFred{å
ìÇ?%Rýî,�c0��t�c4��ócmcãPêÇ
%�åuP4�#t�ÖÄ1ÇBill ���
óa�,1
)~Çê�Bill �4tSCSI BIOS¥÷½SCSI ID 4�
åcÇ~�c4­c
å�Ç�#s
zi~¼�

��~ê���ÇBill ËFredû½�um�c{Õ�RFreeBSD�ÿê�Bill RID 0{mc#ø(O��¯
�)?%�,BuK¥üê�L�ø{mcu�l�Æ~Fred�Û{�dFTP�cRcÇ{FreeBSD�ã
óYLmcÞÖ�ã,Ç���¯��	�

Fred~êYcÇý���ÇúzÇi7\~óÓÇ\ �4��R1�8óÎø:{Ó*ýî��,u
ê�O$ÇFredRID4{SCSImc(°Á�8øÎø:¥��,u{!cýî) mountåuÇ�*¾l��
óID4{mcÞÇÆ1�{Ä�ýîÑXDê¼

ýîstý°Vê�Ú

hðBill RID0mc{ýî��tID4{��ÇID4ýÄ��Ç�c{�ý��
hÆ®SCSI BIOS÷
½ID4�
åcÇ.tø:,ID4
åÇYÙ"�4Æ��þÇO�L\I{ø:,1�z®BIOS
�#

å~�Çb4FreeBSDeÌ²
å~�¤ÆÄt�{Ü*ÇO$ÇFred{FreeBSD¤4,Æu�LID0
{mc
å{�Ä�{ýîÑ¤ó�LmcÞÇ
X4ó.6�¥{ID4mc�

sä{4Çó·¢��YG/{���JýîÑ¤óÇ·¢RYJýî,!�{�LID0mcRñu?b
¤ÉFredÇ
Bill ��$ê�t�®å�j4,0
){�

¯l·¢Y°{¾�&~SCSImcÇb4#3{�'�,1�~óIDEmcÞ�

2.6.2&&&~~~FDisk 


OOOIIIKKK

ÕÕÕ???: �*Xò)�#ÇjâRÌU�mc��*3+ê�ÇFØ.­c
)Ç> 
sysinstall �ãÇ�{Rñ
�<(exit)�Ý�UEuUndov*��*3{v*���*Ç3�,1­céÄ3{�®åuHt3{ø{�

❀h3ósysinstallÌh\ 
&~)ï�ã�Ç3Ì�t�Á{fåÕ

Message
In the next menu, you will need to set up a DOS-style ("fdisk")
partitioning scheme for your hard disk. If you simply wish to devote
all disk space to FreeBSD (overwriting anything else that mi ght be on
the disk(s) selected) then use the (A)ll command to select th e default
partitioning scheme followed by a (Q)uit. If you wish to allo cate only
free space to FreeBSD, move to a partition marked "unused" an d use the
(C)reate command.

[ OK ]

28



❀❀29❀�ãFreeBSD

[ Press enter or space ]

❀�¶ô�+Ç�EnterEÇl�3ÒÌ�t�Çï,ïñÄ�óæ�÷÷{��It{mc�C2-14)¾
�+{4�ItÜÇIDEmc{<oÇYÜÇmcI/�ad0 Zad2�

CCC2-14.   


���IIIKKK{{{mmmccc

❀3,�tóÛ�Ç���ad1 ��ïñuÚ���"�ê�Ú

❀A.Ç�*3�ÜÇIDEmcÇ�Ç4ó��ÇPrimary masterÇ�Ç4Secondary masterÇYøÌ�	�
�/�Ú�*FreeBSD�LIt{~�u�Æ¢×ÖÇ�ad0 Zad1 ��ÒXÌ���¯��

❀b4Ç�ó¯�uê��*3�ó.óprimary slave�ã�®ÇmcÇ��YÇmc{ÖÁÒÌ4ad1Ç

��{ad1 ÒÌ#Äad2�YÌ�Ä��¯��ÚO�÷÷{ÖÁÃ�ad1s1aÄ4~u¯I©Gø:{ÇO

$3,�Ì��ÇBlÇ3�J©Gø:,$Ã�th��+ñuÇ����FreeBSD{�©GÃH
ÕÕ/etc/fstabÄb,1th�+�

❀�ê�ûYJ¯�Çó{��X{��,1wFreeBSD�z~IDE÷÷Äó{ �u×ÖÇ
X4�âI
t{~��&~Y«0*{�Çósecondary master{IDE÷÷Ò{{{ÏÏÏ444 ad2Çý&3{ø:¥��ad0

Ýad1 �XIk/�

❀$�FreeBSD�X{å��ÇY�4���ÞÁ{�Á��+ad0 Zad2 {ÆO��ÁÞYÑåì{Ü(

mc4ãóprimaryùsecondary{masterÞÁÖ?���[�Çmc�ãóslave�xÞ�

❀3a� 
3.�ãFreeBSD{mcÇl���[ OK ]���FDiskÒÌ
)Ç3Ì�t¡�C2-15{�
Á�

❀FDisk{�+�ÁI�®Ç\I�

❀��\I4�ÁÞ!ÞÁÜqÇ�+{4ø�Ä 
{mc{få�Ý9Ç{FreeBSDÖÁ�mcIY1
ùmc{��Þ�

❀��\I�+{4ø� 
{mcÞ�ýJIKÇ�ÇIK{
)ù�e ��Ä3�Þ�FreeBSDÖ
Á�Ç¢{Ãc1ù¡/Ãsub-typeÄ�$)¾�+�ÜÇ�&~{BIKÇ¤��ÇL{FATIKÇÃi
,�4MS-DOSÝWindows{C: ÄÇ1ù�Çj0IKÃóMS-DOSÝWindows°Á¤,1Ý9\öI
KÄ�

❀�®Ç\I�+FDisk¥,~{×
�
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CCC2-15.���nnn{{{ßßß������ööö���{{{Fdisk IIIKKK,,,

❀z�u�){/Ë3���É3{mcIK���

❀�*3�tFreeBSD&~rÇmcÃã�3h��sysinstall ���ã�ÌÍøÄ�YÇmcÞ{ý
îÄÇ��3Ò,1�A EÃUse Entire DiskÄø�.�{IKÑÌúÍøÇR
S�{4�ÇB{Ç)
+�unused {IKÇ1ù�ÇL{FreeBSDIK���Ç>~05ER�)#tYÇFreeBSDIKÇl
��S1R$IK)��éÄIK�3Ì�t¡�C2-16{�Á�Õ?ÇóFlags y¥{A�R,+$IK

4íííÙÙÙ{ÇO
éÄR,$IK�q�

❀�Íø��{IK1"�FreeBSD�ñ8-Ç3,1R�)#Ät�Íø{IK��DE�l�Ò,�C
EÇ?ófñ{é�U¥Q�R�
O{IK{LB�Q�\7{LB��Enter E��Ä
ÓÇYÇé�
U¥{ð)�4,1I{É�IK{!L��Ç,�4!L{ùzIKÝ�I{{rÇmcLB�

❀�*3.²OÁPÉFreeBSD{IKÃ&~4PartitionMagic¡�{ÓäÄÇ��3,1��CEuOÁ
�Çc{IK�3ø{ÇÌ�é�U®¯3�OÁ{IK{LB�

CCC2-16. FdiskIIIKKK&&&~~~rrrÇÇÇmmmccc
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❀qÄ�Ç�QE�3{#ÍÌ?ósysinstall¥Çb4¤XÌ]tU�3{mc�

2.6.3���ãããõõõ­­­ZZZsss

❀óYZ½3,1 
�X��ã�Çõ­Zs�®ì��Ä
ÓÇ�*�t�ï{<oÇ3a� 
�

�ãõ­Zs�®Ç��

• 3��Ç1Þ{mcÇ?%FreeBSD?X4�ãó��ÇmcÞ�

• øêFreeBSDÇ3¤�ÙÇ{v*ø:�ãó3�LmcÞÇÄ13��ó
å{�� 
���ý�Ç
ø:�

❀�*3óYÑåìÞ��ã�ÇFreeBSDv*ø:Ç?%�ãó��ÇmcÇ�� 
Standard�ãÒ
,1ê��*3.²&~ê�Ç�®0{õ­ZsÇ�Ç��> 
None�

❀ 
P{��>�Enter�

CCC2-17. Sysinstallõõõ­­­ZZZsss���®®®ÇÇÇ���

❀��F1EÄ�+{ó"�Ò¥�ÿX�Jv*ø:á?,��	{¯��

2.6.4óóóÙÙÙÇÇÇmmmcccÞÞÞ


OOOIIIKKK

❀�*3{ø:Þ��Ç1Þ{mcÇó 
qõ­Zs�®Ç��ÌòÃt 
mc{�Á��*3�

RFreeBSD�ãóõÇmcÞÇ��3,1óY° 
ÙÇ{mcÇl�­�&~FDiskuOÁIK�

­­­���: �*3.tFreeBSDu�®ÙÇ{mcÇ��ÜÇmcÑ���ãFreeBSD{õ­Zs�®Ç��
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CCC2-18.¬¬¬


   


mmmccc���ÁÁÁ

❀TabE,1ó3!� 
{mc�[ OK ]1ù[ Cancel ]�-�q#¦�

❀~TabER�)#Ät[ OK ]l��Enter E���ã,Ç�

2.6.5&&&~~~bsdlabel 


OOOIIIKKK

❀3�ó��ó¦¦OÁP{slice¥���Jlabel�>Õ?Ç�Çlabel{SR4athÇ�iÇó�Þb�c

Zd4��O~E{ÇXa�±?#Ä�

❀ìJa~Ç�,1¼~�J�O{IK
HtvP{H*Ç�Ù4IKI±óX3{mc{���b

4Ç�ó34��'�ãFreeBSDÇÄ1X��V&��[I¿3{mc�!­�{4ÇãPFreeBSDl�
¦ó�[&~Ç�h3éFreeBSD�#hÇÝ{Yç�Ç3,1±�­c�ãFreeBSDÇl��#3IK{
0*�

❀�Á{)¾¥��ÇIK−�Ç4�cb¦IKÇ�i®Ç4©Gø:�

,,,2-2.���������ÇÇÇmmmcccIIIKKK

IIIKKK ©©©GGGøøø::: LLLBBB ÃÃÃccc

a / 1 GB Y4�ÇÊ©Gø:Ãroot filesystemÄ��[ÙÇ{©Gø
:ÑÌ�óÊø9ÃHÕÕ~Êø9�v*#Ä�Á�1 GB
é�$ø9u�4\®{LBÇO�3��?XÌóY°?

8Ôõ{jâÖó�ãFreeBSD�Ì~«Õ128 MB{Êø
98-���{8-4~u?8ø�©G~{Ç3�Ç3�

a�½��J8-ÇO�1�{FreeBSDÇý,�Ì��v
õ{/ÃÊø9Ä8-�
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IIIKKK ©©©GGGøøø::: LLLBBB ÃÃÃccc

b N/A 2-3 x RAM bIK�ø:�cb¦IKÃswap spaceÄ� 
th{b
¦8-LB,4� ¦¯"��Äu�Çb¦8-{LB

a�43ø:Þ�?ÃRAMÄLB{2t3õ�b¦8-�
è��64 MB�O$Ç�*3{�
Þ{RAM �32 MB
BÇ>Rb¦8-LB÷�64 MB�
�*3��Ç1Þ{mcÇ3,1ó�ÇmcÞÑ{�b

¦IK�FreeBSDÌ¼~�ÇmcÞ{b¦8-ÇYø)
�ê
°swap{u���*4Y«<oÇ�®ñ3�á�
�{b¦8-LBÃ�128 MBÄÇl�ø13p�{mc
jøÃ�2LÄÇ®ñ{�*Ò4�ÇmcÞ�{�{b¦
8-{LB�óYÇ¾�¥Ç�Çmc{b¦8-

�64 MB�

e /var 512 MB
�4096 MB

/var ø9Ì?8X3�Ý{©G���1ùÙÇ�®~E

{©G�L\IYJ©GÑ4FreeBSD��óäq{��Ì
ÖRÝ4U�{�hYJ©G8ó�i{©Gø:ÃHÕÕ

ý/varÄ,1�½k/tÙÇø9�Á¡�{©G?Rå
��

f /usr ��{mc8

-Ã�

è8 GBÄ

3Ä�{ÙÇ{©G/�ÑÌ?ó/usr ø91ùÙ�ø9

�Á�

´́́···: ÞÁ¾�¥{j��!��²è{~�&~�/�·¢ó¹~�&~FreeBSDIK�öì¥�Çw)Auto

Defaults {�ÄIKYÛÕ��

❀�*3�RFreeBSD�ãó�Ç1Þ{mcÇ��3��ó3{�{ÙÇIKÞòOÁIK�!;\{0
*Ò4ó�ÇmcÞOÁÜÇIKÇ�Ç4b¦IKÇ�Ç4©Gø:IK�

,,,2-3.���ÙÙÙÇÇÇ���cccIIIKKK

IIIKKK ©©©GGGøøø::: LLLBBB ÃÃÃccc

b N/A DÃc ��
,Çb¦IK4,1Jmc{�b

4Çý&aIK��&~Çó�Þ¤4Ì²

b¦IK8óbIKÞ�

e /diskn ��{mc8- ��{8-4�ÇL{IKÇ!;\{)�

4R����aIK
X4eIK�l
Çó

�ÞaIK4â�ÉÊø9(/ )~{�3X�
½�$EYÇó�Çb4sysinstallÌÇÄ1
LøÇ)Ì&3{�ã�v8w��À�3

,1RYJ©Gø:�ó�[�0Çý)¾

OFRÇ¢�ó/disk nø9Çn�â�Çm

c
�ÄX3Çb4Ç3õ¡{��,RÇ

¢�ó/{�0�
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❀IK{{�qÄ�Ç3,1~sysinstall.uOÁÇ¢ê�3Ì�t�Á{fåÕ

Message
Now, you need to create BSD partitions inside of the fdisk
partition(s) just created. If you have a reasonable amount o f disk
space (1GB or more) and don’t have any special requirements, simply
use the (A)uto command to allocate space automatically. If y ou have
more specific needs or just don’t care for the layout chosen b y
(A)uto, press F1 for more information on manual layout.

[ OK ]
[ Press enter or space ]

❀��EnterE
)FreeBSDIK,�öìÇÁ)Disklabel�

❀C2-19�+3��'�qDisklabel{�Á��ÁI�®ÇK­�

❀��q�+{43tó�ö{mc1ù3tóOÁ{slice �ýÇIKÞ�ÃóY°ÇDisklabel&~{
4IKÖÁ
X4sliceÖÄ�$�Á�Ì�+slice¤�õè8-,1&~Ö=ýÇ�õ�{8-Çb4ß
��`IK�

❀�Á¥-K­�+.OÁ{KKÇ�ÇIK{©Gø:ÖÁ�Ä3{LB1ù�J��OÁYJ©Gø

:{kj 1�

❀�0{�®K�+óDisklabel¥,~{�E�

CCC2-19. Sysinstall Disklabel���öööììì

❀Disklabel3,1�Ä{�IK1ùÉÇ¢½÷{LB�YJå�{IK4��\{IKÚ@®�Êâ�
c{LB�®ñ{�3,1�AE&~$Õ��3Ì�t¡�C2-20{�Á�Êâ3mc{LBÇ�ÄI{
Ä{�{LBX�½\7�b4���øÇ3?X�½�&~½÷{LB�

ÕÕÕ???: å�<Y�ÌÉ/tmp ø9�ÇÕÁIKÇ
X4�aó/ ���Yø,1�½R�Jø�©G8tÊø9

¥ÃHÕÕ,�Ì~qÊø98-Ä�
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CCC2-20. Sysinstall Disklabel���öööììì-&&&~~~���ÄÄÄ{{{���

❀�*3X.&~å�{IKYÛÇ���~05E#Ä�)? ¥��ÇIKÇl��DuÍøÇ�­�
Y�,Ç�tÍøêÄ�M?{IK�

❀�OÁ��ÇIK(aÇ*�/ −Ê©Gø:)Ç>h�3.²ó¶ôº\ ¥êth{sliceÇl��C�z
�uRñ��Çé�UÇ�F3Q�cIK{Ú@(�C2-21Ä+)�3,1Q�1L�\ {Ú@ÇÝ1M

,+MB�G��,+GBÇÝVC,+ÎÁj{0*u,HÚ@�

CCC2-21.ÊÊÊøøø999&&&~~~888---

❀�*&~$ÿ�+{å�Ú@Ç�Ì
O�Ç3wrÇslice8�8-{partition��*æ�&~�Á¾�
¥Ãc{partitionÚ@Ç�a�BackspaceEÍøYJj	Ç?Q�512MÇ�C2-22Ä+�l�Ç�
�[ OK ]�
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CCC2-22.���ööö���IIIKKKLLLBBB

❀Q�qLB�zø¯3�OÁ{IK4©Gø:¤4b¦8-Ç�C2-23Ä+���ÇIK4©Gø:Ç
Ä1h� 
FS��Enter E�

CCC2-23.   


ÊÊÊIIIKKK¡¡¡nnn

❀!�ÇO�3�OÁ{4�Ç©Gø:ÇÄ1��·ªDisklabelYÇ©Gø:��zó���0Ç
�C2-24Ä+�Ê©Gø:{�z�/ ,Ä1>Q�/,l��EnterE�
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CCC2-24.   


ÊÊÊ���zzz���

❀¦¦�*P{IKÌ�+ó�ÁÞ�3a�­�Þc{Ä*1OÁÙÇ{IK�hOÁb¦8-{�

�Çø:XÌ¯3�RÇ�zóý°ÇO�b¦8-4X~�óø:Þ{�h3óOÁ!��ÇI

K/usr {��Ç3,1�z&~å�{LBÇýÄ�$IK��{8-�

❀3!ª{FreeBSD DiskLabel�öì�ÁÌ¡�C2-25,"�j	�3{ 

�ÄX3���QEqÄI
K{OÁ�

CCC2-25. Sysinstall Disklabel���öööììì
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2.7   


������ããã{{{���GGGÝÝÝ

2.7.1   


������ããã{{{���GGGÝÝÝ

❀�ãýJ�GÝóiLÇÝÞRû�ø:Rú~u)��Ç1ù�õè,~{�c8-��O{ 1Ý

iêäqÄ��{!Bø:Çt²Ä��GÝ\ÑãÞ{�~{��UNIX ÝFreeBSDcC/��z 
�
Ç÷½P{�GÝÒ,1êÇ
�²è{&~V�,1�D��¾��ãýJ�GÝ�

❀��F1,1�t���GÝ{Íõ 1fåÇ1ùÇ¢ÑÝ9êýJ�GÇ��Ç,1�Enter Ãt�
GÝ 
�Á�

❀�*��Co~��ÁÇ�{�XqÖ1ù 
å�óÁ��óqÄFreeBSD��qÄ����ãZ{
�XqÖ{fåÇ,1ó�69It�

❀�*��½��XÇ3¤�� 
Ý9ÍSh{�Ç 1��ê����a��HZèOc{�XÇ>

kD�99�

❀�lÇÝ9Ä��G{ø:4!y�{��*�c8-�êÇ~�)E 
C2-26¥{All?�Enter��
*Ze�c8-Xê{�Ç� 
!\7{ 1�X�Ze 
{4d4!\7{ÇO�ÙÆ�GÝ,1

ó�ãq��ò���u�

CCC2-26.   


���GGGÝÝÝ

2.7.2���ãããports���GGGÝÝÝ

❀h 
q3.��ã{\I�ÇzøÌ®¯3�X��ãFreeBSD Ports�GÝÖPorts�GÝ,1t3;
\0"��ã�GÝ�Portsýü?XÝ9�ö�GÄ��{Ç�ÍShÇ
4�ÇÝ9�Ä�ñ��ö1
ù�ã{©lø\��59�9ÿX�[&~Ports.

❀�ãÇ�?XÌ5�34d��ê{mc8-,ó 
Y�1��>�h½3��ê{mc8-�ø
�FreeBSD 9.1Çý¥ÇFreeBSD Ports CollectionLÕ3~500 MBLB{mc8-�é�£Ï{Çý3,�
��Íõ�J8-u�ãÆ¢�

User Confirmation Requested
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Would you like to install the FreeBSD Ports Collection?

This will give you ready access to over 24,000 ported softwar e packages,
at a cost of around 500 MB of disk space when "clean" and possib ly much
more than that if a lot of the distribution tarballs are loade d
(unless you have the extra CDs from a FreeBSD CD/DVD distribu tion
available and can mount it on /cdrom, in which case this is far less
of a problem).

The Ports Collection is a very valuable resource and well wor th having
on your /usr partition, so it is advisable to say Yes to this op tion.

For more information on the Ports Collection & the latest por ts,
visit:

http://www.FreeBSD.org/ports

[ Yes ] No

❀ 
[ Yes ]RÌ�ãPorts CollectionÇ
 
[ No ]�R!,Ç� P��Enter ���$�Ç 
�ã{
�GÝ{¶ôRò'ñ��

CCC2-27.hhh���333������ããã{{{���GGGÝÝÝ

❀�*é3{ 
¡tw?Ç> 
ExitRñÇhâ[ OK ]ú°à�+Çl��Enter ���

2.8   


333���&&&~~~{{{���ããã������
❀�*�,CDROMÝDVD�ãÇ&~05ER�)#tInstall from a FreeBSD CD/DVD�h�[ OK ]ú 
RÇl��Enter 
)�ãÇ��

❀�*�&~ÙÇ{0*�ãÇ> 
7h{�ã��l��L¶ô�+�q�ã�

❀�F1,1�+�ã��{ó"�Ò����Enter ,(Ã 
�ã���Á�
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CCC2-28.   


���ããã������

FTP���ãããÜÜÜ***: &~FTP�ãÇ�®«0*ÕÌÄ*ÃactiveÄFTP�úÄ*ÃpassiveÄFTPÝ4?,HTTPS®
qÖì�

ÌÄ*FTPÕ,FTPqÖì�ã

YÇ 1RÌ&Ä�{FTP�Q&~�Active�Ü*�YRÃ�/,3Û�Çb4,1&~ó�J�v�
ÏÇX|ÑúÄÜ*{FTP5��*3{Ëzó&~úÄÃå��ÄÜ*�ÔêÇ>¦ÌÄÜ*��¼

úÄÜ*FTPÕ/,3Û�,FTPqÖì�ã

$ 1Ìtsysinstall &~�Passive�Ü*u�ã�Y&z&~V,1�,Xã�~:û½TCP PORTSË
�{3Û��

FTP?,HTTPS®qÖìÕ?,HTTPS®qÖìÇ�FTPqÖì�ã

$ 1Ìtsysinstall /,HTTPNFÃ4¨�ì�øÄËtproxyqÖì�proxyqÖìÌ�:�ñ{>FÇ
l�/�FTPqÖì�O�/,HTTPNFÇÄ1,1�,3Û���~Y«0*Ç3���½proxyqÖì
{���

é��ÇFTPS®qÖì
ÓÇ/�ó&~V~�ÖÁ¥��3�~�{qÖì{~�ÖÇ�ó�@�nR�
Á�l�S®qÖìÒÌ�"ã�Ä�Ç]{qÖì�¾�Ç"÷3�,ftp.FreeBSD.org �ãÇ/,FTPS
®qÖìfoo.example.com Ç&~1234à=�

óY«<Y�Ç3,1toptionsh\ÇRFTP username÷�ftp@ftp.FreeBSD.org Ç·h÷�3{���G�

���ã��\IÇ�½FTP (Ý4úÄ*FTPÇ�*S®qÖì|Ñ{�)1
ùURL�ftp://foo.example.com:1234/pub/FreeBSD �

O�ftp.FreeBSD.org {/pub/FreeBSD ø9ÌúØRtfoo.example.com ��Ç3Ò,1,YYYÑÑÑåì(Ì
,ftp.FreeBSD.org ØR©G)�ã�
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2.9���ãããhhh���
❀t$��Ç,1
)�q�ãêÇY�43�½ÍÄt3{mc{!�åÌ�

User Confirmation Requested
Last Chance! Are you SURE you want to continue the installati on?

If you’re running this on a disk with data you wish to save then WE
STRONGLY ENCOURAGE YOU TO MAKE PROPER BACKUPS before proceeding!

We can take no responsibility for lost disk contents!

[ Yes ] No

❀ 
[ Yes ]l���Enter h��ã

❀�ãÄ�{�-ÌÊâ3Ä 
{�G��ã��1ù3�
{¤Ý
�ÄX3�ó�ã{,Ç¥Ì�

�Jfåu�+ø�{�Ý�

❀h3�t�Á{få,+.²�ãqÄêÕ

Message

Congratulations! You now have FreeBSD installed on your sys tem.

We will now move on to the final configuration questions.
For any option you do not wish to configure, simply select No.

If you wish to re-enter this utility after the system is up, yo u may
do so by typing: /usr/sbin/sysinstall.

[ OK ]

[ Press enter or space ]

❀��Enter1�q�ã�{{��

❀ 
[ No ]l��EnterÌR>�ãÇXÌé3{ø:�ÄÍÄ�3Ì�t�Á{fåÕ

Message
Installation complete with some errors. You may wish to scro ll
through the debugging messages on VTY1 with the scroll-lock feature.
You can also choose "No" at the next prompt and go back into the
installation menus to retry whichever operations have fail ed.

[ OK ]

❀�	YÇfå4O���ÀÜ����ãÇ��Enter �Ì¬
�ãÇ�ÃtÌ�ã�Á�,Ì�ã�Á
,1Rñ�ãÇ��
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2.10���ããã���{{{{{{���
❀�ãÄÕ�ÇÒ,1�q��Z{{�ê�Zsc�ã{FreeBSDø:��Ç&~sysinstall ? 


Configure�

2.10.1{{{���������

❀�*3��{�~PPP/,FTP�ãÇ��YÇ�ÁRXÌñ�Öt4Ä�{�øÇ3,1ã�ò){
��

❀�*.Íõ{ê���ÝRFreeBSD{����Ý4�ìÇ>k�Advanced Networking{#�©9�

User Confirmation Requested
Would you like to configure any Ethernet or PPP network devic es?

[ Yes ] No

❀�*�{���Ç> 
[ Yes ]l��Enter�d�> 
[ No ]���

CCC2-29.   


������÷÷÷÷÷÷

❀~05E 
3�{�{��z=Çl��Enter�

User Confirmation Requested
Do you want to try IPv6 configuration of the interface?

Yes [ No ]

❀ø9�|K­�dIPNFIPv4.²�êÇÄ1 
[ No ]l��Enter�

❀�*.AAc{IP/fNFIPv6Ç&~RAqÖÇ> 
[ Yes ]l��Enter�¯IRAqÖìRÌ�D�
Æ{�-�

User Confirmation Requested
Do you want to try DHCP configuration of the interface?
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Yes [ No ]

❀�*3X��DHCP (Dynamic Host Configuration Protocol�ÄÕÌå{�NF)Ç 
[ No ]l�
�Enter�

❀ 
[ Yes ]Ì�qdhclientÇ�*ÄÕÇÇÌ�ÄR�d{�få�Þ�Íõ{få>k��30.5��

❀�Á{�d{��+ê�ø²1Ô�÷÷{�ÄK­�d��{nº�

CCC2-30.{{{���ed0zzz===

❀&~TabE,1óÈÇyø�-�q#¦Ç>Q�7h{fåÕ

HostÃåìÖÁÄ

qr{åìÖÁÇ¾�ý¾¥{k6-2.example.com �

DomainÃ­ÖÄ

3åìÄó{­ÖÁÇ�ý¾{example.com

IPv4 GatewayÃIPv4��Ä

Q�RjâÝ��tÏà�d{åìIP�����håì4�dÞ{�Ç���b�Q���*YÑ
åì�*�3Û­�{��Ç>>>RRR$$$ÿÿÿ÷÷÷���888¸̧̧�IPv4��Ç�úÁ*å���Ýå�4�ì�

­ÖqÖì

ý��d¥{­ÖqÖì{IP���ý¾¥"÷åìÄó{�d¥��­ÖqÖìÇÄ1��{
4ISP
Ø{­ÖqÖì��Ã208.163.10.2 �Ä

IPv4��

ýåÄ&~{IP���ý¾�192.168.0.1 �

��Ùh

óYÇÛ­�¥Ä&~{��L4192.168.0.0 - 192.168.0.255 Çéa{��Ùh

4255.255.255.0 �
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ifconfig�ikj÷½

�[ifconfig ×
Ë��z=��{kj�ý)¾¥���

❀&~TabE 
[ OK ]l��EnterE�

User Confirmation Requested
Would you like to bring the ed0 interface up right now?

[ Yes ] No

❀ 
[ Yes ]l��Enter RÌRåì{��Ý�é~çÕ�åì�'éÄ{��ý,&~�

2.10.2{{{���������

User Confirmation Requested
Do you want this machine to function as a network gateway?

[ Yes ] No

❀�*YÑåì�*�ý��dZÙÇåì�-��jâÝ{��Ç> 
[ Yes ]l��Enter��*YÑ
åì�4�dÞ{Ê/��Ç> 
[ No ]?�Enter ���

2.10.3{{{������dddqqqÖÖÖ

User Confirmation Requested
Do you want to configure inetd and the network services that i t provides?

Yes [ No ]

❀�* 
[ No ]Ç�õ�dqÖÇ�telnetdRXÌé~�YøÇÏà~�RÃ�telnet��YÑåì�ý
åÞ{~�¤4,1telnettÏàåì{�

❀YJqÖ,1ó�ãqÄ���/etc/inetd.conf {�©Gué~Ç¢�>kÝ�30.2.1�1ÜzÍõ
{få�

❀�*3.�óÒ{�YJ�dqÖÇ> 
[ Yes ]Çl�Ì�t�Á{fåÕ

User Confirmation Requested
The Internet Super Server (inetd) allows a number of simple I nternet
services to be enabled, including finger, ftp and telnetd. E nabling
these services may increase risk of security problems by inc reasing
the exposure of your system.

With this in mind, do you wish to enable inetd?

[ Yes ] No

❀ 
[ Yes ]���

User Confirmation Requested
inetd(8) relies on its configuration file, /etc/inetd.con f, to determine
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which of its Internet services will be available. The defaul t FreeBSD
inetd.conf(5) leaves all services disabled by default, so t hey must be
specifically enabled in the configuration file before they will
function, even once inetd(8) is enabled. Note that services for
IPv6 must be separately enabled from IPv4 services.

Select [Yes] now to invoke an editor on /etc/inetd.conf, or [ No] to
use the current settings.

[ Yes ] No

❀ 
[ Yes ]Rã�3���dqÖ(ÝR#a�dqÖ�q
>{#ø«ý,�)

CCC2-31.���öööinetd.conf{{{���©©©GGG

❀ó��3.é~{qÖ�Ç��EscEÌñ��Çé�U,1t3¬
1ùâ?���

2.10.4ééé~~~SSH~~~999

User Confirmation Requested
Would you like to enable SSH login?

Yes [ No ]

❀ 
[ Yes ]"Ìé~sshd(8)Ç�Ò4OpenSSHqÖÇ��Ç�êt31�\{0*,ÏÇ6¯åì��
¶ê���OpenSSH{��Z-<Ç>kD�15.10��

2.10.5���ÖÖÖFTP

User Confirmation Requested
Do you want to have anonymous FTP access to this machine?

Yes [ No ]
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2.10.5.1XXXããã������ÖÖÖFTP666¯̄̄

❀ 
å�{[ No ]?��EnterER�l,1tóYÑåìÞ�BR{~�6¯FTP�

2.10.5.2ããã������ÖÖÖFTP666¯̄̄

❀�*3 
ã��ÖFTP?RÇ���d¥�[|Ñ,1&~FTPu6¯3{åì�óé~�Ö6¯��
a��D�d{�\¯���*��wÍõ���d�\{fåÇ>kÝ�159�

❀�é~FTP�Ö6¯Ç~05E 
[ Yes ]?�EnterE�ø:ÌÉñ��Z{h�fåÕ

User Confirmation Requested
Anonymous FTP permits un-authenticated users to connect to the system
FTP server, if FTP service is enabled. Anonymous users are
restricted to a specific subset of the file system, and the de fault
configuration provides a drop-box incoming directory to wh ich uploads
are permitted. You must separately enable both inetd(8), an d enable
ftpd(8) in inetd.conf(5) for FTP services to be available. I f you
did not do so earlier, you will have the opportunity to enable inetd(8)
again later.

If you want the server to be read-only you should leave the upl oad
directory option empty and add the -r command-line option to ftpd(8)
in inetd.conf(5)

Do you wish to continue configuring anonymous FTP?

[ Yes ] No

❀YJfåÌ·ª3FTPqÖ¤��ó/etc/inetd.conf ¥é~�"�3æ�ã��ÖFTPËzÇ>k
D�2.10.3�� 
[ Yes ]?�Enter��Öø:RÉñ�ïfåÕ

CCC2-32.ååå���{{{���ÖÖÖFTP{{{���

❀&~TabóX3{få	ã�-#¦Ç?�U��{fåÕ
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UID

~�I{É�ÖFTP~�{~�ID�Ä�Þ�{©G{aÌÑR4YÇID�

Group

�ÖFTP~�Äó{��

Comment

~�ó/etc/passwd ¥Ãc�~�{�Òufå�

FTP Root Directory

,Ø�ÖFTP~�&~{©GÄó{Êø9�

Upload Subdirectory

�ÖFTP~�Þ�{©G{?8 ��

❀å�{FTPÊø9R8ó/var ø9���*3{/varø98-X�1a�3{FTP�FÇ3,1RFTP{
Êø9��/usr ø9�{/usr/ftp ø9�

❀h3é�#{�Ñw?�Ç>�EnterE���

User Confirmation Requested
Create a welcome message file for anonymous FTP users?

[ Yes ] No

❀�*3 
[ Yes ]?��EnterEÇø:Ì�ÄK
©ý�öìt3�öFTP{¡hfå�

CCC2-33.���öööFTP¡¡¡hhhfffååå

❀$©ý�öìw)ee��L�+��få©ýÝ4ã�ò~3õ�{©ý�öìu���>�Ô�Á�

0�+{©G ��

❀�EscRfñ�Çå��a) leave editor{é�U��Enter Rñ?���ò'�Enter Râ?���
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2.10.6{{{������ddd©©©GGGøøø:::

❀�d©Gø:(NFS),1t3,1ó�dÞá03{©G��Ñåì,1{�ÄNFSqÖì�0�àÝÜ
V??�>k��30.3�1ÜzÍõ{få�

2.10.6.1 NFSqqqÖÖÖììì

User Confirmation Requested
Do you want to configure this machine as an NFS server?

Yes [ No ]

❀�*3X.�ã�d©Gø:Ç> 
[ No ]l��EnterE�

❀�*3 
[ Yes ]RÌñ��Çé�U
r3���OÁ�Çexports ©G�

Message
Operating as an NFS server means that you must first configur e an
/etc/exports file to indicate which hosts are allowed certa in kinds of
access to your local filesystems.
Press [Enter] now to invoke an editor on /etc/exports

[ OK ]

❀�EnterE���ø:ÌéÄ©ý�öìt3�öexports ©G�

CCC2-34.���öööexports©©©GGG

❀�L�+��]"Qñ{©Gø9Ý4ã�~3õ�{�öì�q�ö�>���Á�0�+{©GÖ

Áù ��

❀��EscEÌñ��äé�UÇå� 14a) leave editor���Enter ¬
?���

2.10.6.2 NFS000���ààà

❀NFS0�àã�3{åì6¯NFSqÖì�
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User Confirmation Requested
Do you want to configure this machine as an NFS client?

Yes [ No ]

❀�L3{��Ç 
[ Yes ]Ý[ No ]l��Enter�

2.10.7{{{���øøø:::ªªªààà

❀ø:
Øê�Ç 1,1t3{�ªà{,�0*�

User Confirmation Requested
Would you like to customize your system console settings?

[ Yes ] No

❀��Ýù{�YJ 1Ç> 
[ Yes ]?�Enter�

CCC2-35.øøø:::ªªªààà{{{���   111

❀!�~{ 1Ò4¶ôâ�Ç�ê�&~05ER�)#ÄtSaverl��Enter�
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CCC2-36.¶¶¶ôôôâââ���ÇÇÇ���   111

❀ 
3.&~{¶ôâ�Ç�Çl��Enter���Ãtø:ªà{��Á�

❀å�
é¶ôâ�Ç�{�-4300Æ��*�Í�$�-Ç>ò' 
Saver�l� 
Timeout?
�EnterE�ø:Ìfñ�Çé�U��Õ

CCC2-37.¶¶¶ôôôâââ������---÷÷÷���

❀3,1�z�#YÇ�Çl� [ OK ]?�Enter EÃtø:ªà{��Á�
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CCC2-38.RRRñññøøø:::ªªªààà{{{���

❀ 
Exitl���EnterEÌÃt�ã�{{��Á�

2.10.8{{{������KKK

❀{�3åì{�K,1tø:�ÄDt�[K­�-{#ÍÇ?%ó�q�JË�K#�{Ç��XÌ

ñF�

❀¾�¥"÷$Ñåì ��)À\{�K�>k�3Äó{�® �u{��

User Confirmation Requested
Would you like to set this machine’s time zone now?

[ Yes ] No

❀ 
[ Yes ]?��EnterE1{��K�

User Confirmation Requested
Is this machine’s CMOS clock set to UTC? If it is set to local ti me
or you don’t know, please choose NO here!

Yes [ No ]

❀Y°�L3åì�-{{�Ç 
[ Yes ]Ý[ No ]l��Enter�
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CCC2-39.   


333ÄÄÄÿÿÿ{{{���®®®KKK­­­

❀> 
7h{K­l��Enter�

CCC2-40.   


333ÄÄÄóóó{{{)))���

❀ 
3Äó{)�l��Enter�
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CCC2-41.   


333ÄÄÄóóó{{{���KKK

❀ 
3Äó{�Kl��Enter�

Confirmation
Does the abbreviation ’EDT’ look reasonable?

[ Yes ] No

❀5����K{ÀU4dthÇ�*�FÇ>�Enter (Ãø:�ã�{{��Á�

2.10.9 Linux ///���uuu

ÕÕÕ???: Y����7~�FreeBSD 7.X�ã,ÇÇ�*3�ã{4FreeBSD 8.XÝÍ°ÇýÇø:XÌÉñYÇ

+�

User Confirmation Requested
Would you like to enable Linux binary compatibility?

[ Yes ] No

❀ 
[ Yes ]?��Enter EÇRã�3óFreeBSD¥�qLinux{�G��ãÇ�Ì�ã�J�êËLinux
/�{�GÝ�

❀�*34/,FTP�ãÇ��3��Ët�dÞ����FTP5?XÌÝ9Ä�{�ã�GÝÃ¾
�Linux/��GÝÄÖX,Çã�3¤,1ò�ãYÇ1ø�

2.10.10{{{���`̀̀)))

❀$ 1,1t3óªàÞ&~®E`)="©	��*3~{`)4ÜÇ�<Ç>k�C~moused(8)Ö
1Rz��Ü�®E`){få�)¾¥&~{`)X4USBz=�Ã¾�ps/2Ýcomz={`)ÄÕ
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User Confirmation Requested
Does this system have a PS/2, serial, or bus mouse?

[ Yes ] No

❀�*3&~{4PS/2��=ÝBus`)Ç> 
[ Yes ]Ç�*4USB`)Ç�a 
[ No ]?�Enter�

CCC2-42.   


`̀̀)))¡¡¡nnn

❀&~05E 
Typel��Enter�

CCC2-43.÷÷÷���`̀̀)))NNNFFF

❀óYÇ¾�¥&~{¡n4ps/2̀ )ÇÄ1,1&~å�{AutoÃ�ÄÄ�3,1~05E 
\7{1
øÇh½ 
ê[ OK ]��Enter E¬
$�Á�
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CCC2-44.{{{���`̀̀)))ààà===

❀ 
Portl��Enter�

CCC2-45.{{{���`̀̀)))ààà===

❀"÷YÑåì~{4ps/2̀ )Ç3,1f~å�{PS/2 1�> 
7h{1øl��Enter�
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CCC2-46.éééÄÄÄ`̀̀)))qqqÖÖÖ���ÇÇÇ

❀ 
Enablel��Enter uéÄZ�A`)�

CCC2-47.���AAA`̀̀)))ÕÕÕ���

❀`)�b,1ó¶ôÞ#ÄÇ�Ò`)qÖ.²t�é~���> 
[ Yes ]�EnterE�d�`)��
{�ÄÕ− 
[ No ]?�AX3{{� 1�

❀ 
Exit?�EnterRÃtø:�ãqÄ�{{��Á�

2.10.11���ããã½½½���HHH{{{���GGGÝÝÝ(package)

❀Package4/��HP{���©GÇO$ÇY4�ã�G{�«"�{0*�

❀óY°*�¾�·¢RÉñ�ã�ÇpackageÄ�{,Ç��*��Ç¤,1óY�~ã��Ù
Æpackage��ãqÄ��Çsysinstall �l,1~u�ãÙÆpackage�
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User Confirmation Requested
The FreeBSD package collection is a collection of hundreds o f
ready-to-run applications, from text editors to games to WE B servers
and more. Would you like to browse the collection now?

[ Yes ] No

❀ 
[ Yes ]?�Enter R��package 
�ÁÕ

CCC2-48.   


Package¡¡¡///

❀ó�[��Ç��h��ã��Þ?ó{packageb,1�ã�

❀�* 
êAllÝìÇ�½{I¡Ç�ø:Ìïñ\\,~{package�~�)E#Ä�Õ ¥��
{packageÇ?�Enter�

❀ø:Ì�+,Ø 
{packageÕ

CCC2-49.   


Package
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❀�CÄ+Ç·¢ 
êbashshell�3,1Êâ��&~SpaceEuã  ½{package�ó¶ô&�nÌ
Éñpackage{;á�Ò�

❀'���TabEÇ,1ó!� ¥{package�[ OK ]Z[ Cancel ]�-uÃ#¦�

❀h3²��{packageÑ)���ã��Ç���Tab#¦t[ OK ]Ç±���Enter Ò,1Ãtpackage
 
h\ê�

❀&�05E,1~�ó[ OK ]Z[ Cancel ]�-�q#¦�Y«0��,1~u 
[ OK ]Ç±��
�Enter�,1Ãtpackage 
h\�

CCC2-50.���ããã½½½���HHH���GGGÝÝÝ

❀&~TabZ&�05E 
[ Install ]?�Enter�z�u��h�R��ã{½�HÝÕ

CCC2-51.hhh���RRR������ããã{{{½½½���HHHÝÝÝ

❀ 
[ OK ]?��EnterÒ,1
)½�HÝ{�ãê�óYÇ,Ç¥3Ì�t�ã{#�fåÇ�t�
ãqÄ���>�?
�4d�FØfåñ��
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❀óqÄ½�HÝ{�ã��ÇÒ��ê!�{{�~ã��*3�� 
�[½�HÝÇ?æ��z�

�!�{{�~ãÇ�,1 
Installu!,�

2.10.12������~~~���ZZZ���

❀ó�ãø:{,Ç¥Ç3a���è�Ç~�Ç1�½�z1root ~�{üP~9�~1â?Ù~�j

â{ÊIK/�iBÇO$~root üPäqÇ�,�RÙ·¤�w��Á{
+få�ëêYø),�Q

u{ÍL[§Õ

User Confirmation Requested
Would you like to add any initial user accounts to the system? Adding
at least one account for yourself at this stage is suggested s ince
working as the "root" user is dangerous (it is easy to do thing s which
adversely affect the entire system).

[ Yes ] No

❀ 
[ Yes ]?�Enter ý,
)
O~�{,Ç�

CCC2-52.   


~~~���

❀~F>Eu 
Userl��Enter�
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CCC2-53.������~~~���fffååå

❀�Á{ÃcfåÌñ�ó¶ô{�0Ç,1&~TabEu#¦X3{1øÇ1"Q�#�fåÕ

Login ID

c~�{~9ÖÃ��u��UÄ

UID

YÇ~�{ID�RÃ�*XUÇø:�Ä��Ä

Group

YÇ~�{~9�ÖÃ�*XUÇø:�Ä��Ä

Password

YÇ~�{·hÃE�YÇ��i�û¼Ä

Full name

~�{\ÖÃ�:�÷ÕÄ

Member groups

YÇ~�Äó{�

Home directory

~�{Ìø9Ã�*XUÇø:�Ä��Ä

Login shell

~�~9{shellÃå�4/bin/sh Ä�

❀�,1R~9shell�/bin/sh ��/usr/local/bin/bash Ç1"&~/�1packageo*�ã{bash
shell�X�&~�ÇX?ó{Ý3X�~9{shell�!/~{shell4&~BSD-world{C shellÇ,1/,�
½/bin/tcsh u���
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❀~��,1ú��twheel �¥Äê�Ç§ÿ~�Ç,
p�root Y!�

❀h3¡úw?�ÇE�[ OK ]EÇ~�Z��®h\RÌ­cñ��

CCC2-54.RRRñññ~~~���ZZZ������®®®

❀�*�ÙÆ{��Ç$�¤,1��ÙÆ{��$iÇ¤,1/,sysinstall ó�ãqÄ����Ç

¢�

❀h3qÄ��~�{��Ç 
Exitl�E�Enter ���Á{�ã�

2.10.13÷÷÷���root···hhh

Message
Now you must set the system manager’s password.
This is the password you’ll use to log in as "root".

[ OK ]

[ Press enter or space ]

❀E�Enteru÷�root ·h�

❀·h��th�Q�Ü'�ÈtÏÓÇ3�� 
�ÇX�4��{=
�>Õ?3Q�{=
XÌÃ

�Ç�XÌ�+hR�

New password:
Retype new password :

❀·hÄÕE��Ç�ãR���
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2.10.14RRRñññ���ããã

❀�*3��÷�ÙÆ�d÷÷ÇÝ��qÄÙÆ{{�Ó*Ç,1ó$�ÝV/�/,sysinstall u�

q{��

User Confirmation Requested
Visit the general configuration menu for a chance to set any l ast
options?

Yes [ No ]

❀ 
[ No ]l�E�Enter(ÃtÌ�ãh\�

CCC2-55.RRRñññ���ããã

❀ 
[X Exit Install]l�E�Enter�3,���h�4d]{Rñ�ãÕ

User Confirmation Requested
Are you sure you wish to exit? The system will reboot.

[ Yes ] No

❀ 
[ Yes ]��*34,CDROMZs{ø:Ç�Ìñ��Á{
+få�F3Rñ�cÕ

Message
Be sure to remove the media from the drive.

[ OK ]
[ Press enter or space ]

❀óø:
)­é��ÇCDROMPÄì4ÃÔ{�CDROM�Ã�Ò,1Rñ�cê(Ä*�O)��[ OK ]
­éø:�

❀$�ø:R­céÄÇO$>�?4dÌñ��JFØfå���Z{û�Ç>kD�2.10.16��
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2.10.15{{{���ÙÙÙÆÆÆ���dddqqqÖÖÖ

Æ*Tom Rhodes.

❀�*��bèY��­{²èÇ��{��dqÖé�cC
ÓÇi,�Ì4�Gi��4{/<��

dÇÝiInternetÇé�ÝiFreeBSDó�{Ä��Sv*ø:
ÓÑ��­��O$ÇD�éFreeBSD

Ø{T�{�du��1ê�Ìi�ÐÏ�ó�ã,Ç¥ê�YJ�#Ç�êhâ~�ÍP�®�Æ¢,

1~t{È«qÖ�

❀�dqÖ4�J,1zBu��dÞ�[�0{|Ä
b{Q�få{Ç��|¢��ÑóCÅhâY

JÇ�XÌ)�[��3{�/<�Xs{4ÇÇ�Ê¢?X4�\��{q|ÇO$Ç�dqÖÇ�¥

{&ÉÇ"�,�úÔâV¼~u)�J /�O
Ç�é~�J3�w����{qÖÒi­�ê��

*?ó&¯Ç��Ò!PX�ó3����Ç��éÄ�[�dqÖ�3,1/�/,ò'äqsysinstall
Ý�zCÓ{�/etc/rc.conf u±�é~YJqÖ�

❀ 
Networking 1R��+�Ç¡��Á{h\Õ

CCC2-56.���ddd{{{������ÞÞÞ���{{{���

❀��Ç 1ÇInterfacesÇ.²ó�Á{�2.10.1�¥),{�ÇO$�ó,1Q,Ç�

❀ 
AMD 1ÇR��é�BSD�Ä�zÇ�{|Ñ�YÇÇ�/�ÌZNFSNF(-<kD�©){\
&~Ç1"�Ä�ñÏÇ©Gø:�é~ÇX��ó$��q�O{�i{��

❀��q4AMD Flags{kj 1� 
Ç��ÇÌfñ�Çt3 
AMD kj{�h\�h\¥Ý9�
øï{ 1Õ

-a /.amd_mnt -l syslog /host /etc/amd.map /net /etc/amd.ma p

❀-a  1~u÷�å�{�z �ÇY°&~{4/.amd_mnt ø9�-l �½å�{��©GÖb4Çh&

~syslogd �ÇÄ�ó��¥�9{ÙÄÇÑÌ��tø:��qÖV�/host ~u�zÏÇÌåÞQñ

{©Gø:Ç
/net ø9�~u�z,�½IP��Qñ{©Gø:�/etc/amd.map ©G½Bê~�AMD
{å�Qñ 1�

❀Anon FTPã��ÖFTP6¯� ¥YÇ 1Ç,1&YÑåìÄ��Ñ�ÖFTPqÖì��Õ?é~Y
Ç 1{�\Z��ø:R&~�i{h\u�Ò�\Z�Z��Z{{��
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❀Gateway 1,1&Rýå{�Ä��Ñ1�·¢�ë,{����*3ó�ã,Ç¥XBe ¥
êGatewayÇ�,1óY°~YÇ 1uR>�

❀Inetd 1~u{�Ýq\¢~�ÁÿX,{inetd(8)qÖÇ��

❀Mail~u{�ø:å�{MTA Ý�G�QS®� 
YÇ 1Rñ��Á{h\Õ

CCC2-57.   


ååå���{{{MTA

❀Y°É3
Øê�Ç�ãMTA ?RÙ{��å��{åÌ�MTA 4�«�êR�G>�Éýø:Ý�É
�Þ{~�{�GqÖ�

❀ 
SendmailRÌ�ã�I�q{sendmailqÖÇY�4FreeBSD{å�{��Sendmail local 1,
+Rsendmail÷�å�{MTAÇb¢�Ù,InternetÞzB�G{�Å�$i¤��JÙÆ 1ÇPostfix
ZExim¦Sendmail{Õ�¡��Ç¢ÜV�,1=��GÖX,Ç�J~�Ìõ¡&~Ç¢S�sendmail
MTA�

❀ 
MTA Ýû½X� MTA ��Ç�d{�h\{��1R4NFS client�

❀NFS client0�à,1&ø:/,NFS¦qÖì�q/f�NFSqÖì/,NFSNF,1&ÙÇó�d
Þ{åìu6¯��{©Gø:��*YÑåì�*��ÑÕÁ{qÖìÇYÇ 1,1â�X ��*

é~ÇÇ3ó��¤���qÍõ{ÙÆ{�Ö>kD�30.3�1ê���{�0�åZqÖì{��Z
-<�

❀z�u{NFS server 1Ç,1t3Rýåø:{��NFSqÖì�YÌ�ÄRéÄRPCÏÇ,Ç®~
{fåU�{�©G�RPC4�«óõÇÌåZÇ��-�qËz��{å��

❀��14Ntpdate 1ÇÇ�êÿ®�-3Z�h 
Ç�ÇÌñ��Ç4�ÁÄ�{h\Õ
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CCC2-58. Ntpdate{{{���

❀,YÇh\ 
�Ç¬3!£{qÖì� 
v£{qÖìÇ�Ï�
°�-3Z{°ÝÇO�vÏ{

qÖì{ËzÒÔ,�Ì�vL�

❀��Ç 14PCNFSD�YÇ 1R�ã�®0�GÝnet/pcnfsd �Ç,1~u�Ã��q
ØNFS�
yqÖ{v*ø:Ç���{MS-DOS
ØqÖ�

❀%¶t������ÙÇ 1Õ

CCC2-59.���ddd{{{������������{{{���

❀rpcbind(8)Çrpc.statd(8)Zrpc.lockd(8)Y®ÇÇ�4~u
ØÏÇ,Ç®~(RPC)qÖ{�rpcbind Ç�

�®NFSqÖìZ0�à{/fÇY4NFSthÓ*{���
�rpc.statdÇ�,1ZÙÇÌå
Þrpc.statdÇ�b�Ç1
ØçÕ);�YJçÕç·å�<Y�Ìâ?t/var/db/statd.status ©G

¥�!�{�14rpc.lockd 1Ç�*é~Ç�R
Ø©GÞÃqÖ�/�RÇZrpc.statdÉ~Ç1)@
ýJÌåÌ>Fé©G�qÞÃv*Ç1ùY«v*{ª$ÇÝ�¦��Ü1Õ�é�®A:��~Çb

Ç¢?X4NFSqÖìZ0�àt�äqÄ��{�
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❀��Ç1ø4RoutedÇY4�Ç4�Ç��routed(8)Ç��®�d4�,Ç��õB4�Ç?%|Ñó
�dÞ¦ÇÔ®#Ë{Ìåu��Ç{4�,{>F�Çú�-�a~óý��d¥?ÈÜø��{n

º�h 
Ç�Ç�Ç�h\Ìu®¯3YÇÇ�{å� ��å�{ �.²ú½B,Ç3,1 


EnterEÇ�,1��ÙÇ{E�Y�Ìñu��Çh\u®¯3��Érouted Ç�{kj�å�{

4-q kj�

❀z�u4Rwhod 1Ç ¥ÇÌé~rwhod(8)Ç�óø:ð��{���rwhodÇ�/,�d±Ïu{

�Bø:fåÝ1�0��{üPuBøYJfå�Íõ{få,1��ruptime(1)Zrwho(1)C~��

❀pj��Ç 14sshd(8)Ç��Ç,1/,&~OpenSSHu
Ø�\{shellqÖÇ·¢M?/,&~Ç
u&~telnetZFTPqÖ�sshdqÖ/,&~�·�bu
O,�Ñåìt��Ñåì{�\Ëz�

❀!���ÇTCPj0 1�Y,1~uj0óRFC 1323ZRFC 1644°½B{TCPÕ��h�õÌå1
°¤Ëzýå�Ç,�ÌZåìJËzú¿ï�·¢XM?&~YÇ 1Çb4h&~ÕÁ{Ìå�,1

,ÇÞÁzt�JPÿ�

❀�ó3.²{�qÄê�dqÖÇ3,1%Ä¶ôtº\ 
X Exit1ÇRñ����Ç{�\IÇÝ;
\� 
Ü'X Exit�� 
[X Exit Install]uRñsysinstall�

2.10.16 FreeBSD {{{éééÄÄÄ,,,ÇÇÇ

2.10.16.1 FreeBSD/i386 {{{éééÄÄÄ,,,ÇÇÇ

❀�*éÄt�Ç3R�tó¶ôÞ�iõfå%ÄÇ!�3Ì�t~9×
q�3,1/,E

�Scroll-LockZ&~PgUp¦PgDnu��fåÇòE�Scroll-LockÃt×
q�

❀�9få,�XÌ�+Ã¥àK{!�Ä�3,1/,E�dmesgu���

❀&~3ó�ã,Ç¥÷�{~�Ö/·hu~9�Ã¾�¥&~rpratt Ä�ø:��{��>X�~root

~�~9�

❀�n{éÄfåÕÃ�QÇýfåÄ

Copyright (c) 1992-2002 The FreeBSD Project.
Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992 , 1993, 1994

The Regents of the University of California. All rights rese rved.

Timecounter "i8254" frequency 1193182 Hz
CPU: AMD-K6(tm) 3D processor (300.68-MHz 586-class CPU)

Origin = "AuthenticAMD" Id = 0x580 Stepping = 0
Features=0x8001bf<FPU,VME,DE,PSE,TSC,MSR,MCE,CX8,MM X>
AMD Features=0x80000800<SYSCALL,3DNow!>

real memory = 268435456 (262144K bytes)
config> di sn0
config> di lnc0
config> di le0
config> di ie0
config> di fe0
config> di cs0
config> di bt0
config> di aic0
config> di aha0
config> di adv0
config> q
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avail memory = 256311296 (250304K bytes)
Preloaded elf kernel "kernel" at 0xc0491000.
Preloaded userconfig_script "/boot/kernel.conf" at 0xc0 49109c.
md0: Malloc disk
Using $PIR table, 4 entries at 0xc00fde60
npx0: <math processor> on motherboard
npx0: INT 16 interface
pcib0: <Host to PCI bridge> on motherboard
pci0: <PCI bus> on pcib0
pcib1: <VIA 82C598MVP (Apollo MVP3) PCI-PCI (AGP) bridge> a t device 1.0 on pci0
pci1: <PCI bus> on pcib1
pci1: <Matrox MGA G200 AGP graphics accelerator> at 0.0 irq 1 1
isab0: <VIA 82C586 PCI-ISA bridge> at device 7.0 on pci0
isa0: <ISA bus> on isab0
atapci0: <VIA 82C586 ATA33 controller> port 0xe000-0xe00f at device 7.1 on pci0
ata0: at 0x1f0 irq 14 on atapci0
ata1: at 0x170 irq 15 on atapci0
uhci0: <VIA 83C572 USB controller> port 0xe400-0xe41f irq 1 0 at device 7.2 on pci0
usb0: <VIA 83C572 USB controller> on uhci0
usb0: USB revision 1.0
uhub0: VIA UHCI root hub, class 9/0, rev 1.00/1.00, addr 1
uhub0: 2 ports with 2 removable, self powered
chip1: <VIA 82C586B ACPI interface> at device 7.3 on pci0
ed0: <NE2000 PCI Ethernet (RealTek 8029)> port 0xe800-0xe8 1f irq 9 at
device 10.0 on pci0
ed0: address 52:54:05:de:73:1b, type NE2000 (16 bit)
isa0: too many dependant configs (8)
isa0: unexpected small tag 14
fdc0: <NEC 72065B or clone> at port 0x3f0-0x3f5,0x3f7 irq 6 d rq 2 on isa0
fdc0: FIFO enabled, 8 bytes threshold
fd0: <1440-KB 3.5" drive> on fdc0 drive 0
atkbdc0: <keyboard controller (i8042)> at port 0x60-0x64 o n isa0
atkbd0: <AT Keyboard> flags 0x1 irq 1 on atkbdc0
kbd0 at atkbd0
psm0: <PS/2 Mouse> irq 12 on atkbdc0
psm0: model Generic PS/2 mouse, device ID 0
vga0: <Generic ISA VGA> at port 0x3c0-0x3df iomem 0xa0000-0 xbffff on isa0
sc0: <System console> at flags 0x1 on isa0
sc0: VGA <16 virtual consoles, flags=0x300>
sio0 at port 0x3f8-0x3ff irq 4 flags 0x10 on isa0
sio0: type 16550A
sio1 at port 0x2f8-0x2ff irq 3 on isa0
sio1: type 16550A
ppc0: <Parallel port> at port 0x378-0x37f irq 7 on isa0
ppc0: SMC-like chipset (ECP/EPP/PS2/NIBBLE) in COMPATIBL E mode
ppc0: FIFO with 16/16/15 bytes threshold
ppbus0: IEEE1284 device found /NIBBLE
Probing for PnP devices on ppbus0:
plip0: <PLIP network interface> on ppbus0
lpt0: <Printer> on ppbus0
lpt0: Interrupt-driven port
ppi0: <Parallel I/O> on ppbus0
ad0: 8063MB <IBM-DHEA-38451> [16383/16/63] at ata0-maste r using UDMA33
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ad2: 8063MB <IBM-DHEA-38451> [16383/16/63] at ata1-maste r using UDMA33
acd0: CDROM <DELTA OTC-H101/ST3 F/W by OIPD> at ata0-slave u sing PIO4
Mounting root from ufs:/dev/ad0s1a
swapon: adding /dev/ad0s1b as swap device
Automatic boot in progress...
/dev/ad0s1a: FILESYSTEM CLEAN; SKIPPING CHECKS
/dev/ad0s1a: clean, 48752 free (552 frags, 6025 blocks, 0.9 % fragmentation)
/dev/ad0s1f: FILESYSTEM CLEAN; SKIPPING CHECKS
/dev/ad0s1f: clean, 128997 free (21 frags, 16122 blocks, 0. 0% fragmentation)
/dev/ad0s1g: FILESYSTEM CLEAN; SKIPPING CHECKS
/dev/ad0s1g: clean, 3036299 free (43175 frags, 374073 bloc ks, 1.3% fragmentation)
/dev/ad0s1e: filesystem CLEAN; SKIPPING CHECKS
/dev/ad0s1e: clean, 128193 free (17 frags, 16022 blocks, 0. 0% fragmentation)
Doing initial network setup: hostname.
ed0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICA ST> mtu 1500

inet 192.168.0.1 netmask 0xffffff00 broadcast 192.168.0. 255
inet6 fe80::5054::5ff::fede:731b%ed0 prefixlen 64 tenta tive scopeid 0x1
ether 52:54:05:de:73:1b

lo0: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST> mtu 163 84
inet6 fe80::1%lo0 prefixlen 64 scopeid 0x8
inet6 ::1 prefixlen 128
inet 127.0.0.1 netmask 0xff000000

Additional routing options: IP gateway=YES TCP keepalive= YES
routing daemons:.
additional daemons: syslogd.
Doing additional network setup:.
Starting final network daemons: creating ssh RSA host key
Generating public/private rsa1 key pair.
Your identification has been saved in /etc/ssh/ssh_host_k ey.
Your public key has been saved in /etc/ssh/ssh_host_key.pu b.
The key fingerprint is:
cd:76:89:16:69:0e:d0:6e:f8:66:d0:07:26:3c:7e:2d root @k6-2.example.com

creating ssh DSA host key
Generating public/private dsa key pair.
Your identification has been saved in /etc/ssh/ssh_host_d sa_key.
Your public key has been saved in /etc/ssh/ssh_host_dsa_ke y.pub.
The key fingerprint is:
f9:a1:a9:47:c4:ad:f9:8d:52:b8:b8:ff:8c:ad:2d:e6 root @k6-2.example.com.
setting ELF ldconfig path: /usr/lib /usr/lib/compat /usr/ X11R6/lib
/usr/local/lib
a.out ldconfig path: /usr/lib/aout /usr/lib/compat/aout /usr/X11R6/lib/aout
starting standard daemons: inetd cron sshd usbd sendmail.
Initial rc.i386 initialization:.
rc.i386 configuring syscons: blank_time screensaver mous ed.
Additional ABI support: linux.
Local package initialization:.
Additional TCP options:.

FreeBSD/i386 (k6-2.example.com) (ttyv0)

login: rpratt
Password:

68



❀❀29❀�ãFreeBSD

❀	ÄRSAZDSA·Øó�vz{åìÞ,���i��-�Y�4�Çc�ã�{D'éÄÇ1�{é
ÄÌ#zÍO���

❀�*.²qÄXqÖì{{�Ç%�½êå�{óÁ	=�®ìÇÒ,1ó×
qE�startx uéÄÇ

ê�

2.10.17 FreeBSD ���ååå

❀th{��v*ø:4i­�{�X������Í�D�Ç3��Ä��Ç§ÿ~�Ç/,E�su ×


u"��l�Q�root ·h�Y��~�4wheel �{�ÖÄÊ�l�Ç1root E�shutdown -h

now×
�

The operating system has halted.
Please press any key to reboot.

❀hshutdown×
�ñ�Ç¶ôÞñ��Please press any key to reboot�få�Ç3Ò,1�\{���®
åê��*���?�ÇEÇ�®åR­céÄ�

❀3��ê&~Ctrl +Alt +Del�\Eu­céÄ�®åÇb4XM?&~YÇv*�

2.11���DDD¯̄̄���
❀�ÁR�ë�Jó�ã,Ç¥�D{¯�Ç4�[ç·�	{¯�Ç�[v­éÄFreeBSDZMS-DOS
ÝWindows�

2.11.1hhh333±±±tttFFFØØØ���ÇÇÇaaa���������)))ÚÚÚ

❀��PC�è{!�ÇmG5�X,�100%�,"Çb4�J¯�43,1���û{�

❀D�5���3&~{FreeBSDÇý{mG/��Ò (http://www.FreeBSD.org/releases/index.html)©l�
�3&~{4d4ú|Ñ{mG�

❀�*3&~{mG4ø:|Ñ{Çb�l±tê�åÝÙÆ¯�Ç���É�½�{�X�Y�ê|Ñ

å�{GENERIC�XÄX|Ñ{÷÷�óZscÞ{�X"½ýLõj{mGÇþ��ñ¢÷�{0*{

�êIRQ�IO��ZDMA /w��*3{mG­c�qê{�Ç�,����ö�X{�Ç?­c�H�
XÇ1"·ªFreeBSDtý°V�I÷÷�

❀ø$�iÇ�,�±tY«<YmÇýæ�ì«?X?ó{÷÷�ÇÌ�vtÙÆ÷÷{5�?&Ù�

½�Y«<Ym�a¢�PÄÇ�5�,�s�àB{÷÷�

ÕÕÕ???: �J�ã¯�,1�ÏÍcmG{Ç�u�ûÇ�/4ÌÆ{BIOS�L\I{ÌÆ��ÛÑÌ
Ø�5É
~��ñc{BIOS1ù
Ø�[Íc{�Ò�

���õ��Û�ñOFÇø:��d�X�44ÍcBIOS�O�Íc{,Ç,,,���Ì�	¯�Ç�
»3BIOS
_¡�
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2.11.2&&&~~~MS-DOS®ZZZWindows® ©©©GGGøøø:::

❀ø�ÇFreeBSDßX|Ñ/,Double SpaceTMÇ�¸À{©Gø:�O$Ç�*æ�FreeBSD6¯j
âÇ�aD��¸ÀYJ©Gø:�Y1Ó*Ç,1/, �Start> Programs > System Toolsh\
{Compression AgentuqÄ�

❀FreeBSD,1|Ñä�MS-DOS{©Gø:Ã��úÁ�FAT©Gø:Ä�mount_msdosfs(8)×
�ê²
Yø{©Gø:�zt��{ø9�è¥Ç?ã�6¯FAT©Gø:Þ{���/�·¢?X�z&
~mount_msdosfs(8)Ç�ÇÇ�ÄÌó/etc/fstab ¥{ì�qú®~ÝVúmount(8)Óä?{\7h{k
ju®~�

❀/etc/fstab ¥�Ç�n{¾�Õ

/dev/ad0sN /dos msdosfs rw 0 0

ÕÕÕ???: /dos ø9��/�?ó�Íõ��/etc/fstab {û�Ç>kÝfstab(5)�

❀�Ç&~mount(8)�ñMS-DOS©Gø:{¾�Õ

# mount -t msdosfs /dev/ad0s1 /mnt

❀ó$¾�¥ÇMS-DOS©Gø: �Ìmc{��ÇIK�3{<Y,�¦ZX3Ç��×
dmesg

Zmount {Qñ�Ç¢a�,1t3zt�ê{IKfå�

ÕÕÕ???: FreeBSD,�&~ZÙÆv*ø:X3�j0�u)��cslicesÇ�/���ñ{4ÇMS-DOS{j0I
K/�Ì�MS-DOSÌIKú)��Í°{j��,1&~fdisk(8)ÓäuÐÏ�½ýJslicesa�FreeBSDý
J4a�ÙÆ{v*ø:�

❀NTFSIK�,1/,¡�mount_ntfs(8)×
�zóFreeBSDÞ�

2.11.3\\\øøøùùùFFF���{{{���DDD¯̄̄���ZZZ���ûûû000���

1.·{ø:óZstæ�mG��	ê�å��ã,Ç¥q�I�ÇÝ��5�t�P�

FreeBSDóéÄ,Ç¥�-&~êi386�amd64ùia64²Ñ
Ø{ACPIqÖu5�ø:{��Xs{4Ç
óACPIPÄZÌÆBIOS¥?ó�Jbug��*±tY«<YÇ,1óø:Zs�¢~ACPIÇÙ0�4ó�
®~ãZs�ñì�&~hint hint.acpi.0.disabled Õ

set hint.acpi.0.disabled="1"

Y�÷�Ìóø:­é���HÇO$Ç�*��{�Ç3aó/boot/loader.conf ©G¥�

�hint.acpi.0.disabled="1" ���Zs�ñì{��Z-<Ç>kD�13.1��

2.ómc�ãFreeBSD��{D'éÄ�Ç�X�ñ?5�êmGÇbÉñ�ï>å?*�äqÕ
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changing root device to ad1s1a panic: cannot mount root

Y4��Ã/Ú·���)Ú

�iZsÐÏfå°
t{bios_drive:interface(unit,partition)kernel_name 4��Ú

ø:óÿ®Zsc:ø:¥{��Lc���Ç�u.È{¯��BIOSf~{�R0*��ZFreeBSDX
��Ç
÷�RÙ#��ø�i
th�"��

O
Çó�	Y«<Y�ÇFreeBSD,�Ì���JÐÏb�It�c��Ü«�D{<YÇóYJ<Y
�3Ñ��CÓ·ªFreeBSDÊ©Gø:ÜL{ ��Y4/,·ªZs�ñìBIOS�c�R��c¡n
1ùFreeBSD¥{�«�c{�Ru"�{�

��«<Y4�ÜLIDEmcÇI/{��éaIDE�"Þ{Ì(master)÷÷Ç?æ�FreeBSD,��Lm
cÞéÄ�BIOSRÜLmc#/��c0Z�c1Ç
FreeBSD�RÙI/w)ad0 Zad2�

FreeBSD �BIOS�c1ÇÙ¡n4ad 
FreeBSD�c�R�42ÇO$Ç3aQ�Õ

1:ad(2,a)kernel

Õ?Ç�*3{Ì�"Þ�,÷÷Ç�Y�{�4X��{(O�Yø{�4F{)�

��«<Y4,SCSI�céÄÇbø:¥�ãê�ÇÝõÇIDEmc�Y�ÇFreeBSD�c�RÌ�BIOS
�c�RB��*3�ÜLIDEmcÇ1ù�LSCSImcÇ�SCSImcRÌ4BIOS�c2Ç¡n�da


FreeBSD�c�R40ÇO$Ç3aQ�Õ

2:da(0,a)kernel

u·ªFreeBSD3æ�,BIOS�c2ZsÇ
Ç4ø:¥{��LSCSImc�"����LIDEmcÇ�
a11: S��

�`3h½êa ~{th{�ÇÒ,1~)ï{©ý�öì²ÇUt/boot.config ©G¥ê�ø:�q

�½ÇFreeBSDR&~YÇ©G{��Ç*�éboot: 
+{å�Ãa�

3.ómc�ãFreeBSD��{D'éÄ�ÇBoot Manager�4ÉñêF?{h\
+Çb?X��Zs,

Ç�

ó3�ãFreeBSD�qtIK�öì�Ä÷�{�cÚ@fåXé�>ÃtIK�öì?�½th{�c
Ú@�Y«<Y��­c�ãFreeBSD�

�*3Ã�h½ó3åìÞ{thÚ@fåÇ,1~�ÇB��Õó�c
){�0�ã�ÇB{DOSI
KÇ?óÙ��ãFreeBSD��ãÇ��ê�tYÇDOSIKÇ?¼~ÇM��c{Ú@fåÇY/�Ì
�ÄÐÏ�

�Á{��XòM?&~ÇóY°�Øk�Õ

�*3tï÷OÁ�äqFreeBSD{qÖìÝÓ*5Ç
Ã��D(��)¦DOS�LinuxÝÙÆv*ø:{/�
uÇ�,1&~rÇmc(IK�öì¥{A)Ç 
FreeBSDÕ3rÇmc��Ç×K{:)ï 1�YÌ·ø�
��cÚ@{�#&�ÇbÌ!�31�äqFreeBSD1i{ÙÆv*ø:{�Å�
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4.ø:Itêed(4)��Çb�4ç÷÷§�(device timeout)FØ�

3{��,�&~ê¦/boot/device.hints ©G¥�½{IRQX3{¥ä>FR�ed(4)PÄå�<Y�
?X|Ñ���{�(óDOS¥&~EZSETUP{�{�)Çb�*3ó��{hints¥�½-1Ç"Ì&~�

{��

3a&~��{!"�qm{�(Êâ�����X÷�)Ý/,hint hint.ed.0.irq="-1" RIRQ�½
�-1�YÌ·ª�X&~�{��

��Ç,�43{��&~IRQ 9ÇYÌ¦IRQ 2á~3�¥ä>F"Ç3��4s�¯�{�Ç�DÆ
O(�/4VGA�&~IRQ 2{��¼)�3a¦Þ�½&~IRQ 2Ý9�

5.

hóX11ªà¥äqsysinstall{��Ç±º{	�#é��½º{òµ#z
1ÝÖ�������tY
Ça~Ç�
Ø°é�Ý{0�Ú

�*�.²�ãêX11?%sysinstallóxterm(1)ÝVrxvt(1)¥å�{Ôº&z©	
1&�Ç,1ó�
{~.Xdefaults ¥��XTerm* color7: #c0c0c0 Üzý½º{òµ�

2.12°°°ÿÿÿ���ããã������
Æ*Valentino Vaschetto.ÍcMarc Fonvieille.

❀Y�Ì�Ãcó�J�O<Y��[�ãFreeBSD�

2.12.1óóó���ÇÇÇ���������+++ìììÝÝÝEEEccc{{{øøø:::ÞÞÞ���ãããFreeBSD

❀Y«¡n{�ãw)�headless installÃÃ>�ãÄ�ÇO3t��ãFreeBSD{åìX4�Q�+ìÇÒ
4�����3,�Ì¯����ãÚ,1&~�Ç�q;�Ñ��q;�ÑäýÞ4&~�i�Ñåì

ußhÌ�+÷÷ZEc��Yø)Ç���q�Á{Z½Õ
O�ãUSB�AÕÇ>��2.3.7����
ÒÖ$iÇ�,�ñISOn4©GÇä�>kÝ�2.13.1��

❀�R�ã����&~�=;�ÑÇ����ÁYJZ½uv*(�*&~CDROM�,!,��Z)Õ

1. 
�ãUSB�AÕZs?���=;�Ñ

�*&~¦¦�*{USB�AÕZsø:Ç�FreeBSDÌ��t�{�ãÜ*�·¢æ�Zst�=
;�ÑuqÄ�ã��ê)tY��Ç��óFreeBSD¥&~mount(8)�ñUSBc�

# mount /dev/da0a /mnt

ÕÕÕ???: 3��Êâ"�<Y����{ÖÁ�

�ó�Pê�AÕÇ3��éÙ�q{�
Ù���=;�Ñ��$Ç��óUSB�AÕ¥
{loader.conf ©G¥���Á{Yq{�Õ
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# echo ’console="comconsole"’ >> /mnt/boot/loader.conf

YøÒqÄêéUSB�AÕ{{�Ç3a&~umount(8)×
RÙW�Õ

# umount /mnt

�óÒ,1¯�USB�AÕ?��Y�,Ç{�®Zê�

2. 
�ãCDZs?���=;�Ñ

�*3�z&~ISOn4(see�2.13.1�)�*{CDZsÇ�FreeBSDÌZs��t�{�ãÜ*�·
¢æ�Zst�=;�ÑuqÄ�ã��ê)tY��Ç3��0
���?­c	ÄISO©GÇl�
ò/9�c�

óâ?¾�FreeBSD- 8.1-RELEASE-i386-disc1.iso ISO{FreeBSDø:Þ~tar(1)Óä
R\\©
GÕ

# mkdir /path/to/headless-iso

# tar -C /path/to/headless-iso -pxvf FreeBSD-8.1-RELEASE-i386-disc1.iso

z�u��éÙ�q{�
Ù���=;�Ñ��$Ç��ó,ISOn4¥
R{loader.conf ©G

¥���Á{Yq{�Õ

# echo ’console="comconsole"’ >> /path/to/headless-iso/boot/loader.conf

!�Ç,��P{ø9d¥
Oc{ISOn4�Y°·¢&~/,sysutils/cdrtools port�ã
{mkisofs(8)ÓäuqÄÕ

# mkisofs -v -b boot/cdboot -no-emul-boot -r -J -V "Headless_install" \

-o Headless-FreeBSD-8.1-RELEASE-i386-disc1.iso /path/to/headless-iso

YøÒqÄêéISOn4{{�Ç3,1&~3Yç{ÓäRÙ/9tCD-RÞê�

3. ËzNull-modem"

�ó���Ênull-modem"uËzÜÑåì���ËzÜÑåì{�=�YYY°°°XXX���&&&~~~ÊÊÊ///{{{���===
"""Ç
��&~null-modem"ÇO�Ç���J�\b�{Ë"�

4. 
)éÄ�ã

�ó,1
)�ãê�RUSB�AÕ�t3ï÷�qheadless�ã{åìÞÇl�
å��*3&~{
4CDROMÇ�ó
å��ÁýR�c8��P�

5. Ëz3{Ã>åì

�ó3.²/,cu(1)Ëztê�Ñåì�

# cu -l /dev/cuau0

óFreeBSD 7.XÞa&~�Á{×
Õ

# cu -l /dev/cuad0

❀YøÒ,1ê¼3�ó,1/,cu Ì�u;��Ñheadless{åìê�zøø:Ì
+ 
ªà¡n� 

FreeBSDgº;�Ñ?���ã¼

2.13ïïï÷÷÷333������{{{���ããã������

ÕÕÕ???: �ê�½­��FreeBSD disc�óY°�FreeBSD CDROM or DVD�ý?�ø3�éoÝ���)�
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❀�P�ÇÆO��3
O��{FreeBSD�ã���Y,�4Ô®��Ç��QÇ&~sysinstallÇ�It
{�ã©GÇFTP5�ÝMS-DOSIK�

❀¾�Õ

• 3��õåìËztý��dÇ&~�ÇFreeBSD�c�3�&~FreeBSDu
O�Çý�FTP5�Çl
�&~YÇFTP5�uS�ËztInternet�

• 3��<FreeBSD�cÇFreeBSDX|Ñ3{CD/DVDPÄìÇbMS-DOS/Windows|Ñ�3����
ã©Gt�ÇDOSIKÇl�&~YJ©G�q�ã�

• 3��ã{�®å��CD/DVDPÄìZ��Çb3,1Ëz�Ç�Laplink-style��=Ý?="�t�
Ñ�®å�

• 3�/,�Ç�Qåu�ãFreeBSD.

2.13.1


OOO���<<<���ããã���ccc

❀FreeBSD{�Ç�qÇýÑ���|Ñ{²Ñ
Ø�èÜ<CDROMn4(�ISO images�)��*3�/
9åÇYJn4©G,1ú(�burned�)ÄFreeBSD{�ã�c��*��/9åÇ
Þ�QPei"(Ç
Ç�4�«iP{�ã0*�

1. �ñth{ISOn4©G

�ÇÇý{ISOn4©GÑ,1,ftp://ftp.FreeBSD.org/pub/FreeBSD/ISO-IMAGES- %èÖ/ ÇýÝ

!£{º45��ñ� 
\7{%èZÇý�

ø9¥Ý9�Á�Jn4©GÕ

,,,2-4. FreeBSD 7.X ZZZ8.X ISOnnn444©©©GGGÖÖÖZZZ999BBB

©©©GGGÖÖÖ ÝÝÝ999������

FreeBSD- Çý-RELEASE-%è-bootonly.iso YÇCDn4,1t3,�PéÄ?���ã,
ÇÇbÇ?X
Ø~�|Ñ,CD�z�
ãFreeBSDÄ�{©G�ó,CDZs��Ç3�
�/,�d(¾�,FTPqÖì)uqÄ�ã�

FreeBSD- Çý-RELEASE-%è-dvd1.iso.gz YÇDVDn4Ýi~��ãFreeBSDv*ø:ä
ý�G�½�HÝZ©lÄ�{\\©G�Ç�

|ÑZs��ä��livefs�{��Ü*�

FreeBSD- Çý-RELEASE-%è-memstick.img YÇn4,1U�USB�AÕÇ~�Zsø:?
qÄ�ã�Ç�|ÑZs��ä��livefs�{�
�Ü*�YÇÇý{n4¥Ý9ê©lÄ��{

\\©GÇbX
ØÙÆÝ�FreeBSD 7.3ZÍ�
Çý¥��YÇ©G�

FreeBSD- Çý-RELEASE-%è-disc1.iso YÇCDn4Ý9êFreeBSDv*ø:{äý�G
Z©lÝÇbXÝiÙÇÝ�

FreeBSD- Çý-RELEASE-%è-disc2.iso YÇCDn4Ý9ê��w�c{¦,�õ{�®
0�GÝ�óFreeBSD 8.0ZÍ°Çý¥X
ØY
Çn4�
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©©©GGGÖÖÖ ÝÝÝ999������

FreeBSD- Çý-RELEASE-%è-disc3.iso ��ÇÝ9ê��w�c{¦,�õ{�®0�

GÝ{CDn4�óFreeBSD 8.0ZÍ°Çý¥X

ØYÇn4�

Çý-RELEASE-%è-docs.iso FreeBSD©l�

FreeBSD- Çý-RELEASE-%è-livefs.iso YÇCDn4Ý9ê~1|ÑZs��ä�
�livefs�{��Ü*ÇbXÝi�z,CD�ã
Ä�{©G�

ÕÕÕ???: FreeBSD 7.XøïóFreeBSD 7.3��{ÇýÇ1ùFreeBSD 8.XøïóFreeBSD 8.1��{Çý&
~X3{×Öó��Ç¢{ISO©GÖX&~FreeBSD- �í�

3�������ñbootonly ISOn4(�*�)Ýdisc1 {n4Ù¥{�Ç�����Ñ�ñÇO�disc1 n

4Ý9êbootonly ISOn4¥{\\���

�*3{InternetQPiÍ$Ç�a&~bootonly ISO�Ç��ãFreeBSDÇ
3,1Êâ��&
~ports/packagesø:u�ñ?�ã�®0�G(kD�59)�

�*K®�ãFreeBSD?�ã�~{�GÝÇ�a&~dvd1�

ÙÇ{n4c�i�~ÇbX4��{Ç�Ù4ó3�°¤{�dËz��

2. /9CDs

3��²YJn4©G/9Ä�c��*3óÙÇ{FreeBSDø:ÞqÄ$1Ó*Ç>��19.6�zt
Íõ{fåÇÃ�/4�19.6.3�Z�19.6.4�Ä

�*3óÙÇ{ø:²ÑÞ�qÇ3��#a{/9�G�n4©G&~{4)ï{ISOÂ*Ç��ú
3{/9�GÄ|Ñ�

ÕÕÕ???: �*�lU�*�<½�{FreeBSDÇýÇ>k�Release Engineering Article
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/articles/releng)�

2.13.2���FreeBSD ���ãããcccOOOÁÁÁÛÛÛ­­­���FTP555���

❀FreeBSD�c{YÛZFTP5�#3�YøÇOÁÛ­�FTP5�u~��dÞ{ÙÇ�®å�
ãFreeBSDÇÒ�I{�4�

1. ó�*�FTP5�{�ÑFreeBSDåìÞÇh½FreeBSD�c8��P¥?RÇ�ó/cdrom ø9¥�

# mount /cdrom

2. ó/etc/passwd ©G¥OÁ�Ç,�Ö6¯FTPqÖì{BR�3,1¼~vipw(8)×
�
ö/etc/passwd ©GÇ���ÁY�q�cÕ

ftp: * :99:99::0:0:FTP:/cdrom:/nonexistent

3. h½ó/etc/inetd.conf {�©G¥
éêFTPqÖ�
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❀�[ý��d¥{åìó�ãFreeBSD 
�ã���Ò,1 
?,FTP5�Çl� R�Other��
Q�ftp:// ýýý���FTPqqqÖÖÖìììý,1?,ý�{FTP5�u�ãFreeBSD�

ÕÕÕ???: �*~*FTP0�à{Zs��(/�4�c)¦ý�Û­�{FTP5�Þ{ÇýX��Çsysinstall ÌXã
�3qÄ�ã��*3&~{Çý�åXiLÇ?%æ�w,Y�gäÇ�a��Optionsh\Ç?R�ãÝ{Ö
	��any�

´́́···: $0*!P&~ó�3Û�â�{�\�d��*�R$FTPqÖÚ
ÉiÁ{���dÃ:ý�~�ÄÇ
3{�
��ËZú)�ÝÙÇ{Z��·¢�ñOF3��qÕ{�\å�bYø)�

2.13.3


OOO���ããã���ccc

❀�*3,�c�ãÃ·¢XXXM?�ø)ÄÇÝV4��X|ÑmGÝVÍ;\{®�4O�3*Ñ�&

~�c�ã�3��ï÷�<�c�

❀�èYJ�c��41.44 MB{Ç~u��Ä�óbase (äýø:)ø9�{©G��*3óDOSv*ø
:�ï÷Ò������&~MS-DOS{FORMAT×
uÂ*��c��*3&~{4Windowsv*ø:ÇóýÍ
�®ì¥Ò,1qÄYÇÓ*(~�E\âA: PÄìÇ? 
�Format�)�

❀XXX�����¢�{½�Â*�¼!P¤4*��qÂ*��,V~�ç·{iõ¯�Ñ4��Xth�&

~Â*�÷÷Ä�Ä{ÇÄ1·¢��óY°ø­
���

❀�*3ó�i�ÑFreeBSD{åìÞ)êéÄc{�Ç�qÂ*�4�ÇXF{Ì?�¯l3X��²�
<cÑ)ÄDOS©Gø:�3�,1&~bsdlabel Znewfs ×
u
O�ÇUFS©Gø:Çä�v*��
Á{~��qÕ

# fdformat -f 1440 fd0.1440

# bsdlabel -w fd0.1440 floppy3

# newfs -t 2 -u 18 -l 1 -i 65536 /dev/fd0

❀l�3Ò,14ÙÇ{©Gø:�ø�ÞZU�YJ�c�

❀Â*�YJ�c�Ç3��²©G��t�c¥�YJ�q©GúI¿Ä¦P,?�Ê<1.44 MB�c�
5�3Ä�{�cÇIñÄ�,�7\{©G��t3ItÄ���{{�?%RÇ¢1Y«0*���

��Ç{�Ña���Ç�ø9ó�cÞÇ¾�Õa:\base\base.aa �a:\base\base.ab Ç���

­­­���: base.inf ©GÇ�a8óbase {��<cÞÇO��ãÇ���ÖRYÇ©GÇ1ê�óÜz�YÝ��

��ñõè©G�

❀�`3�� 
�ã��{¶ôÇ 
FloppyRÌ�t�Á{
+n�
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2.13.4,,,MS-DOSIIIKKK���ããã

❀�*,MS-DOSIK�ãÇ3��R�Y©G��t�IKÊø9�{freebsd ø9¥�¾

�Õc:\freebsd �3�����\ICDROMÝFTPÞ{ø9�èÇO$Ç�*3,�c�q��ÇOF
&~DOS{xcopy ×
��Á4ï÷�qFreeBSD!Bø:�ã{¾�Õ

C:\> md c:\freebsd

C:\> xcopy e:\bin c:\freebsd\bin\ /s

C:\> xcopy e:\manpages c:\freebsd\manpages\ /s

❀"÷C: c43{8�8-ÇE: c43�z{CDROM�

❀�*3���cPÄìÇ3,1,1��5�ñ�qÝ�ftp.FreeBSD.org
(ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/i386/9.1-RELEASE/).��Ç�qÝÑó�Çø9¥Ç¾�base�
qÝ,1ó9.1/base/ (ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/i386/9.1-RELEASE/base/)ø9¥It�

❀éiõ�qÝu�Ç�*3æ�,MS-DOSIK�ã{�Ã3��ê{8-ÄÇ�ãc:\freebsd −�{

�Ç©GÈYÇBIN �qÝ�4!�!Ý{�F�

2.13.5


OOO���ÇÇÇ���ããã���QQQ

❀,�Q�ã��4!;\{0*Ç�ó"&~FTP�ãÝ&~CDROM¤O��ã{Ç�"÷4;\�ú
¸Àó�QÞ�ó3ztÄ�{�©G�Ç;\��
Ç¢Ç~�Á{×
Õ

# cd /freebsd/distdir

# tar cvf /dev/rwt0 dist1 ... dist2

❀ó3�ã{��Ç3�h½���ê{8-Éø�ø9Ãã�3 
Äu���Q�ã�\\\\\\{���

��X4±å6¯�Q{ÇÄ1Y«�ã0���iõø�8-�

ÕÕÕ???: 
)�ã�Çó,�céÄ������Ç�Qå��.²8óPÄ÷÷¥�d�Ç�ã,Ç¥,�ÌIXtÇ�

2.13.6///,,,���ddd���ããã

❀,~{�d�ã¡n�®«�1Ô�()ï{1Ô�;�ì)��=(PPP)1ù?=(PLIP (laplink"�))�

❀�*æ�1!·¤{0*qÄ�d�ãÇ��1Ô�7{ìhlÒ4D ¼FreeBSD|ÑýLõj�
DPC1Ô��Öø:�ê|Ñ{��(1ùÄ�{{�),1óFreeBSD�qÇ�Q{mG/��Ò¥I
t��*3&~{4ø:|Ñ{PCMCIA1Ô��Çó�	�ý�����������½�²Ç�P¼iX
sÇFreeBSDø�?X|Ñó�ã,Ç¥y�PCMCIA��

❀$iÇ3¤���w��{IP����d¡néa{��ÙhÇ1ùåìÖ��*3t/,PPPËz�
ã
��û½{·ÕIPÇX~YÇYÇIP��Ì�3{ISP�ÄI{�3{ø:�®ÊÌ·ª3�q�d{
�Ä�{få��*3��/,Ö	
X4IP��u6¯ÙÆÌåÇ�¤��{��Ç­ÖqÖìÇ,�
¤���Ç����(ó&~PPP�ÇYÇ��4qÖ
ØÛ{IP��)��*3æ�/,HTTPS®qÖì
uqÄFTP�ãÇ¤���wS®qÖì{����*3X�wYJfåÇ�aó�qY«�ã������5ø
:�®ÊÝISP®¯�

❀�*3&~�ÇMODEMÇ�3Ò��PPPY�« 
ê�ó3�ã{,Ç¥Ç�h½3�i�4�Üz
qr%O¤{��3qÖ
ØÛ{få�
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❀�*3&~PAPÝCHAP0*Ëzt3{ISPÇÃ¦é��Ç�*3X&~lýóWindows¥Ëzt3
{ISPÄÇ��3��óppp
+n�Q�dial ×
�d�ÇhPPPËzV�
Ø�«!;\{ªàÜ�
ìÇ3���w�[&~béMODEM{�AT commands�CRt3{ISP�.�wÍý�{få,1k
�&~C~¥{~�ÿPPP��1ùFAQ (http://www.FreeBSD.org/doc/en_US.ISO8859-1/books/faq/ppp.html)
��*3��J¯�Ç,1&~set log local ... ×
R���+ó¶ôÞ�

❀3�,1/,?=��Ëzt�i�ÑFreeBSDåìÞ�q�ãÇ3,1�D&~�laplink�?=���
q�ã�/,?=�ã��/,�=Ã!°50 kbytes/secÄ�ãOzõ�

2.13.6.1///,,,NFS���ããã������

❀NFS�ã0*4:�0"{����;\�RFreeBSD©G��t�ÑqÖìÞÇl�ó�ã� 

NFS���

❀�*YÇqÖì���Yà=�b�|ÑÃ�SUN{Ó*5ÄÇ3��ó�ã�óOptionsh\¥÷
�NFS Secure�

❀�*�&~ê�L��Þ{1Ô���vü³Ç¤ÝizÇ�a�DNFS Slow{ 1�

❀�êHtNFS�ã{ø{ÇYÇqÖì��|Ñsubdir�ñ�¾�Ç�*3{FreeBSD 9.1ø9?
óÕziggy:/usr/archive/stuff/FreeBSD Çl�ziggy R��ã��z�

Þ/usr/archive/stuff/FreeBSD Ç
X��4/usr Ý/usr/archive/stuff �

❀óFreeBSD{/etc/exports {�©G¥Ç4�-alldirs  1u;�{�ÙÇNFSqÖì���X3{
0*��*3,qÖìztpermission denied YÇfåÇ,�4O�3��th{é~Ç�
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���ãããFreeBSDÃÃÃ777~~~���9.x ùùù111���
ÇÇÇýýýÄÄÄ
­è�­rù\I­UÕJim Mock. sysinstallv*�Ç�¶ô�Cù�Äu©	ÕRandy Pratt.

ébsdinstall{ÍcÕGavin AtkinsonZWarren Block.

3.1���ccc
❀FreeBSD
Øê�Ç1©	�Ì�"�&~{�ãÇ�Õ,FreeBSD 9.0-RELEASE
)4�bsdinstallÇ

ó���4�sysinstall�ý9�ëbsdinstall{&~Ç��sysinstall{&~kD�29�

❀¦óqý9��Ç3R�wÕ

• �[
OFreeBSD�ã���

• FreeBSD�[�Iø)mc�

• �[éÄbsdinstall�

• äqbsdinstall���ÃI{¯�Ç¯�{ä�9BÇ1ùa��[ÃI�

❀ÝÖý9��Ç3a�Õ

• ��R��ã{FreeBSDÇýÄ�{mG|Ñï,Ç1h½3{mG�êú|Ñ�

ÕÕÕ???: �Äu�Ç$�ã�Ò4béi386Ã�PC/�å�Ä%è{�®åÖ3��Ì¦,��éÙÆ%è�{�
ã£1�Ò�¯lý©l²�ÍcÇb�,�¦Ä�ãÇýÞ�Q{�Ò©l�J�ñ�ÇO$OF3�RÙ*

���{�ã�s�

3.2mmmGGG���FFF

3.2.1!!!���{{{���

❀�ãFreeBSDÄ�{!�{�Ç±ÇýùmG%è
�ÄX3�

❀1���éYJfå�qê���ÊâÄ {�ã0*Ç,���&~FreeBSD|Ñ{CDROMÝ�d7
{ìÇ-D�3.3.5��

3.2.1.1 FreeBSD/i386

❀FreeBSD/i386��486ÝÍO{ÿ®ìÇ!B64 MB{�?Ç1ù�è1.1 GB{mc8-�
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ÕÕÕ???: /�<Y�é��Î{�®å
ÓÇ�ãÍL{�?Z�ñÍõ{mc8-ÇÌ�&~ÍO{ÿ®ìéu�
{
�Í�Ò��

3.2.1.2 FreeBSD/amd64

❀FreeBSD/amd64|ÑÜ«ÿ®ì���«4AMD64ÿ®ìÇÝiAMD Athlon64�AMD
Athlon64-FX�AMD Opteron1ùÍ°ÿ/{ÿ®ì�

❀�ê&~FreeBSD/amd64{��«ÿ®ì4f~êIntel EM64%è{ÿ®ì�Y¡ÿ®ìÝiIntel Core 2
Duo�QuadZExtreme��Ç¤ÝiIntel Xeon 3000�5000Z7000øïÇ1ùIntel Core i3�i5Zi7�

❀é�&~ênVidia nForce3 Pro-150{åìÇ������óBIOS÷�¥¢~IO APICÇ�*��Yø{ 1Ò�
�Ý
¢~ACPI�O�Pro-150_¡�?óbugÇ
ø�¤���ê��$¯�{0��

3.2.1.3 FreeBSD/powerpc Apple® Macintosh®

❀|ÑÄ��OUSB{New World Apple® Macintosh®ø:Ç3���{�õCPU{åì
ØSMP|Ñ�

❀Õ?32 {�X��&~�?{�2 GBÇ
PowerMac G3w¸åÞ{FireWire®�Xú|Ñ�

3.2.1.4 FreeBSD/sparc64

❀��FreeBSD/sparc64{ø:|ÑÇ-D FreeBSD/sparc64 (http://www.freebsd.org/platforms/sparc.html)1
ø�

❀FreeBSD/sparc64��Õ3�L�c�ø�¤X|Ñ¦ÙÆv*ø:á03�L�c�

3.2.2|||ÑÑÑ{{{mmmGGG

❀FreeBSD�qÇÄ|Ñ{mG%èù÷÷ÌïómG/��Ò©G¥Ç$©G/�Ö�HARDWARE.TXTÇ

 ��qÇ��{Êø9��YJ���,1óFreeBSD�5{�qÇfå
(http://www.FreeBSD.org/releases/index.html)�ÁÞIt�

3.3���ããã���{{{ïïï÷÷÷ÓÓÓ***

3.3.1÷÷÷PPP333{{{jjjâââ

❀óRFreeBSD�ã�ø)åì�ÇaD�÷PÙÞ{­�jâ?é÷P�q�A�FreeBSD�ãÇ�ém
c)�[�Ä�ÑÌ�q®¯Ç
�`v*
)ÒÃ�²=�
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3.3.2ûûû½½½RRRFreeBSD ���ãããóóó[[[ÿÿÿ

❀�*rÇmcÞ��ãFreeBSD�Çv*ø:Ç��>�z!,$�Öb�*��tFreeBSD¦ÙÆv*
ø:??Ç��D�ahê�FreeBSD{mcYÛ�è�

3.3.2.1 FreeBSD/i386 ¦¦¦FreeBSD/amd64 {{{mmmcccYYYÛÛÛ

❀mc,1I¿ÄõÇK­ÇYJK­Á*partitionÃIKÄ�

❀�Ü«mcIK0*��:{Master Boot Record(MBRÇÌZs�9){IK,¥,1½B�Çprimary
partitions (ÌIK)�(��»$ÆOÇFreeBSD¥RÌIKÁ*slice�)�êB»�ÇIK{!�Ç,1RÙ
¥�ÇÌIK
O�extended partition (j0IK)Ç?óÙ¥OÁlogical partitions (\öIK)�t�3�t
{�øÇY«0��Iþñ�

❀c*{GUID Partition Table (GUIDIK,) (GPT)
ØêÍ�;"{�cIK0��¦�:{MBRIK#
�ÇGPTÕ�Í��L��D{GPT"�,1ó�L�cÞ|ÑõH128ÇIKÇ,
Ã�òf~¡�\
öIKYø³�%Â{�è�

´́́···: �JÎ*{v*ø:Ç�Windows XP?X/�GPTIKÂ*��*��tFreeBSD¦Yø{v*ø:á
~�LmcÇÒ��&~MBRIKê�

❀FreeBSD{)ïZs�ñì��&~�ÇÌIKÝGPTIK�(��FreeBSDZs,Ç{-<Ç>k
Ý�139�)�*Ä�{ÌIKÝGPTIKÑ.ó&~¥Ç����FreeBSD�ñ�Çu&~�

❀!B�ã{FreeBSD��1 GB�c8-�X,ÇY4:::���äý{�ãÇ
%�XÌ��õè,~{8
-��v"~{<Y�Ç�*X&~Co�ÁÇ!B�ãaI{�è3 GB{8-Ç
&~Co�ÁÇ�a
I{�è5 GB{8-�$iÇ�®0a~Ç�,�¤��Íõ{8-�

❀�iõ½DÝÛ�{IK®rÓä (http://en.wikipedia.org/wiki/List_of_disk_partitioning_software),Ø&
~�¾�Ç1Live CDo*
Ø{GParted Live (http://gparted.sourceforge.net/livecd.php)¥{GPartedIK�
öì�$iÇGParted�,1ó�õÙÇLinux Live CD�qÇ¥It�

´́́···: �cIKÇ��,�Ì» ��{jâ�ó���cIK��Ça�)�'qr{÷P?DèÙqru�

❀®rMicrosoft VistaIKLB�,�Ì±t�J¯���*�Yø)Ç>
�ï÷PVista�ã�c�

¾¾¾3-1.&&&~~~������{{{IIIKKK

"÷�Ñ�ãêWindows{�®åÞ��L40 GB{mcÇIÄêÜÇ20 GB{IK�WindowsRÇ¢I/
w)C: ZD:�C: IKÝ9ê10 GBjâÇ
D: IKÝ9ê5 GBjâ�

Rjâ,D: #ÄtC:ÇÒ,R��ÇIK�ñuØFreeBSD&~ê�

¾¾¾3-2.ÀÀÀBBB������{{{IIIKKK

"÷�Ñ�ãêWindows{�®åÞ��L40 GB{mcÇ�ÇL{IK&~êrL�c{\\8
-�WindowsRYÇ40 GBIKw)C:�ø�3~ê15 GB8-��æ�RWindowsIK>èt20 GBÇ?
R��{20 GBIÉFreeBSD&~�
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,1ó1�Ü«0�¥� �«Õ

1.÷PWindowsjâ�zøÇ­c�ãWindowsÇó�ã,Ç¥OÁ�Ç20 GB{IK�

2.&~¡�GPartedYø{IK®rÓäuÀBWindowsIKÇ?�ñ8-ÉFreeBSD&~�

❀Ý9X3v*ø:{�cIK
3�êó�[��&~Ù¥{�«��*æ�3�äqõ«X3{v*

ø:Ç,1&~ó�239¥�ë{0��

3.3.3BBBøøø���ddd{{{���fffååå

❀ìJFreeBSD�ã0*��/,�dËz�ñ#�©G�¥�Ëz�1Ô�(Ý�@��/DSL®��®ì
Þ{1Ô�z=)Ç���5�ãÇ�
Ø��{�d{�få�

❀DHCP,1~u
Ø�Ä{��d{få�"���,~{DHCPÇ���,Û­��®ÊÇÝ�dqÖ

ØÛ�°Üz��{{�fåÕ

���ddd{{{���fffååå

1. IP��

2.��Ùh

3.å���{IP��

4.ý��d­Ö

5. DNSqÖì{IP��

3.3.4555���FreeBSD ���qqq���ØØØ

❀¦�FreeBSD1øÌhâ�Ç�qÇ¦,��­½Çbbug�4óÄ
½�ôèj<Y�ÇYJbug��
Ìk/�ã��`YJ¯�ú��?�t�ÇÒÌïóFreeBSD�5{FreeBSD�q�Ø
(http://www.FreeBSD.org/releases/9.0R/errata.html)¥�ó�ã��ÇaD�5�YJ�ØÇ1hâ�ã,1

~¼�q�

❀��Ä��qÇ{fåù�ØÇ,1óFreeBSD�5 (http://www.FreeBSD.org/index.html){�qÇfå
(http://www.FreeBSD.org/releases/index.html)��¥It�

3.3.5ïïï÷÷÷���ããã������

❀FreeBSD{�ã��ÝiCD�DVD ùUSB�AÕ�¥�
)�ãÇ��&~�ã��Zs�®åý,Ö
Õ?X�/,óÙÆv*ø:¥�q�ãÇ�Y«0*�q�ã�

❀)ï{�ã��¥Ý9êFreeBSD�ãÄ�{\\©GÇø$�iÇ¤��«bootonly�ã���Y«�
�?XóÙ¥�zÝ9�ãÄ�{\\©GÇ
4ó���/,�d�q�ñ�O$Ç¦)ï{�ã��

#�Çbootonly�ã���èÍB�

❀FreeBSD�ã��{�ý,1,FreeBSD�5 (http://www.FreeBSD.org/where.html#download)ÜR�
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+++: �*3.²�FreeBSD{�ãCD�DVDÝUSB�AÕÇ�,1!,$��

❀FreeBSD{�ãCDÝDVD n4þ�,Zs{ISO©G����CDÝDVD Ù¥{�«ý,qÄ�ãv
*�� �«óh�v*ø:¥/9Ä,Zs�cý,�

❀¥�
O,Zs{�AÕÇ>�q1�v*Õ

1. ÜR�AÕn4

FreeBSD 9.0-RELEASEZÍ°Çý{�AÕn4©G,1
óftp://ftp.FreeBSD.org/pub/FreeBSD/releases/ arch/ arch/ISO-IMAGES/ version/FreeBSD- version-RELEASE-

¥{ISO-IMAGES/ ø9¥ItÇÙ¥Çarch4���ã{%èÇ
version�4���ã{ÇýR�

Þ¾u�ÇFreeBSD/i386 9.0-RELEASE{�AÕn4 
�ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/i386/i386/ISO-IMAGES/9.0/FreeBSD-9.0-RELEASE-i386-
memstick.imgI
t�




+++: óFreeBSD 8.X 1ùÍ�{Çý¥Çn4©G{�ñ �Q�X3���FreeBSD 8.X ZÍ�Çý{�
ãv*>kÝ�29�

�AÕn4{j0Ö�.img �óISO-IMAGES/ ø9¥
ØêõÇX3{n4Ç,1Êâ��

{FreeBSDÇýÇ���Ýi�ãé6{mGçY�q 
�

­­­���: �q1�Z½�Ça÷÷÷PPP USB�AÕÞ{jâÇO���{v*R^̂̂øøøYJjâ�

2. Rn4©GU��AÕ

óóóFreeBSD¥¥¥vvv***

´́́···: ó�Á{¾�¥Çø)�AÕéa{÷÷��4/dev/da0 �v*�>�ûh�ø)÷÷4dthÇ1

½» ��{jâ�

1. &~dd(1)U�n4

j0Ö�.img {n4©GXXX444�«Ê/{©G�Ç4é�AÕÞqr��Ä){nnn444ÇO$XXX���

�44Ê/©G�ø;\{��Ç
a&~dd(1)RÙ�zU�ø)÷÷Õ

# dd if=FreeBSD-9.0-RELEASE-i386-memstick.img of=/dev/da0 bs=64k

óóóWindows¥¥¥vvv***

´́́···: v*�>h�4d�ø)÷÷ 
êth{PÄìRÇd�,�Ì��?» 3{��jâ�
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1. ÜRImage Writer for Windows

Image Writer for Windows 4�«�Rn4thU�t�AÕ¥{½Da~Ç��
,https://launchpad.net/win32-image-writer/�ñ?RÙ
R��?©G��ý,
)&~�

2. &~Image WriterU�n4

vâC)Win32DiskImageräqÇ��Çh½Device �Á�+{PÄìRÄéa{4�AÕ��

â©G�C)1 
��U�{n4©GÇl��â[ Save ]zI 
�óh�Ä�v*ÃØ%�
�ÙÆ	=6¯�AÕ�Ç�â[ Write ]Rn4©GU��AÕ�

ÕÕÕ???: ø:Xò|Ñ,�c�q�ãê�

❀3�ó,1
)�ãFreeBSDê�

3.4


)))���ããã

­­­���: å�<Y�Çó3�t�ÁY�få��Ç�ãÇ�XÌémcjâ)�[��Õ

Your changes will now be written to disk. If you
have chosen to overwrite existing data, it will
be PERMANENTLY ERASED. Are you sure you want to
commit your changes?

ó$��þ,�\RñÇ3Ý3Ze�qêìJFØ{{�Ç�,1�z���Í�

3.4.1


åååéééÄÄÄ

3.4.1.1ZZZsssi386 ùùùamd64 øøø:::

1. ¥�&~�3.3.5�Äc{USB�AÕZsÇ�aó
å�RÙ���®å�

¥�&~CDROMZsÇ�aó
å�Á/RÙ8��®å�

2. ÊâÄ&~{�ã��Ç 
,CDROMÝUSBéÄ�óBIOS÷�¥Ç,1 
�½{Zs÷÷�L
õjø:¤,1óéÄ� 
Zs÷÷Ç/����F10�F11�F12ÝEscapeE�

3. �*3{�®åt�éÄ?�ñê��{v*ø:Ç��>5�Õ

1. USB�AÕ��,tÝCDROM8�,tÇ>RÙ¯�ÝRñÇl�­céÄ�®å?ò'�A�

2. BIOS÷�FØÇ>­c÷��

3. BIOSX|Ñ,h���éÄÖ,1&~Plop Boot Manager
(http://www.plop.at/en/bootmanager.html)ÇÇ�êt�*�®å|ÑCDÝUSBéÄ�

4. FreeBSDR
)éÄ��*&~{4CDROMÇ�Ì�t¡�Yø{�+ÃÇýfå,1�QÄÕ

Booting from CD-ROM...
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645MB medium detected
CD Loader 1.2

Building the boot loader arguments
Looking up /BOOT/LOADER... Found
Relocating the loader and the BTX
Starting the BTX loader

BTX loader 1.00 BTX version is 1.02
Consoles: internal video/keyboard
BIOS CD is cd0
BIOS drive C: is disk0
BIOS drive D: is disk1
BIOS 636kB/261056kB available memory

FreeBSD/i386 bootstrap loader, Revision 1.1

Loading /boot/defaults/loader.conf
/boot/kernel/kernel text=0x64daa0 data=0xa4e80+0xa9e4 0 syms=[0x4+0x6cac0+0x4+0x88e9d]
\

5. FreeBSDZs�ñìÌ�+Õ

CCC3-1. FreeBSDZZZsss���ñññìììhhh\\\

3,1�V�ÆÝ�Enter E�

3.4.1.2ZZZsssMacintosh PowerPC®

❀óLõjåìÞÇ
å��ÔCE,1,CDéÄ�ø$�iÇ�ÔCommand+Option+O+FÇó:Apple
EcÞ4Windows+Alt +O+FÇl�óñ�{
+n0 > �Q�

boot cd:,\ppc\loader cd:0

❀é�XQEc{XservesåìÇ>k�Apple|Ñ�5 (http://support.apple.com/kb/TA26930)1ê��[Z
s�Open Firmware�
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3.4.1.3ZZZsssSPARC64

❀õjSPARC64ø:þ÷�Äêmc�éÄ�¥��ãFreeBSDÇ�a,�dÝCDROMéÄÇYÒ��D
��� PROMÃOpenFirmwareÄ�

❀­éø:��VZsfåñ�Ç¯lÙä���Rû�åìnRÇba�Ì¡�Õ

Sun Blade 100 (UltraSPARC-IIe), Keyboard Present
Copyright 1998-2001 Sun Microsystems, Inc. All rights rese rved.
OpenBoot 4.2, 128 MB memory installed, Serial #51090132.
Ethernet address 0:3:ba:b:92:d4, Host ID: 830b92d4.

❀�*$�ø:.²
),mcéÄÇ��>��L1+AÝStop+AÝó�=;�Ñ��BREAKÃótip(1)
Ýcu(1)¥4~#Ä1��PROM
+nÇÇa���Ä+Õ

ok ➊

ok {0} ➋

➊ Y4ó\CPUø:Þ{
+n�

➋ Y4óSMPø:Þ{
+nÇÙ¥{j	,+,~{CPUÇj�

❀�óÇ8�CDROM?óPROM
+n�Q�boot cdrom �

3.4.2������÷÷÷÷÷÷æææ������***

❀�ê"��ÝÇ¶ôÞÄ�+{!��ºq	nÌ)ªâ?ó¥àK°�

❀¥�¨�¥àKÇ,1��Scroll Lock Eu
é¶ô{%ÄÕ�Ö
é�ý,&~05E�PageUpE
ÝPageDownE�q ÝÖò'��Scroll Lock ER��%ÄÕ��

❀¨��R�t�X�qê÷÷æ�ÇÙ�*¡�C3-2¥{©ýÇbä���ÌO�®å¥ÄÝ9{÷÷

�ÄX3�

CCC3-2.���nnn{{{÷÷÷÷÷÷æææ������***

Copyright (c) 1992-2011 The FreeBSD Project.
Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992 , 1993, 1994

The Regents of the University of California. All rights rese rved.
FreeBSD is a registered trademark of The FreeBSD Foundation .
FreeBSD 9.0-RELEASE #0 r225473M: Sun Sep 11 16:07:30 BST 201 1

root@psi:/usr/obj/usr/src/sys/GENERIC amd64
CPU: Intel(R) Core(TM)2 Duo CPU T9400 @ 2.53GHz (2527.05-MH z K8-class CPU)

Origin = "GenuineIntel" Id = 0x10676 Family = 6 Model = 17 Step ping = 6
Features=0xbfebfbff<FPU,VME,DE,PSE,TSC,MSR,PAE,MCE, CX8,APIC,SEP,MTRR,PGE,MCA,CMOV,PAT,PSE36,CLFLUSH,D
Features2=0x8e3fd<SSE3,DTES64,MON,DS_CPL,VMX,SMX,ES T,TM2,SSSE3,CX16,xTPR,PDCM,SSE4.1>
AMD Features=0x20100800<SYSCALL,NX,LM>
AMD Features2=0x1<LAHF>
TSC: P-state invariant, performance statistics

real memory = 3221225472 (3072 MB)
avail memory = 2926649344 (2791 MB)
Event timer "LAPIC" quality 400
ACPI APIC Table: <TOSHIB A0064 >
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FreeBSD/SMP: Multiprocessor System Detected: 2 CPUs
FreeBSD/SMP: 1 package(s) x 2 core(s)

cpu0 (BSP): APIC ID: 0
cpu1 (AP): APIC ID: 1

ioapic0: Changing APIC ID to 1
ioapic0 <Version 2.0> irqs 0-23 on motherboard
kbd1 at kbdmux0
acpi0: <TOSHIB A0064> on motherboard
acpi0: Power Button (fixed)
acpi0: reservation of 0, a0000 (3) failed
acpi0: reservation of 100000, b6690000 (3) failed
Timecounter "ACPI-safe" frequency 3579545 Hz quality 850
acpi_timer0: <24-bit timer at 3.579545MHz> port 0xd808-0x d80b on acpi0
cpu0: <ACPI CPU> on acpi0
ACPI Warning: Incorrect checksum in table [ASF!] - 0xFE, sho uld be 0x9A (20110527/tbutils-282)
cpu1: <ACPI CPU> on acpi0
pcib0: <ACPI Host-PCI bridge> port 0xcf8-0xcff on acpi0
pci0: <ACPI PCI bus> on pcib0
vgapci0: <VGA-compatible display> port 0xcff8-0xcfff mem 0xff400000-0xff7fffff,0xe0000000-0xefffffff
agp0: <Intel GM45 SVGA controller> on vgapci0
agp0: aperture size is 256M, detected 131068k stolen memory
vgapci1: <VGA-compatible display> mem 0xffc00000-0xffcf ffff at device 2.1 on pci0
pci0: <simple comms> at device 3.0 (no driver attached)
em0: <Intel(R) PRO/1000 Network Connection 7.2.3> port 0xc f80-0xcf9f mem 0xff9c0000-0xff9dffff,0xff9fe000-0xff9 feff
em0: Using an MSI interrupt
em0: Ethernet address: 00:1c:7e:6a:ca:b0
uhci0: <Intel 82801I (ICH9) USB controller> port 0xcf60-0x cf7f irq 16 at device 26.0 on pci0
usbus0: <Intel 82801I (ICH9) USB controller> on uhci0
uhci1: <Intel 82801I (ICH9) USB controller> port 0xcf40-0x cf5f irq 21 at device 26.1 on pci0
usbus1: <Intel 82801I (ICH9) USB controller> on uhci1
uhci2: <Intel 82801I (ICH9) USB controller> port 0xcf20-0x cf3f irq 19 at device 26.2 on pci0
usbus2: <Intel 82801I (ICH9) USB controller> on uhci2
ehci0: <Intel 82801I (ICH9) USB 2.0 controller> mem 0xff9ff 800-0xff9ffbff irq 19 at device 26.7 on
usbus3: EHCI version 1.0
usbus3: <Intel 82801I (ICH9) USB 2.0 controller> on ehci0
hdac0: <Intel 82801I High Definition Audio Controller> mem 0xff9f8000-0xff9fbfff irq 22 at device
pcib1: <ACPI PCI-PCI bridge> irq 17 at device 28.0 on pci0
pci1: <ACPI PCI bus> on pcib1
iwn0: <Intel(R) WiFi Link 5100> mem 0xff8fe000-0xff8fffff irq 16 at device 0.0 on pci1
pcib2: <ACPI PCI-PCI bridge> irq 16 at device 28.1 on pci0
pci2: <ACPI PCI bus> on pcib2
pcib3: <ACPI PCI-PCI bridge> irq 18 at device 28.2 on pci0
pci4: <ACPI PCI bus> on pcib3
pcib4: <ACPI PCI-PCI bridge> at device 30.0 on pci0
pci5: <ACPI PCI bus> on pcib4
cbb0: <RF5C476 PCI-CardBus Bridge> at device 11.0 on pci5
cardbus0: <CardBus bus> on cbb0
pccard0: <16-bit PCCard bus> on cbb0
isab0: <PCI-ISA bridge> at device 31.0 on pci0
isa0: <ISA bus> on isab0
ahci0: <Intel ICH9M AHCI SATA controller> port 0x8f58-0x8f 5f,0x8f54-0x8f57,0x8f48-0x8f4f,0x8f44-0x8f47,
ahci0: AHCI v1.20 with 4 3Gbps ports, Port Multiplier not sup ported
ahcich0: <AHCI channel> at channel 0 on ahci0
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ahcich1: <AHCI channel> at channel 1 on ahci0
ahcich2: <AHCI channel> at channel 4 on ahci0
acpi_lid0: <Control Method Lid Switch> on acpi0
battery0: <ACPI Control Method Battery> on acpi0
acpi_button0: <Power Button> on acpi0
acpi_acad0: <AC Adapter> on acpi0
acpi_toshiba0: <Toshiba HCI Extras> on acpi0
acpi_tz0: <Thermal Zone> on acpi0
attimer0: <AT timer> port 0x40-0x43 irq 0 on acpi0
Timecounter "i8254" frequency 1193182 Hz quality 0
Event timer "i8254" frequency 1193182 Hz quality 100
atkbdc0: <Keyboard controller (i8042)> port 0x60,0x64 irq 1 on acpi0
atkbd0: <AT Keyboard> irq 1 on atkbdc0
kbd0 at atkbd0
atkbd0: [GIANT-LOCKED]
psm0: <PS/2 Mouse> irq 12 on atkbdc0
psm0: [GIANT-LOCKED]
psm0: model GlidePoint, device ID 0
atrtc0: <AT realtime clock> port 0x70-0x71 irq 8 on acpi0
Event timer "RTC" frequency 32768 Hz quality 0
hpet0: <High Precision Event Timer> iomem 0xfed00000-0xfe d003ff on acpi0
Timecounter "HPET" frequency 14318180 Hz quality 950
Event timer "HPET" frequency 14318180 Hz quality 450
Event timer "HPET1" frequency 14318180 Hz quality 440
Event timer "HPET2" frequency 14318180 Hz quality 440
Event timer "HPET3" frequency 14318180 Hz quality 440
uart0: <16550 or compatible> port 0x3f8-0x3ff irq 4 flags 0x 10 on acpi0
sc0: <System console> at flags 0x100 on isa0
sc0: VGA <16 virtual consoles, flags=0x300>
vga0: <Generic ISA VGA> at port 0x3c0-0x3df iomem 0xa0000-0 xbffff on isa0
ppc0: cannot reserve I/O port range
est0: <Enhanced SpeedStep Frequency Control> on cpu0
p4tcc0: <CPU Frequency Thermal Control> on cpu0
est1: <Enhanced SpeedStep Frequency Control> on cpu1
p4tcc1: <CPU Frequency Thermal Control> on cpu1
Timecounters tick every 1.000 msec
hdac0: HDA Codec #0: Realtek ALC268
hdac0: HDA Codec #1: Lucent/Agere Systems (Unknown)
pcm0: <HDA Realtek ALC268 PCM #0 Analog> at cad 0 nid 1 on hdac0
pcm1: <HDA Realtek ALC268 PCM #1 Analog> at cad 0 nid 1 on hdac0
usbus0: 12Mbps Full Speed USB v1.0
usbus1: 12Mbps Full Speed USB v1.0
usbus2: 12Mbps Full Speed USB v1.0
usbus3: 480Mbps High Speed USB v2.0
ugen0.1: <Intel> at usbus0
uhub0: <Intel UHCI root HUB, class 9/0, rev 1.00/1.00, addr 1 > on usbus0
ugen1.1: <Intel> at usbus1
uhub1: <Intel UHCI root HUB, class 9/0, rev 1.00/1.00, addr 1 > on usbus1
ugen2.1: <Intel> at usbus2
uhub2: <Intel UHCI root HUB, class 9/0, rev 1.00/1.00, addr 1 > on usbus2
ugen3.1: <Intel> at usbus3
uhub3: <Intel EHCI root HUB, class 9/0, rev 2.00/1.00, addr 1 > on usbus3
uhub0: 2 ports with 2 removable, self powered
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uhub1: 2 ports with 2 removable, self powered
uhub2: 2 ports with 2 removable, self powered
uhub3: 6 ports with 6 removable, self powered
ugen2.2: <vendor 0x0b97> at usbus2
uhub8: <vendor 0x0b97 product 0x7761, class 9/0, rev 1.10/1 .10, addr 2> on usbus2
ugen1.2: <Microsoft> at usbus1
ada0 at ahcich0 bus 0 scbus1 target 0 lun 0
ada0: <Hitachi HTS543225L9SA00 FBEOC43C> ATA-8 SATA 1.x de vice
ada0: 150.000MB/s transfers (SATA 1.x, UDMA6, PIO 8192byte s)
ada0: Command Queueing enabled
ada0: 238475MB (488397168 512 byte sectors: 16H 63S/T 16383 C)
ada0: Previously was known as ad4
ums0: <Microsoft Microsoft 3-Button Mouse with IntelliEye TM, class 0/0, rev 1.10/3.00, addr 2> on
SMP: AP CPU #1 Launched!
cd0 at ahcich1 bus 0 scbus2 target 0 lun 0
cd0: <TEAC DV-W28S-RT 7.0C> Removable CD-ROM SCSI-0 device
cd0: 150.000MB/s transfers (SATA 1.x, ums0: 3 buttons and [X YZ] coordinates ID=0
UDMA2, ATAPI 12bytes, PIO 8192bytes)
cd0: cd present [1 x 2048 byte records]
ugen0.2: <Microsoft> at usbus0
ukbd0: <Microsoft Natural Ergonomic Keyboard 4000, class 0 /0, rev 2.00/1.73, addr 2> on usbus0
kbd2 at ukbd0
uhid0: <Microsoft Natural Ergonomic Keyboard 4000, class 0 /0, rev 2.00/1.73, addr 2> on usbus0
Trying to mount root from cd9660:/dev/iso9660/FREEBSD_IN STALL [ro]...

❀>�û5�÷÷æ��*Ç1h½FreeBSDItêÄ�3æ�&~{÷÷���It{÷÷?XÌóY°
ïñÇO�å�{GENERIC�X¥XÝ9Ç¢Ö,1/,�XÜLéYJ÷÷
Ø|Ñ�

❀÷÷æ�qÄ�Ç3R�tC3-3Ç,Ò�ã��á�®«~EÕ�ãFreeBSD�*��Live CD�ÝZs
�FreeBSD{×
q�Á�>&~05E 
�1��Enter Eh��

CCC3-3.   


���ããã������{{{&&&~~~000***

❀óY°Ç> 
[ Install ]1äq�ãÇ��
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3.5���ëëëbsdinstall
❀bsdinstall4�Çä�©ý{FreeBSD�ãÇ�Ç*V4Nathan Whitehorn <nwhitehorn@FreeBSD.org >Ç
�2011#úFreeBSD 9.0f~�

ÕÕÕ???: Kris Moore <kmoore@FreeBSD.org > �PC-BSD (http://pcbsd.org)�U{pc-sysinstall �,1~��
ãFreeBSD (http://wiki.pcbsd.org/index.php/Use_PC-BSD_Installer_to_Install_FreeBSD)�¯l��Ì
3bsdinstall ×@Çb"�ÜV?X#��

❀bsdinstallh\ø:{Ì�;�EÝi05E�Enter E�TabE�SpaceE��

3.5.1   


EEEcccnnnóóó

❀Êâh�tó&~{ø:;�ÑÇbsdinstall,�ÌD�
+ 
�«:å�{EcYÛ�

CCC3-4.EEEcccnnnóóó   




❀ 
ê[ YES ]�ÇR�+�Á{Ec 
�ÁÖd�RX�+$�Á
�z&~å�Ecnó�
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CCC3-5.EEEccc   


hhh\\\

❀&~Þ/�05E 
!7\h�ø:{Ecnó�Ç�Enter Eh��

ÕÕÕ???: �Esc E1&~å�{Ecnó��*X8ù� 
ý�1ÇM?United States of America ISO-8859-1�

3.5.2÷÷÷���ÌÌÌåååÖÖÖ

❀�ÁÇbsdinstallR
+�c�ã{ø:÷�ÌåÖ�

CCC3-6.÷÷÷���ÌÌÌåååÖÖÖ

❀a�Q�qr{ÌåÖÇ¾�machine3.example.com �

3.5.3   


������ããã{{{���GGG

❀�ÁÇbsdinstallR
+ 
��ã{�G�
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CCC3-7.   


������ããã{{{���GGG

❀�ãýJ�GiLÇÝRû�ø:~Eù,~�c8-�Õ?Ç�[<Y�ÑÌ�ãFreeBSD�Xù~�
8-Ã:Á�äø:�Ä�

❀Êâ�ã¡n{X3ÇìJ�G,�XÌ�+�

,,,   ���GGG

• doc -��©lÇÌ�4¦1ø»$#�{���ã�¤,1�ãFreeBSD©l��Ä
Ø{©l�

• games -�J�:{BSD�úÇÝifortune¦rot13��

• lib32 -/�E©GÇ~�ó64 Çý{FreeBSDÞäq32 Ç��

• ports - FreeBSD{portsø�

portsø
Øê�«;\
0"{E»u�ã�G�óportsø¥Ç?XÝ9�H�GÄ�{ÍShÇR

S�{4���ê�Ä�ñ��H?�ã�®0�GÝ{©G��59ÌYc�[&~portsø�

´́́···:  
$1�Ç��ây��ê{mc8-ÇÕ?�ãÇ�?XÌé$�q5��FreeBSD 9.0{portsø
Õ�500 MB{�c8-Ö3�,1�ã�{Çý½�ÍL{8-�

• src -ø:ÍSh�

FreeBSD
Øê¦�Xù~�8-��{qrÍSh�L\IÇ�?X��YJÍShÇÇ¢Ì�~�
É��½�GÃ¾�÷÷PÄÝ�XÜLÄÝVFreeBSDýü{
��

qr{ÍShd��1 GB{�c8-Ç
­c�HrÇFreeBSDø:��i¤��5 GB{8-�

3.6///,,,���ddd���ããã
❀bootonly�ã��¥?XÌÝ9Ä�{�ã©G��*&~Y«���q�ãÇ����{©GÒ��/
,�d�ñ�
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CCC3-8.///,,,���ddd���ããã

❀Êâ�3.9.2�{�ê�dËz�Çý,
) 
45��º45�Þ¥?�FreeBSD{�ã©GÇ 

�ÇÍ£{º45��Ï�ÍO{ÜRYJ©GÇ,
>è�ã�-�

CCC3-9.   


���ÇÇÇººº444555���

❀Ëz�Ä º45�?�®tÄ�©G�Ç�ãR���q�

3.7III{{{���ccc888---
❀FreeBSD
Øê®«0*uI{�c8-ÕGuidedÃÃÃ555sss***ÄÄÄIK�ê�Ä÷��cIKÖ

ManualÃÃÃCCCÄÄÄ***ÄÄÄIK�ã�°ÿ~�
O�½BIKÖ¤,1��shell¥�z&~¡
�gpart(8)�fdisk(8)¦bsdlabel(8)Yø{×
qÇ��
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CCC3-10.   


III{{{���ccc888---{{{000***

3.7.1555sss***IIIKKK

❀�*åìÞ{�õL�cÇ����FreeBSD{�ã�½ø)�c�

CCC3-11.,,,õõõLLL���ccc¥¥¥���qqq   




❀,1RrÇ�cÑI{ÉFreeBSDÇ�,1�I{Ù¥{�\I�¥ 
{4[ Entire Disk ]Ç�
OIK
YÛ�Ì�z&~rÇ�cÖ¥ 
{4[ Partition ]Ç�
OIK��Ì&~�cÞ{8�8-�
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CCC3-12.   


���[[[


OOOIIIKKKYYYÛÛÛ

❀>�û5�IKYÛ{
O�*��*���FØ�ÿÇ,1 
[ Revert ]u¤Æ��{IKÖ$iÇ
�,1 
[ Auto ]­ctFreeBSD�Ä
OIK��,1CÄ
O���ÝÍøIK�th
OêIK�
�Ç> 
[ Finish ]1���ã�

CCC3-13.555���...


OOOIIIKKK

3.7.2CCCÄÄÄ***IIIKKK

❀CÄ*IKR�z&~IK�öì�qv*�
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CCC3-14.CCCÄÄÄ


OOOIIIKKK

❀°àø)PÄìÃý¾¥�ada0Ä? 
[ Create ]1�+partitioning schemeÃIK0�Äh\�

CCC3-15.CCCÄÄÄ


OOOIIIKKK

❀é�PC/�åu�ÇGPTIK/�4!\7{ 
Ç
ìJX/�GPT{�*v*ø:�,���&
~MBRIK�ø$�i{IK0��~��JX�D{ÝÙÆ{�*v*ø:�

,,,3-1.IIIKKK000���

ÀÀÀUUU ���ÒÒÒ

APM Apple Partition MapÇ~�PowerPC® Macintosh�
(http://support.apple.com/kb/TA21692)

BSD kDbsdlabel(8)� XQMBR{BSD
*��{Û~

dedicated mode
Ýbsdlabel(8)
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ÀÀÀUUU ���ÒÒÒ

GPT GUIDIK,�
(http://en.wikipedia.org/wiki/GUID_Partition_Table)

MBR Master Boot RecordÇÌZs�9�
(http://en.wikipedia.org/wiki/Master_boot_record)

PC98 MBR#�Ç~�NEC PC-98�®
å�

(http://en.wikipedia.org/wiki/Pc9801)

VTOC8 Volume Table Of ContentsÇ~
�Sun SPARC64ZUltraSPARC�
®å�

❀h½êIK0�?
OqÄ�Ç,ò' 
[ Create ]1
Oc{IK�

CCC3-16.CCCÄÄÄ


OOOIIIKKK

❀FreeBSD{)ïGPT�ã�èÌ&~®ÇIKÕ

)))ïïïFreeBSD GPT IIIKKK

• freebsd-boot - FreeBSDZsIKÇÇ��ÿ�D �

• freebsd-ufs - FreeBSD{UFS©Gø:�

• freebsd-swap - FreeBSD{b¦8-�

❀�,13�
OõÇ©Gø:IK��J~�Ìõ¡�:{IKÂÛÇ�/�/var �/tmp Ç1ù/usr ©

Gø:I/
OIK�>kÝ¾3-3¥{¾��

❀,~{GPTIK¡n,1ógpart(8)¥It�

❀ó�½Ú@�Ç,1&~�~{ÀUÕK ,+kilobytes�M ,+megabytesÇ
G,+gigabytes�
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+++: th�éà�c×K�êÜR!�u��ÃX�c{�Ç×K�512	�¤44K	�ÇRIKLB÷�
�4K	�{õjÑ�êhâéà�"�v*¥Ç��&IK{LB��1MÝ1G{õjý,���{¾i
4freebsd-boot IKÇø���ZsShÄ!Ç$IKX�L�512K�

❀¥IKÝ9©Gø:Ç���óMountpoint1¥�ÙQ��ñ�Ö¥�
Oê�ÇUFSIKÇ�aó$
1¥Q�/�

❀!���Q�{4LabelÃ)üÄ1Ç~�×ÖÄ
O{IK��*RPÄìËz�X3{;�ìÝà
=ÇÙÖÁÝ�RÌ�	�#Çbéa{)ü?XÌ#��ó¡�/etc/fstab Yø{©G¥Ç/,)üZ

~IK�/,PÄìÖ�IK�RZ~Í��ÙÇO�YøZ~&ø:émG{�#Í�P��GPT{)
üÌó�cËz�ñ�ó/dev/gpt/ ¥Ö
ÙÆIK0�¥{)ü��X3{Õ�ÇÇ¢Ìñ�ó/dev/

¥{X3ø9°�




+++: ��½àBÇ>É�Ç©Gø:�½Õ�Ã�{)ü�¦�®å{ÖÁ�~EÝ �#�{	nþ,���
)ü�¾�Ç"è?�®å{UFSÊø9,1×Ö��labroot�Ý�rootfs-lab��

¾¾¾3-3.


OOO���:::{{{III¿¿¿***©©©GGGøøø:::IIIKKK

ó�:{IKYÛ¥Çø9/�/var �/tmp ù/user Ñ4 ���IKÞ{ÕÁ©Gø:ÖóGPTIK0
�¥�,1
OYø{IKYÛ�ý¾¥Ä&~{4�L20G{mcÇ�*&~ÍL{mcÇOF
OÍ
L{b¦Ý/var IK�)ü{�íex 4��example�Çä�v*�3,1&~�[Õ�Ã�{	n�

IIIKKK¡¡¡nnn LLLBBB ���ñññ��� )))üüü

freebsd-boot 512K

freebsd-ufs 2G / exrootfs

freebsd-swap 4G exswap

freebsd-ufs 2G /var exvarfs

freebsd-ufs 1G /tmp extmpfs

freebsd-ufs zIå��Ã��8-Ä /usr exusrfs

❀
Oê�½BIK�Ç> 
[ Finish ]1���ã�

3.8���ãããhhh���
❀�ÁÇ�ãÇ�R]témc�qUv*ÇY�4R>�ã{!�åÌ�
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CCC3-17.!!!���hhh���

❀ 
[ Commit ]?�Enter Eh��ãÖ 
[ Back ]1(ÃIK�öì�q��Ö 
[ Revert & Exit ]
1Rñ�ã
X���[mcjâ�

❀ÊâÄ �G��ã��Zåì¤Ý{X3Ç��{�-Ì�Ä#���ã�Ì��øïfå�+ø�

{�Ý�

❀D�Ç�ãÇ�ÌRIKYÛU��cÇ?�qnewfs ð)�IK�

❀�*4/,�d�ãÇbsdinstallRÊâ��Ä {�G�ñéa{©G�

CCC3-18.ÜÜÜRRR���GGGéééaaa{{{©©©GGG

❀z�uÇÌèyYJ©G{qruÇ13�Ùó�ñ�» Ý,�ã��¥ØÖ�
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CCC3-19.èèèyyy���GGGéééaaa{{{©©©GGG

❀!�Çèy,{�G©GÌú
R��c�

CCC3-20.


RRR���GGGéééaaa{{{©©©GGG

❀©G
R\\qÄ�ÇbsdinstallR
)�ã�{{��ÖÃkD�3.9�Ä�

3.9���ããã���{{{{{{���
❀ÄÕ�ãFreeBSD�Ç¤���'�q�J{��ó­é��cø:�ÇYJ{�)ª,1/,!ª{{
�h\�q���

3.9.1÷÷÷���root···hhh

❀��÷�root ·h�>Õ?Q�·h�ÇúQ�{	n?XÌó¶ôÞ�+ÇO$�3�Q�FØÇ�

�ò'Q�#3{	n�
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CCC3-21.÷÷÷���root···hhh

❀ÄÕ÷�·h�Ç�ãR���q�

3.9.2{{{������dddzzz===

ÕÕÕ???: �*.²óbootonly �ã�{�,�dz=Ç�,Q,$Z�

❀Y°R�+�Ç�dz=ï,ÇÙ¥{z=Ñ4óh��®åÞc�t{Ç> 
�Ç�q{��

CCC3-22.   


���ÇÇÇ���dddzzz===

3.9.2.1{{{���ÃÃÃ"""���dddzzz===

❀�* 
êÃ"�dz=Ç���Q�#�{Ã"�dèyù�\kjÇ1ã�ÙËz��½{�d�

❀Ã"�d4/,Service Set IdentifierÃqÖø)#nÇ;U� SSIDÄu,+{ÇÇ4��,+Ã"�d{
á	n��

101



❀❀39❀�ãFreeBSDÃ7~�9.xù1�ÇýÄ

❀LõjÃ"�dÑÌ1�·0*�QjâÇ�$â�fåXú�²GYV����ñOFf~WPA2�
·�Î*{�·¡nÇ�WEPÇ�����[�\u,Ó�

❀¥�Ëz��ÇÃ"�dÇD���·ÃÃ"z���

CCC3-23.···ÃÃÃÃÃÃ"""zzz������

❀·ÃqÄ�ÇÌïñÄ���{SSID1ùÇ¢|Ñ{�·¡n�Ò��*��Ëz{SSID��ïñÇ>
 
[ Rescan ]ò'·Ã��*¤��ñ�Ç>5��"ÇÝR�®å#�Í"£z��{�0�ó),Y
J�ÕD���Çò­c·Ã�

CCC3-24.   


���ÇÇÇÃÃÃ"""���ddd

❀ 
Ä�Ëz{Ã"�dÇý,Q�ËzÄ�{�·få�é�WPA2Ç��Q��Ç·hÃ�w½á0
·ØÇ(;ÁPSKÄ���\åDÇóQ�U¥E�{	nR�+�hR�
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CCC3-25. WPA2÷÷÷���

❀ó 
êÃ"�d?Q�êËzÄ�{få�Ç�d{�R���q�

3.9.2.2{{{���IPv4 ���ddd

❀ 
4d&~IPv4�d�Y4!�D{�dËz¡n�

CCC3-26.   


IPv4���ddd

❀�Ü«{�IPv4{0*�DHCPÌ�Ä���dz=�qth{{�Ç/�<Y�ÇY4D {0*�

StaticÃ·ÕÄ0*���CÓQ��d{{�få�

ÕÕÕ???: X�±?Q��d{{�fåÇO�Yø{��dÒÃ�t�Ó*�>5�d�®ÊÝqÖ
ØÛ�°R
z�3.3.3�Äïñ{{�få�

3.9.2.2.1&~DHCP0*

❀¥?ó,~{DHCPqÖìÇ> 
[ Yes ]1�Ä{��dz=�
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CCC3-27.   


DHCP{{{���IPv4

3.9.2.2.2&~·Õ{�0*

❀�dz={·Õ{���Q�#�{IPv4{�få�

CCC3-28.···ÕÕÕ{{{���IPv4

• IP Address - IP��ÇýÉh��®åCÄI{{IPv4���$����4��{Ç?%óý��dÞ
¤��úÙÆ÷÷&~�

• Subnet Mask -��ÙhÇ~�ý��d�/�4255.255.255.0 �

• Default Router Ãå�4�Ä-�dÞå�4�{IP���/�ÇY4Rý��dËz�Internet{4�
ìÝÙÆ�d÷÷{����Á*default gatewayÃÃÃååå���������ÄÄÄ�
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3.9.2.3{{{���IPv6 ���ddd

❀IPv64�«c{�d{�0*��*3�,~{IPv6ËzÇ?��&~ÇÇ 
[ Yes ]u
){��

CCC3-29.   


IPv6���ddd

❀IPv6��Ü«{�0*�SLAACÇÝStateLess Address AutoConfigurationÃÃçÕ���Ä{�Ä0*
�ê�Ä{�th{�dz=Ç
StaticÃ·ÕÄ{�0*���CÄQ��dfå�

3.9.2.3.1&~Stateless Address Autoconfiguration0*

❀SLAACã�IPv6�G,ý�4�ì>F�Ä{�fåÇ-<kDRFC4862
(http://tools.ietf.org/html/rfc4862)�

CCC3-30.   


SLAAC {{{���IPv6

3.9.2.3.2&~·Õ{�0*

❀�dz={·Õ{���Q�#�{IPv6{�få�
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CCC3-31.···ÕÕÕ{{{���IPv6

• IPv6 Address ÃIPv6��Ä-�h��®åCÓI{{IP���YÇ����4��{Ç?%��úÙ
Æý��d÷÷&~�

• Default Router Ãå�4�Ä-�dÞå�4�{���/�ÇY4Rý��dËz�Internet{4�ì
ÝÙÆ�d÷÷{����Á*default gatewayÃÃÃååå���������ÄÄÄ�

3.9.2.4{{{���DNS

❀Domain Name SystemÃ­Öø:Ç;ÁDNSÄ�Ûì~�ÌåÖZ�d��-{#�Ý¦��*&~{
4DHCPÝSLAACÇ��Ù{�i,�.²?óÖd�Ç>óSearch	ã¥Q�ý��d{­ÖÇóDNS
#1ZDNS #2¥Q�ý�DNSqÖì{IP����è��{��ÇDNSqÖì�

CCC3-32. DNS{{{���
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3.9.3÷÷÷������KKK

❀�3{åì÷��KRã�Ù�ÄD�Ç?th�q�J¦�K#�{v*�

❀+¾¥{åì ��)À\�K�ÊâÄÿ{�® �Ç3{ 
,�Ì�ÄX3�

CCC3-33.   


ýýý���ÝÝÝUTC ���¨̈̈

❀ 
[ Yes ]Ý[ No ]1h½åì�¨{{�0*Çl��Enter E��*3?X�wø:&~{4UTC¤
4ý��-Ç> 
[ No ]1&~Í��D{ý��-�

CCC3-34.   


���KKK

❀&~05E 
\7{�K���EnterE�
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CCC3-35.   


)))���

❀~05E 
\7{)����EnterE�

CCC3-36.   


���KKK

❀~05E 
\7{�K���EnterE�
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CCC3-37.hhh������KKK   




❀h��K{ÀU4th{Çl��EnterE1���ã�{{��

3.9.4   


������


ééé{{{qqqÖÖÖ

❀,1
é�i{ø:qÖÇÇ¢Ìóø:éÄ��Ääq�Ä�YJqÖÑ4, {�

CCC3-38.   


������


ééé{{{qqqÖÖÖ

���iii{{{øøø:::qqqÖÖÖ

• sshd - Secure ShellÃýSSHÄE��ÇÇ
Ø�\{ÏÇ6¯�

• moused -|Ñóø:;�Ñ¥&~`)�

• ntpd - Network Time ProtocolÃ�d�-NFÇ;ÁNTPÄE��ÇÇ
Ø�¨�Ä3Z�

• powerd -ø:�Þ;�Ç�Ç~�;��Þù���
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3.9.5ééé~~~ÿÿÿdddÝÝÝûûû

❀bsdinstallR®¯4dóø)ø:Þé~ÿdÝû���ó®Aø:�:��~ÇO$ó¹~�¦,��
é~ÿdÝû� 
[ Yes ]1é~ÿdÝûÇÝ 
[ No ]1Xé~ÿdÝû�

CCC3-39.ééé~~~ÿÿÿdddÝÝÝûûû

3.9.6������~~~���

❀ó�ã,Ç¥Ça�è��� Ê/~�Ç
X�)ª1root üP~��h1root üP~�ø:�Çø

:��XÌéÙv*
Ø�[!�Ýâ��1Ê/~�üP~9Í��\�

❀ 
[ Yes ]u��c~��

CCC3-40.������~~~���AAARRR

❀�����{~�Q�få�
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CCC3-41.QQQ���~~~���fffååå

~~~���fffååå

• Username -~�ÖÇý~��~�ÄQ�{ÖÁ�/�4Ö{D	ñ�v{�\�

• Full name -~�{\Ö�

• Uid -~�ID�/��81�ÄI{�

• Login group -~���/��81zIå�R��

• Invite user into other groups? -4d3�R~���ÙÆY!�Ú�*��Ç>Q�Y!�Ö
Á�

• Login class -~9¡/�/��81zIå�R��

• Shell -~�shell�óý¾¥ 
{4csh(1)�

• Home directory -~�Ìø9�/��81zIå�R��

• Home directory permissions -~�Ìø9{Y!�/��81zIå�R��

• Use password-based authentication? -4d&~ä�·h{�yÚ/���yes��

• Use an empty password? -4d&~8·hÚ/���no��

• Use a random password? -4d&~±å·hÚ/���no��

• Enter password -~�{"�·h�Q�{	nXÌó¶ôÞ�+�

• Enter password again -��ò'Q�·h1�qèy�

• Lock out the account after creation? -
O�Ã½ARÚ/���no��

❀\\fåQ�qÄ�Çø:Ì�+!�?®¯4dth��*��êFØÇ,1Q�no ��q��Ö�

*��FØÇ>Q�yes 1
Oc~��
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CCC3-42.RRRñññ~~~���¦¦¦������®®®

❀¥���Íõ~�Ç>ó¯��Add another user?��Q�yesÖQ�no 1qÄ~���?���ã�

❀Íõ��~���ù�®{fåÇ>kD�149�

3.9.7!!!ªªª{{{���

❀Ä�{�ãù{�qÄ�Ç��åÌéÙ�q���

CCC3-43.!!!ªªª{{{{{{���hhh\\\

❀&~$h\Ç,1óqÄ�ã���Ý���[{��

!!!ªªª{{{{{{���   111

• Add User -��~�Ç-D�3.9.6��

• Root Password - root·hÇ-D�3.9.1��

• Hostname -ÌåÖÇ-D�3.5.2��

• Network -�dÇ-D�3.9.2��
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• Services -qÖÇ-D�3.9.4�.

• Time Zone -�KÇ-D�3.9.3��

• Handbook -C~ÇR�ñ?�ãFreeBSD&~C~ÃýýVÄ�

❀qÄê!ª{��Ç> 
Exit1���ã�

CCC3-44.CCCÄÄÄ{{{���

❀bsdinstallÌ®¯­é�4d¤���i{{�Õ 
[ Yes ]��shell)YJ{�Ç 
[ No ]1�q�
ã{!��Z�

CCC3-45.qqqÄÄÄ���ããã

❀�*����Z{{�Ý�O{÷�Ç,1 
[ Live CD ]u���ã��{Live CDÜ*�

❀�ãqÄ�Ç 
[ Reboot ]­é�®åÇ?
)&~\c{FreeBSDø:�>X���#øFreeBSD{
�ãCD�DVDÝUSB�AÕÇd��®å,�Ìò',YJ��éÄ�
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3.9.8 FreeBSD {{{éééÄÄÄ¦¦¦������

3.9.8.1 FreeBSD/i386 {{{éééÄÄÄ

❀FreeBSDéÄ�Ì�+�õ#�fåÇt�<Y�¶ôÌXä%ÄÇ
éÄqÄ��Ì�+�Ç~9
+
n��*����éÄ�{#�fåÇ,1��Scroll-LockE
éscroll-back bufferÃÃÃÃÃÃ%%%¥¥¥???ÄÄÄÇl�
&~PageUpE�PageDownE¦05Eq ÝÖò'��Scroll Lock ER��Ã%¥??(Ãt�{¶
ô�

❀ólogin: 
+nÿQ��ã���{~�Öu~9ø:Çý¾¥4asample �ø:���Çd�>Õ*

�root ~9�

❀Þc{Ã%¥?LB�!ÇO
��\\,D�~�ø:�Çó
+nÿQ�dmesg | less Ç�ê��

týL\I{éÄfåÇ����qE(Ã×
q�

❀�n{éÄfåÃ$ÿQVêÇýfåÄÕ

Copyright (c) 1992-2011 The FreeBSD Project.
Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992 , 1993, 1994

The Regents of the University of California. All rights rese rved.
FreeBSD is a registered trademark of The FreeBSD Foundation .

root@farrell.cse.buffalo.edu:/usr/obj/usr/src/sys/G ENERIC amd64
CPU: Intel(R) Core(TM)2 Duo CPU E8400 @ 3.00GHz (3007.77-MH z K8-class CPU)

Origin = "GenuineIntel" Id = 0x10676 Family = 6 Model = 17 Step ping = 6
Features=0x783fbff<FPU,VME,DE,PSE,TSC,MSR,PAE,MCE,C X8,APIC,SEP,MTRR,PGE,MCA,CMOV,PAT,PSE36,MMX,FXSR,S
Features2=0x209<SSE3,MON,SSSE3>
AMD Features=0x20100800<SYSCALL,NX,LM>
AMD Features2=0x1<LAHF>

real memory = 536805376 (511 MB)
avail memory = 491819008 (469 MB)
Event timer "LAPIC" quality 400
ACPI APIC Table: <VBOX VBOXAPIC>
ioapic0: Changing APIC ID to 1
ioapic0 <Version 1.1> irqs 0-23 on motherboard
kbd1 at kbdmux0
acpi0: <VBOX VBOXXSDT> on motherboard
acpi0: Power Button (fixed)
acpi0: Sleep Button (fixed)
Timecounter "ACPI-fast" frequency 3579545 Hz quality 900
acpi_timer0: <32-bit timer at 3.579545MHz> port 0x4008-0x 400b on acpi0
cpu0: <ACPI CPU> on acpi0
pcib0: <ACPI Host-PCI bridge> port 0xcf8-0xcff on acpi0
pci0: <ACPI PCI bus> on pcib0
isab0: <PCI-ISA bridge> at device 1.0 on pci0
isa0: <ISA bus> on isab0
atapci0: <Intel PIIX4 UDMA33 controller> port 0x1f0-0x1f7 ,0x3f6,0x170-0x177,0x376,0xd000-0xd00f at
ata0: <ATA channel 0> on atapci0
ata1: <ATA channel 1> on atapci0
vgapci0: <VGA-compatible display> mem 0xe0000000-0xe0ff ffff irq 18 at device 2.0 on pci0
em0: <Intel(R) PRO/1000 Legacy Network Connection 1.0.3> p ort 0xd010-0xd017 mem 0xf0000000-0xf001ffff
em0: Ethernet address: 08:00:27:9f:e0:92
pci0: <base peripheral> at device 4.0 (no driver attached)
pcm0: <Intel ICH (82801AA)> port 0xd100-0xd1ff,0xd200-0x d23f irq 21 at device 5.0 on pci0
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pcm0: <SigmaTel STAC9700/83/84 AC97 Codec>
ohci0: <OHCI (generic) USB controller> mem 0xf0804000-0xf 0804fff irq 22 at device 6.0 on pci0
usbus0: <OHCI (generic) USB controller> on ohci0
pci0: <bridge> at device 7.0 (no driver attached)
acpi_acad0: <AC Adapter> on acpi0
atkbdc0: <Keyboard controller (i8042)> port 0x60,0x64 irq 1 on acpi0
atkbd0: <AT Keyboard> irq 1 on atkbdc0
kbd0 at atkbd0
atkbd0: [GIANT-LOCKED]
psm0: <PS/2 Mouse> irq 12 on atkbdc0
psm0: [GIANT-LOCKED]
psm0: model IntelliMouse Explorer, device ID 4
attimer0: <AT timer> port 0x40-0x43,0x50-0x53 on acpi0
Timecounter "i8254" frequency 1193182 Hz quality 0
Event timer "i8254" frequency 1193182 Hz quality 100
sc0: <System console> at flags 0x100 on isa0
sc0: VGA <16 virtual consoles, flags=0x300>
vga0: <Generic ISA VGA> at port 0x3c0-0x3df iomem 0xa0000-0 xbffff on isa0
atrtc0: <AT realtime clock> at port 0x70 irq 8 on isa0
Event timer "RTC" frequency 32768 Hz quality 0
ppc0: cannot reserve I/O port range
Timecounters tick every 10.000 msec
pcm0: measured ac97 link rate at 485193 Hz
em0: link state changed to UP
usbus0: 12Mbps Full Speed USB v1.0
ugen0.1: <Apple> at usbus0
uhub0: <Apple OHCI root HUB, class 9/0, rev 1.00/1.00, addr 1 > on usbus0
cd0 at ata1 bus 0 scbus1 target 0 lun 0
cd0: <VBOX CD-ROM 1.0> Removable CD-ROM SCSI-0 device
cd0: 33.300MB/s transfers (UDMA2, ATAPI 12bytes, PIO 65534 bytes)
cd0: Attempt to query device size failed: NOT READY, Medium n ot present
ada0 at ata0 bus 0 scbus0 target 0 lun 0
ada0: <VBOX HARDDISK 1.0> ATA-6 device
ada0: 33.300MB/s transfers (UDMA2, PIO 65536bytes)
ada0: 12546MB (25694208 512 byte sectors: 16H 63S/T 16383C)
ada0: Previously was known as ad0
Timecounter "TSC" frequency 3007772192 Hz quality 800
Root mount waiting for: usbus0
uhub0: 8 ports with 8 removable, self powered
Trying to mount root from ufs:/dev/ada0p2 [rw]...
Setting hostuuid: 1848d7bf-e6a4-4ed4-b782-bd3f1685d55 1.
Setting hostid: 0xa03479b2.
Entropy harvesting: interrupts ethernet point_to_point k ickstart.
Starting file system checks:
/dev/ada0p2: FILE SYSTEM CLEAN; SKIPPING CHECKS
/dev/ada0p2: clean, 2620402 free (714 frags, 327461 blocks , 0.0% fragmentation)
Mounting local file systems:.
vboxguest0 port 0xd020-0xd03f mem 0xf0400000-0xf07fffff ,0xf0800000-0xf0803fff irq 20 at device 4.0
vboxguest: loaded successfully
Setting hostname: machine3.example.com.
Starting Network: lo0 em0.
lo0: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST> metric 0 mtu 16384

options=3<RXCSUM,TXCSUM>
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inet6 ::1 prefixlen 128
inet6 fe80::1%lo0 prefixlen 64 scopeid 0x3
inet 127.0.0.1 netmask 0xff000000
nd6 options=21<PERFORMNUD,AUTO_LINKLOCAL>

em0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICA ST> metric 0 mtu 1500
options=9b<RXCSUM,TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 08:00:27:9f:e0:92
nd6 options=29<PERFORMNUD,IFDISABLED,AUTO_LINKLOCAL>
media: Ethernet autoselect (1000baseT <full-duplex>)
status: active

Starting devd.
Starting Network: usbus0.
DHCPREQUEST on em0 to 255.255.255.255 port 67
DHCPACK from 10.0.2.2
bound to 192.168.1.142 -- renewal in 43200 seconds.
add net ::ffff:0.0.0.0: gateway ::1
add net ::0.0.0.0: gateway ::1
add net fe80::: gateway ::1
add net ff02::: gateway ::1
ELF ldconfig path: /lib /usr/lib /usr/lib/compat /usr/loc al/lib
32-bit compatibility ldconfig path: /usr/lib32
Creating and/or trimming log files.
Starting syslogd.
No core dumps found.
Clearing /tmp (X related).
Updating motd:.
Configuring syscons: blanktime.
Generating public/private rsa1 key pair.
Your identification has been saved in /etc/ssh/ssh_host_k ey.
Your public key has been saved in /etc/ssh/ssh_host_key.pu b.
The key fingerprint is:
10:a0:f5:af:93:ae:a3:1a:b2:bb:3c:35:d9:5a:b3:f3 root @machine3.example.com
The key’s randomart image is:
+--[RSA1 1024]----+
| o.. |
| o . . |
| . o |
| o |
| o S |
| + + o |
|o . + * |
|o+ ..+ . |
|==o..o+E |
+-----------------+
Generating public/private dsa key pair.
Your identification has been saved in /etc/ssh/ssh_host_d sa_key.
Your public key has been saved in /etc/ssh/ssh_host_dsa_ke y.pub.
The key fingerprint is:
7e:1c:ce:dc:8a:3a:18:13:5b:34:b5:cf:d9:d1:47:b2 root @machine3.example.com
The key’s randomart image is:
+--[ DSA 1024]----+
| .. . .|
| o . . + |
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| . .. . E .|
| . . o o . . |
| + S = . |
| + . = o |
| + . * . |
| . . o . |
| .o. . |
+-----------------+
Starting sshd.
Starting cron.
Starting background file system checks in 60 seconds.

Thu Oct 6 19:15:31 MDT 2011

FreeBSD/amd64 (machine3.example.com) (ttyv0)

login:

❀óvz{åìÞÇ	ÄRSAZDSA·Ø,����J�-�Y«<Y�Ìó
éêsshd{cø:D'é
Ä��	Ç��{éÄ¤ÝXIk/�

❀FreeBSDå�<Y�?XÌ�ãCo¢¸Çb
Øêõ«X3{ 
�>kÝ�69ê�-<�

3.9.9������FreeBSD

❀t���FreeBSD�Ï�â�jâùø:mGXI» �X��z���Í��*~�4wheel �{Ä

ÊÇD�ó×
q¥Q�su �E�root ·hÄ�§ÿ~��$iÇ�,*�root ~9Çl�&~×


shutdown -p now �Yøø:R�\��q���

❀¯l�,1&~�\ECtrl +Alt +Del­éø:Çbt�<Y�?XM?Yø)�

3.10ùùùFFF\\\øøø
❀�ÁR�ë�[\øäý{�ãùFÇ¾�~�²�ç·{¯��

3.10.1±±±tttFFFØØØ���������[[[ÿÿÿ®®®

❀��PC%è{È«!�ÇmG5�X,�100%�,"æ�Çl
Çh$¡�6�	�Ç3�,�,1
/,�Jv*u�q�ûÇ¢�

❀D�a�ÊâÄ�ã{FreeBSDÇýXémG/��Ò (http://www.FreeBSD.org/releases/index.html)©
lÇ1hâÙ|Ñ3{mG�

❀�*&~ú|Ñ{mG��±tê�åÝÙÆ¯�Ç>É��Ç�½B�XÇYøý,��JGENERIC

�X¥X?ó{÷÷
Ø|Ñ�ZscÞ{�X"½ýLõjmG{IRQ�IO��ZDMA /wþ�ñ¢÷
�Ç�*3{mGú­c{�,ÇÒi,������X{�©G?­c�H�XÇ1|ÑFreeBSDc�
YJmG�
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❀¤,�ñ��«<YÇ5�ìÇX?ó{÷÷Ìs�ã�éÙÆ?ó{÷÷5��½�óY«<Y�Ç

a�¢�5�ZåàB{÷÷Äéa{PÄÇ��

ÕÕÕ???: �J�ã¯�,1/,ÍcmGûGu�½Ý�ÕÇ�Ù4ÌÆ�ÌÆûG/�úÁ*BIOSÇLõjÌÆ
Z�®å��ÛÑp�
Ø�ÿZ#�få{�5�

��Û/�OFÇø:�¡��EÍcY«��{ÆOÇd�a�½�ÿÌÆBIOS��ÿ,Ç�`ñ�F
ØÇBIOSfåRût» Ç,
s��®åÃ�Ó*�

3.10.2ùùùFFF\\\øøø¯̄̄III

1.óéÄ�Ç·{ø:ó5�mG��åÇÝó�ã,Ç¥q�I��

ói386�amd64Zia64²Ñ{éÄ,Ç¥ÇFreeBSD�-&~êACPIqÖu5�ø:{�ÇXs{4ACPI
PÄZÌÆBIOS¥�?ó�Jbug�ó�®~ãZs�ñì¥Ç,1/,÷�hint.acpi.0.disabled u

¢~ACPIÕ

set hint.acpi.0.disabled="1"

Y�÷�Ìóø:­é��HÇO$��Rhint.acpi.0.disabled="1" ���©G/boot/loader.conf

¥���Zs�ñì{ÍõfåÇ>kD�13.1��
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UNIXäääúúú
Rewritten by Chris Shumway.

4.1���ccc
❀�ï9�{×
ZÕ�7~�FreeBSDv*ø:�3�Y°�õ��Z�J¡-UNIX v*ø:#��"�
3.²YçYJ��,!,XÝÖ�"�34FreeBSDcCÇ�3a��]-û�,>t�Ö�(YJ9
��

❀ÖRYJ��Ç3Rê�Õ

• �øóFreeBSD&~���;�Ñ��

• óUNIX ¥©GY!�[ä*Ç1ù®�FreeBSD¥{©G)��

• FreeBSDå�©Gø:{%è�

• FreeBSD�c%è�

• �ø�zÝW�©Gø:�

• ��4�Ç�E��Ç�fR�

• ��4shellÇah�øV�#~9��{å�¢¸�

• �ø&~äý{©ý�öì�

• ��4÷÷Ç��4÷÷���

• FreeBSD�Ç&~{4��,�q©GÂ*�

• �ø&~manC~?RzÍõýµ�

4.2������;;;���ÑÑÑZZZªªªààà
❀,1~õ«X3{0*&~FreeBSDÇó©ýªàQ�×
4Ù¥���/,&~Y«0*Ç3,1�4
�&~FreeBSDuÜzUNIX v*ø:{�Ù
�L{Õ��Y��R�ë�ªà�Z�;�Ñ�Ç1ù
�[óFreeBSD¥&~Ç¢�

4.2.1;;;���ÑÑÑ

❀"�3��÷�FreeBSDóéÄÏ-
éCo~9�ÁÇ��ø:RóZsZéÄlýthäqqÄ�Ç
É3�Ç~9{
+�3Ì�t¡�Yø{�Á:

Additional ABI support:.
Local package initialization:.
Additional TCP options:.

Fri Sep 20 13:01:06 EEST 2002
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FreeBSD/i386 (pc3.example.org) (ttyv0)

login:

❀YJfå,�Z3{ø:ã���X3ÇbXÌ�iL�/�!�Üq4·¢¡lU{Ç®�Y�q:

FreeBSD/i386 (pc3.example.org) (ttyv0)

❀Y�q43¦béÄ{ø:fåÙ¥�LÇ3Ä�t{4�Ç�FreeBSD�;�ÑÇäqó�ÇIntelÝ/
�{x86�ø%èÞÁ1�YÑ�®å{Ö	(�ÑUNIX �®åÑ���{Ö	)wpc3.example.org ÇÒ4

�óYÇø:;�Ñ−YÇttyv0 ªà{ø��

❀ó!�Ç!��q��âÑYø:

login:

❀Y°Ç3R,1Q�~�Ö�username�?~9tFreeBSDø:¥�z�u{��ÇR�ë�[~9ø
:�

4.2.2������FreeBSD

❀FreeBSD4�Çõ~�õ�Ö{ø:Ç¦é�u�Ò4�Çø:¥,1���õX3{~�Ç
YJ~�
Ñ,13�óYÑåì¥äqLÞ{Ç��

❀��Çõ~�ø:Ñ��óì0ÁVKI�user�ÇóFreeBSD°(1ù¡-UNIX v*ø:)ÇqÄY0Á
Ó*4���{ÇO
Ç� &~VóäqÇ���Ñ��D��~9�Ç
� ~�Ñ�¦�éa{~

�Ö(�username�)Z·h(�password�)�FreeBSDÌó~�����*ñ®¯YÜ1få�

❀hFreeBSDZs?äqqéÄlý��Ç2ÇÇÌÉñ�Ç
+Ç?�FQ��H{~�ÖÕ

login:

❀ÞÇ¾�Í�4®�Ç·¢"÷3{~�Öwjohn �ó
+n�Q�john ?�EnterÇ$�3a��t
YÇ
+�password�Õ

login: john

Password:

❀�óQ�john {·h?��Enter�Q�·h�4XXXÃÃÃ���{{{! X��$ZeÇYø)4ñ��\�D�

❀"�3Q�{·h4th{ÇY��a�.��FreeBSDÇ?,1
)�A,~{×
ê�

❀3a��DMOTDÝVñ��Ç×

+n(#�$Ý%	n).Y,Ò3.ÄÕ~9��FreeBSD�

4.2.3õõõÇÇÇ;;;���ÑÑÑ

❀ó�Ç;�ÑäqUNIX ×
¯�iPÇbFreeBSDä��'äqõÇÇ�{�Å��&~�Ç;�Ñ�
Ì�DFreeBSD3�äqõ�Ö{�Å�
���;�Ñ�óY0Á�¾�L{Õ��

❀FreeBSD�{�ñw�3X3�F{��;�ÑÇóEcÞ3~��EÒ�,ÈÇ��;�Ñ�-#¦�
ÈÇ;�Ñ���{�Q/wÇh3óÈÇ;�Ñ#¦�FreeBSDÌ#¦t\7{Ec�Q/wZ�+ì
�Q/w�
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❀FreeBSDÈÇ;�Ñ�-,¼~�O�E#¦?â�Æ�;�Ñ3Ç3,Yø): Alt -F1ÇAlt -F2Ç��
tAlt -F8óFreeBSD°#¦tÙ¥�Ç��;�Ñ�

❀3ø�,3tó,Ù¥ìÇ;�Ñ#¦t��Ç;�Ñ{��, FreeBSDÌâ?tó&~ZÁ�R�&~¶
ô�Q/w�Y«�*oÄ�«�Fú�Ç3p��õ����¶ôZEc,1Q�iõ{×
�YJÇ

���ó�Ç��;�ÑX�*�äq
�X��
�ÇÇÇ��äq
3,1#¦tÙÆ{��;�

Ñ�

4.2.4 /etc/ttys©©©GGG

❀FreeBSD��;�Ñ{å�{��8ÇÇb?X4mu÷�Ç3,1i�4÷���;�Ñ{Çj�õÝ
>è���;�Ñ{{�RZ÷�ó/etc/ttys ©G°�

❀3,1&~/etc/ttys ©GóFreeBSD�{���;�Ñ�©G°����Õ:{qÑ�÷��Çªà
Ý��;�Ñ(hq°9�#YÇ	n�X�&~)�FreeBSDå�{�4{�ñ9Ç��;�Ñ
��é
Ä8ÇÇ1�YJq4ttyv �åéÄ:

# name getty type status comments
#
ttyv0 "/usr/libexec/getty Pc" cons25 on secure
# Virtual terminals
ttyv1 "/usr/libexec/getty Pc" cons25 on secure
ttyv2 "/usr/libexec/getty Pc" cons25 on secure
ttyv3 "/usr/libexec/getty Pc" cons25 on secure
ttyv4 "/usr/libexec/getty Pc" cons25 on secure
ttyv5 "/usr/libexec/getty Pc" cons25 on secure
ttyv6 "/usr/libexec/getty Pc" cons25 on secure
ttyv7 "/usr/libexec/getty Pc" cons25 on secure
ttyv8 "/usr/X11R6/bin/xdm -nodaemon" xterm off secure

❀�*�ê�YÇ©G¥��ï{-û�ëÇ1ù��;�ÑÞÄ�&~{{�Ç>k�ÉåC~ttys(5)�

4.2.5\\\~~~���ÜÜÜ***{{{;;;���ÑÑÑ

❀���\~�Ü*�-û�ëó�13.6.2�Y°,1It�h3äq\~�Ü*���&~�Ç;�
ÑÇ��õÇ��;�Ñ,&~�\~�Ü*{;�Ñ3�,1ó/etc/ttys ©G÷�Ç,óYqIt�

éÄ{;�ÑÕ

# name getty type status comments
#
# If console is marked "insecure", then init will ask for the r oot password
# when going to single-user mode.
console none unknown off secure

ÕÕÕ???: YÇconsole .²Õ:«,3,�öYq²secure ��insecure �YøÇh~\~���FreeBSD�ÇÇ
�l�F
Øroot ~�{·h�

óóó²²²YYYÇÇÇ   111������insecure {���½�BeÇ�*3��êroot ~�{·hÇ��\~�Ì��f&�¦�

�l���\~�Ü*Çb�*3XYçÇÒÌ:�
|>��
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4.2.6���###;;;���ÑÑÑ{{{���+++ÜÜÜ***

❀FreeBSD;�Ñå�{�+Ü*,1ú®r�1024x768Ç1280x1024ÇÝV�[�{��_¡Z�+ìÄ
|Ñ{ÙÆÚ@��&~�ÇX3{�+Ü*Ç���D�­c�H�X?Ý91�2Ç 1Õ

options VESA
options SC_PIXEL_MODE

❀ó�X~Y2Ç 1�HqÄ�Ç�Ò,1&~vidcontrol(1)Óäu�½�{mG|Ñ[«�+Ü*ê�
1rootüPó;�ÑE�1�×
uÜz�PÄ|Ñ{�+Ü*ï,�

# vidcontrol -i mode

❀YÇ×
{Qñ4�P�{mGÄ|Ñ{�+Ü*ï,��,1ó1rootüPó;�ÑÞE
�vidcontrol(1)×
u�#�+Ü*Õ

# vidcontrol MODE_279

❀�*�é�c{�+Ü*w?Ç��,1²Ç��t/etc/rc.conf &åìó�'éÄ{��Ñ�	HÇ

·¢&~êÞ�Ç¾�¥{Ü*Õ

allscreens_flags="MODE_279"

4.3YYY!!!
❀FreeBSDÇ4BSD UNIX{Ò�Ç?ä��Ç�E{UNIX 
'�,�
)Òõÿ
tFreeBSD4�Çõ
~�{v*ø:ÇÇ�I/ÿ®�Ç3�Ó*{~�ÄI{{NÃ�É�Ö�?�	�� ~�{mG÷

÷�i÷��?ZCPUÿ®�-*ñ\®�\�

❀O�ø:��Å|Ñõ~�Çó��0Áø:ÑÌ*ñx�Ö�UZ�q{ýÍYÅ!��Y�Y!1

®Ç¬ Ã{0*û?øÇ�Ç4,+©GÄaVÇ�Ç4,+©GÄak�Ç�Ç4,+ÙÆ|�YJ

j	1�ï0*,+Õ

jjj��� YYY!!! øøø999ïïï,,,

0 X�ÖÇX�UÇX��q ---

1 X�ÖÇX�UÇ,�q --x

2 X�ÖÇ,UÇX��q -w-

3 X�ÖÇ,UÇ,�q -wx

4 ,ÖÇX�UÇX��q r--

5 ,ÖÇX�UÇ,�q r-x

6 ,ÖÇ,UÇX��q rw-

7 ,ÖÇ,UÇ,�q rwx

❀&~×
{-l (ls(1))kj,1�+ñ©G{ÄaV�Äa�ZÙÆ|�au�>�1�{¾�Õ

% ls -l

total 530
-rw-r--r-- 1 root wheel 512 Sep 5 12:31 myfile
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-rw-r--r-- 1 root wheel 512 Sep 5 12:31 otherfile
-rw-r--r-- 1 root wheel 7680 Sep 5 12:31 email.txt
...

❀&~ls -l ó�q{
)ñ�êÕ

-rw-r--r--

❀,&�å{��Ç	Ç·ª·¢YÇ©G4��ø{©G:Ê/©G?ø9?�O÷÷?socket?Ý4÷÷©
G?óYÇ¾�Ç- ,+�ÇÊ/©G�z�u®Ç	4rw- 4©Gp�V{Y!�òz�u{®Ç	

4r-- 4©GÄak�{Y!�!À®Ç	4r-- 4ÙÆ|{Y!�1Y�Ç©G�¾ÇÆ{Y!÷½4p

�V,1ÖUYÇ©G�k�,1ÖR�ÙÆ&~V��ÖRYÇ©G�ÊâÞÁ{,ÂÇ~j	,+Y

Ç©GÙ®\I{Y!a�4644�

❀YøiPÇbø:�øé÷÷�qY!;�{?/"ÞFreeBSDRL\PmG÷÷h*�Ç©G�VÇ~
Ç��K
�ÖR�U�jâÒ�ÙÆ{©G�ø�
÷÷©G8ó/dev ø9�

❀ø9�@��«©GÇ��ÖR�U���q{Y!�bø9{�qY!?B?X¦Ê/©G#3Ç"

�Þ�qY!4��Y!�h�Çø94ú)+,1�q{�Ç,+,1��ÇÇÝV¦Ó�Ç¼

~�cd� (�#h�ø9)��Ç�$iÇY�,+�Y��ø9{~�Ç,16¯Ù�{.�Ö	{©
G(hlø9�{©G�It6¯!�)�

❀-û0ÁÇ.ÖR�Çø9{ï,Ò��÷�,ÖY!Ç3�.Íø�Ç.�{©GÇÒ��²ø9�

YÇ©G÷�,UZZZ�qY!�

❀¤�ÍõY!÷½Çb4Æ¢Lõ~ó�OçY���Çsetuid{�q©GZ*"uø9Ç�*.�z�
��©GY!Z�[÷½{ÍõýµÇ>�C~chmod(1)�

4.3.1YYY!!!{{{nnnRRR���,,,+++

Contributed by Tom Rhodes.

❀Y!nRÇìJ��Ò4�nR,H*Ç&~¬��{	nÉø9Ý©GI{Y!�Y!nR{&~ª

�4(x) (*~) (Y!)����ïj�{ó�J�0Äå��ø{*~:

   111 			ñññ ���ëëë

(x) u ~�

(x) g Äak�

(x) o ÙÆ|

(x) a Ä�|(�\\�)

(*~) + ��Y!

(*~) - >èY!

(*~) = h½Y!

(Y!) r ,Ö

(Y!) w ,U

(Y!) x �q

(Y!) t *" 

(Y!) s ÷�UIDÝGID

❀YJj�chmod(1)1ó�)½{�ÞÇ¾�Ç~1�×
��ÙÆ|6¯FILE©G:
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% chmod go= FILE

❀�*��é©G�'�qõ1#ÄÇ�,~ÏRI
Çó�Á{¾�¥ÇRV«FILE ©G{k�Z�\

�ÙÆ~��,UY!Ç?�Ä�|��,�qY!Õ

% chmod go-w,a+x FILE

4.3.2 FreeBSD ©©©GGG)))���

Contributed by Tom Rhodes.

❀ó�ÁÄ�ë{©GY!{äú�ÞÇFreeBSD¤|Ñ&~�©G)���YJ)��©G
Øê��Z
{�\;�å�ÇbYJ;�?X7~�ø9�

❀YJ©G)�
Øêbé©G{��Z;�ÇÐÏhâý&4root ~��Ã�ÍøÝ��©G�

❀©G)�,1/,&~chflags(1)Óäu��ÇÙ~��Ái;\�¾�Ç�ó©Gfile1 Þa~ø:¢

Í)�Ça&~�c×
Õ

# chflags sunlink file1

❀�¢~ø:¢Í)�Ç��ó�c×
¥{sunlink )����no��¾�Õ

# chflags nosunlink file1

❀��+©GÞ{)�Ça&~×
ls(1){-lo kjÕ

# ls -lo file1

❀Qñ�*a¡��Õ

-rw-r--r-- 1 trhodes trhodes sunlnk 0 Mar 1 05:54 file1

❀�õ)��,1�root ~�u��Ç
��JÇ�,1�©G{Ä�Vu���OF�®Ê�ûÝ

Öchflags(1)Zchflags(2)ÉåC~Ç1éÙ�ý®��

4.3.3 setuid���setgid ZZZsticky YYY!!!

Æ*Tom Rhodes.

❀øê�Á.²ÿX,{�JY!�iÇ¤�®Ç�®Êa��w{Y!{��Ç¢4setuid �setgid

Zsticky �

❀YJ{�é��JUNIX v*
Ói­�ÇO�Ç¢�
Ø�J�Ä<Y�XÌG£Ê/~�{Õ���
ê"�®�Ç·¢D��ë]"~�ID (real user ID)Z	H~�ID (effective user ID)�

❀]"~�ID4p�ÝéÄ�Ç{~�UID�	HUID4�Ç1ÙüPäq{~�ID�Þ¾u
�Çpasswd(1)Óä/�41�å��·h{~�üPéÄÇ�Ò4�Ù�Ç{]"~�ID 4�Ç~�
{IDÖb4Ç������·hjâEÇÇÌ1root ~�*�	H~�ID{üPäq�YøÇÊ/{:�
Y~�Ò,1��=
Ç
X4�tPermission Denied FØê�
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ÕÕÕ???: mount(8){nosuid  1,1
ø:óXÉñ�[FØ
+{<Y�X�qYJÇ����0ÁÇYÇ 1

?X4yÃ��{Çt�mount(8)ÉåC~Ä
t{�øÇ�*ø:¥�ãêw,nosuid {UãÇ�Ç��Y«

â�Ò,1úw,ê�

❀setuidY!,1/,óÊ/Y!�Á�Þ�Çj	�(4)u÷�Ç��Á{¾�Ä+Õ

# chmod 4755 suidexample.sh

❀Yø�uÇsuidexample.sh{Y!a���ÁYøÕ

-rwsr-xr-x 1 trhodes trhodes 63 Aug 29 06:36 suidexample.sh

❀3ÌÕ?tÇóÆ�{aÌ�qY!{ �#Äês�YøÇ��
��Y{,�q©GÇ¾�passwd

Ò,1t�äqê�

❀,1K
ÜÇªàu
�Y�<o�óÙ¥�Çªà°ÁÇ1Ê/~�üPéÄpasswd �Ç�óÇ�V

Q�c=
�Çó��Çªà¥���Ç,¥��passwd ×
{få�

❀óªàA¥Õ

Changing local password for trhodes
Old Password:

❀óªàB¥Õ

# ps aux | grep passwd

trhodes 5232 0.0 0.2 3420 1608 0 R+ 2:10AM 0:00.00 grep passwd
root 5211 0.0 0.2 3620 1724 2 I+ 2:09AM 0:00.01 passwd

❀t��ÁÄ�{�øÇpasswd 41Ê/~�{üPéÄ{ÇbÙ	HUID 4root �

❀¦$éaÇsetgid Y!{*~Ç¦setuid Y!¡�Ç�4ha~Ç�{\Y�÷½äq�ÇÇÌúG£

p�©G{�Ç�{Y!�

❀�*��ó©GÞ{�setgid Y!Ç,1óY!j��Á��j	�(2)uäqchmod×
Ç��Á{¾

�Ä+Õ

# chmod 2755 sgidexample.sh

❀,1~¦�Á¡�{0�u5@c÷½{	H<YÇó�Y!{�0{s ,+Y�{�.²	HÕ

-rwxr-sr-x 1 trhodes trhodes 44 Aug 31 01:49 sgidexample.sh

ÕÕÕ???: óYJ¾�¥Ç¦�shelllý�a�,�q©G{�«ÇbÇ¢XÌ13{�{EUIDÝ	H~�ID{ü
Päq�Y4O�shelllý,�Ã��z�wsetuid(2)®~�

❀·¢.²ÿXêÜÇ�OY! (setuid Zsetgid Y! )ÇÇ¢t~�ó&~Ç���ê~tÍ°{Y
!Ç��YÌ:¦ø:{�\u�øêYÜÇ�iÇ¤��®Ç�OY! Õsticky bit ÇÇ�ê���

\u�
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❀hóø9Þ÷�êsticky bit ��ÇÙ�{©GÒ���©G{Ä�VÍøê�YÇY!÷��ê3�

~�Íø¡�/tmp Yø{Úáø9¥Xa�Æ¢{©G��a~Y«Y!Ç,1óY!÷��Á�Þj	

�(1)�¾�Õ

# chmod 1777 /tmp

❀�óÇ,1~ls ×
u��H*Õ

# ls -al / | grep tmp

drwxrwxrwt 10 root wheel 512 Aug 31 01:49 tmp

❀Y°{��{t ,+êsticky bit Y!�

4.4øøø999%%%èèè
❀®�FreeBSD{ø9�'�èé�OÁéø:r�{®��I­�{äú�Ù¥Ç!­�{�'4Êø
9Ç�/��YÇø94ø:Zs��z{��Çø9ÇÇÝ9ê~1ï÷õ~�v*Ä�{v*ø:äú
�G�Êø9¥�Ý9ê~�óéÄ�Ý¦tõ~�Ü*���zÙÆ©Gø:Ä�{�z��

❀�z�(mount point)4c�{©Gø:óz���ø:�{å� �(/�4Êø9)�ó�4.5�é$�
qê-û{�c�)ï{�z�Ýi/usr �/var �/tmp �/mnt Ç1ù/cdrom �YJø9/�Ì

ó/etc/fstab ©G¥
ù�/etc/fstab 4�<Ý9ø:¥ÈÇ©Gø:ù�z�{,�ó/etc/fstab

¥{ýLõj©Gø:ÑÌóéÄ��rc(8)lý�Ä�zÇø:�/�½ênoauto  1�Íõû�>k

��4.6.1��

❀3,1/,hier(7)uê�qr{©Gø:�'�Ò��óÇt·¢�u���ýLõj{�D{ø91Ø
k��

❀

øøø999 ���ëëë

/ ©Gø:{Êø9�

/bin/ ó\Ç~�Zõ~�¢¸�{äýÓäø9�

/boot/ óv*ø:óéÄ�ñÏ-Ä~{Ç�Z{��

/boot/defaults/ å��ZZséÄ{{���Ç>�

Ýloader.conf(5)�

/dev/ ÷÷��Ç>�Ýintro(4)�

/etc/ ø:éÄ{{�Zlý�

/etc/defaults/ ø:å�{éÄ{�ZlýÇ>k�rc(8)�

/etc/mail/ �øt�Gø:ä*{{�Ç>k�sendmail(8)�

/etc/namedb/ named{�©GÇ>k�named(8)�

/etc/periodic/ ����hÏZ�Û±Ïu�äq{lýÇ>/

,cron(8)�Ýperiodic(8)�

/etc/ppp/ ppp{�©GÇ>�Ýppp(8)�

/mnt/ ��®Êó�&~�z�{ø�8ø9�
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øøø999 ���ëëë

/proc/ äq¥{©Gø:Ç>kÝprocfs(5)
Zmount_procfs(8)�

/rescue/ ~��úÁ�{��·ÕÉ�{Ç�Ök

Drescue(8)�

/root/ root ~�{Home(Ì)ø9�

/sbin/ ó\Ç~�Zõ~�¢¸�{?8ø:Ç�Z�®

Ä�{äý"~ø9�

/tmp/ ø�©G�/tmp ø9¥{��Ç�ÄXÌóø:­

céÄ��â��/�ÌRä��?{©Gø:�

ó/tmp Þ�Y�Ó*,1~�øïtmpmfs#�
{rc.conf(5)#Þu�ÄqÄ�(ÝVÇ�,1
ó/etc/fstab ��éa1ÖkDmdmfs(8))�

/usr/ ?8Lõj~�{a~�G�

/usr/bin/ ?8"~×
ÇÇ�÷�ÓäÇZa~�G�

/usr/include/ ?8)ïC include©G.

/usr/lib/ ?8E©G�

/usr/libdata/ ?8È«"~Óä{jâ©G�

/usr/libexec/ ?8ø:"~Ý�ÑÇ�(,�i{Ç�éÄ�q)�

/usr/local/ ?8ý��q©GÇE©G��Ç3��4FreeBSD
ports�ã{å��ãø9�/usr/local ó/usr ¥

{ø9YÛL�#3Ç>�Ýhier(7)�bmanø9¾
iÇÇ¢4�z8ó/usr/local 
X

4/usr/local/share �{Ç
ports�Ò©l
óshare/doc/ port�

/usr/obj/ /,É�/usr/src zt{ø)©G�

/usr/ports/ ?8FreeBSD{Ports Collection (, )�

/usr/sbin/ ?8ø:�ÑÇ�Zø:Óä(�~��q)�

/usr/share/ ?8%èÕÁ{©G�

/usr/src/ ?8BSDÝVý�Íh©G�

/usr/X11R6/ ?8X11R6,�q©G�E©G�{�©G�{ø
9(, )�

/var/ õ~E���ø�ÝáÏ?8{Ç1ùK\"Xå

ø:©G���ÌRä��?{©Gø:�ó/var

Þ�Y�Ó*,1/,órc.conf(5)¥÷��ø
ïvarmfs#Þ(Ýó/etc/fstab ¥���q{�Ö

kDmdmfs(8))uqÄ�

/var/log/ ?8È«{ø:�9©G�

/var/mail/ ?8~�mailbox(�«�G?8Â*)©G�

/var/spool/ È«K\åZ�Gø:spooling(Ã¢){ø9�

/var/tmp/ ø�©G�YJ©Góø:­céÄ�/�Ìâ

�Çø:/var 4�Ç�?¥{©Gø:�

/var/yp/ NISnó�
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4.5���ccc������
❀FreeBSD�I©G{!B\ 4©GÖ�
©GÖKILBUÇYÒ?�øreadme.txt ZREADME.TXT

4ÜÇX#3{©G�FreeBSDX³©Gj0Ö(.txt )V#/YÇ©G4Ç��©lÇÝ4ÙÆÂ*{j
â�

❀È«©G?8óø9°��Çø9,1�8Ç�,19�õÇ{©G��Çø93ø,1Ý9ÙÆ{ø

9Çã�3ó�Çø9°OÁõÇX3�'{ø9�YRÐÏ34����3{jâ�

❀©GÝø94�©GÖÝø9ÖÇ�ÞR"nR/ÇòÊâ��óø9Ö�Á�ÞÙÆø9{ÖÁ��*

3��ÇÖ�foo {ø9ÇÇÝ9��Çø9bar Ç�VÝi�Çwreadme.txt {©GÇ�\ÖÇÝV�

t©G{4»Ò4foo/bar/readme.txt �

❀ó©Gø:°ø9Z©G{*~4?ûjâ���Ç©Gø:Ñ�%���Çºÿø9Êø9ÇYÇÊ

ø9�,1��ÙÆø9�

❀3��óÙÆ{�Jv*ø:�t¡�Y°{<YÇhl��X3{<Y�ÞJ¾�ÇMS-DOS4~\ I

Å©GÖÝø9ÖÇ
Mac OS®�&~:�

❀FreeBSDó4»0ÁX&~PÄìÖnRÝPÄìÖÁÇóFreeBSD°3X�Yø&
~Õc:/foo/bar/readme.txt �

❀�êS�(PÄìÖnR)Ç�Ç©Gø:Ì�½Ê©Gø:ÇÊ©Gø:{Êø94/�ÙÆ��Ç©G

ø:�zóÊ©Gø:��ÃX�õè�cóFreeBSDø:°Ç�Ç�cÑÌ1ø9{0*�Þ�

❀"÷3�®Ç©Gø:ÇÖ�A�BZC��Ç©Gø:��ÇÊø9Ç
È�9�ÜÇÙÆ{ø9ÇÖ

�A1, A2 ( B1, B2ZC1, C2)�

❀��AYÇÊ©Gø:�"�3~ls ×
u��YÇø93ÌDtÜÇ�ø9: A1ZA2�YÇø9d4

YÇø�:

Root
/

A1/ A2/

❀�Ç©Gø:���t��Ç©Gø:{ì�ø9ÇÄ1�ó"÷²B©Gø:�tA1ø9Ç�BÊø9

O$S�êA1Ç
�+ñBø9({��)Õ

Root
/

A1/ A2/

B1/ B2/
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❀ÃXB1ÝB2ø9ó�°
Òûñu{4»���/A1/B1 Ý/A1/B2 �
ó/A1 °Æ�{©GÌø�[

u�.YJ©Gòñ�²B,A�z:8�

❀Ä�óB1ÝB2ø9°{©GÑ,1/,/A1/B1 Ý/A1/B2 6¯�
ó/A1 ¥Æ�{©GÌúø�[uÇ

�tB,A ÞúWñ (unmout)���

❀²B�zóA2�C,{ø�Ò4Yø�:

Root
/

A1/ A2/

B1/ B2/

❀YÇ4»I/4/A2/B1 Z/A2/B2 �

❀©Gø:�²º\�zó��Ç©Gø:Þ���YÇ¾�Ç²C©Gø:�zóB©Gø:°{B1ø

9Ç\ï��:

Root
/

A1/ A2/

B1/ B2/

C1/ C2/

❀ÝV²C©Gø:�zóA©Gø:°{A1ø9Õ

Root
/

A1/ A2/

C1/ C2/ B1/ B2/

❀"�3YçMS-DOS?�wjoin ×
Ç¦�X#3ÇÙ"Õ�4#�{�

❀Y0ÁX4Ê/�#
%õùt3��Ä�e{Çh3�ãFreeBSD?ó1���c�c�Ç3���t
��[cO©Gø:Z�zÞ�

❀(FreeBSDø:)Ç��ÇÌ�{Ê©Gø:ÇX���icOÁÇbh��CÓÿ®�ÇY4�Ç�~{
�#�
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õõõÇÇÇ©©©GGGøøø:::{{{CCCÿÿÿ

• X3{©Gø:,~X3{�zkj�ÞJ¾�Ç�û.��ÇÊ©Gø:�~�Ö{0*�zÞÇ3

�X²?ÍøÝ�öt�Ç��{©G�²È~��U�{©Gø:I
Ç4/homeYøÇ��i{©G

ø:I/~nosuidkj�zÇYÇkj3�suid/guidó�qYÇ©Gø:¥{©G�	HÇ,
¥�ê
�J�\¯��

• FreeBSD�Êâ�Ç©Gø:&~{<Y�Ä��YÇ©Gø:Þ{©GYÛ�Ä1é�Ç?ûêLÞ
B©G?Ìúª$U�©Gø:{��¦�Ç?ûêèÞL©G{��4X3{�
ó�ÇL{\�©

Gø:Þ�Ã���Yø{���

• FreeBSD{©Gø:�êóä��¦,��½»��l
Çó�E��{�Í�H�l,�Ì» ©G
ø:{�è�R3{©Gø:IÄõÇ�Ï�I±Z�Ç?0"÷PZÁ��

\\\���©©©GGGøøø:::{{{CCCÿÿÿ

• ©Gø:4û½LB{�h�ãFreeBSD�cO�Ç©Gø:?÷½�ÇLBÇ3Ìóã��út��V
O�ÇL{IK��*{�XhÇ���÷P�­c
O©Gø:Çl�òÁ�jâ�

­­­���: FreeBSD
Øêgrowfs(8)×
�Y&z�ê"��®r©Gø:{LBÇO
XòIÙ!��

❀©Gø:4ZIK��éa{�Y°{IKZ�~{bªIK(¾�ÇMS-DOSIK){?�?X�øÇY
4��FreeBSD{UNIX �:�Ä{���ÇIK&~�Ç,ath{	ñu,+��ÇIK��Ý9�Ç

©Gø:ÇY?�ø©Gø:/�,1�Ç¢ó©Gø:ø9�è¥{�z�ÇÝéa{IK	ñu,

+�

❀FreeBSD{b¦IK���&~�c8-�b¦IK4ÉFreeBSD*���?&~{ÇYø�
3{�
®å�Íõ{�?,&~ÇhFreeBSDóäq
�?Xê{��ÇÇÌ²ÙÆ�J,Ý#{jâÝ#tb¦
IKÇ8ñ�?{ �1Ø&~�

❀ìJpartitions{~E4h½{�

IIIKKK ÕÕÕ½½½

a /��½�Ê©Gø:

b /��½�b¦IK

c /�ÇZÄó{sliceLB#3�c IKÞÓ*��½Ìk/t/rÇslice (ÞÇ¾�Ç 
L·Ãì)�3/�XÑ?óYÇpartitionOÁ©Gø:�

d IKd�²��O{9BÇX,Y«?Bó��{ø:Þ.Xò7~ÇO$d,1Z�

[ÙÇÊ/{IK�ø&~ê�

❀��ÇÝ9ê©Gø:{IKúâ?óFreeBSDÁ�slice{\IÞ�Slice4�ÇFreeBSDbªÇ/�ú
w)IKÇò'�®ÇY4��FreeBSD{UNIX òµ�Slices�Ù�RÇ,1t4�

❀Slice�Ró÷÷Ö�ÁÇ?��Çs �íÇ,1
)�O$�da0s1�4��ÇSCSIPÄì{��
Çslice��Ç�cÞ����ÇÔ®{slicesÇb3,1óÔ®slice¥&~7h{¡nu
O\öslice�Y
Jj0slice�R,5
)ÇO$�ad0s5�4��ÇIDE�c¥{��Çj0slice�©Gø:Ä&~{÷÷
a�3wslice�

❀Slices,�Û~�½�Ô®PÄìÇZÙÆPÄìÑÝ9partitionsÇ��Ç{partitionsÑ4~	ñ,ath

u)½{Ç
YJ	ñÑóPÄìÖ	��ÇÄ1�da0a�4�DÇda÷÷{a partitionÇ
�ÇÒ4�Û
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1�½���ad1s3e�4�IDE�cÞ�®Çslice{�ÊÇpartition�

❀!ªÇ�Ç�cÑúø:#/��Ç�cÖ	4~�c¡nShZ�Ru)#{ÇÇX4slicesÇ�c{
�R4�0
){�éaSh>�Y°Äïñ{,4-1�

❀hóFreeBSD¥�½partitionÖ	�Ç��3�Ý9YÇIK{sliceZ�c{Ö	Ö¡��Çó�½slice
�Ç�a�ÉñÝ9�slice{�cÖ	�,YøïñÕ�cÖÁÇsÇslice�RÇZpartition)½	ñ�¾
�>�¾4-1�

❀¾4-2Y°�+ê�Ç�c{YÛÇ�Í8ù{ÐÏ�

❀ó�ãFreeBSD�Ç3D��{�P�cslicesÇl�óFreeBSD&~{sliceÞOÁpartitions�?ó�
ÇpartitionÞOÁ�Ç©Gø:(Ýb¦IK)ÇZ�½©Gø:{�z ��

,,,4-1.���ccc÷÷÷÷÷÷{{{SSShhh

SSShhh ���ÒÒÒ

ad ATAPI (IDE)�c

da SCSI�z?R�c

acd ATAPI (IDE)�P

cd SCSI�P

fd �P

¾¾¾4-1.øøø¾¾¾���ccc, Slice,ZZZPartition ÇÇÇ¢¢¢{{{×××ÖÖÖ

×××ÖÖÖ ���ÒÒÒ

ad0s1a óDÇIDE�c(ad0 )Þ{��Çslice (s1 )°{��Çpartition (a)�

da1s2e ó��ÇSCSI�c(da1 )Þ{��Çslice(s2 )°{�ÊÇpartition(e)�

¾¾¾4-2.���ÇÇÇ���ccc{{{YYYÛÛÛ

,óø:°{DÇIDE�cC,,1�+ñFreeBSD{D��"÷�cLB�4 GBÇÇ°ÁÝ9êÜÇ2 GB
LB{slices (bóMS-DOSwpartitions)�DÇslice4�ÇMS-DOS�cwC:Ç
��Çslice4FreeBSD{�
P{slice�FreeBSD{�P{slice�®ÇpartitionsZ��Çb¦IK�

Y®ÇpartitionsÈ�;��Ç©Gø:�partitiona~�Ê©Gø:Çpartitione~�/var ø9�Çpartitionf

~�/usr ø9��
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DOS or
Windows

First slice,
called ad0s1
(C: in DOS)

Second slice,
called ad0s2

Partition a,
mounted as /,
called ad0s2a

Partition b,
used as swap,
called ad0s2b

Partition e,
mounted as /var,
called ad0s2e

Partition f,
mounted as /usr,
called ad0s2f

(not to scale)

Partition c,
not mounted,
called ad0s2c

4.6©©©GGGøøø:::{{{���zzzZZZWWW���
❀Y«©Gø:Ò4�&d�ø~/hÁÊ\Ç4�v®.{©Gø:�
/dev �/usr ZÙÆø9Ò4Ê

ø9{I{Ç�iYJø9,1òI{Ç¾�/usr/local �

❀a��DÉìJø9�J8-,
I±©Gø:�/var ��Ý9ø9log/ Çø9spool/ ÇZX3¡n{

ø�©GÇi,�²Ç¬w�²��Ñ¬�Ê©Gø:X4�ÇPÌ?ÇP{)�4a�²/var ,/I¬

ñV�

❀��Ç��D{4ÇÉÔ®÷÷Ý���cYJ�Q8-{©Gø:h½ø9�èd�¾

��d©Gø:Ý�P{�z�

4.6.1 fstab©©©GGG

❀óZs,ÇÏ-Ç�Ä�Þ/etc/fstab Äïñ{©Gø:�(ø:Æ¢ÕÒ�noauto  1)�

❀/etc/fstab ©GÝ9{Èq{ï,Â*��:

device /mount-point fstype options dumpfreq passno

device

÷÷ÖÁ(÷÷��?ó)Ç�Òó�19.2�.

mount-point

ø9(ø9��?ó)Ç~ó�Ç�zÞ{©Gø:Þ�
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fstype

©Gø:¡nÇ>/,mount(8)�Ý�å�{FreeBSD©Gø:¡n4ufs �

options

÷�,ÖU©Gø:{rw 1ÇÝ÷��Ö©Gø:{ro 1ÇÝÙÆ�J 1Ç,±? �Ç��

Ç�~{ 1noauto ~óX�óZs,ÇÏ-�z{©Gø:�ÙÆ{ 1ómount(8)C~°ïñ�

dumpfreq

dump(8)&~Y1Vû½�Ç©Gø:��#Ñ�"�bèY1Çå�{j��0�

passno

Y�1û½©Gø:{5�~�Ç©Gø:.!,5�aRpassno ÷�0�Ê©Gø:(�Ç4ó�0
Á
)����5�{)a�RÇ{passno ÷�1ÇÙÆ©Gø:{passno ��²j�÷tL�1�"
�õÇ©Gø:{passno {�#3Ç��fsck(8)óã�{<Y�R�A?q�V5�©Gø:�

❀>kÝfstab(5)ÉåC~Ç1Üz��/etc/fstab ©GÂ*Ç1ùÙ¥ÄÝ9{ 1{��Zfå�

4.6.2 mount×××




❀YÇmount(8)×
4�z©Gø:{äýä~�

❀&~!õ{äýÂ*:

# mount device mountpoint

❀Ç{ 1:�õÇ
mount(8)C~3ø
ùÇb�~{ÑóY°:

���zzz{{{ÈÈÈ«««   111

-a

�z/etc/fstab °Ä�ïñ{©Gø:�ø:)���noauto�Ý*ê\øói{-t ¡n)�ÇÝV

óY��.�Þ�

-d

øê"�Þø:®~1iÇ,1qÄ�[/<ÇYÇ 14Z-v kj�åËó�L&~Ç,1û

½mount(8)Ä){/<�

-f

��V�z�Ç��{©Gø:(Ì���)ÇÝh²�Ç©Gø:�zçÕ�,ÖU\��Ö�Ç��
²>,U/w�

-r

1�Ö0*�z©Gø:�YZó�½ê-o  1{\ro kj{H*4�ø{�

-t fstype

ÊâÉñ{©Gø:¡n�z©Gø:Ç"�É�-a 1Ç��zYÇ¡n{©Gø:�
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�ufs�4å�{©Gø:¡n�

-u

ó©Gø:Þ���z 1�

-v

ÇýÜ*�

-w

1,ÖU0*�z©Gø:�

❀The-o  1f~�ÇÏRI
1�õÇ 1:

noexec

Xã�©Gø:Þ{���Ç��q�Y�4�Ç�~{�\ 1�

nosuid

Xã�©Gø:Þ{setuidÝsetgid)�	H�Y�4�Ç�~{�\ 1�

4.6.3 umount×××




❀umount(8)×
3øf~�Çkj��Ç�z���Ç÷÷Ö�Ýf~-a 1Ç�Ýf~-A 1�

❀Ä�Â*Ñ,f~-f V�qW�ÇÝf~-v ~�7h{Çý�b´·Çf~-f ?X4�ÇPÌ?Ç�q

W�©Gø:,�» �®åÝ» ©Gø:Þ{jâ�

❀-a Z-A ÌW�Ä�.�z{©GøÇ,�/,-t �Áïñ{©Gø:�q��ÇbÃX�[Ç-AÑXÌ

�AVW�Ê©Gø:�

4.7���ÇÇÇ
❀FreeBSD4�Çõ�Öv*ø:�YÒ?�øP4�',1äq�Ç1Þ{Ç���Ç3~�½�-äq
{Ç�Òw�Ç (process)��äq{��Ç×
Ì�èéÄ�Çc�ÇÇ¤�iõ��äqø{ø:�
ÇÇ~1�Ñø:{t�ä*�

❀�Ç�Ç~u)#{�Ç�RÒw�ÇIDÇÝwPID�
%ÇÒ4©G�øÇ�Ç�Ç��Äa~�ZÄ
ak��Äa~�ZÄak�&~óY0Á:h½YÇ�Ç,1K
�J©GZ�J÷÷Ç,
óðÏ&~
©G{Y!�õj{�ÇÑ��Ç��ÇÇ
�Ç4�"��ÇuéÄ{�¾�Ç"�3²×
Q�

tshell°�shell4�Ç�ÇÇ
3äq{ÈÇ×
3ø4�ÇÇ��ÇshellÒ43ÈÇäq�Ç{��Ç�

Y0Á��Ç¾i{�ÇÒwinit(8)�init )ª4DÇ�Ç,ÇÄ1Æ{PID)ª41Ç

init óFreeBSDåÄ���X�ÄéÄ�

❀óø:ÞÇ�ÜÇ×
é�Ç
�:��~:ps(1)Ztop(1)�YÇps×
*~4
�h�äq�Ç{ç

ÕÇ�+Æ¢{PIDÇ&~êõè�?ÇÇ¢éÄ{×
q�
top ×
�4�+Ä�äq�ÇÇ?ó1Æ

�{á��Ícjâ�3�b�*{
�3�®å{Ó*�

❀å�<Y�Çps��+ñ3��Ääq{×
�¾�:
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% ps

PID TT STAT TIME COMMAND
298 p0 Ss 0:01.10 tcsh

7078 p0 S 2:40.88 xemacs mdoc.xsl (xemacs-21.1.14)
37393 p0 I 0:03.11 xemacs freebsd.dsl (xemacs-21.1.14)
48630 p0 S 2:50.89 /usr/local/lib/netscape-linux/naviga tor-linux-4.77.bi
48730 p0 IW 0:00.00 (dns helper) (navigator-linux-)
72210 p0 R+ 0:00.00 ps

390 p1 Is 0:01.14 tcsh
7059 p2 Is+ 1:36.18 /usr/local/bin/mutt -y
6688 p3 IWs 0:00.00 tcsh

10735 p4 IWs 0:00.00 tcsh
20256 p5 IWs 0:00.00 tcsh

262 v0 IWs 0:00.00 -tcsh (tcsh)
270 v0 IW+ 0:00.00 /bin/sh /usr/X11R6/bin/startx -- -bpp 16
280 v0 IW+ 0:00.00 xinit /home/nik/.xinitrc -- -bpp 16
284 v0 IW 0:00.00 /bin/sh /home/nik/.xinitrc
285 v0 S 0:38.45 /usr/X11R6/bin/sawfish

❀óYÇ¾�°3,�tÇ,ps(1)Qñ{��ï4��F{�PID Ò4�ÇIDÇYÇv��.ÿX,
ê�PIDR{I{�1��Þ��t99999Çh3äqt§,!��ÇYJ�RÌÃÝI{(�ó&~¥{PID
XÌI{ÉÙÆ�Ç)�TTY�ï�+êÇ�äqÄó{ªàÇø�,1�\��Q�STAT�+Ç�{ç

ÕÇ�,1�\�ú�Q�TIME4Ç�óCPUÿ®�-−äq{�-ÞÇ?X4�3Ç�éÄt�ó{Ä

~{�-��õÇ���±tì0ÁóÆ¢����DLÞCPUÿ®�-�ÇÆ¢Ò�����!
�ÇCOMMAND4äqÇ��&Ä~{×
q�

❀ps(1)|Ñ&~È« 1V�#�+ñu{��Ç!�~{�ÇÒ4auxww�a 1�+ñÄ�äq�Ç{

��Ç
X��43{�Ç�u 1�+ñ�ÇÄ�a{~�Ö	1ù�?&~Çx  1�+ñ�Ñ�Ç�


ww 1,+�ps(1)²�Ç�Ç{rÇ×
q\\�+qÇ
X4��×
q,�Ò²Ç,¶ôÞ�V�

❀�ÁZ,top(1)Qñ4¡�{Ç�Ç+¾*é�Ò6Yø�:

% top

last pid: 72257; load averages: 0.13, 0.09, 0.03 up 0+13:38: 33 22:39:10
47 processes: 1 running, 46 sleeping
CPU states: 12.6% user, 0.0% nice, 7.8% system, 0.0% interru pt, 79.7% idle
Mem: 36M Active, 5256K Inact, 13M Wired, 6312K Cache, 15M Buf , 408K Free
Swap: 256M Total, 38M Used, 217M Free, 15% Inuse

PID USERNAME PRI NICE SIZE RES STATE TIME WCPU CPU COMMAND
72257 nik 28 0 1960K 1044K RUN 0:00 14.86% 1.42% top

7078 nik 2 0 15280K 10960K select 2:54 0.88% 0.88% xemacs-21. 1.14
281 nik 2 0 18636K 7112K select 5:36 0.73% 0.73% XF86_SVGA
296 nik 2 0 3240K 1644K select 0:12 0.05% 0.05% xterm

48630 nik 2 0 29816K 9148K select 3:18 0.00% 0.00% navigator- linu
175 root 2 0 924K 252K select 1:41 0.00% 0.00% syslogd

7059 nik 2 0 7260K 4644K poll 1:38 0.00% 0.00% mutt
...

❀YÇQñIÄÜ\P��Á\P(å)�Êq)�+ê:äq�!��Ç{PID�ø:�ñþo(�Ç4�ø
:$��{®�0*)�ø:t�äq�-(�,éÄ®åÄ~{�-)Zh��-��Á\P�i{C,õ
ù:õè�Çóäq(YÇ<Y447)Çõè�?Zõèb¦IKó&~ÇZóX3CPUçÕ°ø:>Qõè
�-�
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❀ó��Á�Ë�{�ïZ,ps(1)Qñ{{�?4#�{��1�ps(1)�øÇ3�Dt:PID�~�
Ö�CPUÿ®�-\��äq{×
�top(1)å�4�+3{�ÇÄ~�?8-{\���?8-Y°IÄ
ÜïÇ�ï���LBÇ��ï4��>F×�LB4õè�?−��LB�
×�LB"�Þ4}-&~

{õè�ó1Þ�Ç¾�Ç3Ì�t�Netscape®����30 MB�?Çb"��~ê9 MB�

❀top(1)�ÜÆ�Ämc�'Ç3,1~s�#mc{Æj�

4.8EEE������ÇÇÇÇÇÇfffRRRZZZÀÀÀ������ÇÇÇ
❀h3äq�Ç�öì�Ç4i�4;�{Ç·ªÇV�ñ©GÇÒ�ñ�3�Ä1�Yø)Ç4O��

öì
ØYø"¼VYø)ÇZO���öìV�Þ{ªà��JÇ�óäq¥X��Ë�{~�Q�Ç

��åÌÒ,ªà°I¬t�ÑV�¾�Ç�Çwebø:r�Ñó*web>F{/aÇÆX��3Q��[
ÀÜÒ�qÄÇYÇ¡/{��Ç¾�Ò4²email{���

❀·¢²�JÇ�wE��Ç�E��4æq��¥{�J|ÔÇ:t:QÇÆ¢4JE�B°�ÇL�

Þ�|¡*ñà���õ¡�webqÖÝmailqÖ{ø:é�����~EÇYÒ4���ó���{�-
°ÇBSD{ó,ÔâÑ��vM��²§�{E��Üø�

❀E��Ç{Ç�×Ö/�ó!���Ç�d��BIND 4K.¼�É�­ÖqÖ(
"��q{Ç�ÖÁ�
4named)ÇApachewebø:{Ç�Òwhttpd Çóq*K\åÞ{K\E��ÇÒ4lpd �Y�4�«�

¾ÇX4)ïÝmu�½�¾�Ç�Sendmail
a~{Ì�mailE��ÇÒwsendmail ÇeXwmaild ÇY

Z3M�{�ø�

❀��,�Ì��¦E��Ç�q/µ�
fR�4Ù¥{�«/µå��,1��fRÉE��Ç(Ý#
�{��J�Ç)u¦Ç�q/fÇX3{fRÑ���{j	�R−Ù¥�J��O{9BÇÙÇ{�,

1úa~Ç����q�:Ç
�Äu�Ça~Ç�{©lÌ·ªýJfRÌú�[ÿ®�3��ÉÄa

�3{�Ç�fRÇ"�3ÉÙÆ|{�Ç�fRÇ�ÇÒÌ~kill(1) Ýkill(2)Y!�qáý�hl,root

~�Ì¾iÇÇ�²È«fR��É�Ç�Ç�

❀óìJ<Y�ÇFreeBSD�Ì5a~�G��fR�"��Ça~�G9��?U�?ACV6¯�?Ç
�4X,.6{ÇFreeBSDÌ5�Ç�Ç��ã*��fR(SIGSEGV)�"��Ça~�G&~alarm(3)ø
:V�q±Ïu®~�¨Õ�Ç�hHt�-�ÇFreeBSDÌ5a~�G���¨fR(SIGALRM)�

❀�ÜÇfR,1*��Ç:SIGTERMZSIGKILL �SIGTERM�v�PÇ�Ç�SSSðððYÇfRÇÊâ3{��

u��Ç��ó��Ç���Ç3,1�eK
{�9©GZqÄtó){�Ö�óìJ<Y�Ç"��

Çtó�q*�
%X�¥äÇ���Ç,1�QYÇSIGTERMfR�

❀é�SIGKILL fRÇ�Ç4X��Q{�Y4�Ç’�·X�3ó)��,Á/*��’{fR�"�3�
�SIGKILL fRÉ�ÇÇFreeBSDÒR�Ç*�ó�°�4.

❀3,�ÌV&~SIGHUP�SIGUSR1ZSIGUSR2fR�YÑ4J/~{fRÇÈ«a~Ç�Ñ,1a~ó

È0Á{fR���

❀"�3�#êwebø:{{�©G−?.webø:V­ÖÇ{{�Ç3,1*�l�òéÄhttpd �bYø

)webø:Ìs��Çáö{¥ä±ÏÇ�ø4XI¡h{���Ä�{E��Çó�U�ÇÑÌ�½
éSIGHUPfR�q/a,
­Ö{�©G�Ä1Ç!P{0�ÇÒX4À�?­éhttpd Ç
4��

ÇSIGHUPfRÉÇ�O�óY0Á���Ç)ïÇX3{E��Ç�X3{~�ÇÄ1Xê��aÖ��

E��Ç{©l�

❀��fR,~kill(1) ×
Ç>k�kill(1)Äïñ{¾��
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���������ÇÇÇfffRRRÉÉÉ���ÇÇÇ

YÇ¾��+ê�øV��ÇfRÉinetd(8)�inetd {�©G4/etc/inetd.conf Ç�*.inetd V­Ö

©Gø:{�Ç,1ÉÇ��ÇSIGHUPfR�

1. ¯I3���fR{�ÇIDÇ,1~ps(1)�grep(1)uqÄ�grep(1)×
ú~ó�ÂQñ0ÁÇ�Â3
�½{	n��Y×
4�Ê/~�u�q{Ç
inetd(8)4root ~�äq{ÇÄ1��Éps(1)Q
Þax 1�

% ps -ax | grep inetd

198 ?? IWs 0:00.00 inetd -wW

zñinetd(8) PIDR4198���grep inetd ×
�ñ�óQñ¥ÇY4O�óY0Áps(1)�4¯Iï
,¥äq�Ç�

2. &~kill(1) V��fR�O�inetd(8)4�root éÄ{Ç3��&~su(1)V#�root ~��

% su

Password:

# /bin/kill -s HUP 198

ZLõjUNIX ×
�øÇkill(1) �*qÄê�Ö,ÒXÌÉñ�[>å�"�3��fRÉ�ÇXa�
3{�ÇÇ3Ì�tkill: PID: Operation not permitted ."�QFêPIDRÇ²fR��tÙÆ
�ÇÇ�4 /�ÝV3ksÇ²fR��tX?ó{�ÇÇ3Ì�Dkill: PID: No such

process .

���������&&&~~~/bin/kill?: �õshell
Øê�Okill ×
ÇYøÇshellÒ��z��fRÇ
X4ä
q/bin/kill �Y�:��~ÇbX3shell�X3{ª�u�½��fR{Ö	Ç¦ÙAC²Ç¢¦qpX
�;\��z&~/bin/kill ...�

❀��ÙÆ{fR�i#�Ç��ó×
q�¦TERMÝKILL Òqê�

­­­���: óø:Þ±?À��Ç4Ç Ì?Ç�/4init(8)ÇÇ{�ÇID41ÇÇ:��O�,1äq/bin/kill -s

KILL 1 ×
utø:·¤�å�h3��Return ÃÃ°ÄE��Ç���½½½���-û5�3äqkill(1)�Ä�½{k
j�

4.9 Shells
❀óFreeBSD°Ç����LæÓ*4ó×
q{�ÁqÄ{,�Òw)shell��Çshell{Ì�Õ�Ò4,Q
�Rz×
l�V�qÆ��õ{shell3ø�Ð·¢qÄ�O{��Õ�Ç¾�:©G�®�©G¯I�×

q�ö�w�
Z¢¸#Þ�FreeBSD�9ê�JshellÇ¾�:sh�Bourne Shell�tcsh Z�Û,

{C-shell��i��Jshell�,óFreeBSD{PortsztÇ¾�:zshZbash�

❀3.&~ý�«shellRû�3{õPÇ"�34CÇ�÷��Ç3,� 
�ÇC-like shell¾�tcsh �"

�34,Linux,u{Ý4�Ç×
q{cCÇ3,�ÌA��bash�Y��·ª·¢��ÇshellÑ�È�
{�uÇ,�7~�3{Ó*¢¸Ç�,�X7~�3{Ó*¢¸�
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❀�ÇshellÑ��Çá/�Ò4©GÖV\�Q�×
Ý©GÖ{��Ç	Çl��TabEÇÒ�"shell{
�ÄV\Õ�zñ×
Ý©GÖ�Y°��Ç¾�Ç"÷3�ÜÇ©Gwfoobar Zfoo.bar Ç
3.Í

øfoo.bar Ç,YøóEcÞQ�rm fo[ Tab].[ Tab]�

❀��shellÒÌQñrm foo[BEEP].bar �

❀YÇ[BEEP]4Y;�Ñ��Ç�Ç4·ª·¢ÇX�qÄ©GÖV\ÇO��õÇ©GÖn\�foobar

Zfoo.bar Ñ41fo 
>ÇÇ�,1V\tfoo �Q�.?ò��'TabÇshellb²Ù�{©GÖ\\�+ñ
u�

❀��Ç��Ò4shell¼~¢¸#Þäq�¢¸#Þ4Ñ?óshell¢¸8-Þ#éa{EZ,#�ÇYÇ8
-�êVÇ�,shell°ÖñÇ
%Ý9ê�õÇ�{{��YÇ�Ç�~¢¸#ÞïZÙ9B{ï,Õ

###ÞÞÞ ���ÒÒÒ

USER h�~9��{~�Ö�

PATH �ÂÇ�4»Ç1Ü�{�RIÅ
�

DISPLAY "��YÇ#Þ{�ÇÒ4X11�+ì{�dÖÁ�

SHELL h�Ä~{shell�

TERM ~�ªà{Ö	Ç/�~óh½ªà{�Å�

TERMCAP È«ªàÕ�Ä~ªàI¬�h{äýjâ1ø�

OSTYPE v*ø:¡nÇå�4FreeBSD�

MACHTYPE 4�ø:Þäq{CPU�ø�è�

EDITOR ~�D {©ý�öì�

PAGER ~�D {©ý�Á®ÝÇ��

MANPATH �ÂÉåC~4»Ç1Ü�{�RIÅ
�

❀X3{shell÷�¢¸#Þ�X#3�ÞÇ¾�Çó�tcsh ZcshYø{C-Style shellÇ3��&
~setenv V÷�¢¸#Þ�
ó�shZbashYø{Bourne shellÇ3��&~export V÷�h�¢¸#Þ�

òÞÇ¾�Ç�V÷�Ý�#EDITOR¢¸#ÞÇócshÝtcsh �REDITOR÷�/usr/local/bin/emacs :

% setenv EDITOR /usr/local/bin/emacs

❀
óBourne shell�Ç�4:

% export EDITOR="/usr/local/bin/emacs"

❀3�,1ó×
qÞ��Ç$	nó#Þ��,
Rz¢¸#Þ�ÞÇ¾�Ç~echo $TERMÒÌ�+

ñ$TERM{÷½�ÇÙ"Ò4shellRz$TERM?�Éechou�+{�

❀shell°��õ�/{	nS,ø�/{ýîÇ·¢²w)meta-characters�!�~{Ò4*	nÇÇ,S,

©GÖ{�[	n�YJ�/	na~t©GÖ\­0Á�"�ÇQ�echo *ZQ�ls {H*4#3{Ç

Ù"Ò4shellRzê\\n\*{©GÖÇ?�Éecho ó×
q��+ñu�

❀�ê3�shellVIÛYJ�/	nÇ·¢,óÇ����Ç\	nV�ÒÇ�4Ê/	n�echo $TERMÒ

Ì�+ñ3{ªà<YÇ
echo \$TERM ÒÌ�+ñ$TERMY�Ç	�

4.9.1���###333~~~{{{Shell

❀�#3{Shell{!;\0�4&~chsh ×
��qchsh RÊâ3÷½{EDITOR¢¸#Þ��t�Ç�
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öìÇ"���÷½ÇÒÌ��vi �öì�>�#�Shell:�Yqéa��

❀3,&~chsh {-s  1ÇYøÒ�÷�3{shelle�X~�öì�"�3.²shell��bash ,~�Á{

���

% chsh -s /usr/local/bin/bash

ÕÕÕ???: 3&~{shells������ó/etc/shells ©G°ïñ�"�3,ports°ã�ÇshellÇ�ÒX~)YZê�"�
3CÓã�ÇshellÇ�Ò�CÓ���V�

ÞÇ¾ê�Ç"�3CÓ²bashãt/usr/local/bin °Ç3¤��qY�Z:

# echo "/usr/local/bin/bash" >> /etc/shells

l�äqchsh�

4.10©©©ýýý���öööììì
❀FreeBSD{iõ{�Ñ,1/,�ö©ý©GuqÄ�O$Ç!P�Yçì«©ý�öì�FreeBSDäý
ø:¥
Øê�JÇ3�,1,Ports Collection�ãÙÇ�öì�

❀!�4¦{
�;\{�öì4ee�öìÇ4Ç)ï{;4�öì��éÄeeÇD�Ò�ó×
qQ�ee

filenameÇfilename4�Ç��ö{©GÖ�¾�Ç��ö/etc/rc.conf Ò�Q�ee /etc/rc.conf Ç

óee{;��Ç�öìÄ�Õ�{v*0�Ñ�+ó!Þ0�YÇ^ 	nS,EcÞ{Ctrl EÇÄ1^e Ò

4Ctrl +e�\E�"�.¬
eeÇ�EscEÇÒ, 
¬
�öì�h3��ê��{��Ç�öìÌ
+
3â?�

❀FreeBSDýü�Q�,õ��LÕ�{©ý�öìÇ¾�vi�¤�ÙÆóFreeBSD Ports°�«Ç4emacs
Zvim�YJ�öì�ø�L{Õ�Çb3�¦óåu�v�ì�X��øÇ"�3,/©	�ö0Á{Ó
*Ç¦ó�vimÝemacsYJ��LÕ�{�öì~�Çó��-Ó*°ÌÐ3��Xè{�-�

❀iõ����©GÝK	Q�{a~Ç�ÑÌ�ÄK
�Ç©ý�öì�Í�å�&~{�öìÇ>÷

�EDITOR¢¸#Þ�kÝshells1ÜRÍõ-ûfå�

4.11÷÷÷÷÷÷ZZZ÷÷÷÷÷÷������
❀ó�Çø:°ÇmGÃc/�~�Ò4�Ç÷÷éa�ÇbªÇÝi�c�K\å���ZEc�

hFreeBSDéÄ,Ç¥ÇLõj{÷÷Ñ�æ�t?�+ñuÇ3�,1�Ý/var/run/dmesg.boot ÇZ

s�Ä�fåÑó°Á�

❀¾�Çacd0 Ò4DÇIDE�c÷÷Ç
kbd0 �S,Ec�

❀óUNIXv*ø:°ÇLõj÷÷?ó{�O6¯©GÒ4w)÷÷��ÇÆ¢Ñ½ ó/dev ø9°�

4.11.1OOOÁÁÁ÷÷÷÷÷÷������

❀hóø:¥��c÷÷ÝR��÷÷{|Ñ�H��X��ÇÑ���ÙOÁ÷÷���
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4.11.1.1 DEVFS (DEVice ©©©GGGøøø:::)

❀YÇ÷÷©Gø:ÇÝwDEVFSÇ��X{÷÷×Öór�©Gø:×Ö°
Ø/wÇ?X4OÁÝÍ�

÷÷��ÇDEVFS�4�3{�/©Gø:�q���

❀>kDdevfs(5)ÉåC~1ê�Íõû��

4.12���������©©©GGGÂÂÂ***
❀�®����FreeBSD&~elf(5)Â*Ç3��D�ê��JUNIX ø:¥{®«�Ì��,�q©GÂ
*{���#Õ

• a.out(5)

4!ô�Z�²�{� UNIX ø)©GÂ*ÇY«Â*óÙ©G{
)ÿ��ÇáB
��.{D\Ç
�D\Q��Çà®j	Ç~u)#ä�{Â*(Íõ-<kDa.out(5))�Y«Â*Ý93Ç�ãñ��?
{ãÕ.textÇ.dataÇZ.bssÇ1ù�ÇnR,Z�Ç	n�,�

• COFF

SVR3ø)©GÂ*�Ù©G>�óÝi�ÇKã,(section table)ÇO$øê.textÇ.dataÇZ.bssKã1
iÇ3¤,1Ý9ÙÇ{Kã�

• elf(5)

COFF{��ÇÙ��4,1�õÇKãÇ?,1&~32 Ý64 {��Ç��ÇÌ�{b�ÕELFóÙ
÷��"÷�Çø:�ø�è���«ABI�Y«"÷/"Þ#hFØÇ��óÛ��{SYSV-�¥Ñ
4FØ{(Ç¢�è�®«ABI: SVR4, Solaris, SCO)�

FreeBSDACóì«ÇÝÞ�ûYÇ¯�ÇÇ
Ø�ÇÓäÇ,1é�Ç.�{ELF,�q©G)))###ÇÄ
$,{ABI{få�ÍõY0Á{�#,1kDC~�brandelf(1)

❀FreeBSD,�²��je¥uÇO$&~êa.out(5)Â*Ç¯õBSDÇý{�q(�t3.XI|{
))�yÒ
êY«Â*{�Hu�¯ló�1�{ìã�-ÇóFreeBSDø:Þ
OZäqELFÂ*{���,�q©
G(Z�X)�4,�{ÇbFreeBSD�
)?Xèô��Z�t&~ELF*�Ùb�{Â*����Ú_Ç
hLinuxjeqÄêÝ¦tELFÂ*{;C»Ç�Çe��?X�1�$
8ïa.out ,�q©GÂ*ÇO

�t4��Ç¢X�Ù{Çä�!Ý,{á0Eå�Ç&z=HÛZ
�V¢èOá0E:�h
��t

.�{ELFÓä
Øê�«�ûá0E¯�{Í�Ç?úÊ(��4���05�1�ÇûÂ{S$
óFreeBSD�búzIÇ?�$qÄêûÂ�FreeBSD{á0Eå�ÙäúÍ¡��Sun SunOSTM{á0E

å�Ç?%tO�$ÇÙ4~uiP�

❀��Ç���Ì�Y�õX3{Â*�Ú

❀Ã¨t¤�Zg�{,VÇ����;\{mG�Y«;\{mG|Àê�Ç;\ZBn{ø:�óY

ø{;\ø:Þ(PDP-11)a.out Â*�1��,H���©G{�Ö�h|¢RUNIX,Y«;\{ø:¥
#�ñu{��Ça.out Â*úâ�ê�uÇO�é��ÏRUNIX#�tMotorola 68kÇVAXen�ø:u
�ÇÇ¤4�ê,~{�

❀l�Ç�J(Ò{mGÓÇ���Ç�*,1t�GqÄ�J;\{(Òv*Ç��Æ¢Ò,1ómG

÷�¥>è¥� �4Ç?,1tCPUXeäqzÍO�ha.out Â*~�Y«cn{mGø:�(�ó·
¢wÇRISC)Ç�z?X\7�O$Ç|¢÷�ê�õc{Â*1"óYø{mGø:Þ�Üz�;\
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{a.out Â*Í�Ö{u��Ã�COFFÇECOFFÇ¤�ÙÇ�JÉ»
Ã{Â*t4óYÇ~ãú�Òñ
u{Ç|¢�ÏÄêYJÂ*{Û!uÇzz�!ªa"tELFÂ*�

❀3�ÇÇ�{LB#zÖuÖLÇ�c8-(1ùÔ®�?)#éu�e�lvBÇO$á0E{�'"�
	ê�VMø:�#zÖuÖ�ìê�hÄ�YJ�ZÑOÁóa.out Â*{äúÞ{��ÇÇ{,~u±

ø�Çc�u{�	ÒItêÎ­�è�?%Ç|¢¤æ�,1óäq�ÄÕãñìJÀÜÇÝVóð)

�Shäq1�,1¿ï\IÇ�ShÇ1"�ÕÌ?ûìZb¦K��ÇªÓ�#zÖuÖ�ìÇ|¢

æ�,1ómain()<j�q���Ä�qìJSh��ê"�Ä�YJÕ�Ç|¢éa.out Â**êiõ�

Ä(hack)ÇÆ¢óìÇ~ã°äý�4,q{�±ø�-{M#Ça.out Â*XzX��LÞ{ShZ�ì

Ýuw�YJ�F�¯lELFÂ*�ûê�õYø{¯�Çb4,�Ç,~{ø:û#t��Çø:e4;
C{�O$�t��â�a.out Â*{S$�û#tELFÂ*{S$¤L{��Ç|¢bÌ!ªÝ¦
tELFÂ*�

❀l
Ç±ø�-{M#ÇFreeBSDø:ýü{�HÓä(�/4Î�ìZãñì)v1`	{�HÓäÇÙ
�0eoÄêÜÇ²q{I|�FreeBSDYÇI|��êá0EÇ?��ê�JFØ�
Æ��UêYJÓ
ä{GNU|�­UêYJÓäÇ?éb��H
ØêÍ;�{|ÑÇ¤±?��êX3Â*{|ÑÇ�
��¯liõ|æ�
ObéFreeBSD{b��HìÇbÆ¢e?��Ñ1 ÇO�FreeBSD{asZld{Í
ShÍ��ÎÇÄ1Ã�qÄYÇ�Ö�c{GNUÓäÓ(binutils )�h"|Ñb��HÇELFÂ*Çá0
EÇC++j0Ç���?%Ç��iõØaÛÑ�YELFÂ*{���©GÇO
tFreeBSD�êäqÇ¢
R4�ÇiP{/<�

❀ELFÂ*�a.out Â*
=�LJÇ3��ã�äúø:�ÍP{j0u�ELFÂ*{��Óä�øÍP
{��Ç?%
Øb��H|ÑÇYé�õ|u�4i­�{�ELFÂ*,�Ìã�z�JÇbi
�Þñ
u��iÇóYÜV�-Ç��õû��4X3{Ç��Ç¢nó�Á{0*Çÿ®ð)�Sh{0*Ç

���Ä�YJÑXÔ­�ÇbY�h"4X3�ÿ�óRu{7h��ÇGENERIC�XRXò|

Ña.out Â*Ç?%ÇhXò��äq"�{a.out Â*Ç��Ç�X�RXò
ØéÙ{|Ñ�

4.13RRRzzzÍÍÍõõõ{{{ýýýµµµ

4.13.1ÉÉÉåååCCC~~~

❀!-û{&~�Ò©lã,�FreeBSD°{ÉåC~ê�����ÇÇ�ÑÌ�Þ�P;á�ÒÇ1�ë
YÇÇ�{{äýÕ�1ùkj{~��·¢�/,man×
uÝÖYJ�ÒÇ
&~man×
e4;\{

/<:

% man command

❀commandÒ43�ê�{×
×Á�ÞÇ¾�Ç.ê�ls ×
ÒQ�:

% man ls

❀YJó"C~I�ï9�:

1.~�×
�

2.ø:®~1ùFØSh�

3. CE©G°{<j�Ò�

4.÷÷PÄÇ��
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5.©GÂ*�

6.�ú1ùÙÆ¤��

7.È«ýµ�

8.ø:��1ù×
�

9.�X
�<Y�

❀óìJ<Y�Ç3ø{Ì��Ìñ�óó"C~{X39��ÞÇ¾�Çø:°�chmodYÇ~�×
Ç


��Çchmod() ø:®~�óY«<o�Ç3ah5man×
�½��{��:

% man 1 chmod

❀YøÒÌ�+ñC~°{~�chmod×
��:ÞÇ·¢óU�©l�²�½-ûk���óó"C~i

R°ÕÒ�Ä1chmod(1)4�chmod~�×
Ç
chmod(2)4�ø:®~�

❀�*3.²�w×
{Ö	Ç�4X�w��ø&~{�Ç�Ò�vPÍ�b3ËÖ	ÑX�w�?YÇ
��3Ò,1¼~man{�¯Õ�ÇÇÌóC~{�ë\PI¯3��¯{�E	ÇÇ{ 14-k Õ

% man -k mail

❀h3&~YÇ×
{��ÇmanÌ²�ë°9��mail��E	{×
ïñuÇ"�ÞYZapropos ×


{Õ�4#3{�

❀��3Ì�t/usr/bin ���õ×
bX�Æ¢{~EÇ3��Yø):

% cd /usr/bin

% man -f *

❀ÝVYø)

% cd /usr/bin

% whatis *

❀ÜÇ×
4�ø{�

4.13.2 GNU Info ©©©GGG

❀FreeBSD�õa~�G1ù"~Óäu�Free�Gä�Ì(FSF)�*�C~{jßÇYJÇ�
Øê�«Í
ä�ÙÅ{§©l�Òinfo Ç3,~info ×
uÝÖÆ¢�"�3ãÞemacsÇ��¼~emacs{infoÜ*
uÝÖ�

❀&~info(1)YÇ×
��;\�Q�:

% info

❀.zt;\�ëÇ>�h�.O¤zt{×
�ÒÇ>�?�

÷÷÷ÕÕÕ

1. �ó®���i386 {9B�>Õ?¦�3{FreeBSD?:óIntel 386 CPUÞäqÇb�Ì�+
�i386 �YX4�3{ÿ®ìÇ
4�ÿ®ì{��ø�è��
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2. éÄlýYJÇ�óFreeBSDóéÄ,Ç¥äq�Ç¢{Ì�Õ��ÙÆ�0Á{äq*Pï÷ÇZä
q3{{�Ä~t{#�¢¸�

3. ��FreeBSD{;�ÑZEc÷÷YJ-ûýîÝ&~��,óC~°It:
syscons(4)�atkbd(4)�vidcontrol(1)Zkbdcontrol(1)�·¢XóY°-û�ëÇb4�PV�ÌóC~°
It-û{I��

4. ��Xth−èj{ÀÜ4X�¥ä{�¾�Ç"��ÇACÖR�dÞ���®åÞ{©GÇ
�Ç

{�®åÌO�ìJÆOü�êYÇ©GÇ�YÇ�Ç,Þc<Yu�4�X�¥ä��!ªYÇ�Ç

Ì§�Ç�n{ÜI¨��ñ�§��ÇRúÀ��
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���ãããaaa~~~ÇÇÇ���: PackagesZZZPorts

5.1���ccc
❀FreeBSDR�õø:ÓägÔ*�äýø:{�\I�l
Ç�qÄ"�{Ó*Ç,�¤���ãÍõ{
�®0a~�FreeBSD
ØêÜ«Vß{�bÇ~1ó3{ø:¥�ã�®0�GÕFreeBSD Ports�G(~
�,ÍSh�ã)Ç1ùpackages (~1,½�H{���Çý�ã)�YÜ«0�Ñ,1~�,ý���Ç
Ý,�Þ�z�ã3õ¡{a~Ç�{!cÇý�

❀ÖqY9Ç3Rê�t:

• �[�ã�®0{����GÝ�

• �[&~ports�G,ÍShèO�®0�G�

• �[Íø���ã{�GÝ�

• �[�ÄPorts Collection°Á{�JkjÇ½��G&~�

• �[It3��{�GÝ�

• �[�ÿ3{a~�G�

5.2���GGG���ããã½½½���
❀�*31�&~,UNIX ø:Ç��n{�®0�G�ã{Z½44�ÁÃc{Õ

1. �ñYÇ�GÇ�G{�qÇ,�4ÍShÂ*ÇÝ4�Ç���Ý�

2. �
�G(Ù¥S,u{4~compress(1), gzip(1),Ýbzip2(1)¸À,{tarÝ)�

3. ÝÖ#�©lÇê��[�ã�(õÌ�Ç©GÖ4INSTALLÝREADMEÇÝódoc/ ø9�{�J©l)

4. �*�G41ÍSho*�Y{Ç�Ò���HÇ�,����ö�ÇMakefile ©G,Ýä
qconfigure lýÇZÙÆ{�JÓ*�

5. �AZ�ã�G�

❀�*�#~¼{�ÇÒY�;\��*3ó�ã�Ç�GÝ��	�JFØÇ3,����ö��Ç{

ShÇ1&Ç�t�Ó*�

❀3,1��&~��:{�0*�ã�G�l
ÇFreeBSD
ØêÜ«�bÕpackagesZports�ÒóUY
�©9{��Ç.²�§,24,000Ç�®0{a~Ç�,1&~ê�

❀é��?�Ça~Ç�ÝÇ4�Ç,1�ñ{FreeBSD package©G�YÇFreeBSD packageÝ9ê�HP
{{�ýÇ¤��J{�©GÝ©l��Ç�ñ{Ý©G,1~FreeBSD{Ý�®×
uv*Ç¾
�pkg_add(1)Çpkg_delete(1), pkg_info(1)���,1&~�Ç;\{×
�ã�Çc{a~Ç��

❀�ÇFreeBSD{port4�Ç,1�Ä,ÍSh�HÄa~Ç�{©Gø\�
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❀�ÔÇ�*3��u�H{�Ç���qiõZ{v*(�¸ÇV¶Ç�HÇ�ã)�YJr®port{©G
ø\Ý9êø:��qÄYÇÓ*{��få�3,1äq�J;\{×
Ç�JÍShÒ,1�Ä��

ñÇ�
ÇKV¶Ç�HÇ���ãqÄ�

❀"�ÞÇportsø:��)ñúpkg_add {Ç�ÝZXÈÒ�Yt{ÙÆÝ�®×
u�ã{�GÝ�

❀PackagesZports4�#���vvv{�"÷3.�ã�Ç�v�.²�ã{�½E{a~Ç��a~Ç�Z�
ÇEÑ.²a~�FreeBSD portsZpackages��*3&~×
Ýportsø:u��a~Ç�ÇÜÇÑ��Õ
?E4dú�ãÇ�*��ÇÇÌ�Ä��ãE�

❀Y°Éñ{Ü«�b4i#�{Ç3,�ÌÛ����FreeBSDÌAñYÜ«�b�Ù"Çpackages
ZportsÑ�Ç¢��{�ÿÇ&~ý�«q\Rû�3��{õP�

Package Benefits

• �Ç¸À{package/����Ç¸À{Ý9ÍSh{a~Ç�Bzõ�

• packageX���q�i{�H�é�Lna~Ç��MozillaÇKDE ÝGNOME u�Y�z��­�Ç
�/4ó3{ø:ýÍ�v�{<Y��

• packageX��3�w�[óFreeBSDÞ�H�G{-û,Ç�

Ports Benefits

• packageó�H�/�&~�vâE{ 1ÇY4�êâyÇ¢�êäqóLõj{ø:Þ�/,,port
�ãÇ3,1û�®r�H 1u�	7\�ÿ®ì{Sh(bé�Pentium 4ÝAMD {Athlon CPU)�

• �J�GÝ.²²¦Ç¢#�{�)ZX�){/<{ 1Ñ�H�Vê�¾�ÇApache,�Ò{�ê
iõ{ 1�,port¥�ã�Ç3X�½�zIå�{ 1Ç,1��u÷��

ó�J¾�¥Ç�Ç�G�X3{{�?óõÇpackage�¾�ÇGhostscript?óghostscript package
Zghostscript-nox11 packageÜÇ{�packageÇYRû�34d�ãêX11qÖì�Yø{®r
épackage4,�{Çb�*�Ça~Ç��§,�ÇÝÜÇX3{�H�- 1�ÇÒXqê�

• �J�G{�,�G¢�f~���o*�q�Ç¢��QÞÍSh�

• �J|Xf�����qo*��è�êÍShÇ(®XÞ),1*�ÝÖÇÇ¯I�ó{¯��

• �*3���é�GKV¶Ç3Ò���ÍSh�

• �J|õ¡r��øÍShÝÇÄ1Æ¢õ¡*�ÝÖÍShÇ��ÍSh���

❀âÑÍcportsÇ¾Ý�Gï,FreeBSD ports�Gï,
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-ports)Z�bFØç·FreeBSD ports bugs�Gï,
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-ports-bugs)�

´́́···: �ã�[a~Ç���ÇaD�5�http://vuxml.freebsd.org/Þ4d���3Ä�ã{a~Ç�{�\¯�
ç·�

3�,1�ãports-mgmt/portaudit ÇÇ�ê�Ä�5�.²�ã{a~Ç�{&ÉÖ$iÇó3�ãÇ��

�Ç�ÌD�5�4d?ó.�{&É��iÇ3�,1&~portaudit -F -a YÇ×
ó�ãêìÇ�GÝ�

�*ñ5��

❀Y9{Ù�\IR�ëóFreeBSDÞ�[&~packagesZportsu�ãZ�®�®0�G�
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5.3 ¯̄̄III333���{{{aaa~~~ÇÇÇ���
❀ó3�ã�[a~Ç���Ç���w3����Ç�Ça~Ç�w���

❀FreeBSD¥,~{a~Ç�tóXä���ø�sä{4Ç��õ0�,1It3Ä��{Ç�:

• FreeBSD5�Þ��Ç,1�Ât{h�Ä�,~{a~Ç�ï,Çóhttp://www.FreeBSD.org/ports/
(http://www.FreeBSD.org/ports/index.html)�ÇIiõ«¡Ç3�,1/,Ç�{ÖÁu�Â(�*3�w
Ö	)Ç�,1óI¡¥ïñÄ�,~{a~Ç��

•

Dan Langille��ø�5FreshPortsÇóhttp://www.FreshPorts.org/�FreshPort�/�ê��øóports¥a
~Ç�{#��h��[Ç�ú�ÿ�ÇÆ¢ÒÌ�email
r3�

•

�*3X�w3.�{a~Ç�{Ö	Ç,1/,(http://www.freshmeat.net/)�5u�IÇ�*Itêa
~Ç�Ç3,1ÃFreeBSD{Ì5V���YÇa~Ç�4d.²úport�Vê�

• �*3�w�Çport{ïhÖ	Çb���wóýÇ¡/°Á�ItÇÇ3,1&~whereis(1)YÇ×

�;\�Q�whereis fileÇfileÒ43.�ã{Ç�Ö	��*ø:ItêÇÇ3Rú·�óÇó

ý°Ç¾�:

# whereis lsof

lsof: /usr/ports/sysutils/lsof

�*·ª·¢YÇ×
lsof (�Çø:{�Ç�),1ó/usr/ports/sysutils/lsof ø9¥It�

• �,1&~;\{echo(1)ªéu�IìÇport4d?ó�portsd¥�¾�Õ

# echo /usr/ports/*/*lsof*
/usr/ports/sysutils/lsof

Note that this will return any matched files downloaded into the/usr/ports/distfiles directory.

>Õ?Y�×
RÌ(Ã�ñt/usr/ports/distfiles ø9¥Ä�n\�G{©G�

• ¤��i{�Ç¯I3��{port{0�--4~ports collecton�	{�Âå���&~YÇ�Â,3��
�t/usr/ports ø9�Á�ó�Çø9°ÁÇäqmake search name=program-nameÇprogram-name

Ò43.¯I{Ç�Ö	�ÞÇ¾�Ç�*3.Ilsof Õ

# cd /usr/ports

# make search name=lsof

Port: lsof-4.56.4
Path: /usr/ports/sysutils/lsof
Info: Lists information about open files (similar to fstat( 1))
Maint: obrien@FreeBSD.org
Index: sysutils
B-deps:
R-deps:

óQñ{��°Á3��/Õ?Ý9�Path:�{YqR·ª3óý°,1ItYÇport��*��ã
$portÇ�ÙÆQñ{fåX4��{Çb4¤4�+Qñê�

�êÍý�{�ÂÇ3¤,1~make search key= stringÇstringÒ43.�Â{\I���ÇR�

Âport{Ö	�Õ:ÇÃcZ,a�øÇ�*3X�w3.�Â{Ç�Ö	Ç,1¼~Ç�Â�J�EÌ
�uIt3��{�
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ÞÁ�{YJ0�Ç�Â{�E	��LBUKI{��Â�LSOF�{�*RZ�Â�lsof�{�*�
ø�

5.4&&&~~~Package øøø:::
Contributed by Chern Lee.

❀óFreeBSDø:Þ��«X3{Óä~u�®packageÕ

• sysinstall Óä,1ótóäq{ø:ÞäqÇ1qÄ�ã�ÍøZïñ,~{1ù.²�ã{½�H

�GÝ{�Ö��¶ê���ZfåÇ>kÝ�2.10.11��

• Y����{\IR�ë~��®½�H�GÝ{×
qÓä�

5.4.1���ÇÇÇpackage {{{���ããã

❀3,1~pkg_add(1)YÇ×
,ý�©GÝ�dÞ{qÖìu�ã�ÇFreeBSD�GÝ�

¾¾¾5-1.óóóýýý���CCCÄÄÄ���ñññ���ÇÇÇpackage,???���ãããÇÇÇ

# ftp -a ftp2.FreeBSD.org

Connected to ftp2.FreeBSD.org.
220 ftp2.FreeBSD.org FTP server (Version 6.00LS) ready.
331 Guest login ok, send your email address as password.
230-
230- This machine is in Vienna, VA, USA, hosted by Verio.
230- Questions? E-mail freebsd@vienna.verio.net.
230-
230-
230 Guest login ok, access restrictions apply.
Remote system type is UNIX.
Using binary mode to transfer files.
ftp> cd /pub/FreeBSD/ports/packages/sysutils/

250 CWD command successful.
ftp> get lsof-4.56.4.tgz

local: lsof-4.56.4.tgz remote: lsof-4.56.4.tgz
200 PORT command successful.
150 Opening BINARY mode data connection for ’lsof-4.56.4.t gz’ (92375 bytes).
100% | ************************************************** | 92375 00:00 ETA
226 Transfer complete.
92375 bytes received in 5.60 seconds (16.11 KB/s)
ftp> exit

# pkg_add lsof-4.56.4.tgz

❀�*3��ý�package{�ãc(�FreeBSD CD-ROM)Ç,1�qpkg_add(1)×
?�Þ-r  1�YR

½&Ç��Äû½ø)©G{thÂ*ZÇýÇl��Ä,�ÇFTP5�¯IZ�ãpackage�

# pkg_add -r lsof

❀ÞÁ{¾�R�ñth{packageÇ
X��~�{�½Ò,1�ã��*3.�½FreeBSD package{º
45�Ç�¦Ì5�ÇÒ��#a�÷�PACKAGESITEYÇ¢¸#ÞÇ��Æu{÷��pkg_add(1)&
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~fetch(3)�ñ©GÇ,1&~õ«¢¸#ÞÇÝ9FTP_PASSIVE_MODE�FTP_PROXYÇZFTP_PASSWORD�

�*3&~FTP/HTTPS®Ýó3Û��ÁÇ3,���÷�YJ¢¸#Þ�-û{ï,>k�fetch(3)�
Þc¾�¥~lsof �Sêlsof-4.56.4 �h&~ÏÇ�ãPackage{���GÖ	X��Ý9Çý
R�pkg_add(1)R�Ä{ItYÇ�G!c{Çý�

ÕÕÕ???: �*3&~FreeBSD-CURRENTÝFreeBSD-STABLEÇý{FreeBSDÇpkg_add(1)R�ñ3{a~�G{
!cÇý��*3&~-RELEASEÇý{FreeBSD,ÇRÌÜz¦3{Çý#a{�GÝÇý�3,1/,��¢
¸#ÞPACKAGESITEu�#Y�q��¾�Ç�*3äqFreeBSD 8.1-RELEASEø:Çå�<Y�pkg_add(1)
R�A,ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packag es-8.1-release/Latest/ �ñ½�H{

�GÝ��*3æ���pkg_add(1)�ñFreeBSD 8-STABLE{�GÝÇ�,1RPACKAGESITE÷�

�ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packag es-8-stable/Latest/ �

❀�GÝf~.tgz Z.tbz Ü«Â*�3,1óftp://ftp.FreeBSD.org/pub/FreeBSD/ports/packages/�ÁÝ

,FreeBSD{�q�cItÇÇó��Ç4CD{FreeBSD�qÇ{/packages ø9¥��GÝ{÷���

¦/usr/ports d����ÇI¡Ñ���{ø9ÇÄ�{�GÝ,1óø9All ¥It�

❀�GÝø:{ø9�è¦ports{÷�����ÖÇ¢á3èÄêrÇpackage/port�

5.4.2���GGGÝÝÝ{{{���®®®

❀pkg_info(1)4~�ïñ.�ã{Ä��GÝï,ZÃc{Ç��

# pkg_info

cvsup-16.1 A general network file distribution system opti mized for CV
docbook-1.2 Meta-port for the different versions of the Doc Book DTD
...

❀pkg_version(1)4�Ç~u:�Ä��ã{�GÝÇý{Óä�Ç,1~u�vý�package{Çý¦ports
ø9¥{h�Çý4d���

# pkg_version

cvsup =
docbook =
...

❀ó��ï{nR�ñê�ãÇý{#��-Zý�portsø9d¥,~{Çý�

nnnRRR 999BBB

= óý�portsd¥¦.�ã{�GÝÇý#�{�

< .�ã{Çý��óportsd¥{ÇýÎ�

> .�ã{Çý��óportsd¥{Çýc(ý�
{portd,���Íc)�

? .�ã{�GÝÃ�óportsÂZ¥It�(,��	
Y«/<ÇÞÇ¾�Ç3���ã{�Çport,port
d¥#ñÝ�Öê)

* �GÝ�iõÇý�
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nnnRRR 999BBB

! .�ã{�GÝóÂZ¥?��9Çb4��ìJ

ÆOpkg_version Ã��v.�ã{�GÝ¦ÂZ

¥#éa{ÇýR�

5.4.3ÍÍÍøøø���ÇÇÇ���GGGÝÝÝ

❀�Íø���ã{�GpackageÇ��&~pkg_delete(1)Óä�

# pkg_delete xchat-1.7.1

❀��Õ?{4Çpkg_delete(1)��
Øqr{ÝÖÖ�*3�4�½ê¡�xchat
X4xchat-1.7.1Y

ø{Ö	Ç�ÇRáý�qv*�X,Ç3,1&~pkg_version(1)uê��ã{package{Çý�ø$�
iÇ�,1&~/{nÕ

# pkg_delete xchat\*

❀Y�ÇÄ�Ö	1xchat 
>{packageÑÌúÍ«�

5.4.4ÙÙÙÇÇÇ

❀Ä�.�ã{packagefåÑâ?ó/var/db/pkg ø9���ã©G{ï,Z�Çpackage{��ZÃc
Ñ�óYÇø9{#�©G¥It�

5.5&&&~~~Ports Collection
❀�Á{�ÇB�¥ÇÉñê���[&~Ports�Guó3{ø:¥�ãÝWñÇ�{�ë���,~
{make targets1ù¢¸#Þ{�ëÇ,1óports(7)¥It�

5.5.1ÜÜÜzzzPorts Collection

❀ó3�&~ports��Ç3���ÜzPorts Collection−ý�Þ4/usr/ports ø9�{�æMakefile �V

¶ZÃc©G�

❀ó3�ãFreeBSDø:{��ÇsysinstallÌ®¯34d���ãPorts Collection��*3 
noÇ�3,
1~�Á{�
u�ãPorts CollectionÕ

CVSup000���

âÑ3ý�Ports�G!c{�«O�{0�Ç4&~CVSupNFu�qÍc��*3æ�ê�Íõ�
�CVSup{û�Ç>kD&~CVSup�

ÕÕÕ???: óFreeBSDø:°éCVSup {"�w*csup�
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óD'äqcsup��ÇÖ�h�/usr/ports 48{¼�*3��.²~ÙÆ�0�ãê�PPorts�GÇ
�csup,�XÌ�ÄÍø.²óÞ�qÖìÞÍø«{V¶©G�

1. äqcsup :

# csup -L 2 -h cvsup.FreeBSD.org /usr/share/examples/cvsup/ports-supfile

Rcvsup.FreeBSD.org��¬3v£{CVSupqÖì�>kDCVSupº4 (�A.6.7�)¥{º45�
qrï,�

ÕÕÕ???: ��,�æ�&~��{ports-supfile Ç���ÇX.�'Ñ/,×
qu�½Ä&~{CVSup q
Öì�

1. Y«<Y�Ç��1root üPR/usr/share/examples/cvsup/ports-supfile ��tc{ �Ç¾

�/root Ý3{Ìø9�

2. �öports-supfile �

3. ²CHANGE_THIS.FreeBSD.org ��Ä¬3v£{CVSup qÖì�,1k�CVSupº4 (�A.6.7�)¥
{º45�qrï,�

4. z�u���{0*äqcsupÕ

# csup -L 2 /root/ports-supfile

2. $�äqcsup(1)×
R�ñ!£Ä�q{�ÄÇ?RÇ¢a~t3{Ports CollectionÞÇX,Y�,Ç
?X­cÉ�3ø:Þ{ports�

Portsnap000***

Portsnap4~��YPorts�G{���ø:�>kÝ&~Portsnap1ê���PortsnapÕ�Í-û{�
ë�

1. �ñ¸À{Ports�GOLt/var/db/portsnap �3,1Êâ��óY����InternetËz�

# portsnap fetch

2. "�34D'äqPortsnapÇ���ROL:8t/usr/ports Õ

# portsnap extract

�*3.²�ãP{/usr/ports 
3�.ÍcÇ�a�q�Á{×
Õ

# portsnap update

Sysinstall000***

Y«0���&~sysinstall,�ã��Þ�ãPorts�G�Õ?Ç�ã{R4�Y�qÇ�{ÎÇPorts�
G��*3�6¯InternetÇa&~�Á�ë{0����

1. 1root üPäqsysinstall Õ

# sysinstall

2. ~�)5� 
ConfigureÇ?�Enter�

3. 5�? 
DistributionsÇ�Enter�
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4.  
portsÇ?�Space�

5.  
ExitÇ?�Enter�

6.  
Äæ�{�ã��Ç¾�CDROM�FTPÇ���

7.  
Exit?�Enter�

8. �X Rñsysinstall�

5.5.2���ãããPorts

❀h
tPorts Collection�Ç��Ç��Ò{Ò4[¢�skeleton��;\��Çport skeleton4t�ÇÇ�
óFreeBSDÞ;���H?�ã{Ä�©G{!B�\��Çport skeletonÝ9Õ

• �ÇMakefile �Makefile ÝiP�Ç\IÇ�ña~Ç�4�[�H1ùRú�ãóø:{ýJ�

0�

• �Çdistinfo ©G�YÇ©GÝiYJfåÕYJ©G~ué�ñ�{©GDèZ�q5�(&
~sha256(1))Çuhâó�ñ,Ç¥©G��ú» �

• �Çfiles ø9�YÇø9ÝióFreeBSDø:Þ�HZ�ãÇ���~t{V¶�YJV¶äýÞÑ
4JB©GÇ�ñ�½©G*êýJ�t�Ç¢Ñ4�©ý{{Â*ÇäýÞ4Yø{�Íø�10q�
Ý�R�26q��Yø...�ÇV¶©G�úÁ*�diffs�ÇÆ¢�diff(1)Ç�	Ä�

YÇø9�Ý9êó�Hport��~t{ÙÇ©G�

• �Çpkg-descr ©G�Y4�Ç
ØÍõû�Ç��G{õqÃc�

• �Çpkg-plist ©G�Y4ýRú�ã{Ä�©G{ï,�Ç·ªportsø:óWñ���ÍøýJ©
G�

❀�Jports¤�JÙÇ{©GÇ¾�pkg-message �portsø:ó�J�O<Y�Ì~tYJ©G��*3
.�wYJ©GÍõ{û�1ùports{��Ç>kÝFreeBSD Porter’s Handbook
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/books/porters-handbook/index.html)�

❀port°ÁÝ9ø�[�HÍSh{�
ÇbXÝ9]t{ÍSh�3,1ó�ÞÝCD-ROMÞÜzÍS
h�ÍSh,�ú
�V�YÄ�[Â*��Äu�a�4�ÇútarZgzip,{©GÇÝV4ú�JÙÆ
{Óä¸ÀÝ�¸À{©G�ports¥YÇÇ�ÍSh)+©Gw�distfile�Ç�ãFreeBSD port{0�¤X
�YÜ«�

ÕÕÕ???: 3��&~root ~�~9��ãports�

´́́···: ó�ã�[port��Ça�D�hâ.²Íctê!c{Ports CollectionÇ?5�http://vuxml.freebsd.org/
¥4d�¦�Çport��{�\¯��

ó�ãa~Ç���Ç,1&~portaudit u�Ä�5�4d?ó.�{�\¯��YÇÓä3ø,1óPorts
Collection (ports-mgmt/portaudit ) ¥It�ó�ãc{port��Ç,1�D�äq��portaudit -F uØR

!c{&ÉjâE�ó��{±Ïuø:�\5��ÇjâEÌú�ÄÍcÇ?%ÌóY��"��\���¶

ê���Z{<YÇ>kÝportaudit(1)Zperiodic(8)�
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❀Ports�G"½3�,~{InternetËz��*3��Ç���RdistfileCÓ8t/usr/ports/distfiles

¥�

❀�
)v*ÇD�����ãport{ø9Õ

# cd /usr/ports/sysutils/lsof

❀�`��êlsof {ø9Ç3RÌ�tYÇport{�è���ZÒ4makeÇÝ��É��YÇport���
ó×
q;\�Q�make×
Ò,4�qÄY�Ó*�)P��Ç3,1�t�Á{fåÕ

# make

>> lsof_4.57D.freebsd.tar.gz doesn’t seem to exist in /usr /ports/distfiles/.
>> Attempting to fetch from ftp://lsof.itap.purdue.edu/p ub/tools/unix/lsof/.
===> Extracting for lsof-4.57
...
[extraction output snipped]
...
>> Checksum OK for lsof_4.57D.freebsd.tar.gz.
===> Patching for lsof-4.57
===> Applying FreeBSD patches for lsof-4.57
===> Configuring for lsof-4.57
...
[configure output snipped]
...
===> Building for lsof-4.57
...
[compilation output snipped]
...
#

❀Õ?Ç�`�HqÄÇ3ÒÌÃt×
q���Z�ãportÇ��ãÇ���ómake×
�ËÞ�Ç\

#install ý,Õ

# make install

===> Installing for lsof-4.57
...
[installation output snipped]
...
===> Generating temporary packing list
===> Compressing manual pages for lsof-4.57
===> Registering installation for lsof-4.57
===> SECURITY NOTE:

This port has installed the following binaries which execut e with
increased privileges.

#

❀�`3(Ãt
+nÇ3Ò,1äq3¦¦�ã{Ç�ê�O�lsof 4�Ç�£�OY!{Ç�ÇO$

�+ê�Ç�\´·�ó�HZ�ãports{��Ç3a��?�[ñ�{´·�

❀ÍøÓ*ø94ÇPÌ?ÇYÇø9¥Ý9ê\\ó�H,Ç¥~t{ø�©G�YJ©GX�Ì3~

å"{�c8-Ç
%,�ÌÉ�ÿcÇý{port�Quf&�

# make clean

===> Cleaning for lsof-4.57
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#

ÕÕÕ???: &~make install clean ,1�ZqÄmake�make install Zmake clean Y®ÇI
{Z½{Ó*�

ÕÕÕ???: �JshellÌ¥?¢¸#ÞPATH¥�½{ø9°{,�q©GÇ1�¤�IÇ¢{¤Ý��*3&~{4Y

¡shellÇó�ãport��,����qrehash ×
Çl�b�äqc�ã{�J×
�YÇ×
,1ó¡�tcsh

{shell¥&~�é�¡�sh {shellÇéa{×
4hash -r �>kD3{shell{©l1ê���Z{<Y�

❀ìJ�®0DVD-ROM�¬Ç�FreeBSD Mall (http://www.freebsdmall.com/){FreeBSD Toolkit¥Ý9
êdistfiles�YJ©G,1¦Ports�G{\&~�RDVD-ROM�zt/cdrom ��*3&~X3{�z�Ç

�a÷�make#ÞCD_MOUNTPTS��*cÞ���{distfilesÇ�Ì�Ä&~�

ÕÕÕ???: >Õ?Çèjports?Xã�/,CD-ROM�q�Y,�4���ñ�����UÕ~,ÂÇÝVXã�ò
'�YÇÝV��JÙÇÆO��*3æ��ãóCD-ROMÞ��{portÇÒ��ó"v*ê�

❀portsø:&~fetch(1)V�ñ©GÇÇ�iõ,1÷�{¢¸#ÞÇÙ¥Ý
iFTP_PASSIVE_MODE�FTP_PROXYÇZFTP_PASSWORD��*3ó3Û���ÇÝ&~FTP/HTTPS®Ç3
Ò,���÷�Ç¢�qr{�Ò>�fetch(3)�

❀h&~VX4Ä��-Ñ�ËzÞ�dÇ�,1¼~make fetch �3��óº�ø9(/usr/ports )�ä
qYÇ×
ÇÄ���{©GÑRú�ñ�YÇ×
�3ø,1ó�ÿ¡/ø9¥&~Ç¾

�Õ/usr/ports/net �Õ?Ç�*�Çport��J�v{EÝÙÆportÇÇRXXX�ñYJ�v{port
{distfile©GÇ�*3.ÜRÄ��v{port{Ä�distfileÇ>~fetch-recursive ×
S�fetch ×
�

ÕÕÕ???: 3,1ó�Ç¡/Ýóºÿø9�HÄ�{portÇÝV&~Þc
t{make fetch ×
�Yø4:���

{ÇO���JportX�??�ÝV���«,�Ç�JportÌ�ãÜÇX3{©GÇb4e4#3{©GÖ�

❀ó�J>D{¾�¥Ç~�,���óøêMASTER_SITES1i{�Ç5�(ý�.²�ñ�u{©G)V
Üz�Ç©GÝ�3,1~1�×
X&~MASTER_SITES:

# cd /usr/ports/directory

# make MASTER_SITE_OVERRIDE= \

ftp://ftp.FreeBSD.org/pub/FreeBSD/ports/distfiles/ fetch

❀óYÇ¾�¥Ç·¢²MASTER_SITESYÇ 1��

êftp.FreeBSD.org/pub/FreeBSD/ports/distfiles/ �

ÕÕÕ???: �Jportã�(Ý���F)3�½�H 1ué~/¢~a~Ç�¥:��{Õ�Ç�J�\ 1Ç1ùÙ
Æ,1¾�{���ä�S,u{Ýiwww/mozilla �security/gpgme �1ùmail/sylpheed-claws ��*?ó

Yø{ 1Ç/�Ìó�H�Éñ
+�
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5.5.2.1���###ååå���{{{Ports øøø999

❀��Ç&~X3{Ó*ø�ø9Zø)ø9,�i�~(��4��{)�,1~WRKDIRPREFIXZPREFIX

YÜÇ#Þu�#å�{ø9�¾�Õ

# make WRKDIRPREFIX=/usr/home/example/ports install

❀Ró/usr/home/example/ports ¥�Hport?²Ä�{©G�ãt/usr/local �

# make PREFIX=/usr/home/example/local install

❀Ró/usr/ports �HÇ?�ãt/usr/home/example/local �

❀hlÇ

# make WRKDIRPREFIX=../ports PREFIX=../local install

❀RÝ9Ü«÷�(��Í�óY��²ÇUqÇb3a�.²�w��Ã/ê)�

❀�iÇYJ#Þ�,1*�¢¸#Þu÷��>k�3{shell{ÉåC~Þ���[÷�¢¸#Þ{�
Ò�

5.5.2.2ÿÿÿ®®®imake

❀�Jport&~imake (Y4X Windowø:{�\I)X�t��{\PREFIXÇÇ¢Ì*Ñ²©G�ã

t/usr/X11R6 �Á�¡��Ç�JPerl portÌ�QPREFIX?²©G�ãtPerl{ø9¥�tYJport#
­PREFIX4h
��4X,�{/<�

5.5.2.3­­­ccc{{{���Ports

❀h�ó�HìJports{��Ç,�Ìfñ�Çä�ncurses{h\ut�u 
�J�H 1�/�~�
Ñæ��êó�Çportú�H�ãê1�¤�ò'6¯YPh\1��ÍøÝ��YJ 1�"�Þ�i
õ0�u)YG/<��Ç0����Çport{ø9�E�make config Ç��"Ìò'�+ñh\Z. 


{1ø���Ç0�4~make showconfig ÇYÌÉ��+ñÄ�{{� 1�¤��Ç0�4�

qmake rmconfig ÇYRÍøÄ�. 
{1ø���YJ 1Í-û{��>kÝports(7)�

5.5.3WWWñññ...²²²���ããã{{{Ports

❀�ó3.²ê�ê�[�ãportsÇ?æ���Zê��[WñÇ�/4óFØ��ãêìÇport���·
¢RWñ�Á¾�("�3��Õ?{�Ç4lsof )¥�ã{port�Ports,13packages1q\#3{0
*(óPackages��¥�qê�ë)WñÇ0�4&~pkg_delete(1)×
Õ

# pkg_delete lsof-4.57

5.5.4���ÿÿÿPorts

❀D�Ç&~pkg_version(1)×
uïñPorts Collection¥
ØêÍcÇý{�JportÕ

# pkg_version -v
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5.5.4.1 /usr/ports/UPDATING

❀ó3ÍcêPorts�G��Çó�ÿport��Ça��/usr/ports/UPDATING �YÇ©G¥�ëêó�ÿ

�~�aÕ?{¯�Ç1ù�J,����q{v*�Y,�ÝiÍ�©GÂ*�{�©G �{#ÄÇ

1ù¦��Çý{/�u���

❀�*UPDATING¦ýV¥�ë{��X3Ç>1UPDATING�ï�

5.5.4.2&&&~~~Portupgrade uuuÍÍÍcccPorts

❀portupgradeÓä4÷�u;��ÿ.�ã{port{v*{�Ç/,ports-mgmt/portupgrade portu

Ø�3,14ÙÇport�øÇ&~make install clean ×
u�ãÇÕ

# cd /usr/ports/ports-mgmt/portupgrade

# make install clean

❀&~pkgdb -F ×
u·Ã.�ã{port{ï,Ç?�tÙÄç·{X���ó�'�ÿ��Ç��F�
�qÇ4ÇPÌ?�

❀äqportupgrade -a �ÇportupgradeR
)?�ÿø:¥Ä�ã{Ä�,�{ports��*3æ�ó�
Ç�ÿv*�zth�Ça�½-i kj�

# portupgrade -ai

❀�*3�æ��ÿìÇ�½{a~Ç�Ç
:\\,~{portÇa&~portupgrade pkgname��

*portupgradeaD��ÿ�½a~Ç�{�Ç�a�½-R kj�

# portupgrade -R firefox

❀�&~½�H{package
X4portsu�q�ãÇ���½-P��*�½êYÇ 1ÇportupgradeÌ�
ÂPKG_PATH¥�½{ý�ø9Ç�*��ItÇ�,ÏÇ5��ñ��*ý���ItÇ
%ÏÇ5��

��ÄÕ��ñ½�HÝÇ�portupgradeR&~ports��¢�&~portÇ,1�½-PP�

# portupgrade -PP gnome2

❀�*�.�ñdistfiles (ÝVÇ�*�½ê-P {�Ç4packages)
X.èOÝ�ã�[ÀÜÇ,1&
~-F��ê�Íõû�Ç>k�portupgrade(1)�

5.5.4.3&&&~~~Portmanager uuu���ÿÿÿPorts

❀Portmanager4��Ç~1;�.�ãport�ÿv*{Óä�Ç,1/,ports-mgmt/portmanager port
�ãÕ

# cd /usr/ports/ports-mgmt/portmanager

# make install clean

❀,1/,YÇ;\{×
u�ÿÄ�.�ã{portÕ

# portmanager -u

❀�*æ�Portmanageró�q�Zv*��ÑÉñ
+Ça&~-ui kj�Portmanager�,1~uóø
:¥�ãc{ports�¦/�{make install clean ×
X3ÇÇÌóÉ�Z�ã3Ä 
{port���ÿ
Ä��vÝ�
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# portmanager x11/gnome2

❀�*��Ä port{�v��[¯�Ç,1~Portmanageru1th{~�­cèOÇ¢�qÄ��Ç�
¯�{port�Rú­cèO�

# portmanager graphics/gimp -f

❀�ê�ÍõfåÇ>kDportmanager(1)�

5.5.4.4&&&~~~Portmaster ���ÿÿÿPorts

❀Portmaster4�i�Ç~u�ÿ.�ã{ports{Óä�Portmasterú÷�Ä¦,�&~�äý�ø:¥
�It{ÓäÃÇX�v�ÙÆ{portsÄZ/var/db/pkg/ ¥{fåu5�ñ���ÿ{ports��,1
óports-mgmt/portmaster ItÇÕ

# cd /usr/ports/ports-mgmt/portmaster

# make install clean

❀Portmaster groups ports into four categories:

❀Portmaster²portsIÄ4¡Õ

• Root ports (X�vÙÆ{portsÇ�Xú�v)

• Trunk ports (X�vÙÆ{portsÇb4úÙÆ{ports�v)

• Branch ports (�v�ÙÆ{portsÇ3��ú�v)

• Leaf ports (�v�ÙÆ{portsÇbXú�v)

❀�,1&~-L  1ïñÄ�.�ã{portsZ�I?óÍc{portsÕ

# portmaster -L

===>>> Root ports (No dependencies, not depended on)
===>>> ispell-3.2.06_18
===>>> screen-4.0.3

===>>> New version available: screen-4.0.3_1
===>>> tcpflow-0.21_1
===>>> 7 root ports
...
===>>> Branch ports (Have dependencies, are depended on)
===>>> apache-2.2.3

===>>> New version available: apache-2.2.8
...
===>>> Leaf ports (Have dependencies, not depended on)
===>>> automake-1.9.6_2
===>>> bash-3.1.17

===>>> New version available: bash-3.2.33
...
===>>> 32 leaf ports

===>>> 137 total installed ports
===>>> 83 have new versions available
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❀,1&~YÇ;\{×
�ÿÄ�.�ã{portsÕ

# portmaster -a

ÕÕÕ???: Portmaster å�óÍø�Ç��{port�Ì)�Ç÷PÝ��*c{Çý�êúÄÕ�ãÇPortmaster R
Íø÷P�&~-b �Portmaster "XÌ�ÄÍø÷P��Þ-i  1��Portmaster R���ÄÜ*Çó�ÿ�
Çport1�
+�É£h��

❀�*�ó�ÿ{,Ç¥��êFØÇ�,1&~-f  1�ÿ/­c�HÄ�{portsÕ

# portmaster -af

❀3ø��,1&~Portmaster�ø:°�ãc{portsÇ�ÿÄ�{�v�ø��?�ãc{portÕ

# portmaster shells/bash

❀Íõ{-ûfå>kÝportmaster(8)

5.5.5 Ports ZZZ���ccc888---

❀&~Ports�GÌ!ª~q�c8-�ó/,portsÉ�Z�ã�G��Ç3a�z8®ø�{work ø9Ç

Ù0�4&~make clean ×
�3,1&~�Á{×
u8®rÇPorts�GÕ

# portsclean -C

❀±ø�-{M#Ç3,�Ìódistfiles ø9¥è��LÞÍSh©G�3,1CÓÍøYJ©GÇ�

,1&~�Á{×
uÍøÄ�portÑXZ~{©GÕ

# portsclean -D

❀ø$�iÇ�,1~�ï×
ÍVø��ã{port��&~{ÍhÝ©GÕ

# portsclean -DD

ÕÕÕ???: YÇportsclean Óä4portupgrade �G{�\I�

❀X���Íø�J.²�ãÇb.Xò&~{ports�~��ÄqÄY«Ó*{�ÇPÓä
4ports-mgmt/pkg_cutleaves port�

5.6���ããã������¤¤¤���)))���������ÚÚÚ
❀/�Ç3/,port�ãq�Ç�G�,,1ÝÖÇQ{�J©l(�*ÇÝ9©l{�)ÇÝ���öÇ{{
�©GÇuhâYÇ�G{äqÇÝóåìéÄ{��éÄ(�*Ç4�ÇqÖ{�)Ç���
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❀é�X3{�G�øX3{{�Z½�X��øÇ�*3ãPê�Ç�GÇb4X�w��Z��Í{

��ÇYJB��,�,1ÐÏ3:

• &~pkg_info(1)×
ÇÇ�It�ãêýJ©GÇ1ùãóý°�ÞÇ¾�Ç�*3�ãêFooPackage
version 1.0.0,��YÇ×


# pkg_info -L foopackage-1.0.0 | less

R�+YÇ�GÝ�ã{Ä�©GÇ3��/Õ?óman/ø9°Á{©GÇÇ¢,�4C~Çetc/ ø9

°Á{{�©GÇ1ùdoc/ ø9�ÁÍõ{©l�

�*3Xh½.²�ãP{�GÇýÇ3,1&~Yø{×


# pkg_info | grep -i foopackage

ÇRÌItÄ�.�ã{�GÝÖ	¥Ý9foopackage{�GÝ�é�ÙÆ{�IÇ3���ó×
q

¥�¦foopackage�

• �`�J�GC~.ú3h��ãÇ3,1&~man(1)��Ç�3ø{Ç�*�{�Ç3¤,1qr{
���({�©G{+¾Ç1ù�[�i{©l�

• �*a~�G��5,3¤,1,�5ÞIt©lÇ�D¯�{�IÇÝÙÆÍõ��*3X�wÇ¢{
�5��Ç>&~�Á{×


# pkg_info foopackage-1.0.0

�ÇWWW:q,�*Ç?óÇÇR
Ø�ÇYÇa~Ç�{�5URL.

• Ports�*��óqÖìéÄ�äq(Ò4�É�qÖì)ÇÇ/�Ì²�Çlý{ø¾8
�/usr/local/etc/rc.d ø9��êâythuÇ3,1��YÇlýÇ?�öÝÍ�YÇlý{Ö

	�-<>�éÄqÖ�

5.7���[[[ÿÿÿ®®®   «««{{{Ports
❀�*3��ìÇportÃ�t�Ó*Ç��G/�z�AÇÝiÕ

1.ó¯�ç·jâE (http://www.FreeBSD.org/support.html#gnats)¥�I4d�ß�
b{�t��*
�Ç,1&~Ä
F{�t�

2.�Fport{)�|(maintainer)
ØÐÏ�Q�make maintainer ÝÝÖMakefile �I)�|{���

G���>�z²port{Ö	ZÇýUó�G°(Makefile ¥{$FreeBSD: Y�q)?²FØQñ{>
�q�Émaintainer�

ÕÕÕ???: ìJports?:�Ç|��Ç
4Uê�Ç�Gï,
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/articles/mailing-list-faq/article.html)��õÇb?:Ä
�portÇ&~¡�<freebsd-listname@FreeBSD.org > Yø{���>ó
ñ¯���DY���

�/�Ç�<ports@FreeBSD.org > )�{portÇ"�Þ?��|���¾ÝYÇ�Gï,{|¢Ì¡\3

Ø{�tZ|Ñ�·¢��Ñ��Íõ�ÑV¼

�*3��ztÃaÇ�,1&~send-pr(1)u
b¯�ç·(>kD�[ÞUFreeBSD̄ �ç·

(http://www.FreeBSD.org/doc/en_US.ISO8859-1/articles/problem-reports/article.html))�
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3.�tÇ¼PorterC~ (http://www.FreeBSD.org/doc/en_US.ISO8859-1/books/porters-handbook/index.html)¥

Øê���Ports�äú÷�{-ûfåÇ/,ê�YJ��Ç3Ò��tSl «{portÇÝ��

b��{portê¼

4.,v£{FTP5��ñ�Ç�HP{�ãÝ��¥ê{� package collectionóftp.FreeBSD.org

{packagesø9¥ (ftp://ftp.FreeBSD.org/pub/FreeBSD/ports/packages/)Çbóóó$$$������>///���5���4

d?óv£{º4�5¼/�<Y�YJ�ãÝÑ,1�z&~Ç
%a���q�HO�J��ã,

Çýü,1/,pkg_add(1)uqÄ�
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X Windowøøø:::
ÊâX.Org{X11qÖ��$©lKen TomZMarc Fonvieille.

6.1���ccc
❀FreeBSD&~X11u�~�
ØÕ��L{Co~��Á�X114�«,1½D&~{X @	ø:ÇÙ"
�ÝiXorg FreeBSD¥å�&~?I�0|Ñ{X11"�ý4XorgÇÇ4�X.Orgä�Ì
�{X11q
ÖÇf~¦FreeBSD¡�{GY�$iÇ���J~�FreeBSD{Û�XqÖì�

❀¶ê�X11Ä|Ñ{�+��mGÇ>6¯Xorg (http://www.x.org/)�5�

❀óÝÖqY�9�Ç3RÌê�Õ

• X@	ø:{X3�GÇÇ¢4�[N3Ó*{�

• �[�ãZ{�X11�

• �[�ãZ&~X3{	=�®ì�

• �[óX11¥&~TrueType®	��

• �[�3{ø:÷�Co~9(XDM )�

❀óÝÖY�9��Ç3a�Õ

• �w�[�ã�i{�®0a~Ç�(�59)�

6.2®®®���X
❀é��JYçÙÆCo¢¸Ç��Microsoft WindowsÝVMac OS{~�u�Ç��'&~X ,�Ì¡ú
i¯Ç�

❀/�3?X��ý�ê�È«X�G{*~1ùÇ¢�-{#�k/ÇX,Çê��J��Ç¢{äú�
#Ç�Ï�ÍP�¼~X {�LÕ��

6.2.1������������&&&~~~X?

❀XX4��Ç�UNIX 

�{@	ø:ÇbÇ4!�q{�X {Æ)
�Lèó
�X��Ò.²ó�
i�Ç@	ø:ÞÓ*ê��Çø:{Ö	w)�W� (Ò4�Window�)�X�4[j	ñ¥W�Á{�
Ç�

❀X,1úw)�X�,�X Windowø:�,�X11�,���²X11Á)�X Windows�,�Ì�+ìJ
|Ö��X(7),1ê�Íõ{få�
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6.2.2 X000���ååå/qqqÖÖÖìììÜÜÜnnn

❀X�
)Ò4bé�d
÷�{ÇÄ1f~ê�client-server�Ün�óX Ün¥Ç�X server�äqó�
EcÇ�+ìÇ`){�®åÞ�qÖì~u�®�+fåÇÿ®u�EcZ`){Q�fåÇ?¦ÙÆ

Q�Qñ÷÷b�(��*�Q�÷÷{�tablet�ÇÝV*�Qñ÷÷{=k$)���ÇXa~Ç�(�
�XTerm ,ÝVNetscape)Ò4�Ç�0�Ç�(client)��0�Ç�ÉqÖì��fåÇ��>óYJ+)
Þ��Ç	=�Ç
qÖì�(Ãÿ®fåÇ��~�¦¦�âêOK�<��

❀�*3�ÝÍÚ¢¸¥���Ñ&~FreeBSD{�®åÇÒ��ó3�Ñ�®åÞäqX serverZX client
ê�l
Ç�*3�iõäqFreeBSD{åìÇ3,1ó3{óÁ�®åÞäqX serverÇ
ó�v°l{
qÖìÞäqX a~Ç��óYø{¢¸¥ÇX serverZX client�-{/fÒ,1/,�du�q�

❀Y,�Ìt�J|¡thÞÇO�X{bªZÆ¢î.{�JX3�Æ¢1��X server�4äqóÕ�
�L{LnåÞ{Ç
�X client�4äqóÆ¢óÁÞ{�®åÞ{�

❀�ÔÇX server4�EcZ�+ì{�Ñ�®åÇ
X client4�J�+	={Ç��

❀ClientZserverX�½Ñ�äqó3�«v*ø:ÞÇÇ¢��Ã�ó3�«¡n{�®åÞäq�
óMicrosoft WindowsÝAppleÚ�{Mac OSÞäqX server�4,1{ÇóÇ¢ÞÁ��iõ½D{ZÛ
��{a~Ç��

6.2.3			===���®®®ììì

❀X{÷�S¦i4UNIX {÷�S¦Ç�tools, not policy��YÒ?�øXXÌACV�½�Öa��[
VqÄÇ
4Ç�É~�
Ø�JÓäÇ��û½�[&~YJÓä4~���{/<�

❀Y�S¦j0êXÇÇXÌ�½	=ó¶ôÞa�4��ø�Ç��[#Ä`)Ça�~��Eu#¦	
�(��ÇAlt +Tab�EÇóMicrosoft Windows¢¸¥{*~),�Ç	={Óä�a��åu4��ÇÆ¢
4da�����<���

❀"�ÞÇXq&ê�«w)�	=�®ì�{a~Ç�{�	��iõYø{Ç�,~ÕAfterStep,
Blackbox, ctwm, Enlightenment, fvwm, Sawfish, twm, Window MakerÇ�����Ç	=�®ìÑ
Øê
X3{�ÁZ
¡ÖÙ¥�J¤|Ñ���óÁ�Ö��Jã�3,1½��JEu�®3{óÁÖ�J

��
)��<ÇÝVÙÆ¡�{÷�Ö�J4�,½�Ì�{(themeable)�Ç/,�ãc{Ì�Ç,1
q\�#i
�YJ1ùiõÙÆ{	=�®ìÇÑ,1óPorts Collection{x11-wm I¡ø9°It�

❀�iÇKDE ZGNOME óÁ¢¸Ñ�Æ¢��{	=�®ì¦óÁøÄ�

❀�Ç	=�®ì��X3{{�å�Ö�J��CÓuU{�©GÇ
�i�J�,1&~GUIÓäu
qÄL\I{{��ÖÇÞ¾
ÓÇ(Sawfish)Ò&~LispªÓVU{�©G�

`̀̀���|||QQQ: 	=�®ì{��Ç�u4`){�focus policy���Ç	=ø:Ñ����Ç 
	={0�uz
IEc{Q�fåÇ1ùh�ýÇ	=ÿ�,~çÕ�

3/��vYç{4�Çw)�click-to-focus�{`�|Q�Y4Microsoft Windows&~{�n`�|QÇ�Ò
43ó�Ç	=Þ�â��`)ÇYÇ	=Òÿ�h�,~{çÕ�

XX|Ñ�J�O{`�|Q�h#��Ç	=�®ì;�øó����ýÇ	=p�`��X3{	=�®ì
|ÑX3{`�0��Ç¢Ñ|Ñ�âýÜz`�Ç
%Ç¢¥{LõjÑ|ÑP�«0��

!�q{`�|QÕ

focus-follows-mouse

`)�+ì�Á{	=Ò4Üz`�{	=�YÇ	=X�½ �ÙÆÄ�	=�Þ�/,R`)#t��

Ç	=Ò,1�#`�Ç
X��óÇÞÁ�â�
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sloppy-focus

Y«0*4éfocus-follows-mouse|Q{�ÇBBj0�é�focus-follows-mouseÇ�*3²`)#têÊ
	=ÃÝóÁòµÄÞÇ�Ä�{ÙÇ	=ÑÌ�V`�Ç
#�{\\EcQ��Ì¿���* 


êsloppy-focusÇ���h�b��c	=�Ç	=`�bÌ�	#�Ç
hRñh�	=�4XÌ#�{�

click-to-focus

h�	=�`)�âu 
�	=ú�Bñ�+�Çñ�óÄ�ÙÆ	={�Á�ý&�bú#5ê��Ç

	=ÇÄ�{EcQ��ÌúYÇ	=zB�

�õ	=�®ì|ÑÙÆ{|QÇ¦YJ#���J#��3,1�ä�	=�®ì{©l�

6.2.4			===\\\GGG

❀
ØÓä
:|Q{X0�&zó�Ça~Ç�¶ôÞ�t{	=\GztêLL{j0�

❀�Widget��4bé~�z=¥Ä�ïÞ1ø{�ÇbªÇÇ,1~ì«0�u�âÝv*Ö��<Ç
� UÇ\ �<ÇC)Çï,U���Microsoft Windows²YJw)�;G��

❀Microsoft WindowsZ°*Ú�{Mac OSÑ��ÇÎÂ{	=\G|Q�a~Ç�
�VúOFhâÆ¢
{a~Ç�á0�ÇÊ/{ÄDýÄz{~��Á�é�XÇÇ?X�F�Ç�O{CoZÂÝ��#�\
{	=\Gø�

❀Yø{�*43X�Ï�Xa~Ç��p��ÇÊ/{ÄDýÄz{�Á��iõ{�q{	=\Gø÷
�ÇÝiu��MIT {AthenaÇMotif® (Ü5Microsoft Windows{	=ZÂÇÄ�\GÑä�R�Z3«½
ºÝ)ÇOpenLookÇ���

❀��ÇýLõj�vc{Xa~Ç�f~��c*{	=÷�ÇYÝiKDE Ä&~{QtÇ1ùGNOME
Ä&~{GTK+�óYø�«	=ø:�ÇUNIX óÁ{�JÄDýÄz�u*ê�JBÑÇ1&ð¦V¡
tÍ�4�J�

6.3���ãããX11
❀Xorg4FreeBSDÞ{å�X11"��Xorg 4�X.Orgä�Ì�q{
8ÍShX Windowø:"�¥{X
qÖ�Xorg ä�XFree86 4.4RC2ZX11R6.6{Sh�,FreeBSD Ports�G,1�ãXorg {7.7Çý�

❀�*��,Ports Collection�HZ�ãXorgÕ

# cd /usr/ports/x11/xorg

# make install clean

ÕÕÕ???: �qr��HXorg ����è4 GB{���c8-�

❀�iX11�,1�z,packageu�ã�·¢
Øê,1¦pkg_add(1)Óä{\&~{X11�ãÝ��*
,ÏÇ�ñZ�ãÇó&~pkg_add(1)�>X��½ÇýR�pkg_add(1)Ì�Ä��ñ!cÇý{�ãÝ�

❀.�,package�ãXorgÇ;\�Q��Á{×
Õ
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# pkg_add -r xorg

ÕÕÕ???: ÞÁ{¾��ëê�[�ãqr{X11�GÝÇÝiqÖìàÇ0�àÇ	����$iÇ���J\Õ
{X11{portsZpackages.

�iÇ�*��!B�{X11�GÇ3�,1�ãx11/xorg-minimal �

❀Y�9��{\IRÌY��[{�X11,1ù�[÷��Ç°H{óÁ¢¸�

6.4{{{���X11
Contributed by Christopher Shumway.

6.4.1


)))������

❀ó{�X11��Ç3��ê�Ä�ã{ø:{�ïfåÕ

• �+ì�Â

• �+�{_¡¡n

• �+�{�?�Þ

❀�+ì{�ÂúX11~uû½�+{I%GZmcG�YJ�Â/�,1,�+ìÄQ{©l¥Ç1ù�
�Û{�5It����wÜÇj	)�Õ��mcGZy²mcG�

❀�+�{_¡¡nRû½X11&~��ÜLuPÄComG�¦�ø:��Ä5�ñýLõj{mGÇb
/�ê�ó�Ä5�ñF{��¤4i�~ÿ{�

❀�+�{�?LBû½êø:|Ñ{I%GZÔºýÝ�ê�YJ!�:�­��

6.4.2{{{���X11

❀é�Xorg 7.3YÇÇýÇ,1X���[{{�©GÒ�äqÇó
+n�E��×
Õ

% startx

❀,Xorg 7.4
)Ç,1&~HAL �Ä5�EcZ`)�Portssysutils/hal Zdevel/dbus Rú*

�x11/xorg Ä�v{Ý�ã�ø:�?%��ó/etc/rc.conf ©G¥é~Õ

hald_enable="YES"
dbus_enable="YES"

❀óÍý�{{�Xorg1�Ç��äqYJqÖ(CÓéÄÝV­éåì)�

❀�Ä{�é�ìJmG,�Xå*~ÝVÃ�)tÏ�{{��óY«<Y�Ò���)�JCÓ{

��
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ÕÕÕ???: Ã�GNOMEÇKDE ÝXfce �¡{óÁ¢¸ÇLõÑ
Øê�Jã�~�:�4~{ÓäÇu÷�4I%
GYø{�+kj�Ä1�*�úzå�{{�?X7\Ç
%�K®�ã�ÇYø{óÁ¢¸Ç��Ò>��

qÄóÁ¢¸{�ãÇ?&~7\{�+÷�Óä�

❀{�X11���JZ½���Z41§ÿ~�{üPOÁð){{�©GÕ

# Xorg -configure

❀YÌó/root ¥	Ä�Çw)xorg.conf.new {{�©G(ÃX3&~su(1)Ý�z~9ÇÑÌ�#å�
{$HOMEø9#Þ)�X11Ç�R�Aæ�ø:¥{ComGÇ?Ræ�t{mGfåU�{�©GÇ1"
�ñth{PÄÇ��

❀��Z4�A�?{{�©GÇ1h�Xorg �ê3ø:Þ{Co÷÷t�Ó*�é�Xorg 7.3ÝV��
{ÇýÇE�Õ

# Xorg -config xorg.conf.new

❀,Xorg 7.4ZÍ°{Çý
)ÇYÇ�AR�+ñ�Çgº{¶ôÇé�gäX114d�t�Ó*Ì�Ä
�Jhv�,1/,retro  1&~Î{Ü*Õ

# Xorg -config xorg.conf.new -retro

❀�*�tg½{Â�1ùXn`)�bÇÒ,+{�ÄÕê��Rñ�AÇ��3���Ctrl +Alt +Fnu
#¦t~�éÄX {��;�Ñ(F1,+��Ç��;�Ñ)���Ctrl +C�

ÕÕÕ???: óXorg 7.31ùÍ�Ï{Çý¥Ça&~Ctrl +Alt +Backspace �\Eu��RñXorg��*��ó7.4Z
��{Çý¥é~YÇ�\EÇ,1ó�?XªàÜ�ì¥Q��Á{×
Õ

% setxkbmap -option terminate:ctrl_alt_bksp

ÝV�hald 
O�Çw*x11-input.fdi {Ec{�©G?â?�/usr/local/etc/hal/fdi/policy ø9�Y

Ç©G�Ý91�YJÕ

<?xml version="1.0" encoding="iso-8859-1"?>
<deviceinfo version="0.2">

<device>
<match key="info.capabilities" contains="input.keyboa rd">

<merge key="input.x11_options.XkbOptions" type="strin g">terminate:ctrl_alt_bksp</merge>
</match>

</device>
</deviceinfo>

�,���­é�{åìu&zhald ­cÖRYÇ©G�

$iÇ¤��óxorg.conf.new ¥{ServerLayout ÝServerFlags B�¥��Õ

Option "DontZap" "off"

❀�*`)Ã�t�Ó*Çó��ý������{�Ç�kÝFreeBSD�ã�9¥{�2.10.10���
iÇ,7.4Çý
)Çxorg.conf ¥{InputDevice \IRú�QÇY�Ï��Ä5�mG÷÷�,1óY

Ç©G¥{ServerLayout ÝVServerFlags ��1� 1&~Î{Ü*Õ
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Option "AutoAddDevices" "false"

❀Q�÷÷Ë3ÙÆ��{ 1(��ÇEcYÛ#¦)Ò,14ó��{Çý¥{�ø{�ê�

ÕÕÕ???: t��ÁÄ
t{Ç�Çý7.4
)hald E��Çå��Ä5��{Ec�,�5�ñ�{EcYÛÝnR
��IÇóóÁ¢¸¥Ç��GNOMEÇKDEÝVXfce 
ØêÓäu{�Ec���0ÁÇ�,ósetxkbmap(1)
Óä{ÐÏ�ÝV/,hald {{�©Gu�z÷�Ec{au�

Þ¾u�Ç�*ì|.�&~�ÇPC 102E�ªYÛ{EcÇ·¢Ò���hald 
O�Ç{�©GÇw
*x11-input.fdi ?â?�/usr/local/etc/hal/fdi/policy ø9�YÇ©G��Ý9��YJÕ

<?xml version="1.0" encoding="iso-8859-1"?>
<deviceinfo version="0.2">

<device>
<match key="info.capabilities" contains="input.keyboa rd">

<merge key="input.x11_options.XkbModel" type="string" >pc102</merge>
<merge key="input.x11_options.XkbLayout" type="string ">fr</merge>

</match>
</device>

</deviceinfo>

�*YÇ©G.²?óÇ��²Ec{�#�{\I ó��ý,�

���­é�{åì&hald Ö�$©G�

�,1óXÜ�ªàÝ�Çlý¥&~1�{×
Ht#3{H*:

% setxkbmap -model pc102 -layout fr

/usr/local/share/X11/xkb/rules/base.lst ïñêÈ«X3{EcÇYÛZ,~{ 1�

❀z�u4®rxorg.conf.new {�©G?*�A�~©ý�öì�emacs(1)Ýee(1)K
YÇ©G��)
{��G/4�h�ø:{�+ì÷�mcG�YJ�Ýi��Zy²{3ZªG�²Ç¢�

txorg.conf.new {"Monitor" B�¥Õ

Section "Monitor"
Identifier "Monitor0"
VendorName "Monitor Vendor"
ModelName "Monitor Model"
HorizSync 30-107
VertRefresh 48-120

EndSection

❀ó{�©G¥��,���HorizSync ZVertRefresh ��*4Yø{�ÇÒ��CÄ��Ç?

óHorizSync ZVertRefresh �Á÷�\7{j�ê�óÞÁ{¾�¥ÇÉñê#a{�+ì{kj�

❀X�ê&~�+ìÄ|Ñ{DPMS (�Í�h)Õ��xset(1)Ç�,1;�§��-Ç?��Vå��åÝ
�å��*æ�é~�+ì{DPMSÕ�Ç���²�Á{÷���tmonitor�¥Õ

Option "DPMS"

❀��xorg.conf.new ��¤a� 
å�{I%GZºý�Y4ó"Screen" B�¥½B{Õ

Section "Screen"
Identifier "Screen0"
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Device "Card0"
Monitor "Monitor0"
DefaultDepth 24
SubSection "Display"

Viewport 0 0
Depth 24
Modes "1024x768"

EndSubSection
EndSection

❀DefaultDepth �E	Ãcê�äq{å�ºý�Y,1/,Xorg(1){-depth ×
q
�u�S{�©

G¥{÷��Modes�E	ÃcêÉ½ÔºýÝ�¶ô{I%G����Ò{4Çø)ø:{ComG�

|Ñ�VESA½B{)ïÜ*��Á{¾�¥Çå�ºý4&~24 º�óf~YÇºý�Çã�{I%
G41024x768�

❀!�Ò4R{�©G?cÇ?&~�Á�ë{�AÜ*�A���

ÕÕÕ???: ó��?�û¯�{,Ç¥ÇÝ9ê¦X11qÖì#�{ÈÇ÷÷{få{X11��©GÌ�3��Z\ø
¯��ÄÐÏ�Xorg ��{©GÖ4/var/log/Xorg.0.log Yø{Â*�"�{��©GÖ,�4Xorg.0.log

tXorg.8.log ���

❀�*�#ï÷^hÇÒ,1²{�©G8tÚá{ø9¥ê�3,1óXorg(1)°ÁItä� ��YÇ
 �/�4/etc/X11/xorg.conf Ý/usr/local/etc/X11/xorg.conf �

# cp xorg.conf.new /etc/X11/xorg.conf

❀�ó.²qÄêX11{{�\,Ç�Xorg ,1/,startx(1)ÓäuéÄ�ø$�iÇX11qÖì�,1
~xdm(1)uéÄ�

6.4.3°°°ÿÿÿ{{{���ÌÌÌ���

6.4.3.1{{{���Intel® i810 ���+++___¡¡¡���

❀{�Intel i810_¡�{�+����béX11{�ê~uPÄ�+�{agpgart AGPÇ�z=�>k
Dagp(4)PÄÇ�{ÉåC~ê�Íõû��

❀Y�7~�ÙÆ{Co�mG{��Õ?�*ø:��Ragp(4)PÄÇ��H��XÇ�A~kldload(8)
�ñÜL4ÃH{�YÇPÄÇ����H��XÝV&~/boot/loader.conf óéÄ��ñ���X�

6.4.3.2������PPP¶¶¶²²²ÆÆÆ���+++ììì

❀Y��"½3ê��J��°ÿ{�{�#��*&~�Á{)ï{�ÓäX��	,~{{�Ç�ó

��©G¥
Ø{fåa��1�t{�&ÙthÓ*��*��{�Ç3a&~�Ç©ý�öìuqÄ

Y1Ó*�

❀ø�{P¶(WSXGA�WSXGA+�WUXGA�WXGA�WXGA+Ç��)|Ñ16:10Z10:9Ý�J|ÑXL
P{�+�¾��D{�J16:10�¾{I%GÝiÕ

• 2560x1600
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• 1920x1200

• 1680x1050

• 1440x900

• 1280x800

❀��Ç�,1;\�²YJI%G*�Section "Screen" ¥{Modeu�q{�Ç¡��ÁYøÕ

Section "Screen"
Identifier "Screen0"
Device "Card0"
Monitor "Monitor0"
DefaultDepth 24
SubSection "Display"

Viewport 0 0
Depth 24
Modes "1680x1050"

EndSubSection
EndSection

❀Xorg�ê�Ä�/,I2C/DDCfåu�ÄÜRP¶�+ì{I%GfåÇ?ÿ®�+ì|Ñ{ªGZI
%G�

❀�*PÄÇ���éa{ModeLines ÇÒ��ÉXorg�J
+ê�&~/var/log/Xorg.0.log �ê
R

�ê{fåÇÒ,1U�Ç,~{ModeLine ê�Y¡få��Ä+Õ

(II) MGA(0): Supported additional Video Mode:
(II) MGA(0): clock: 146.2 MHz Image Size: 433 x 271 mm
(II) MGA(0): h_active: 1680 h_sync: 1784 h_sync_end 1960 h_ blank_end 2240 h_border: 0
(II) MGA(0): v_active: 1050 v_sync: 1053 v_sync_end 1059 v_ blanking: 1089 v_border: 0
(II) MGA(0): Ranges: V min: 48 V max: 85 Hz, H min: 30 H max: 94 kH z, PixClock max 170 MHz

❀YJfåÁ)EDIDfå�,¥OÁModeLine �4²YJjâ­c\ï~�
.Õ

ModeLine <name> <clock> <4 horiz. timings> <4 vert. timings >

❀�$Çý¾¥{Section "Monitor" ¥{ModeLine a¡��Á{o*Õ

Section "Monitor"
Identifier "Monitor1"
VendorName "Bigname"
ModelName "BestModel"
ModeLine "1680x1050" 146.2 1680 1784 1960 2240 1050 1053 105 9 1089
Option "DPMS"
EndSection

❀²,;\{�öZ½��ÇXÒ,1ó3{P¶�+ìÞéÄê�

167



❀❀69❀X Windowø:

6.5óóóX11¥¥¥&&&~~~			���
Ø¶Murray Stokely.

6.5.1 Type1 			���

❀X11&~{å�	�X4i®.�Ln{	��zk�XàÇ�åuiXÛ�Ç?%ÇóNetscape¥Ç
B	�;�Ã��8��P�«½D�°�Þ{	�,1i0"�~óX11¥�¾�ÇURW	�ø
\(x11-fonts/urwfonts )ÒÝiê°�Þ{)ïtype1	�(Times Roman®, Helvetica®�Palatino®ZÙÆ
�J)�óFreefontø\¥(x11-fonts/freefonts )�ÝiÍõ{	�ÇbÇ¢¥{ýL\I&~óCo�
G¥Ç�GimpÇó¶ô	�¥&~?Xq���iÇ���iè{ÕeÇ,1RXFree86{�Ä�&
~TrueType	�Õ>kD�Á{TrueType	����

❀�*æ�&~Ports Collectionu�ãÞÁ{Type1	�Ç��äq�Á{×
Õ

# cd /usr/ports/x11-fonts/urwfonts

# make install clean

❀freefontÝÙÆ{	EZÞÁÄ�{L�¡���êtX qÖì�ê5�tYJ	�Ç��óX qÖì{
{�©G(/etc/X11/xorg.conf )¥���Á{{�Õ

FontPath "/usr/local/lib/X11/fonts/URW/"

❀ÝVÇ�,1ó×
qäqÕ

% xset fp+ /usr/local/lib/X11/fonts/URW

% xset fp rehash

❀YøÌå*~Çb4hXÌ��e�ÒÌ¿�Çø:Çú��téÄ©G(~/.xinitrc ¥Çbé�Ç¯�

{startx Ì�ÇÝVh3/,�Ç¡�XDM {Co~9�®ì~9���t~/.xsession ¥)��®«0
�4&~c{/usr/local/etc/fonts/local.conf ©GÕ��anti-aliasing9��

6.5.2 TrueType® 			���

❀Xorg.²�OêéTrueType	�{|Ñ��ÜÇX3{ÜL�êé~YÇÕ��óYÇ¾�¥&
~freetypeYÇÜLÇO�Ç¦ÙÆ{	�ÃÑ�à4/�{��é~freetypeÜLÇ���R�ÁYq�
�t/etc/X11/xorg.conf ©G{"Module" \I�

Load "freetype"

❀�óÇ�TrueType	�
O�Çø9(��Ç/usr/local/lib/X11/fonts/TrueType )l�²Ä�
{TrueType	���tYÇø9��Ô3X��z,Macintosh�®å¥
RTrueType	�Ö�úX11&~
{��4UNIX/MS-DOS/WindowsÂ*{��`3.²RYJ©G��têYÇø9ÇÒ,1~ttmkfdir u

Ofonts.dir ©GÇ1"tX	�Z9�w3.²�ãêYJc©G�ttmkfdir ,1óFreeBSD Ports�
G¥{x11-fonts/ttmkfdir ¥It�

# cd /usr/local/lib/X11/fonts/TrueType

# ttmkfdir -o fonts.dir

❀�ó²TrueType	�ø9��t	�4»¥�YZÞÁType1	�{Z½4�ø{Ç�Ò4Ç&~
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% xset fp+ /usr/local/lib/X11/fonts/TrueType

% xset fp rehash

❀ÝV²FontPath Yq�txorg.conf ©G¥�

❀Ò4Yø��óNetscape, Gimp, StarOfficeTMZÙÆÄ�{X a~Ç�a�,1�ñ�ã{TrueType	
���JiB{	�(�óWeb�ÁÞ°I%G�+{©ý)Z�JiL{	�(óStarOffice�)�ó�åu
.²iPê�

6.5.3 Anti-Aliased 			���

Updated by Joe Marcus Clarke.

❀é�Ä�|ÑXft {a~Ç�ÇÄ�8tX11 /usr/local/lib/X11/fonts/ Z~/.fonts/ ¥{	�Ñ�

Ä�ú��'�ø|Ñ�ýLõjvc{Ç�Ñ
ØêXft |ÑÇÝiKDE�GNOME 1ùFirefox�

❀�;�ýJ	�4anti-aliasedÇÝV{�anti-aliased�uÇ
O(ÝV�öÇ�*©G.²?ó{�)©
G/usr/local/etc/fonts/local.conf �Xft	�ø:{�Ç°ÿ�uÑ,1&~YÇ©Gu®�ÖY�
\I�Ãc�«!;\{<Y��ê�Íõ{û�Ç>��fonts-conf(5).

❀YÇ©G�½4XML Â*{�Õ?hâÄ�{)üÑq\{��«�YÇ©G1�ÇiÊ/{XML >

)Ç�Ë�ÇDOCTYPE½BÇz�u4<fontconfig> )üÕ

<?xml version="1.0"?>
<!DOCTYPE fontconfig SYSTEM "fonts.dtd">
<fontconfig>

❀4�ÁÄ){�øÇó/usr/local/lib/X11/fonts/ Z~/.fonts/ ø9�{Ä�	�.²,1ú|

ÑXft {a~Ç�&~ê��*3.��YÜÇø91i{ÙÆ4»Ç;\{���ÁYq
t/usr/local/etc/fonts/local.conf ©G¥Õ

<dir>/path/to/my/fonts</dir>

❀��êc{	�Ç�Ù4��êc{	�ø9�Ç3a�äq�Á{×
­O	�¥?Õ

# fc-cache -f

❀Anti-aliasingÌt	��Î�JÜ�ÇYø��ê:�B{©ý{,ÖuÇ?,L©ý	�¥Íø�ç
Ø��b�*&~Ê/{©ýÇ�,�ZåÚ����¢�14Ö1�	�{'�øÇ������{�Õ

<match target="font">
<test name="size" compare="less">

<double>14</double>
</test>
<edit name="antialias" mode="assign">

<bool>false</bool>
</edit>

</match>
<match target="font">

<test name="pixelsize" compare="less" qual="any">
<double>14</double>

</test>
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<edit mode="assign" name="antialias">
<bool>false</bool>

</edit>
</match>

❀~anti-aliasingu-Å�J�P	��4X7h{�Y��4KDE {�Ç¯�����YÇ¯���hâ
�Ç	��-{-åâÑó100����ÁYJqÕ

<match target="pattern" name="family">
<test qual="any" name="family">

<string>fixed</string>
</test>
<edit name="family" mode="assign">

<string>mono</string>
</edit>

</match>
<match target="pattern" name="family">

<test qual="any" name="family">
<string>console</string>

</test>
<edit name="family" mode="assign">

<string>mono</string>
</edit>

</match>

❀(Y°²ÙÆÊ/{��{	�*�"mono" )Çl���Õ

<match target="pattern" name="family">
<test qual="any" name="family">

<string>mono</string>
</test>
<edit name="spacing" mode="assign">

<int>100</int>
</edit>

</match>

❀ìJ	�Ç��HelveticaÇhanti-aliased{��,�?ó¯��/�{,��	�ýü��ú��{#Ä
ÜÌ�ü³{��Ç¤,�s�a~Ç�ÿd��ê�½Yø{�6Ç�D���Á�qtlocal.conf ©

G°ÁÕ

<match target="pattern" name="family">
<test qual="any" name="family">

<string>Helvetica</string>
</test>
<edit name="family" mode="assign">

<string>sans-serif</string>
</edit>

</match>

❀�`3qÄélocal.conf ©G{�öÇhâ3&~ê</fontconfig> )üu�e©G�XYø)RÌs

�3{Í�ú�Q�
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❀!�Ç~�,1/,Æ¢Ç|{.fonts.conf ©Gu����{÷½��qÄ$1Ó*Ç~���;\

�
O~/.fonts.conf ?��#�{��$©G���4XML Â*{�

❀!�Õé�LCD¶ôÇ,�æ�&~�4£{Rø�;\
ÓÇY4/,I/;�(y²05I
{)y�
I�w4£Çu�Õy²I%GÖYø){H*�ÄÌ:�Ò���é~ÇÇ��ólocal.conf ©G{ì

Ç�0��Õ

<match target="font">
<test qual="all" name="rgba">

<const>unknown</const>
</test>
<edit name="rgba" mode="assign">

<const>rgb</const>
</edit>

</match>

ÕÕÕ???: ±3�+ì{«¡X3Ç,���²rgb ��bgr �vrgb Ývbgr ÕAè�����ÇÍP�

6.6 X���+++���®®®ììì
Contributed by Seth Kingsley.

6.6.1������

❀X�+�®ì(XDM )4�ÇX@	ø:~��q~9Ì��®{, 1�YÇ,1a~�õ«<Y�ÇÝ
iB�X Terminals�ÇóÁÇL�d�+qÖì��lX@	ø:XI�dZNF{!�Ç�é�/,�
dËzåu{äqX 0�àZqÖìà{X3åìÇÒÌ�iõ{,{�1�XDM 
Øê�Ç 
�Ëz
týÇ�+qÖì{Coz=Ç��E��~9~�ÖZ·hYø{èyfå�

❀3�,1²XDM .6Ä¦getty(8)Óä�ø(see�27.3.2� for details)��~�
Øê3øÕ��Ç,1
qÄø:{~9�ÖÇl��~�äq�ÇÌ��®ì(/�4�ÇX @	�®ì)�z�uXDM Ò�VY
ÇÇ�RñÇ�ñfR~�.²~9qÄÇahRñ¶ô�Y�ÇXDM Ò,1���Ç~9~��+~9
Z, 
¶ô�

6.6.2&&&~~~XDM

❀�*æ�&~XDM uéÄÇD����ãx11/xdm port (óvcÇý{Xorg¥Ç?X4å��ã
{)�XDM qÖÇ� �/usr/local/bin/xdm ��[��Ñ,1root ~�{üPuäqÇÇ1
Ù�®

ý�ø:{X �+��*æ�tXDM óø:�'éÄ,Ç¥�ÄäqÇ�v0"{)�4²ÇU
t/etc/ttys {{�¥���YÇ©G{ä�Â*Z&~0�>kÝ�27.3.2.1��óå�{/etc/ttys ©

G¥.²Ý9êó��ªàÞäqXDM qÖ{+){�Õ

ttyv8 "/usr/local/bin/xdm -nodaemon" xterm off secure
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❀å�<Y�ÇYÇ�94��{Ç�é~ÇÇ3��²�5\I{off ��on l��L�27.3.2.2�{�
s­céÄinit(8)���\IÇYÇÇ�R�®{ªàÖÁ4ttyv8 �Y?�øXDM Räqó�9Ç��ª
àÞ�

6.6.3{{{���XDM

❀XDM {{�ø94ó/usr/local/lib/X11/xdm ¥�óYÇø9¥Ç3Ì�t�Ç~u�#XDM q�
Zi
{©G�3ÌItYJ©GÕ

©©©GGG ÃÃÃccc

Xaccess 0�àGY���

Xresources å�{XýÍ��

Xservers ÏÇZý��+�®ï,�

Xsession ~�~9{å�{Ì�lý�

Xsetup_ * ~9��~��ña~Ç�{lý�

xdm-config äqóYÑåìÞ{Ä��+{\Û{��

xdm-errors qÖìÇ��	{FØ�

xdm-pid h�äq{XDM {�ÇID�

❀hXDM äq�ÇóYÇø9¥��ÇlýZÇ�,1~u÷�óÁ�YJ©G¥{��Ç{~�ÑRú
;��Ãc�YJ©G{Í-û{ª�Z~�óxdm(1)¥R�-ûÃc�

❀å�{{�4�ÇÝo{~9	=ÇÞÁ�åì{ÖÁÇ�Login:�Z�Password:���*3.÷�3
��Çu�{XDM ¶ôÇY4�ÇiP{å��

6.6.3.1 Xaccess

❀~1Ëz�XDM Ä;�{�+÷÷{NFÇw)X �+�®ìËzNF(XDMCP)�YÇ©G4��~1
;�u�ÏÇ�®å{XDMCPËz{���ø:3��xdm-config &ÙzIÏÇËzÇd�Ù��Rú

�Q�å�<Y�ÇÇXã�u��[0�à{Ëz�

6.6.3.2 Xresources

❀Y4�Çå�{~u�+ 1Z~9¶ô{a~Ç�©G�3,1óYÇ©G¥é~9Ç�{i
�q

½��ÙÂ*¦X11©l¥Ãc{å�a~Ç�©G4�ø{�

6.6.3.3 Xservers

❀Y4�Ç 
Vah
Ø{*�, {ÏÇ�+ï,�

6.6.3.4 Xsession

❀Y4�Ç~�~9�béXDM {å�Ì�lý�/�Çó~/.xsession ¥�Ç~�R��Ç,½�{Ì

�lý�
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6.6.3.5 Xsetup_*

❀ó�+ 
VÝ~9z=��ÇYJRú�Ääq�Y4�Ç�Ç�+Ñ�~t{lýÇw)Xsetup_ Ç

�ÁÌË�Çý��+{j	(��Xsetup_0 )��n{ÇYJlýRó�Ñ(�xconsole )äq�ÇÝÜÇ
Ç��

6.6.3.6 xdm-config

❀$©G1a~Ç�å��{o*Ç
Øêó�ã�Ä&~{Ê7{�+÷��

6.6.3.7 xdm-errors

❀YÇ©GÝ9êXDM t÷�äq{{XqÖì{Qñ��*XDM t÷�äq{�+��ì«ÆOú�
åÇ�Y4�Ç¯IFØfå{P�0�YJfåÌó��ÇÌ�{äúÞúUt~�

{~/.xsession-errors ©G¥�

6.6.4äääqqq���ÇÇÇ���ddd���+++qqqÖÖÖììì

❀é�ÙÆ0�àu�Ç�*æ�Ç¢�Ëzt�+qÖìÇ3Ò���ö6¯;���Ç?é~Ëzc

&�å�<Y�ÇYJÑ½÷��vâE{���tXDM �c&ËzÇD��óxdm-config ©G¥Õ:

«�qÕ

! SECURITY: do not listen for XDMCP or Chooser requests ! Comm ent out this line if you want to manage
DisplayManager.requestPort: 0

❀l�­céÄXDM��Ôå�a~Ç�©G{Õ:1�!�	ñ
)ÇX4�#��3��÷�ÎÂ{6
¯;�−��óXaccess ©G¥{"¾Ç?k�xdm(1){ÉåC~Ç1ê���Z{û��

6.6.5���¦¦¦XDM

❀��Ç�¦å�XDMÇ�{0��Ù¥��4Þ��.²Ãc,{kdm (¦KDEgÔó�å)�kdm
Ø
ê�õ@úÞ{��ZÛ\{�;Ç3ø�t~�óéÄ�� 
Æ¢õ¡{	=�®ì�

6.7óóóÁÁÁ¢¢¢¸̧̧
Contributed by Valentino Vaschetto.

❀Y�ÃcêFreeBSDÞ~�X {X3óÁ¢¸��óÁ¢¸�,���4�Ç;\{	=�®ìÇ�,
�4�Ç4KDE ÝVGNOMEYø{qróÁa~Ç��G�
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6.7.1 GNOME

6.7.1.1������GNOME

❀GNOME 4�Ç~��Á�P{óÁ¢¸Ç�ê&~�i�4�&~Z{�Æ¢{�®å�GNOME Ý
i�ÇÁÆ(~uéÄa~Ç�Z�+çÕ)Ç�ÇóÁ(?8jâZa~Ç�{�0)Ç��)ï{óÁÓä
Za~Ç�ÇZ��¦ÙÆ|#�N3Ó*{NFø�ÙÆv*ø:{~�ó&~GNOME
Ø{�L{
CoPÄ¢¸�ÌúziP�Íõ{��FreeBSDÞGNOME {få,1óFreeBSD GNOME Project
(http://www.FreeBSD.org/gnome){�5ÞIt�$iÇYÇ�5�
Øê#h-¦{���ã�{�Z�
®GNOME {�D¯��I(FAQ)�

6.7.1.2���ãããGNOME

❀YÇ�G,1i�4�/,½�HÝÝPorts�Gu�ãÕ

❀�,�d�ãGNOMEÇ��E�Õ

# pkg_add -r gnome2

❀,ÍSh�HGNOMEÇ,1&~portsdÕ

# cd /usr/ports/x11/gnome2

# make install clean

❀GNOME ���ñ/proc ©Gø:b�t�ä*�����

proc /proc procfs rw 0 0

❀t/etc/fstab 1"óø:éÄ��Ä�ñprocfs(5)�

❀�`ãPêGNOMEÇÒ��·ªX serveréÄGNOME 
X4å�{	=�®ì�

❀!;\{éÄGNOME {0�4&~GDMÇGNOME�+�®ì�±GNOME óÁ�3�ã{GDM ¦
�å�4¢~{�,1ó/etc/rc.conf ¥��1�Yqé~Õ

gdm_enable="YES"

❀Yøó�­éåì{��ÇGDM R�Ääq�

❀/�·¢æ�óGDM éÄ�Ç3�é~Ä�{GNOME qÖÇ,1R��Yq��/etc/rc.conf Õ

gnome_enable="YES"

❀GNOME �,1/,7h�{�Ö�.xinitrc {©GuéÄ��*.²�ê�½B{.xinitrc ÇRé

Äh�	=�®ì{��q��éÄ/usr/local/bin/gnome-sessionÒ,1ê��*¤��Ç����;\
�Õ

% echo "/usr/local/bin/gnome-session" > ~/.xinitrc

❀z�uQ�startx ÇGNOME óÁ¢¸ÒéÄê�

ÕÕÕ???: �*��&~ê�JÎ*{�+�®ìÇ¾�XDMÇ�Yø)4�~{�$�aOÁ�Ç,�q
{.xsession ©GÇÙ¥Ý93ø{×
��qÄY1Ó*Ç��~/usr/local/bin/gnome-session RS��{

	=�®ìÕ
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% echo "#!/bin/sh" > ~/.xsession

% echo "/usr/local/bin/gnome-session" >> ~/.xsession

% chmod +x ~/.xsession

❀¤��«)�Ç4{��+�®ìÇ1"ó~9�
+3 
	=�®ìÖóKDEû�¢�¥�ëê�
��[�kdm ÃKDE {�+�®ìÄ�qYø{{��

6.7.2 KDE

6.7.2.1������KDE

❀KDE 4�Ç�4&~{�SóÁ¢¸�KDE �iõiP{�uÕ

• �Ç�·{�S{óÁ�

• �Çø\êq��d¢¸{óÁ�

• �ÇøÄ{ÐÏø:Ç�ê0"�°H�ÐÏ3&~KDE óÁZÇ{a~Ç��

• Ä�{KDEa~Ç�ä���{ÄDýÄz�Á�

• )ï{h\ZÓäyÇEcYÛÇÔº{���

• )��ÕKDE ,1&~§,40«ªÓ�

• ø¥��:�{é�UPÄ{óÁ{�

• �õ�~{KDEa~Ç��

❀KDE �Qê�ÇÖ�Konqueror {web¨�ìÇÇ4ÙÆäq�UNIX ø:Þ{web¨�ì{�Ç�L{
¿péC��ê���KDE {Íõ-<Ç,16¯KDE�5 (http://www.kde.org/)�¦FreeBSD#�{KDE
fåZýÍÇ,1óFreeBSDÞ{KDELè (http://freebsd.kde.org/){�5It�

❀FreeBSDÞ
ØêÜ«Çý{KDE�Çý3.²Mñêi��-Ç�IÄY�
Çý4Ç�Ò4��SÇ
ýÇ�,1/,Ports�Gu�ã�YÜ«Çý���ê??�

6.7.2.2���ãããKDE

❀¦GNOME ZÙÆóÁ¢¸¡�ÇYÇ�G,1i�4�/,½�HÝÝPorts�Gu�ãÕ

❀�,�d�ãKDE3 ���Õ

# pkg_add -r kde

❀�,�d�ãKDE4 ���Õ

# pkg_add -r kde4

❀pkg_add(1)ÒÌ�Ä{�ñ!cÇý{a~Ç��

❀�,ÍSh�HKDE3Ç,1&~portsdÕ

# cd /usr/ports/x11/kde3
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# make install clean

❀
,ports
Ø{ÍSh�HKDE4Çéa{v*�4Õ

# cd /usr/ports/x11/kde4

# make install clean

❀�ãPKDE ��Ç¤��·ªX serveréÄYÇa~Ç�uS�å�{	=�®ì�Y,1/,�
ö.xinitrc ©GuqÄÕ

❀é�KDE3Õ

% echo "exec startkde" > ~/.xinitrc

❀é�KDE4Õ

% echo "exec /usr/local/kde4/bin/startkde" > ~/.xinitrc

❀�óÇÃX3����~startx ��X@	ø:ÇKDE ÒRÄ�3{óÁ¢¸�

❀�*&~�Ç4XDMYø{�+�®ìÇ�{�©G,���X3����ö�Ç.xsession ©GÇ�

�kdm {~�ÌóY9{�Á�ë�

6.7.3������KDE {{{ÍÍÍõõõûûû���

❀�óKDE .²ú�ãóø:¥ê�/,ÐÏ�ÁÝ�âõÇh\,1��iõÀÜ�WindowsÝMac®
~�Ì�Ãt�{¡ú�

❀��KDE {!P{k�ýî4Ç{ó"©l�KDE p�Ç��{web¨�ìKonquerorÇ¤�iõÙÆ
{a~Ç�ZT�©l�Y�{��\IRÿX�Ji
~�j
�{0�u¦ó{�b1ø�

6.7.3.1 KDE ���+++���®®®ììì

❀�*ó3�ø:Þ�õÇ~�Ç��®Ê/�Ìæ�&~Co�{~9�Á��Á.²
tÇ&~XDM
,1qÄY1Ó*�X,ÇKDE ýü�
Øê��Ç 
ÇýkdmÇÇ{i
Í�áZÅÇ
%
ØêÍ
õ{~9 1��z�
{4Ç~�¤�/,h\i�4� 
æ�&~{óÁ¢¸(KDE�GNOME ÝÙ
Ç)�

❀�é~kdmÇ��ÊâKDE {Çý��X3{{�©G�

❀é�KDE3Ç/etc/ttys ¥{ttyv8 1�ú�UÄ��{o*Õ

ttyv8 "/usr/local/bin/kdm -nodaemon" xterm on secure

❀é�KDE4Ç���R��Yq��/etc/rc.conf Õ

local_startup="${local_startup} /usr/local/kde4/etc/ rc.d"
kdm4_enable="YES"
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6.7.4 Xfce

6.7.4.1������Xfce

❀Xfce41úGNOME &~{GTK+ÓäÝ�äú{óÁ¢¸Çb4Í�4�Ç7\��J���Ç4�&
~Z{�?%;\
°H{óÁ{|��åuÇÇ:�4&~óÛ�UNIXø:Þ{CDE¢¸�Xfce{Ì�
�u��ÁYJÕ

• �Ç;\Ç4�&~{óÁ�

• q\/,`){VÄZ�Eu;���

• ¦CDE#�{ÌÁÆÇh\ÇappletsZa~launchers�

• øÄ{	=�®ìÇ©G�®ìÇ�Q�®ìÇGNOME a~ÜL���

• ,{��Á{Ì��(O�Ç&~GTK+)

• O¤Ç4"Ç°HÕé��v�{/Î{åìÝQ�iè�?{åì�li®.�

❀Íõ��Xfce{få,1k�Xfce�5 (http://www.xfce.org/)�

6.7.4.2���ãããXfce

❀��Ç���{Xfce�GÝ?ó(óU*{��)���ã{�Ç�q�Á{×
Õ

# pkg_add -r xfce4

❀�iÇ�,1&~Ports Collection,ÍShÉ�Õ

# cd /usr/ports/x11-wm/xfce4

# make install clean

❀�óÇ�·ªXqÖìó�'XéÄ��qXfce����q�Á{×
Õ

% echo "/usr/local/bin/startxfce4" > ~/.xinitrc

❀z�uÒ4éÄXÇXfceRÄ�3{óÁ�¦1��øÇ�*&~4XDMYø{�+�®ìÇ��
O�

Ç.xsession ©GÇÒ4��GNOME{��Ãc{Ç&~/usr/local/bin/startxfce4 ×
ÇÝVÇ{

��+�®ìã�óéÄ� 
�ÇóÁÇÒ4��kdm{��Ãc{�
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�Á.²�ëê��{äú�#ÇC~{Y�\IRÿXFreeBSD{�J!�~{Õ��YJ9�ÝiÕ

• 53�ë�qZ"~{óÁa~Ç�Õ¨�ì��¬Óä�©l��Ç�Ç���

• 53�ë�øï,1óFreeBSDÞ&~{õ��Óä�

• �ëÉ�½�{FreeBSD�X1é~��Õ�{0��

• -û�ëÝióÁZ�dK\åó�{K\ø:÷��

• 530+�[óFreeBSDÞäqLinuxa~Ç��

ìJ9�æ�3D�ÝÖ,ÙÆ\IÇóYJ9{
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óóóÁÁÁaaa~~~
Contributed by Christophe Juniet.

7.1���ccc
❀FreeBSD,1äq«¡$õ{óÁa~Ç�ÇYÝi4¨�ìZ	ÿ®Yø{�G�ýLõjYø{Ç�
Ñ,1/,packageu�ãÇÝV,Ports Collection�Ä�èO��õc~�æ��êóÇ¢{ø:¥It
Yø{a~Ç��Y�9R530+�[4��&~packageÝVPorts Collection¥�ãYø{�G�

❀��Õ?{4,ports�ã?�ø��HÍh�Êâ�H{portsZ�
¤Ý{X3ÇY,����D#h
�{�-�¥43úz�HÍhÔ,Q�{�ÇýLõjports��½�H{Çý,Ø�ã�

❀O�FreeBSD
Ø{���/�Linux{�uÇ�õÆý�Linux
�{Ç�Ñ,1�z~ó3{óÁ�
ó�ã�[{Linuxa~Ç���Ç�ñ{M?3ÝÖ�119�h3ó¯I�½{ports�Ç,1&
~whereis(1)��Äu�Ç�õ¼~Linux���/��u{portsÑ1�linux-�
>�ó�Á{�ë¥ÇÑ
"÷�ãLinuxa~Ç��.²
éêLinux���/�Õ��

❀ý9:�1�«¡a~Ç�Õ

• ¨�ì(¾�Firefox�Opera�Konqueror )

• ÍÚ�C6ÿ®(¾�KOffice�AbiWord�GIMP�OpenOffice.org�LibreOffice )

• ©l��(¾�Acrobat Reader®�gv�Xpdf�GQview)

• cÖ(¾�GnuCash�Gnumeric�Abacus)

❀ÝÖY9��Ç3a�Õ

• �w�[�ã�i{�®0�G(�59)�

• �w�[�ãLinux�G(�119)�

❀.�ÜzÍõ{��õ��¢¸{fåÇ>ÝÖ�89��*3.�OÁZ&~���GÇ>k
��299�

7.2 ¨̈̈���ììì
❀FreeBSD?��½��ã�½{¨�ì�l
Çóports{ø9www
(http://www.FreeBSD.org/ports/www.html)��õ¨�ì,1�ã��*3���-���HÇ¢(�J��
Y,����D#h�{�-)L\IÑ�package,~�

❀KDE ZGNOME .²
ØHTML ¨�ì�>k��6.7�ztÍõqr{��÷½YJóÁ¢¸{f
å�

❀�*3�IBn{¨�ìÇ,1AA�www/dillo2 �www/links Ýwww/w3m�

❀Y��õù��Ç�Õ
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ÇÇÇ���ÖÖÖÁÁÁ ýýýÍÍÍ���FFF ���ããã���--- ÌÌÌ������vvv

Firefox ¥� � Gtk+

Opera è 4� 3��,~{FreeBSD
ZLinuxÇý�LinuxÇ
ý��&~Linux���
/�ÜL

Zlinux-openmotif�

Firefox ¥� � Gtk+

Konqueror ¥� � ��KDE E

7.2.1 Firefox

❀Firefox4�Ç�SÇ��Ç
8ÍSh­½{¨�ìÇ?q\#�têFreeBSDÞÕÇ{�uÝi��
Ç:�)ï{HTML �+Z9Ç)ü*¨�Çfñ	=��Çj0�GÇ��{�\uÇ���Firefox4
ä�Mozilla {Sh�

❀3,1/,Q��Á{×
u�ã½�H{ÝÕ

# pkg_add -r firefox

❀YRÌ�ãFirefox 7.0Ç�*æ�äqFirefox 3.6Ç�a&~�Á{×
Õ

# pkg_add -r firefox36

❀�*�æ�,ÍSh�H{�Ç,1/,Ports Collection�ãÕ

# cd /usr/ports/www/firefox

# make install clean

❀é�Firefox 3.6Çéa{×
¥{firefox a��firefox36 �

7.2.2 Firefox ¦¦¦JavaTM ���GGG

ÕÕÕ???: óY��Zz�u{Ü�¥Ç·¢þ"½3.²�ãêFirefox�

❀/,Ports�Gu�ãOpenJDK 6ÇQ��Á{×
Õ

# cd /usr/ports/java/openjdk6

# make install clean

❀z�u�ãjava/icedtea-web portÕ

# cd /usr/ports/java/icedtea-web

# make install clean

❀>h�ó�HÞcport�&~{4ø:½÷{{��

❀éÄ¨�ì?ó��y¥Q�about:plugins l��Enter�¨�ìRÌÅ��ÇïñÄ�.�ã�G{
�ÁÖJavaTM�GaóÙ¥ñ��

180



❀❀79❀óÁa~

❀�*¨�ìIXt�GÇ�~�,���äq�Á{×
Ç?­é¨�ìÕ

% ln -s /usr/local/lib/IcedTeaPlugin.so \

$HOME/.mozilla/plugins/

7.2.3 Firefox ¦¦¦Adobe® Flash TM ���GGG

❀Adobe® FlashTM �G?���z
ØÙFreeBSDÇý�X,Ç·¢��Ç�G�(wrapper),1~uä
qLinuxÇý{�G�YÇwrapper�|ÑAdobe Acrobat®�RealPlayerZiõÙÆ�G�

❀Êâ�FreeBSDÇý{X3 
#a{�ãZ½Õ

1. FreeBSD 7.X

�ãwww/nspluginwrapper port�YÇport���ã�ÇvL{emulators/linux_base-fc4 port�

��Z4�ãwww/linux-flashplugin9 port�YRÌ�ãFlash 9.XÇ$Çýø��óFreeBSD 7.XÞ
t�äq�

ÕÕÕ???: ó�FreeBSD 7.1-RELEASEÍÎÇý{ø:ÞÇ����ãwww/linux-flashplugin7 ?!,1

�linprocfs(5){\P�

2. FreeBSD 8.X

�ãwww/nspluginwrapper port�YÇport���ã�ÇvL{emulators/linux_base-f10 port�

��Z4�ãwww/linux-f10-flashplugin10 port�YRÌ�ãFlash 10.XÇ$Çýø��
óFreeBSD 8.XÞt�äq�

YÇÇý��
O�ÇnRÓzÕ

# ln -s /usr/local/lib/npapi/linux-f10-flashplugin/libflashplayer.so \

/usr/local/lib/browser_plugins/

�*ø:¥��/usr/local/lib/browser_plugins ø9Ç�aCÓ
OÇ�

❀�LFreeBSDÇýÇó�ãêth{Flash port��Ç�G����Ç~�äqnspluginwrapper �ãÕ

% nspluginwrapper -v -a -i

❀�*æ�B8FlashÄ�{�ÇLinux{�Ç©Gø:Çlinprocfs(5)���ñ
�/usr/compat/linux/proc �,1/,1�{×
"�Õ

# mount -t linprocfs linproc /usr/compat/linux/proc

❀Y�,1óåìéÄ��Ä�ñÇ²1�Yq��/etc/fstab Õ

linproc /usr/compat/linux/proc linprocfs rw 0 0

❀l�Ò,1K
¨�ìÇ?ó��y¥Q�about:plugins l���Enter�YR�+ø�,~{�Gï
,�
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7.2.4 Firefox and Swfdec Flash Plugin

❀Swfdec4�Ç~1�hZÏoFlashÄ�{E�Swfdec-Mozilla4�Ç&~êSwfdecEtFirefox�B
8SWF©G{�G�Çø��ÿ�
�çÕ�

❀�*�X�ÝVX.�H�ãÇ,1/,�d�ã���ÝÕ

# pkg_add -r swfdec-plugin

❀�*���Ý¤X,~Ç�,1/,Ports Collection�H�ãÕ

# cd /usr/ports/www/swfdec-plugin

# make install clean

❀l�­é�{¨�ì&zYÇ�G	H�

7.2.5 Opera

❀Opera4�ÇÕ�à\Ç?n\)ï{¨�ì�Ç¤
Øê�O{�GZcªÝÖì�IRC0�
àÇRSS/Atom feedÝÖì1ùÍõÕ��ø$�iÇOpera4�Ç�v4Þ{¨�ìÇÙ¤ÝiO�Ç

ØêÜ«X3{ÇýÕ�native� FreeBSDÇýÇ1ù/,LinuxÜ�äq{Çý�

❀�&~Opera{FreeBSDÇýu¨���Ç�ã1�{packageÕ

# pkg_add -r opera

❀�JFTP5���Ä�Çý{packageÇb�l,1/,Ports�Gu�ãOperaÕ

# cd /usr/ports/www/opera

# make install clean

❀��ãLinuxÇý{OperaÇRÞÁ¾�¥{opera ��linux-opera ý,�

❀Adobe Flash�Gø�?��
ØFreeBSDÛ~{Çý�X,Ç,1&~ÙLinuxÇý{�G���ãYÇ
ÇýÇ���ãwww/linux-f10-flashplugin10 portÇ1ùwww/opera-linuxplugins Õ

# cd /usr/ports/www/linux-f10-flashplugin10

# make install clean

# cd /usr/ports/www/opera-linuxplugins

# make install clean

❀l�,15��G4d,~êÕó��y¥Q�opera:plugins l��Enter�¨�ìRïñ,~{�G
ï,�

❀��Java�G{0�Ç¦�Firefox���G{0�#3�

7.2.6 Konqueror

❀Konqueror 4KDE {�\IÇX,�,1/,�ãx11/kdebase3 ó:KDE ¢¸�&~�Konqueror X
�4�Ç¨�ìÇ�4�Ç©G�®ìZõ��B8ì�

❀��«¡T�{�G�ê{\Konqueror �å&~Ç3,1/,misc/konq-plugins u�ãÇ¢�
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❀Konqueror �|ÑFlashÖ���[Üz~�Konqueror {Flash|Ñ{�How To�©l,1
óhttp://freebsd.kde.org/howtos/konqueror-flash.phpIt�

7.3ÍÍÍÚÚÚ���CCC666ÿÿÿ®®®
❀h���qÍÚÝV�qC6ÿ®�Çc~�/�ÑÌI�JP~{ÍÚ�GÝV	ÿ®�G�¦�ø

���JóÁ¢¸Ç�KDE .²
ØêÍÚ�GÇbø�Y¤���½���ÃX3&~�«óÁ¢
¸ÇFreeBSDÑ�
Ø3��{�G�

❀Y�õù��Ç�Õ

���GGGÖÖÖÁÁÁ ýýýÍÍÍ���FFF ���ããã���--- ÌÌÌ������vvv

KOffice è õ KDE

AbiWord è è Gtk+ ÝGNOME

The Gimp è � Gtk+

OpenOffice.org õ � JDKTM�Mozilla

LibreOffice v­ ãL Gtk+ ÝKDE / GNOME
ÝJDK

7.3.1 KOffice

❀KDE öK
Øê��ÍÚ�GÇÇ�~óóÁ¢¸�ÇÝ9�Ç)ï{�GÇYJ�G,1óÙÇÍÚ
�G¥It�KWord 4	ÿ®Ç��KSpread4��,ÂÇ��KPresenter4Ü+©l�*�®Ç
��Kontour4%ÞÑC�G�

❀�ã!c{KOffice��Ç�h½34d�ãê!cÇ{KDE�

❀&~packageu�ãKOfficeÇ�ãû���Õ

# pkg_add -r koffice

❀�*��,~{packageÇ3,1&~Ports Collection�ã��ãKDE3 {KOfficeÇýÇ��Õ

# cd /usr/ports/editors/koffice-kde3

# make install clean

7.3.2 AbiWord

❀AbiWord 4�Ç½D{	ÿ®Ç�ÇÇ�åuZMicrosoft Word {¡úi#��Ç7\~uK\©G�
f<�ç·�÷�9��ÇÇ:�O%Ý9�õ�uÇ?%:��4&~�

❀AbiWord ,1s�ÝQñiõ©GÂ*ÇÝi�J6Microsoft .doc Y¡Û�Â*{©G�

❀AbiWord ��package{�ã0*�3,1~1�0��ãÕ

# pkg_add -r abiword
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❀�*��,~{packageÇÇ�,1,Ports Collection�H�ports collectiona�4!c{�Ç{�ã0*
��Õ

# cd /usr/ports/editors/abiword

# make install clean

7.3.3 GIMP

❀éC6{�öÝV�ÓÇGIMP 4�Ç:�°/C6ÿ®{�G�Ç,1ú~uh*;\{ÑCÇ�ÝV
�ÇÛ�{L¡ÿ®�G�Ç|ÑLÞ{�GZä�lý�Á{�u�GIMP ,1ÖU¯õ{©GÂ*Ç
|Ñ·Ã$ZCUÆ�

❀3,1~�ï×
�ãÕ

# pkg_add -r gimp

❀�*3óFTP5���ItYÇpackageÇ3�,1&~Ports Collection{0��ã�ports{graphics
(http://www.FreeBSD.org/ports/graphics.html)ø9�Ý9�Gimp CCC~~~�1�4�ãÇ¢{0�Õ

# cd /usr/ports/graphics/gimp

# make install clean

# cd /usr/ports/graphics/gimp-manual-pdf

# make install clean

ÕÕÕ???: Ports¥{graphics (http://www.FreeBSD.org/ports/graphics.html)ø9��
�¥{GIMPÇ
ýgraphics/gimp-devel �HTML Çý{Gimp CCC~~~,1ógraphics/gimp-manual-html It�

7.3.4 OpenOffice.org

❀OpenOffice.orgÝi��qr{ÍÚ�GÕ	ÿ®Ç����,ÂÇ��Ü+©l�®Ç�ZÑCÇ��
ÇZÙÇ{ÍÚ�G{�n:�#�ÇÇ,1s�QñX3{�q{©GÂ*�Ç|Ñ�õ«ªÓ−)�

�.²�?têÙ�Á�©U5�Z	��ÈÇ�Á�

❀OpenOffice.org{	ÿ®Ç�&~XML ©GÂ*&Ç��ê,#�uZ�Ùu���,ÂÇ�|Ñwª
ÓZ&~iu{jâE�Á�OpenOffice.org.²,1²­{äq
óWindows�SolarisTM�Linux�FreeBSDZMac OS X�È«v*ø:��Íõ{��OpenOffice.org{f
å,1óOpenOffice.org�� (http://www.openoffice.org/)It�é��½{FreeBSDÇý{fåÇ3,1ó
�zóFreeBSD OpenOffice#�Lè (http://porting.openoffice.org/freebsd/){�Á�ñ�

❀�ãOpenOffice.org0���Õ

# pkg_add -r openoffice.org

ÕÕÕ???: �*3tó&~FreeBSD{-RELEASEÇýÇ�Äu�Yø)4�¯�{��*X4YøÇ3Ò,���
���FreeBSD OpenOffice.org #�B�{�5Ç?&~pkg_add(1),�°�ñ?�ã\7{�GÝ�!c{
�YÇýZ
�ÇýÑ,1ó�°It�
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❀ãPpackage��Ç3��Q��Á{×
Ò�äqOpenOffice.orgêÕ

% openoffice.org

ÕÕÕ???: ó��'äq�ÇR®¯3�J¯�Ç?ó3{Ìø9¥OÁ�Ç.openoffice.org ø9�

❀�*��,~{OpenOffice.orgpackageÇ3�Î,1 
�Hport�l
Ç3���ÔÇ{�F1ùLÞ
{�c8-Z#h�{�-�H�

# cd /usr/ports/editors/openoffice.org-3

# make install clean

ÕÕÕ???: �*æ�É����q,ý��{ÇýÇR�c×
q��Õ

# make LOCALIZED_LANG=your_language install clean

3��Ryour_language ��th{ISO-Sh�Ä|Ñ{ªÓSh,1ófiles/Makefile.localized ©G¥I

tÇYÇ©G �port{ø9�

❀�`qÄÞcv*ÇÒ,1/,�Á{×
uäqOpenOffice.orgêÕ

% openoffice.org

7.3.5 LibreOffice

❀LibreOffice 4�The Document Foundation (http://www.documentfoundation.org/)
�{���GÍÚ�GÇ
Ç¦ÙÆ²ÑÞ{Ì�ÍÚø:/��Y4OpenOffice.org{�Ç"]{I|ÇýÇÝ9êqrÍÚHG
�G¥�÷{a~Õ©	ÿ®���,Â�®}Ü+�ÑCÓä�jâE�®Ç�Ç1ù~�
OZ�ö

j¦Ú*{Ç��Ç
Øê�õX3ªÓ{|Ñ−)��|Ñøê�Á�iÇ¤Ýiê©U5�ìZ	

��

❀LibreOffice {	ÿ®Ç�&~ê�O{XML ©GÂ*Ç1ÏÜzÍP{,#�uZ�Ùu���,ÂÇ
�
Øê�«,1¦i\jâEb�{wªÓ|Ñ�LibreOffice ø�.²,1­½äq
�Windows�Linux�FreeBSDZMac OS X���LibreOffice {Íõfå,1óLibreOffice�5
(http://www.libreoffice.org/)It�

❀�*æ�/,½�H{���Ý�ãLibreOfficeÇ�qÕ

# pkg_add -r libreoffice

ÕÕÕ???: �*äq{4FreeBSD{-RELEASEÇýÇYÇ×
a�XÌ±t�[¯��

❀ãP�GÝ��Ç��~�Á{×
u�ãLibreOfficeÕ

% libreoffice
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ÕÕÕ???: óD'äq�Çø:Ì®¯�øï¯�Ç?óh�~�{Ìø9¥
O.libreoffice ø9�

❀�*LibreOffice �GÝX,~Ç3¤4,1/,port�ã�X,Ç>Õ?�HÇ��#hõ{�c8-
Z�-�

# cd /usr/ports/editors/libreoffice

# make install clean

ÕÕÕ???: �*æ��Hý��{ÇýÇ²�Á{×
¦ÄÕ

# make LOCALIZED_LANG=your_language install clean

3��²your_language ¦Äth{ªÓISOSh�,~{Sh,1óport{Makefile ¥{pre-fetch target
¥It�

❀qÄÉ�Z�ã��ÇÒ,1~�Á{×
äqLibreOffice êÕ

% libreoffice

7.4©©©lll������ììì
❀UNIX ø:ñ�1uÇ�Jc{©lÂ*
)�qåuÖÇ¢Ä��{)ï��ì,�X�½óø:��
ý�¥Ç·¢Rê��[�ãÇ¢�

❀Y�:���a~Ç�:

���GGGÖÖÖÁÁÁ ýýýÍÍÍ���FFF ���ããã���--- ÌÌÌ������vvv

Acrobat Reader è è Linux���/�

gv è è Xaw3d

Xpdf è è FreeType

GQview è è Gtk+ ÝGNOME

7.4.1 Acrobat Reader®

❀�ó�õ©lÑ~PDFÂ*ÇÊâ�4"B�©lÂ*�{½B��ÇúOF&~{��ì4Acrobat
ReaderÇ�AdobeÄ�q{LinuxÇý�O�FreeBSD�êäqLinux���©GÇÄ1Ç�,1~
óFreeBSD¥�

❀�,Ports collection�ãAcrobat Reader 8Ç��Õ

# cd /usr/ports/print/acroread8

# make install clean

❀��GY{!�Ç·¢X
Ø½�H{Çý�
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7.4.2 gv

❀gv4PostScript®ZPDF©GÂ*��ì�ÇÍ�ghostviewO�&~Xaw3d<jEtÇ�åuÍ�
�
ÇiO
%�Ái�À�gv�iõ�u��6�<LB�/ÝÝV�çØ�L\Iv*Ñ,1�~EcÝ
`)qÄ�

❀�ãgv packageÇ��Õ

# pkg_add -r gv

❀�*3Ã�ÜR½�H{ÝÇ�,1&~Ports CollectionÕ

# cd /usr/ports/print/gv

# make install clean

7.4.3 Xpdf

❀�*3.��ÇBn{FreeBSD PDF��ìÇXpdf 4�ÇB�?%°H{��ì�Ç���iè{ýÍ

%:�­½�Ç&~)ï{X 	�?%X��Motif ÝVÙÇ{X ÓäÝ�

❀�ãXpdf packageÇ&~��×
Õ

# pkg_add -r xpdf

❀�*packageX,~ÝV37Ñ&~Ports CollectionÇ��Õ

# cd /usr/ports/graphics/xpdf

# make install clean

❀�`�ãqÄÇ3Ò,1éÄXpdf ?%&~`)�Eu&~h\�

7.4.4 GQview

❀GQview4�ÇC¡�®ì�3,1\â`)u
��Ç©G�
é�Çi\�öì�&~½�ZÍõ{
Õ��Ç��®}¡B8Ü*Z�Jäý{©Gv*�3,1�®fø{C¡?%i�4It­�

{�GQview,1\¶ô
�?%|Ñ)���

❀�*3.��ãGQview packageÇ��Õ

# pkg_add -r gqview

❀�*3��,~{packageÝV37Ñ&~Ports CollectionÇ��Õ

# cd /usr/ports/graphics/gqview

# make install clean

7.5cccÖÖÖ
❀"�Çä��[{®�Ç3.�óFreeBSD Desktop�®3Ç|{cuÇ��J�L?%4�&~{�G
,1ú3 
�ã�Ç¢¥{�J¦�q{©GÂ*/�6Quicken®ZExcel©G�
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❀ý�:���Ç�Õ

���GGGÖÖÖÁÁÁ ýýýÍÍÍ���FFF ���ããã���--- ÌÌÌ������vvv

GnuCash è � GNOME

Gnumeric è � GNOME

Abacus è è Tcl/Tk

KMyMoney è � KDE

7.5.1 GnuCash

❀GnuCash4GNOME {�\IÇGNOME �Å��!ª~�
Ø~��P%Õ��L{�G�&
~GnuCashÇ3,1�Õ3{B�Z
|�3{UqA�ÇÝV3{ø¦�Ç{�Á�u�åu:�{Û
��

❀GnuCash
Ø�Ç���{Õ~�A�Iÿø:�iõEcO�0*Z�ÄqÄ0*�Ç�I
�Ç\
Ç{ÿ®t�Ç-û{\I�GnuCash�s�Z\?Quicken QIF©GÂ*�Ç�|ÑL\I{)��Ï
Z�q{Â*�

❀ó3{ø:¥�ãGnuCashÄ�{×
��Õ

# pkg_add -r gnucash

❀�*packageX,~Ç3,1&~Ports Collection�ãÕ

# cd /usr/ports/finance/gnucash

# make install clean

7.5.2 Gnumeric

❀Gnumeric4�Ç��,ÂÇ�ÇGNOME óÁ¢¸{�\I�Ç1/,Ã£Â*Z�õ¡ä{�Ä�ß
ø:u0"{�Ä�_��~�Q�
ÍÁ�Ç�s��J�q{©GÂ*Ç��6Excel�Lotus 1-2-3
ÝQuattro Pro�Gnumeric³�math/guppi |ÑC,�Ç�LÞ{	�<jZã�Ä�/���6�j

	�à���Ï��-��{�J\ÃÂ*�

❀1package0*�ãGnumeric{0���Õ

# pkg_add -r gnumeric

❀�*packageX,~Ç3,1&~Ports Collection�ãÕ

# cd /usr/ports/math/gnumeric

# make install clean

7.5.3 Abacus

❀Abacus4�ÇB�4~{��,ÂÇ��ÇÝ9�õ	�<jó�J�­�:�¦�cÖZj¦0Ái
�ÐÏ�Ç�s�ZQñExcel©GÂ*�Abacus,1�	PostScriptQñ�

❀1package{0*�ãAbacus{0���Õ
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# pkg_add -r abacus

❀�*packageX,~Ç3,1&~Ports Collection�ãÕ

# cd /usr/ports/deskutils/abacus

# make install clean

7.5.4 KMyMoney

❀KMyMoney 4�ÇKDE¢¸�{Ç|cÖ�®�G�KMyMoney �ó
Ø?�\È«Û�cÖ�®�G
Ä�{­��u�Ç�3øÕ­4~uZ��{�*�AÕ��KMyMoney �,)ï{Quicken Interchange
Format (QIF)©Gs�jâÇê�=ýÇÿ®õ«à�?�
Ø�ÇcÖç·���,~{�G|Ñs
�OFXÂ*{jâ�

❀1package{0*�ãKMyMoney {0���Õ

# pkg_add -r kmymoney2

❀�*packageX,~Ç3,1&~Ports Collection�ãÕ

# cd /usr/ports/finance/kmymoney2

# make install clean

7.6������
❀¦�FreeBSD��Ù°u�Z,"u
Üzê�õISP{fvÇbÇ�q\,1~�óÁ¢¸�p�j1
ú�{packages (http://www.FreeBSD.org/applications.html)Zports (http://www.FreeBSD.org/ports/index.html)
�êÐ3·¤OÁq�{óÁ¢¸�

❀�Á4ý9õùt{Ä�{�G{;�ÃúÕ

���GGGÖÖÖÁÁÁ Package ÖÖÖÁÁÁ Ports ÖÖÖÁÁÁ

Opera opera www/opera

Firefox firefox www/firefox

KOffice koffice editors/koffice-kde3

AbiWord abiword editors/abiword

The GIMP gimp graphics/gimp

OpenOffice.org openoffice editors/openoffice.org-3

LibreOffice libreoffice editors/libreoffice

Acrobat Reader acroread print/acroread8

gv gv print/gv

Xpdf xpdf graphics/xpdf

GQview gqview graphics/gqview

GnuCash gnucash finance/gnucash

Gnumeric gnumeric math/gnumeric
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���GGGÖÖÖÁÁÁ Package ÖÖÖÁÁÁ Ports ÖÖÖÁÁÁ

Abacus abacus deskutils/abacus

KMyMoney kmymoney2 finance/kmymoney2
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õõõ������
�öÕRoss Lippert.¥© HÕ<¨².

8.1���ccc
❀FreeBSD�-�|ÑÈ«��Çt3,1,��0Iu�3{�®å{°â]Qñ�YÝiê9�ZB
8MPEG Audio Layer 3 (MP3)�WAV�1ùOgg Vorbis��õ«Â*�Q{�Å�FreeBSD3��Ýiê�
õ{a~Ç�Çt3,19Q����QH*1ù;���{MIDI÷÷�

❀�4��ÄCÇFreeBSD��|ÑB8�Ä{@ª©GZDVD�éÈ«@ª���q�h�Ý¦ZB8
{a~Ç��åÿ®�Q{a~Ç�Qè�J�¾�ÇóÞUY9�ÇFreeBSD Ports Collection¥¤��¡
�audio/sox �øP{­�hÓä�ê~uóX3{Â*�-Ý¦�X,ÇYÇ�­{�GÏ��04i

O{�

❀ý9R�ë{���{��Z½�X11{�ãZ{�(�69)°.²�Dtê3��{¯�Çb�.�Í
P{B8H*Ç���®r�JÀÜ�

❀Öêý9�Ç3R�wÕ

• �[{�ø:#/���

• �A��4dt�Ó*{0��

• �[\ø���ã¥{¯��

• �[B8Z�hMP31ùÙÇÂ*{Qª�

• XqÖì�[|Ñ@ª�

• ýJP{@ªB8/¸À�ports��

• �[B8DVD�.mpg 1ù.avi ©G�

• �[,CDZDVD¥
R©G�

• �ø{��@��

• �[{�C4·Ã$�

❀óÖý9Y�Ç3a�Õ

• �w�[{���ã�Çc{�X(�99)

´́́···: ~mount(8)×
VãñCD�cÇ�èÌ�	�ÇFØÇÍü{<Y�Ì�	kernel panic �Y«��Ä~
{�h¦/�{ISO©Gø:4X3{�
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8.2���ããã������
à�VMoses Moore. Enhanced by Marc Fonvieille.

8.2.1{{{���øøø:::

❀ó
)��Ç3a�8ù��¡n�Ä~{_¡1ùÇ4PCI¤4ISA��FreeBSD|Ñ«¡$õ{PCI
ZISA��5�mG/��Ò (http://www.FreeBSD.org/releases/9.1R/hardware.html)¥|Ñ{Qª÷÷ï,�
�4d|Ñ3{��ÇmG/��Ò�Ì�Ò|Ñ3��{4ýÇPÄÇ��

❀�&~��ÇÒaãñth{PÄÇ��qÄ{0*�Ü«Õ!;\{4&~×
kldload(8)uãñ�Ç
�XÜLÇó×
qQ�

# kldload snd_emu10k1

❀ÝVó©G/boot/loader.conf °���qÇ����

snd_emu10k1_load="YES"

❀Þ�"¾~�Creative SoundBlaster® Live!���ÙÇ,ãñ{ÜLïó©
G/boot/defaults/loader.conf °���*X�wa�&~ýÇPÄÇ3,1�A�ñsnd_driver

module:

# kldload snd_driver

❀Y4ÇmetaPÄÇ�'�ñê!�D{÷÷PÄ�YÌ
°�ÂthPÄ{¤Ý��,1/
,/boot/loader.conf Óäu�ñÄ�{��PÄ�

❀�*æ�ó�ñêsnd_driver metaPÄ��ê�t� 
êý«��Ç,1/,&~cat

/dev/sndstat u�®/dev/sndstat ©G�

❀�iÇ3�,1²|Ñ3��{Sh·Õ��Ht�X°V����Òf~Y«0*|ÑmGÉñ


+���­c�H�XÇ>k��99�

8.2.1.1½½½������XXX&&&ÙÙÙ|||ÑÑÑ������

❀�){��G/<Ò4��/~QªU%PÄsound(4)t�X¥Ç3�����ÁYqt�X{�©G
¥Õ

device sound

❀z�uÒ4��é·¢Ä~��{|Ñê�D���h½·¢{����&~ý�ÇPÄ�3,1k

�mG/�ï, (http://www.FreeBSD.org/releases/9.1R/hardware.html)Äïñ{Qª÷÷Ç1h½3��{
PÄ�¾�ÇCreative SoundBlaster Live!���snd_emu10k1(4)PÄu|Ñ����ÇÇ��ó�X�H{
�©G¥���Á�qÕ

device snd_emu10k1

❀�½�ÝÖPÄ{ÉåC~ê��[&~Ç¢����X{�©G¥��PÄ{ä�U�Ç�,1

ó/usr/src/sys/conf/NOTES ©G¥It�

❀:ý�ý~{ISA�,���3��X
Ø�J����{�{få(IRQ�I/Oà=Ç��)ÇY��¦Ù
ÆX|Ñý�ý~{ISA�¡��Y1Ó*,1/,/boot/device.hints ©GuqÄ�ø:éÄ
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�Çloader(8)RÖRYÇ©GÇ?RÙ¥{{��É�X�¾�ÇÎ*{Creative SoundBlaster 16 ISA:ý
�ý~���&~snd_sbc(4)PÄ?{\snd_sb16(4)�3,1ó�X�H{�©G¥����{�Õ

device snd_sbc
device snd_sb16

❀¤��ÁYJt/boot/device.hints ¥Õ

hint.sbc.0.at="isa"
hint.sbc.0.port="0x220"
hint.sbc.0.irq="5"
hint.sbc.0.drq="1"
hint.sbc.0.flags="0x15"

❀YøÇ��&~0x220 I/Oà=ZIRQ 5�

❀ó/boot/device.hints ©G¥Ä&~{ª�Çósound(4)ÉåC~¥1ùÄ~{ä���PÄ{ÉåC
~¥ÇÌ�q��Z{Y��

❀ÞÁÄ0+{4å�{{�����Ç3,���Í�IRQÝÙÆ{�Ç17a��{"�<Y��
�snd_sbc(4)ÉåC~ê�Íõfå�

8.2.2���AAA������

❀~��,{�X­åÇÝV�ñê��{ÜL��Ç��RÌñ�ó3{ø:>å¥?¥(dmesg(8))ÇÒ
4YøÕ

pcm0: <Intel ICH3 (82801CA)> port 0xdc80-0xdcbf,0xd800-0 xd8ff irq 5 at device 31.5 on pci0
pcm0: [GIANT-LOCKED]
pcm0: <Cirrus Logic CS4205 AC97 Codec>

❀��{çÕ,1/,/dev/sndstat ©Gu�®Õ

# cat /dev/sndstat

FreeBSD Audio Driver (newpcm)
Installed devices:
pcm0: <Intel ICH3 (82801CA)> at io 0xd800, 0xdc80 irq 5 bufsz 16384
kld snd_ich (1p/2r/0v channels duplex default)

❀3ø:{Qñ,�¦$X3��*���tpcm÷÷ÇÃú?5����Á){�­c5�3{�X{�

©G?ây 
êth{÷÷��D¯�ïó�8.2.2.1����

❀�*�#t�Ç3�óa�p��ÇõÕ���ê��*3{CD-ROMÝVDVD-ROMPÄì{QªQ
ñ".²¦��Ëó�åÇ3,1²CD8�PÄì?~cdcontrol(1)uB8Õ

% cdcontrol -f /dev/acd0 play 1

❀�õa~Ç�Ç��audio/workman ,1
Ø�Ç�P{�Á�3,�.��ã�Ça~Ç��

�audio/mpg123 u&MP3Qª©G�

❀��«O¤�A��{0�Ç4Rjâ��t/dev/dsp Ç4Yø)Õ

% cat filename > /dev/dsp
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❀Y°filename,14�?©G�Yq×
Ì�	�J�QÇyÒ��*]óÓ*�

ÕÕÕ???: ÷÷��/dev/dsp * Ìó��{���Ä�	��*��&~Ç¢Ç�Ç¢XÌñ�óls(1){Qñ¥�

❀��×Qÿ/,1/,mixer(8)×
Í��Íõû�,1ómixer(8)ÉåC~¥It�

8.2.2.1���DDD¯̄̄���

FFFØØØfffååå ���ûûû000���

sb_dspwr(XX) timed out I/Oà=��÷�th�

bad irq XX IRQ÷�Xth�hf÷½{IRQZ��{IRQ4�
ø{�

xxx: gus pcm not attached, out of memory ���ê{�?8-Ø÷�&~�

xxx: can’t open /dev/dsp! &~×
fstat | grep dsp �q5�4d�ÙÇ

{Ç�K
ê÷÷��zÕ?{4esoundZKDE 

Ø{��|Ñ²�4�Äf&{áÊ�

❀��Ç¯�4�õc*{��ýüÝ9Ç¢��{�QPÄÇ~1{\HDMI Yø{÷÷&~�YÇ�Q
÷÷��Ìó]t{����úæ�tÇ,
Ä�å�{Ã8÷÷Ç
&]t{��Ã�����5�Y

«<YÇäqdmesg?
�pcm�ÙQñ¡��ÁYøÕ

...
hdac0: HDA Driver Revision: 20100226_0142
hdac1: HDA Driver Revision: 20100226_0142
hdac0: HDA Codec #0: NVidia (Unknown)
hdac0: HDA Codec #1: NVidia (Unknown)
hdac0: HDA Codec #2: NVidia (Unknown)
hdac0: HDA Codec #3: NVidia (Unknown)
pcm0: <HDA NVidia (Unknown) PCM #0 DisplayPort> at cad 0 nid 1 on hdac0
pcm1: <HDA NVidia (Unknown) PCM #0 DisplayPort> at cad 1 nid 1 on hdac0
pcm2: <HDA NVidia (Unknown) PCM #0 DisplayPort> at cad 2 nid 1 on hdac0
pcm3: <HDA NVidia (Unknown) PCM #0 DisplayPort> at cad 3 nid 1 on hdac0
hdac1: HDA Codec #2: Realtek ALC889
pcm4: <HDA Realtek ALC889 PCM #0 Analog> at cad 2 nid 1 on hdac1
pcm5: <HDA Realtek ALC889 PCM #1 Analog> at cad 2 nid 1 on hdac1
pcm6: <HDA Realtek ALC889 PCM #2 Digital> at cad 2 nid 1 on hdac 1
pcm7: <HDA Realtek ALC889 PCM #3 Digital> at cad 2 nid 1 on hdac 1
...

❀$ÿ��(NVidia )��]t{��(Realtek ALC889 )úæ�t��&~��*�å�{Ã8÷÷Ç
Rhw.snd.default_unit ��éa{÷÷�RÕ

# sysctl hw.snd.default_unit=n

❀Y°{n4æ�&~{�Q÷÷�RÇóYÇ¾�¥44�3,1ó/etc/sysctl.conf ¥UÞYÇ{�

u
Ù{Èu	HÕ

hw.snd.default_unit= 4
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8.2.3¼¼¼~~~õõõÇÇÇ���ÍÍÍ

à�VMunish Chopra.

❀/�
ÓÇÌæ�õÇQÍ�ê3�B8Ç¾�ÇesoundÝVartsdÒ,�X|Ñ¦ÙÇÇ�á0Qª÷
÷�

❀FreeBSD,1/,���������www(Virtual Sound Channels)uHtYø{H*ÇÇ,1~sysctl(8)ué~���
{�w,1�,ó�X°×\�Qu×\��°B8{�w�

❀&~®�sysctl×
u÷����w{jø��*34root ~�Ç�q�Á{v*Õ

# sysctl dev.pcm.0.play.vchans=4

# sysctl dev.pcm.0.rec.vchans=4

# sysctl hw.snd.maxautovchans=4

❀ÞÁ{"¾÷½ê4Ç���wÇY�4"�ÞÄ&~{jø�dev.pcm.0.play.vchans=4

Zdev.pcm.0.rec.vchans=4 4pcm0~uB8¦9Q{���wjÇ�hÓzÞ�Ç÷÷ÇÒ,{�

ê�hw.snd.maxautovchans 4I{Éc{Qª÷÷{���wjÇ$�YÇ÷÷�~kldload(8)uÓz�
O�pcmÜL,1ÕÁãñ�õmGPÄÇ�ÇO$hw.snd.maxautovchans �Ò,1?ûI{É1�Ó

zt{÷÷{���wj�,kÝpcm(4)C~�BÜRÍõû��

ÕÕÕ???: 3X�ó&~ìÇ÷÷{���#Ù��/wj�D�����Ä�&~�÷÷{Ç�Ç�Q�B8ìÝ�
QqÖ�

❀ha~Ç�>F/dev/dsp0 �Çø:Ì�Ä�ÙI{th{pcm÷÷�

8.2.4���[[[÷÷÷���×××QQQììì///www���

Y��{*V4Josef El-Rayes.

❀X3{×Q/w{å�QÞ4m�h�pcm(4)PÄÇ�{�3�Ç��iõa~ÝqÖÇ�
Øêã�
~��z÷�?�ÔYJ�{Õ��X,Y?X4�ÇiP{�û0�Ç3,�æ�óPÄ�ÿ��Ç,

1÷�{å���Y,1/,ó/boot/device.hints ½B7h{�u"��¾�Õ

hint.pcm.0.vol="50"

❀YRópcm(4)ÜL�ñ�ÇR/wQÞ÷��å�{50�

8.3 MP3QQQªªª
à�VChern Lee.

❀MP3 (MPEG Layer 3 Audio)Ht,CDQ�{H*ÇFreeBSDÓ*5�®�ÌbèYø{PÀÀ�

8.3.1 MP3BBB888ììì

❀ø���Ç!��q{X11 MP3B8ì4XMMS (X õ��ø:)�Winamp{gÁ,1�z~
�XMMSÇO�Ç{GUI��ZNullsoft{Winampq\�ø��iÇXMMS �
Øê�O{�G|Ñ�
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❀XMMS ,1/,multimedia/xmms portÝpackageu�ã�

❀XMMS {�Ái�
ÇÇ
ØêB8ï,�Co�þoì����*3YçWinampÇÒÌ¡úXMMS
i�4&~�

❀audio/mpg123 port
Øê�Ç×
q�Á{MP3B8ì�

❀mpg123,1ó�q�/,×
q�½�Q÷÷Z�B8{MP3©GÇ"÷�{�Q÷÷4/dev/dsp1.0

?%�.�B8{MP3©G�Foobar-GreatestHits.mp3�,1E�1�{×
Õ

# mpg123 -a /dev/dsp1.0 Foobar-GreatestHits.mp3

High Performance MPEG 1.0/2.0/2.5 Audio Player for Layer 1, 2 and 3.
Version 0.59r (1999/Jun/15). Written and copyrights by Mic hael Hipp.
Uses code from various people. See ’README’ for more!
THIS SOFTWARE COMES WITH ABSOLUTELY NO WARRANTY! USE AT YOUROWN RISK!

Playing MPEG stream from Foobar-GreatestHits.mp3 ...
MPEG 1.0 layer III, 128 kbit/s, 44100 Hz joint-stereo

8.3.2ØØØRRRCDQQQ���

❀óéCDÝCDQ��hÄMP3��ÇCDÞ{Qªjâa�Øtmc°�YÇ,1/,��Æ)
{CDDA(CDj	Qª)jâÄ�Eo(WAV)©G�

❀Óäcdda2wav 4sysutils/cdrtools �G{�\PÇ,~u,CD¥ÜRQªùÙ#�få�

❀²CD8t�P°Ç�Á{×
,1qÄ(*�root ~�)²r<CDI¿Ä\Ç(�ÇQ�){WAV©GÕ

# cdda2wav -D 0,1,0 -B

❀cdda2wav|ÑATAPI (IDE)�P�,IDE�P¥ØRQ�Ç��~÷÷ÖÁS�SCSI{\ÃR�¾�Ç.
,IDE�P¥ØR�7wQ�Õ

# cdda2wav -D /dev/acd0 -t 7

❀kj-D 0,1,0,+SCSI÷÷0,1,0 Ç¦×
cdrecord -scanbus {Qñ#éa�

❀ØR\�Ç�&~ 1-t Ç��Ä+Õ

# cdda2wav -D 0,1,0 -t 7

❀YÇ"¾~�ØR�ÔÇQ���ØR�½)�{Q�Ç�,1t7Õ

# cdda2wav -D 0,1,0 -t 1+7

❀¼~dd(1)�,1,ATAPI�P¥ØRQ�Ç,�19.6.5�,1ê�Íõ�
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8.3.3 MP3���hhh

❀��Ç, {MP3�hì4lame�Lame,1,portsd°{audio/lame ÿIt�

❀¼~ØR{WAV©GÇ��{×
Ò,1²audio01.wav Ý¦Äaudio01.mp3Õ

# lame -h -b 128 \

--tt "Foo Song Title" \

--ta "FooBar Artist" \

--tl "FooBar Album" \

--ty "2001" \

--tc "Ripped and encoded by Foo" \

--tg "Genre" \

audio01.wav audio01.mp3

❀128 kbits4)ï{MP3 G(bitrate)��õ|,�õ¡Í°{¬�¾�160Ý192�Í°{ GÇÌ&MP3
3~Íõ{�c8---bQ�ÌÍ°� 1-h ;��°¬�b�¤Ý(higher quality but a little slower)�Ü*
{
�� 1--t ,+²ID3)ü--/�Ý9ê¹M{fåÇ��tMP3©G°�ÙÇ{�h 1,1�
®lame{ÉåC~�

8.3.4 MP3���hhh

❀�²MP3¹M/9ÄQ�CDÇÒ��²ÇÝ¦Ä:¸À{Eo(WAV)Â*�XMMS Zmpg123Ñ|Ñ
²MP3QñÄ:¸ÀÂ*©G�

❀óXMMS ¥Qñt�cÕ

1. éÄXMMS .

2. ó	=°�â`)ÇfñXMMS h\�

3. ó 1(Options) ° 
÷½(Preference) �

4. �#Qñ�GÄ�U�c�G(Disk Writer Plugin)��

5. �{�(Configure) �

6. Q�Ý 
�Çø9~�?8�¸{©G�

7. 6²��øÇ²MP3©Gã�tXMMS °�Ç²QÞ®�t100%?%�«EQ÷½�

8. ���B8(Play) − XMMS �3óB8mp3�øÇ�4&Xt�Q�"�Þ4óB8mp3t�Ç©G
°�

9. �.ò&MP3¹MÇ�z²å�{Qñ�G÷ÃÆu{��

❀~mpg123�q)ïQñÕ

1. �q mpg123 -s audio01.mp3 > audio01.pcm

❀XMMS Qñ{©G4Eo(WAV)Â*Ç
mpg123�²MP3Ý¦ÄÃ¸À{PCMQªjâ�Ü«Â*Ñ
|Ñ~cdrecord/9ÄQ�CD�&~burncd(8)3Ò��&~Ã¸À{PCM��* 
EoÂ*ÇÒ�Õ?
ó�w
)�{�B�ìQÇYã�Q4Eo©G{>\P�,1&~ÓäSoXu4�Vø�SoX,
,audio/sox portÝÝ(package)¥�ãztÕ

% sox -t wav -r 44100 -s -w -c 2 track.wav track.raw
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❀ÝÖ�19.6�Y\P,1ê�tÍõóFreeBSD°/c{få�

8.4@@@ªªªÃÃÃ888
à�VRoss Lippert.

❀@ªÃ84Çic?%·¤�0¥{a~�­��½���eÇO�X4Ä�{/<Ñ6ÿQª��~

¼�

❀ó
)��Ç3�ê���{¡n1ùÇÄ~{_¡{¡n�¦�Xorg |ÑLÞ{��Çb�HtP{
Ã8H*{eççÃ��óX11äq�Ç3,1&~×
xdpyinfo(1)Üz&~3{��{XqÖìÄ|Ñ{
j0ï,�

❀�êµïÈ«B8ìZ÷�Ç3����Bã~*�A{MPEG©G����JDVDB8ìÌå��
ó/dev/dvd °VIDVD©GÇO$Ç3Ì��OÁnRÓztôh{÷÷Ìi�~Õ

# ln -sf /dev/acd0 /dev/dvd

# ln -sf /dev/acd0 /dev/rdvd

❀Õ?Õ��devfs(5)ýü{ÆOÇ4YøCÓOÁ{Ózó­é�RXÌ?ó�.�ÃX����3éÄ
ø:Ñ��ÄOÁnRÓzÇ�Ò²��Yq�t/etc/devfs.conf °�Õ

link acd0 dvd
link acd0 rdvd

❀�iÇDVD�·�F®~Û~{DVD-ROM<jÇ�F²�,½tDVD÷÷°�

❀�ê�ÕX11�Á&~á0�?{�ÅÇOF
°�Jsysctl(8)#Þ{�Õ

kern.ipc.shmmax=67108864
kern.ipc.shmall=32768

8.4.1���½½½@@@ªªª{{{uuu���

❀óX11���«,1�+C4{0*�t�ýÇ�Ó*iLÇÝÞ�v�mG�D�Ç��Ãc{��«
0�óX3{mGÞÑÌ�X3{¬��Ù'ÇóX11°{C4�+£uZåÊ({�ÕÇ±øXorg{�
�ÇÇýÇÑÌ�iL{B»�

❀�DC4z=ï,Õ

1. X11:�Äu{&~á0�?{X11Qñ�

2. XVideo:�«X11z=j0Ç|Ñ�[X11C4{,Vn�

3. SDL:;\�z����

4. DGA:�zC¡?R�

5. SVGAlib:��'=;C¡��

198



❀❀89❀õ��

8.4.1.1 XVideo

❀Xorg�«j0w)XVideo (ÝÁXvideo, Xv, xv)ÇÇ,1/,�Ç�O{�¤ì�z²C4�+ó,Vn
{é6°�ý&ó�à{�®å(¾�·{PIII 400 MhzèÞ�
)ÇYÇj0�
ØêiP{B8�Þ�

❀�ê�Y�j04dót�Ó*Ç&~xvinfo ×
Õ

% xvinfo

❀�*�+�*��Ç�3{��Ò|ÑXVideoÕ

X-Video Extension version 2.2
screen #0

Adaptor #0: "Savage Streams Engine"
number of ports: 1
port base: 43
operations supported: PutImage
supported visuals:

depth 16, visualID 0x22
depth 16, visualID 0x23

number of attributes: 5
"XV_COLORKEY" (range 0 to 16777215)

client settable attribute
client gettable attribute (current value is 2110)

"XV_BRIGHTNESS" (range -128 to 127)
client settable attribute
client gettable attribute (current value is 0)

"XV_CONTRAST" (range 0 to 255)
client settable attribute
client gettable attribute (current value is 128)

"XV_SATURATION" (range 0 to 255)
client settable attribute
client gettable attribute (current value is 128)

"XV_HUE" (range -180 to 180)
client settable attribute
client gettable attribute (current value is 0)

maximum XvImage size: 1024 x 1024
Number of image formats: 7

id: 0x32595559 (YUY2)
guid: 59555932-0000-0010-8000-00aa00389b71
bits per pixel: 16
number of planes: 1
type: YUV (packed)

id: 0x32315659 (YV12)
guid: 59563132-0000-0010-8000-00aa00389b71
bits per pixel: 12
number of planes: 3
type: YUV (planar)

id: 0x30323449 (I420)
guid: 49343230-0000-0010-8000-00aa00389b71
bits per pixel: 12
number of planes: 3
type: YUV (planar)

id: 0x36315652 (RV16)
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guid: 52563135-0000-0000-0000-000000000000
bits per pixel: 16
number of planes: 1
type: RGB (packed)
depth: 0
red, green, blue masks: 0x1f, 0x3e0, 0x7c00

id: 0x35315652 (RV15)
guid: 52563136-0000-0000-0000-000000000000
bits per pixel: 16
number of planes: 1
type: RGB (packed)
depth: 0
red, green, blue masks: 0x1f, 0x7e0, 0xf800

id: 0x31313259 (Y211)
guid: 59323131-0000-0010-8000-00aa00389b71
bits per pixel: 6
number of planes: 3
type: YUV (packed)

id: 0x0
guid: 00000000-0000-0000-0000-000000000000
bits per pixel: 0
number of planes: 0
type: RGB (packed)
depth: 1
red, green, blue masks: 0x0, 0x0, 0x0

❀3�Õ?Õïñu{Â*(YUV2, YUV12,��)?X�4±øXVdieo{��'�q
?ó���Ç¢,�
Ì¯ÞìJ|�

❀�*�*�åu4YøÕ

X-Video Extension version 2.2
screen #0
no adaptors present

❀��3{��,1ÒX|ÑXVideoÕ��

❀�*3{�X|ÑXVideoÇ��4�Ò3{�+ìów�mcC4{�®�FÞ?óÍL{h
�¦�
��Zÿ®ìi­�Ç3�lÌ�ÇXF{�+H*�$iÇ3�,1k�·¢
Ø{©�Çó�8.4.3�
¥�Ä�ë�

8.4.1.2;;;\\\���zzz���������

❀;\�z���(SDL)ÇÆ?4)�Microsoft Windows�BeOS1ùUNIX �-{à=�Çã�J²Ña~
�0ÇÍ°H�¼~��ZCo��SDL�,1ó��6¯mGÇ��Yø)Ò�X11z=�Í�°H�

❀��SDLÇ,1k�devel/sdl12 �
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8.4.1.3���zzzCCCooo???RRR

❀�zCo?R(Direct Graphics Access)4�«X11j0Ç/,ÇÇa~Ç��êw,X qÖÇ?�z��
�Á¥?(framebuffer)���Ç�v�«��{�?nóu"�ÙÕ�ÇO$&~Ç{Ç���1root üP

u�q�

❀DGAj0,1/,dga(1)uqÄ�AZu��Þ�äqdga �ÇÇR±�E�#�"{Ôº��qRñY
ÇÇ��

8.4.2 Ports ZZZÝÝÝ(Packages) ééé@@@ªªª{{{���ûûû

❀Y\PÌ�ÿXóFreeBSD Portsø¥
Ø{,~�@ªÃ8{�G�@ªÃ8ó�G�0¥4ÇiÙ×
{�­Ç?%È«X3Ç�{Õ�,�¦Y°{ÃcX¦#3�

❀D��A8ù{­���4óFreeBSDÞ&~{@ªÇ�Ù�0¦óLinux°&~{4�ø{�L\PÇ
�Ñ¤ÿó÷~ã�&~FreeBSD{Ý,�Áé{¯�Õ

1.�Ça~Ç�X�B8ÙÇÇ��*{©G�

2.�Ça~Ç�X�B8Ù�.�*{©G�

3.X3åÞ{3ø{Ç�ÇÈ�­cOÁ(rebuild)ê�'ÇB83�Ç©G�*�Ì�X3�

4.�Ç�åu���{,HìÇ�C4Ú@{®rÇ��,�O��Ç®r¾Ç{¯�#ziX6ø�

5.a~Ç�ª$���mã(dumps core)�

6.��±port�å�ã{©l,1ó�ÞÝVport{work ø9¥It�

❀YJÇ�¥�õ���ê�LinuxÌB��ýÇ�J¯�u��(Ç�)&~{)ïE?ó�Linux{�qÇ
¥ÇÝV�J4Linux�X{Õ�Ç
�Ç�{*V/�Ä"½ê{4Linux�X�YJ¯�?X�4úport
��|ÊÕ?tÝÿ®,ÇY�Ò,�s���¯�Õ

1.&~/proc/cpuinfo V5�ÿ®ì{�u�

2.�~"Ç,�s��ÇÇ���qÄÇ
X4q\¥��

3.�G¤Xa�FreeBSD PortsøÇ
�¦ÙÇÇ�²���å&~�

❀�óÇYJÇ�{
�|Ê�.3port{��|Ê�qêÉ\Ç1>è�*port�ñF�

8.4.2.1 MPlayer

❀MPlayer4£u
�{3��t·¤�0ø{�Ç@ªB8ì�MPlayer Lè{ø)4óLinuxZÙ
ÇUNIX ø:¥{¤ÝZåÄu��óLè{
)|"óIXêh�,~{B8ì{u��ÇYÇ��Ò

)ê��|��Ì�Coz=.²Ä�cn÷�{ã�¬�b4�`3ó�ê×
q 1Z�E;�0

*ÇÇÒ�,�ziP�

8.4.2.1.1
OMPlayer

❀MPlayer,1,multimedia/mplayer It�MPlayeróÉ�,Ç¥Ì�q�õmG5�Ç
zt{,�
q©GO$RÃ�#�tÙÆø:¥&~�O$Ç,portsqÄÉ�
X4�ã½�H{ÝÒi­���
iÇómake×
q¤,1�½�õ 1ÇóMakefile ¥�ÄÃcÇz�u·¢
)É�Õ
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# cd /usr/ports/multimedia/mplayer

# make

N - O - T - E

Take a careful look into the Makefile in order
to learn how to tune mplayer towards you personal preference s!
For example,
make WITH_GTK1
builds MPlayer with GTK1-GUI support.
If you want to use the GUI, you can either install
/usr/ports/multimedia/mplayer-skins
or download official skin collections from
http://www.mplayerhq.hu/homepage/dload.html

❀å�{port 1é�ýLõj~�u�4ê~ê�X,Ç�*3��XviD ��hìÇ����
½WITH_XVIDYÇ×
q 1�å�{DVD ÷÷�,1~WITH_DVD_DEVICE 1u½BÇÙå��

4/dev/acd0 �

❀ÞUY�9{��ÇMPlayer port{É�,ÇÝiêHTML ©lZÜÇ,�q©GÇmplayer

Zmencoder Ç�V4�Ç@ªò�hÓä�

❀MPlayer{HTML ©l
ØêT�{����*ÖV��ý9¥bè��@ªmG{�JfåÇ
�MPlayer{©lR4�I-¦{Vß��*3tóI��UNIX ¥{@ª|Ñ{ýîÇ3ýéa���J
�-uÝÖMPlayer{©l�

8.4.2.1.2&~MPlayer

❀�[MPlayer~���óÙ~�Ìø9�OÁ�Çw.mplayer {�ø9�Q���{��uOÁYÇ�

�{�ø9Õ

% cd /usr/ports/multimedia/mplayer

% make install-user

❀ómplayer {C~°ïñêÇ{×
 1�HTML©l°�Í�-û{få�Y\P°Ç·¢�4Ãcê
iè{�Da~�

❀�B8�Ç©GÇ�testfile.aviÇ,1/,È«@ªz=h¥{ì�ÇV÷�-vo  1Õ

% mplayer -vo xv testfile.avi

% mplayer -vo sdl testfile.avi

% mplayer -vo x11 testfile.avi

# mplayer -vo dga testfile.avi

# mplayer -vo ’sdl:dga’ testfile.avi

❀Ä�YJ 1Ñ4�z�A{ÇO�Ç¢{u��viõO£Ç?%Ñ¦mG·##��

❀�B8DVDÇ��²testfile.avi��dvd:// N -dvd-device DEVICE�Y°N 4�B8{�ø�RÇ


DEVICE �4DVD-ROM{÷÷���¾�Ç�B8/dev/dvd {�®Ç�øÕ

# mplayer -vo xv dvd://3 -dvd-device /dev/dvd
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ÕÕÕ???: ,1ó�HMPlayer �Ç/,WITH_DVD_DEVICEu�½å�{DVD÷÷�ø:�½{å�÷÷
4/dev/acd0 �Íõû�Ç>k�port{Makefile �

❀�*��ö*�����Ç,1k�÷½{�E---YJ,1/,mplayer -h ztÝ��C~�

❀�iÇÃ8{­� 14Õ~�\¶Ü*{-fs -zoom ZåyÏqÄ*~{-framedrop �

❀�êtmplayer{×
qX4Ô�Ç&~V,1/,OÁ�Ç©G.mplayer/config u÷½��å� 

1Õ

vo=xv
fs=yes
zoom=yes

❀!�Çmplayer ,1²DVD�ø(title)ØRÄ�.vob ©G��ê,DVD¥sñ��Ç�øÇ>Q�Õ

# mplayer -dumpstream -dumpfile out.vob dvd://2 -dvd-device /dev/dvd

❀Qñ©Gout.vob R4MPEG?%,1úY\PÃc{ÙÇ�Ý�¼~�

8.4.2.1.3 mencoder

❀ó&~mencoder ��ÇD�YçÙHTML ©l¥Ä�ë{ 14�ÇXF{Ì?�Ç
ØêÉåC~Ç
b�*��HTML ©l�ÐÏXL��Ãj«0�u
°@ª¬��\���G���Â*Ç
YJ��
,�Ìk/u���Á4�Ç¾�Ç��Ç4;\���Õ

% mencoder input.avi -oac copy -ovc copy -o output.avi

❀Xth{×
 1�\,�&	Ä{©GX�úmplayer B8�O$Ç�*3�4.ØR©GÇ�½

ómplayer °&~�-dumpfile ��

❀Ý¦input.aviÄ�Q�MPEG3Qª�h(�Faudio/lame ){MPEG4�hÕ

% mencoder input.avi -oac mp3lame -lameopts br=192 \

-ovc lavc -lavcopts vcodec=mpeg4:vhq -o output.avi

❀YøÒ�	ê,úmplayer Zxine B8{Qñ�

❀input.avi,1¦Ädvd://1 -dvd-device /dev/dvd ?1root {üPu�qÇ1­céDVD�ø�q
�h���3��')Yø{Ó*�i,�Ìé�*XÔw?ÇOF3D�²�ø��Ä©GÇl�éÇ

�qv*�

8.4.2.2 xine@@@ªªªBBB888ììì

❀xine@ªB8ì4�Ç�Õ)�i�{1øÇÇX��ïõ\�{@ª�ûÇ
%ñ¬ê�Ç,ò~{
äýEZ�Ç,j0�G{,�qÜL��q��Ý�ZportÇý-- multimedia/xine �

❀xineB8ì�li/wÇbYi�l¦P
>Ã��"�Þxine�F��O¤{CPUZO¤{��uä
qÇÝV��|ÑXVideoj0�Co�Á(GUI),1&~Çbi¾��

❀tUY9�Ç¤��,~�B8CSS�h{DVD©G{Q�ÜL±3xine�å�q��®0{O
�(builds)°�O�Yø{ÜLÇbÑXa�FreeBSD Portsø�
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❀¦MPlayer#�Çxine�~��DzÍõÇb3�Çé~�u��èêiõ��®{;�0*�xineB
8ìóXVideoz=Þ)zXF�

❀å�<Y�ÇB8ìxineéÄ{��Ì&~Co�Á���Ò,1&~h\K
�½{©GÕ

% xine

❀�iÇ��Co�Á�,1&~��×
ÁýK
B8©GÕ

% xine -g -p mymovie.avi

8.4.2.3&&&~~~transcode

❀transcodeYÇ�G?X4B8ìÇ
4�øï~�é@ªZQª©G�q­c�h{Óä�/,&
~transcodeÇÒ,1p�&~Qstdin/stdout z={×
qÓäu\?@ª©GÇ1ù�� »©G{

�Å�

❀óÉ�multimedia/transcode port�,1�½LÞ 1Ç·¢OF&~�Á{×
què
OtranscodeÕ

# make WITH_OPTIMIZED_CFLAGS=yes WITH_LIBA52=yes WITH_LAME=yes WITH_OGG=yes \

WITH_MJPEG=yes -DWITH_XVID=yes

❀é�õj~�
ÓÇ�c{�.²�êê�

❀�ê�Òtranscode {Õ�Ç�Á{¾�0+ê�[RDivX Ý¦�PAL MPEG-1©G(PAL VCD)Õ

% transcode -i input.avi -V --export_prof vcd-pal -o output_vcd

% mplex -f 1 -o output_vcd.mpg output_vcd.m1v output_vcd.mpa

❀	Ä{MPEG©GÇoutput_vcd.mpgÇ,1/,MPlayer uB8�3��,1�zRYÇ©G/9
tCD-R��Þu
OVideo CDÇ�*æ�Yø){�Ç���ãmultimedia/vcdimager

Zsysutils/cdrdao YÜÇÇ��

❀transcode 
ØêÉåC~Çb3�ak�transcode wiki (http://www.transcoding.org/cgi-bin/transcode)1
ê�ÍõfåZ¾��

8.4.3������ZZZêêê���

❀FreeBSD°X3{@ª�GÝt·¤�0¥�i,�óXÈ{RuÇY°Äát{¯�ÑRzt�û�3
�Ç�J|.§ÖFreeBSD{Q/4(A/V)�ÅÇ�Æ¢ÒXzX,�JFAQZ��°¦�#Ç?&~�JX
3{a~Ç��Y°ÒÉYJÖV�ñ�JVßfå�

❀ MPlayer©l (http://www.mplayerhq.hu/DOCS/)4i�bu{�YJ©l,1É�Jæ�Üz�
�UNIX@ª°ÿ�b{|¢
Øk��MPlayer�Gï,iXõ¡��eÝÖ©l{|Ç�*3����
¯�.ç·ÉÆ¢Ç>D�RTFM�

❀xine HOWTO (http://dvd.sourceforge.net/xine-howto/en_GB/html/howto.html)°���94��
°u�{Ç
éÄ�{B8ìÑi7a�

❀!�4�Ji��E{Ç�ÇÖV,1A��Õ
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• Avifile (http://avifile.sourceforge.net/)ÇÇÒ4multimedia/avifile port�

• Ogle (http://www.dtek.chalmers.se/groups/dvd/)ÇÒ4multimedia/ogle port�

• Xtheater (http://xtheater.sourceforge.net/)

• multimedia/dvdauthor Ç�Ç�*DVD�ø{Íh
8Ý�

8.5���ããã���@@@���
Æ
ÕJosef El-Rayes.��ÕMarc Fonvieille.

8.5.1���ëëë

❀�@�,1t3ó3{�®å°
�tÃ"Ý�"�@��õ�4/,RCAÝS-videoQ�zB�\@
ªÇ
%�J�¤Q�®ª�BzBì�

❀FreeBSD/,bktr(4)PÄÇ�Ç
Øêéä�PCI{�@�{|ÑÇ�FYJ�&~{4Brooktree
Bt848/849/878/879ÝConexant CN-878/Fusion 878a@ªfø_¡�3¤�hâYÇÆÞQ{�ú|Ñ{®T
ìÇk�bktr(4)C~��Ä|Ñ{®Tìï,�

8.5.2������PPPÄÄÄÇÇÇ���

❀�&~3{�Ç3Ò�ãñbktr(4)PÄÇ��YÇ,1/,�/boot/loader.conf °������qu

"��6YøÕ

bktr_load="YES"

❀�iÇ3�,1²YÇPÄ�H��XÇ�4Yø{�ÇÒ²���q�t�X{�°VÕ

device bktr
device iicbus
device iicbb
device smbus

❀YJ��{÷÷PÄÇ�4��{ÇO��{È�Ä\I4�,�ÊI2C�"#�Ëzó�å{�l�O
Á�ãc{�X�

❀�`YÇ|Ñú�tê3{ø:°Ç3��­éø:�óéÄ,Ç¥Ç3{�@�a��+�up(éÄ)Ç
6YøÕ

bktr0: <BrookTree 848A> mem 0xd7000000-0xd7000fff irq 10 a t device 10.0 on pci0
iicbb0: <I2C bit-banging driver> on bti2c0
iicbus0: <Philips I2C bus> on iicbb0 master-only
iicbus1: <Philips I2C bus> on iicbb0 master-only
smbus0: <System Management Bus> on bti2c0
bktr0: Pinnacle/Miro TV, Philips SECAM tuner.

❀hlÇYJfå,�O3{mGX3
�ÄK/�b43a��5��Ç®�ì4dúth5�têÇ

,���Q�J5�t{3sysctl(8) MIBÃ�®ø:EÄZ�X{�©G 1�å{kj�¾�Ç�*3.
��&~Philips(<¼Ë) SECAM�*{®TìÇ3Òa²�ïq�t�X{�©G°Õ
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options OVERRIDE_TUNER=6

❀ÝVÇ3�z&~sysctl(8)Õ

# sysctl hw.bt848.tuner=6

❀>kDbktr(4)C~Z/usr/src/sys/conf/NOTES ©GÇ1ê�Íõ-û��,~ 1{ýî�

8.5.3���~~~{{{aaa~~~ÇÇÇ���

❀�&~3{�@�Ç3���ã�ïa~Ç���Õ

• multimedia/fxtv 
Ø�	=�@(TV-in-a-window)�Õ�ZC4/�Q/C4føÕ��

• multimedia/xawtv �4�Q�@a~Ç�ÇÕ�3fxtv �ø�

• misc/alevt �hZ�+Videotext/Teletext�

• audio/xmradio Ç�Q~��J�@�{®ª�Ñ®Tì{Ç��

• audio/wmtune Ç�Q~��Ñ®Tì{"�{óÁÇ��

❀Íõ{Ç�óFreeBSD Ports Collection(Portsø)°�

8.5.4 ¯̄̄������ûûû

❀�*3{�@�±tê��¯�Ç3a�D�5���3{@ªfø_¡Z®Tì4X4]t{úbktr(4)
PÄÇ�|ÑÇ?%4X4&~êth{{� 1�.ztÍõ|ÑZ��3{�@�{È«¯�Ç3,

1zþZ&~freebsd-multimedia (http://lists.FreeBSD.org/mailman/listinfo/freebsd-multimedia)�Gï,{¸À
Ý�

8.6CCC666···ÃÃÃ$$$
ÞU|Marc Fonvieille.

8.6.1���ëëë

❀óFreeBSD¥Ç6¯·Ã${�ÅÇ4/,SANE (Scanner Access Now Easy) API
Ø{�SANE�Ì&
~�JFreeBSD÷÷PÄu6¯·Ã$mG�

❀FreeBSD|ÑSCSIZUSB·Ã$�ó)�[{���>hâ3{·Ã$úSANE|Ñ�SANE��Ç|
Ñ{÷÷ (http://www.sane-project.org/sane-supported-devices.html)ï,Ç,1�3
Ø��·Ã${|Ñ<
YZçÕ{få�óFreeBSD 8.X��Çý{ø:¥Çuscanner(4)C~��
Øêø:|Ñ{USB·Ã$
ï,�

8.6.2���XXX{{{���

❀ÞÁ
tSCSIZUSBz=Ñ4|Ñ{�Rû�3{·Ã$z=Ç��X3{÷÷PÄÇ��
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8.6.2.1 USB zzz===

❀å�{GENERIC�XÝ9ê|ÑUSB·Ã$��{÷÷PÄ��*3û½&~�Ç½�{�XÇhâ�
Áó3{�X{�©G¥?ó�ÁYJqÕ

device usb
device uhci
device ohci
device ehci

❀óFreeBSD 8.X��{Çý¥Ç¤���ÁYq{�Õ

device uscanner

❀óYJFreeBSDÇý¥Ç4/,÷÷PÄÇ�uscanner(4)u
ØéUSB·Ã${|Ñ{�,FreeBSD 8.0

)ÇYJ|Ñ��z�libusb(3)<jE
Ø�

❀&~th{�X­cZsø:��Ç��USB·Ã$�ø:>å¥àK(&~dmesg(8)��)¥Ìñ��
Á{fåÇ,+5�tê·Ã$Õ

ugen0.2: <EPSON> at usbus0

❀ÝVÇé�FreeBSD 7.Xø:
ÓÕ

uscanner0: EPSON EPSON Scanner, rev 1.10/3.02, addr 2

❀±FreeBSDÇýX3ÇYJfå,+·Ã$÷÷ �÷÷��/dev/ugen0.2 Ý/dev/uscanner0 �óY

Ç¾�¥Ç·¢&~{4EPSON Perfection® 1650 USB·Ã$�

8.6.2.2 SCSIzzz===

❀�*3{·Ã$4SCSIz={Ç­�{4��w3&~ý«SCSI;�ì�Rû�Ä&~{SCSI_¡Ç
3��®r�X{�©G�GENERIC{�X|Ñ!�~{SCSI;�ì�>ÝÖNOTES©G?ó3{�X{

�©G¥��th{q�øêSCSI7{ìPÄ�iÇ3¤��ó�X{�©G¥���c{�Õ

device scbus
device pass

❀óth�É�?�ãê�X��ÇÒa�,1óø:éÄ�Ç,ø:>å¥à¥�tYJ÷÷Õ

pass2 at aic0 bus 0 target 2 lun 0
pass2: <AGFA SNAPSCAN 600 1.10> Fixed Scanner SCSI-2 device
pass2: 3.300MB/s transfers

❀�*3{·Ã$��óø:éÄ{����Çi,�¤����CÄ5���Ç~camcontrol(8)×
�q
�'SCSI�"·ÃÕ

# camcontrol rescan all

Re-scan of bus 0 was successful
Re-scan of bus 1 was successful
Re-scan of bus 2 was successful
Re-scan of bus 3 was successful

❀l�·Ã$ÒÌñ�óSCSI÷÷ï,°Õ
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# camcontrol devlist

<IBM DDRS-34560 S97B> at scbus0 target 5 lun 0 (pass0,da0)
<IBM DDRS-34560 S97B> at scbus0 target 6 lun 0 (pass1,da1)
<AGFA SNAPSCAN 600 1.10> at scbus1 target 2 lun 0 (pass3)
<PHILIPS CDD3610 CD-R/RW 1.00> at scbus2 target 0 lun 0 (pass 2,cd0)

❀��SCSI÷÷{Íõû�Ç,��scsi(4)Zcamcontrol(8)C~��

8.6.3 SANE {{{���

❀SANEø:I�Ü\IÕ�à(graphics/sane-backends )Z�à(graphics/sane-frontends )��à\
I
Øt·Ã$�ü{6¯�SANE{|Ñ÷÷ (http://www.sane-project.org/sane-supported-devices.html)ï
,-û�Òêý�Ç�à,1|Ñ3{C6·Ã$��*3.&~3{÷÷ÇÒ���3{·Ã$ ½t

h{�à��à\I
ØCo�{·Ã�Á(xscanimage)�

❀�){��ZÒ4�ãgraphics/sane-backends portÝVpackage�l�Ç&~sane-find-scanner ×


u5�SANEø:){·Ã$5�Õ

# sane-find-scanner -q

found SCSI scanner "AGFA SNAPSCAN 600 1.10" at /dev/pass3

❀Qñ�+ê·Ã${z=¡nZ·Ã$Ëztø:Þ{÷÷���	�¢�Z�¬nR,����+Ç

X,X­��

ÕÕÕ???: �JUSB·Ã$��3�ñûGÇ�à{C~�¥�Y0Á{�:�3�a�ÝÖsane-find-scanner(1)
Zsane(7)C~��

❀�ó·¢��5�·Ã$4d,1ú·Ã�à#/�å�<Y�ÇSANE�à�Q�Çw)scanimage(1)
{×
qÓä�YÇ×
ã�3ïñ÷÷1ù,×
q�qC¡·Ã�-L  1~uïñ·Ã$÷÷Õ

# scanimage -L

device ‘snapscan:/dev/pass3’ is a AGFA SNAPSCAN 600 flatbe d scanner

❀ÝVÇ�*&~{4�8.6.2.1�¥{USB·Ã$Õ

# scanimage -L

device ’epson2:libusb:/dev/usb:/dev/ugen0.2’ is a Epson GT-8200 flatbed scanner

❀ÞcQñu��FreeBSD 8.Xø:�’epson2:libusb:/dev/usb:/dev/ugen0.2’ Éñê·Ã$Ä&~{

�ÑÖ	(epson2 )Z÷÷��(/dev/ugen0.2 )�

ÕÕÕ???: �*��Qñ�[fåÇÝ
+��#/t·Ã$Ç��Òscanimage(1)Ã�#/Ç��*�	Y«<
YÇ3Ò����·Ã$|Ñ�à{{�©GÇ?½BÄ&~{·Ã÷÷�/usr/local/etc/sane.d/ ø9¥Ý

9êÄ�{�à{�©G�Y¡#/¯�²�ÌóìJUSB·Ã$Þ�	�

linkend="scanners-kernel-usb">¥Ä&~{USB·Ã$Çsane-find-scanner ÌÉñ�Á{fåÕ

¾�Çé�ó�8.6.2.1�ÇóFreeBSD 8.X¥Ç·Ã$.²úiP�#/?�êt�Ó*êÖ
é�Í�Çý
{FreeBSD
Ó(&~uscanner(4)PÄÇ�) sane-find-scanner �ÌÉñYø{fåÕ

# sane-find-scanner -q
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found USB scanner (UNKNOWN vendor and product) at device /de v/uscanner0

·Ã$úth{æ�têÇÇ&~USBz=ÇËzó/dev/uscanner0 ÷÷��Þ�·¢�ó,15���·Ã

$4dúth{#/Õ

# scanimage -L

No scanners were identified. If you were expecting somethin g different,
check that the scanner is plugged in, turned on and detected b y the
sane-find-scanner tool (if appropriate). Please read the d ocumentation
which came with this software (README, FAQ, manpages).

��·Ã$��#/ÄÕÇ·¢Ò���ö/usr/local/etc/sane.d/epson2.conf ©G�Ä~{·Ã$nR

4EPSON Perfection 1650ÇYø·¢�w·Ã$a&~epson �à�hâÝÖ�à{�©G¥{ÐÏÕ:��Ä

:�;\ÕÕ:«s�3{·Ã$&~FØz={Ä�q(ó·¢Y«<Y�Ç·¢RÕ:«,scsi 
){Ä�

qÇO�·¢{·Ã$&~USBz=)Çl�ó©G{�����½{z=ZÄ~{÷÷���Y«<Y�Ç��
�ÁYqÕ

usb /dev/uscanner0

>hâÝÖ�à{�©G
Ø{Õ:1ù�àC~�ê�Íõû�Ç?&~th{ª��·¢�ó,15è·Ã

$4dú#/têÕ

# scanimage -L

device ‘epson:/dev/uscanner0’ is a Epson GT-8200 flatbed s canner

·¢{USB·Ã$ú#/tê�$��*Û)ZnR¦·Ã${"�<YXnÇ?XÌQuÔL{f&�3��
�Õ{4‘epson:/dev/uscanner0’ 	ãÇYÇÉê·¢th��àÖÁZth{÷÷���

❀�`scanimage -L ×
,1�t·Ã$Ç{�ÒqÄê�÷÷�óï÷P�V·Ãê�

❀scanimage(1)ã�·¢,×
q�qC¡·ÃÇ#���&~Co~��Áu�qC¡·ÃÌÍ
P�SANE
Øê�Ç;\b"~{Co�ÁÕxscanimage(graphics/sane-frontends )�

❀Xsane(graphics/xsane )4��Ç�q{Co·Ã�à�YÇ�à
Øê�J°ÿ�uÇ��õø{·
ÃÜ*(photocopyÇfaxÇ��)ÇºgDtÇ�Þ·ÃÇ���YÜÇÇ�Ñ,1*�GIMP {�G&~�

8.6.4GGGYYYÙÙÙÆÆÆ~~~���666¯̄̄···ÃÃÃ$$$

❀�ÁÄ�{v*Ñ4~root Y!uqÄ{�l
3,���tÙÆ{~��,16¯·Ã$�~���

�·Ã$Ä~{÷÷��{ÖZUY!���Ç·¢{USB·Ã$&~÷÷��/dev/ugen0.2 "�Þ�

4t"�÷÷��/dev/usb/0.2.0 {nRËz(,1/,��/dev ø9{��uh�Y��)�÷÷��
ýüZYÇnRËzI/a�wheel Zoperator ��R~�joe��tYJ�¥ÇÒ,1ã�Æ&~·Ã

$êÇX,Çñ��
4D{�\0Á{ÆOÇóR~��t�½{~��Ç�/4wheel ��ÇÃ&�

®�
�q�ÍP{�û0�4
O�ÇÛ ~�6¯USB÷÷{�Ç?tYÇ�{ÄÊ�ê6¯USB÷
÷�

❀Y°*�+¾Ç·¢RÌ&~Ö�usb{����Z4�Ïpw(8)×
u
OÇÕ

# pw groupadd usb
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❀z�uÇ
/dev/ugen0.2 nRËzZ/dev/usb/0.2.0 ÷÷���ê1usb �{üPu6¯Çä�
Ó

4{�th{UY!(0660 Ý0664 )ÇO�å�<Y���aÌ(root )b�UYJ÷÷�YJ{�4/,
ó/etc/devfs.rules ©G¥����{÷�u"�{Õ

[system=5]
add path ugen0.2 mode 0660 group usb
add path usb/0.2.0 mode 0666 group usb

❀FreeBSD 7.X~���RÞÁ{{���&~¦�éa{/dev/uscanner0 Õ

[system=5]
add path uscanner0 mode 660 group usb

❀±�3¤��ó/etc/rc.conf ¥���Á{��?­céÄÕ

devfs_system_ruleset="system"

❀��YJ{�{��Zû�>k�ÉåC~devfs(8)�

❀�óÇ��R~���tusb�ÇÒ,1&~·Ã$êÕ

# pw groupmod usb -m joe

❀Íõ-<Ç>kDÉåC~pw(8)�
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{{{���FreeBSD{{{���XXX
Updated and restructured by Jim Mock. Originally contributed by Jake Hamby.

9.1���ccc
❀�X4FreeBSDv*ø:{Xe�Ç�	�®�?��q�\;���d��c6¯���¦�FreeBSD
,1ÄÕ��{�ó.²ÖuÖõÇb��3¤4��­c{�Z�H3{�X�

❀ÖqY9Ç3Rê�Õ

• �����OÁ½�{�X�

• �[�U�X{�©GÇÝ��.?ó{{�©G�

• �[&~�X{�©G
OZÉ�c{�X�

• �[�ãc�X�

• �[ÿ®ñ�{¯��

❀Y�9Éñ{×
a�1root üP�qÇd�,�ÌXÄÕ�

9.2���������������OOOÁÁÁ½½½���{{{���XXX?
❀,VÇFreeBSDf~{4ú|¢Á*�\¡*�{�X�Y«�Xýü4�ÇL{Ç�ÇÇ|Ñ{÷÷
X�êÄÕ��1�#Ç
hæ��#�X{q��ÇÒ���H�Çc{�XÇ?­céÄ�®åb,

1&~Ç�

❀��ÇFreeBSDtó·¤�û#t�«c{ÜnÇÙ��4RLÞ�XÕ�8�,1ÄÕ�ñZWñ{�
XÜLu
Ø�Y&z�X�ê7amG{®r(¾�	�ý�®å¥{PCMCIA�)Ç1ù��XZ�c{
Õ�Ç
Ã�ó�H�X�ÒRÙ���V�Y«)�Á�ÜL��X�

❀¦��$Ç�l��JÕ���·Õ�É���X���ÇY4��YJÕ�¦�X{�\:��·


Ã�"�ÄÕ�ñÇ¤��J<Y4ö���|RYJÕ��U�,ÄÕ�ñ{ÜL�

❀É�½�{�X4Ä�°ÿBSD~�Ä��²»{���¦�Y�,Ç���D�J�-ÇbÇ�ê�
3{FreeBSDø:Qu�JPÿ�¦��|ÑLÞmG{GENERIC�XX3Ç½�{�X,1�Ý9é

�333 PCmG{|Ñ�Yø)�iõPÿÇ¾�Õ

• ÍO�éÄ�O��X���5�3ø:Þ{mGÇéÄ�Ä�D{�-RLLÀá�

• &~Íè{�?���,1ÍVX��{Õ�Z÷÷PÄÇ/�½�{�XÌ�GENERIC&~{�?Í

è����X&~{�?�Ä1­�4O��X���×�Ô®�?¥Ç,
&a~Ç��ê~tÍõ

{�?�tO�YøÇéRAM vB{ø:u�½��XÒÍ�­�ê�

• |ÑÍõ{mG�½�{�Xã�3��¡���Yø{GENERIC�X��
Ø�O|Ñ{mG�

211



❀❀99❀{�FreeBSD{�X

9.3������øøø:::mmmGGG
*VTom Rhodes.

❀ó�A{��X1�Ç�vÒ�{)�4�Üz�PåìmG{8\�hFreeBSD?X4Ìv*ø:�Ç
/,��h�v*ø:{{�,1i�4{
O�PåìmG{{�8\�Þ¾u�ÇMicrosoft{÷÷÷÷÷÷���
®®®ììì°/�9���.�ãmG{­�få�÷÷÷÷÷÷���®®®ììì �;�ÁÆ�

ÕÕÕ???: ìJÇý{Microsoft Windows��Çøøø:::C)Ì�Ò÷÷÷÷÷÷���®®®ììì{ ��

❀�*åìÞ?X?óÙÆ{v*ø:Çø:�®Ê��CÄ¯IYJfåê�Ù¥{�Ç0�4&

~dmesg(8)Óä1ùman(1)×
�FreeBSDÞLõj{PÄÇ�Ñ��PC~�Ãmanual pageÄïñêÄ
|Ñ{mGÇóø:éÄ{��Çú��{mG�Ìúïñ�Þ¾u�Ç�Á{Y�q,+psmPÄIt

ê�Ç`)Õ

psm0: <PS/2 Mouse> irq 12 on atkbdc0
psm0: [GIANT-LOCKED]
psm0: [ITHREAD]
psm0: model Generic PS/2 mouse, device ID 0

❀YÇPÄ��úÝ9ó0��½{�X{�©G°ÇÝø&~loader.conf(5)�ñ�

❀��Çdmesg°�Ì�+u�ø:>å{jâÇ
X4ø:éÄ�{5�få�óYø{<Y�Ç�,1

��©G/var/run/dmesg.boot �

❀��Ç�ImGfå{0�4&~pciconf(8)ÓäÇÇ�
ØÍ-û{QñÇ��Õ

ath0@pci0:3:0:0: class=0x020000 card=0x058a1014 chip=0 x1014168c rev=0x01 hdr=0x00
vendor = ’Atheros Communications Inc.’
device = ’AR5212 Atheros AR5212 802.11abg wireless’
class = network
subclass = ethernet

❀YÇ¡äR��pciconf -lv ×
{QñÇ�+ath PÄItê�ÇÃ"1Ô�÷÷�Q�×
man ath

Ò��Ý��ath(4){C~�Ãmanual pageÄê�

❀¤,1�Éman(1)×
-k  1Ç3ø�Üz�~{få�¾�Õ

# man -k Atheros

❀�zt�PÝ9�½#ª{C~�Ãmanual pageÄ:

ath(4) - Atheros IEEE 802.11 wireless network driver
ath_hal(4) - Atheros Hardware Access Layer (HAL)

❀C>÷��PmG{{�8\Ç���H�½�X{,ÇÒ�zX��h
ê�

9.4���XXXPPPÄÄÄÇÇÇ���øøø:::ZZZÜÜÜLLL
❀ó�H�Ç�½{�X��>®���Y�){®�Ç�*�4��ìÇ�½{mG|Ñ{�Ç��i

,�.²?ó�Ç�Ä{ÜLê�
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❀�XÜL?8óø9/boot/kernel ¥Ç?��kldload(8)×
�ñ�tóäq{�X�äýÞÄ�{�
XPÄÑ��½{ÜLZC~����Ç�Á
t{ath Ã"1Ô�PÄ�óYÇ÷÷{ÉåC~¥�1

�fåÕ

Alternatively, to load the driver as a module at boot time, pl ace the
following line in loader.conf(5):

if_ath_load="YES"

❀$L+¾Çó/boot/loader.conf ¥��if_ath_load="YES" ��óåìéÄ{��ÄÕ�ñYÇÜ

L�

❀ìJ<Y�Ç���#�{ÜL�/�4�J�ø:Z:�­�{PÄÇ��ÇO¤©Gø:(FFS)Ò4
�Ç�X��{ 1�3ø{¤��d|Ñ(INET)�Xs{4ÇI%�ÇPÄ4d��{��0�Ò45
��A1��ÇÜLýü�

´́́···: VøìÇPÄ{|ÑÝìÇ 1Ì:��4zt�Ç «{�X�Þ¾u�Ç�*²ata(4)PÄ,�X{�
©G¥V«Ç���Ç&~ATA�c÷÷{ø:,�Ò#zÃ�ZsÇø:�óloader.conf ¥�ñ�h�Ã�

h½{��Ç>5����ÇÜL?²Ç�ó�{�X{�¥�

9.5OOOÁÁÁ???���ããã���ÇÇÇ½½½���{{{���XXX
❀D�é�XèOø9)�ÇO¤{¨��Y°Ä
t{Ä�ø9Ñó/usr/src/sys ø9¥Ö�,1/

,/sys u6¯Ç�Y°{¯õ�ø9Ý9ê�X{X3\IÇbé·¢Ä�qÄ{�Ö!­�{ø9

4arch/conf Ç3RóY°�ö½�{�X{�Ö1ùcompile Ç�H,Ç¥{©GR8�óY°�arch

,+i386 �amd64�ia64 �powerpc �sparc64 ÇÝpc98 (ó�ý�v�q{��«PCmG
�I|)�ó
�½mG%èø9¥{©G�Z�½{mG��Ö
Ù�Sh�4¦åìÃ�{Ç�Ä�.²ÝR�#�

?äqFreeBSD{²ÑÞÑá0YJSh�©Gø94�L\ö��{ÇÄ|Ñ{mG÷÷�©Gø:Ç
1ù, {�G/�ÑóÇ¢��{ø9¥�

❀Y�9
Ø{¾�"½3&~i386%è{�®å��*3{<YX4YøÇ��éø9Ö*#a{®r
ý,�

ÕÕÕ???: �*3{ø:¥������ /usr/src/sys Yø�Çø9Ç��Ò���ã�XÍSh��ãÇ!;\{0�4/

,1rootüPäqsysinstall Ç 
ConfigureÇl�4Distributions�srcÇ ¥Ù¥{baseZsys��*3Xõ
¡sysinstall ?%��<��0{� FreeBSD CDROMÇ�,1&~�ï×
Ç,×
qu�ãÍShÕ

# mount /cdrom

# mkdir -p /usr/src/sys

# ln -s /usr/src/sys /sys

# cat /cdrom/src/ssys.[a-d]* | tar -xzvf -

# cat /cdrom/src/sbase.[a-d]* | tar -xzvf -

❀z�uÇ��arch/conf ø9�ÁÇ��GENERIC{�©GÇ?ÉYÇ©Gå�Ç�4%�{ÖÁÇÇÒ

43{�XÖÁ�¾�Õ

# cd /usr/src/sys/i386/conf
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# cp GENERIC MYKERNEL

❀/�ÇYÇÖÁ4LU{Ç�*3t��øõÑX3mG{FreeBSDåìÇ13åì{­Öu×Ö4:�
P{Ì?�·¢²Ç×Ö�MYKERNELÒ4YÇÆO�




+++: R3{�X{�©G�zâ?ó/usr/src ,�X4�ÇPÌ?��*3±t¯�ÇÍ«/usr/src ?­c


)i,�4�Ç�|{ 
��`
))YG/Ç3,��Æ¨��bÌ?#t33�ÌÍø½�{�X{�

©G��iÇ�X��z�öGENERICÇO��'3ÍcSh�ÇÌú��Ç
3{���Ò±�¿�ê�

3�,1�D²�X{�©G8t/{�0Çl�òti386ø9¥
O�Ç�5Ç{nRÓz�

¾�Õ

# cd /usr/src/sys/i386/conf

# mkdir /root/kernels

# cp GENERIC /root/kernels/MYKERNEL

# ln -s /root/kernels/MYKERNEL

ÕÕÕ???: ��1root üP�qYJZz�u×
Çd�ÒÌztpermission denied{FØ
+�

❀�óÒ,1~3õ¡{©ý�öìu�öMYKERNELê��*3¦¦
)&~FreeBSDÇ��,~{�öì
i,�4viÇÇ{&~�v�ìÇ!��lÇY°X£�ëÇ3,1ók�Vø�9¥Itiõ#�V
÷�X,ÇFreeBSD�
Øê�ÇÍP~{�öìÇÇw)eeÇé�cCu�ÇYi,�4�ÇXF{ 

�3,1��{�©G¥{Õ:1'n3{{�ÇÝÙÆ¦GENERICX3{�0�

❀�*3óSunOSÝVÙÆBSDø:�½�,�XÇ�YÇ©G¥{ýL\IRé3:�Yç��*3&~
{4Ã�DOSYø{ø:Ç�GENERIC{�©G�åuÒ:�h
ÇÄ1ó�Á{{�©G9�Rzz��

�û��q�ë�

ÕÕÕ???: �*3ZFreeBSD project�qêSh3ZÇ��½�ó�q�[Íc����/usr/src/UPDATING �YÇ

©G¥ÃcêÍc,{Sh¥ñ�{­L¯�Ý��Õ?{�0�/usr/src/UPDATING �4Z3{FreeBSDÍ
ShéaÇO$�ê
Ø�C~Íä�Hu{c���

❀�óa��H�X{ÍShê�

ÉÉÉ������XXX

1. ��/usr/src ø9Õ

# cd /usr/src

2. �H�XÕ

# make buildkernel KERNCONF=MYKERNEL

3. �ãc�XÕ

# make installkernel KERNCONF=MYKERNEL

ÕÕÕ???: &~Y«0�É��X�Ç���ãqr{FreeBSDÍSh�
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+++: å�<Y�ÇóÉ�3Ä½�{�X�Ç\\\\\\�XÜL�Ì3�k¦èO��*3æ�ÍO��ÿ�XÇ
ÝV�æ�É�3Ä��{ÜLÇ�aóÉ����ö/etc/make.conf Õ

MODULES_OVERRIDE = linux acpi sound/sound sound/driver/d s1 ntfs

YÇ#Þ{��4Äæ�èO{ÜLï,�

WITHOUT_MODULES = linux acpi sound ntfs

YÇ#Þ{��4RXóÉ�,Ç¥�H{ºÿÜLï,��*æ�ê�Íõ¦èO�X��{#ÞÇ>k

Dmake.conf(5)ÉåC~�

❀c�XRÌú��t/boot/kernel ø9¥Ä�/boot/kernel/kernel 
Î{�ú#

t/boot/kernel.old/kernel ��ó��ø:Çl�~c{�XéÄ�®å��*ñ�¯�Ç�Á{�

JùF\ø0�RÐ3»Xh¸��*3{�XÃ�éÄÇ>k�����

ÕÕÕ???: ÙÆ¦éÄ,Ç#�{©GÇ�loader(8)ùÙ{�Ç�8ó/boot ��®0Ý½�{ÜL�,18

ó/boot/kernel ÇX,a�Õ?âÑÜLZ�X{3Z�i­�{Çd�Ìs�X­½ZFØ�

9.6{{{���©©©GGG
Updated by Joel Dahl.

❀{�©G{Â*4:�;\{���qÑÝi�Ç�E#Ç1ù�ÇÝõÇkj�"�ÞÇýLõjq

Ñ�Ýi�Çkj�ó#��{��Ìú��4Õ:
�Q«�z�u��,R1GENERIC¥{~��ëÄ

��E	��*��¦²Ñ��{ 1Z÷÷{-ûï,Ç>k�¦GENERIC©Gó3�Çø9¥{�

ÇNOTESÇ
²ÑÃ�{ 1Ç�,1ó/usr/src/sys/conf/NOTES It�

❀{�©G¥¤,1&~include ªé�YÇªé�êó�X{�©G¥�zZ~ÙÆ{�©G{��Ç

&z3�ê&~vB{��Ý9#é��?{�{#Ä
>è��Ä�{Ó*�¾�Ç�*3��

éGENERIC�X�qèÞ½�ÇóÙ¥���ÇPÄÇ�Z�� 1Ç�����#é�GENERIC{#�
Ò,1êÕ

include GENERIC
ident MYKERNEL

options IPFIREWALL
options DUMMYNET
options IPFIREWALL_DEFAULT_TO_ACCEPT
options IPDIVERT

❀�õø:�®ÊÌ��ÇY«0�¦��,>
)U{�©G{0�#�Ç,1Q
#hõ{PÿÕý

�f~{{�©G�,H¦GENERIC�X{�IÇYøÇó�ÿ{����ÒX��)�[�ÄÇ
c�

�GENERIC{Õ�ÒÌ�Ä��tý�{�XÇø:&~nooptions Ýnodevice ªéRÙ\ø�Y�9�

�{\IRø­�ë�n{{�©GÇ1ù�X 1Z÷÷{*~�
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ÕÕÕ???: �*3���PÝ9Ä� 1{©GÇ¾�~��Aø{Ç�a1root üP�q�ï×
Õ

# cd /usr/src/sys/i386/conf && make LINT

❀�Á4�ÇGENERIC�X{�©G{¾�ÇÇÝiê�J���:{Õ:�YÇ¾�a�Z3��

{/usr/src/sys/ i386/conf/GENERIC :�z£�

machine i386

❀Y4åì{%èÇÇ��4amd64, i386 , ia64 , pc98 , powerpc ,Ýsparc64 ¥{�«�

cpu I486_CPU
cpu I586_CPU
cpu I686_CPU

❀ÞÁ{ 1�½ê3ø:¥Ä&~{CPU¡n�3,1&~õÇCPU¡n(¾�Ç3Xh½4a��
½I586_CPU ÝI686_CPU )�l
é�½�{�XÇ!P�ê��½3&~{�«CPU��*3é���&
~{CPU¡n��²ºÇ,1/,��/var/run/dmesg.boot ¥{éÄfåuê��

ident GENERIC

❀Y4�X{Ö	�3a�R�Ç��{Ö	Ç¾�RÖwMYKERNELÇ�*3��ó�L�Á{�Ò){

��38óident �Á{	n�óéÄ�X�Ì�+ñuÇO$�*æ��ê�4KI�~{�XZ¦¦

½�{�XÇÒa�fRX3{Ö	(¾�Ç3.½��ÇAèu{�X)�

#To statically compile in device wiring instead of /boot/de vice.hints
#hints "GENERIC.hints" # Default places to look for devices .

❀device.hints(5),1~u{�÷÷PÄ 1�óéÄ{��loader(8)RÌ5�b� 
�/boot/devicehints �&~hints  13Ò,1²YJhints·Õ�H��X�YøÒ����
ó/boot �
Odevicehints �

makeoptions DEBUG=-g # Build kernel with gdb(1) debug symbo ls

❀�Ä{FreeBSDÉ�,ÇÇóÄÉ�{�X�½ê-g  1�Ç��$ 1R��Égcc(1),+��®A
fåÇO$ÌR®AnR�Ý9�u�

options SCHED_ULE # ULE scheduler

❀Y4FreeBSDÞ&~{å�ø:®Ýì�>â�$ 1�

options PREEMPTION # Enable kernel thread preemption

❀ã��X"ÇÊâ��ÿ{�3®Ý�Y�Ï��Õb�uÇ?,1t¥ä"ÇÍ���qÇ
Ã��

V�

options INET # InterNETworking

❀�d|ÑÇý&3XK®Ë�Ç�>â�ÇÇL\I{Ç��è��Ã¢�dÃÒ4Zýå�q�dË

zÄÇÄ1�ñ�Fâ�Ç�

options INET6 # IPv6 communications protocols
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❀YRK
IPv6ËzNF�

options FFS # Berkeley Fast Filesystem

❀Y4!äý{mc©Gø:Ç�*K®,ý�mcéÄÇ>â�Ç�

options SOFTUPDATES # Enable FFS Soft Updates support

❀YÇ 1Ìé~�X¥{Soft Updates|ÑÇÇÌ�Í�
°�c{U�¤Ý�¦�Y1Õ�4��X�
z
Ø{Çb�l��ó�Ç�cÞé~Ç�>5�mount(8){QñÇ1ê�3ø:¥{�cÞ4d.²
é~êSoft Updates��*���tsoft-updates  1Ç���&~tunefs(8) (é�¸?ø:)Ýnewfs(8) (é
�cø:)×
uíÙÇ�

options UFS_ACL # Support for access control lists

❀YÇ 1Ré~�X¥{6¯;�,{|Ñ�Y�v�j0au1ùUFS2Ç1ùó�15.11�¥Ä�ë
{�J�u�ACLå�4é~{Ç?%�*.²ó©Gø:Þ&~êY��uÇÒXaò�«ÇÇO�Y
ÌV«©G{6¯;�,Ç?1X,½Ï{0*�#Iâ�{©G{6¯0*�

options UFS_DIRHASH # Improve performance on big directori es

❀/,&~�i{�?ÇYÇ 1,1�¤óLø9Þ{�cv*�3a�óLnqÖìZª$&~{Ó

*5ÞK
YÇ 1Ç
ó�cv*X4i­�{Bnø:Þ��ÇÇ��3Û��

options MD_ROOT # MD is a potential root device

❀YÇ 1RK
1ä��?{���c*�Ê÷÷{|Ñ�

options NFSCLIENT # Network Filesystem Client
options NFSSERVER # Network Filesystem Server
options NFS_ROOT # NFS usable as /, requires NFSCLIENT

❀�d©Gø:��*3XK®/,TCP/IP�zUNIX ©GqÖì{IKÇÒ,1Õ:«Ç�

options MSDOSFS # MSDOS Filesystem

❀MS-DOS©Gø:���3XK®óéÄ��z�DOSÂ*�{mcIKÇÒ,1²ÇÕ:«���Á
Ä�ë{�øÇó3��'�zDOSIK�Ç�XÌ�Ä�ñ��{ÜL�$iÇemulators/mtools �

G
Øê�Çi0"{Õ�Ç/,Ç3,1�z6¯DOS�c
Ã��zÝW�Ç¢(
%�q\X�
�MSDOSFS)�

options CD9660 # ISO 9660 Filesystem

❀~�CDROM{ISO 9660©Gø:��*��CDROMPÄìÝiè�z�cjâ(O�óD'&~j
âCD�Ì�Ä�ñ)ÇÒ,1²ÇÕ:«�Q�CD?X��YÇ 1�

options PROCFS # Process filesystem (requires PSEUDOFS)

❀�Ç©Gø:�Y4�Ç�zó/proc {�Ç�"È{�©Gø:ÇÙ*~4ã�¡�ps(1)Yø{Ç�
Éñtóäq{�Ç{��Zfå�õj<Y�Ç?X��&~PROCFSÇO�ýLõj®AZ);ÓäÇ

.²�qê�øï��Ç&�Xò�vPROCFSÕå��ã{ø:¥?XÌ�zY�©Gø:�

options PSEUDOFS # Pseudo-filesystem framework
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❀�*æ�&~PROCFSÇÒ����PSEUDOFS{|Ñ�

options GEOM_GPT # GUID Partition Tables.

❀YÇ 1
Øêó�cÞ&~LÞ{IK{�Å�

options COMPAT_43 # Compatible with BSD 4.3 [KEEP THIS!]

❀&ø:/�4.3BSD�X�V«Y�qÇXl�JÇ�RÃ�t�äq�

options COMPAT_FREEBSD4 # Compatible with FreeBSD4

❀�*æ�|ÑóÎÇFreeBSDÞ�H{&~Î*z={a~Ç�ÇÒ����Y� 1��Äu�ÇM?
óÄ�{i386ø:Þé~YÇ 1ÇO�
½,�Ì~t�JÎ{a~Öt5.Xb
)|Ñ{²ÑÇ�ia64
ZSPARC64Ç�X��YÇ 1�

options COMPAT_FREEBSD5 # Compatible with FreeBSD5

❀�*æ�|ÑóFreeBSD 5.XÇýÞ�HÇ%&~FreeBSD 5.Xø:®~z={a~Ç�Ç�a�ÞYÇ
 1�

options COMPAT_FREEBSD6 # Compatible with FreeBSD6

❀�*æ�|ÑóFreeBSD 6.XÇýÞ�HÇ%&~FreeBSD 6.Xø:®~z={a~Ç�Ç�a�ÞYÇ
 1�

options COMPAT_FREEBSD7 # Compatible with FreeBSD7

❀�*æ�|ÑóFreeBSD 81ÞÇý{v*ø:¥äqóFreeBSD 7.XÇýÞ�HÇ%&~FreeBSD 7.X
ø:®~z={a~Ç�Ç�a�ÞYÇ 1�

options SCSI_DELAY=5000 # Delay (in ms) before probing SCSI

❀YRt�Xóæ��ÇSCSI÷÷���V5Æ��*3��IDEmcPÄìÇÒ,1X�ÇÇ'�3,
�Ìæ��A\�YÇj�1�¤éÄ,Ç�hlÇ�*3Y�)��FreeBSDó#/3{SCSI÷÷�±
t¯�Ç�3¤��ò²Ç�ÃV�

options KTRACE # ktrace(1) support

❀YÇ 1K
�X�ÇË�Çó®A�i�~�

options SYSVSHM # SYSV-style shared memory

❀
ØSystem Vá0�?(SHM){|ÑÇ!�~tSHM{a�4X Window{XSHMÒûÇXèÑC#�Ç
�Ì�Ä&~SHMu
Ø�i{¤Ý��*3�&~X WindowÇ3!P��YÇ 1�

options SYSVMSG # SYSV-style message queues

❀|ÑSystem V>å�Y�Ìó�X¥��jº	�{8-3~�

options SYSVSEM # SYSV-style semaphores

❀|ÑSystem VfRÞÇX�~tÇb�ókernel¥3~�ºÇ	�{8-�
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ÕÕÕ???: ipcs(1)×
{-p  1,1�+ñ�[~tYJSystem Vå�{�Ç�

options _KPOSIX_PRIORITY_SCHEDULING # POSIX P1003_1B rea l-time extensions

❀ó1993#POSIX®��{"�j0�óPorts Collection¥ìJa~Ç�Ì~tYJÃ��StarOfficeÄ�

options KBD_INSTALL_CDEV # install a CDEV entry in /dev

❀YÇ 14ó/dev �OÁEc÷÷����{�

options ADAPTIVE_GIANT # Giant mutex is adaptive.

❀�X\ÛÃ(Giant)4�«�Ýå�(~º�Ý�){Ö	ÇÇ~�â��õ�XýÍ��óÇY.²Ä�
ê�«Ã�zI{u�´¶ÇÇ.²úÖuÖõ�&~â�\ÇýÍ{ÃS��ADAPTIVE_GIANT 1R&

z�X\ÛÃ*��«�7a��Ã�Y?�øÇh�"Çæ�ÃÔ�X\ÛÃ�Ý�Çb�Ý�.²ú

��ÇCPUÞ{"ÇÃÔ{��ÇÇR��äqÇ�t�Ç"Ç:8Ã����Ä<Y�Ç��Ç"ÇR
��~ºçÕ?�V��'®Ý��*3Xh½4da�Yø){�Ç�Äa�K
Ç�

ÕÕÕ???: >Õ?óFreeBSD 8.0-RELEASEù1�{ÇýÇÄ�{�Ý�å�Ñ4�7a{Çø:ó�H�&
~NO_ADAPTIVE_MUTEXES 1ÇÒh{�½�:�7a�O$Ç�X\ÛÃÃGiantÄø�å��4�7a{,

%ADAPTIVE_GIANT 1.²,�X{�©G¥#ñ�

device apic # I/O APIC

❀apic÷÷Ré~&~I/O APIC*�¥ä��÷÷{�Å�apic÷÷,1úUPZSMP�X&~ÇbSMP�
X��&~Ç��|Ñõÿ®ìÇ¤���Þoptions SMP �

ÕÕÕ???: ��ói386Zamd64²ÑÞb?óapic÷÷ÇóÙÆmG²ÑÞXa&~Ç�

device eisa

❀�*3{ÌåÆÞ�EISA�"Ç��YÇ÷��&~YÇ 1,1�Ä·Ã?÷�Ä�ËzóEISA�"
Þ{÷÷�

device pci

❀�*3{ÌÆ�PCI�"ÇÒ��YÇ 1�&~YÇ 1,1�Ä·ÃPCI�Ç?óPCItISA�-OÁ
/4�

# Floppy drives
device fdc

❀Y4�P;�ì�

# ATA and ATAPI devices
device ata
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❀YÇPÄì|ÑÄ�ATAZATAPI÷÷�3��ó�X¥��device ata  1ÇÒ,1t�X|Ñ�S

�®åÞ{Ä�PCI ATA/ATAPI÷÷�

device atadisk # ATA disk drives

❀YÇ4&~ATAPImcPÄì�����{ 1�

device ataraid # ATA RAID drives

❀YÇ 1��device ata ÇÇ~�ATA RAID PÄ�

device atapicd # ATAPI CDROM drives

❀YÇ4ATAPI CDROMPÄìÄ��{�

device atapifd # ATAPI floppy drives

❀YÇ4ATAPI�cPÄìÄ��{�

device atapist # ATAPI tape drives

❀YÇ4ATAPI�QåPÄìÄ��{.

options ATA_STATIC_ID # Static device numbering

❀Y�½é;�ì&~Ù·Õ{�RÖ�*��YÇ 1Ç�ÌÄÕ�I{÷÷{�R�

# SCSI Controllers
device ahb # EISA AHA1742 family
device ahc # AHA2940 and onboard AIC7xxx devices
options AHC_REG_PRETTY_PRINT # Print register bitfields i n debug

# output. Adds ~128k to driver.
device ahd # AHA39320/29320 and onboard AIC79xx devices
options AHD_REG_PRETTY_PRINT # Print register bitfields i n debug

# output. Adds ~215k to driver.
device amd # AMD 53C974 (Teckram DC-390(T))
device isp # Qlogic family
#device ispfw # Firmware for QLogic HBAs- normally a module
device mpt # LSI-Logic MPT-Fusion
#device ncr # NCR/Symbios Logic
device sym # NCR/Symbios Logic (newer chipsets + those of ‘nc r’)
device trm # Tekram DC395U/UW/F DC315U adapters

device adv # Advansys SCSI adapters
device adw # Advansys wide SCSI adapters
device aha # Adaptec 154x SCSI adapters
device aic # Adaptec 15[012]x SCSI adapters, AIC-6[23]60.
device bt # Buslogic/Mylex MultiMaster SCSI adapters

device ncv # NCR 53C500
device nsp # Workbit Ninja SCSI-3
device stg # TMC 18C30/18C50
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❀SCSI;�ì�,1Õ:«3ø:¥��{÷÷��*3��IDE÷÷Ç3,1²YJ�åÍ
«�* _REG_PRETTY_PRINTYø{{�Ç�4éaPÄÇ�{®A 1�

# SCSI peripherals
device scbus # SCSI bus (required for SCSI)
device ch # SCSI media changers
device da # Direct Access (disks)
device sa # Sequential Access (tape etc)
device cd # CD
device pass # Passthrough device (direct SCSI access)
device ses # SCSI Environmental Services (and SAF-TE)

❀SSCSIi�÷÷��,14ÞÁ�øv*�

ÕÕÕ???: ø�ø:
Ø{USB umass(4)1ùèÞÙÇPÄ&~êSCSI�ø:Ç¦�Ç¢?X4]{SCSI÷÷�O
$Ç�*ó�X{�&~êY¡PÄÇ�Ç>Ö�X�ÍøSCSI|Ñ�

# RAID controllers interfaced to the SCSI subsystem
device amr # AMI MegaRAID
device arcmsr # Areca SATA II RAID
device asr # DPT SmartRAID V, VI and Adaptec SCSI RAID
device ciss # Compaq Smart RAID 5 *
device dpt # DPT Smartcache III, IV - See NOTES for options
device hptmv # Highpoint RocketRAID 182x
device rr232x # Highpoint RocketRAID 232x
device iir # Intel Integrated RAID
device ips # IBM (Adaptec) ServeRAID
device mly # Mylex AcceleRAID/eXtremeRAID
device twa # 3ware 9000 series PATA/SATA RAID

# RAID controllers
device aac # Adaptec FSA RAID
device aacp # SCSI passthrough for aac (requires CAM)
device ida # Compaq Smart RAID
device mfi # LSI MegaRAID SAS
device mlx # Mylex DAC960 family
device pst # Promise Supertrak SX6000
device twe # 3ware ATA RAID

❀|ÑRAID;�ì��*3��YJÇ,1²Ç¢Õ:«Ý4Í«�

# atkbdc0 controls both the keyboard and the PS/2 mouse
device atkbdc # AT keyboard controller

❀Ec;�ìÃatkbdc Ä
ØATEcQ�1ùPS/2�b÷÷{I/OqÖ�EcPÄÇ�Ãatkbd Ä¦PS/2̀
)PÄÇ�ÃpsmÄ��YÇ;�ìÇÄ1X�ÍøÇ�

device atkbd # AT keyboard

❀atkbd PÄÇ�Ç¦atkbdc ;�ì�å&~Ç
ØËztATEc;�ì{AT 84Ec¦AT��nEc{6
¯qÖ�
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device psm # PS/2 mouse

❀�*3{`)ËztPS/2̀ )à=ÇÒ&~YÇ÷÷PÄÇ��

device kbdmux # keyboard multiplexer

❀béEcõ4 
ì{äý|Ñ��*3XK®&~õÇEcÇ�,18e�ÍøY�q�

device vga # VGA video card driver

❀��PÄ�

device splash # Splash screen and screen saver support

❀éÄ�{splash�Á¼¶ôâ�Ç����Y� 1�

# syscons is the default console driver, resembling an SCO co nsole
device sc

❀sc 4å�{;�ÑPÄÇ�Ç¡�SCO;�Ñ���ýL\I\¶ôÇ�Ñ/,¡�termcap Yø{ª

àjâE<jEv6¯;�ÑÇO$ÃX3&~YÇÝ¦VT220/�{vt Ñ�����ø��*3óäq

Y«;�Ñ�&~\¶ôÇ���	¯�Ç>ó~9��RTERM#Þ÷��scoansi �

# Enable this for the pcvt (VT220 compatible) console driver
#device vt
#options XSERVER # support for X server on a vt console
#options FAT_CURSOR # start with block cursor

❀Y4�Ç/�VT220{;�ÑPÄÇÇ3��ê5�/�VT100/102�ó3sc mGX/�{�J	�ý

ÞÇ�êäq{iP�hlÇ~9ø:�>²TERM#Þ÷��vt100 Ývt220 �$PÄóËz�dÞLÞ

X3{åì��úyÒ:��~ÇO�$�termcap Ýterminfo /���,~{sc ÷÷−
vt100 ��

��«²ÑÑ|Ñ�

device agp

❀�*3{åì&~AGP�Ç>²ÞÁ�q��{��YRé~AGPÇ1ùìJ�Þ{AGP GART|Ñ�

# �Í�®|Ñ (kD NOTESê�Íõ 1)
#device apm

❀°ÿ�Í�®|Ñ�é	�ý�~ÇX,óGENERIC°å�¢~�

# �� i8254 { �å/ Á� |Ñ�

device pmtimer

❀~��Í�®/GÇ¾�APMZACPI{�¨÷÷PÄ�

# PCCARD (PCMCIA) support
# PCMCIA and cardbus bridge support
device cbb # cardbus (yenta) bridge
device pccard # PC Card (16-bit) bus
device cardbus # CardBus (32-bit) bus

❀PCMCIA|Ñ��*3&~èÞn�®åÇ3��YÇ�
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# Serial (COM) ports
device sio # 8250, 16[45]50 based serial ports

❀YJ�=óMS-DOS/Windows{-�¥Á�COM=�

ÕÕÕ???: �*&~��*{®��®ìÇ?3~COM4
3���Ç�=óCOM2Ç���²®��®ì{IRQ��2
(��É»{�bÆOÇIRQ2 = IRQ 9)b�êóFreeBSD¥6¯Ç��*�õ={�=�Ç>k�sio(4)1ê�
��ó/boot/device.hints ¥�q{÷��ìJ��(�/4ä�S3_¡{�)&~o�0x * 2e8 {IO��Ç

�õÍ${�=�X�êth�é16- IO��8-�q�hÇO$Ç¢Ì�	àBÇ?�ÄCOM4"�ÞÃ�&

~�

��Ç�=Ñ����Ç��{IRQ (ø:3&~|Ñ¥äI0{�=�)ÇO$å�{COM3ZCOM4IRQ4X�&
~{�

# Parallel port
device ppc

❀ISA-bus?qz=�

device ppbus # Parallel port bus (required)

❀
Ø?q�"{|Ñ�

device lpt # Printer

❀
Ø?=K\å{|Ñ�

ÕÕÕ???: �&~?=K\åÇÒ��3���ÞÁ®q÷��

device plip # TCP/IP over parallel

❀Y4bé?q�dz={PÄì�

device ppi # Parallel port interface device

❀Ê/~E{I/O (�geek port�) + IEEE1284 I/O.

#device vpo # Requires scbus and da

❀Y4béIomega ZipPÄì{�Ç�Fscbus Zda{|Ñ�!P{�qH*4Ó*óEPP 1.9Ü*�

#device puc

❀�*3��puc(4)|Ñ{�Å��qÝ?qPCI�Ç�aV«Y�q{Õ:�

# PCI Ethernet NICs.
device de # DEC/Intel DC21x4x ( �Tulip �)
device em # Intel PRO/1000 adapter Gigabit Ethernet Card
device ixgb # Intel PRO/10GbE Ethernet Card
device txp # 3Com 3cR990 ( �Typhoon �)
device vx # 3Com 3c590, 3c595 ( �Vortex �)
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❀õ«PCI��PÄì�Õ:ÝÍø3ø:¥��{÷÷.

# PCI Ethernet NICs that use the common MII bus controller cod e.
# NOTE: Be sure to keep the ’device miibus’ line in order to use these NICs!
device miibus # MII bus support

❀MII�"|Ñé��JPCI 10/100 Ethernet NICu�4��{�

device bce # Broadcom BCM5706/BCM5708 Gigabit Ethernet
device bfe # Broadcom BCM440x 10/100 Ethernet
device bge # Broadcom BCM570xx Gigabit Ethernet
device dc # DEC/Intel 21143 and various workalikes
device fxp # Intel EtherExpress PRO/100B (82557, 82558)
device lge # Level 1 LXT1001 gigabit ethernet
device msk # Marvell/SysKonnect Yukon II Gigabit Ethernet
device nge # NatSemi DP83820 gigabit ethernet
device nve # nVidia nForce MCP on-board Ethernet Networking
device pcn # AMD Am79C97x PCI 10/100 (precedence over ’lnc’)
device re # RealTek 8139C+/8169/8169S/8110S
device rl # RealTek 8129/8139
device sf # Adaptec AIC-6915 ( �Starfire �)
device sis # Silicon Integrated Systems SiS 900/SiS 7016
device sk # SysKonnect SK-984x & SK-982x gigabit Ethernet
device ste # Sundance ST201 (D-Link DFE-550TX)
device stge # Sundance/Tamarack TC9021 gigabit Ethernet
device ti # Alteon Networks Tigon I/II gigabit Ethernet
device tl # Texas Instruments ThunderLAN
device tx # SMC EtherPower II (83c170 �EPIC�)
device vge # VIA VT612x gigabit ethernet
device vr # VIA Rhine, Rhine II
device wb # Winbond W89C840F
device xl # 3Com 3c90x ( �Boomerang�, �Cyclone �)

❀&~MII�";�ìSh{PÄì�

# ISA Ethernet NICs. pccard NICs included.
device cs # Crystal Semiconductor CS89x0 NIC
# ’device ed’ requires ’device miibus’
device ed # NE[12]000, SMC Ultra, 3c503, DS8390 cards
device ex # Intel EtherExpress Pro/10 and Pro/10+
device ep # Etherlink III based cards
device fe # Fujitsu MB8696x based cards
device ie # EtherExpress 8/16, 3C507, StarLAN 10 etc.
device lnc # NE2100, NE32-VL Lance Ethernet cards
device sn # SMC’s 9000 series of Ethernet chips
device xe # Xircom pccard Ethernet

# ISA devices that use the old ISA shims
#device le

❀ISA1Ô��PÄ�kD/usr/src/sys/ i386/conf/NOTES 1ê���ýÇPÄÇ��êPÄ3{��

{û��

# Wireless NIC cards
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device wlan # 802.11 support

❀/~802.11|Ñ�Yq{�4Ã"�dÄ��{�

device wlan_wep # 802.11 WEP support
device wlan_ccmp # 802.11 CCMP support
device wlan_tkip # 802.11 TKIP support

❀bé802.11÷÷{�·|Ñ��*æ�&~�·Z802.11i�\NFÇÒ��YJ{�q�

device an # Aironet 4500/4800 802.11 wireless NICs.
device ath # Atheros pci/cardbus NIC’s
device ath_hal # Atheros HAL (Hardware Access Layer)
device ath_rate_sample # SampleRate tx rate control for ath
device awi # BayStack 660 and others
device ral # Ralink Technology RT2500 wireless NICs.
device wi # WaveLAN/Intersil/Symbol 802.11 wireless NICs.
#device wl # Older non 802.11 Wavelan wireless NIC.

❀~1|Ñõ«Ã"���

# Pseudo devices
device loop # Network loopback

❀Y4TCP/IP{/~Ã¢÷÷��*3telnetÝFTPtlocalhost (�Ò4127.0.0.1 )�R/,YÇ÷÷Ã
týå�YÇ÷÷4������{{{�

device random # Entropy device

❀Cryptographically secure random number generator.

device ether # Ethernet support

❀ether ��ó&~1Ô���b���ÇÝ9ê/~{1Ô�NFSh�

device sl # Kernel SLIP

❀sl ~1
ØSLIP|Ñ�ø�Ç��.²q\úPPPRSêÇO��VÍ�4{�Ç
%Í7\®��®
ì�-{ËzÇ?
ØêÍ�L{Õ��

device ppp # Kernel PPP

❀Y� 1~1
Ø�Xÿ{PPP|ÑÇ~�CRËz���1~�Ü*äq{PPP"�Ç&~tun ?
Ø

Ýi��CRó�{Í��Ù{Õ��

device tun # Packet tunnel.

❀ÇÌú~�Ü*{PPP�G~t�k�ýV{PPP1ê�Íõ{û��

device pty # Pseudo-ttys (telnet etc)

❀Y4�Ç�pseudo-terminal�ÝÜ�~�à=�Ç~uzBË�{telnet 1ùrlogin Ì��xtermÇ1
ù�JÙÇÇ��Emacs��
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device md # Memory �disks �

❀�?c�÷÷�

device gif # IPv6 and IPv4 tunneling

❀Ç"�êóIPv4Þ{IPv6¸w�IPv6Þ{IPv4¸w�IPv4Þ{IPv4¸w�1ùIPv6Þ{IPv6̧ w�gif

÷÷4��Ä.��{ÇÇÌÊâ���Ä
O÷÷���

device faith # IPv6-to-IPv4 relaying (translation)

❀YÇ�÷÷�Sð�ÉÇ{jâÝÇ?²Ç¢Ý�ÉIPv4/IPv6 HqÖÇ��

# The ‘bpf’ device enables the Berkeley Packet Filter.
# Be aware of the administrative consequences of enabling th is!
# Note that ’bpf’ is required for DHCP.
device bpf # Berkeley packet filter

❀Y4BerkeleyÝ,Hì�YÇ�÷÷ã��dz=ú��×ìÜ*Ç,
Ç�Ü�B�(¾�Ç1Ô�)Þ
{��ÇjâÝ��Ü{jâç,1â?t�cÞÇ�,1&~tcpdump(1)Ç�uIÛ�

ÕÕÕ???: bpf(4)÷÷�ú~�dhclient(8)uÜRå�4�ì(��){IP����*&~DHCPÇÒX�Õ:«Yq�

# USB support
device uhci # UHCI PCI->USB interface
device ohci # OHCI PCI->USB interface
device ehci # EHCI PCI->USB interface (USB 2.0)
device usb # USB Bus (required)
#device udbp # USB Double Bulk Pipe devices
device ugen # Generic
device uhid # �Human Interface Devices �

device ukbd # Keyboard
device ulpt # Printer
device umass # Disks/Mass storage - Requires scbus and da
device ums # Mouse
device ural # Ralink Technology RT2500USB wireless NICs
device urio # Diamond Rio 500 MP3 player
device uscanner # Scanners
# USB Ethernet, requires mii
device aue # ADMtek USB Ethernet
device axe # ASIX Electronics USB Ethernet
device cdce # Generic USB over Ethernet
device cue # CATC USB Ethernet
device kue # Kawasaki LSI USB Ethernet
device rue # RealTek RTL8150 USB Ethernet

❀|ÑÈ¡USB÷÷�

# FireWire support
device firewire # FireWire bus code
device sbp # SCSI over FireWire (Requires scbus and da)
device fwe # Ethernet over FireWire (non-standard!)
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❀|ÑÈ¡Û"÷÷�

❀�ê�FreeBSDÄ|Ñ{÷÷{ÙÆ<YÇ>k�/usr/src/sys/ i386/conf/NOTES �

9.6.1LLL���???|||ÑÑÑ(PAE)

❀L�?{�{åì��§,ÏGB{�����O�4GB{!�ÇIntelóPentiumù��{CPUsÞ��
ê36 Ô®��{|Ñ�

❀Ô®��j0(PAE)4Intel Pentium ProZ��{CPU
Ø{�«ã�R�?��j0t64GB{Õ
�ÇFreeBSD{Ä�!cÇýþ|Ñ$Õ�Ç?/,PAE 1ué~YÇ�Å�O�Intel%è{!�Ç°�
Ý��4GBÑ����K/Ç§,4GB{�?I{�4;\���t,~�?Ó¥�

❀�êt�X|ÑPAEÇ�����ÁY�qt{�©GÕ

options PAE

ÕÕÕ???: PAEóFreeBSD°Á�ó��|ÑIntel IA-32ÿ®ì�3�Ç¤a�Õ?ÇFreeBSD{PAE|Ñ��²,�
-{�AÇZÙÆ­½{�u#���h*4betaÇ�

❀PAEóFreeBSD����{�J!�Õ

• �ÇX�zþL�4GB{VM8-�

• ��&~bus_dma(9)z={÷÷PÄÇ�óK
êPAE|Ñ{�X¥Ìs�jâ» �O�YÇÆ
OÇPAE�X{�©GÌ²Ä�óK
êPAE{�XÞX�Ó*{PÄÇ�\øói�

• �Jø:K
êæ�ø:�?ýÍ&~�Å{Õ�ÇO�K
êPAE|ÑÇYJÕ�,�Ìú��«�Ù
¥�Ç¾�Ò4�Xkjkern.maxvnodes ÇÇ4;��X�&~{!Lvnodesjø{ÇOF­c®rÇ
ùÙÆ¡�kjt\7{��

• �ê�½KVA{>QÇi�����ø:{�X����ÇÝV>èiQø:ýÍ{�X 1{�Þ
Ã�ÞÁÄ�KVA_PAGES 1,1~u��KVA8-�

❀�ê­½Z°u�ÇOF��tuning(7)C~��pae(4)C~�Ý9FreeBSD’sPAE|Ñ{!cfå�

9.7���***ñññ���¯̄̄���������ÍÍÍ
❀ó½��Ç�X�Ç,�Ìñ��«¯��Ç¢4Õ

config �½Õ

�*config(8)óÉñ3{�XÃc��½Ç�,�óìJ�0Z�ê�ÿB{FØ�sä{
4Çconfig(8)Ì�+ñÇ±t¯�{qRÇYø3Ò�ê·¤�½ FØ�¾�Ç�*3�tÕ

config: line 17: syntax error

,1/,¦GENERICÝÙÆk�ýîé�Çuh½Y°{�E#4d©Uth�

227



❀❀99❀{�FreeBSD{�X

make�½Õ

�*make×
�½ÇÇ/�,+�XÃc¥�	êconfig(8)Ã�Iñ{{FØ�3ø�Ç�û5�3
{{�Ç�*�lX��û¯�Ç��U�GtFreeBSD�Ä¯��Gï,
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-questions)?�Þ3{�X{�Ç�¯�a�iOÒ��
û�

�XÃ�éÄÕ

�*3{�XÃ�éÄÇÝX#/3{÷÷Çúy/°¼:�sä{4ÇFreeBSD��ÇiP{å�
ÐÏ3,X/�{�XÁ��óFreeBSDéÄ�ñì�°;\� 
���éÄ{�XÒ,1ê�h
ø:óZsh\{10Æp�����ÇÇ0�4 
�Escape to a loader prompt� 1ÇÙ�R�6�
Q�unload kernel Çl�Q�boot /boot/ kernel.old/kernel ÇÝVÙÆ�[�Ç,1thZs{

�Xý,�h­c{��X�ÇâÑ�Ç.²yÒ�êt�éÄ{�X{Ï4�ÇPó��

h&~P{�XéÄ��3,15�{�©G?­c�A�HÇ��v�~{ýÍ

4/var/log/messages ©GÇÇÌ�9�'ÄÕéÄÄ�	{Ä��X>å�$iÇdmesg(8)×
�
Ì�+Y'éÄ��	{�X>å�

ÕÕÕ???: �*ó�H�X�±tf&Ç>Ö�â��ÇGENERICÝ.�,~{ÙÆ�XÇ?×Ö�/{Ö	1

½ó�'éÄ�ú���X��vkernel.old O�ó�ãc�X�Çkernel.old ÌúÞ'�ã{�Ç,�

Xt�{�X��«��iÇ¦O²,~{�XIt/boot/kernel d�¡�ps(1)Yø{×
,�Ã�t�
Ó*��êqÄY��Ç����ø9{Ö	Õ

# mv /boot/kernel /boot/kernel.bad

# mv /boot/kernel.good /boot/kernel

�XÓ*Çb4ps(1)ÊýXÓ*:

�*3�ãê�Ç¦ø:¥�OÓäÇýX3{�XÇ¾�ó-STABLEø:Þ�ãê-CURRENT{�
XÇ�õ~�5�ø:çÕ{Óä�ps(1)Zvmstat(8)ÑRÃ�t�&~�3a
�­c�H�ÇZ�XÇý��{ø:�Y�4����ÄXó¹&~¦ø:ÙÆ\IÇýX3{�

X{�ÇÌ�ÆO�
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KKK\\\
Contributed by Sean Kelly. Restructured and updated by Jim Mock.

10.1���ccc
❀FreeBSD,1|Ñ¯õ«¡{K\åÇ,!ô�{b*K\åt!c{í�K\å1ùÇ¢�-Ä�¡n
{K\åÇ
3äq{a~Ç��	°�Þ{K\Qñ�

❀FreeBSD�,1{�Ä�dK\qÖì�Ç,1,ÝiFreeBSD�WindowsùMac OSó�{õ«ÙÆ�
®åÞzBK\�Ö�FreeBSDRâyK\�Ö�-XÌ#��v?�'uqÄÇ
%�êéåìÝ~�

bK\�Ö{<Y�q:�?ItÙ¥~Þ!õ{|Ç1ù	Ä~�)#K\�Öa�ý ~�{�)

ü�����

❀óÖqY9�Ç3R�wÕ

• �ø{�FreeBSD�ÑK\�

• �ø�ãK\,Hìué�O{K\�Ö)�O{ÿ®ÇÝi²�u{©lÝ¦ÄK\å�®�{Â

*�

• �øóK\QñÞ
éç>ÝVnl�Õ��

• �øK\tËzóÙÆ�®åÞ{K\å�

• �øK\t�zËzó�dÞ{K\å�

• �ø;�K\å{!�ÇÝi!�K\�Ö{LBZ��ìJ~�K\�

• �ø�9K\å:�,Z&~<Y�

• �ø�ûK\ùF�

❀óÖY9��Ç3a�Õ

• �w�ø{�?�ãc�X(�99)�

10.2���ëëë
❀�êóFreeBSD¥&~K\åÇ��D�{�PK.¼q*K\å�ÑK\ø:ýLPD�Ç4FreeBSD{
)ïK\;�ø:�Y9�ëLPD �ÑK\ø:Çóz�uR;Á�LPDÇ?%R�s3qÄÙ{��

❀�*3.²YçêLPDÝVÙÆ�ÑK\ø:Ç�,1!t÷��ÑK\ø:Y\I�

❀LPDq\;��Ñ�®åÞ{K\å�Ç�	�õ{/<Õ

• Ç;�ý�ZËzó�dÞÙÆ�®åÞK\å{6¯�

•

Çã�~�
b�K\{©G;YJ/�ú��4���ÖÖÖ�
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• Ç��ÇK\å���Çèèèïïïu3�õÇ~�ó3��/6¯�ÑK\å�

• Ç,1K\ççç>>>(�w)bannerÝV burst�&~�,14�{,�æK\Qñ¥ItÇ¢K\{�Ö�

• Çu÷�Ëzó�=Þ{K\å{/µkj�

• Ç�/,�dR�Ö��t�i�Ñ�®å{LPD�ÑK\èï¥�

• Ç,1ÊâX3«¡{K\åªÓZK\å{u�äq�O{,HìuÂ*��Ö�

• Ç�9K\å{&~<Y�

❀/,{�©G(/etc/printcap )Z
Ø{�O,HÇ�Ç3,1&LPDø:ó¯õ«¡{K\åmGÞq
ÄÞÁ\\{ÝV�J�ø{Õ��

10.2.1������������~~~���ÑÑÑKKK\\\

❀�*34ø:��{~�Ç3,�ÌÛ�����ó3X��6¯;�Çç>�ÝVK\å&~:��

��ÑK\De�Ç,1÷�Äã��z6¯K\åÇb3¤4a�&~�ÑK\ÇO�Õ

• LPDó�ÑK\�ÖÖ3X~ú½�Vjâúq\�ýtK\å{�-�

•

LPD,1,10"{/,,HìÉ�Ö�Þ�Ï/�-{��ÝV²�«�O{©GÂ*(��TEX DVI ©
G)Ý¦Ä�«K\å,1®�{Â*�3X�VCÄ)YJZ½�

• �õ
ØK\Õ�{½DZÛ�Ç�.�Z3�®åÞ{{�ÑK\ø:/µ�/,÷��ÑK\ø

:Ç3RÍ4�{|ÑÙÆ1����{ÝV��{�G�

10.3äääýýý÷÷÷���

´́́···: ,FreeBSD 8.0åÇ�=éa{÷÷Ö�/dev/ttyd N #�/dev/ttyu N�FreeBSD 7.X~�aRY�©l
{+¾¥{÷÷Ö��Æ�{ø��

❀�.óLPD�ÑK\ø:Þ&~K\åÇ3��÷�K\åmGZLPD�G�YÇ©lÃcêYÜÿ÷
�Õ

• kD;\K\å÷�uê��øËz�ÇK\åÇ·ªLPD�ø¦Ç/µÇ?%K\�©ýtK\å�

• kD°ÿK\å÷�uê��øK\õ«�OÂ*{©GÇ�øK\ç>�Ç�ø/,�dK\Ç�ø

;�K\å{6¯Y!Ç?%¦Ì�K\*��A:��

10.3.1;;;\\\KKK\\\ååå÷÷÷���

❀Y\IY��ø{�K\åmGZLPD&�¦K\å{\�Y�{äú�#�Õ

• mG÷�\IRY��ø²�ÑK\åËzt3�®å{�Çà=Þ�

• �G÷�\IRY��ø{�LPD�ÑK\{{�©G(/etc/printcap )�
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❀�*3tó÷��Ñ/,�dNFzBjâuK\
X4/,�=ÝV?={K\åÇk

D&~�djâ��Á{K\å�

❀¦�Y\Iw�;\K\å÷��Çb¤4#h�ì{�&K\å{\LPD �ÑK\ø:ó�®åÞt
�äÝ4!
{\I��`3{K\å,1t�Ó*�Ç�J°ÿ 1Ç��ç©�Z�AÇ4#h;\

{�

10.3.1.1mmmGGG÷÷÷���

❀Y\IYcêK\åËzt�®å{õ«E»�Ì�ÿXêõ«z=ZËz"Ç¤�ã�FreeBSD¦K\
å/µÄ�{�X{��

❀�*3.²ËzPê3{K\å
%.²~Çó�i�Çv*ø:�ÄÕ{K\Ç3Ý�,1!tYÇ

\I�G÷��

10.3.1.1.1à=ZËz��

❀�óÄñH{óPCÞ&~{K\å/��è�1�®«z=¥{�ÇÕ

•

���===Ç�wRS-232ÝVCOM=Ç&~3�®åÞ{�=u��jâtK\å��=ó�®åÞ.²:
�Ê(Ç
%���:��4ot%�4�*��=�����O{��Ç
%,���3V{�ã�

����ì{/µ 1�LõjPC{�={!°�Q¤Ý��115200 bpsÇY&zK\iL{C4��
{�-i��

•

???===&~�®åÞ{?=u��jâtK\å�?=ó�®åÞ�.²:�Ê(Ç
%¤Ý°�RS-232
�=���:��4otÇbi
CÓ�*�?=/���/µ 1ÇY&z{�Ç#h;\�

?=�K\åÞ{z>u×Ö�w)�Centronics�z=�

•

USBz=Çý/~�q�"Ç,1Ht�?=Z�=°iõ{¤Ý�Ù���;\�"(�USB~uK
\��=Z?=Í��3ÇbUNIX ø:X�iP{|ÑÇ��½YÇ¯�{0�Ò4éo�Ñ4Lõj
K\å�ø{��USBz=��?={K\å�

❀�Äu�?=�
Ø\5/µ(�®åtK\å)Ç
�=ZUSB�,1
Øv5/µ�c{?=(EPP
ZECP)ùK\åó&~êIEEE-1284)ï{����Ç,1óFreeBSD�v5/µ�

❀¦K\å/,?=v5/µ/��YÜ«0�¥{�«uqÄ���Ç0�4&~�FreeBSD�U{,1
/,K\å&~{ªÓ¦K\å/µ{PÄÇ��Y/�~ó~äK\åÞÇ%,1~uç·��äyõ

èZÙÆçÕfå���«0�&~ó|ÑPostScript{K\åÞ�

❀PostScript�Ö/"Þ�Ç���ÉK\åÖbÇ?X�qK\
4�zR�*(ÃÉ�®å�PostScript
�fRv5/µuRK\¥{¯�ç·É�®åÇ��PostScriptÇ�¥{FØÝVK\å���YJfå
é�~�u���4:��$�{�$iÇ!P{ó|ÑPostScript{K\åÞ�A{0���v5/µÕ
®¯K\åK\��j(K\å,ñ¢�áK\,õè�)Çl���~�{�ÖÇ��ò'�®�K\�
j�RK\��zt{ÜÇ�#>Ò,1zt�~���õè���

231



❀❀109❀K\

10.3.1.1.2?=

❀~?=ËzK\å��~Centronics��²K\å¦�®åËzåu�ä��Ò�sóK\åÇ�®å{
�ÒVÞa��ÇÝV�9ÜÇÞÁÑ��

❀�Ô3~{�®åÞ{ýÇ?=���Ç?=óFreeBSDÞw/dev/ppc0 Ö��Çw/dev/ppc1 Ç�$¡

M�K\å÷÷�~3ø{0�×ÖÕ/dev/lpt0 4zó��Ç?=Þ{K\åÇ�$¡M�

10.3.1.1.3�=

❀~�=ËzK\å��~\7{�=��²K\å¦�®åËzåu�ä��Ò�sa�óK\åÇ�

®å{�ÒVÞ�ÇÝV3ø�9ÜÇÞÁÑ��

❀�*3Xh½��ø�{��b4�\7{�=���Ç3,1�A1��«X3{��Õ

• ®®®������®®®ììì����à{��ÊZlÑ�zËzt��à#a{ZlÞ�Y«���w

)�DTE-to-DCE����

•

:::®®®������®®®ììì��Þ��à{�JZl4¦��à#aZl�zËz{Ç
��J�4b�Ëz{(�
�Ç��jâZlËztzBjâZl)Ç¤��JZl�zó��Ëz>��áz�Y«���w
)�DTE-to-DTE����

• �J�O{K\å��{���===KKK\\\ååå��Ç4�«Z:®��®ì��¡�{��Ç�4�JfR¤4

�tê��àÇ
X4�zóËz>��á4�

❀hlÇ3¤z�K\å÷�/µkj��Ä4/,K\åÁÆÞ{�<ÝVDIP
��q÷��ó�®å
ZK\åÞÑ 
Ç¢Ä|Ñ{!°E� (�Æõè��Ç���wEEE���GGG){�Q¤G� 
7ÝV8Çj
â Ö 
XDèÇSDèÝVÛDèÖ 
1ÇÝ2Ç*� �¤� 
�Þ;�NFÕÃÇXON/XOFF
(�w)�in-band�Ý��G�)�Þ;���Ô3{�G{�¥{kj��÷ÄÞÁ{j��

10.3.1.2���GGG÷÷÷���

❀Y\IÃcê�&~FreeBSDø:¥{LPD �ÑK\ø:�qK\Ä�{�G÷��

❀ÝiY�ÇZ½Õ

1. ó��{��{��Xuã�3ËzK\å{à=Ö{��X\IÌ·ª3��)���

2. �*3&~?=Ç���÷���?={/µÜ*;÷�?=/µÜ*\IÌ·ª3ä�{û��

3. �Av*ø:4d�ê��jâtK\å�5�K\åÉåçY\IÌ·ª3��ø)�

4. �LPD ÷�¦K\å�{{kj�/,��/etc/printcap YÇ©GuqÄ�Y9�Á{\IRY�

�[uqÄ÷��

10.3.1.2.1{��X

❀v*ø:{�X�ê&ìJ�O÷÷Ó*��­c�H�K\åÄ~{�=�?=Òa��J�O÷

÷�O$Ç,�����é�=Ý?={|ÑÇ�*�X?��{�Ç¢{��

❀�.�w3�ó&~{�X4d|Ñ�=ÇQ�Õ
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# grep sioN /var/run/dmesg.boot

❀Ù¥N 4�={�RÇ,0
)��*3�t¡��Á{QñÕ

sio2 at port 0x3e8-0x3ef irq 5 on isa
sio2: type 16550A

❀��Ò3�ó&~{�X|Ñ�=�

❀�.�w3�ó&~{�X4d|Ñ?=ÇQ�Õ

# grep ppcN /var/run/dmesg.boot

❀Ù¥N 4?={�RÇ3ø,0
)��*zt¡��Á{QñÕ

ppc0: <Parallel port> at port 0x378-0x37f irq 7 on isa0
ppc0: SMC-like chipset (ECP/EPP/PS2/NIBBLE) in COMPATIBL E mode
ppc0: FIFO with 16/16/8 bytes threshold

❀��3�ó&~{�X|Ñ?=�

❀3,����ê&v*ø:|Ñ3K\å��{�=Ý?=
­c{��X�

❀���é�={|ÑÇkD�X{�Y\I����é?={|ÑÇøêkDÞÁ
t{�\I�

iÇ¤¤¤���kD�Á{\I�

10.3.1.3÷÷÷���???==={{{///µµµÜÜÜ***

❀ó&~?=�Ç3,1 
tFreeBSD~¥ä0*¤4S®0*u¦K\å/µ�óFreeBSDÞÇ/~{
K\åPÄ(lpt(4))&~ppbus(4)ø:ÇÇ¼~ppc(4)PÄu;�à=_¡�

• ¥¥¥äää0*4GENERICXe{å�0*�óY«0*�Çv*ø:3~��¥ä>F"u5�K\å4
d.²)PzBjâ{ï÷�

• SSS®®®0*4v*ø:'�Xä{®¯K\å4d)PzBjâ{ï÷�hÇ(ÃÒ��ÇXe
)��

�Á���{jâ�

❀¥ä0*¤Ý/�ÌO�JÇbe3~ê��å"{¥ä>F"��Jcñ{HPK\åX�t�{Ó*
ó¥äÜ*�Ç4���J½�¯�(¤�th{®�)�Ä{�YJK\å��&~S®0*�3a�&
~�[�«0*Ç��Ç�t�Ó*Òq��JK\å¯lóÜ«Ü*�Ñ,1Ó*Çbó¥äÜ*�Ì

z{�×�

❀3,1~1�Ü«0�÷½/µÜ*Õ/,{��XÝV&~lptcontrol(8)YÇÇ��

❀���///,,,{{{������XXX{{{000���÷÷÷���///µµµÜÜÜ***ÕÕÕ

1. ���X{�©G�It�Çwppc0 {�9��*3.�÷�{4��Ç?=Ç��~ppc1 S��&

~�®Ç?={��~ppc2 S�Ç�$¡M�

• �*3æ�&~¥äPÄÜ*Ç�a�ö�Á{{�Õ

hint.ppc.0.irq=" N"

Çó/boot/device.hints YÇ©G¥ÇÙ¥N ~th{¥ä�RS��3�ÇXe{�©G���

Ýippc(4){PÄÕ

233



❀❀109❀K\

device ppc

• �*3.�&~S®0*Ç���²/boot/device.hints YÇ©G¥{�ÁYqÍø«Õ

hint.ppc.0.irq=" N"

óFreeBSD�Ç��ÞÁ{0�?X�&?=Ó*óS®0*�Lõj<Y4��acpi(4)PÄ�Ä
{ÇÇ,1�Äc�t÷÷?RÙ�ñtø:ÞÇb�O$ÇÇ;�øK\åà={6¯Ü*.3�
�5�acpi(4){{�u�ûYÇ¯��

2. â?©G�l�{�ÇOÁÇ?�ã¦{�{�XÇ!�­céÄ�kD�X{�Y9uÜzÍõû
��

❀&&&~~~ lptcontrol(8)÷÷÷���///µµµÜÜÜ***Õ

1. Q�Õ

# lptcontrol -i -d /dev/lptN

Rlpt N ÷�Ä¥ä0*�

2. Q�Õ

# lptcontrol -p -d /dev/lptN

Rlpt N ÷�ÄS®0*�

❀3,1²YJ×
��t/etc/rc.local YÇ©G¥ÇYø�'éÄø:�ÑÌ÷�Ä3.�{0*�

kDlptcontrol(8)uÜzÍõfå�

10.3.1.4555���KKK\\\ååå{{{///µµµ

❀ó÷��ÑK\ø:��Ç3a�hâ3{�®å,1²jâ��tK\åÞ�I/ÕÁ®AK\å{

/µZ�ÑK\ø:ÌÍ;\�

❀·¢�ê�AK\åÇR���J©ýÉÇ��Çwlptest(1){Ç����Y1Ó*ÇÇ,1tK\åÁ
ýK\ñÇ��ÉÇ{	nÕÇó�qKñ,1K\{96ÇASCII	n�

❀h·¢&~{4�ÑPostScript (ÝV1ÙÆªÓ�äú{)K\åÇ����Í�û{5���ãBB
{PostScriptÇ��1qÄ5�{�ÖÇ���ÁYãÇ�Õ

%!PS
100 100 moveto 300 300 lineto stroke
310 310 moveto /Helvetica findfont 12 scalefont setfont
(Is this thing working?) show
showpage

❀,1²ÞÁYãPostScriptShU��Ç©G°Ç?%4�Á\I{¾�°�ø&~�

ÕÕÕ???: ÞÁ{BÇ�4béPostScript
X4ÈÊ{PCLU{���PCLp��õÙÆK\å��{�LÕ�Ç
��Ç|ÑóK\�©ý{3��Q�O{×
Ç
PostScript�X��zK\�©ýÇÄ1��éY¡K\å
ªÓ�q�O{ÿ®�
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10.3.1.4.15�?=K\å

❀Y\I��R�s3�ø5�FreeBSD4d,1¦�Ñ.²Ëzó?=Þ{K\å/µ�

❀������AAA???===ÞÞÞ{{{KKK\\\åååÕÕÕ

1. ~su(1)×
Ý¦troot ~��

2. ��jâtK\å�

• �*K\å,1�zK\�©ýÇ,1~lptest(1)�Q�Õ

# lptest > /dev/lptN

Ù¥N 4?={�RÇ,0
)�

• �*K\å|ÑPostScriptÝÙÆK\åªÓÇ,1���ãBÇ�tK\å�Q�Õ

# cat > /dev/lptN

l�Ç�q�q�QQQ���Q�YãÇ��O�ó��¦qÝVÃ°��ÇY�qÒX�ò��ê�h

3Q�qYãÇ���Ç�CONTROL+DÇÝVÙÆ,+©G�e{E�

�i�«Í�Ç3,1²YãÇ�Uó�Ç©G°Ç?Q�Õ

# cat file > /dev/lptN

Ù¥file4Ý9Y3��ÉK\åÇ�{©GÖ�

❀��Ç3a��tK\ñê�JÀÜ��*K\ñ{ÀÜ�åu?XthÇ>X�øúÖ·¢Ró�Á

�s3�[�ûY¡¯��

10.3.1.4.25��=K\å

❀Y\IR·ª3�[5�FreeBSD4d,1¦Ëzó�=Þ{K\å/µ�

❀������AAAËËËzzzóóó���===ÞÞÞ{{{KKK\\\åååÕÕÕ

1. /,su(1)×
Ý�root ~��

2. ��/etc/remote YÇ©G����ÁYJ��Õ

printer:dv= /dev/ port:br# bps-rate:pa= parity

Ù¥port4�={÷÷��(ttyu0 �ttyu1 Ç��)Çbps-rate4¦K\å/µ�&~{¤GÇ


parity 4/µ�K\å�F{Dè0�(a�4even�odd�noneÇÝzero ��)�

Y���Ç�=K\å{¾�ÇÇËzó�®Ç�=ÞÇ¤Ý�19200 E�ÇX�qDèÕ

printer:dv= /dev/ttyu2 :br#19200:pa=none

3. ~tip(1)ËzK\å�Q�Õ

# tip printer

�*��ÄÕÇ��ò'��/etc/remote YÇ©GÇ?%AA~/dev/cuaa N S�/dev/ttyd N�

4. ��jâtK\å�

• �*K\å,1�zK\�©ýÇ�~lptest(1)�Q�Õ

% $lptest
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• �*K\å|ÑPostScriptÝVÙÆK\åªÓÇ����ãBÇ�tK\å��q�q{Q�Ç
�Ç��:::������ûûûO�4RÂÝVÙÆ�öE��éK\åu��Ç{?B�33ø�����Ç

�O{©G�eEÇtK\å�wÇ.²zBêrÇÇ��é�PostScriptK\åÇ�CONTROL+D�

ÝVÇ33ø�,1²Ç�?ûó�Ç©G°?Q�Õ

% >file

Ù¥file4Ý9���Ç�{©GÖ�ótip(1)��YÇ©G��Ç�S,©G�e{E�

❀3a��tK\ñê�JÀÜ��*Ç¢�åu?Xth�X�øúÖ·¢Róã�{9�¥�ë�[

�ûY¡¯��

10.3.1.5ééé~~~���ÑÑÑKKK\\\ÕÕÕ©©©GGG/etc/printcap

❀ø�Ç3{K\åa�.²ËPê"Çø:�X��¦K\åÉå
­c{�P(�*��{�)Ç
%3
�.²,1���J;\{jâtK\å��óÇ·¢�{�LPD u&Ù;�3{K\å�

❀{�LPD���/etc/printcap YÇ©G���LPD �ÑK\ø:ó�'&~�ÑK\{��ÇÑÌÖ
RYÇ©GÇO$éYÇ©G{��ÌÁý	H�

❀printcap(5)YÇ©G{Â*i;\�3,1~3!õ¡{©ý�öìu��/etc/printcap YÇ©G�Y

«Â*ZÙÆ{4/usr/share/misc/termcap Z/etc/remote Y¡©G4�ø{��zt��Y«Â*

{-¦fåÇ>kÝÉåC~cgetent(3)�

❀;\{�ÑK\{�Ýi�Á{�ZÕ

1. ÉK\åå�ÇÖ	(�AZ&~{/Ö)Çl�²Ç¢U�©G/etc/printcap Ök

D�[�K\å×ÖY9uztÍõ{��åÖ{ÐÏ�

2.

/,��sh 1�«ç>�(Çå�4é~{)ÖkD�[¢~ç>�\IuztÍõfå�

3. OÁ�Ç�ÑK\èï{ø9Ç?%/,sd 1ø�½Ç{ �Ö3,kD
O�ÑK\èïø9��

ê�Íõfå�

4. ó/dev �÷�K\å÷÷��Ç?%óUó/etc/printcap ©G¥lp 1ø°ÖkD#/K\å÷÷

Y\I,1ztÍõfå�$iÇ�*K\åËzó�=ÞÇ/µkj{÷���Uóms#1¥�YJ

kjó{��ÑK\/µkjYó�Á.²ÿX,�

5. �ã�©ý,HìÖ-<>kD�ã©ý,HìB��

6. ~lpr(1)×
u�A÷��.ztÍõfå,1kD�AZùF\ø\I�

ÕÕÕ???: &~K\åªÓ{K\åÇ�PostScriptK\åÇ/�4X��zK\�©ý{��Á
tÇ?%Ró�Á
���q�ë{;\{÷�0�Çþ"½3tó�ãY«��K\Ç�#/{©GÂ*{K\å�

❀~�/�Ìæ��zóø:
Ø{K\åÞK\�©ý�f~LPD z={Ç��/�4Yø÷�{��
*3tó�ãYø�ÑK\åÇ?%æ�ÇX��K\&~Ç|Ñ{K\åªÓ{�Ö


%%%¤�K\�©

ý{�Ö{�Ç���ñOF3óÞÁ
t{;\÷�{Z½Þ���ZÕ�ã,�Ä�©ýtPostScript
(ÝVÙÆK\åªÓ){Ý¦Ç��Íõ{û�Ç>kDóPostScriptK\åÞK\�©ý�
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10.3.1.5.1K\å{×Ö

❀��Z(;\)Ò4ÉK\åå�ÇÖ	�34�Õ�åÖ	¤4�9åÇô�{Ö	Ñ���øÇO�3
,1ÉK\å÷��õ{/Ö�

❀ó/etc/printcap °�è��ÇK\å���½Ç/Ö4lp �Y4å�{K\åÖ��*~���

�PRINTER¢¸#ÞÇ���ó�[LPD ×
{×
q¥�½K\åÖÇ�lp R4å��&~{K\å�

❀¤�Ç·¢/�²!��Ç/Ö÷�Ä�q\ÃcK\å{Ö	ÇÝi¢�ZnR�

❀�`3 PêÖ	ÝV�J/ÖÇ²Ç¢8�©G/etc/printcap °�K\å{Ö	a�,!&�{�

ïUå�~g­uÅ
�Ç/ÖÇ?%ó!��Ç/Ö�Á�Þ�Ç�R�

❀ó�Á{¾�¥Ç·¢,�Çäý{/etc/printcap 
)ÇÇ�½BêÜÑK\å(�ÑDiablo 630q*
K\åZ�ÑPanasonic KX-P4455 PostScriptí�K\å):

#
# /etc/printcap for host rose
#
rattan|line|diablo|lp|Diablo 630 Line Printer:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:

❀óYÇ¾�¥Ç��ÑK\åú×Ö�rattan ?%÷�êline Çdiablo , lp ÇZDiablo 630 Line

Printer Y�Ç/Ö�O�Çú÷�êlp YÇ/ÖÇÄ1Ç4å�K\å���Ñú×Ö�bambooÇ?%

÷�êpsÇPS, SÇpanasonic ÇZPanasonic KX-P4455 PostScript v51.4 Y�Ç/Ö�

10.3.1.5.2XK\ç>�

❀LPD�ÑK\ø:å�Ì��Ç�ÖK\ççç>>>����ç>�Ý9ê��YÇ�Ö{~�Ç��YÇ�Ö{
�®åÇ�Ö{Ö	Ç?~L	ñKñ�bXs{4ÇÄ�YJ�i{©ýÇÑÌÉóéK\å�q!ð

{{��\øùFQuh
ÇÄ1·¢R�XK\ç>��

❀�ö*K\ç>�Ç�K\å{�9��sh )�Çó/etc/printcap ©G¥�Y���

Ç/etc/printcap ©G¥&~sh {¾�:

#
# /etc/printcap for host rose - no header pages anywhere
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:

❀Õ?·¢{thÂ*:��q,!&��ï
)Ç
�{��q~TAB À��'��qUX���¦q
�Çó¦q�K�Ç'R­�

10.3.1.5.3OÁ�ÑK\èïø9

❀��Z÷�Ò4�OÁ�Ç���ÑÑÑKKK\\\èèèïïïøøø999Ç�Ò4óK\�Ö!ªqÄ��~�?8YJ�Ö{ø

9ÇYÇø9¥�Ì?8�ÑK\ø:~t{ÙÆ�J©G�
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❀���ÑK\èïø9{#Þý�Ç/�²YJø9�\ó/var/spool ��3�����V÷P�ÑK

\èïø9°{���­cOÁÇ¢��;\{&~mkdir(1)×
�

❀/�Ç·¢ó�Rø9ÖåÄZK\å�ø{Ö	Ç4�ÁYøÕ

# mkdir /var/spool/printer-name

❀l
Ç�*3�iõ�dK\åÇ3,�.�²YJ�ÑK\{èïø9ø98ó�Ç\Õ{Û�&

~LPD K\
ï÷{ø9°�·¢R~·¢{ÜÑK\årattan Zbamboo*�¾�Õ

# mkdir /var/spool/lpd

# mkdir /var/spool/lpd/rattan

# mkdir /var/spool/lpd/bamboo

ÕÕÕ???: �*Ze~��Ö{â·uÇ,�Ìæ�â�#a{�ÑK\èïø9Ç&�X�úÙÆ~�6¯��ÑK
\{èïø9{aÌa�4daemon~�Ç
daemon~�Zdaemon�p�ÖUZ�Â{Y!ÇbÙÆ~��

��z�u~·¢{ÜÑK\å*�¾�:

# chown daemon:daemon /var/spool/lpd/rattan

# chown daemon:daemon /var/spool/lpd/bamboo

# chmod 770 /var/spool/lpd/rattan

# chmod 770 /var/spool/lpd/bamboo

❀!�Ç3��/,/etc/printcap ©G·ªLPD YJø9�3,1~sd )�u�½�ÑK\èïø9{

4»:

#
# /etc/printcap for host rose - added spooling directories
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:sd= /var/spool/lpd/rattan :

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd= /var/spool/lpd/bamboo :

❀Õ?K\å{Ö	�,�1ï
)ÇÙÆ�9�qÑ�~TAB EÀ��'ÇUX
��¦qó!��Þ'
R­�

❀�*3�~sd )��½�ÑK\èïø9Ç�ÑK\ø:ÌR/var/spool/lpd ø9*�å�ø9�

10.3.1.5.4#/K\å÷÷

❀óHardware Setup��¥Ç·¢�ÒêFreeBSD¦K\å/µR&~ýÇà=Z/dev ø9�{���·

¢�·ªLPD YJfå�h�ÑK\ø:��Ö��K\ÇÇR�,HÇ�Ã�	��jâtK\åÄK

�½{÷÷�

❀~lp )�ó/etc/printcap °ïñ/dev �{÷÷���

❀ó·¢{¾�¥Ç"÷K\årattan ó��Ç?=ÞÇK\åbambooó��Ç�=Þ;�Á4�
é/etc/printcap ©G°��{��:

#
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# /etc/printcap for host rose - identified what devices to us e
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:sd= /var/spool/lpd/rattan :\
:lp= /dev/lpt0 :

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd= /var/spool/lpd/bamboo :\
:lp= /dev/ttyu5 :

❀�*3�ó3{/etc/printcap ©G¥~lp )��½÷÷��ÇLPD Rå�&~/dev/lp �/dev/lp ø

�óFreeBSD¥X?ó�

❀�*3tó�ã{K\å4Ëzó?=Þ{Ç>!t�ã©ý,HìY9��*X4{�Ç¤4!P�

�Á�ë{Z½)�

10.3.1.5.5{��ÑK\/µkj

❀é�Ëó�=Þ{K\åÇLPD,1���jâtK\å{,HÇ�÷�PE�GÇDèÇZÙÆ�=
/µkj�Y4�¼{ÇO�:

• Ç,1t3��;\{��/etc/printcap Ò��AX3{/µkj;3?X��V­c�H,HìÇ
��

• Ç&z�ÑK\ø:,1óõÑ�X3�=/µ÷�{K\åÞ&~#3{,HìÇ��

❀�ÁYÇ/etc/printcap ¥~lp )�u;�ïñ÷÷{�=/µkj:

br# bps-rate

÷�÷÷{/µ¤Ý�bps-rateÇY°bps-rate,1�50Ç75Ç110,
134Ç150Ç200Ç300Ç600Ç1200Ç1800Ç2400Ç4800Ç9600, 19200Ç38400Ç57600Çor 115200��
�Æ�

ms#stty-mode

÷�.K
{¥à÷÷{ 1�stty(1)R-ûYc,~{ 1�

❀hLPDK
~lp �½{÷÷�ÇÇÌR÷÷{�u÷�Äóms#)���½{�ø��/4parenb ,
parodd Çcs5 , cs6Çcs7 , cs8Çcstopb , crtscts ÇZixon YJÜ*ÇÇ¢óstty(1)C~¥�-û�Ò�

❀·¢ÞÇ¾�u��·¢Ëó�6Ç�=Þ{K\å�·¢R÷E��38400���Ü*Ç·¢R
~-parenb ÷�ÄXDèÇ~cs8 ÷�Ä8 	nÇ~clocal ÷�ÄX�®��®ì;�Ç~crtscts ÷

�ÄmG�Þ;�Õ

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd= /var/spool/lpd/bamboo :\
:lp= /dev/ttyu5 :ms#-parenb cs8 clocal crtscts:
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10.3.1.5.6�ã©ý,Hì

❀·¢�óï÷·ªLPD&~��©ý,HìÉK\å���Ö�©©©ýýý,,,HHHìììÇ�wQQQ���,,,HHHìììÇ4�
ÇóLPD ��Ç�Ö��ÉK\å�äq{Ç��hLPD �K\åäq©ý,Hì�ÇÇ÷�,Hì{)
ïQ����ÉK\å{�ÖÇ
)ïQñ�~lp )��½{K\å�,Hì�,)ïQ�ÖR�ÖÇ�

K\å�q�JÝ¦Ç?R�*Ut)ïQñÇYJ�*RúK\�.ztÍõ��©ý,Hì{fåÇ

D,HìY��

❀é�;\{K\å÷�Ç©ý,Hì,1��4�ã�q/bin/cat {shelllýu���ÖtK\
å�FreeBSD¤
Øê�Çw)lpf {,HìÇÇ,1ÿ®RÂZ��"u&�J,�X�iPÿ®Y¡

	n�{K\åt�Ó*�
%ÇhlÇ3,1~�[ÙÆ{3.~{,HÇ��lpf ,Hì

ólpf:�Ç©ý,HìY�R�-ûÃc�

❀D�Ç·¢uU�ãw)/usr/local/libexec/if-simple {;\shelllý*�©ý,Hì�~3Yç
{©ý�öìR�Á{��8�YÇ©GÕ

#!/bin/sh
#
# if-simple - Simple text input filter for lpd
# Installed in /usr/local/libexec/if-simple
#
# Simply copies stdin to stdout. Ignores all filter argument s.

/bin/cat && exit 0
exit 2

❀&YÇ©G,1ú�qÕ

# chmod 555 /usr/local/libexec/if-simple

❀l�~if )�ó/etc/printcap °·ªLPD&~YÇlý�·¢R�l���*�¾�{YÜÑK\å
ó/etc/printcap °��YÇ)�Õ

#
# /etc/printcap for host rose - added text filter
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:sd= /var/spool/lpd/rattan :\ :lp= /dev/lpt0 :\
:if= /usr/local/libexec/if-simple :

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd= /var/spool/lpd/bamboo :\
:lp= /dev/ttyu5 :ms#-parenb cs8 clocal crtscts:\
:if= /usr/local/libexec/if-simple :

ÕÕÕ???: if-simple lý{�ý,1ó/usr/share/examples/printing ø9¥It�
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10.3.1.5.7
éLPD

❀lpd(8)ó/etc/rc ¥úäqÇÇ4dúäq�lpd_enable YÇ#Þ;��YÇ#Þå�4NO��*3¤

����Ç����YqÕ

lpd_enable="YES"

❀t/etc/rc.conf ©Gh¥Çl��,1­é3{åìÇ�,1�zäqlpd(8)�

# lpd

10.3.1.5.8�A

❀�ó.²äýqÄêLPD{äý÷��bXs{4Ç¤X4?Ö{��ÇO�·¢¤���A÷�?%
�tÄ�{¯����A÷�Ç�AK\�JÀÜ��~LPD ø:K\Ç3,1&~lpr(1)×
ÇÇ,1

b�Ç�ÖuK\�

❀3,1É\&~lpr(1)Zlptest(1)Ç�Çó5�K\å/µY��ë�ø	Ä�J�A©ý�

❀������AAA;;;\\\LPD ÷÷÷���ÕÕÕ

❀Q�Õ

# lptest 20 5 | lpr -Pprinter-name

❀Ù¥printer-name4ó/etc/printcap ¥�½{K\å{�ÇÖ	(ÝV�Ç/Ö)���Aå�K\
åÇQ�lpr(1)XQ�[-P  1�3øÇ�*3tó�A�Ñ&~PostScript{K\åÇ���ÇPostScript
Ç�tK\å
X4&~lptest(1)�3,1²Ç�8ó�Ç©G°Çl�Q�Õlpr file�

❀é��ÑPostScriptK\åÇ3a�zt�ãÇ�{�*�
�*3&~{lptest(1)Ç�3zt{�*a�
�åu4�ÁYøÕ

!"#$%&’() * +,-./01234
"#$%&’() * +,-./012345
#$%&’() * +,-./0123456
$%&’() * +,-./01234567
%&’() * +,-./012345678

❀�Í��Z{�AK\åÇ�A�ñ�JL{Ç�(�ä��½ªÓ{K\å)ÝVäqlptest(1)?&~X
3{kj���Çlptest 80 60 R	Ä60q�q80Ç	n�

❀�*K\åX�Ó*Çk�ùF\øY��

10.4°°°ÿÿÿ÷÷÷���

´́́···: ,FreeBSD 8.0åÇ�=éa{÷÷Ö�/dev/ttyd N #�/dev/ttyu N�FreeBSD 7.X~�aRY�©l
{+¾¥{÷÷Ö��Æ�{ø��

241



❀❀109❀K\

❀Y\IRÃc~uK\�/Â*©GÇ��Ç/,�dK\Ç1ùéK\å&~!�Z�A�

10.4.1,,,HHHììì

❀¦�LPDÿ®�dNFÇ�Ö\èÇ6¯;�ÇZK\{ÙÆ0ÁÇbL\I"""���Ó*¤4�,,,HHHììì�
,Hì4�«¦K\å/µ?%ÿ®÷÷�vZ�O��{Ç��ó;\K\å÷�Y�°Ç·¢�ãê

�Ç�©ý,Hì−�Ça�,1~óLõjK\åÞ{ô;\{,Hì(�ã©ý,Hì)�

❀l
Ç�ê�qÂ*Ý¦ÇK\�AÇ7a�O{K\åÇ��Ç3��Ò¸,Hì4�øÓ*{�ó

ÊýÞ,Hì�	ÿ®YJ0Á�b >å4Lõj��333����
Ø,Hì�P>å4iõ,Hì/

�Ñ.²�ê;h��{��ÇÇ¢/��4iPU{�

❀FreeBSD�
Øê�Ç,HìÇ/usr/libexec/lpr/lpf Ç,1tLõj,1K\�©ý{K\åÓ

*�(Çÿ®©G°{RÂZ!ÂÇ?%�q�AÇbYäýÒ4ÇÄ��){ê�)Y°¤��Ç,Hì
Z,Hì�GóFreeBSD Ports Collection°�

❀Y4óY�°3RIt{��Õ

• ó,Hì4�[Ó*{B�¥R�ëóK\,Ç¥,Hì{*~��*æ�ê�óLPD &~,Hì�Ç
ó�ô���	{/<Ç"aÝÖY�B��ê�YJ�#�êÐÏ3ó�K\å�ã,Hì�ÍO�

\�,�Ì±t{È«¯��

• LPD "½�[K\åóå�çÕ�þ�K\�©ý���é�X��zK\�©ý{PostScriptK\
å(1ùÙÆä�K\ªÓ{K\å)
ÓYÌQu¯��óóPostScriptK\åÞ&~�©ý�ÖY�¥
RÌ�ë�[�ûYÇ¯�{0���*3&~PostScriptK\åÇÒaÝÖY����

• PostScripté��õÇ�u�Ñ4�Ç:�I¡h{QñÂ*��J|���zUPostScriptSh�bXs
{4ÇPostScriptK\å:��"�Ü�PostScriptó:PostScriptK\åÞY�R·ª3�ø��Z��
K\å{©ý,HìÇ&z�Ñ:::PostScriptK\åzI?K\PostScriptjâ��*3��PostScriptK
\åÇ��3a�ÝÖYÇB��

• Ý¦,HìY�Ycê�Ç�Ä²�½Â*©GÇ��C4Ý\ÇjâÇÝ¦Ä3K\å,1®�{Â

*{0��óÝÖêY���Ç3Òa�,1{�K\åÇt~�,1~lpr -t uK\troffjâ�
~lpr -d uK\TEX DVI jâÇÝ~lpr -v uK\��C4jâ�Ó*ê�OF3ÝÖY��

• Qñ,HìY�YcêYÇX4²�&~{LPD:{Õ�ÈQñ,Hì�ø:3�K\��(D��Y
�)Ç3Ý�,1q\!,Y��

• lpf:�Ç©ý,HìÃcêlpf Ç�ÇFreeBSD�Q{#hqr
�;\{©ý,HìÇ,1&~óq*
K\å(Z�JZhq*K\åÕ�{í�K\å)Þ��*3���ÇO¤{0�utK\å:�K\�
©ý{Ó*ÞÇÝV3��Ñ±tRÂ	nÒ�Ë{K\åÇ3a��Dlpf �

ÕÕÕ???: 3,1ó/usr/share/examples/printing ø9¥It�ÁR
t{�Jlý{�ý�

10.4.1.1,,,HHHììì444���øøøÓÓÓ***{{{

❀�Á�,Ç,Hì4�ÇúLPDéÄÇ~uÿ®¦K\å/µ,Ç¥÷÷�v{\I{,�qÇ��

❀hLPD.�K\�Ç�Ö¥{©GÇÇéÄ�Ç,HìÇ��Ç²�K\{©G÷�Ä,Hì{)ïQ
�Ç)ïQñ÷�ÄK\åÇ?%²FØfå½5tFØ��©G(ólf )#°�½Çå�

ó/etc/printcap ÇÝV/dev/console ©G°)�
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❀,HìúLPDéÄÇ?%,Hì{kj�v�/etc/printcap ©G¥Äïñ{Z~���Ö~lpr(1)×

Ä�½{�¾�Ç�*~�Q�lpr -t ÇLPD ÌéÄtroff,HìÇýóø)K\å{tf )ü°Äïñ{,

Hì��*~�.�K\�©ýÇÇRÌéÄif ,Hì(Y4/�{<YÕkDQñ,Hìuztû�)�

❀ó/etc/printcap ©G¥Ç3,1�½®«,HìÕ

• The ©©©ýýý,,,HHHìììÇóLPD ©l¥�w)QQQ���,,,HHHìììÇÿ®��{©ýK\�,1²Ç.6Äå�,H
ì�LPD "½�ÑK\åå�<Y�Ñ,1K\�©ýÇ
©ý,Hì{�ÖÒ4u´½RÂ�!ÂÇ
ÝVÙÆóì«K\åÞ�4FØ{�O	n��*3Äó{¢¸éK\å{&~<Y�q�AÇ��

©ý,Hì���éK\{�j�q:�Ç/�4ÊâK\{qjZK\åó��Þ�K\{qj�q

�®zñ�©ý,Hì{éÄ×
�Õ

filter-name [-c] -w width -l length -i indent -n login -h host acct-file

Y°

-c

h�Ö~lpr -l YÇ×

b�ñ�

width

Y°R3ó/etc/printcap ©G¥�½{pw (�P))ü{�Çå��132�

length

Y°R3{pl (��))ü{�Çå��66

indent

Y°4u�lpr -i ×
{�À�ÞÇå��0

login

Y°4tóK\©G{~�Ö

host

Y°4
bK\�Ö{ÌåÖ

acct-file

Y°4u�af #Þ¥�½{~��A{©GÖ�

•

ÝÝÝ¦¦¦,,,HHHììì{Õ�4ÇR�½Â*{©GÝ¦ÄK\å�ê#/?K\{Â*�¾�ÇditroffÂ*{\
ÇjâÒ4Ã��zK\{Çb3,1�ã�ÇÝ¦,HìuRditroff©GÝ¦Ä�«K\å,1#/Z
K\{o*�>kDÝ¦,HìY��uê�Íõû���*3��éK\�q�AÇ��Ý¦,Hì

���qÄ�AÓ*�Ý¦,Dì{éÄ×
�Õ

filter-name -x pixel-width -y pixel-height -n login -h host acct-file

YÙ¥pixel-width{�u�px )ü(å��0)Ç
pixel-height{�u�py )ü(å��0)�
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• QQQñññ,,,HHHììì�ó��©ý,Hì�ÇÝVç>�úK
�&~�Ò·¢{²è
ÓÇQñ,Hì4iè

~t{.óQñ,HìY�¥Ì�ëÇ¢�éÄQñ,Hì{×
q��ÜÇkjÕ

filter-name -w width -l length

Ç¢{*~¦©ý,Hì{-w Z-l kj4�ø{�

❀,Hì�a�óRRRñññ�Éñ�Á{�«RñçÕ:

exit 0

,Hì.²ÄÕ{K\ê©G.

exit 1

,HìK\�½êÇbæ�LPD AøòK\�'��*,Hì(ÃêYÇçÕÇLPD R­céÄ,H
ì�

exit 2

,HìK\�½?%Xæ�LPD ­A�Y«<Y�LPD Ì8ïYÇ©G�

❀©ý,Hì±FreeBSD�å�YÇ©GÖ�/usr/libexec/lpr/lpf ÇÇ¼~�PZ��kjuû½[�

�����
Ç?
Ø K\�A{0��Ç&~~9Ö�ÌåÖÇZ�A©Gkju	Ä�A�9�

❀�*3.éo,HìÇ�Õ?Ç4d4¦LPD/���*/�{�Ç�Ç¢��|Ñ�Á
t{�Jk
j��*3K®�UÊ/{,HìÇ�Ç�3ø��&�|Ñ�Á�JkjZRñçÕh�

10.4.1.2óóóPostScript® KKK\\\åååÞÞÞKKK\\\���©©©ýýý���ÖÖÖ

❀�*343{�®åZPostScript (ÝÙÆªÓ{)K\å{��~�Ç
%3XK®���©ýtK\
åÇ?O$XK®,a~Ç�Ç��zR�©ý�tK\å{�ÇÒq\X��ò�eY�{��ê�

❀b4Ç�*K\å3���zBPostScriptZ�©ý{�ÖÇÒ��éK\å�q÷�ê��qÄY1Ó
*Ç·¢���Ç©ý,Hìu5�tH{�Ö4�©ý{¤4PostScriptÂ*{�Ä�PostScript{�Ö�
�1%! (ÙÆK\åªÓ>kDK\å{©l)
>��*�Ö{>ÜÇ	n4YÜÇÇÒS,Y
4PostScriptÂ*{Ç?%,1�zQ,�Ö��{\I��*�Ö
>{ÜÇ	nX4YÜÇÇ��,H
ìR²©ýÝ¦ÄPostScript?K\�*�

❀·¢�øV)Ú

❀�*���Ñ�=K\åÇ�ÇPÍ�Ò4�ãlprps �lprps 4�Ç,1¦K\å�qv5/

fPostScriptK\å,Hì�Ç~K\å�u{-ûfåuÍcK\å{çÕ©GÇÄ1~�Z�®Ê,1
ïh{�tK\åÿó��ø{çÕ(��bäÝV��)�bÍ­�{4ÇÇÝ9ê�Çw)psif {Ç

�ÇÇ,15�zBt{©G4d4�©ý{Ç?%R&~textps ×
(�4�lprps 
Ø{Ç�)Ý¦©
ýtPostScript�l�ÇÌ~lprps R�Ö��tK\å�

❀lprps ,1óFreeBSD Ports Collection (-DThe Ports Collection)¥It��,1Êâ�Á{Ú@ 
�
ãprint/lprps-a4 Zprint/lprps-letter �ó�ãêlprps ��Ç���½psif YÇÇ�{4»ÇY

�4Ý9ólprps ¥{�ÇÇ���*3.²~ports�ãPêlprps ÇR�Á{����

t/etc/printcap ©G¥PostScriptK\å{�9\I¥Õ

:if= /usr/local/libexec/psif :

❀3�¤���½rw )üu·ªLPD &~Ö-UÜ*K
K\å�
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❀�*3��Ñ?={PostScriptK\å(O$X�¦K\å�qlprps ��{v5/f)Ç,1&~�ÁY
ãshelllýußh©ý,Hì:

#!/bin/sh
#
# psif - Print PostScript or plain text on a PostScript printe r
# Script version; NOT the version that comes with lprps
# Installed in /usr/local/libexec/psif
#

IFS="" read -r first_line
first_two_chars=‘expr "$first_line" : ’\(..\)’‘

if [ "$first_two_chars" = "%!" ]; then
#
# PostScript job Ç print it.
#
echo "$first_line" && cat && printf "\004" && exit 0
exit 2

else
#
# Plain text Ç convert it Ç then print it.
#
( echo "$first_line"; cat ) | /usr/local/bin/textps && prin tf "\004" && exit 0
exit 2

fi

❀óÞÁ{lý¥Çtextps ×
4�ÇÕÁ�ã{Ç�~uR�©ýÝ¦ÄPostScript�3,1&~�[3
õ¡{©ýtPostScriptÝ¦Ç��FreeBSD Ports Collection (-DPorts Collection)¥Ý9ê�ÇÕ�:�q
r{©ýtPostScript{Ý¦Ç�ÇÇw)a2ps�

10.4.1.3ÜÜÜ���PostScript óóó:::PostScript KKK\\\åååÞÞÞ

❀PostScript4°�Þ\ÇZK\///"""ÞÞÞ{{{)ï�
PostScript�4�Ç���"""{)ï�sPÇAladdin
�
ê�ÇZPostScript¡�{w)Ghostscript{Ç�,1~óFreeBSDÞ�Ghostscript,1ÖRLõ
jPostScript{©G?ÿ®Ù¥{�ÁbÉõ«÷÷ÇÝi�õ¬]{:PostScriptK\å�/,�
ãGhostscript?&~�Ç�O{©ý,HìÇ�,1&�Ñ:PostScriptK\å~åuÒ4]{PostScript
K\å�ø�

❀GhostscriptúB9óFreeBSD Ports Collection¥Ç��õ,~{ÇýÇ�v�~{Çý
4print/ghostscript-gpl �

❀�Ü�PostScriptÇ©ý,Hì�5�4d�K\�ÇPostScript©G��*X4Ç��,HìR�zR©
G��tK\åÖd�ÇÇÌ~Ghostscript�R©GÝ¦ÄK\å,1®�{Â*�

❀Y°��Ç¾�:�Á{lý4�ÇbéHewlett Packard DeskJet 500K\å{©ý,Hì�é�ÙÆK\
åÇ�¦gs (Ghostscript)×
¥{-sDEVICE kjÒ,1ê�(Q�gs -h uÜzh��ã{GhostscriptÄ
|Ñ{÷÷ï,�)

#!/bin/sh
#
# ifhp - Print Ghostscript-simulated PostScript on a DeskJe t 500
# Installed in /usr/local/libexec/ifhp
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#
# Treat LF as CR+LF (to avoid the "staircase effect" on HP/PCL
# printers):
#
printf "\033&k2G" || exit 2

#
# Read first two characters of the file
#
IFS="" read -r first_line
first_two_chars=‘expr "$first_line" : ’\(..\)’‘

if [ "$first_two_chars" = "%!" ]; then
#
# It is PostScript; use Ghostscript to scan-convert and prin t it.
#
/usr/local/bin/gs -dSAFER -dNOPAUSE -q -sDEVICE=djet500 \

-sOutputFile=- - && exit 0
else

#
# Plain text or HP/PCL Ç so just print it directly; print a form feed
# at the end to eject the last page.
#
echo "$first_line" && cat && printf "\033&l0H" &&

exit 0
fi

exit 2

❀!�Ç��·�LPDÄ&~{,HìÇ/,if )üqÄ:

:if= /usr/local/libexec/ifhp :

❀3,1Q�lpr plain.textZlpr whatever.psÇÇ¢Ña�,1ÄÕK\�

10.4.1.4ÝÝÝ¦¦¦,,,HHHììì

❀óqÄêK\å;\÷�Y�¥ÄÃc{����Ç>�G/9YÒ4��õ�{Â*{©G�ãÝ¦

,Hìê(øê�ASCII©ý)�

10.4.1.4.1����ãÝ¦,Hì?

❀Ý¦,Hì&K\¯õÂ*{©G#zi�4���Ç"÷·¢LÞ&~TEX \Çø:Ç?%��
ÑPostScriptK\å��',TEX 	Ä�ÇDVI ©GÇ·¢ÑX��zK\Ç�t·¢RDVI ©GÝ¦
ÄPostScript�Ý¦{×
a�4�Á{ø�:

% dvips seaweed-analysis.dvi

% lpr seaweed-analysis.ps

❀/,�ãDVI ©G{Ý¦,HìÇ·¢,1!,�'CÄÝ¦Y�ZÇ
tLPD uqÄYÇZ½��
óÇ�'�K\DVI ©GÇ·¢����ZÒ,1K\ÇÕ
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% lpr -d seaweed-analysis.dvi

❀·¢�LPDÝ¦DVI ©G4/,�½-d  1qÄ{�Â*ZÝ¦ 1Y��ïñêÄ�{Ý¦ 1�

❀é��«.�K\å|Ñ{Ý¦ÇD���ãÝÝÝ¦¦¦,,,HHHìììl�ó/etc/printcap ¥�½Ç{4»�ó;

\K\÷�¥ÇÝ¦,Hì¡��©ý,Hì(-D�ã©ý,Hì)X3{4ÇX4~uK\�©ýÇ

4R�Ç©GÝ¦ÄK\å�ê®�{Â*�

10.4.1.4.2·a��ãýÇÝ¦,HìÚ

❀3a��ã3æ�&~{Ý¦,Hì��*�K\iõDVI jâÇÒ��DVI Ý¦,HìÖ�*�LÞ
{troffjâÇÒa��ãtroff,Hì�

❀�Á{,Â��ê,1¦LPD{\Ó*{,HìÇ1ùÇ¢ó/etc/printcap ©G¥{#ÞÖÇ¤��

[ólpr ×
¥®~Ç¢Õ

©©©GGG¡¡¡nnn óóó/etc/printcap©©©GGG¥¥¥{{{###ÞÞÞ

ÖÖÖ

óóólpr×××


¥¥¥®®®~~~&&&~~~{{{kkkjjj

cifplot cf -c

DVI df -d

plot gf -g

ditroff nf -n

FORTRAN text rf -f

troff tf -f

raster vf -v

plain text if none,-p , or -l

❀ó¾�¥Çlpr -dÒ4�K\å��ó/etc/printcap ©G¥df #ÞÄ�{,Hì�

❀X�/|���Ç4FORTRAN{©ýZplotYJÂ*.²äýX~ê�Ä1ó3{åìÞÇÒ,1�ã
ÙÆ{,Hìu�¦YJkjÆ�{?B�¾�Ç"÷.���zK\Printerleaf©G(�Interleaf desktop
publishingÇ�	Ä)Ç
%XK®K\plot©GÇÒ,1�ã�ÇPrinterleafÝ¦,Hì?%~gf #Þ�½

Ç�l�Ò,1·ª3{~�&~lpr -g Ò,1�K\Printerleaf©G��

10.4.1.4.3�ãÝ¦,Hì

❀1��ã{Ý¦,HìX4FreeBSDäýø:{�\IÇÄ1Ç¢,�4ó/usr/local ø9��/�ø

9/usr/local/libexec 4â?Ç¢{�0ÇO�Ç¢/�4/,LPD äq{ÖÊ/~�a�?X���
zäqÇ¢�

❀�é~�ÇÝ¦,HìÇ���ó/etc/printcap ©G¥�ø)K\å¥\7{#Þ�Þ,HìÄó{

4»�

❀óz�u{¾�h¥Ç·¢R��Ñw)bamboo{K\å���ÇÝ¦,Hì��Á4YÇ¾�

{/etc/printcap ©GÇÙ¥&~c#Þdf u�K\åbamboo÷�Ý¦,HìÕ

#
# /etc/printcap for host rose - added df filter for bamboo
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

247



❀❀109❀K\

:sh:sd= /var/spool/lpd/rattan :\
:lp= /dev/lpt0 :\
:if= /usr/local/libexec/if-simple :

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd= /var/spool/lpd/bamboo :\
:lp= /dev/ttyu5 :ms#-parenb cs8 clocal crtscts:rw:\
:if= /usr/local/libexec/psif :\
:df= /usr/local/libexec/psdf :

❀Y°{DVI ,Hì4�ãshelllýÇÖ	w)/usr/local/libexec/psdf ��Á4Ç{ShÕ

#!/bin/sh
#
# psdf - DVI to PostScript printer filter
# Installed in /usr/local/libexec/psdf
#
# Invoked by lpd when user runs lpr -d
#
exec /usr/local/bin/dvips -f | /usr/local/libexec/lprps "$@"

❀Yãlý1,HìÜ*äqdvips (kj-f )?,)ïQ�ÖR�K\{�Ö�l�äqPostScript©ý,
Hìlprps (-DóPostScriptK\åÞK\�©ý�ÖY��)Ç?%QøLPD�Élý{\\k
j�lprps ÓäR¼~YJkju�K\�q�A�

10.4.1.4.4ÍõÝ¦,Hìa~"¾

❀O��ãÝ¦,Hì{Z½?X4û½{ÇÄ1Y��ëê�J,q{¾��ó1�{�ã{�,Ç¥

,11YJ¾��k�����*\7{�Ç,1q\LÂ,V�

❀Yã¾�¥{lý4�ÇHewlett Packard LaserJet III-SiK\å{��Â*jâ("�Þ�Ò4GIF©G)Õ

#!/bin/sh
#
# hpvf - Convert GIF files into HP/PCL, then print
# Installed in /usr/local/libexec/hpvf

PATH=/usr/X11R6/bin:$PATH; export PATH
giftopnm | ppmtopgm | pgmtopbm | pbmtolj -resolution 300 \

&& exit 0 \
|| exit 2

❀Ç{Ó*Æ®Ò4RGIF©GÝ¦Äportable anymapÇòÝ¦Äportable graymapÇl�òÝ¦Äportable
bitmapÇ!�òÝ¦ÄLaserJet/PCL-/�{jâ�

❀�Á4�K\å{�ÞÞc,Hì{/etc/printcap ©GÕ

#
# /etc/printcap for host orchid
#
teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\

:lp= /dev/lpt0 :sh:sd= /var/spool/lpd/teak :mx#0:\
:if= /usr/local/libexec/hpif :\
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:vf= /usr/local/libexec/hpvf :

❀�Á{lý4�ÇóÖwbamboo{YÑPostScriptK\åÞK\~groff\Ç�G	Ä{troffjâ{K\
,HìÕ

#!/bin/sh
#
# pstf - Convert groff’s troff data into PS, then print.
# Installed in /usr/local/libexec/pstf
#
exec grops | /usr/local/libexec/lprps "$@"

❀ÞÁYãlý¤4~lprps u¦K\å�q/µ��*K\å4zó?=Þ{Ç��Òa�&~�Á{Y

ãlýÕ

#!/bin/sh
#
# pstf - Convert groff’s troff data into PS, then print.
# Installed in /usr/local/libexec/pstf
#
exec grops

❀Y°4·¢�é~,Hì��ó/etc/printcap °��{��Õ

:tf= /usr/local/libexec/pstf :

❀�Á{¾���Ìt�õFORTRAN�C�c�Ç4�ÇFORTRAN-©ý{,HìÇ�ó�?�Ñ,1
K\�©ý{K\åÞ&~�·¢R�K\åteak �ãYÇ,HìÕ

#!/bin/sh
#
# hprf - FORTRAN text filter for LaserJet 3si:
# Installed in /usr/local/libexec/hprf
#

printf "\033&k2G" && fpr && printf "\033&l0H" &&
exit 0

exit 2

❀l�·¢�ó/etc/printcap ¥�K\å�êteak é~YÇ,Hì���Á{��Õ

:rf= /usr/local/libexec/hprf :

❀!�ÇòÉñ�Ç�J�ì{¾��·¢RÉ1��ë,{teak YÑí�K\å���ÇDVI ,Hì�
D�Ç!�4{\IÕÍc/etc/printcap ��DVI ,Hì{4»Õ

:df= /usr/local/libexec/hpdf :

❀�óÇ�h
{\IêÕ�U,Hì��ê"�,HìÇ·¢���ÇDVI-t-LaserJet/PCLÝ¦Ç
��FreeBSD Ports Collection (-DPorts CollectionY��)¥��ÇÕprint/dvi2xx ��ãYÇportÒÌz
t·¢��{Ç�Çdvilj2p ÇÇ,1RDVI jâÝ¦ÄLaserJet IIpÇLaserJet IIIÇZLaserJet 2000/�{
jâ�
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❀dvilj2p Óä&z,Hìhpdf #z�I�ìÇO�dvilj2p X�ÖR)ïQ��Ç��,©G¥ÖRj

â�Íü³{4ÇYÇ©G{Ö	��1.dvi ���Ä1&~/dev/fd/0 *�)ïQ�4�¯�{�·¢

,1/,Ëz(nRËz)u�ûYÇ¯��Ëz�Çø�{©GÖ(�Ç1.dvi ��{©GÖ)
t/dev/fd/0 Ç,
��dvilj2p ,)ïQ�ÖR�

❀�óhÁ
u{4�i�Ç¯�Ç·¢X�&~/tmp ?8ø�Ëz�nRËz4ú~�Z�bin p�

{�
,Hì�41daemon~�äq{�?%/tmp ø9÷�êsticky �Ä1,Hì��OÁnRËzÇ
bÇX�ó~q��8ø«YJËz�O�Ç¢a�X3{~��

❀Ä1,HìRóh�Ó*ø9�OÁnRËzÇý�ÑK\èïø9(~#Þsd ó/etc/printcap ¥�

½)�Y4�Ç:�P{t,HìqÄÇÓ*{�0Ç�/¤4O�(��)YÇø9�å/tmp u�Íõ{,

~�c8-�

❀!�ÇÉñ,Hì{ShÕ

#!/bin/sh
#
# hpdf - Print DVI data on HP/PCL printer
# Installed in /usr/local/libexec/hpdf

PATH=/usr/local/bin:$PATH; export PATH

#
# Define a function to clean up our temporary files. These exi st
# in the current directory, which will be the spooling direct ory
# for the printer.
#
cleanup() {

rm -f hpdf$$.dvi
}

#
# Define a function to handle fatal errors: print the given me ssage
# and exit 2. Exiting with 2 tells LPD to do not try to reprint th e
# job.
#
fatal() {

echo "$@" 1>&2
cleanup
exit 2

}

#
# If user removes the job, LPD will send SIGINT, so trap SIGINT
# (and a few other signals) to clean up after ourselves.
#
trap cleanup 1 2 15

#
# Make sure we are not colliding with any existing files.
#
cleanup

#
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# Link the DVI input file to standard input (the file to print) .
#
ln -s /dev/fd/0 hpdf$$.dvi || fatal "Cannot symlink /dev/fd /0"

#
# Make LF = CR+LF
#
printf "\033&k2G" || fatal "Cannot initialize printer"

#
# Convert and print. Return value from dvilj2p does not seem t o be
# reliable, so we ignore it.
#
dvilj2p -M1 -q -e- dfhp$$.dvi

#
# Clean up and exit
#
cleanup
exit 0

10.4.1.4.5�ÄÝ¦Õ�«�SÝ¦,Hì{0�

❀1ÞYJÝ¦,HìäýÞOÄê3{K\¢¸Çb��X�Ò4���~�u�½(ólpr(1)×
q¥)
�&~ý�Ç,Hì��*3{~�X4é�®åióqÇ�� ~,HìR4�Gf&{/<�Íü{

4Çh,Hì÷½{Xth�Ç,Hìú~óêXÇéa¡n{©GÞÇK\å��Ì~ñÞº<��

❀���ãÝ¦,HìÍP{0�ÇÒ4t©ý,Hì(O�Ç4å�{,Hì)u5��K\©G{¡nÇ
l��Ääqth{Ý¦,Hì�4file Yø{Óä,1É·¢�½{ÐÏ�hlÇ�KI
���JJJ©G{

¡n¤4�h
{−b4ÇhlÇ3,1��Ç¢
ØÝ¦,Hì�

❀FreeBSD{Ports�G
Øê�Ç,1�Ä�qÝ¦{©ý,HìÇÖ	w)apsfilter

(print/apsfilter )�Ç,15��©ý�PostScript�DVI 1ù���[Â*{©GÇ?ó�q#a{Ý
¦��qÄK\Ó*�

10.4.1.5QQQñññ,,,HHHììì

❀LPD�ÑK\ø:¤|Ñ�«·¢¤��ÿX,{,HìÕQñ,Hì�Qñ,Hì�4~uK\�©
ý{Ç¡��©ý,HìÇb;�ê�õ�0��*3tó&~Qñ,Hì
X4©ý,HìÇ��Õ

• LPD �rÇ�ÖéÄ�ÇQñ,HìÇ
X4��Ö¥{�Ç©GÑéÄ�'�

• LPD XÌ
Ø�Ö¥©G
)Z�e{fåÉQñ,Hì�

• LPD XÌ
Ø~�ÖÝVÌåÖÉ,HìÇÄ1Ç4Ã�)K\�A{�/"ÞÇ��ÜÇkjÕ

,Hì-Ö	 -wPÝ -l�Ý

PÝu��pw#ÞÇ
lengthu��pl #ÞÇYJ�Ñ4"�¯�¥ÉK\å÷�{�

251



❀❀109❀K\

❀X�tQñ,Hì{;�ÄYØ��*.�Qñ,HìqÄt�Ö¥{�Ç©GÑ­c
)��K\

4XXX,,,���{�>&~©ý,Hì(�wQ�,Hì)Ö-D�ã©ý,Hì�$iÇ"�ÞÇQñ,HìÍÍÍ
���ìììÇÇ�5��ÉÇ{	��¥4d��O{)�	nÇ?%É����fRuS�LPD {�

❀,4Ç�*K®�ç>�ÝV����;�	nÝVÙÆ{ð)�	n�uqÄK\ç>�Ç��Qñ

,Hì�4������{{{�(b4Ç�4ÃÃÃ~~~{{{�*K®éK\{~��DÇO�LPD XÌÉQñ,Hì�[~
�ÝVÌå{få�)

❀ó�Ñ\Ç{K\åÞÇLPD3�ã�Qñ,Hì�©ý,HìZÙÆ{,Hì�óìJ<Y�ÇLPD
R�ÌéÄQñ,HìuK\ç>�(-Dç>�)�l�LPDÌ�FQñ,Hì������***���äääqqqÇÇ��É
,HìÜÇ	�ÕASCII 031Ëø�ÇASCII 001�hQñ,Hì�DYÜÇ	�(031, 001)ÇÇa�/,�
�SIGSTOPfRu*���{äq�hLPD .²äqPêÙÆ{,HìÇÇÌ/,ÉQñ,Hì�
�SIGCONTfRutQñ,Hì­cäq�

❀�*���ÇQñ,Hì
������©ý,HìÇ?%LPD tóÿ®�Ç�©ý�ÖÇLPD Ì&~Qñ,H
ìuqÄYÇ�Ö�41�äq�øÇQñ,HìÌ�~�K\�Ö¥{©GÇ
XÌ����ÝÙÆ�

�{×
ÇbY��?XXX4443.�{�*�óLõj<Y�Ç3¤4���Ç©ý,Hì�

❀lpf YÇ·¢�Á�ë,{©ý,HìÇ�Ç�,1~u)Qñ,Hì��*��&~O¤%×O{Qñ

,HìÇb�X.U	�5�ZfR��ShÇ��AAlpf �lpf �,1Ý9ó�Çshelllý¥uÿ®�
[K\å,���{ð)�Sh�

10.4.1.6 lpfÕÕÕ���ÇÇÇ©©©ýýý,,,HHHììì

❀/usr/libexec/lpr/lpf YÇÇ�Ý9óFreeBSD{���Ç�¥ÇÇ4�Ç©ý,Hì(Q�,Hì)�
Ç,1À\Qñ(~lpr -i ×

b{�Ö)Ç,1K\;�	n¢�ä�~lpr -l 
b{�Ö)Ç,1®r
�Ö¥RÂZ�,nK\{ �Ç¤,1éK\�q�A�Ç3ø,14Qñ,Hì�øÓ*�

❀lpf 7~�iõK\¢¸�¦�Çýü��5K\å��ð)�Sh{Õ�ÇbU�ÇshelllýuqÄ
Ä�{ð)�?�qlpf 4i�4{�

❀�êtlpf ,1th{�qK\�AÇ����/etc/printcap ¥{pwZpl #ÞÑ��th{��Ç~

YJ�u�½���K\õè©ýÇ?�®ñ�Ö�õè��.ztÍõ��K\�A{fåÇ>k

DéK\å&~�q�A�

10.4.2ççç>>>���

❀�*3�iiiõõõ~�ÇÆ¢tó&~È*Èø{K\åÇ��3Ý���D��²ççç>>>���h*Ã,�½�

ïáê�

❀ç>�Ç�wbannerÝVburst ���Ç,1~u%/K\ñ{©G4xK\{�Ç¢/�~LR{/�	ñ
K\ñuÇ�,�~ã;"�w�±ÇÄ1ó�æK\ñ{©G¥ÇBñ{�+êYÇ©Ga�ýÇ~�

{ýÇ�Ö�Y,1t~�O¤{ItÆ¢{�Ö�
ç>��ÇÒ�{b�Ò4Çó�Ç�Ö¥Ñ��

�<ÝV�<�*�ç>�\ñuÇ,4Ç¢{�~{�0��¾�I¨{*~Ç!�Ç¢Ìú8�ÃB

5ÝV��mãæ�(Õ?ç>��4�Ç�Ö�ÇÇ
X4�Ö¥{�Ç©GÑ��ÇÇÄ1,�é�<
¤X®i�D�)

❀LPDø:,1�Ä�3{K\
Øç>�Ç���***3{K\å,1�zK\�©ý��*3{K\å4�
ÑPostScriptK\åÇ3R���Çi\{Ç�u	Äç>�Ö-DóPostScriptK\åÞK\ç>��
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10.4.2.1KKK


ççç>>>���

❀ó;\K\÷�Y�Ç·¢/,ó/etc/printcap ©G¥�½sh (�¢�ç>��)u²ç>�Õ��«
ê��­c�K\å
éç>�Õ�Ç���Íø«sh�

❀&åui�4ÇX4�Ú

❀4{�3,,,���XzXtQñ,HìuÉK\å��ð)�	n���Á4�Ç~óHewlett Packard
PCL-/�K\åÞ{Qñ,Hì{¾�Õ

#!/bin/sh
#
# hpof - Output filter for Hewlett Packard PCL-compatible pr inters
# Installed in /usr/local/libexec/hpof

printf "\033&k2G" || exit 2
exec /usr/libexec/lpr/lpf

❀~of #Þ�½Qñ,Hì{4»�kDQñ,HìY��uztÍõfå�

❀�Á4�Ç�·¢1��ë{w)teak {K\å{�{/etc/printcap ©GÖó{�h¥·¢
éêç

>�?%��êÞc{K\,HìÕ

#
# /etc/printcap for host orchid
#
teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\

:lp= /dev/lpt0 :sd= /var/spool/lpd/teak :mx#0:\
:if= /usr/local/libexec/hpif :\
:vf= /usr/local/libexec/hpvf :\
:of= /usr/local/libexec/hpof :

❀�óÇh~�ò��ÖÉK\åteak {��Ç�Ç�ÖÑÌ��Çç>���*~�.���-u¯I

Æ¢��K\{©GÇ��Æ¢,1/,lpr -h ×
u
b�ÖÖk�ç>� 1Y��uztÍõ�

�lpr(1){ 1�

ÕÕÕ???: LPD óç>����ñ�Ç¦�	n��*3{K\å&~�ÇX3{	nÝV	n�h*R��
Ç
ó/etc/printcap ¥~ff #Þ�½ý,�

10.4.2.2;;;���ççç>>>���

❀/,é~ç>�ÇLPDR	Äñ�Ç���ççç>>>Ç�r�{L	ñÇ)ø~�ÇÌåZ�ÖÖ��Á4�Ç
¾�(kelly ,Ìårose K\ê�Çw)�outline�{�Ö)Õ

k ll ll
k l l
k l l
k k eeee l l y y
k k e e l l y y
k k eeeeee l l y y
kk k e l l y y
k k e e l l y yy
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k k eeee lll lll yyy y
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yyyy
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t l
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o o u uu t t l i n n e e
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Job: outline
Date: Sun Sep 17 11:04:58 1995

❀LPDÌ���Ç¦�nóYã©ý��ÇÄ1�ÖÌóc{��Þ
)(ø:÷�êsf (¢�¦�)
ó/etc/printcap ©G°ø)K\å{�9¥)�

❀�*3õ¡ÇLPD,1	Ä�Çáááççç>>>Ö�½sb (ábanner)ó©G/etc/printcap ¥�ç>�ÒÌ�å

u4�ÁYøÕ

rose:kelly Job: outline Date: Sun Sep 17 11:07:51 1995

❀3ø4å�{ÇLPD�4�K\ç>�Çl�b4�Ö��.',uÇó/etc/printcap ¥�½hl (!
�ç>)�
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10.4.2.3���QQQççç>>>���{{{���ÖÖÖ���AAA

❀&~LPD��{ç>�Ìó�qK\�A{���	�«�O<YÕç>�2½4½½½DDD{�

❀���Ú

❀O�Qñ,Hì4��{�ÇóK\ç>����q�A{i\Ç�Çbe��
ØÉÇ�[~~~���ÝÝÝVVV

ÌÌÌååå{fåÝV�A©GÇÄ1ÇÃ��wxa��K\å{&~�D��*��4������j�É

©ý,HìÝVÙÆ,Hì(Ç¢�~�ZÌå{få)4Xê{ÇO�~�,1~lpr -h ×
!,ç>

��Æ¤4�����?��K\{ç>����äýÞÇlpr -h 4Ò�~�{D Çb�X���t/

|&~Ç�

❀t�Ç,Hì	Ä��{ç>�(O$,1�Ç¢�D)4���lllXXXêêê{{{��*~�.�~lpr -h ×
¢�

ç>�ÇÇ¢R�l\ñç>�?%�Ç¢�D�O�LPD XÌ²-h YÇkj�É�[,Hì�

❀YøÇ3���Í�Ú

❀3,1Õ

• �,LPD {YÇ¯�Ç?%½D
Øç>�K\�

• �ã�Ç�SLPD {�GÇ��LPRng�k��¦)ï{�ÑK\�GuztÍõ��,1�SLPD {
�G{få�

• U�Ç(((ÒÒÒ{{{Qñ,Hì�/�ÇQñ,HìXa�VqÄøêð)�K\åÝV�q�J;\	nÝ

¦1i{�[/<�Ç7\qÄç>�Z�©ý�Ö(h��©ý(Q�),Hì�)�b4Ç�*�©ý,
Hì��©ý�ÖqÖÇ��LPD R��K\ç>�éÄQñ,Hì�
%ÇYÇQñ,Hì,1®�
ç>�°LPD 	Ä{fåÇl�û½ý ~�ZÌåa��ç>��D�Y«0���{¯�4Qñ,
Hì�lX�wa�&~���A©G(af #Þ{��?��ú��,u)Çb4�*3��Ç¯Ä±�
{�A©GÇÒ,1�z²©GÖU�Qñ,Hì��ê;��:ç>{Z½Ç·¢½Bsh (áç>)#
Þó/etc/printcap ©G¥�bYJ¤4Ôf&êÇ
%~��Íõ¡tÆ¢½DK\ç>�{��{

ø:�®Ê�

10.4.2.4óóóPostScript KKK\\\åååÞÞÞKKK\\\ççç>>>���

❀4ÞÁÃc{�øÇLPD,1	Ä�Ç�©ý{ç>�u7aõ«K\å�hlÇPostScriptX��zK
\�©ýÇÄ1LPD ���~−ÝV�Lõ��4Yø�

❀�Ç�
4D{0�uztç>�Ò4t�ÇÝ¦,HìZ©ý,HìÑu	Äç>��YJ,Hìa

�~~�ÖZÌå{kju	Ä�Ç#éa{ç>��Y«0�{b�Ò4~��4K\ñç>�ÇÃX

Æ¢4d~lpr -h ×
u
b{�Ö�

❀t·¢uý�ý�{ÏÄ��YÇ0���Á{lýQ�®Çkj(~�~9ÖÇÌåÖÇZ�ÖÖ)l�
	Ä�Ç;\{PostScriptç>�Õ

#!/bin/sh
#
# make-ps-header - make a PostScript header page on stdout
# Installed in /usr/local/libexec/make-ps-header
#

#
# These are PostScript units (72 to the inch). Modify for A4 or
# whatever size paper you are using:
#
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page_width=612
page_height=792
border=72

#
# Check arguments
#
if [ $# -ne 3 ]; then

echo "Usage: ‘basename $0‘ <user> <host> <job>" 1>&2
exit 1

fi

#
# Save these, mostly for readability in the PostScript, belo w.
#
user=$1
host=$2
job=$3
date=‘date‘

#
# Send the PostScript code to stdout.
#
exec cat <<EOF
%!PS

%
% Make sure we do not interfere with user’s job that will follo w
%
save

%
% Make a thick, unpleasant border around the edge of the paper .
%
$border $border moveto
$page_width $border 2 mul sub 0 rlineto
0 $page_height $border 2 mul sub rlineto
currentscreen 3 -1 roll pop 100 3 1 roll setscreen
$border 2 mul $page_width sub 0 rlineto closepath
0.8 setgray 10 setlinewidth stroke 0 setgray

%
% Display user’s login name, nice and large and prominent
%
/Helvetica-Bold findfont 64 scalefont setfont
$page_width ($user) stringwidth pop sub 2 div $page_height 200 sub moveto
($user) show

%
% Now show the boring particulars
%
/Helvetica findfont 14 scalefont setfont
/y 200 def
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[ (Job:) (Host:) (Date:) ] {
200 y moveto show /y y 18 sub def }
forall

/Helvetica-Bold findfont 14 scalefont setfont
/y 200 def
[ ($job) ($host) ($date) ] {

270 y moveto show /y y 18 sub def
} forall

%
% That is it
%
restore
showpage
EOF

❀�óÇ�ÇÝ¦,HìZ©ý,HìÑ�®~Yãlýu	Äç>�Çl�K\~�{�Ö��Á4·

¢�J��óYÇ©l¥
t{DVI Ý¦,HìÇú����u	Ä�Çç>�Õ

#!/bin/sh
#
# psdf - DVI to PostScript printer filter
# Installed in /usr/local/libexec/psdf
#
# Invoked by lpd when user runs lpr -d
#

orig_args="$@"

fail() {
echo "$@" 1>&2
exit 2

}

while getopts "x:y:n:h:" option; do
case $option in

x|y) ;; # Ignore
n) login=$OPTARG ;;
h) host=$OPTARG ;;

* ) echo "LPD started ‘basename $0‘ wrong." 1>&2
exit 2
;;

esac
done

[ "$login" ] || fail "No login name"
[ "$host" ] || fail "No host name"

( /usr/local/libexec/make-ps-header $login $host "DVI Fi le"
/usr/local/bin/dvips -f ) | eval /usr/local/libexec/lprp s $orig_args
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❀,Hì4�ø�:kjï,uû½~�ÖZÌåÖ{��:{0�é�ÙÆÝ¦,Hìu��4�ø

{�¦�©ý,Hì��Q�{kj�JB{X3Ç(kD,Hì4�øÓ*{)�

❀4·¢1�
t{�øÇÞÁ{{�Ç¦�#h;\Ç�«ê�¢�ç>��{ 1(-h  1)ólpr

¥��*~�.�â�d÷(ÝV4�",Ç�*�éK\ç>�BD{�)ÇÇ¤X�qÄYG/<ÇO�
�Ç,HìÑ���Ç�ÖK\�Çç>��

❀�ã�~�é��Ç�ÖÑ,1��ç>�Ç3��&~ó�ç>��AY�¥�ë{�«��ÕU�

ÇQñ,Hìu�:LPD-	Ä{ç>�?%	Ä�ÇPostScript{Çý��*~�~lpr -h ×

b�

ÖÇ��LPD RXÌ	Äç>�Ç?%Qñ,Hì�XÌ	Äç>��d�ÇQñ,HìR,LPD ÖR©
ýÇl���7h{ç>�{PostScript�hÉK\å�

❀�*3�{4�ÑËó�=Þ{PostScriptK\åÇ3,1&~lprps °{�ÇQñ,HìÇpsof ÇÇ,

1qÄÞc�Ö�bÕ?psof Xéç>��D�

10.4.3���dddKKK\\\

❀FreeBSD|Ñ�dK\Õ���ÖÉÏÇK\å��dK\/��Ü«X3{0*Õ

• 6¯�ÑËzóÏÇÌåÞ{K\å�ó�ÑÌåÞ�ã�Ñ��{�=Ý?=K\å�l�Ç÷

�LPD u/,�d6¯ÙÆÌåÞ{K\å�ä�D�ãóÏÇÌåÞ{K\åY��

• 6¯�Ñ�zËzó�dÞ{K\å�K\å���Ç�dz=(ÝV�S��{�=ÝV?=)�Yø{
K\å,�4�ÁYøÓ*Õ

• ÇÝ�,1®�LPD {NFÇ?%��,1zBÏÇÌå�u{�Ö\�èï�YøÇÇÒ4�ÇÊ
/{ÌåäqøLPD �ø�)ó�ãóÏÇÌåÞ{K\å°�ë{Z½Ç,1÷�PYø{K\
å�

• ÇÝ�|Ñ�djâ��YøÇ²K\å�z�ó�Ñ�dÞ{ÌåÞÇ�YÑÌå�	�\�Ö?

���ÖtK\å�kDQ�djâ�z={K\åY�uztÍõ�ãY¡K\å{OF�

10.4.3.1���ãããóóóÏÏÏÇÇÇÌÌÌåååÞÞÞ{{{KKK\\\ååå

❀LPD�ÑK\ø:�OêéÉÙÆ�äqøLPD (ÝV4¦LPD /�{){Ìå���Ö{Õ��YÇÕ
�&3,1ó�ÑÌåÞ�ãK\åÇ?tÇ,1óÙÆÌåÞ6¯�YÇÕ�3ø7~ó�J��dz

=?%,1®�LPD NF{K\åÞ�

❀�
éY«ÏÇK\{Õ�ÇD�ó�ÑÌåÞ�ãK\åÇÒ4KKK\\\qqqÖÖÖìììÇ,1&~

ó;\K\å÷�Y�¥;\÷�{0��°ÿ{÷�,1k�°ÿK\å÷�Y�¥���{\I��

½��A��K\åÇ��Ç4X4Ä�3
é{LPD {Õ�Ñt�Ó*�$i¤��h�ýýý���ÌÌÌåååã�
&~ÏÏÏÇÇÇÌÌÌåååÞ{LPDqÖ(kD!�ÏÇÌK\�Ö)�

❀�*3tó&~�ÑQ�dz=?¦LPD /�{K\åÇ��·¢��ÁÿX¥{KKK\\\qqqÖÖÖìììÒ4K\
åýüÇ
KKK\\\åååÖÖÖÒ43�K\å{�{Ö	�k�±K\åZ/ÝVK\å-�dz=ØÉ{©l�




+++: �*3t&~ÈÊ{LaserjetÇ�K\åÖtext R�Ä��3qÄLFtCRLF{Ý¦ÇO
�ÒX�
�hpif lýê�
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❀l�Çó�i�Ñ�.�6¯K\å{ÌåÞ{/etc/printcap ©G¥��Ç¢{�9Ç4�ÁYøÕ

1.,1±?ÉYÇ�9åÖ	�;\åDÇ3,1ÉK\qÖì&~#3{Ö	ÝV/Ö�

2.â�lp #Þ�8Ç(:lp=: )�

3.OÁ�Ç�ÑK\èïø9Ç?~sd #Þ�ÒÙ ��LPD R²�Ö
bÉK\qÖì��ÇÌ²Y
J�Öâ?óY°�

4.órm#Þ¥8�K\qÖì{Ö	�

5.órp ¥8�K\qÖìÞK\å{Ö	�

❀Ò4Yø�X��ïñÝ¦,HìÇ�ÁLBÇÝVÙÆ{�JÀÜó/etc/printcap ©G¥�

❀Y��Ç¾��Ìårose �ÜÑK\åÇbambooZrattan �·¢�tÌåorchid {~�,1&~YÜ

ÑK\å��Á4/etc/printcap ©GÇ~óÌåorchid (-D
éç>�)Þ{�©G¥.²�êK\
åteak {�9Ö·¢óÌårose Þ��êÜÑK\åÕ

#
# /etc/printcap for host orchid - added (remote) printers on rose
#

#
# teak is local; it is connected directly to orchid:
#
teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\

:lp= /dev/lpt0 :sd= /var/spool/lpd/teak :mx#0:\
:if= /usr/local/libexec/ifhp :\
:vf= /usr/local/libexec/vfhp :\
:of= /usr/local/libexec/ofhp :

#
# rattan is connected to rose; send jobs for rattan to rose:
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:lp=:rm=rose:rp=rattan:sd= /var/spool/lpd/rattan :

#
# bamboo is connected to rose as well:
#
bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\

:lp=:rm=rose:rp=bamboo:sd= /var/spool/lpd/bamboo :

❀l�Ç·¢���óÌåorchid ÞOÁ�Ç�ÑK\èïø9Õ

# mkdir -p /var/spool/lpd/rattan /var/spool/lpd/bamboo

# chmod 770 /var/spool/lpd/rattan /var/spool/lpd/bamboo

# chown daemon:daemon /var/spool/lpd/rattan /var/spool/lpd/bamboo

❀�óÇÌåorchid Þ{~�,1K\trattan Zbambooê��*Ç��Ç�Ç~�óÌåorchid ÞQ

�êÕ

% lpr -P bamboo -d sushi-review.dvi
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❀LPDø:óÌåorchid ÞÌ��YÇ�Öt�ÑK\èïø9/var/spool/lpd/bamboo ?%��Y4

�ÇDVI �Ö�hÌårose Þ{K\åbamboo{�ÑK\èïø9�8-{�ÇYÜÇLPD ø:RÌ�
QYÇ©GtÌårose Þ�©GR\óÌårose {èï¥�t!ªúK\ñu�ÇRú,DVI Ý¦
ÄPostScript (O�bamboo4�ÑPostScriptK\å)óÌårose �

10.4.3.2QQQ������dddjjjâââ���zzz==={{{KKK\\\ååå

❀/�Çh3�K\åéoê�L��Ç,1ztÜÇÇýÕ�Ç4Ü��ÑK\("�J{Çý)ÇÝV�
Ç���jâÉK\åÒ4ó&~�=ÝV?=�ø("(�J{Çý)�Y�Yc�[&~YÇ"(�J{
Çý��zt"�JÇý{ÍõfåÇkD�Á9��ãóÏÇÌåÞ{K\å�

❀/etc/printcap ©G{Â*t3�½&~ýÇ�=Ý?=Ç?%¤��½(�*3tó&~�=)Ç&~õ
O{E�Ç4d&~�Þ;�Ç��,nÒÔÇÝ¦¦qÇ���b4���«0��½�ÇËzt�Ñ

tó)&TCP/IP{ÝVÙÆ�dz={K\å�

❀���jât�dK\åÇÒ��
��Ç/µÇ�ÇÇ,1ú©ýÝVÝ¦,Hì®~��Á4�J

¾�Õlýnetprint R)ïQ�{Ä�jâ��t�ÇËó�dÞ{K\å�·¢RK\å{Ö	*��

�ÇkjÇà=RËó�Á*���ÇkjÇ�Énetprint �Õ?Ç�|Ñ\5/µ(FreeBSDtK\
å)Öiõ�dK\å|Ñv5/µÇ?%Y43,�¼~t{(ztK\åçÕÇ�qK\�AÇ��{�
��)�

#!/usr/bin/perl
#
# netprint - Text filter for printer attached to network
# Installed in /usr/local/libexec/netprint
#
$#ARGV eq 1 || die "Usage: $0 <printer-hostname> <port-numb er>";

$printer_host = $ARGV[0];
$printer_port = $ARGV[1];

require ’sys/socket.ph’;

($ignore, $ignore, $protocol) = getprotobyname(’tcp’);
($ignore, $ignore, $ignore, $ignore, $address)

= gethostbyname($printer_host);

$sockaddr = pack(’S n a4 x8’, &AF_INET, $printer_port, $add ress);

socket(PRINTER, &PF_INET, &SOCK_STREAM, $protocol)
|| die "Can’t create TCP/IP stream socket: $!";

connect(PRINTER, $sockaddr) || die "Can’t contact $printe r_host: $!";
while (<STDIN>) { print PRINTER; }
exit 0;

❀l�·¢Ò,1óõ«,Hì°&~YÇlýê���·¢��ÑDiablo 750-Nq*K\åÉó�dÞ�
K\åó5100à=ÞzB�K\{jâ�K\å{ÌåÖ4scrivener �Y°4�YÇK\åU{©ý,

HìÕ

#!/bin/sh
#
# diablo-if-net - Text filter for Diablo printer ‘scrivener ’ listening
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# on port 5100. Installed in /usr/local/libexec/diablo-if -net
#
exec /usr/libexec/lpr/lpf "$@" | /usr/local/libexec/net print scrivener 5100

10.4.4!!!���KKK\\\ååå{{{&&&~~~

❀Y�RYc��!�K\å&~{¯��LPD ø:t3,1;�x,16¯K\åÇÃXý�Ý4ÏÇ
{Ç4dÆ¢,1K\åõP�ýÇ�Ö,1�õLÇ1ùK\èï{Ú@��

10.4.4.1!!!���õõõPPP���ýýý

❀LPDø:�ê;�~�óK\õP�ý�{Ó*�~�,1~lpr -#5 (Þ¾)u
bK\�ÖÇ�ÌR
�Ö¥�Ç©GÑK\ÊP�ý�Y4X4�GiÕ{/<��

❀�*3¡úõP�ýÌéK\å�ÄX��{Þ»Z»QÇ3,1¶
«lpr(1){-#  1ÇY,1/,

ó/etc/printcap ©G¥��sc #ÞuqÄ�h~�~-#  1
b�Ö�ÇÆ¢R�tÕ

lpr: multiple copies are not allowed

❀Õ?h��ÑÏÇK\å�q÷��(kD�ãóÏÇÌåÞ{K\åY��)3¤��3�óÏÇÌå
{/etc/printcap ©G¥��sc #ÞÇd�~�¤4,1,ÙÆÌåÞ
b&~õP�ý{�Ö�

❀�Á4�Ç¾��YÇ4/etc/printcap ©GóÌårose Þ�K\årattan :�4�ÇÄ1·¢Rã

�õP�ýÇb4í�K\åbamboo��J�ÇÄ1·¢¢�õP�ýÇ/,��sc #ÞÕ

#
# /etc/printcap for host rose - restrict multiple copies on b amboo
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:sd= /var/spool/lpd/rattan :\
:lp= /dev/lpt0 :\
:if= /usr/local/libexec/if-simple :

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd= /var/spool/lpd/bamboo :sc:\
:lp= /dev/ttyu5 :ms#-parenb cs8 clocal crtscts:rw:\
:if= /usr/local/libexec/psif :\
:df= /usr/local/libexec/psdf :

❀�óÇ·¢¤���åsc #ÞóÌåorchid {/etc/printcap ©G¥(~"·¢�¢�K\åteak õP

K\)Õ

#
# /etc/printcap for host orchid - no multiple copies for loca l
# printer teak or remote printer bamboo
teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\

:lp= /dev/lpt0 :sd= /var/spool/lpd/teak :mx#0:sc:\
:if= /usr/local/libexec/ifhp :\
:vf= /usr/local/libexec/vfhp :\
:of= /usr/local/libexec/ofhp :
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rattan|line|diablo|lp|Diablo 630 Line Printer:\
:lp=:rm=rose:rp=rattan:sd= /var/spool/lpd/rattan :

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:lp=:rm=rose:rp=bamboo:sd= /var/spool/lpd/bamboo :sc:

❀/,&~sc #ÞÇ·¢��êlpr -# ×
{&~Çb�l��¢�~�õ'äqlpr(1)ÇÝVõ'
b
�Ö¥3ø{©GÇ4�ÁYøÕ

% lpr forsale.sign forsale.sign forsale.sign forsale.sign forsale.sign

❀Y°�iõ«0�,1��Y«q�(Ýi�QÇ)Ç?%4½D{�

10.4.4.2!!!���éééKKK\\\ååå{{{666¯̄̄

❀3,1;�x,1K\týÑK\å/,UNIX {�å�Z©G/etc/printcap ¥{rg #Þ���²,

16¯K\å{~�8�7h{�¥Çl�órg #Þ¥UÞ�{Ö	�

❀�*Y�1i{~�(Ýiroot )ACK\tú!�{K\åÇRÌztYø{
+Õ

lpr: Not a member of the restricted group

❀4&~sc (¢�õP�ý)#Þ�øÇ3���½rg óÏÇ3øéK\å�6¯!�{ÌåÞÇ�*3¡

ú\7{�(k��ãóÏÇÌåÞ{K\åY��)�

❀��Ç·¢Rt�[|Ñ,16¯K\årattan Çb��óartists �¥{|,1&~K\åbamboo�

Y°4¡�{Ìårose Þ{/etc/printcap ©GÕ

#
# /etc/printcap for host rose - restricted group for bamboo
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:sd= /var/spool/lpd/rattan :\
:lp= /dev/lpt0 :\
:if= /usr/local/libexec/if-simple :

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd= /var/spool/lpd/bamboo :sc:rg=artists:\
:lp= /dev/ttyu5 :ms#-parenb cs8 clocal crtscts:rw:\
:if= /usr/local/libexec/psif :\
:df= /usr/local/libexec/psdf :

❀Let us leave the other example/etc/printcap file (for the hostorchid ) alone. Of course, anyone onorchid

can print tobamboo. It might be the case that we only allow certain logins onorchid anyway, and want them to
have access to the printer. Or not.

ÕÕÕ???: Y°�Ñ����Ç!�{��
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10.4.4.3;;;���


bbb{{{���ÖÖÖLLLBBB

❀�*3�iõ~�6¯K\åÇ,���é~�,1
b{©GÚ@÷��ÇÞ!��¾Ç©Gø:¥

�ÑK\èïø9{8-4�!{Ç3��âyY°�8-u?8ÙÆ~�{�Ö�

❀LPDã�/,&~mx#Þu!��Ö¥©G{!L	�jÇ0�4�½\ �L{BUFSIZjÇ�L,

+1024	���*óYÇ#Þ{�40Ç�,+X�q!�ÖX,Ç�*X�½mx#Þ{�Ç�Ì&~å

��1000L�

ÕÕÕ???: YÇ!�4é��Ö¥©©©GGG{Ç
XXX444�Ö�á{LB�

❀LPDXÌáý�!�LBL{©G�bÇ4R!�LB1�{\I\�èïÇ?%K\ñu{��Y
J���{\IRú¿ï�YÇq�4dth¤�ÿX�

❀t·¢u�¾�K\årattan Zbamboo��!�����Jartists {PostScript©G,�ÌiLÇ·
¢R!�LB�5N	��·¢RXé�©ýq*K\å)!�Õ

#
# /etc/printcap for host rose
#

#
# No limit on job size:
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:mx#0:sd= /var/spool/lpd/rattan :\
:lp= /dev/lpt0 :\
:if= /usr/local/libexec/if-simple :

#
# Limit of five megabytes:
#
bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\

:sh:sd= /var/spool/lpd/bamboo :sc:rg=artists:mx#5000:\
:lp= /dev/ttyu5 :ms#-parenb cs8 clocal crtscts:rw:\
:if= /usr/local/libexec/psif :\
:df= /usr/local/libexec/psdf :

❀3øÇ!��éý�~�å*~��*÷�êã�ÏÇ~�&~3{K\åÇÏÇ~�RXÌItYJ

!��3����½mx#ÞóÏÇÌå{/etc/printcap ©G¥�kD�ãóÏÇÌåÞ{K\åY�

�uztÍõ��ÏÇK\{få�

❀ø$�iÇ¤���«!�ÏÇ�ÖLB{0�ÖkD!�ÏÇÌåK\�Ö�

10.4.4.4!!!���ÏÏÏÇÇÇÌÌÌåååKKK\\\���ÖÖÖ

❀LPD�ÑK\ø:
Øêõ«0�u!�,ÏÇÌå
b{�ÖÕ
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Ìå!�

3,1;�ý�LPD zBýÑÏÇÌå�u{>FÇ/,/etc/hosts.equiv ©GZ/etc/hosts.lpd

©G�LPD ��4dtu{�Ö>Fu�úYÜÇ©G¥ïñ{Ìå��*��ÇLPD ÌáýYÇ>
F�

YJ©G{Â*:�;\Õ�q�ÇÌåÖ�Õ?/etc/hosts.equiv ©G�úruserok(3)NF&~Ç
?k/ørsh(1) and rcp(1)�Ç�ÇÄ1�Be�

ÞÇ¾�Ç�Á4/etc/hosts.lpd ©GóÌårose ÞÕ

orchid
violet
madrigal.fishbaum.de

?�4Ìårose RzBu�orchid Çviolet ÇZmadrigal.fishbaum.de {>F��*�[ÙÆ{

ÌåAC6¯Ìårose {LPDÇ�ÖRúáý�

LB!�

3,1;��ÑK\èïø9��â�õè8-�OÁ�Çw)minfree {©Gó�ÑK\èïø9

��ý�K\å�óYÇ©G¥���Çj	uS,õè�cLj(512	�){��8-uzBÏÇ�
Ö�

Yt3,1âyÏÇ~�XÌ�w3{©Gø:�3�,1~ÇuÉý�~��Ç��ÕÆ¢,1ó

�c��8-��minfree ©G¥{�½���l,1
b�Ö�

��Çt·¢���Çminfree ©G�K\åbamboo�·¢5�/etc/printcap ©GuItYÇK\

å{�ÑK\èïø9ÖY°4K\åbamboo{�9Õ

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd= /var/spool/lpd/bamboo :sc:rg=artists:mx#5000:\
:lp= /dev/ttyu5 :ms#-parenb cs8 clocal crtscts:rw:mx#5000:\
:if= /usr/local/libexec/psif :\
:df= /usr/local/libexec/psdf :

�ÑK\èïø9ósd #Þ¥Éñ�·¢÷�3N	�(6144�cL)�©Gø:Þ��?ó{�á�
�8-ÇtLPD ,1zIÏÇ�ÖÕ

# echo 6144 > /var/spool/lpd/bamboo/minfree

~�!�

3,1;�ýJÏÇ~�,1K\tý�K\åÇ/,�½rs #Þó/etc/printcap ©G¥�hrs

ñ�ó�Çý�K\å{�9¥�ÇLPD RzBu�ÏÇÌå???óý��3ø~9Ö{~�
b{�
Ö�d�ÇLPD ÌáýYÇ�Ö�

YÇÕ�ó�Ç(��)��õ\ á0�Ç�d{¢¸¥�/�~Ç?%�J~�,1Ö,\ {�
��/,�Æ¢ó3{ø:ÞOÁARÇÆ¢,1Æ¢��{\ {ø:°&~3{K\å��*���

ã�Æ¢3{K\åÇ
X43{�®åýÍÇ3,1ÉÆ¢�6n�A�ÇXQÌø9?%÷��

Ç�~{shellÇ��/usr/bin/false �
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10.4.5éééKKK\\\ååå&&&~~~���AAA

❀hlÇ���éK\�D����XÚ�<ZäyÑ����{�?%Y°¤���{D~−K\å4

�iõ\G�ãÄ{Ç?%�GÌ «�3,15�3{K\åÇ&~o*ÇZ��D~uzñ��(ÝV
�ÚÇ�²ÇÝV���){D~��óÇ3�øéÄK\�A�Ú

❀PêÇ >å4LPD�ÑK\ø:óYÇ\I��
ØiõÐÏ��A4�Çé&~{K\å{«¡Ç
K\{Â*ÇZ333{{{óéK\å{&~�D{�F�vui°{�

❀�"��AÇ3��Í�K\å{©ý,Hì(é�©ý�Ö�D)ZÝ¦,Hì(éÙÆÂ*{©G�
D)Ç�:��jÝV�®K\êõè�{��3X,1/,&~;\{Qñ,HìuüX�DÇO�ÇX
��q�A�kD,HìY��

❀/�Ç�Ü«0�u�q�AÕ

• ½½½ÏÏÏ���AAA4Í�~{0�Ç,�O�ÇÍ;\�ÃX\7[|K\�Ç�ÖÇ,HìÑR�9~�ÖÇ

ÌåÖÇZK\{�jt�Ç�A©G��ÇÛÇ¦ÏÇ#ÇÝV�[3.÷½{�-ãÇBøYJX

3K\åÞ{�A©GÇ�~�éK\{�j�q�®Ç?é&~�q�D�l�Í«Ä��9©GÇ


)�Çc{�D±Ï�

• """������AAAXÔ�~Ç,�O�Ç�v
�Y«0�t,Hìé~�{K\�q"�{�A�4�c{

�Ç�A4"�{�3,1��~�K\hÆ¢{A�§�{��Ç?%,�
Ø�«0�t~�5�

?®rÆ¢{�K\{���bYÇ0����JjâEShuË�~�ZÆ¢{{��

❀LPD�ÑK\ø:éÜ«0�Ñ|Ñ%i;\ÕÄ13��
Ø,Hì(Lõj��)Ç¤�
Ø�AS
h�bYP{0Á4Õ3,1�:��Ù{�A0����Ç3,1 
&~~ã�A¤4"��A�3

,1 
�9ýJfåÕ~�ÖÇÌåÖÇ�Ö¡nÇK\�jÇ&~êõè²0Ú{�Ç�ÖK\êõ

��-Ç���3,1/,��,Hìu?ûYJfå�

10.4.5.1OOO¤¤¤???%%%×××OOO{{{KKK\\\���AAA

❀FreeBSDÝ9ÜÇ,1t3Á/,1OÁå;\{~ã�A{Ç��Ç¢4©ý,Hìlpf Ç

ólpfÕ�Ç©ý,HìY�¥ÃcÇZpac(8)Ç�ÇBø?:�K\å�A©G¥�9{Ç��

❀4ó�Á9�
t{,Hì�ø(,Hì)ÇLPD éÄ©ýÝVÝ¦,Hì?ó,Hì×
q°QÞ�A©
G{Ö	�,Hì,1&~YÇkj�w��ýU�A�9�YÇ©G{Ö	u��af #Þ

ó/etc/printcap ©G°Ç?%�*���½ýé4»Ç�å�4#é��ÑK\èïø9{�

❀LPDéÄlpf Qø�PZ��{kj(/,pwZpl #Þ)�lpf &~YJkjug½R&~õè<��ó

©G��tK\å��ÇÇÒÌó�A©G¥U��9��94�ÁYÇø�Õ

2.00 rose:andy
3.00 rose:kelly
3.00 orchid:mary
5.00 orchid:mary
2.00 orchid:zhang

❀3a�t�ÇK\åÑ&~�ÇÕÁ{�A©GÇ4lpf Ò���O©GÃ\öÇYøÜÇlpf ,�Ì�

	
$�9×\{<YÇ�*Ç¢3��ó3�Ç©GU���{����Ç!;\{ây�ÇK\åÑ

&~�ÇÕÁ{�A©G{0�Ò4Raf=acct Uó/etc/printcap ©G¥�l�Ç�ÇK\å{�A©

GÑÌóYÑK\å{�ÑK\èïø9¥Ç©G{Ö	w)acct �

❀h3ï÷é~�{K\�qBD�Çäqpac(8)Ç����Ý¦t�Bøfå{YÑK\å{�ÑK\è
ïø9Çl�Q�pac�3RÌzt�Ç�Ã�D{!�4�ÁYøÕ
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Login pages/feet runs price
orchid:kelly 5.00 1 $ 0.10
orchid:mary 31.00 3 $ 0.62
orchid:zhang 9.00 1 $ 0.18
rose:andy 2.00 1 $ 0.04
rose:kelly 177.00 104 $ 3.54
rose:mary 87.00 32 $ 1.74
rose:root 26.00 12 $ 0.52

total 337.00 154 $ 6.74

❀YJ4pac(8)��{kjÕ

-PK\å

ýÑK\å��A�YÇ 1�ó~af #Þó/etc/printcap ©G¥�½êýé4»{<Y�å*

~�

-c

1��u\�QñuS�1~�Ö		ñ\��

-m

�Q�A©G¥{ÌåÖ�QÞYÇ 1Ç~�smith óÌåalpha Þ¦3ø{~�smith óÌ

ågammaÞ�ø�XQYÇ 1{�ÇÆ¢�4X3{~��

-p \$

&~price*���Ý�Ú�Ã{\$u�Spc #Þ�½{\$ó/etc/printcap ©G¥ÇÝVÜ

I(å�)�price,1~�Çr�ju�½�

-r

'5\��

-s

OÁ�Ç�A!�©GÇ?%�á�A©G�

Ö	�

�K\�½Ö	~�{�Afå�

❀ópac(8)å��	{!�¥Ç,1�tóX3ÌåÞ{�Ç~�K\êõè���*ó3Y°ÇÌåX�
D(O�~�,1&~�[Ìå)Çäqpac -mÇuzt�Á{!�Õ

Login pages/feet runs price
andy 2.00 1 $ 0.04
kelly 182.00 105 $ 3.64
mary 118.00 35 $ 2.36
root 26.00 12 $ 0.52
zhang 9.00 1 $ 0.18

total 337.00 154 $ 6.74
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❀�1�Ã�®a��jÇpac(8)�½pc #Þó/etc/printcap ©G¥(å�4200ÇÝV2I��).YÇk
j{\ 4ºI��IÇóYÇ#Þ¥�½��ÝV�Ú{$Â�3,1��YÇ�häqpac(8)Qøk
j-p {���kj-p {\ 4�ÃÇ
X4ºI��I�¾�Ç

# pac -p1.50

❀÷½��{$Â41�Ã5�I�3,1/,YÇ 1uHtø)¼¤�

❀!ªÇäqpac -s R?ûYJfåó�Ç�A©G°Ç©GÖZK\åA�{Ö	#3Çb4Qø_sum

{�í�l��á�A©G�h3ò'äqpac(8){��ÇÇò'ÖR�A©Guztð){��Çl�ó
�A©G¥��få�

10.4.5.2���øøøéééKKK\\\{{{���jjj���qqq���jjjÚÚÚ

❀�ê�qÏÇ{°h�AÇ��gä�Ç�ÖRÌ>Qõè<��Y4K\�A¯�{�E�

❀é��©ý�ÖÇYÇ¯�X4Ô
�ûÕé�Ö¥{qj�q�jl�¦K\å|Ñ{��qj�q

�v�/�ê�é�\{qÇÝVi�{\öÞ{�qbóK\åÞÌRÄÜq{Y¡�q�A�

❀©ý,Hìlpf (ólpfÕ�Ç©ý,HìY�¥�ë)Ìó�A��DYJ¯���*tó�U�Ç,1
�q�A{©ý,HìÇ3,�����lpf {ÍSh�

❀�øÿ®ÙÆÂ*{©GÚ

❀PÇé�DVI- t-LaserJetÝVDVI- t-PostScriptÝ¦Ç,1t3{,HìQñfäfåÇ��dvilj Ý

Vdvips ×
Ç?%�tõè�úÝ¦ê�3��,1é�ÙÆ¡n{©GZÝ¦Ç��q¡�v*�

❀b4YJ0�{¦�Ò4/"ÞK\å?X4K\êÄ�{����Ç��ÇbäÇÝV�«ê−b~

�¤4����K\{\I���

❀3��ø)Ú

❀����222½½½{0�u�q°°°hhh{�A�éo�Ñ,1·ª3Ç&~êõè�{K\åÇ?%RÇËz

t�=ÝV�dÞ���Ä�PostScriptK\åÑ|ÑYÇBÕ��ÙÆ��¢ÝÙÆnR�,1�YÇÕ
�(��Imagení��dK\å)��YJK\åÍ�,Hì&ÇóK\q�Ç�Ö��zB�<~ÞÇ
?���ä�YÇ��q�A�X���®qjÇ�X���4ñF{©G5��

❀hlÇ3��4,1L0{&K\½D�

10.5&&&~~~KKK\\\ååå
❀Y�RYc�[&~óFreeBSD�÷�P{K\å��Á4�Ç~�ÿ×
{��Õ

lpr(1)

K\�Ö

lpq(1)

5�K\èï
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lprm(1)

,K\å{èï¥#ø�Ö

❀¤��Ç�®×
Çlpc(8)Çó�®K\å��¥�Ä�ëÇÇ,1~�;�K\åùÙèï�

❀lpr(1), lprm(1), and lpq(1)Y®Ç×
ÑzI-P printer-name 1u�½éýÇK\å/èï�qv*Ç
ó/etc/printcap ©G¥ïñ{K\å�Yã�3
bÇÍøÇ?5��ÖóõÇK\åÞ��*3X&

~-P  1Ç��YJ×
Ì&~ó¢¸#ÞPRINTER¥�½{K\å�!ªÇ�*3���PRINTERYÇ

¢¸#ÞÇYJ×
{å��4w)lp {YÑK\å�

❀,$1�Çbªååå���KKK\\\åååÒ4�PRINTER¢¸#Þ¥�½{YÑÇÝVw)lp {Y�Ñh��¢¸#

ÞPRINTER{���

10.5.1KKK\\\���ÖÖÖ

❀�K\©GÇQ�Õ

% lpr filename ...

❀YÇ×
ÌK\Ä�ïñ{©Gtå�K\å��*��ïñ©GÇlpr(1)Ì,)ïQ�ÖRK\jâ�
��ÇYÇ×
K\�J­�{ø:©GÕ

% lpr /etc/host.conf /etc/hosts.equiv

❀� 
�Ç�½{K\åÇQ�Õ

% lpr -P printer-name filename ...

❀YÇ¾�K\�Çh�ø9{��{ï,tw)rattan {YÑK\åÕ

% ls -l | lpr -P rattan

❀O����lpr(1)×
ïñ©GÇlpr ,)ïQ�Ö�jâÇóY°4ls -l ×
{Qñ�

❀lpr(1)×
3ø,1zIõ«;�Â*{ 1Ça~©GÝ¦Ç	ÄõP�ýÇ����ztÍõfåÇ
k�K\ 1Y��

10.5.2555������ÖÖÖ

❀h&~lpr(1)�qK\�Ç3æ�K\{Ä�jâú8ó�åKÝÄê�Ç�K\�Ö�ÇÇú��
tLPD �ÑK\ø:��ÑK\åÑ��Ç�ÖèïÇ?%3{�Öóèï¥�VÙÆ~�{ÙÆ�ÖK
\�K\å�L�u�\{��K\YJ�Ö�

❀��+å�K\å{èïÇQ�lpq(1)���½K\åÇ&~-P  1�¾�Ç×


% lpq -P bamboo

Ì�+K\åbamboo{èï��Á4×
lpq Qñ{�Ç¾�Õ

bamboo is ready and printing
Rank Owner Job Files Total Size
active kelly 9 /etc/host.conf, /etc/hosts.equiv 88 bytes
2nd kelly 10 (standard input) 1635 bytes
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3rd mary 11 ... 78519 bytes

❀Y°�+êèï¥�®Ç�Öóbamboo¥���Ç�ÖÇ~�kelly
b{Ç)#��Ö�R� 9��Ç
�K\{�ÖÑÌÜz�ÇX3{�Ö�R�Lõ��,1�QYÇ�Ö�RÇbó3��R>�Ö�Ì

~tYÇRhÖk�#ø�ÖY�ztÍõfå�

❀�R�9{�ÖÝ9êÜÇ©GÖólpr(1)×
q¥�½{õÇ©Gú�*4�Ç\Ç{�Ö�Ç4h�
íÙ{�Ö(Õ?YÇ#íÙó�Rank�Yï�Á)Ç?�4K\åh�tóK\�Ç�Ö���Ç�ÖÝ
9ê)ïQ��Élpr(1)×
{jâ��®Ç�Öu�~�mary ;ÇÇ4�Ç�vL{�Ö�È�K\{©
G{4»ÖÔ�êÇÄ1lpq(1)×
��+ê®Ç��

❀lpq(1)Qñ{>�q�i�~ÕÇ·ª·¢K\åtó)��(ÝV�è4LPD ��K\åa�tó)
{)�

❀lpq(1)×
3ø|Ñ-l  1u	Ä�Ç-û{�ï,��Á4�Çlpq -l ×
{¾�Õ

waiting for bamboo to become ready (offline ?)
kelly: 1st [job 009rose]

/etc/host.conf 73 bytes
/etc/hosts.equiv 15 bytes

kelly: 2nd [job 010rose]
(standard input) 1635 bytes

mary: 3rd [job 011rose]
/home/orchid/mary/research/venus/alpha-regio/mappin g 78519 bytes

10.5.3###øøø���ÖÖÖ

❀�*3é�ÇK\�Ö�#êÌ?Ç,1~lprm(1)R�Ö,èï¥Íø�/�Ç3��,1~lprm(1)×

u#ø�Çh�íÙ{�ÖÇb4�Ö{�\IÝVÄ�¤4,�K\ñu�

❀�,å�K\å¥#ø�Ç�ÖÇD�&~lpq(1)It�Ö�R�l�Q�Õ

% lprm job-number

❀�,�½K\å¥Íø�ÖÇ��-P  1��Á{×
ÌÍø�R�10{�Ö,bambooYÑK\åÕ

% lprm -P bamboo 10

❀lprm(1)×
��JO�0*Õ

lprm -

ÍøÄ�a�3{�Ö(å�K\å{)�

lprm user

ÍøÄ�a�~�user{�Ö(å�K\å{)�§ÿ~�,1Íø~�{�ÖÖ3�,1Íø��{
�Ö�
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lprm

×
q¥XQ�Ö�RÇ�ÖÖÇÝV-  1Çlprm(1)ÌÍøå�K\åÞh�íÙ{�ÖÇ�*Ç
a���§ÿ~�,1Íø�ÖíÙ{�Ö�

❀&~kj-P ZÞÁ{O�0*u~�½K\å�Så�K\å�¾�Ç�Á{×
ÌÍøh�~�óK

\årattan èï¥{Ä��ÖÕ

% lprm -P rattan -

ÕÕÕ???: �*3tÓ*ó�Ç�d¢¸¥Çlprm(1)R�ã�ó
b�Ö{ÌåÞÍø�ÖÇ��43�ÑK\å�
,1óÙÆÌåÞ&~���Á{×
yÒêYÇÕ

% lpr -P rattan myfile

% rlogin orchid

% lpq -P rattan

Rank Owner Job Files Total Size
active seeyan 12 ... 49123 bytes
2nd kelly 13 myfile 12 bytes
% lprm -P rattan 13

rose: Permission denied
% logout

% lprm -P rattan 13

dfA013rose dequeued
cfA013rose dequeued

10.5.4§§§ÖÖÖ���©©©ýýýÕÕÕKKK\\\   111

❀lpr(1)|Ñ�õ;�©ýÂ*{kjÇÝ¦CoZÙÆÂ*©GÇ	ÄõP�ýÇÿ®�ÖÇ���Y�
�RÃcYJ 1�

10.5.4.1ÂÂÂ***¦¦¦ÝÝÝ¦¦¦   111

❀�Á{lpr(1)kj;��Ö¥©G{Â*�&~YJkjÇ�*�ÖX9�©ýÇÝV3.t�©ý/
,pr(1)Â*��

❀¾�Ç�Á{×
K\�ÇDVI ©G(u�TEX\Çø:)©GÖ�fish-report.dvi tK\bambooÕ

% lpr -P bamboo -d fish-report.dvi

❀YJ 1a~t�Ö¥{�Ç©GÇÄ13X�×\(�) DVI Zditroff©Gó3�Ç�Ö¥��S{0�
4Ç~ÕÁ{�Ö
bYJ©GÇ&~X3{Ý¦ 1ÉX3{�Ö�

ÕÕÕ???: Ä�YJ 1øê-p Z-T Ñ��Ý¦,Hì�ãÉø)K\å�¾�Ç-d  1��DVIÝ¦,Hì�k
�Ý¦,HìY�ztÍõû��
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-c

K\cifplot©G�

-d

K\DVI ©G�

-f

K\FORTRAN©ý©G�

-g

K\plotjâ�

-i number

À�numberïÖ�*���½numberÇ�À�8ï�YÇ 1�,1Ó*óìJ,HìÞ�

ÕÕÕ???: X�ó 1-i Zj	�-��8Â�

-l

K\©	jâÇÝi;�	n�

-n

K\ditroff (Ã÷÷�vtroff)jâ�

-p

K\��~pr(1)Â*��©ý�k�pr(1)ztÍõfå�

-T title

&~titleópr(1)Þu�S©GÖ�YÇ 1�ó&~-p  1�å*~�

-t

K\troffjâ�

-v

K\rasterjâ�

❀�Á4�Ç¾�ÕYÇ×
K\ê�ÇiP{ls(1)ÉåC~tå�K\åÕ

% zcat /usr/share/man/man1/ls.1.gz | troff -t -man | lpr -t

❀zcat(1)×
�¸Àls(1){C~?%R���Étroff(1)×
ÇÇRÂ*�YJ��?%	ÄGNU troffQñ
Élpr(1)ÇÇ
b�ÖtLPD �ÑK\�O�&~ê-t  1�lpr(1)Ç�ÑK\RÌÝ¦GNU troffQñt
å�K\å,1®�{Â*h�ÖúK\��

271



❀❀109❀K\

10.5.4.2���ÖÖÖÿÿÿ®®®   111

❀�Á{lpr(1) 1·ªLPD é�Ö�Oÿ®Õ

-# copies

	ÄcopiesÇ�ýÉ�Ö¥{�Ç©GÇ�S�Ç©G�P�ý��®Ê,1¢�YÇ 1u>èK

\å{�DZó¹�\å{&~�k�!�õP�ý�

YÇ¾�K\®P�ý{©Gparser.cËø®P�ý{©Gparser.htå�K\åÕ

% lpr -#3 parser.c parser.h

-m

K\qÄ��f�&~YÇ 1ÇLPD ø:RÌ���Gt3{A�ÇhÇqÄêÿ®3{�Ö��
óf¥ÇÇRÌ·ª3�Ö4dÄÕqÄÝVñ�êFØÇ?%(/�)�Ò4��FØ�

-s

X���©Gt�ÑK\èïø9Ç�&~nRËz�

�*3tóK\�ÇiL{�ÖÇ3,���YÇ 1�Ç���ÑK\èïø9{8-(3{�Ö,
�&�ÑK\èïø9Äó{©Gø:��8-§ñ)�Ç3ø���ê�-ÇO�LPD RXÌ�ý�
Ö{�Ç	�t�ÑK\èïø9�

Y���Çb�ÕO�LPD R�z�5Í©GÇ3X���ÝVÍøÇ¢�tÇ¢úK\ñu�

ÕÕÕ???: �*3K\t�ÑÏÇK\åÇLPDR!ªR©G,ý�Ìå�ýtÏÇÌåÞÇÄ1 1-s ���

�ý��ÑK\èïø9{8-Ç
X4ÏÇ{�¯l�$ÇbÇ¤4i�~�

-r

#ø�Ö¥{©GóÇ¢ú��t�ÑK\èïø9��ÇÝVó~-s  1K\Ç¢�����&~

YÇ 1¼

10.5.4.3ççç>>>���   111

❀YJlpr(1){ 1®rê/�ñ�ó�Öç>�Þ{©ý��*ç>�ú!,êóø)K\åÞÇYJ 
1RXÌå*~�k�ç>�ztÍõ��÷�ç>�{få�

-C text

�¦ç>�Þ{ÌåÖ�text�ÌåÖ/�Ñ4
b�Ö{ÌåÖÁ�

-Jtext

�¦ç>�Þ{�ÖÖ�text��ÖÖ/�4�Ö¥>�Ç©G{Ö	ÇÝVstdin �*3tóK\

)ïQ��
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-h

XK\�[ç>��

ÕÕÕ???: óìJ��ÇYÇ 1,�ÃHÇ¦ç>�{�	0����k�ç>�zt-ûfå�

10.5.5���®®®KKK\\\ååå

❀*��ÇK\å{�®VÇ3����ãÇ÷�Ç?%�AÇ¢�&~lpc(8)×
Ç3,1¦K\å1Í
õ{0*b��~lpc(8)Ç3,1

• éÄÝ*�K\å

• é~Ý¢�Ç¢{èï

• ­c�\�Çèï¥{�Ö�

❀D�Ç�Ç��bª{�:Õ�*�ÇK\åú***���êÇÇRXÌK\Çèï¥{�[ÀÜ�b~�¤

4,1
b�ÖÇÇ¢Ìóèï¥�V�tK\åúéééÄÄÄÝVèïú88�

❀�*�Çèïú¢¢¢���Ç��~�(øêroot ),1
b�ÖtK\å��Çééé~~~{èïã��Öú
b�
�ÇK\å,1úéééÄÄÄbÇ{èïú¢�ÇóY«<Y�K\åRK\èï¥{�ÖÇ�tèï�8�

❀/�Ç3���root Y!u&~lpc(8)×
�Ê/~�,1&~lpc(8)×
uÜzK\åçÕ?%­é�
Ñ�ê{K\å�

❀Y°4�Ç��lpc(8)×
{!��L\I×
Qø�Çprinter-namekju�w�éýÑK\åv

*�3,1~all �óprinter-name{ �uS,Ä�ó/etc/printcap ©G¥ïñ{K\å�

abort printer-name

R>h��Ö?*�K\å�~��l,1
b�ÖÇ�*èï¤4é~{�

clean printer-name

,K\å{�ÑK\èïø9#øÎ{©G���Ç�Ä�Ö{©G��úLPD th{ÍøÇ�/4
óK\¥ñ�FØÝV�®ÙÄ�võ{���YÇ×
�IXa��ÑK\èïø9{©G?Íø

Ç¢�

disable printer-name

¢�c�Ö�è��*K\åtóÓ*ÇÇRÌ��K\èï¥��{�Ö�§ÿ~�(root )�4,
1
b�ÖÇ��
bt�Ç¢�{èï�

YÇ×
ó�A�ÑcK\åÝV�ã,Hì�:��~Õ¢�èï?
b1root 
b�Ö�ÙÆ~

�RX�
b�Ö�t3qÄê�A?~×
enable ­cé~êèï{���

down printer-name message

K\å�"���disable ×
�Ë�Çstop ×
�messageR*�K\åçÕÇh~�&~lpq(1)
ÝVlpc status ×
��K\åèïçÕ{���+ñu�
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enable printer-name

�K\å
éèï�~�,1
b�ÖtK\åb4óK\åéÄ��XÌK\ñ�[ÀÜ�

help command-name

K\��command-name×
{ÐÏ�XQcommand-nameÇ�K\,~×
{!��

restart printer-name

éÄK\å�Ê/~�,1&~YÇ×
Çh�J�/{¢¸s�LPD Ã��ÇbÆ¢X�é~�Ñ
&~stop ÝVdown×
*~{K\å�restart ×
�3�abort �Ëø�Çstart �

start printer-name

é~K\å�K\åR
)K\èï¥{�Ö�

stop printer-name

*�K\å�K\åRqÄh��Ö?%RXòK\èï¥{�Ö�Ö�¦�K\åú*~Çb~�

�l,1
b�Öt�Ç
é{èï�

topq printer-name job-or-username

­c1printer-name�\èïÇ/,Rïñ{job�RÝV�½{Äausername{�Ö8óèï{

!�Á�é�YÇ×
Ç3X,1&~all h*printer-name�

up printer-name

K\åÞ"Ö#é�down×
��3�start �Ëø�Çenable ×
�

❀lpc(8){×
qzIÞÁ{×
��*3XQ��[×
Çlpc(8)����Çb�Ü*ÇóY°3,1Q
�×
�tQ�exit Çquit ÇÝV©G�en�

10.6���¦¦¦)))ïïï���ÑÑÑKKK\\\
❀�*3.²/Ö,êYÇC~Ç��t�ó3a�.²ê�ê��FreeBSDÝ9{�ÑK\ø:LPD {
�#�3,���êÇiõ{b�ÇÇ¢i�l{t3
ñYø{¯�Õ�Y°¤����ÑK\ø:

m(?%,1Ó*óFreeBSDÞ)Ú�

LPRng

LPRngÇÇ{?�4�LPRÕ��S�Ç4�Çq\­U{PLP�Patrick PowellZJustin Mason (PLP�
�{Ì��	|)\*qÄêLPRng�LPRng{Ì54http://www.lprng.org/�

CUPS

CUPSÇ/~UNIX K\ø:Ç
Øê�Ç4"{K\�ÉUNIX-äú{v*ø:�Ç4�Easy
Software Products
�{Ç?%Ä�êUNIX ØaÛZ~�{)ïK\�û0��
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CUPS&~InternetK\NF(IPP)*��®K\�ÖZèï{äú�q*K\åE�Ç�(LPD)qÖì
>åL(SMB)ÇZAppSocket (a.k.a. JetDirect)NF{\IÕ��ú|Ñ�CUPS��êä�¨��dK
\åZPostScriptK\åÃc(PPD){K\ 1u|ÑUNIX �{]"K\�

CUPS{Ì54http://www.cups.org/�

HPLIP

HPLIPÇHP LinuxÄ4ùK\ø:(Imaging and Printing system)Ç4���HP
�{~�|ÑHP{K
\�·ÃZ�]÷÷{Óä�Y�Ç�¼~CUPSK\ø:*��àu
Ø�JK\0Á{Õ��

HPLIP {Ì� �http://hplipopensource.com/hplip-web/index.html�

10.7&&&


¯̄̄���
❀ó&~lptest(1)�q;\{�A��Ç3,�ztê�Á{�*Ç
X4th{�*Õ

,ê�Ì�ÇÇÓ*êÖÝVÇÇ��Rñ�r<��

K\å�qêK\ÇbóY��ÇMê�ã
%��Ñ�)�/"ÞÇ3,������K\åÞ{

K\��ÝV���<ut�*ñ��

�*Y4¯�ÄóÇK\å,�ó�VÇ��óK\��Ç3{�Ö4d¤�Íõ{jâ���tY

Ç¯�Ç3,1t©ý,Hì���Ç��	n(ÝVÙÆ��{)tK\å�Y/��êtK\åÁ
ýK\ñ�\¥?���{©ý�Ç3ø,1~uhâ�Ç�Ö{��Ñ3~�r<�ÇYø��Ç

�ÖbXÌó��Ç�Ö!��<�{¥-
)�

z�u{shelllý/usr/local/libexec/if-simple {lýK\ê�Ç��nóÇ���ÖtK\å

��Õ

#!/bin/sh
#
# if-simple - Simple text input filter for lpd
# Installed in /usr/local/libexec/if-simple
#
# Simply copies stdin to stdout. Ignores all filter argument s.
# Writes a form feed character (\f) after printing job.

/bin/cat && printf "\f" && exit 0
exit 2

Ç{Qñ�	ê�"�H*��

3,�ó�Þzt�ÁYJÕ

!"#$%&’() * +,-./01234
"#$%&’() * +,-./012345

#$%&’() * +,-./0123456

3�Ä�ê"""���HHH***{I3VÇY4�écq{)�	n{�:X���Ä{�UNIX ZÂ{v*ø
:&~�Ç\Ç	nÕASCIIh10Çý¦q(LF)�MS-DOSÇOS/2®ÇZÙÆ{ø:&~�é�	
nÇASCIIh10ZZZ ASCIIh13 (Ã°CR)��õK\å&~MS-DOS{ó�uS,cq�
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h3óFreeBSDÞK\�Ç3{©ý�~ê¦q	n�K\åÇK\å�t¦q	n�Ç��q�Ç
b¤�) �¤4óY<�Þ�K\{��Ç	nÿ�YÒ4Ã°{*~ÕR��Ç�K\{	n{

 �#t�<{&�Î�

Y°4FreeBSD.�K\å){Õ

K\åBtCR K\åK\CR

K\åBtLF K\åK\CR + LF

�Á��«qÄYÇ{Í�Õ

• &~K\å{{�
�ÝV;�ÁÆuÍ�ÇéYJ	n{�:���K\å{C~uIt�øÍ

��

ÕÕÕ???: �*3Zs3{ø:tÙÆøêFreeBSD�i{v*ø:Ç3,�XzX­­­ccc{{{���K\å&~YÇ
v*ø:éCRZLF	n{�:�3,�Íõ¡�ÁY��«�û0��

• tFreeBSD{�=PÄ�ÄÝ¦LFtCR+LF�hlÇY������Ó*ó�=K\åÞ��
éYÇÕ
�Ç½Bms##Þ?÷�onlcr Ü*ó/etc/printcap ©G¥#aK\åÿ�

• ���ÇÝÝÝBBBhhhtK\åutÇø�éLF	n)X3{ÿ®�k�3{K\åC~uê�3{K\
å|ÑýJÝBh�h3It\7{ÝBhÇ��©ý,HìtÙ���YÇÝBhÇl�ò��

K\�Ö�

Y°4�Ç�ÃzHewlett-Packard PCLÝBh{K\å�U{©ý,Hì�YÇ,Hì&zK\å
RLF*��ÇLFZ�ÇCRuéVÖl�Ç���ÖÖ!����Ç��nfñ�Ö{!��<
��Ça�,1ó��Ä�Hewlett PackardK\åÞÓ*�

#!/bin/sh
#
# hpif - Simple text input filter for lpd for HP-PCL based prin ters
# Installed in /usr/local/libexec/hpif
#
# Simply copies stdin to stdout. Ignores all filter argument s.
# Tells printer to treat LF as CR+LF. Ejects the page when done .

printf "\033&k2G" && cat && printf "\033&l0H" && exit 0
exit 2

�Á4�Ç/etc/printcap ©G{¾�ów)orchid {ÌåÞ�Ç���ÑK\åËzó��Ç?

=ÞÇ�ÑHewlett Packard LaserJet 3SiÖ	w)teak �Ç&~ÞÁ�ãlý*�©ý,HìÕ

#
# /etc/printcap for host orchid
#
teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\

:lp= /dev/lpt0 :sh:sd= /var/spool/lpd/teak :mx#0:\
:if= /usr/local/libexec/hpif :
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qq���

K\å,uX��¦q�Ä�{©ýÑK\ó>�q©ý{ÞÁ�

YÇ¯�4�#'��"�H*Ç4ÞÁÃc{�øÇ?%ÍèD��J�0ÇLFYÇFreeBSD~u
�e�q{	nú*�CRYÇRK\ �(Ãt�{&�{	néV�
��5����q�

&~K\å{{�
�ÝV;�ÁÆu��éLFZCR�q�Á{Ý¦Õ

KKK\\\åååBBBttt KKK\\\åååKKK\\\

CR CR

LF CR + LF

K\¿«	n�

hK\�Ç�q°K\åÑ¿«�J	n��K�YÇ¯�,�±øK\{�qÖ�Î­Ç¿«Öu

Öõ{	n�

YÇ¯�4�K\åËXÞ�®å/,�=��jâ{¤Ý�Ä{(YÇ¯�a�XÌ�	ó?=K\
åÞ)��Ü«0��.qYÇ¯�Õ

• �*K\å|ÑXON/XOFF�Þ;�Ç�ÒtFreeBSD&~ÇÇ/,��ixon Ü*óms##Þ°�

• �*K\å|Ñ>F/8ømGºCfRÃ/��RTS/CTSÄÇ�½crtscts Ü*óms##Þ°�?

%�h½ËzK\åZ�®å{"4|ÑmG�Þ;�{�

ÇK\ñmã�

K\åK\ñ{ÀÜ�åu4�J±å{	nÇ
X4.�K\{ÀÜ�

Y/�?�ø��«�=K\å/µkj÷�Xth{FØ���br #Þ¥÷½{E�ÇZms#¥{

Dè÷�Öh½K\å�ó&~Z/etc/printcap ©G¥#3{÷��

��'a�

�*��'aÇ¯�Ò,�ñóFreeBSD
X4mGÞê�����©G(lf )#Þt/etc/printcap

©G°ñ�¯�{K\å{�9ÿ���Ç�Á4K\årattan {�9Ç&~êlf #ÞÕ

rattan|line|diablo|lp|Diablo 630 Line Printer:\
:sh:sd= /var/spool/lpd/rattan :\
:lp= /dev/lpt0 :\
:if= /usr/local/libexec/if-simple :\
:lf= /var/log/rattan.log

l�Çò'K\�5���©G(ó·¢{¾�h¥Ç4/var/log/rattan.log YÇ©G)u�4d�
FØfåñ��Êâñ�{fåÇAøu�t¯��

�*3���½lf #ÞÇLPD Ì&~/dev/console *�å���
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Linux���������///���ÜÜÜ***
Restructured and parts updated by Jim Mock. Originally contributed by Brian N. HandyZRich Murphey.

11.1���ccc
❀FreeBSD
Øê¦ÙÆ�«¡UNIX v*ø:ÇÝiLinuxÇ{/�u��ó3,�Ì¯Ç���FreeBSD
���êäqLinux{,�q©GÚI�i;\��õÚ�Z
�|Ê��Linux
�Ç�ÇO�Y4ø�
�®å-��!y �{�b�Y&z·¢FreeBSD~�XzXVa�YJÚ�Z
�|Ê
ØÆ¢a~
Ç�,1�zóFreeBSDÞäq{Çý�¯�4Ç�õYø{Ú�?X]{�wt�
ØêFreeBSDÇý
���Quõè~�ÇO$�õ�l�
�Linux{Çý�Y�FreeBSD~��)���ÚI�Ò4&
~FreeBSDÄ
Ø{Linux���/�u�

❀;
Ó�ÇY«/�u�êtFreeBSD~�X�����zäqLÕ90%{Linuxa~Ç��YÝi¡
�StarOfficeÇLinuxÇý
{NetscapeÇAdobe AcrobatÇRealPlayer®ÇVMwareTMÇOracleÇWordPerfect®ÇDoomÇQuakeÇ�
��$iÇ��|�ÇìJ<Y�ÇóFreeBSDÞÁäq{LinuxÇ�{u�Ç��P��zóLinuxÞÁ
äq�

❀l
Ç�l��J��Linuxb�{v*ø:�uóFreeBSDÞ?Xú|Ñ��*LinuxÇ�,I�&~
��ói386Þ&~{�uÇ¾�é~��8086Ü*Ç���,�Ã�óFreeBSDÞäq�

❀ÖqY9Ç3Rê�tÕ

• �[ó3{ø:¥é~Linux/�Ü*�

• �[�ã�i{Linuxá0E�

• �[óFreeBSDÞ�ãLinuxa~Ç��

• óFreeBSDÞÇLinux/�Ü*{�qû��

❀ÝÖY9��Ç3a��wÕ

• �[�ã�®0�GÃ�59Ä�

11.2���ããã
❀å�<Y�Ç?X
éLinux���/�|Ñ�é~Y�Õ�!;\{0�4ñ�linux KLD Ü
L(�Kernel LoaDable object�)�1root {üPÇE��ï×
ý,Õ

# kldload linux

❀�*æ�Linux/�|Ñóø:ð)�,Ç¥�Äé~Ç�aó/etc/rc.conf ¥��Õ

linux_enable="YES"

❀kldstat(8),1~u5�KLDÜL4d�ñÕ
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% kldstat

Id Refs Address Size Name
1 2 0xc0100000 16bdb8 kernel
7 1 0xc24db000 d000 linux.ko

❀�*3X.ÝVÃ�RLinux KLD�ñÇ3Ò��ó�X¥·ÕÓz�Linux���/�Ü*�3��ó
3{�X{�©G°Á��options COMPAT_LINUX Çl��L�99­c�H�X�

11.2.1���ãããLinuxäääqqq���EEE

❀�Ü«0�u�ãLinuxäq�EÇ��&~linux_baseportÇ��CÄ�ã�

11.2.1.1///,,,&&&~~~linux_base Port uuu���ããã

❀Y4!�4{�ã0�Ç���4�ãÙÆport�ø,Ports Collection (/usr/ports/)u�ãÕ

# cd /usr/ports/emulators/linux_base-f10

# make install distclean

ÕÕÕ???: é�FreeBSD 8.0��{Çý{FreeBSDø:Ç���&~emulators/linux_base-fc4 port
X
4emulators/linux_base-f10 �

❀3�óah4Ó*óLinux/�Ü*�ê��JÇ�,�Ì
+ø:E{ÇýXth�/�ÇYX4¯
��

ÕÕÕ???: �õÇÇý{emulators/linux_base portÇbéX3{Çý{Linux�3a� 
!z£Linuxa~Ç��
�{�ÇÇýu�ã�

11.2.1.2CCCÄÄÄ���ããã

❀�*3���ãPorts CollectionÇ3�,1/,CÄu�ãLinuxäq�E�3R��YJÇ��v
{Linuxá0EÇ
%3��
O�Ç�shadow root�ø9/compat/linux Ç�[�úLinuxÇ�K
{á
0EÑD�óYÇø9°Á�I�Ä1Ç�*�ÇLinuxÇ��ñêÇ¾�Ç/lib/libc.so ÇFreeBSDÌ
D��AK
/compat/linux/lib/libc.so Ç�*X?óÇÇR�AK
/lib/libc.so �á0Ea��

ãó/compat/linux/lib 
X4Linux ld.so ç·{ÙÆ4»�

❀/�Ç3��¯ILinuxÇ��v{á0E�$�Ç�{ø:ÞÒÌ���Linuxá0EÇY�á0E�
1~uäqc�ã{Linux���Ç��

11.2.1.3���[[[���ããã���iii{{{ááá000EEE

❀�*3�ãêlinux_base portÇb43{3{a~Ç��Ìç·¿�á0E{fåÚ3�[�wLinuxÇ
���ýÇá0EÚäýÞÇ�Ü«,�uÃz�u{�
��root Y!ÄÕ

❀�*3�,16¯{Linuxø:Ç��a~Ç�����á0EÇ²Ç¢��t3{FreeBSDø:���
Á{¾�Õ

279



❀❀119❀Linux���/�Ü*

·¢"÷3/,FTPztLinuxÇ�DoomÇ?²Ç8ó3�6¯{Linuxø:Þ�l�3,1/,ldd

linuxdoom u5���ýJá0EÇÒ4YøÕ

% ldd linuxdoom

libXt.so.3 (DLL Jump 3.1) => /usr/X11/lib/libXt.so.3.1.0
libX11.so.3 (DLL Jump 3.1) => /usr/X11/lib/libX11.so.3.1 .0
libc.so.4 (DLL Jump 4.5pl26) => /lib/libc.so.4.6.29

3��ztÞÁQñ{�ï{Ä�©GÇ?²Ç¢��t/compat/linux Ç��ï{Ö	~nRËz�5

Ç¢�Yø3{FreeBSDø:ÞÒ�êYJ©GÕ

/compat/linux/usr/X11/lib/libXt.so.3.1.0
/compat/linux/usr/X11/lib/libXt.so.3 -> libXt.so.3.1. 0
/compat/linux/usr/X11/lib/libX11.so.3.1.0
/compat/linux/usr/X11/lib/libX11.so.3 -> libX11.so.3. 1.0
/compat/linux/lib/libc.so.4.6.29
/compat/linux/lib/libc.so.4 -> libc.so.4.6.29

ÕÕÕ???: �*3.²�ê�Ç¦ldd Qñ{��ï{Ì�¾R#�{{Linuxá0EÇ3Ò.²qÄêÓ*Ç

X��²�ï×Ö{©G��t3{ø:Þê��*��Çc{ÇýÇ�ÃX�[Ñ����Çá0E�3

,1Í«Î{Ç3��)�ÇnRËztc{Çý�Ä1Ç�*�YJEó3{ø:ÞÕ

/compat/linux/lib/libc.so.4.6.27
/compat/linux/lib/libc.so.4 -> libc.so.4.6.27

�*3Êâldd Qñ{�����ÇÍcÇý{EÕ

libc.so.4 (DLL Jump 4.5pl26) -> libc.so.4.6.29

�*��{j	���tÜÇÇý,ÏÇ��X�Ze��/lib/libc.so.4.6.29 ÇO�Ç�óã�Î�J

{ÇýÞ��iP�Ó*�l
Ç�*õ¡{�Ç3,1�¦libc.so Ç#ÄYøÕ

/compat/linux/lib/libc.so.4.6.29
/compat/linux/lib/libc.so.4 -> libc.so.4.6.29

ÕÕÕ???: nRÓzå�������444 LinuxÇ���{�FreeBSD{äq�ËzìÌ��¯I�{{Ì�¾RÇ3X
���$Ze�

11.2.2���ãããLinux ELF ÇÇÇ���

❀ELFÂ*{Ç����Z�i{Z½�)����*3�Aäq��)�{ELFÇ�Ç3Ìzt4�ÁY
ø{FØfåÕ

% ./my-linux-elf-binary

ELF binary type not known
Abort

❀�ÐÏFreeBSD�XI%FreeBSD ELF�q©GZLinux�q©GÇ��&~brandelf(1)Óä�
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% brandelf -t Linux my-linux-elf-binary

❀GNUÓä�óÌ�Ä²7h{)�få8tELFÇ�¥Ç31�±tYÇ¯�{åÌÖuÖè�

11.2.3���ãããÈÈÈ«««äää���RPM{{{aaa~~~ÇÇÇ���

❀FreeBSD&~��{ÝjâEuË�Ä�{ports (ÝiLinux ports)�Ä1Ã�&~(X|Ñ) Linux RPMj
âE�

❀�*����ã�?{�Çä�RPM{Linuxa~Ç�Ç,1/,��{Z½qÄÕ

# cd /compat/linux

# rpm2cpio -q < /path/to/linux.archive.rpm | cpio -id

❀l�é.�ã{ELF���Ç�(XÝiE)äqbrandelf�~$«0��ã{Ç�X�úq\WñÇb4
,��Ï�)J�A�

11.2.4{{{���ÌÌÌåååÖÖÖ���ÛÛÛììì

❀�*DNSX�t�Ó*Ý43zt�ïfåÕ

resolv+: "bind" is an invalid keyword resolv+:
"hosts" is an invalid keyword

❀3Ò��{�/compat/linux/etc/host.conf ©GÇ$©GÝ9Õ

order hosts, bind
multi on

❀orderY�q�ñ/etc/hosts �ú�Âòzø�ÂDNS��*/compat/linux/etc/host.conf ��ú�

ãÇLinuxÇ�ÌÖRFreeBSD{/etc/host.conf l�
+X/�{FreeBSDª���*3��&
~/etc/resolv.conf ©G÷�DNSÇa�Íøbind �

11.3���ãããMathematica®
Updated for Mathematica 5.X by Boris Hollas.

❀YP©l�ëê�[óFreeBSDø:¥�ãLinuxÇý{Mathematica 5.X�

❀LinuxÇý{MathematicaÝMathematica for Students,1�z,Wolfram{http://www.wolfram.com/¾
é�

11.3.1äääqqqMathematica ���ãããÇÇÇ���

❀D�3a·ªFreeBSDMathematica{Linux,�q©G��&~Linux ABI�HtY�ø{!;\{Í
�Ç4R��)�{,�q©G{å�ELF)��LinuxÇQ��Á{×
Õ

# sysctl kern.fallback_elf_brand=3
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❀YÌtFreeBSD"½Ä���)�{ELF,�q©GÇÑa&~Linux ABIÇYøÒ,1�z,CDROM
�q�ãÇ�ê�

❀z�uÇ��RMathInstaller ��tmcÞÕ

# mount /cdrom

# cp /cdrom/Unix/Installers/Linux/MathInstaller /localdir/

❀óYÇ©G{��q¥ÇR/bin/sh ��/compat/linux/bin/sh �YøÒ�hâ�ãÇ�4&~Linux
Çý{sh(1)uäq{�z�uÇ&~©ý�öìÝ�Á{lýÇ²Ä�{Linux) �¦�FreeBSD) ��

�Mathematica�ãÇ�Ì®~uname -s u5�v*ø:ÇYø)�êtÇ@FreeBSD��«¡-Linuxv
*ø:��ó�qMathInstaller Ò��ãMathematicaê�

11.3.2������Mathematica ���qqq©©©GGG

❀ó�ãMathematica{,Ç¥Ä
O{lýÇ��D��q7h{��b�&~��*3 

R/usr/local/bin *�Mathematica,�q©G{�ã4»Ç�,1óYÇø9¥It�JtÖ
�math�mathematica �Mathematica Ç1ùMathKernel {©G{nRËz�3,1&~©ý�öìÇÝ

V�Á{shelllýuRYJ©G¥{Linux) ��FreeBSD) Õ

#!/bin/sh
cd /usr/local/bin
for i in math mathematica Mathematica MathKernel

do sed ’s/Linux)/FreeBSD)/g’ $i > $i.tmp
sed ’s/\/bin\/sh/\/compat\/linux\/bin\/sh/g’ $i.tmp > $ i
rm $i.tmp
chmod a+x $i

done

11.3.3ÜÜÜzzz333{{{Mathematica ···hhh

❀óD'éÄMathematica�Ç3Rú¯ù�Ç·h��*3¤�,WolframÜz·hÇ��ãø9¥
{mathinfo ,1ÐÏ3Üz�machine ID� (�®åID)�YÇ�®åIDRû�3��L1Ô��{MAC
��Ç1hâ3XóõÑåìÞäqMathematica�

❀ó/,���G���Ý�]5WolframÕ~�Ç3��5Æ¢
Ø�machine ID�Çæ�Ç¢ÌÉ3�
Ç¦�éa{���j	�Ä{·h�

11.3.4///,,,���ddduuuäääqqqMathematica

❀Mathematica&~�J�O{	�u�+	nÇ¦�ó&~{)ï	�X�øÃintegrals, sums, Greek
letters,��Ä�XNF�FRYJ	��ãóýýý����Y?�ø3��,Mathematica{CDROM°Á��YJ
	�?�ãtý��YJ	��ÄóCDROM{/cdrom/Unix/Files/SystemFiles/Fonts °ÁÇÝý�m

c{/usr/local/mathematica/SystemFiles/Fonts �"�{	�óType1ZX�ø9��iõ«0�u

&~Ç¢�

❀��«0�4²	���t�Ç.?ó{ø9/usr/X11R6/lib/X11/fonts �Y���öfonts.dir ©

G���	�Ö	�VÇ?�#��q{	�jø��iÇ3���ó��	�{ø9��

qmkfontdir(1)�
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❀��«0�4��t/usr/X11R6/lib/X11/fonts ø9Õ

# cd /usr/X11R6/lib/X11/fonts

# mkdir X

# mkdir MathType1

# cd /cdrom/Unix/Files/SystemFiles/Fonts

# cp X/* /usr/X11R6/lib/X11/fonts/X

# cp Type1/* /usr/X11R6/lib/X11/fonts/MathType1

# cd /usr/X11R6/lib/X11/fonts/X

# mkfontdir

# cd ../MathType1

# mkfontdir

❀�óÇ��c{	�ø9t3{	�ø9Õ

# xset fp+ /usr/X11R6/lib/X11/fonts/X

# xset fp+ /usr/X11R6/lib/X11/fonts/MathType1

# xset fp rehash

❀�*3t&~XorgqÖìÇ�,1/,��xorg.conf ©Gu�Ä�ñÇ¢�

❀�*3�������Çw/usr/X11R6/lib/X11/fonts/Type1 {ø9Ç3,1²MathType1 �ÄType1�

11.4���ãããMapleTM

Contributed by Aaron Kaplan. Thanks to Robert Getschmann.

❀MapleTM4�Ç¡��Mathematica{Û�j¦�G�3,1,http://www.maplesoft.com/otYÇ�G?
Õ~zt�Ç&~�,��óFreeBSDÞ�ãYÇ�GÇ>�L�Á{Z½Õ

1. ,�G{�qÝ�qINSTALL shelllý�h���ãÇ�{
+n�Ç 
�RedHat� 1��n{
�ãø94/usr/local/maple �

2. �*3XYø)Ç,1,Maple Waterloo Software (http://register.maplesoft.com/)�Maple¾é�ÇGY
�,�l�²Ç��t/usr/local/maple/license/license.dat �

3. /,äqMaple¥{INSTALL_LIC �ãshelllýu�ãFLEXlm�,�®ì��½�,qÖì�3{å
ìÖ�

4. 4�ÁYøPatch3{/usr/local/maple/bin/maple.system.type ©GÕ

----- snip ------------------

*** maple.system.type.orig Sun Jul 8 16:35:33 2001
--- maple.system.type Sun Jul 8 16:35:51 2001

***************
*** 72,77 ****
--- 72,78 ----

# the IBM RS/6000 AIX case
MAPLE_BIN="bin.IBM_RISC_UNIX"
;;

+ "FreeBSD"|\
"Linux")

# the Linux/x86 case
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# We have two Linux implementations, one for Red Hat and
----- snip end of patch -----

>Õ?"FreeBSD"|\ �Á��8Â�

YÇV¶�+Maple²�FreeBSD�#/��«Linuxø:�bin/maple shelllý®
~bin/maple.system.type lý�quname -au�Iv*ø:ÖÇÊâv*ø:ÖÇÒ�w�&~ý

ÇÇ��

5. éÄ�,qÖì�

�Á{lýÇ�ãÄ/usr/local/etc/rc.d/lmgrd.sh Ç4i0"{éÄlmgrd {0�Õ

----- snip ------------

#! /bin/sh
PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr /sbin:/usr/bin:/usr/X11R6/bin
PATH=${PATH}:/usr/local/maple/bin:/usr/local/maple/ FLEXlm/UNIX/LINUX
export PATH

LICENSE_FILE=/usr/local/maple/license/license.dat
LOG=/var/log/lmgrd.log

case "$1" in
start)

lmgrd -c ${LICENSE_FILE} 2>> ${LOG} 1>&2
echo -n " lmgrd"
;;

stop)
lmgrd -c ${LICENSE_FILE} -x lmdown 2>> ${LOG} 1>&2
;;

* )
echo "Usage: ‘basename $0‘ {start|stop}" 1>&2
exit 64
;;

esac

exit 0
----- snip ------------

6. 
)�AMapleÕ

% cd /usr/local/maple/bin

% ./xmaple

3a�ÄÕéÄåuê��zUf·ªMaplesoft3.��Çý�FreeBSDÇý¼

11.4.1���JJJbbb   

• FLEXlm�,�®ì,�4�Ç&~�vh
{Óä���Ç{�i{©l,1
óhttp://www.globetrotter.com/It�

• lmgrd é�,©G:���Ç���¯�ÒÌcore dump�th{�,©G�åu4�ÁYøÕ

# ================================================== =====
# License File for UNIX Installations ("Pointer File")

284



❀❀119❀Linux���/�Ü*

# ================================================== =====
SERVER chillig ANY
#USE_SERVER
VENDOR maplelmg

FEATURE Maple maplelmg 2000.0831 permanent 1 XXXXXXXXXXXX \
PLATFORMS=i86_r ISSUER="Waterloo Maple Inc." \
ISSUED=11-may-2000 NOTICE=" Technische Universitat Wien " \
SN=XXXXXXXXX

ÕÕÕ???: �ïRú’X’S�ê�chillig 4ÌåÖ�

��X���FEATURE�qÇ�ö��ÄÑ�Ó*�

11.5���ãããMATLAB®
Contributed by Dan Pelleg.

❀Y��Ãcó�ÇFreeBSDÞ�ãLinuxÇý{MATLAB® version 6.5�ÇÓ*{iPÇøêJava Virtual
MachineTM¾iÃk��11.5.3�Ä�

❀LinuxÇý{MATLAB ,1,MathWorkshttp://www.mathworks.com¾é�>h½3�ztê�,©GÝ�
ã�Ò��3ÄÕ�ÇtÆ¢�w3.��Çý�FreeBSDÇý�

11.5.1���ãããMATLAB

❀>�L�Á{Z½�ãMATLAB Õ

1. 1root üP���ãCD?�ñÞ�M?&~�ãlýÇ�êéÄ�ãlýÇE�Õ

# /compat/linux/bin/sh /cdrom/install




+++: �ãÇ�4Co{��*3ztX�K
�+{FØÇ,1E�setenv HOME ~USERÇUSER4

3su(1)Ä{~��

2. h¯MATLAB {Êø9�ÇE�Õ/compat/linux/usr/local/matlab�




+++: �ê�Á{�ã,ÇÍ0"Çóshell
+n�E�set MATLAB=/compat/linux/usr/local/matlab

3. ÊâÜzMATLAB �,�{�+u�ö�,©G�




+++: 3,1~3õ¡{�öì
�ï÷YÇ©GÇ?ó�ãÇ��3�öÇ����
t$MATLAB/license.dat
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4. qÄ�ã,Ç

❀tY°Ç3{MATLAB �ã.²qÄê�z�u{Z½4tÇZ3{FreeBSDø:�a\�ó�å�

11.5.2���,,,���®®®ììì{{{éééÄÄÄ

1. ��,�®ìOÁnRÓz{lýÕ

# ln -s $MATLAB/etc/lmboot /usr/local/etc/lmboot_TMW

# ln -s $MATLAB/etc/lmdown /usr/local/etc/lmdown_TMW

2. OÁéÄ©G/usr/local/etc/rc.d/flexlm.sh ��Á{¾�4�Ç$MATLAB/etc/rc.lm.glnx86 {

��Çý�#�{4©G{ �ÇZÜ�Linux��,�®ì{éÄ�

#!/bin/sh
case "$1" in

start)
if [ -f /usr/local/etc/lmboot_TMW ]; then

/compat/linux/bin/sh /usr/local/etc/lmboot_TMW -u username && echo ’MATLAB_lmgrd’
fi
;;

stop)
if [ -f /usr/local/etc/lmdown_TMW ]; then

/compat/linux/bin/sh /usr/local/etc/lmdown_TMW > /dev/ null 2>&1
fi

;;

* )
echo "Usage: $0 {start|stop}"
exit 1
;;

esac

exit 0

­­­���: ��&lý©G,�qÕ

# chmod +x /usr/local/etc/rc.d/flexlm.sh

3����¦username�åìÞ{�Ç~�ÃX�4root Ä�

3. ~×
éÄ�,�®ìÕ

# /usr/local/etc/rc.d/flexlm.sh start

11.5.3ÓÓÓzzzJavaäääqqq���¢¢¢¸̧̧

❀�#Javaäq�¢¸ÃJREÄÇÓzt�Ç,1Ó*{ÇýÕ

# cd $MATLAB/sys/java/jre/glnx86/

# unlink jre; ln -s ./jre1.1.8 ./jre
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11.5.4


OOOMATLABéééÄÄÄlllýýý

1. ²�Á{éÄlý8t/usr/local/bin/matlab Õ

#!/bin/sh
/compat/linux/bin/sh /compat/linux/usr/local/matlab/ bin/matlab "$@"

2. l�Q�×
chmod +x /usr/local/bin/matlab �




+++: �v�3{emulators/linux_base ÇýÇ3óäqYÇlý�,�ÌñFÇ�ê�½FØÇ�

ö/compat/linux/usr/local/matlab/bin/matlab Ç²YqÕ

if [ ‘expr "$lscmd" : ’. * ->. * ’‘ -ne 0 ]; then

Ãó13.0.1Çý4ó�410qÄ�ÄÕ

if test -L $newbase; then

11.5.5 Creating a MATLAB Shutdown Script

❀The following is needed to solve a problem with MATLAB not exiting correctly.

1. Create a file$MATLAB/toolbox/local/finish.m , and in it put the single line:

! $MATLAB/bin/finish.sh

ÕÕÕ???: The $MATLABis literal.




+++: In the same directory, you will find the files finishsav.m and finishdlg.m , which let you save your
workspace before quitting. If you use either of them, insert the line above immediately after the save

command.

2. Create a file$MATLAB/bin/finish.sh , which will contain the following:

#!/usr/compat/linux/bin/sh
(sleep 5; killall -1 matlab_helper) &
exit 0

3. Make the file executable:

# chmod +x $MATLAB/bin/finish.sh
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11.5.6&&&~~~MATLAB

❀�ó3.²,1E�matlab ?
)&~Çê�

11.6���ãããOracle®
Contributed by Marcel Moolenaar.

11.6.1���ÓÓÓ

❀Y�ÃcóFreeBSDÞ�ãLinuxÇ{Oracle 8.0.5ZOracle 8.0.5.1 Enterprise Edition�

11.6.2���ãããLinux¢¢¢¸̧̧

❀hf3.²,Ports Collection�ãêemulators/linux_base Zdevel/linux_devtools ��*ó&~Y

Jport�±th
Ç3,�ÒXzX,packageÇÝ&~v�Çý{Ports Collectionu�ã�

❀�*�äq��S®Ç3¤���ãRed Hat Tcl�GÝÕtcl-8.0.3-20.i386.rpm �~��ã�0

{RPM (archivers/rpm )�GÝ{×
4Õ

# rpm -i --ignoreos --root /compat/linux --dbpath /var/lib/rpm package

❀Ý{�ã/�XÌñF�

11.6.3


OOOOracle¢¢¢¸̧̧

❀�ãOracle��Ç3��÷�th{¢¸�Y��ÃcêóFreeBSD��ãLinuxÇýOracle�����///Õ?
{�0�X4óOracle�ã��¥ÄÃc{�ø�

11.6.3.1®®®rrr���XXX

❀t�Oracle�ã��Ãc{�øÇ3��÷�á0�?{!L��X�óFreeBSD�&
~SHMMAXÇSHMMAX�4~u�®SHMMAXPGSZPGSIZE{�O$�&~SHMMAXPGS�Ä�ÙÆ�&~{ 1

,1k���Ç¾�Õ

options SHMMAXPGS=10000
options SHMMNI=100
options SHMSEG=10
options SEMMNS=200
options SEMMNI=70
options SEMMSL=61

❀÷�YJ 1u7aOracle{&~�

❀hlÇhf3{�X{�©G¥��ÁYJ 1Õ

options SYSVSHM #SysV shared memory
options SYSVSEM #SysV semaphores
options SYSVMSG #SysV interprocess communication
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11.6.3.2 OracleAAARRR

❀
O�Çoracle ARÇt�3
OÙÆAR�ø�oracle AR�O{�043��ÉÇ�ÇLinux
shell���/compat/linux/bin/bash t/etc/shells Çl�÷�oracle AR

{shell�/compat/linux/bin/bash �

11.6.3.3¢¢¢¸̧̧

❀øêÊ/{Oracle#ÞiÇ��ORACLE_HOMEZORACLE_SIDÇ3¤��÷��Á{¢¸#ÞÕ

###ÞÞÞ ���

LD_LIBRARY_PATH $ORACLE_HOME/lib

CLASSPATH $ORACLE_HOME/jdbc/lib/classes111.zip

PATH /compat/linux/bin /compat/linux/sbin

/compat/linux/usr/bin /compat/linux/usr/sbin /bin /sbi n

/usr/bin /usr/sbin /usr/local/bin $ORACLE_HOME/bin

❀OFó.profile °Á÷�Ä�{¢¸#Þ��Çqr{¾�4Õ

ORACLE_BASE=/oracle; export ORACLE_BASE
ORACLE_HOME=/oracle; export ORACLE_HOME
LD_LIBRARY_PATH=$ORACLE_HOME/lib
export LD_LIBRARY_PATH
ORACLE_SID=ORCL; export ORACLE_SID
ORACLE_TERM=386x; export ORACLE_TERM
CLASSPATH=$ORACLE_HOME/jdbc/lib/classes111.zip
export CLASSPATH
PATH=/compat/linux/bin:/compat/linux/sbin:/compat/l inux/usr/bin
PATH=$PATH:/compat/linux/usr/sbin:/bin:/sbin:/usr/b in:/usr/sbin
PATH=$PATH:/usr/local/bin:$ORACLE_HOME/bin
export PATH

11.6.4���ãããOracle

❀��LinuxÜ�ì{�ÿBB{�IÇ3��ó/var/tmp ¥
O�ÇÖ�.oracle {ø9b�êéÄ�

ãÇ����²Ç÷��a�oracle ~��z�uÇ3Ò,1NÃ¯���ãOracleê��*3±t¯
�Ç>D�5�Oracle�GÝZ/Ý{�©G¼�ãqOracle��Ç&~�ÁÜ�¥Ä�{V¶�

❀�Ç�v�D{¯�4TCPNF7{ì�ãXth�Ù�*4RÃ��q�[{TCPc&��Á{v*
RÐÏ�û$¯�Õ

# cd $ORACLE_HOME/network/lib

# make -f ins_network.mk ntcontab.o

# cd $ORACLE_HOME/lib

# ar r libnetwork.a ntcontab.o

# cd $ORACLE_HOME/network/lib

# make -f ins_network.mk install

❀X���êòäq��root.sh ¼
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11.6.4.1���VVVroot.sh

❀,CD�ãOracle�Ç�JÓ*��óroot ��qÇYJÓ*Ñú�9ó�Çwroot.sh {lý°Á�Y

ÇlýúUóorainst ø9��ê&~root.sh uth½ chownÝóLinuxý�shell��qlýÇa�éÇ
�q�V�

*** orainst/root.sh.orig Tue Oct 6 21:57:33 1998
--- orainst/root.sh Mon Dec 28 15:58:53 1998

***************
*** 31,37 ****
# This is the default value for CHOWN
# It will redefined later in this script for those ports
# which have it conditionally defined in ss_install.h
! CHOWN=/bin/chown
#
# Define variables to be used in this script
--- 31,37 ----
# This is the default value for CHOWN
# It will redefined later in this script for those ports
# which have it conditionally defined in ss_install.h
! CHOWN=/usr/sbin/chown
#
# Define variables to be used in this script

❀h3X,CD�ãOracle�Ç3,1,ÍShu�Vroot.sh �Çw)rthd.sh Ç½ óÍShd

{orainst ø9�

11.6.4.2���VVVgenclntsh

❀genclntsh lý~u
O�Ç;\{á00�àE�óOÁdemos�ú&~�qÄV¶�ÒÕ:«ê�Á
{PATH#ÞÕ

*** bin/genclntsh.orig Wed Sep 30 07:37:19 1998
--- bin/genclntsh Tue Dec 22 15:36:49 1998

***************
*** 32,38 ****
#
# Explicit path to ensure that we’re using the correct comman ds
#PATH=/usr/bin:/usr/ccs/bin export PATH
! PATH=/usr/local/bin:/bin:/usr/bin:/usr/X11R6/bin ex port PATH
#
# each product MUST provide a $PRODUCT/admin/shrept.lst
--- 32,38 ----
#
# Explicit path to ensure that we’re using the correct comman ds
#PATH=/usr/bin:/usr/ccs/bin export PATH
! #PATH=/usr/local/bin:/bin:/usr/bin:/usr/X11R6/bin e xport PATH
#
# each product MUST provide a $PRODUCT/admin/shrept.lst
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11.6.5äääqqqOracle

❀�*3.²�ÞÁ{�+Vv*Ç3a�,14óLinux�äqOracleê�

11.7°°°ÿÿÿÌÌÌ���
❀�*3éLinux/�Ü*4�[Ó*{¡tPÛÇY�t43Ä��{��Á{ýL\I��4�Terry
Lambert<tlambert@primenet.com >ÃMessage ID:<199906020108.SAA07001@usr09.primenet.com> Ä

�,ó�Gï,FreeBSD�ã�Gï, (http://lists.FreeBSD.org/mailman/listinfo/freebsd-chat)Þ{���Ä
{�

11.7.1ÇÇÇ444���[[[ÓÓÓ***{{{ÚÚÚ

❀FreeBSD��Ç�,�q¡�ñì��ÇÌ�4	�êexecve(2)ø:®~�

❀��{4FreeBSD��ÇZsìÃloaderÄ{ï,Ç
X4�Ç;\{(Ã�ÇnR#! {Zsì¼

❀,»$ÞuYÇ��UNIX²Ñ{ZsìÌ5�àbÃmagicÄjÃ/�4©G{�4ÇÝ8Ç	�Ä4d4
���{Ç�*4ÇÒ®~���ZsÇ��

❀�*ÇX4���¡n{execve(2)®~ÒÌ(Ã�ÇFØÇshellÒAC~shell×
�qÇ�

❀b�4&~�h�÷½{shell��

❀±�Ç�qê�Jhack, sh(1)
)5��ÜÇ	nÇ�*Ç¢4:\n Ç�ÇÒ®~csh(1)Ã·¢#f
4SCO!�)YÇhack{Ä�

❀FreeBSD�óÄ){4~�ÇÊ/{#! Zsì�û5�Zsì{ï,Çl���:Ç��Çz�Ç��

:Ç(ÃÉ/bin/sh �

❀�ê|ÑLinux ABIÇFreeBSDÒ²àbj�*��Ç���ELFÇ��ÃYø�uÇÇÒ&z
óFreeBSDÇSolarisÇLinuxZÙÆ�[v*ø:�-��&~ELFÂ*ÒÑ,1~¼äqÄ�

❀ELFZsìÌ¯I�ÇÛ {)))���ÇÇ4óELFn4¥{�ÇÕ:\IÇbóSVR4/Solaris{ELF¥���

❀�ê�qLinuxÇ�ÇÇ¢��úKÞLinux ¡n{)))���Ö&~brandelf(1)Õ

# brandelf -t Linux file

❀)q��ÇELFZsìÒÌ�t©GÞ{Linux {)��

❀hELFZsì�tLinux {)�ÇZsìÒÌóproc �è¥�¦�Ç�+ì�Ä�{ø:®~ÒÌ/,Y

Ç�+ìuÂZÃó�Ç�:{UNIXø:¥ÇYÒ4sysent[] �èèïÇÝ9ø:®~Ä�$iÇ�ê

�û��fRìOÄ�Ä{ 25Þ{¯�ÇÌ�Ä"Ç{ì�Ç��#äÙÆÃÝvB{Ä�Linux�X
ÜL�	{�t�

❀Linuxø:®~5ÞÝ9�Çsysent[] �9{ï,ÇÇ{�� ��XÜL�¥�

❀h�Çø:®~úLinuxÇ�®~�Ç�b {ShÌ²ø:®~Õ�{�+ì,proc �è¥�øÇl�

ÜzLinuxÇ
X4FreeBSDÇø:®~�=��

❀�iÇLinuxÜ*ÄÕ�reroots�IÖYZéÄ©Gø:{union  14�H{Ãý�X4unionfs ©G

ø:Ä�D�ÌACó/compat/linux/ original-pathø9�I©GÇ�*�½êÇÒÌ

ó/ original-pathø9��I�Y&z��ÙÇÇ�{Ç�,1äqÃ¾�ÇLinuxÓäÓÑ,1óLinux
ABI{|Ñ�Ó*Ä��Ò4�LinuxÇ�,1�ñZ�qFreeBSDÇ�Ç�*h���#a{LinuxÇ�Ç
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�3,1ó/compat/linux ø9d¥8��Çuname(1)Ç&LinuxÇ�X4�úÇ¢?��äqóLinuxø
:Þ�

❀óFreeBSD�X¥��ÇLinux�XÖ��X
Ø{�ê
ØÄ�qÖ{È«�óÕ�óFreeBSDø:®~
,�9ZLinuxø:®~,�9�-4�ø{Õ©Gø:v*Ç���?v*ÇfR��ÇSystem V
IPCÇ������{X34FreeBSDÌztFreeBSD{aaa\\\Õ�Ç
LinuxÇ�ÌztLinux{aaa\\\Õ�
ÃL\I�{v*ø:��Ç¢��{aaa\\\<jÇ<j��ó·Õ\Û#Þsysent[] �èjâ°ÁÇ
X

4ÄÕ{ð)�t�Ç{proc �èÄ�

❀ý�Ç4FreeBSD��{ABI�ÚYÃ����äýÞÇ��{X34FreeBSD{aaa\\\Õ�4ú·ÕËz
t�XÇ
Linux{aaa\\\Õ�,�4ú·ÕËzt�XÇ�,�Ç¢/,�Ç�XÜLu6¯�

❀��Ç]t{Ü�ìmÚ��ÇÇ�X,4�ÇABI�qå�ÇX4�ÇÜ�ì�

❀�����Çúw)�LinuxÜ�ì�Ú�4�êÍ�4�qñFreeBSD¶ê¼"�ÞÇ»$Þ,u��
ÃcYø�«�qå�{Ö	ÇFreeBSD?X4]t�äqLinuxÇ�Ç�*3X�H�ShÇÝ�ñ�Ç
ÜL�Ò����ÇÖ	uÃcYø�«�ñÕ�--O$Ò.ñê�LinuxÜ�ì�Yø�ÇÖ	�
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FreeBSDC~¥Ù�9�{��Ñ4��ø:�®���9�Ñ,ÃcY9R��ë{��
)Ç���
ýé#����q�ë�

YJ9�óÞU�Ç.²÷�Äê�õ#�ÕÁ{\IÇ�*3��ê�ì\I��Ç�zÝÖY\I�

�ý,Ç
Ã��L~�Ç�X�ó3
)&~FreeBSD��qr�ÝÖÇ¢�
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÷÷÷���ZZZ®®®rrr
Æ*ÕChern Lee.YP©lä��PsÇÇÙ*V4Mike Smith.$iÇ�k�êtuning(7)ÇÙ*V

4Matt Dillon.

12.1���ccc
❀&~FreeBSD{�Ç­�¯�4ø:{��th�{�ø:�ßI�>è1���Z�ÿø:Ä�{Ó*
Þ�Y9R�:�JFreeBSD{{�,ÇÇÝi�J,1®r{FreeBSDø:{�Jkj�

❀Öqý9Ç3Rê�Õ

• �[�H�¼~©Gø:Zb¦IK�

• rc.conf {äý÷�1ù/usr/local/etc/rc.d éÄ�ø�

• �[÷�Z�A���

• �[ó3{�d÷÷Þ{���Ìå�

• �[&~/etc �{È{�©G�

• �[/,sysctl #ÞuéFreeBSDø:�q®��

• �ø®r�cu�Z���X!��

❀óÝÖý9��Ç3a�ê�Õ

• ê�UNIX ZFreeBSD{äú�#(�49)�

• Yç�X{��H{äú�#(�99)�

12.2ðððZZZ{{{���

12.2.1IIIKKK������

12.2.1.1äääýýýIIIKKK

❀h&~bsdlabel(8)ÝVsysinstall(8)uI¿3{©Gø:{��Ç��ÔmcPÄìi�w�Qjâ��,
��w�QjâO�O$a�RB{Z²�6¯{©Gø:8óPÄì"i{ �Ç�JL{IK�

�/usr a�8ó�c�v"°{ ��1¡�Yø{~�OÁIK4�ÇXF{Ì

?ÕrootÇswapÇ/var Ç/usr �

❀/var IK{LB�'n3{åì&~<Y�/var ©Gø:~u?û�GÇ��©GZK\èï¥?Ç�

/4�'Z��©G,�ÌHtÃ�½î{LBÇYÌ�Rû�ó3{ø:Þ�õè~�Z3{��©G

,1â?õ��-�Lõj~�iè��/var �1GB1Þ{��8-�
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ÕÕÕ???: ���/var/tmp ��iõ{�c8-�ó&~pkg_add(1)�ãc{�G�ÇÝ�®ÓäÌó/var/tmp ¥

�¸ñ�Pø� ó�L{�GÝÇ4FirefoxÇOpenOffice ÝVLibreOffice ó�ã��*/var/tmp ¥���

ê{8-Ò,����J��ê�

❀/usr IK?ûiõ~uø:äqÄ��{©G¾�ports(7) (OFYø))ZÍSh(, {)�portsZäý
ø:{ÍShó�ã�Ñ4, {Çb·¢OFÉYÇIK�èâ�2GB{,~8-�

❀h 
IKLB{��Ç�Ôâ��J8-�~qê�ÇIK{8-
ó��ÇIKÞ¤�iõÇ,�

Ìs�ñ��JFØ�

ÕÕÕ???: �J~�Ì��sysinstall(8){Auto-defaults �ÄIK��ÌI{É/var Z/ vB{IK8-�IKa�

°h�J?%L�J�

12.2.1.2bbb¦¦¦IIIKKK

❀�ÄuYÇb¦IKa�LÕ4ø:�?(RAM) {Üõ�¾�Ç�*åì�128M�?Çb¦©Ga�
4256M�vB�?{ø:,1/,õ���b¦IKu
�u��XOFB�256N{b¦IKÇ?%j
ß3{�?a�ú�D���hb¦IK!è4Ì�?{Üõ{��Ç�X{VM (���?)�Á®Ý®�
,1Ru�®rt!P��*3Éåì��Íõ�?Ç{�ÔB{b¦IKÌs�VM �Á·Ã{ShH
G���

❀ó&~õLSCSI�c(ÝVX3;�ìÞ{IDE�c){Lø:ÞÇOFó�ÇPÄìÞOÁb¦IK(�t
�ÇPÄì)�b¦IKa�LÕ�øLB��X,1&~�?LBÇb�\jâ�è�4!Lb¦IK
{4õ�âÑb¦IK3ø{LBÇ,1ã��X!��®Ýb¦8-u6¯�c�ý&XÔ&~ÇI{L
{b¦IK�4P{Çóú½­é��Ç,1t3Í�4{,�Ç�½{Ç�¥Á�,u�

12.2.1.3������������IIIKKKÚÚÚ

❀�J~����Ç\Õ{LIKRÌiPÇb4�iõÆOÌyÒ���Y4Ç Ì?�D�Ç�ÇI

K�X3{IK�uÇO$I
,1t©Gø:®rÇ¢�¾�ÇÊø:Z/usr �Ä�4ÖRÇU�i

è�iõÖUª${ú8ó/var Z/var/tmp ¥�

❀7h{�I�Çø:ÇóÙ¥&~vB{IKÇYøÇ�J1U�Ì{IKRXÌ�1Ö�Ì{IK�

ñÍ°{S$�R1U�Ì{IK8ó"£�c{�ÎÇ¾�8ó"�{Lmc{�ÁS�8óIK,{

�ÁÇRÌ
°3��{IK{I/Ou���ó,����ó�vL{IKÞ�iP{I/Ou�Ç²Æ¢#
Ät�ci�XÌQuõL{u�
�Ç'
²/var #tiÁÌ�iP{H*�!�õùt�\¯���

ÇÌ�4�Ö{B{�r�{ÊIK,1
°,�ÇÎ­{ø:ÿd¥Á�,u{åÌ�

12.3XXXeee{{{���
❀ø:{{�fåÌ� �/etc/rc.conf �YÇ©GÝ9ê{�fåiL{�\IÇÌ�óø:éÄ{�

�u{�ø:ÇYÇÖ	�z�ÒêY�ÖÇ�4rc * ©G{{�få�
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❀ø:�®Êa�órc.conf ©G¥OÁ�9u��/etc/defaults/rc.conf ¥{å�÷��YÇå�©

GXa�úÅ	{��t/etc ÇÝ9{4å��
X4�Ç¾��Ä��½{�#a�órc.conf ¥�

❀óøka~¥Ç�ê\��®ÄýÇ,1f~õ«|Q²õù\5)�{÷�,�½�ø:{÷�¥I

¬ñu�M?{0�4²ø:)�{{�8t/etc/rc.conf.local ©G¥�¾�Õ

• /etc/rc.conf :

sshd_enable="YES"
keyrate="fast"
defaultrouter="10.1.1.254"

• /etc/rc.conf.local :

hostname="node1.example.org"
ifconfig_fxp0="inet 10.1.1.1/8"

❀rc.conf ©G,1/,rsync Ý¡�{Ç�uI�tÄ�{åìÞÇ
È�{rc.conf.local ©G�â

ÑX#�

❀&~sysinstall(8)ÝVmake world u�ÿø:XÌ��rc.conf ©GÇÄ1ø:{�fåXÌ¿��




+++: {�©G/etc/rc.conf 4/,sh(1)�Û{�Y&zø:�®Ê,1óÙ¥���J\öÇ,

O�ê
7a:��ì{�µ{{��>kÝÉåC~rc.conf(5)uê���Y���{��Zfå�

12.4aaa~~~ÇÇÇ���{{{���
❀�n{Çú�ã{a~Ç��Æ��{{�©G�ª����,äýø:¥I
Æ¢4i­�{1��

Æ¢,1�4{úpackage�®Óä½ Z�®

❀�Äu�ÇYJ©Gú�ãó/usr/local/etc �YÇ¾�¥Ç�Ça~Ç��iõ{�©G?%
Oê

�Ç�ø9u?8Æ¢�

❀/�Çh�ÇportÝVpackageú�ã{��Ç{�©G+¾�3øú�ãê�Ç¢/�~.default {�

íu)#��*X?óYÇa~Ç�{{�©GÇÇ¢Ì/,��.default ©Gu
O�

❀¾�Ç���YÇø�{��/usr/local/etc/apache Õ

-rw-r--r-- 1 root wheel 2184 May 20 1998 access.conf
-rw-r--r-- 1 root wheel 2184 May 20 1998 access.conf.defaul t
-rw-r--r-- 1 root wheel 9555 May 20 1998 httpd.conf
-rw-r--r-- 1 root wheel 9555 May 20 1998 httpd.conf.default
-rw-r--r-- 1 root wheel 12205 May 20 1998 magic
-rw-r--r-- 1 root wheel 12205 May 20 1998 magic.default
-rw-r--r-- 1 root wheel 2700 May 20 1998 mime.types
-rw-r--r-- 1 root wheel 2700 May 20 1998 mime.types.default
-rw-r--r-- 1 root wheel 7980 May 20 1998 srm.conf
-rw-r--r-- 1 root wheel 7933 May 20 1998 srm.conf.default

❀©GLB�+ê��srm.conf �#ê�1�Apache{�ÿÒXÌ�#YÇ©G�

296



❀❀129❀÷�Z®r

12.5éééÄÄÄqqqÖÖÖ
Contributed by Tom Rhodes.

❀�õ~�Ì 
&~Ports CollectionuóFreeBSDÞ�ã�®0�G�iõ<Y�Y,����q�J{
�1"tYJ�G�êóø:ð)�{,Ç¥éÄ�qÖÇ¾�mail/postfix Ýwww/apache13 Ò4YJ

��óø:ð)��éÄ{�GÝ¥{ÜÇ�nS,�Y���:êéÄ�®0�GÄ��{Z½�

❀FreeBSDÝ9{LõjqÖÇ¾�cron(8)ÇÒ4/,ø:éÄlýéÄ{�YJlý��Ì�JX3ÇY
Rû�FreeBSDÇý�b4X��øÇ���D{�Ç­�0Á4Æ¢{éÄ{�©G��úäýéÄl
ý#/SÜ�

12.5.1jjj000aaa~~~ÇÇÇ���{{{���

❀�óFreeBSD
Øêrc.d ÇY&zéa~�G{éÄ�q{�#zÍ�0"Ç?
ØêÍõ{ÙÆÕ

��¾�Ç&~órc.d��¥Ä�ë{�E	Ça~Ç�Ò,1÷�óìJÙÆqÖÇ¾�DNS��é
ÄÖø$�iÇ¤,1/,rc.conf u�½�J�i{éÄkjÇ
Xò��RÇ¢m�htéÄlý

¥�äý{éÄlý��Ä+Õ

#!/bin/sh
#
# PROVIDE: utility
# REQUIRE: DAEMON
# KEYWORD: shutdown

. /etc/rc.subr

name=utility
rcvar=utility_enable

command="/usr/local/sbin/utility"

load_rc_config $name

#
# DO NOT CHANGE THESE DEFAULT VALUES HERE
# SET THEM IN THE /etc/rc.conf FILE
#
utility_enable=${utility_enable-"NO"}
pidfile=${utility_pidfile-"/var/run/utility.pid"}

run_rc_command "$1"

❀YÇlýRâyutility �êóDAEMONqÖ��éÄ�Ç3��
Øê÷�ZË�PIDÇ�Ò4�ÇID ©
G{0��

❀,1ó/etc/rc.conf ¥��Õ

utility_enable="YES"

❀YÇ0��&z×
qkj�Ý9/etc/rc.subr ¥Ä
Ø{Õ�Ç/�rcorder(8)Óä?
ØÍ;\{
/,rc.conf ©Gu{�{0��
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12.5.2~~~qqqÖÖÖuuuéééÄÄÄqqqÖÖÖ

❀ÙÆqÖÇ¾�POP3qÖìÇIMAPÇ��Ç�,1/,inetd(8)uéÄ�Y�,ÇÝi,Ports Collection
�ã#a{a~Ç�Ç?²{���t/etc/inetd.conf ©GÇÝV«h�{�¥{ìJÕ:��[&~

Z{�inetdóinetd��¥�qêÍ�ý�{�c�

❀�J<Y�Ç/,cron(8)uéÄø:qÖ�4�«,q{ 
�Y«0��iõPÿÇO�cron Ì

1crontab {©GaÌüP�q�J�Ç�Y&zÊ/~���ê�qÆ¢{a~�

❀cron Óä
Øê�ÇÕ�{Õ�Ç1@reboot u�½�-�Yø{÷�Rócron(8)éÄ�äqÇ/�Y
�4ø:ð)�{���

12.6{{{���cron

Contributed by Tom Rhodes.

❀FreeBSD!�~{�GÝ(utilities)¥{�Ç4cron(8)�cron �Gó�Ñäq?%²�5�/etc/crontab

©G�cron �G�5�/var/cron/tabs ø9Ç�Âc{crontab ©G�YJcrontab ©G?û�Jcron

ó�½�-�q�Ö{få�

❀cron Ç�&~Ü«X3¡n{{�©GÇýø:crontabZ~�crontabs�Ü«Â*{��K/4��Ç
	ã�óø:crontab¥Ç��Ç	ã4~��q×
{~�Ö�YÉ£êø:crontab1�?~�üP�q
×
{�Å�ó~�crontab¥Ç��Ç	ã4��q{×
ÇÄ�{×
ÑÌ1YÇ~���{üP�
qÖY4�1­�{�\Õ��

ÕÕÕ???: 3ÙÆ~��øÇroot ~��,1���{crontab�ÇX3�/etc/crontab (�Ò4ø:crontab)���
�ø:crontab{?óÇ/�?X��Éroot OÁ\Õ{~�crontab�

❀t·¢u���/etc/crontab ©GÕ

# /etc/crontab - root’s crontab for FreeBSD
#
# $FreeBSD: src/etc/crontab,v 1.32 2002/11/22 16:13:39 to m Exp $
# ➊

#
SHELL=/bin/sh
PATH=/etc:/bin:/sbin:/usr/bin:/usr/sbin ➋

HOME=/var/log
#
#
#minute hour mday month wday who command ➌

#
#

* /5 * * * * root /usr/libexec/atrun ➍

➊ 4LõjFreeBSD{�©G�øÇ#	n4Õ:�YøÇÒ,1�UÕ:u�Ò��q��v*Ç1ù

Yø){ÆO���Õ?{4ÇÕ:a��å�qÇ
X�Ë×
8ó3�qÞÇd�Ç¢Ìú�Ä×


{�\I�YÇ©G¥{8qÌú�Q�
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➋ D�a�½B¢¸#Þ��R(=)	n~u½B�[¢¸#ÞÇ4YÇ¾�~têSHELLÇPATHZHOME

#Þ��*shellqú�Q«Çcron RÌ~å��sh��*PATH#Þú�QÇ��Ò��å��?%

���½©Gýé ���*HOMEú�QÇcron R~~�qV{homeø9�

➌ Y�q½BêÔÇ	ã�Ç¢4minute �hour �mday�month�wday�whoZcommand�Ç¢�Xõ

.²�ÒêÈ�{~ÿ�Minute4×
�äq�{I¨ÇHourËminute�XõÇ�4~B�u,
+�Mday4�ÇÛ{��MonthËhour¤�minuteÑ�XõÇ~ÛPu,+�wday	ã,+hÏ��
Ä�YJ	ã{���4j	?%~24B��u,+��who�	ã4�/{Ç?%�
ó/etc/crontab ©G¥?ó�YÇ	ã�½ê×
a�1ýÇ~�{üPuäq�h�Ç~���ê

Æ(È){crontab ©G{��ÇÆ¢ÒÌ��YÇ	ã 1�!�Ç4command	ã�Y4!�{�Ç

	ãÇÄ1�lÒ4Ç�½�äq{Ç��

➍ !��q½BêÞÁÄ�{��Õ?Y°·¢��Ç* /5 ï,Ç�Ëø4�J* 	n�* 	nS,�


)t!��Ç�,1ú�:Ä���'''�Ä1ÇÊâYqÇ�l,ÒêÃXó[��Å5I¨1root üP

uäqatrun ×
���atrun(8)C~�1Üzatrun {Íõfå�

×
,1��?õÇ��ÉÇ¢{)��ÃX�øÇj0tõq{×
a�~'R"(�\�)u�q�

❀Y4�Çcrontab ©G{äý÷�Ç¯lÇ¢��ÇX3���q·¢�½{~�Ö�?ó�ø

:/etc/crontab ©G�YÇ	ãóÊ/~�{crontab ©G¥a�ú�Q�

12.6.1���ãããCrontab

­­­���: ýéX�~Y«0�u�ö/�ãø:crontab�3��){�4&~��õ¡{�öìÕcron Ç�ÌÕ?t

©G�	ê#�Ç?Áý
)&~c{Çý�kDYÇFAQ1ø
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/books/faq/admin.html#ROOT-NOT-FOUND-CRON-ERRORS)
1ê���Z{<Y�

❀��ã¦UP{~�crontab ÇD�&~!ó�{�öìu
O�Çn\�FÂ*{©GÇl�

~crontab Ç�uqÄ�!�D{~�4Õ

% crontab crontab-file

❀ó�Á{¾�¥Çcrontab-file 4�Ç/�UP{crontab �

❀¤��Ç 1~uïñ�ã{crontab ©GÕ����-l  1Écrontab l����Qñ�

❀~�.X~ÜÆ(.²?ó{©G)
�z�ãÆ{crontab©GÇ~crontab -e  1�4,1{�ÇRÌ

éÄ�Ç�öì?%
O�Çc©GÇhYÇ©Gúâ?{��ÇÇÌ�Ä{~crontab u�ãYÇ©

G�

❀�*3ã�.�´�Íø��{~�crontab ,1&~crontab {-r  1�

12.7óóóFreeBSD ¥¥¥&&&~~~rc
Contributed by Tom Rhodes.

❀ó2002#ÇFreeBSDr\êu�NetBSD{rc.d ø:Ç?/,ÇuqÄø:{ð)�Ó*�~��Õ?

ó/etc/rc.d ø9�{©G�Y°Á{�õ©G4~u�®äúqÖ{ÇÇ¢,1/,start �stop Ç1

ùrestart  1u;��Þ¾u�Çsshd(8),1/,�Á{×
u­éÕ
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# /etc/rc.d/sshd restart

❀éÙÇqÖ{v*¦$¡��hlÇYJqÖ/�4óéÄ�Êârc.conf(5)�ÄéÄ{�¾�Ç�{�
&ø:éÄ�éÄ�d��Ý¦qÖÇ,1;\�/,ó/etc/rc.conf ¥����÷�uqÄÕ

natd_enable="YES"

❀�*natd_enable="NO" q.²?óÇ��;\{²NO�ÄYESý,�rclýó�'­céÄ{��Ì
�Ä{ãñÄ��{qÖÇ4�ÁÄÃc{�ø�

❀��rc.d ø:óø:éÄ/���D�éÄ/*�qÖÇ�*÷�ê7h{/etc/rc.conf #ÞÇ)ï

{start �stop Zrestart  1RÌ�qÆ¢{Ä*�¾�sshd restart ×
�ó/etc/rc.conf ¥

{sshd_enable ÷�ÄYES{��Ó*�X�4dó/etc/rc.conf ¥÷�êÇ�start �stop Ý

Vrestart �ÇqÖÇ×
�,1�Þ�Ç�one��í�¾��Xúh�/etc/rc.conf {÷�­cé

ÄsshdÇ�q�Á{×
Õ

# /etc/rc.d/sshd onerestart

❀~ 1rcvar ,1;\u{5�/etc/rc.conf ¥~7h{rc.d lýéÄ{qÖ4dúé~�,
�®

Ê,1äqYø{Ç�u5�sshd 4d]{ó/etc/rc.conf ¥úéÄêÕ

# /etc/rc.d/sshd rcvar

# sshd
$sshd_enable=YES

ÕÕÕ???: ��q(# sshd )4,sshd ×
¥Qñ{Ç
X4root ;�Ñ�

❀�êh½�ÇqÖ4d]{óäqÇ,1~status  1�¾�èysshd 4d]{éÄêÕ

# /etc/rc.d/sshd status

sshd is running as pid 433.

❀�J���,1reload qÖ�Y�v*"�Þ45qÖ���ÇfRÇu��Ù­c�ñ{��õj<

Y�Ç�ÉqÖ{Ì4SIGHUPfR�?:Ä�qÖÑ|ÑY�Õ��

❀rc.d ø:X�~��dqÖÇÇ��ø:ð)�¥{õj,Ç
Ø|Ñ���bgfsck ©GÇhÇú�q

�ÇRÌÉñ�cfåÕ

Starting background file system checks in 60 seconds.

❀YÇ©G~)�Ñ©Gø:5�Çø:ð)�{��qÄ�

❀iõø:qÖ�vÙÆqÖ
Ø{#aÕ��¾�ÇNISZÙÆä�RPC{qÖéÄ,�órpcbind q

ÖéÄ���½���ûYÇ¯�Ç�v�øfåZÙÆ>fåh*Õ:úÝ9ó�ÇéÄlý©G{�

Á�Ç�óø:ð)��IÛYJÕ:1û½®~ÙÆø:qÖuw��v�ø�

❀�Á{	é��úÝ9óÄ�{éÄlý©G°ÇÃÆ¢Ñ4rc.subr(8)~u�enable�éÄlý��
{Ä:

• PROVIDE:�½$©GÄ
Ø{qÖ{Ö	�
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❀1�{	é,1úÝ9óéÄ©G{º\�ÎÂu�Æ¢X4��{Çb*�é�rcorder(8)��½{

+*~Õ

• REQUIRE:ïñ$qÖéÄ��Ä��{ÙÆqÖ�$lý
Ø{qÖÌó�½{�JqÖ������éÄ�

• BEFORE:ïñ�v$qÖ{ÙÆqÖ�$lý
Ø{qÖRó�½{�JqÖ������éÄ�

❀/,óéÄlý¥�û÷½YJ�E	Çø:�®Ê,1i��®{;�lý{éÄ~�Ç�
�½&

~4ÙÆUNIX v*ø:�ø×O{�runlevels��

❀Íõ��rc.d ø:{fåÇ,1órc(8)Zrc.subr(8)ÉåC~¥It��*3�?ÞU��{rc.d l

ýÇÝé��{lý�q�J��Ç�,1k�Y�©9

(http://www.FreeBSD.org/doc/en_US.ISO8859-1/articles/rc-scripting)�

12.8÷÷÷���������
Contributed by Marc Fonvieille.

❀�ó·¢X,.6�Ñ�®å���dËz{<Y���Z{��L��4�[FreeBSDø:�®Ê{�
1äý�Ö�

12.8.1���IIIttthhh{{{PPPÄÄÄÇÇÇ���

❀ó
)��Ç3a��w3{��¡nÇÇ~{_¡ZÇ4PCI¤4ISA���FreeBSD|Ñiõ«PCI
ZISA���,1��3{ÇýmG/�uï,1h½3{��ú|Ñ�

❀h�ø:�ê|Ñ3{����Ç3¤���Ç 
\7{PÄÇ��/usr/src/sys/conf/NOTES

Z/usr/src/sys/ arch/conf/NOTES R�3
ØÄ|Ñ{�J��Z_¡�{få��*3�&PÄÇ�

4d&Ä�I{��ÇÇ>k�PÄÇ�{ÉåC~�ÉåC~R
Ø��Ä|Ñ{mGÍ-û{fåÇ

��¤Ýi,��	{¯��

❀�*3{��i�D{�ÇLõj��3X���PÄ�D°Å��~{��óGENERIC�X¥.²|

ÑêÇÄ13{��óéÄ�ÒÌ�+ñuÇ44Õ

dc0: <82c169 PNIC 10/100BaseTX> port 0xa000-0xa0ff mem 0xd 3800000-0xd38
000ff irq 15 at device 11.0 on pci0
miibus0: <MII bus> on dc0
bmtphy0: <BCM5201 10/100baseTX PHY> PHY 1 on miibus0
bmtphy0: 10baseT, 10baseT-FDX, 100baseTX, 100baseTX-FDX , auto
dc0: Ethernet address: 00:a0:cc:da:da:da
dc0: [ITHREAD]
dc1: <82c169 PNIC 10/100BaseTX> port 0x9800-0x98ff mem 0xd 3000000-0xd30
000ff irq 11 at device 12.0 on pci0
miibus1: <MII bus> on dc1
bmtphy1: <BCM5201 10/100baseTX PHY> PHY 1 on miibus1
bmtphy1: 10baseT, 10baseT-FDX, 100baseTX, 100baseTX-FDX , auto
dc1: Ethernet address: 00:a0:cc:da:da:db
dc1: [ITHREAD]

❀óYÇ¾�¥Ç·¢�t�ÜL&~dc(4)PÄ{��óø:¥�
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❀�*3{����ñ�óGENERIC¥Ç���CÓ�ñ\7{PÄÇ���qÄY1Ó*,1&~�Á

Ü«0���Õ

• !;\{Í�4~kldload(8)�ñ��éa{�XÜL�ø$�iÇ/,ó/boot/loader.conf ©G¥

��7h{÷�Ç�,1tø:óZs��Ä�ñYJÜL�X,Ç?X4Ä�{��Ñ�ê/,Y«

0�
Ø|ÑÖISA��4�v�n{¾��

• �iÇ3�,1R��{|Ñ·ÕÉ���X��

�/usr/src/sys/conf/NOTES Ç/usr/src/sys/ arch/conf/NOTES 1ùPÄÇ�{ÉåC~1ê���

ó3{�X{�©G¥��J����ê���­c�H�X{��Zû�Ç>kD�99��*3{�
óZs�,1ú�X(GENERIC)#/Ç3a�X���Hc{�X�

12.8.1.1&&&~~~Windows NDIS PPPÄÄÄÇÇÇ���

❀Xs{4Ç�õ¢Û����PÄÇ�Ìõù�õÏ¡{Û�å·Ç���XÑ?R²PÄÇ�*�


8ÍSho*�Yï�Æ¢{�-,�O$ÇFreeBSDZÙÆv*ø:{
�VÒ���êÜ« 
Õ�
�²»��-{;C,ÇuéPÄ�q�5ÓÇÇ��&~�?{�Microsoft Windows²Ñ
Ø{½�H
Çý{PÄÇ��Ýik¦FreeBSD
�{ýLõj
�|ÊÇÑ 
ê��«0��

❀zC�Bill Paul (wpaul){Ó*Ç.²,1��z��|Ñ�dPÄz=)ï(NDIS, Network Driver
Interface Specification)ê�FreeBSD NDISulator (�úÁ�Project Evil),1|Ñ���o*{WindowsPÄ
Ç�Ç?tÇ#ftóäq{4Windows���ndis(4)PÄ&~{4~�Windows{���o*{PÄÇ
O$Ç��ói386Zamd64ø:Þ&~�

ÕÕÕ???: ndis(4)PÄó÷��Ì�
ØêPCI�CardBusZPCMCIA÷÷{|ÑÇ
USB÷÷ø����
Ø|
Ñ�

❀�&~NDISulatorÇ3��®GÀÜÕ

1.�X{ÍSh

2.���o*{Windows XPPÄÇ�(j0Ö�.SYS )

3. Windows XPPÄÇ�{�©G(j0Ö�.INF )

❀3��It~�3{�{YJ©G��Ä
ÓÇYJ©G,1ó±���{CDÝ��Û{�5ÞIt�
ó�Á{¾�¥Ç·¢~W32DRIVER.SYSZW32DRIVER.INFu,+YJ©G�

ÕÕÕ???: X�óFreeBSD/amd64Þ&~Windows/i386PÄÇ����&~Windows/amd64PÄb�óÙÞt�Ó
*�

❀z�u{Z½4R���o*{PÄÇ��ãÄ�XÜL��qÄY��ÖÇ��1root ~�{üP�

qndisgen(8)Õ

# ndisgen /path/to/W32DRIVER.INF /path/to/W32DRIVER.SYS

❀ndisgen(8)4�Çb�*{Ç�ÇÇÌ
+3Q�Ä�{�JÙÆ{�ifåÖYJÓ*qÄ��ÇÇÌ
óh�ø9	Ä�Ç�XÜL©GÇYÇ©G,1/,�c×
u�ñÕ
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# kldload ./W32DRIVER_SYS.ko

❀øê¦¦	Ä{�XÜL�iÇ¤���ñndis.ko Zif_ndis.ko YÜÇ�XÜLÇó3�ñ�

�ndis(4){ÜL�Ç/�ø:Ì�ÄqÄY�v*��*æ�CÓ�ñÇ¢Ç�,1&~�ï×
Õ

# kldload ndis

# kldload if_ndis

❀��Ç×
Ì�ñNDIS�[à=PÄUãÜLÇ
���×
��ñ"�{�dz=�

❀�ó>��dmesg(8)uê�4d�	êFØ��*�#t�Ç3Ì�t¡��Á{QñÕ

ndis0: <Wireless-G PCI Adapter> mem 0xf4100000-0xf4101ff f irq 3 at device 8.0 on pci1
ndis0: NDIS API version: 5.0
ndis0: Ethernet address: 0a:b1:2c:d3:4e:f5
ndis0: 11b rates: 1Mbps 2Mbps 5.5Mbps 11Mbps
ndis0: 11g rates: 6Mbps 9Mbps 12Mbps 18Mbps 36Mbps 48Mbps 54 Mbps

❀Y��ÇÒ,14&~ÙÇ�dz=(¾�dc0 )�øu&~ndis0 ÷÷ê�

❀¦�[ÙÇÜL�øÇ3�,1{�ø:Ç
ÙóéÄ��Ä�ñNDISÜL�D�ÇR	Ä{Ü
LW32DRIVER_SYS.ko��t/boot/modules ø9¥�z�uÇó/boot/loader.conf ¥��Õ

W32DRIVER_SYS_load="YES"

12.8.2{{{���������

❀�óth{��PÄÇ�.²ãñÇ��Òa�{�Çê�ËÙÆ{��øÇ��,1ó�ã�

~ sysinstall u{��

❀��+3ø:Þ{�dz={{�ÇQ��ï×
Õ

% ifconfig

dc0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICA ST> metric 0 mtu 1500
options=80008<VLAN_MTU,LINKSTATE>
ether 00:a0:cc:da:da:da
inet 192.168.1.3 netmask 0xffffff00 broadcast 192.168.1. 255
media: Ethernet autoselect (100baseTX <full-duplex>)
status: active

dc1: flags=8802<UP,BROADCAST,RUNNING,SIMPLEX,MULTICA ST> metric 0 mtu 1500
options=80008<VLAN_MTU,LINKSTATE>
ether 00:a0:cc:da:da:db
inet 10.0.0.1 netmask 0xffffff00 broadcast 10.0.0.255
media: Ethernet 10baseT/UTP
status: no carrier

plip0: flags=8810<POINTOPOINT,SIMPLEX,MULTICAST> metr ic 0 mtu 1500
lo0: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST> metric 0 mtu 16384

options=3<RXCSUM,TXCSUM>
inet6 fe80::1%lo0 prefixlen 64 scopeid 0x4
inet6 ::1 prefixlen 128
inet 127.0.0.1 netmask 0xff000000
nd6 options=3<PERFORMNUD,ACCEPT_RTADV>
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❀óYÇ¾�¥Ç�+ñê�ï÷÷Õ

• dc0 :��Ç1Ô�z=

• dc1 :��Ç1Ô�z=

• plip0 Õ?=(�*ø:¥�?={�)

• lo0 :Ã¢÷÷

❀FreeBSD&~�XZs�5�t{��PÄ~�u×Ö���¾�sis2 4ø:¥&~sis(4)PÄ{�®L
���

❀óYÇ¾�¥Çdc0 ÷÷é~ê�Ì�,�óÕ

1. UP,+YL��.²{�qÄï÷Ó*�

2.YL����ÇInternet (inet )��(YÇ¾�¥4192.168.1.3 )�

3.Ç��Ç�H{��Ùh(netmask Ö0xffffff00 �3�255.255.255.0 )�

4.Ç��Ç�H{�B��(YÇ¾�¥4192.168.1.255 )�

5.��{MAC (ether )��400:a0:cc:da:da:da

6.Ô®�Q��Ü*ÿ��Ä 
çÕ(media: Ethernet autoselect (100baseTX

<full-duplex>) )�·¢�tdc1 ú{�Ääqó10baseT/UTP Ü*���ê�PÄ��¡n{Íõf

åÇ>�ÝÇ¢{&~C~�

7.ËzçÕ(status )4active Ç�Ò4�ËzfRú5�tê�é�dc1Ç·¢�tstatus: no

carrier �Y/�4�"���P�

❀�*ifconfig(8){Qñ�+ê¡��Õ

dc0: flags=8843<BROADCAST,SIMPLEX,MULTICAST> metric 0 m tu 1500
options=80008<VLAN_MTU,LINKSTATE>
ether 00:a0:cc:da:da:da
media: Ethernet autoselect (100baseTX <full-duplex>)
status: active

❀{fåÇ��Ò4¤��{����

❀�{���Ç3��root Y!���{�,1/,&~ifconfig(8)×
q0*uqÄÇb4Yø�'éÄ
Ñ�)�(�8���{�få{©G4/etc/rc.conf �

❀~3��õ¡{�öìK
/etc/rc.conf �?%3�����Lø:¥?ó{�����qÇó·¢{

¾�¥Ç�����qÕ

ifconfig_dc0="inet 192.168.1.3 netmask 255.255.255.0"
ifconfig_dc1="inet 10.0.0.1 netmask 255.255.255.0 media 10baseT/UTP"

❀~��th{÷÷ÖZ��u�¦¾�¥{dc0Çdc1 ����3a�a��Ý��PÄZifconfig(8){
C~�uê�È 1Ç������rc.conf(5)ÐÏ�uê�/etc/rc.conf {ª��

❀�*ó�ã{��{�ê�dÇ����{�Jq,�.²?óê�Ä1ó��cq��û5��

�/etc/rc.conf �

❀3�,����ö/etc/hosts u��Û­�¥X3{åìÖÁZIP��Ç�*Ç¢Xó�°{��>�
�ÉåC~hosts(5)Z/usr/share/examples/etc/hosts 1ê�Íõfå�

304



❀❀129❀÷�Z®r

ÕÕÕ???: �*��/,YÑåì6¯InternetÇ3¤��CÓ{�å���Z­Ö�ÛqÖìÕ

# echo ’defaultrouter="your_default_router"’ >> /etc/rc.conf

# echo ’nameserver your_DNS_server’ >> /etc/resolv.conf

12.8.3���AAAZZZ®®®AAA

❀é/etc/rc.conf )ê��{����a�­éø:1a~éz={��Ç?%h�ø:­é����[

{�FØ��i3�,1­é�dø:Õ

# /etc/rc.d/netif restart

ÕÕÕ???: �*ó/etc/rc.conf ¥{�êå���Ç¤��äq�Á{×
Õ

# /etc/rc.d/routing restart

❀�dø:­é��Ça�A�dz=�

12.8.3.1���AAA111ÔÔÔ������

❀�êh���úth{{�êÇóY°·¢�)ÜG/<�D�Çping��{�dz=ÇzøpingÛ­
��{ÙÆåì�

❀D��Aý�z=Õ

% ping -c5 192.168.1.3

PING 192.168.1.3 (192.168.1.3): 56 data bytes
64 bytes from 192.168.1.3: icmp_seq=0 ttl=64 time=0.082 ms
64 bytes from 192.168.1.3: icmp_seq=1 ttl=64 time=0.074 ms
64 bytes from 192.168.1.3: icmp_seq=2 ttl=64 time=0.076 ms
64 bytes from 192.168.1.3: icmp_seq=3 ttl=64 time=0.108 ms
64 bytes from 192.168.1.3: icmp_seq=4 ttl=64 time=0.076 ms

--- 192.168.1.3 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.074/0.083/0.108/0.01 3 ms

❀�ó·¢a�pingÛ­��{ÙÆåìÕ

% ping -c5 192.168.1.2

PING 192.168.1.2 (192.168.1.2): 56 data bytes
64 bytes from 192.168.1.2: icmp_seq=0 ttl=64 time=0.726 ms
64 bytes from 192.168.1.2: icmp_seq=1 ttl=64 time=0.766 ms
64 bytes from 192.168.1.2: icmp_seq=2 ttl=64 time=0.700 ms
64 bytes from 192.168.1.2: icmp_seq=3 ttl=64 time=0.747 ms
64 bytes from 192.168.1.2: icmp_seq=4 ttl=64 time=0.704 ms

--- 192.168.1.2 ping statistics ---
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5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.700/0.729/0.766/0.02 5 ms

❀3�*3÷�ê/etc/hosts ©GÇ�,1~åìÖu�¦192.168.1.2 �

12.8.3.2®®®AAA

❀®AmGZ�G{���4�G>;{/<Ç,!;\{
),1>4�J;C�¾��"4d�P

êÚ4d{�Pê�dqÖÚ3Û�{�thmÚ4d&~êúFreeBSD|Ñ{��Úó��FØç·�
�3a�����mG�ÒÇ�ÿFreeBSDt!c{STABLEÇýÇ����Gï,ÝVóInternetÞ�Â
���

❀�*��Ó*êÇbu���Ça�PPÝÖ��tuning(7)ÉåC~�3�,15����d{�ÇXt
h{÷�Ìs�z¤{�dËz�

❀�J~�,�Ìó�J��Þ²»�tÜ'device timeouts ÇY/�4t��6��*²�Yø��

Zåf&Ç�ah½��ÇËÙÆ÷÷��àB��û5��"ËzÇÝV¦�L���

❀��~�Ì�tèÞwatchdog timeout FØ�Y«<Y�){��G/Ò45�"�Ëz��J���

�|Ñ�";�{PCI�x�ó�J�{ÌÆÞÇ���ÇPCI�x|Ñ(�Ä4slot 0)�5���ZÌÆ�
ÒVuh½4X4YÇ¯��

❀No route to host /��	ó�*ø:X����Ç4�tø{Ìå{Ý{���Yó���½å�4

�ÝV�"���Þ�Ì�	�5�netstat -rn {Qñ?h���Ç�H{4��tH#a{Ìå��

*��Ç>�Ý�329�

❀ping: sendto: Permission denied FØfå²��3Û�{{�FØZå��*ipfw ó�X¥é~

êb4��½B��Ç��å�{��Ò4áýÄ�/µÇ��ping>F¼�Ý�3191ê�Íõfå�

❀����u���ÝV��²þy²ÇY«<Y!P²�Q��Ü*,autoselect �#�th{�Q�

�Ü*�Y/�éLõjmG�~Çb,�XÌ�ûÄ�|{¯��zøÇ5�Ä��d÷�Ç?%Ý

Ötuning(7)C~��

12.9������ÌÌÌååå
❀FreeBSD{�ÇiÊ/{~E4��Ìå5�Ç�ÇqÖì��ÄiõqÖì�ø
Ø�dqÖ�Y/,
ó�Çz=ÞÔ½õÇ�d��u"��

❀�Ç�½{�dz=��Ç�]"�{��Ç�,���J�/Ö����YJ/Ö/�

~/etc/rc.conf ¥{�9u���

❀�Çfxp0 {/Ö�9¡��Õ

ifconfig_fxp0_alias0="inet xxx.xxx.xxx.xxx netmask xxx .xxx.xxx.xxx"

❀�Ô/Ö�9��,alias0 
)?%�~���(¾�_alias1 �_alias2 )�{�Ç�RÌ*�ó��Ç
bè{j	{�0�

❀�®/Ö{��Ùh4i­�{Çsä{4Çi;\�é��Çz=u�Ç����ÇÃc��Ùh{

����[óYÇ�ã�{������Ç\41{��Ùh(/�,+�255.255.255.255

Ý0xffffffff �
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❀Þ¾u�Ç"÷&~fxp0 ËztÜÇ�dÇI/410.1.1.0 ÇÙ��Ùh�255.255.255.0 Ç1

ù202.0.75.16 ÇÙ��Ùh�255.255.255.240 �·¢æ�,10.1.1.1 t10.1.1.5 1ù

,202.0.75.17 t202.0.75.20 {���ê�#6¯���ÄcÇ��ÜÇ�ã¥{��Ç��(ý¾
¥Ç10.0.1.1 Z202.0.75.17 )a&~]"{��ÙhÖÙ�{(10.1.1.2 t10.1.1.5 1ù202.0.75.18

t202.0.75.20 )���{��&~255.255.255.255 *���Ùh�

❀�Á4ÊâÞcÃcÄ�q{/etc/rc.conf {�Õ

ifconfig_fxp0="inet 10.1.1.1 netmask 255.255.255.0"
ifconfig_fxp0_alias0="inet 10.1.1.2 netmask 255.255.25 5.255"
ifconfig_fxp0_alias1="inet 10.1.1.3 netmask 255.255.25 5.255"
ifconfig_fxp0_alias2="inet 10.1.1.4 netmask 255.255.25 5.255"
ifconfig_fxp0_alias3="inet 10.1.1.5 netmask 255.255.25 5.255"
ifconfig_fxp0_alias4="inet 202.0.75.17 netmask 255.255 .255.240"
ifconfig_fxp0_alias5="inet 202.0.75.18 netmask 255.255 .255.255"
ifconfig_fxp0_alias6="inet 202.0.75.19 netmask 255.255 .255.255"
ifconfig_fxp0_alias7="inet 202.0.75.20 netmask 255.255 .255.255"

12.10{{{���©©©GGG

12.10.1 /etcYYYÛÛÛ

❀ó{�få¥�iõ{ø9ÇYJÝiÕ

/etc �Ä{ø:{�få�Y�{jâ4¦�½ø:#�{�

/etc/defaults ø:{�©G{å�Çý�

/etc/mail �i{sendmail(8){�fåÇÙÆMTA {�©G�

/etc/ppp ~�~�ÿZ�XÿpppÇ�{{��

/etc/namedb named(8)jâ{å� ��/�named.conf ZK­©G?8óY

°�

/usr/local/etc ú�ã{a~Ç�{�©G�,1k��Ça~Ç�{�ø9�

/usr/local/etc/rc.d ú�ãÇ�{éÄ/*�lý�

/var/db �½ø:�Ä�	{jâE©GÇ4packagejâEÇ �jâE�
��

12.10.2ÌÌÌåååÖÖÖ

12.10.2.1 /etc/resolv.conf

❀/etc/resolv.conf �+êFreeBSD�[6¯­Öø:(DNS)�

❀resolv.conf ¥!�D{�94Õ

nameserver �~���®{Ö	qÖì{IP��Ç!õ®Ç�

search �ÂåìÖ{ï,�Y/��ý�åìÖ{­û½�
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domain ý�­Ö�

❀�Ç�n{resolv.conf ©GÕ

search example.com
nameserver 147.11.1.11
nameserver 147.11.100.30

ÕÕÕ???: ��&~�Çsearch Zdomain  1�

❀�*3ó&~DHCPÇdhclient(8)²�&~,DHCPqÖìzIu{få­Uresolv.conf �

12.10.2.2 /etc/hosts

❀/etc/hosts 4Internet�Ï&~{�Ç;\©ýjâE�Ç�\DNSZNIS
ØÖ	tIP��{nó�
/,Û­�Ëz{åì,1~YÇ;\{×Ö0�u�S÷��Çnamed(8)qÖì��iÇ/etc/hosts �

,1
Ø�ÇInternetÖÁ{ý��91>4��,i\�®Qu{�Z�

# $FreeBSD$
#
#
# Host Database
#
# This file should contain the addresses and aliases for loca l hosts that
# share this file. Replace ’my.domain’ below with the domain name of your
# machine.
#
# In the presence of the domain name service or NIS, this file m ay
# not be consulted at all; see /etc/nsswitch.conf for the res olution order.
#
#
::1 localhost localhost.my.domain
127.0.0.1 localhost localhost.my.domain
#
# Imaginary network.
#10.0.0.2 myname.my.domain myname
#10.0.0.3 myfriend.my.domain myfriend
#
# According to RFC 1918, you can use the following IP networks for
# private nets which will never be connected to the Internet:
#
# 10.0.0.0 - 10.255.255.255
# 172.16.0.0 - 172.31.255.255
# 192.168.0.0 - 192.168.255.255
#
# In case you want to be able to connect to the Internet, you nee d
# real official assigned numbers. Do not try to invent your ow n network
# numbers but instead get one from your network provider (if a ny) or
# from your regional registry (ARIN, APNIC, LACNIC, RIPE NCC , or AfriNIC.)
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#

❀/etc/hosts ~;\{Â*Õ

[Internet address] [official hostname] [alias1] [alias2] ...

❀¾�Õ

10.0.0.1 myRealHostname.example.com myRealHostname foo bar1 foobar2

❀k�hosts(5)1ÜzÍõfå�

12.10.3������©©©GGG{{{���

12.10.3.1 syslog.conf

❀syslog.conf 4syslogd(8)Ç�{{�©G�Ç�ñê{syslog ý«få¡nú?ûó�½{��©G

¥�

# $FreeBSD$
#
# Spaces ARE valid field separators in this file. However,
# other * nix-like systems still insist on using tabs as field
# separators. If you are sharing this file between systems, y ou
# may want to use only tabs as field separators here.
# Consult the syslog.conf(5) manual page.

* .err;kern.debug;auth.notice;mail.crit /dev/console

* .notice;kern.debug;lpr.info;mail.crit;news.err /var/ log/messages
security. * /var/log/security
mail.info /var/log/maillog
lpr.info /var/log/lpd-errs
cron. * /var/log/cron

* .err root

* .notice;news.err root

* .alert root

* .emerg *
# uncomment this to log all writes to /dev/console to /var/lo g/console.log
#console.info /var/log/console.log
# uncomment this to enable logging of all log messages to /var /log/all.log
#* . * /var/log/all.log
# uncomment this to enable logging to a remote log host named l oghost
#* . * @loghost
# uncomment these if you’re running inn
# news.crit /var/log/news/news.crit
# news.err /var/log/news/news.err
# news.notice /var/log/news/news.notice
!startslip

* . * /var/log/slip.log
!ppp

* . * /var/log/ppp.log
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❀k�syslog.conf(5)C~�1ÜzÍõfå

12.10.3.2 newsyslog.conf

❀newsyslog.conf 4�Ç/�~cron(8)��äq{newsyslog(8)Ç�{{�©G�newsyslog(8)�ñê�
�����©G��KÝÝV­cr®���logfile ú#Ätlogfile.0 Çlogfile.0 ú#Ä

tlogfile.1 ����iÇ��©G,1~gzip(1)u¸ÀÇÇ¢4Yø{×ÖÂ
*Õlogfile.0.gz Çlogfile.1.gz ���

❀newsyslog.conf �ñêýÇ��©G�ú�®Ç�â�õèZÇ¢����ú
O���©G,1óÇ

¢Ht�½LBÝVó�½{�Ïú­cr®�

# configuration file for newsyslog
# $FreeBSD$
#
# filename [owner:group] mode count size when [ZB] [/pid_fi le] [sig_num]
/var/log/cron 600 3 100 * Z
/var/log/amd.log 644 7 100 * Z
/var/log/kerberos.log 644 7 100 * Z
/var/log/lpd-errs 644 7 100 * Z
/var/log/maillog 644 7 * @T00 Z
/var/log/sendmail.st 644 10 * 168 B
/var/log/messages 644 5 100 * Z
/var/log/all.log 600 7 * @T00 Z
/var/log/slip.log 600 3 100 * Z
/var/log/ppp.log 600 3 100 * Z
/var/log/security 600 10 100 * Z
/var/log/wtmp 644 3 * @01T05 B
/var/log/daily.log 640 7 * @T00 Z
/var/log/weekly.log 640 5 1 $W6D0 Z
/var/log/monthly.log 640 12 * $M1D0 Z
/var/log/console.log 640 5 100 * Z

❀k�newsyslog(8)C~�1ÜzÍõfå�

12.10.4 sysctl.conf

❀sysctl.conf Zrc.conf YÜÇ©G{ZÂiz£�Ù¥{{�þ�#Þ=�Yø{o*�óYÇ©G¥

{�{�ÇþÌóø:��õ~�Ü*���q"�{��v*���Õ?{4Ç?X4Ä�{#ÞÑ�

êóõ~�Ü*����

❀�*æ���éBt�×{fRRñ{�Ç�q�9Ç?��Ê/~��tÙÆ~�{�ÇÇ,1

ósysctl.conf ¥�q�ï{�Õ

# X�9���×fRs�{�ÇRñ (¾�fR 11Ç6¯Ö�)
kern.logsigexit=0

# ��~��t1ÙÆ~� UID üP�q{�Ç�

security.bsd.see_other_uids=0
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12.11~~~sysctl ���qqq®®®rrr
❀sysctl(8)4�Çã�3�#tóäq¥{FreeBSDø:{z=�ÇÝ9�JTCP/IPæ2Z���?ø:{
°ÿ 1ÇY,1t�²è{�®Ê
°Z|Õø{ø:u��~sysctl(8),1ÖR÷�§,ÊºÇø:#
Þ�

❀ä�Y�Çsysctl(8)
ØÜÇÕ�ÕÖRZ��ø:÷��

❀��Ä�,Ö#ÞÕ

% sysctl -a

❀Ö�Ç�½{#ÞÇ¾�kern.maxproc Õ

% sysctl kern.maxproc

kern.maxproc: 1044

❀�÷��Ç�½{#ÞÇ�z~variable=valueYø{ª�Õ

# sysctl kern.maxfiles=5000

kern.maxfiles: 2088 -> 5000

❀sysctl#Þ{÷�/�4	n��j	ÝVY�n�(Y�n~1u,+’yes’Ç~0u,+’no’)�

❀�*�.ó�'åìéÄ��Ä÷�ìJ#ÞÇ,RÇ¢��t©G/etc/sysctl.conf �¥�Íõf

åÇ>kÝC~�sysctl.conf(5)ù�12.10.4��

12.11.1���ÖÖÖ{{{sysctl(8)

Contributed by Tom Rhodes.

❀��,�Ì����ìJ�Ö{sysctl(8){��¦���XzXYø)Çb��/,(­c)éÄb�Ht
Yø{ø{�

❀¾��JèÞn�
{cardbus(4)÷÷XÌæ��?)�Ç?%�	���Yø{FØÕ

cbb0: Could not map register memory
device_probe_and_attach: cbb0 attach returned 12

❀4ÞÁ{FØ/������J�Ö{sysctl(8)å�÷���"�Y�Ç~�,1óý�
{/boot/loader.conf.local °Á8�Çsysctl(8)�OIDs���J÷�½ 
ó/boot/defaults/loader.conf ©G¥�

❀��ÞÁ{¯�~���ó¦bÄ�{©G¥÷�hw.pci.allow_unsupported_io_range=1 ��

ócardbus(4)ÒÌt�{Ó*ê�
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12.12®®®rrr���ccc

12.12.1 Sysctl ###ÞÞÞ

12.12.1.1 vfs.vmiodirenable

❀vfs.vmiodirenable sysctl#Þ,1÷�Ä0(�)ÝV1(
)Öå�41�YÇ#Þ;�ø94dúø:¥
?�Lõjø94B{Çóø:¥�&~\Ç¡ä(�n{41K)?%ó¥?¥&~{ÍB(�n{4512	
�)�hYÇ#Þ÷����(0)�Ç¥?ì��¥?û½jÞ{ø9Çý&3�iL{�?�
RÙ

é(÷��1)�Ç�ã�¥?ì~VM �Á¥?u¥?YJø9ÇtÄ�,~�?u¥?ø9�X¼{4!
B{~u¥?ø9{Xe�?4L�512	�{Ô®�ÁLB(/�44k)�·¢OF�*3óäq�[v*
LÞ©G{Ç��âÑYÇ 1K
{å���YJqÖÝiweb¥?ÇL�Þ�Gø:Zcªø:�¦
�,�Ì�D�J�?ÇbK
YÇ 1/�XÌ\�u��b¤4a�5è���

12.12.1.2 vfs.write_behind

❀vfs.write_behind sysctl#Þå�41 (K
)�Ç·ª©Gø:1úBøw{��²��U���Ç�n
{4óU�L{Ë�{©G��Ì�{.�4Ç�*,�éI/Ou�Ì�	�Ák/�Ça¦Þ�½t¥à
¥?ú�3Z¥àKßw�l
Ç,�\�ÿ®¤Ý?%óìJ<Y�3,�.���Ç�

12.12.1.3 vfs.hirunningspace

❀vfs.hirunningspace sysctl#Þû½êó�[É½<Y�Ç�õèUI/Oú\�èï1Éø:{�c;
�ì�å���Ä4�ê{Çb4é�iõ�c{åìu�3,���²Ç÷�Ä4MÝ5M�Õ?YÇ÷
�Äi°{�(§,¥?ì{Uô!)Ìs� {u��X��ø{²Ç÷�Ô°¼°{j�Ìs�3��	
{Öv*{ÔÒ�

❀sysctl¥¤��õ¦buffer cacheZVM�Ácache��{�Ç�ÄXM?��Ç¢����?ø:.²�ê
iP��q�Ä®rê�

12.12.1.4 vm.swap_idle_enabled

❀vm.swap_idle_enabled sysctl#Þó�iõ~����¬
ø:Z�iõ8��Ç{L{õ~�ø:¥
i�~�YJø:Õ­ó8�{�?¥-�	Ë�¸Å{ÿ®�/,vm.swap_idle_threshold1

Zvm.swap_idle_threshold2 K
YÇ�u?%®rb¦¢�(ó8��)ã�3\��?�¥8��Ç{
��YÇ,
�t�{ñ�(pageout)®�ÍO�YÉñ�E��ÇQuêÐÏ�ø:3��d�X�²Y
Ç 1K
ÇO�3ÄYo{4ÍO����?ÇO
ÇÌÏ«Íõ{b¦Z�cQP�óB{ø:ÞÇ

Ì�û½u{H*Çb4óL{ø:ÞÇ.²)ê\7{�Á®ÝYÇ 1ã�VM ø:�4{t\\{
�Ç�ñ�?�

12.12.1.5 hw.ata.wc

❀FreeBSD 4.3¥å�RIDE{U¥?�«ê�YÌ\�tIDE�c~�U�v*{QPÇb·¢��Y�
Ï��½mc¢ÛÄZ�{Ç,�Z�Î­{jâX��¯��Y¡¯�"�Þ4��IDEmcÒUv*
qÄYG/{XÊ"s�{�hé~êIDEU�¥?�ÇIDEmcPÄìXbXÌ�~�RjâUtc
ÞÇ
%h�cËI­ñ�ÇÇ��Ì�*Ì<�éMÔìJL{"�Uv*�Yø�uÇóø:�	ÿ

dÝ«��ÇÒÌs�Î­{©Gø:» �ä�YJ�DÇ·¢RFreeBSD{å�{��ÄêÍ��\
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{¢~IDEU�¥?�l
Xs{4ÇYø)s�êu�{Ll\�ÇO$ó�u{�qÇ¥YÇ{��
��å�é~ê�3,1/,
�hw.ata.wc sysctl#ÞÇuh�3{ø:¥Äf~{å����*IDEU
¥?ú¢~Ç3,1/,R�X#Þ÷��1ué~Ç�Y�v*��óéÄ�/,boot loaderuqÄ�ó
�XéÄ���AY�)4���[*~{�

❀�ê�Íõ{fåÇ>�Ýata(4)�

12.12.1.6 SCSI_DELAY (kern.cam.scsi_delay)

❀SCSI_DELAY�X{�ÌÀáø:éÄ�-�å��óø:éÄ,Ç¥�15 Æ{ÔÒ�-ÇY4�Ç�ê

õ%,"{��²Ç>èt5/���Ó*(�/4�S{PÄì)�3,1óø:Zs�®rZs�ñì#
Þkern.cam.scsi_delay u�#Ç���Õ?{4Ç$ÿ&~{\ 4NNNÆÆÆ
XXX4ÆÆÆ�

12.12.2 Soft Updates

❀tunefs(8)Ç��ê~uiP{®r©Gø:�YÇÇ��iõX3{ 1Çb4�ó��ëSoft Updates
{K
Z��ÇYø)Õ

# tunefs -n enable /filesystem

# tunefs -n disable /filesystem

❀ó©Gø:ú�ñ��X�~tunefs(8)u���K
Soft Updates{!��å4ó\~�Ü*��[IK
ú�ñ��

❀Soft UpdatesôL��ÕêÃjâ��{u�ÇÌ�4©G
OZÍøÇ/,�?¥?�·¢OF3óÄ
�{©Gø:Þ&~Soft Updates�a��wSoft Updates{Ü�ÕD�ÇSoft Updatesâyêÿd�{©G
ø:qruÇb4i,���Æ¨(���I¨¼)��{jâ��UtÔ®�c��*3{ø:ÿdê3
,�Ì¿�iõÓ*���ÇSoftUpdatesMÔ©Gø:L{:8�-��*ó©Gø:(¾�Ê©Gø
:)Owê{<Y�éø:�qL�Ü{�ÿ��make installworld Ç,�ÌZå�c8-X�,
�Ä

�ÿ�½�

12.12.2.1 Soft Updates {{{---ûûûýýýîîî

❀�Ü«�:{0�u²©Gø:{Ãjâ(meta-data)U��c�(Meta-dataÍc4Íc¡�inodesÝVø
9YJ����{jâ)

❀,�Çå�0�43ZÍcYJÃjâ(meta-data)��*�Çø9�#êÇø:ó]tUt�c����
�V�©Gjâ¥?(©G��)óY��1:3Zo*U��Y�)�¼{��4v*�\��*Íc��
	FØÇÃjâ(meta-data)��ÿ�qrçÕ�©G�XÒúqr{
O�XÊýÒX
O��*ÿd�
IXt©G{jâLÇfsck(8),1It?%�"²©GLB÷��0u��©Gø:��iÇY�)�8
ù�;\�b�4Ãjâ(meta-data)Íciz�¾�rm -r ×
Ç�'þùø9�{Ä�©GÇb4�Çø

9{�#(Íø�Ç©G)Ñ�3ZU��c�YÝ9Ç��Ícø9Çinode,Z,�é©GI±{L{Í
c�3ø¯�ñ�L{©Gv*Þ(��tar -x )�

❀��«0�4:3ZÃjâÍc�Y4Linux/ext2fsZ*BSD ufs{mount -o async å�{0��Ä�Ã

jâÍc�4/,¥?��Ò4Ç¢Ì×\ó©G��jâÍc¥�YÇ0�{��4X���V�ÇÃ

jâÍcÑUt�cÞÇÄ1Ä�ZåÃjâÍcL{v*�3Z0*ÍO�3øÇYÇ0��48ù%

;\{ÇÄ1Sh¥{&ÉZ�iB�b�4X�ây©Gø:{çÕ��u��*ÍcLÞÃjâ��

½(¾�«�ÝV�ê­é�<)Ç©Gø:ÌÿóX,½�{çÕ�ø:òéÄ���åÌ5�©Gø:{
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çÕÖinode,Íc{��,�©G{jâL.²U��cêb4#�É{ø9��ÇeX�~fsck ×


u8®(O��cÞ��Ä��{få)��*©Gø:���» êÇ��{ 
4&~newfs(8)?%,÷
P¥Á�Ç�

❀YÇ¯�/�{�ûÍ�4&~dirty region loggingÝVjournaling ¦�ÇX4��{ú&~?%���
a~tÙÆ{/Ö�9¥ÍP�Y«0�ÃjâÍc�l3ZU�Çb4�Ut�c{�ÇBK­�,�

Æ¢RÌú#Ätth{ ��O��9KiBÇ�cÞz£{K­�>X��#Äi�{å¬ÇÄ1Y

J�U3ZO�J��iYÇ0�{�ìu�!ÇÄ1ñ�FØ{åÌ�iè�b�4Ãjâ�UÜ'(�
'Ut�9K­Ç�'Utth{K­)�t�<Y�Çî
{u�,�Ì�	�,��0ÁuYÇÿd{
��Ä���	{Ãjâv*,1iO{óø:éÄ��,�9¥Á�,u�

❀Kirk McKusickÇK.¼FFS{
�VÇ~Soft Updates�ûêYÇ¯�ÕÃjâÍcâ?ó�?¥?%�
L\ï{~�U�t�c(���{ÃjâÍc�)�Yø{�*4Çó$­{Ãjâv*¥Ç�*��{Í
c¤ó�?¥��úU��cÇ�u{ÍcÒÌSðt�Ä1Ä�{ø9v*óU��c{��D�ó�

?¥�q(jâL�LÇ¢{ �u\ïÇÄ1Ç¢XÌóÃjâ�úU�)��*ø:ÿdêYRs��Ç
û½{���Ã��ÕÄ�X��[U��c{v*Ñ4���	,�ø�©Gø:{��uâÑó30
t60Æ���ÇâyêÄ�tó&~{ýÍú)�¾�LZinodes�ÿd��Ç��{ýÍI{FØ4�
Ç"�4�8��{ýÍ{ýÍú)���&~��fsck(8),1�ñY«<Y?%:8Xò&~{ýÍ�
Çé��Qÿd�~mount -f ���Þ{©Gø:{FØçÕ4�\{��ê:8,���&~{ý

ÍÇfsck(8)��ó,�{�-äq��ÇÌ?4~���ÑÑÑfsckÕø:éÄ{�����Ç©Gø:{OOOLLLú
�9�u�fsck ,1ó,�äq�Ä�©Gø:,1ó��FØ�{��ú�zÇÄ1ø:,1óõ~�

Ü*�éÄ�zøÇ�Ñfsck ,1óÄ�©Gø:��{��éÄu:8,���&~{ýÍ�(¦�Y
øÇX~Soft Updates{©Gø:�l��/�{fsck �)

❀Ç{��4Ãjâv*��Ë:3Z�øO(�Ò4���Ü'ÃjâUv*{loggingÍO)�b�4S
h{�ìu(?�øé�¿�~�Ï¡jâ�Íõ{Z�)Z°{�?&~Þ��iÇ�J�����w�
ÿd��Ç©Gø:çÕÌ�a���J�3Z{0�~fsck �ó�J�0,��	�J�	�{©GÇ

YJ©Gó~Soft Updates©Gø:��XÌ?óÇO�ÃjâZ©G��Êý��U��c(,��	óä
qrm��)�Y,�ó©Gø:Þ�ãLÞjâ��Z�¯�Ç���ê{��8-uÜ'?ûÄ�©G�

12.13®®®rrr���XXX!!!���

12.13.1©©©GGG/���ÇÇÇ!!!���

12.13.1.1 kern.maxfiles

❀kern.maxfiles ,1Êâø:{��7h�>�YÇ#Þ~��½óø:¥ã�{©GÃcn{!Lj

Þ�h©GÃcn,w{��Çfile: table is full Ìóø:>å¥àK¥'�ñ�Ç3,1&

~dmesg×
u
�Y��6�

❀�ÇK
{©G��z	Z�wÇÑÌ3~�Ç©GÃcn�óLn	�qÖìÞÇ,�Ì44�~«

júÇ©GÃcnÇä�~ÞRû�qÖ{¡nZ?qéÄ{qÖjÞ�

❀ó�ÏÇý{FreeBSD¥Çkern.maxfiles {å��Ç4Êâ3�X{�©G¥{maxusers  1�®

{�kern.maxfiles YÇj�ÇÌ±maxusers Ä�¾��>�h�H½�{�X�Ç�L3ø:{~E

u��YÇ�4ÇPÌ?�YÇj	3�¤û½�X{�õ½÷{!�����Ç¦�?XÌ]{�256Ç
~�3�Ëz�Ñ	�qÖìÇbé�°�ñ{webqÖì
ÓÇe,���¦�¡�{ýÍ�
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❀#Þkern.maxusers Ìóø:éÄ�ÇÊâ,~�?{Ú@�q�®Çó�X
)äq��Ç,1/,

�Ö{kern.maxusers sysctl#Þ�u�q
���J<Y�Ç,�Ìæ�&~ÍLÝÍB�J
{kern.maxusers ÇÇ,11�ñì#Þ{o*�q{�Ö¡�64�128Z256Yø{�Ñ?X>D�·¢
XM?&~§,256{�Çø:3��ãÞ{©GÃcnÖÊâkern.maxusers M®å��{�J#ÞÇ

�ÄÑ,1óZs��äq�/,/boot/loader.conf (>kDloader.conf(5)ÉåC~
Ý/boot/defaults/loader.conf ©GuÜz#�{�s)ÝY�©l{Ù�\IÄ�ë{0*u®r�

❀óv�{Çý¥Ç�*3Òh�Rmaxusers ÷��0Ç�ø:Ì�Ä�ÊâmG{�uh½YÇ��1�

óFreeBSD 5.XZÍ°Çý¥Çmaxusers �*X�½{�ÇÒÌRå��0��*æ��q�

®maxusers Ç�a{��ÇX��4{�Ç�/4&~X Window SystemÝ�H�G{���Yø){Æ
O4Çmaxusers Äû½{�Ç!�­�{,{Ú@Ìk/!L�ÇjÇYÇj�R420 + 16 *
maxusers �O$�*Rmaxusers ÷��1Ç3Ò��3�äq36Ç�ÇÇY¤Ýiê18Ç&�{ø:Z
s�éÄ{�ÇÇ1ù15Ç&�{Çó3éÄX Window System�ÄZ�{�Ç�ý&4;\{�ÖÇ�
ÝÖÉåC~Ç���éÄõ�ÊÇ{�ÇÇ~1,H��¸ÀÇ?�+Ç�Rmaxusers ÷�64Rã�3
3��q!õ1044Ç�ÇÇY���1w��[��ê�X,Ç�*3�óéÄÙÇÇ�ÇÝäq~1|
ÑLÞ~�{qÖ(¾�ftp.FreeBSD.org )�Ç�t
|Z�{proc table fullFØÇÒa�
°Y�j
�Ç?­cÉ��X�

ÕÕÕ???: maxusers ?XXX���!�"��ê~9t3ø:Þu{~�{jÞ�Ç{Ì�*~4Êâ3,�|Ñ{~�j

Þu��øïø:jâ,÷�\®{Ú@Ç1"
Ø|ÑÆ¢Ä�äq{�ÇýÍ�

12.13.1.2 kern.ipc.somaxconn

❀kern.ipc.somaxconn sysctl#Þ!�êzBcTCPËzc&èï{LB�é��Ç²�ÿ®cËz{°
�ñwebqÖ¢¸u�Çå�{128 ÔBê�Lõj¢¸YÇ�OF��t1024 ÝVÍõ�qÖ�ÇÌ�

�!�c&èï{LB(¾�sendmail(8)ÝVApache)Ç��óÇ¢{{�©G¥�÷�èïLB{ 1�
L{c&èïé3�áýqÖDoSÔâ�Ì�ÄÐÏ�

12.13.2���ddd!!!���

❀NMBCLUSTERS�X{� 1�ñêø:,~{�dMbuf{jÞ��Ç°�Þ{qÖì&~�ÇBjø{
�d¥?Ìk/FreeBSD{u���Çcluster,���2K�?ÇÄ1�Ç1024{���ó�X¥É�d¥
?â�2M�?�,1~;\{0��®ñu��õè�d¥?��*3��Ç3��	1000Ç1ÞËz
{webqÖìÇ?%�ÇËz~«16KzBZ��¥?ÇÒ��L�32M�d¥?uhâwebqÖì{Ó
*��ÇP{;\�®0�4Æ12ÇÄ12x32Mb/2Kb=64MB/2kb=32768�·¢OFó�LÞ�?{åì
Þ²YÇ�÷�ó4096t32768�-�����²Ç÷�Ä�?Ô°{�ÇÇÌóéÄ�Zåÿ
d�netstat(1){-m 1,1~u
��dcluster&~<Y�

❀kern.ipc.nmbclusters ,1~uóéÄ�/®�YÇ���óÎÇý{FreeBSD��&~NMBCLUSTERS

config(8) 1�

❀²�&~sendfile(2)ø:®~{$�{qÖìÇ���/,NSFBUFS�X 1ÝVó/boot/loader.conf

(��loader(8)1ÜzÍõû�)¥÷�Ç{�u®�sendfile(2)¥?jÞ�YÇkj��®�{Ê/ÆO4
ó�Ç¥�tsfbufa çÕ�sysctlkern.ipc.nsfbufs #Þó�X{�#Þ¥4�Ö{�YÇkj4

�kern.maxusers û½{Çl
Ç,����O$
®r�
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­­­���: ý&�Ç�z	ú)�Ä:�¬ÇóYÇ:�¬{�z	Þ�wsendfile(2),�s�sendfile(2)�w�¬�
t��ê{struct sf_buf ,~�

12.13.2.1 net.inet.ip.portrange.*

❀net.inet.ip.portrange. * sysctl#Þ�Ä{;�Ô½óTCPZUDP�z	Þ{à=)��Y°�®Ç
)�Õ�Ç�à)�Ç�Çå�)�Z�Ç°à)��Lõj�dÇ�I/&~

�net.inet.ip.portrange.first Znet.inet.ip.portrange.last ;�{,1024t5000{å�)��
à=)�~*éiËzÇ?%ìJ<Y,�~qø:{à=ÇY²��	óäq�Ç°�VwebS®qÖ
ì{���YÇà=)�X4~u!�Ì�{¾�webqÖì��ËzÝV�û½à=¾��G��éi
Ëz{���3,�~qêà=Ç�ÒOF7h{��net.inet.ip.portrange.last �10000�20000 Ý

V30000 ,�47h{��Í�à=)�{�����Dt3Û���J3Û�Ì��à={L\I)

�(/�4�)�{à=)?%~°à=�qéiËz(−)�ä�YÇ¯�OFX�
²net.inet.ip.portrange.first ÷{ÔB�

12.13.2.2 TCPQQQPPPÔÔÔÒÒÒ(Bandwidth Delay Product)

❀!�TCPQPÒÔèZNetBSD{TCP/Vegas¡��Ç,1/,Rsysctl#
Þnet.inet.tcp.inflight.enable ÷�Ä1ué~�ø:R�A�®��ÇËz{QPÒÔèÇ?R\

è{jâÞ!�óôP�âÑ!�SIÞ{y²Þ�

❀Y��uó3{qÖì3�5&~Ê/®��®ìÇúN1Ô�Ç��Í°¤Ý{�¦�dËz(ÝÙÆ
QPÒÔèiL{Ëz){����­�Ç�/4h33�&~�Ä	À8ÇÝ&~êL{��	={�
���*é~êYÇ 1Ç3¤a�²net.inet.tcp.inflight.debug ÷��0 (¢~®A)Çé�	�¢
¸
ÓÇRnet.inet.tcp.inflight.min ÷�Ä�è6144 Ìi�Pÿ�l
Ç��Õ?{4ÇYÇ�÷

�,L/"Þ#h�¢~êËzQPÒÔè!�Õ��YÇ!��u>èêó4�Zb¦Ýèï{×¬j

âjÞÇ�>èêóý�Ìåz=èï�¬{jâ{jÞ�óèj{��èï¥�b�*ËzÇ�Ù4/

,z¤{®��®ìÇ��~�{���(((���---v*�b4ÇÕ?Y�k/tjâ��(Þñ/qÖà)�éjâ
zB(�ñ)��H*�

❀®rnet.inet.tcp.inflight.stab 4XXXM?{�YÇkj{å��420Ç,+²2Ç!LÝ��tQ
PÒÔè	={�®¥��i{	=�{®�Í�­½Ç?�Õé�õ#�d¢¸{#a�ÅÇb�Ìs

�z¤Ëz�{ping�-��(¦�¤4Ì���&~inflight®���õ)�é�YJ<oÇ3,�Ìæ�
²YÇkj>èt15Ç10ÇÝ5Ö?,�O$
XzX>ènet.inet.tcp.inflight.min (���Ç3500)
uztæ�{H*�>èYJkj{�Ç�a*�!�Xz.�{Cãu&~�

12.13.3���������???

12.13.3.1 kern.maxvnodes

❀vnode4é©GÝø9{�«�\,H�O$Ç��,1úv*ø:¼~{vnodejÞR\��c{I/O�
�Ä
ÓÇY4�v*ø:�qqÄ{Ç�X���1���bóìJ���cI/OÌÄ�´¶Ç
ø:
{vnodeX�Ç�Y�{�aú���$����D4:Ù×Z8��?{jÞ�

❀���h�ó~{vnodejÞÕ

# sysctl vfs.numvnodes
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vfs.numvnodes: 91349

❀���!L,~{vnodejÞÕ

# sysctl kern.maxvnodes

kern.maxvnodes: 100000

❀�*h�{vnode~Þz£!L�Ç�Rkern.maxvnodes ��L1,000,�4ÇPÌ?�3a���
�vfs.numvnodes {j�Ç�*Çò'a�tz£!L�{ÇÝÇ����
°kern.maxvnodes �

ótop(1)¥�+{�?~Þa��Í#�ÇÍõ�?Ìÿ�Ù×(active)çÕ�

12.14������bbb¦¦¦888---
❀X�3��z�[PÇ���ø:?X43ÄÏV{�øäq��*3����Íõ{b¦8-Ç��

Çi;\��®«0���b¦8-Õ���Lc{mcPÄì�/,NFS&~b¦8-Zó�Ç��{
IKÞ
O�Çb¦©G�

❀�ê����[�·b¦KÇ#�{�Ç1ù����Yø)Ç>kÝC~{�19.17��

12.14.1óóóccc{{{mmmcccPPPÄÄÄìììÞÞÞ&&&~~~bbb¦¦¦888---

❀Y4��b¦8-!P{0�Çhl�êHtYÇø{�����Lmc��¾3�4,1&~��L

�c��*�Y�)Ç­cÝÖ��C~¥��b¦8-{�12.2�uê��[!���\b¦8-�

12.14.2///,,,NFSbbb¦¦¦

❀ø:��,1~*b¦8-{ý�mc�Çd�XM?3&~NFSu*�b¦8-&~�NFSb¦ÌI
t,~�dQP!�?%��NFSqÖì{�Z�

12.14.3bbb¦¦¦©©©GGG

❀3,1
O�Ç�½LB{©G~uh*b¦©G�ó·¢{¾�¥·¢RÌ&~w)/usr/swap0

{64MBLB{©G�hl3�,1&~�[3Äæ�{Ö	�

¾¾¾12-1.óóóFreeBSD¥¥¥


OOObbb¦¦¦©©©GGG

1.h�3{�X{�Ý9���c(Memory disk)PÄ(md(4))�ÇóGENERIC�X¥4å�{�
device md # Memory "disks"

2.
O�Çb¦©G(/usr/swap0 )Õ
# dd if=/dev/zero of=/usr/swap0 bs=1024k count=64

3.�£Ç(/usr/swap0 )�Ç7h{Y!Õ
# chmod 0600 /usr/swap0

4.ó/etc/rc.conf ¥é~b¦©GÕ
swapfile="/usr/swap0" # Set to name of swapfile if aux swapf ile desired.
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5./,­céÄåìÝ�Á{×
&b¦©GÁ/	HÕ
# mdconfig -a -t vnode -f /usr/swap0 -u 0 && swapon /dev/md0

12.15���ÍÍÍZZZýýýÍÍÍ���®®®
Written by Hiten PandyaZTom Rhodes.

❀BIOSz=�®Ç¾�,,,���¯̄̄BIOS (PNPBIOS)ÝV°°°ÿÿÿ���ÍÍÍ���®®®(APM) ����ÍZýÍ�®4�Sv
*ø:{�E�Ä\I�¾�3,�hø:§Ý,°{��t3{v*ø:�)@t(?%,�
r3)�

❀1�H{0*¼~mGýÍ4:�­�{�óZ�ACPI��Ç�®�Í&~Zø:±yév*ø:4i
h
{�mG�BIOS�q�®ÇO
~�é�Í�®{�{;�Z��Ñ�vh
��Jø:/,°°°ÿÿÿ���
ÍÍÍ���®®®(APM) 
Øê�!{{��Å��ÍZýÍ�®4�Sv*ø:{�Ç�E�G�¾�Ç3,�æ
�v*ø:)@ø:{�J!�Ç¾�ø:{§Ý4d§ñê½Ï{��¤Ý(?ó����ñ´·)�

❀óFreeBSD&~C~{Y�9�Ç·¢R
ØACPI\Á{få�k�ýîÌóâ�Éñ�

12.15.1������444ACPIÚÚÚ

❀°ÿ{�Z�Íz=(ACPI)4�Ç��)ï{mGýÍZ�Í�®z=(O$
zÖ)�Ç4vvv***øøø:::;;;
���{{{{{{���ZZZ���ÍÍÍ���®®®(Operating System-directed configuration and Power Management)Ç�Ò4�ÇÇÉ
v*ø:(OS)
ØêÍõ{;�Zfu�óZ�ACPI��Ç�Sv*ø:&zø�ý�ý~z={Û!u
Í��@��ñu�ACPI4APM(°ÿ�Í�®){�z�ËV�

12.15.2°°°ÿÿÿ���ÍÍÍ���®®®(APM) {{{bbb���

❀°°°ÿÿÿ���ÍÍÍ���®®®(APM) 4�«ä�ø:ø�{ÙÄ;�Ù�Í&~{å��APM BIOS�(ø:{)��Û

ØÇ?%4mG²ÑÛa{�óOS¥{APMPÄ*�¥�u6¯APM ���GGGzzz===Ç,
"�é�Í&~
{�®�ó2000#ÝÍ�{�Ï	�{�®åø:Ç���&~APM�

❀APM��ÇÌ�{¯��D�Ç�Í�®4/,(��ÛÛa{) BIOS"�{Ç
OS�q\Xê�Ùû
��¾�Ç~�óAPM BIOS¥÷�êmcPÄì{8��Vj�Çh§,Y�8��-{!��Ç
Ç(BIOS)RÌ>zmcPÄì{¤ÝÇ
XÌnFOS{3?���ÇAPM\ö4	�BIOS{ÇO$Ç4
óOS{;��iäÝ{�Y?�ø~���/,/,mcÆ¢ROM¥{APM BIOSb�ê�ûìJ¯
�Ö
Y4�Çi��{v*ÇO�Ç,�&ø:���ÇÃ�Á�{çÕ��®ÇAPM4�«��ÛÛ
a{�bÇ�Ò4��iõ�®0{(­�{Ó*)1ùbugsÇ�*ó�Ç��Û{BIOS¥�Ç���Ìó
ÙÆ{�¬¥�û�!�býX4!B{¯�ÇAPM BIOS���"��ì{�Í|Q
Ø�ê{��Ç
�Ã�"��ê:�7\ä�åì{|Q�

❀ýýý���ýýý~~~BIOS (PNPBIOS)óiõ��Ñ4X,"{�PNPBIOS416- {�bÇO$OSXzX&
~16- Ü�b�ê¦PNPBIOS{0��z=��

❀FreeBSD APMPÄóapm(4)C~�¥�Ãc�
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12.15.3{{{���ACPI

❀å�<Y�Çacpi.ko PÄÇÌóø:Zs��loader(8)�ñÇ
XXXaaa�zÉ���X�Yø){ÆO
4ÜLv*åuÍ0"Ç¾�ÇÃ�­cÉ��XÒ,1#¦t��Çacpi.ko Çý�Yø,1t�A#

zÍ;\�J���ÇÆO4Ç�õ��óéÄ.²éÄ��òéÄACPI,�Ì�J¯���*3±tê
¯�Ç,1\Á¢~ACPI�YÇPÄXaÇø��Ã�WñÇO�ø:�"/,Ç¦�õX3{mG�q
b��ACPI,1/,ó/boot/loader.conf ¥{�Ýóloader(8)
+nÿ{
�hint.acpi.0.disabled="1" u¢~�

ÕÕÕ???: ACPIZAPMX�á?Ç#'ÇÇ¢aI
&~���ñ{PÄ�*��ø:¥.²�qêÙ¥{�ÇÇ"
Ì*��q�

❀ACPI,1~utø:��~ºÜ*Ç0�4&~acpiconf(8){-s kjÇ�Þ�Ç1-5 {j	�õj~�

Ìæ�&~1Ý3 (�åtRAM)�
5�Ìtø:�q¦�ï×
H*¡�{��åÕ

# halt -p

❀ø$�iÇ¤��J/,sysctl(8)
Ø{ 1�>kDÉåC~acpi(4)Zacpiconf(8)1ÜzÍõfå�

12.16&&&~~~ZZZ®®®AAAFreeBSD ACPI
ÞU|ÕNate Lawson.NÅÕPeter SchultzZTom Rhodes.

❀ACPI4�«\c{��÷÷��®�Í&~�1ù
Ø,V�BIOS�®{6¯X3mG{)ï�0
��tACPIóÈ«ø:ÞÑ�th&~{Ó*��ó�qÇb�õÌÆ{ACPIåìªÓ (AML) 	�Sh
¥{bugÇFreeBSD{�X¥�ø:÷�{XqÕÇ1ùIntel ACPI-CA�:ì¥{bug�lX�Ìñ��

❀YP©lÏ��êÐÏ3NÏFreeBSD ACPI{��|ÊuIt3Ä
�t{¯�{ÊÍÇ?/,®AI
tÙ�û0��¡\3ÝÖYP©lÇ·¢�æ��ê�û3{ø:Þ{¯��

12.16.1


bbb®®®AAAfffååå

ÕÕÕ???: ó
b¯���Ç>h�3.²óäq!c{BIOSÇýÇ$iÇ�Ýi	�*;�ì{ûGÇý�

❀�*3æ�
b�Ç¯�Ç>hâR�cfå�t freebsd-acpi@FreeBSD.org
(mailto:freebsd-acpi@FreeBSD.org):

• ¯�q�{ÃcÇÝiø:¡n�nRÇ1ù�[þ�¯�{#�få��iÇ>Õ?¦,�ïh�Ã

cY�¯�4dé34é	{�

• ó�boot -v���zt{dmesg(8)QñÇ1ù�[ó­�bug�ñ�{FØfå�

• ó¢~êACPI��{�boot -v�{dmesg(8)QñÇ�*3��¢~ACPI�êÐÏ>ø¯��

• u�sysctl hw.acpi {Qñ�Y�4It3{ø:Ä
Ø{Õ�{�«PÍ��
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• �êzt3{ACPI Source Language(ASL){URL�XXX���²ASL�z�t�Gï,¥ÇO�Ç¢,�:
�L��êztASL3,1äqYÇ×
Õ

# acpidump -dt > name-system.asl

(²name��3{~9ÖÇ?²system��3{mG��ÛùÙnR�¾�Õnjl-FooCo6000.asl )

❀�õ
�V�Ì¾ÝFreeBSD-CURRENT�Gï, (http://lists.FreeBSD.org/mailman/listinfo/freebsd-current)
b¤4>�tfreebsd-acpi (http://lists.FreeBSD.org/mailman/listinfo/freebsd-acpi)YøÇÌúÍõ|�t�>�
e�VÇO�·¢Ñ�\�{ÙÆÓ*��*3{bugX4�
4D{Ç·¢,�Ì�F3/,send-pr(1)
u
b�ÇPR�óQ�PR�Ç>R3ø{fåÝ9�V�YRÐÏ·¢uê�Z�û¯��X�ó
Éfreebsd-acpi (http://lists.FreeBSD.org/mailman/listinfo/freebsd-acpi)Uf����PRO�·¢²Çh*.�
©�{÷�9
X4ç·å��3{¯�i,�.²úÙÆ|ç·,ê�

12.16.2òòòµµµ

❀ACPI?ó�f~ia32 (x86)�ia64 (��)�1ùamd64 (AMD)%è{Ä��S�®åÞ�qr{)ïä�
LÞ{È*Õ�ÇÝiCPUu��®��Í;��§Ý);��Óø:�	�*;�ì1ù�"�Þ�ý
Lõjø:"��qr)ï{Õ��è�J�¾�ÇóÁø:/��"��"�Þ\IÇ
	�ý�/�

|Ñ\§Z�Í�®Õ��	�ý/�¤
Ø~ºZ¨r|ÑÇ?
Ø¦$7a{�ìÕ��

❀n\ACPI{ø:¥��õ�G�BIOSZ_¡���Û
Ø�Jû½{,(¾�ÇFADT)ó?ûì¥Ç1

Ø¡�APICnó(~�SMP)�{�
?ì�1ù;\{{������iÇ�Ç	�Sh(bytecode)
,(ø:K/Ãc, DSDT)�
Øê/,dç×Ö8-u�½÷÷ùÙÕ�{0��

❀ACPIPÄ���ÿ®û½,Ç"�	�h�:ìÇ?��PÄÇ�Z�XÇ1zIu�ACPI�ø:{f
å�é�FreeBSDÇIntel
Øê�Ç�:ì(ACPI-CA)ÇÇóLinuxZNetBSD�,1&~�ACPI-CAÍS
h,1ósrc/sys/contrib/dev/acpica It�~�óFreeBSD¥ã�ACPI-CAthäÝ{Sh�
ósrc/sys/dev/acpica/Osd �!�Ç~�"�ACPI÷÷{PÄ,1ósrc/sys/dev/acpica It�

12.16.3���DDD¯̄̄���

❀�tACPIt�Ó*ÇÇ{��\IÑ��Ó*t���Á4�J�D{¯�Ç�Lñc{ª$ÇÝ\
�Ç?Éñê�Jw,Ý�tÇ¢{0��

12.16.3.1 `̀̀)))¯̄̄���

❀ìJ��Ç¨rv*Ìs�`)Xòt�Ó*�.�{w,Y�¯�{0�Ç4ó/boot/loader.conf

©G¥��hint.psm.0.flags="0x3000" ÷���*Yø)X��û¯�Ç>�D��Á�ë{0�
b

¯�ç·�

12.16.3.2~~~ººº/¨̈̈rrr

❀ACPI
Øê®«~ºtRAM (STR){çÕÇS1-S3Ç1ù�Ç~ºt�c{çÕ(STD)ÇÁ*S4�S5

4���å�3��4ø:zP�Íb��
å�{t�çÕ�S4"�Þ,1~Ü«X3{0�u"

��S4BIOS4�«�BIOSyÏ{�åt�c0�Ç
S4OS�4q\�v*ø:"�{�

❀,1&~sysctl hw.acpi u��¦~º��{1ø�Y°4·{ThinkpadÞzt{�*�

hw.acpi.supported_sleep_state: S3 S4 S5
hw.acpi.s4bios: 0
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❀Y,+·,1&~acpiconf -s u�AS3ÇS4OSÇ1ùS5��*s4bios 4�(1)Ç�,1&~S4BIOSu
S�S4 OS�

❀h�A~º/¨r�Ç,S1
)Ç�*Çú|Ñ{��YÇçÕ4!,�t�Ó*{çÕÇO�ÇX��

Ôõ{PÄ|Ñ���|"�S2b�*3�Ç{|ÑÇ�a�ZS1¡����G�z�A{4S3�Y4!

ý{STRçÕÇ?���øïPÄ{|Ñb�êt��­cð)�3{mG��*3ó¨rø:�±t¯
�Ç>X�þê��GÉfreebsd-acpi (http://lists.FreeBSD.org/mailman/listinfo/freebsd-acpi)�Gï,Ç¦�X
���¯��½ÌiO�ûÇO���õPÄÇ�/mG���qÍõ{�AZ���

❀~ºZ¨rv*!�D{¯�4ìJ÷÷PÄÇ�XÌâ?�Á�Ýth�­cð)�ÙûG�
?ì

Ý÷÷�?��A®AYJ¯��ÇD�,1�AÕ

# sysctl debug.bootverbose=1

# sysctl debug.acpi.suspend_bounce=1

# acpiconf -s 3

❀YÇ�AÌÜ�~ºZÁ�,Ç
X]{��S3çÕ���Ç3Ì~Y«0*i�4�ØÔ¯�(¾�Ç
¿�ûGçÕ�÷÷watchdog§�Ç1ù��­A�)�Õ?ø:XÌ]{��S3çÕÇY?�øYJ÷÷

,�XÌ«�Ç
�õ÷÷óq\X
Ø~ºZÁ�0���,t�Ó*Ç
X4&~]{S3çÕ�ø�

❀v
{<Y���Íõ{mGÇ¾�~��=;�Ñ{�=/"Ç1ù~�dcons(4){Û"=/"Z�X®
A���

❀�êÐÏÅ¬¯�Ç>ó�X¥ÍV¦,�õ{PÄ��*Yø)�ê�û¯�Ç>�AÅÇ�ñPÄ

�t¯�ò'ñ��/�½�H{PÄÇ��nvidia.ko �X11�+PÄÇ1ùUSB{¯�!õÇ
1Ô
��{PÄ�/�Ó*{iP��*3�ê/,�ñZWñPÄ&ø:t�Ó*Ç3,1/,R7h{×


8t/etc/rc.suspend Z/etc/rc.resume uRYÇ,Ç�Ä��óYÜÇ©G¥��ÇÕ:«{Wñ

Z�ñPÄÇ�{¾�Ø3k���i3¤,1Rhw.acpi.reset_video ÷���(0)Ç�*3{�+ó¨
r���zi×O�$i3¤,1�AÍ�ÝÍá{hw.acpi.sleep_delay ���4d�ÄÏC�

❀��G�z�A{/<4&~�Ç�vc{Ý9ACPI|Ñ{Linux�qÇuAA�Æ¢{~º/¨rÕ�
4dó3ø{mGÞ�êt�Ó*��*óLinux�t�Ç�i,�4FreeBSDPÄÇ�{¯�Ç
Å¬¯
�?It?ó¯�{PÄ�Ï��ûÇ���Õ?{4ACPI{��|Ê/�?X��ÙÆPÄ(¾��
Q�ATAÇ��)O$�*!ª��4PÄ{¯�!P¤4�tfreebsd-current
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-current)�Gï,?�ÉPÄÇ�{��V��*3õ¡�
�Ç�,1��Jprintf(3)t�¯�{PÄ¥Ç1ItÇ{Á�Õ��	¯�{ ��

❀!�ÇAA�¢~ACPI?S�1é~APM��*~º/¨r�êóAPM�t�Ó*Ç&~APM,�ÌÍ
PÇ�/4é�v�{mG(2000#1�)�mG��Û���J�-ut�mG{ACPIÓ*t�Ç
ACPI
{¯���¬Ê4BIOS¥{�>Z�{�

12.16.3.3øøø:::***���///aaa(ööö���ÝÝÝ{{{ÈÈÈuuu���)

❀ýLõjø:*�/a4����ù�/a¥äÝ�	ê¥äZès�{�_¡��iõ¯�!ªÌ¨

ÍtBIOS�[óZsø:��{�¥äÇAPIC (MADT),{thuÇ1ùø:;�¥ä (SCI)�[4��

❀/,��vmstat -i {Qñ¥Ýiacpi0 {��q,1KI¥äZèZ��ù�/a¥ä��*�Æ�

jì��{¤Ýõ��ÜÇÇ�34±tê¥äZè��*ø:*�ê/aÇ3,1�A*��X?�

�DDB (ó;�ÑÞ�CTRL +ALT +ESC)?Q�show interrupts �

❀ÿ®¥ä¯�{Í×uz4�A¢~APIC|ÑÇY4/,óloader.conf ¥�

�hint.apic.0.disabled="1" qÄ{�
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12.16.3.4ÿÿÿddd

❀ÿdé�ACPI4�v>D{<YÇ�*��Ç·¢RÌ:�­@?iO��Ç�3�){��G/4÷
�Å¬ñ�ê­�ÿd(�*,�{�){v*?ÜR�P®~æ2�>é~options DDB ?÷��q;�

Ñ(kD�27.6.5.3�)Ý{��Çdump(8)IK�3RóDDB¥/,tr zt®~æ2��*3��~C¨{

0��9ÇÇ�½���>Ê(5)qZ!�Ê(5)q�

❀l�Ç�A/,óéÄ�¢~ACPIuÅ¬ùF��*Yø)�êt�Ó*Ç>/,÷
�debug.acpi.disable {��j�uÅ¬ä�4ýÇACPI�ø:{¯��>kDacpi(4)ÉåC~¥Éñ
{�J¾��

12.16.3.5øøø:::óóó~~~ºººÝÝÝ���ååå���������éééÄÄÄêêê

❀D�>�Aóloader.conf(5)¥÷�hw.acpi.disable_on_poweroff= �0��YRtACPIXòó�å,Ç
¥¢~�J/G�ä�3ø{ÆOÇ�Jø:��²YÇ�÷���1� (Y4å��)�Y/��ê��ó
~ºÝ�å�Áýò'éÄ{¯��

12.16.3.6ÙÙÙÆÆÆ¯̄̄���

❀�*3�ACPI{ÙÆ¯�(3docking stationN3Ó*�Ã�5�÷÷Ç��)Ç>²Ãc�É�Gï,Ö
X,ÇYJ¯���,�ZACPI¥ß�qÄ{\I��ÇÇ¢,����-b�ú"��>É��eÇ?
ï÷�A·¢,�Ì�É3{V¶�

12.16.4 ASL���acpidumpÇÇÇ111ùùùIASL

❀!�D{¯�4BIOS��Û
Ø{Xth(��q\FØ{!) 	�Sh�Y/�Ì1¡��ÁYø{�X
>å�+ó;�ÑÞÕ

ACPI-1287: *** Error: Method execution failed [\\_SB_.PCI0.LPC0.FIGD._ STA] \\
(Node 0xc3f6d160), AE_NOT_FOUND

❀�õ��Ç3,1/,RBIOS�ÿt!cÇýu�û$¡¯��ýLõj;�Ñ>å4Ã3{Çb�*
3�ÙÆ¯�¾��ÓÓ*Xt�Ç�,AML 
)�I¯�R4���»�	�ShÇÝ��{AMLÇ4
,�«w)ASL{ªÓUÄ{ÍSh�q�Hzt{�*�AML �Ä?8óDSDT,¥��zt3ø:
{ASLÇ��&~acpidump(8)���3��½-t (�+û½){��)Z-d (RAML '�HÄASL)ÜÇ 
1�>kD�[
b®Afå��ê��[&~Ç�

❀!0"{ðZ5�4�A­c�HASLu��4d�FØ�/�,1�QY�,Ç¥�	{´·ÇbF
Ø�ÄÒÑ4bugÇÇ¢/�Ò4s�ACPIÃ�t�Ó*{ÆO��­c�H3{ASLÇ,1&~�Á{
×
Õ

# iasl your.asl

12.16.5������ASL

❀·¢{�Ïø)4t��Ç|Ñ�êóX���[~��½{<Y�&~ACPI�l
Çø�·¢�ló

�w,BIOS��Û�DFØ{0��Microsoft�:ì(acpi.sys Zacpiec.sys )?XÌÎÂ�5�4d
$Eê)ïÇO$�õ�óWindows¥�AACPI{BIOS��Ûi,�{ÏXÌ�tÆ¢{ASL�·¢æ
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�Xä�Iñ?~©l�ÒMicrosoft{�:ìt�ã��JX)ï{q�Ç?óFreeBSD�qéa{��
&Ç�êt�Ó*
X��~��tASL�*��1ø�¥�¯�{0�Ç?ÐÏ·¢h�Ùq�Ç3,
1CÓ�tASL��*Yø�ê�û¯�Ç>²cÎASL{diff(1)�É·¢ÇYø·¢Ò�,�w
,ACPI-CA¥{FØq�Ç,
Xò��3uCÓ�t�

❀�Á4�J�D{FØfåÇÇ¢{ÆOÇ1ù�[�t�

12.16.5.1 _OS dependencies (_OS ���vvv)

❀ìJAML "½-�4�X3Çý{Windows�Ä{�3,1tFreeBSD�Á��4�?OSu���4d
�ê�t¯���v;\{Í�4÷�hw.acpi.osname ="Windows 2001"t/boot/loader.conf ¥ÇÝ&

~3óASL¥It{ÙÆ	n��

12.16.5.2 Missing Return statements ( bbbèèè(((ÃÃÃªªªééé)

❀�J0�,���L)ï�F{�ø�*�(Ã��¦�ACPI-CAÃ�ÿ®ÇÇbFreeBSD
Øê�Ç
w,Ç?ã�Ù�9�(Ã�{0��3�,1���Ç�*{ReturnªéÇ�*3�w�°��(Ã�
Ç�{�����iasl �HASLÇ��&~-f )��

12.16.5.3���¦¦¦ååå���{{{AML

❀ó½�your.asl ��Ç3,1/,�Á{×
�HÇÕ

# iasl your.asl

❀,1&~-f )�u��
OAMLÇý&ó�H,Ç¥�	êFØ�>Õ?ìJFØ(¾�ÇbèReturnª
é)Ì�Äú�:ì�Q«�

❀DSDT.aml 4iasl ×
{å�Qñ©GÖ�,1�ñÇuRS3BIOS¥?ó¯�{�ý(Ç�l?ó�Ð
?¥)ÇÙ0�4��Á{�Ò�ö/boot/loader.conf Õ

acpi_dsdt_load="YES"
acpi_dsdt_name="/boot/DSDT.aml"

❀�½�²3{DSDT.aml ��t/boot ø9¥�

12.16.6,,,ACPI ¥¥¥ÜÜÜRRR®®®AAAQQQñññfffååå

❀ACPIPÄÇ�
Øê:��Ù{®Aå��Yã�3�½���ø:Ç1ùÄ��{-ûfå���®
A{�ø:,1��layers(�)�u�½Ç?I�ACPI-CA�G(ACPI_ALL_COMPONENTS)ZACPImG
|Ñ(ACPI_ALL_DRIVERS)�®AQñ{-ûÇÝ,1/,�level(-ûÝ)�u�½ÇÙ)�
4ACPI_LV_ERROR (�ç·FØ)tACPI_LV_VERBOSE (�+Ä�)��level�4�Ç ÙhO$,1�
'÷�õÇ 1Ç¥-~8ÂI
�"�&~¥3a��D&~�q;�Ñu�9QñÇ�*ÇÔ�1�

�à«ê;�Ñ>å¥à{��X3{�ZQñ-ûÝ{qrï,,1óacpi(4)ÉåC~¥It�

❀®AQñå�?X
é��å~ÇÇ3��ó�X÷�¥��options ACPI_DEBUG Ç�*3{�X¥�

�êACPI{��3¤,1ó/etc/make.conf ¥��ACPI_DEBUG=1uó\Ûå~Ç��*Ç�4ÜLÇ

3,1~�Á{0�u­c�Hacpi.ko Õ
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# cd /sys/modules/acpi/acpi

&& make clean &&

make ACPI_DEBUG=1

❀�ãacpi.ko t/boot/kernel and add your?²Ä�{-ûÝZ�óloader.conf ¥�½�YÇ¾�R

é~Ä�ACPI-CA�G1ùÄ�ACPImGPÄ(CPU�LIDÇ��){>å��QñFØfåÇ�Ò4!�
{-ûÝ�

debug.acpi.layer="ACPI_ALL_COMPONENTS ACPI_ALL_DRIVE RS"
debug.acpi.level="ACPI_LV_ERROR"

❀�*3��{få4�ìÇ�½{/Gþ�{(���Ç~º��{¨r)Ç3,1X��loader.conf 


Ý
&~sysctl uóéÄZ��Ç/Gï÷ø:��ò�½�Z-ûÝ�YJsysctl {Ö	

Zloader.conf ¥{���

12.16.7kkk���©©©���

❀��ACPI{Íõfå,1,�ÁYJ�0ItÕ

• The FreeBSD ACPI�Gï, (http://lists.FreeBSD.org/mailman/listinfo/freebsd-acpi)

• ACPI�Gï,?lhttp://lists.freebsd.org/pipermail/freebsd-acpi/

• Î{ACPI�Gï,?lhttp://home.jp.FreeBSD.org/mail-list/acpi-jp/

• The ACPI 2.0)ïhttp://acpi.info/spec.htm

• FreeBSDC~�: acpi(4), acpi_thermal(4), acpidump(8), iasl(8), acpidb(8)

• DSDT®AýÍ (http://www.cpqlinux.com/acpi-howto.html#fix_broken_dsdt). (&~Compaq*�¾�b/�
<Y�Ñi�~�)

÷÷÷ÕÕÕ

1. �Ä®r®�ÌRmaxusers ÷��¦Ì?{jÞ�øÇÝVRÙ�!32ÝÞ!384�
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FreeBSDZZZsss,,,ÇÇÇ

13.1���ccc
❀éÄ�
1ù�ñv*ø:{,ÇúÁ��Zs,Ç�ÇÝV;Á��Zs��FreeBSD{Zs,ÇÉ~
��½BéÄ
ØêiL{ûÀuÇ3,1 
éÄX3{v*ø:ÇÝV43�ø:{X3Çýù�

X�

❀ý9R-û�ë3�óFreeBSDZs,Ç¥÷�{{� 1�YÝiêZs�X�æ�÷÷?éÄinit(8)
����Ä�	{Ä�/<�YJ/1�Ä�	ó©ý�¸#½��

❀ÖqY93RÌ�wÕ

• FreeBSDZsø:°{È1�GÇ1ùÇ¢�-{b�0*.

• óFreeBSDZs�ÉÈ�G{� 11;�Zs,Ç�

• device.hints(5){äý�#�

���777~~~���x86: ý9�Ãcêäq�Intel x86�ø�Þ{FreeBSD{Zs,Ç�

13.2ZZZsss¯̄̄���
❀éÄ�
ùéÄZZsv*ø:èÄê�Ç�U{Ü
¸���L½Bóv*ø:úéÄ���®å4

Ã�qÄ�[�Ö{ÇÝiäq�cÞ{Ç���*�®åó��v*ø:{<Y�X�äqu���c

Þ{Ç�
v*ø:�48ó�cÞ{Ç�v*ø:4�[éÄ{�Ú

❀óMunchausen	ù»��(The Adventures of Baron Munchausen)YýV¥��ÇZYÇ,Ç¡�{ù/Ç
�Ç|«tê�y�w°Çl�"øn��{¤ (bootstrap).q­­h
Wêñu�ó�Ï©�¥Çõ1
bªbootstrapu�Sv*ø:{�ñå�Ç��ÇÅLú;U��booting��

❀óx86mG�ø¥ÇäýQ�/Qñø:(BIOS)�	�ñv*ø:Ç�ê)tY��ÇBIOSó�cÞ¯I
ÌZs�9(MBR)Ç
MBR��ó8�{�c{�½ ��BIOS��ê{�ÅuÖ�ZäqMBRÇ%"
&���MBR�qÄ�ñv*ø:{���ÖÇMBR,���BIOS{ÐÏ�

❀óMBR¥{Sh/�ú
�ZZZsss���®®®ìììÇ�Ù4¦~�b�{�¡�Y�¡Zsì/��ÍõSh �
�c�����wwwÝóv*ø:{©Gø:¥�(Zs�®ì���úÁ�boot loaderÇb4FreeBSDé�Á{
Zs~ãb&~YÇbª�)�q{Zs�®ìÝiboot0(=ÁBoot EasyÇ)ï{FreeBSDZs�®
ì)�Grub�GAGÇ1ùLILO �(��boot0�ãz�MBR�)

❀�*3��ãê�Çv*ø:Ç���Ç)ï{MBRÒ�êê�YÇMBR�ó�cÞ�Â,Zs{(=
Á�ÙÄ{�)IKÇl�äqIKÞ{Sh1�ñv*ø:{ÙÇ\I�MBR�fdisk(8)�ãÇ4�Çb�
{MBR�#�©G�/boot/mbr �

❀�*3ó�cÞ�ãêõÇv*ø:��3,1�ã�ÇX3{Zs�®ìÇÇ��+�<v*ø:{

ï,Ç3�,¥ 
éÄýÇ�Yø{Ü«ZsìRó��B�¥ÿX�
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❀éÄø:{��\IúI�®Ç~ã���~ã�MBR�q,Ç�4&�®å���½{çÕl��q�
�~ã���~ãã��zõ�J��®~ãqÄ�ñv*ø:{�Ö�Ó*úI�®Ç~ã4O�PC)
ïé����~ã�q{Ç�{LB�Ä!��²YJ�ÖËó�å&zFreeBSD,1
ØÍLûÀu{
�ñì(loader)�

❀l��XéÄÇÇ
)æ�÷÷?ð)�Ç¢��`�XZs�ÇqÄ�ÖÇ�XR;�YbÉ~��

Çinit(8)ÇÇh��c4dÿ�,~çÕ�init(8)l�
)~�ÿýÍ{�Õ�ñ©Gø:éÄ��Çù/
Q�éÄÄ�FreeBSDø:�ñ�²�äq{�Ç�

13.3ZZZsss���®®®ìììZZZÈÈÈZZZsss~~~ããã

13.3.1 The Boot Manager

❀óMBRÝZs�®ì¥{Sh��ú
�Zs,Ç{~~~ããã0�Y�B�"4�Á
tZsì¥{Ü
«Õboot0ZLILO �

boot0ZZZsss���®®®ìììÕÕÕ.�FreeBSD{�ãÇ�1ùboot0cfg(8)Ä�ã{MBRÇå�ä�/boot/boot0 �(Ç
�boot0:�;\Ç��óMBR¥{Ç����446	��ÇIK,ZMBRâà{0x55AA)#���3�J

8-�)�*�.²�ãboot0?%�õÇv*ø:ó�{mcÞÇ����*3�ãêFreeBSD MBR
%
�ãêõÇv*ø:Ç�Ìóø:éÄ��t¡��Á{
+Õ

¾¾¾13-1.boot0���¶¶¶

F1 DOS
F2 FreeBSD
F3 Linux
F4 ??
F5 Drive 1

Default: F2

❀ø�.²�w�JÙÇv*ø:Ç�/4WindowsÇÌ1��{MBR����MBR��*�	êY«/
<ÇÝV3.~FreeBSD{MBR����{MBRÇ3,1&~1�{×
Õ

# fdisk -B -b /boot/boot0 device

❀device4�U�MBR{÷÷ÖÇ��ad0 S,��ÇIDE�cÇad2 S,��ÇIDE;�ìÞ{��
ÇIDE�cÇda0 S,��ÇSCSI�cÇ���3ÝÇ�*����Ç�q{�{MBRÇ>&
~boot0cfg(8)�

The LILO Boot Manager: �.�ãYÇZs�®ì?�~uZsFreeBSDÇD�éÄLinuxÇ?R1� 1
��t.�{{�©G/etc/lilo.conf Õ

other=/dev/hdXY
table=/dev/hdX
loader=/boot/chain.b
label=FreeBSD

❀óÞÁ{��°Ç&~Linux{)+n�½êFreeBSD{ÌIKZPÄìÇRX�¦�LinuxPÄì	ñÇ
RY�¦�LinuxÌIKR��*3&~{4SCSIPÄìÇ3��R/dev/hd�Ä/dev/sdÇY°ò'&~
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êXY {ª���*3�ã{ÜÇø:ó3�PÄìÞÇloader=/boot/chain.b  1,1V«��ó3,

1�q/sbin/lilo -v &��	HÖa5�¶ôÞ{>åh����

13.3.2������~~~ãããÇÇÇ/boot/boot1ÇÇÇZZZ������~~~ãããÇÇÇ/boot/boot2

❀�'ÞÇ��Ç��~ã3a��ÇÇ�Çÿ��c{#3K­�b��8-!�ÇÇ¢úI�Ü\

I�,43�4Ì�å�ãÇ¢�Ç¢��ãìÝbsdlabel(D�©)���ú�\
Ä{/boot/boot �

❀Ç¢ �©Gø:iÇZsIK{���wÇ,��×K
)�óY°boot0ÇÝV�[ÙÇZs�®
ìÇÏ�It�ÇÇ�äqÇ��Zs�Ç�Ä&~{×Kj,�/boot/boot {LBh½�

❀boot1 :�;\ÇO�Çòõ����512	�Ç��#/û?øIKfå{bsdlabelÇù¯I�
qboot2 �

❀boot2 ã�����Ç�ê®�FreeBSD{©Gø:1"�¯I°Á{©GÇ�
Ø 
�XZ�ñì{
;\�Á�

❀O�loader�øÍ�{Õ�Ç
Øê��4�&~{Zs{�Çboot2 �ÄÑ�qloaderÇb1�Ç{�
Ö4�zäq�X�

¾¾¾13-2.boot2{{{¶¶¶ôôôQQQñññ

>> FreeBSD/i386 BOOT
Default: 0:ad(0,a)/boot/loader
boot:

❀�*3�Í�.�ã{boot1 Zboot2 Ç>&~×
bsdlabel(8)�

# bsdlabel -B diskslice

❀diskslice4~�Zs{�cZIKÇ��ad0s1 S,��ÇIDE�cÞ{��ÇIK�

dangerously dedicated: �*3óbsdlabel(8)×
¥�&~ê�cÖÇ��ad0ÇÒÌ» �cÞ{Ä�IK�

YhlX43Äæ�{ÇÄ1ó��ÃÃÃ°°°���½�é×
�qõ'h��

13.3.3���®®®~~~ãããÇÇÇ/boot/loader

❀�ñì(loader)4®Ç~ã¥{!�~ãÇ%48�ó©Gø:�¥{Ç�Ä4©G/boot/loader �

❀loaderú*��«�P{{�0*Ç&~ê���O%4~{×
ø�YJ×
��Ç�L{õ{�:ì
|ÑèOÇÙýüQ��ìzõ{×
ø�

13.3.3.1 Loader ÇÇÇ������ÇÇÇ

❀ð)�ÇloaderÌæ�;�ÑZ�cÇ#/4,ýLcZs{�ÇÌÊâYJfå÷�#ÞÇéÄ�:ì
1zI/,lýÝb�0*�u{~�×
�

❀loaderl�ÌÖR?äq/boot/loader.rc Çå��ÖR/boot/defaults/loader.conf 1÷�,"{

å�#ÞÇÖR/boot/loader.conf éYJ#Þ*ý����loader.rc �âYJ#Þ�qÄ*Ç�ñ�

[ú 
{ÜLZ�X�
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❀!�Çå��ÇloaderÌ*�10Æ�V�EÇ¥���	¥äÇÒ
)Zs�X��*ú¥äÇ~�Ìz
t�Ç×
q
+nÇóY°~�zÍ�#Þ�WñÄ�ÜL��ñÜL�!�ZsÝ­cZs�

13.3.3.2 Loader ���OOO{{{×××




❀YJ4!�~{loader×
.éÄ�,~×
{�:>kDloader(8)�

autobootseconds

óÉ½{�-��*��¥ä�	ÒZs�X�Ç�+�Çpj��Çå�{�-)�410Æ�

boot [-options] [kernelname]

Áý��½{ 1éÄ�½Ö	{�X(�*��½{�)���D��q,unload×
���½{�
XÖ	bÌ	HÇd�ÇéÄ{R4��.²�ñ{�X�

boot-conf

ä�#ÞéÈ«ÜL�q�Ä{�(ZZs�X��	{�ø)�3���Ô��&~unload ×
Çl

����J#ÞÇ��kernel �

help [topic]

�+,©G/boot/loader.help ÖR{ÐÏfå��*É½{Ì�4index Ç��ïñu{4Ä�,

~{Ì��

includefilename�

/,É½{©GÖÿ®©G�©GúÖ�Çl�ú�q�q��:��[FØÑÌÁý¥�include×

�

load [-t type] filename

�ñ�X��XÜLÇÝV4É½¡n{©G(/,É½{©GÖ)��[ó©GÖ�Á{kjÑÌú�
É©G�

ls [-l ] [path]

�+É½4»ÝV4Êø9(�*4»���½)�Á{©Gï,��*�½ê-l  1Ç©GLB�Ì

�+�

lsdev [-v ]

ïñÄ�,1�ñÜL{÷÷��*�½ê-v  1ÇÌ�+ñÍõ{û��

lsmod [-v ]

�+.ú�ñ{ÜL��*�Òê-v  1ÇÌ�+Íõ{û��

morefilename

�+�½{©GÇ�ÅLINES *î�'�

reboot

Áý­éø:�
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setvariable
setvariable=value

÷�loader{¢¸#Þ�

unload

#øÄ�.ú�ñ{ÜL�

13.3.3.3 Loader +++¾¾¾

❀Y°��J"�¥loader~�{+¾

• �4;\{Zså��XÇX3{4��\~�Ü*Õ

boot -s

• Wñå��XZÜLÇl��ñÎ{(ÝVÙÇ){�XÕ

unload

load kernel.old

3,1&~úÁ�/~�X{kernel.GENERIC ÇÝV31��ã{�Xkernel.old (h3�ÿÝ{�ê
3��{�X���)�

ÕÕÕ???: &~1�×
�ñ�~{ÜLZ��Ç�XÕ

unload

set kernel="kernel.old"

boot-conf

• �ñ�X{�lýÕ

load -t userconfig_script /boot/kernel.conf

13.3.3.4éééÄÄÄ���{{{Splash CCC444

Contributed by Joseph J. Barbish.

❀óéÄ�ñ�{splashC4�åÆý{éÄfåÍ�,@��YÇC4Rú)ª�+ó¶ôÞ�tñ�;
�Ñ{~9
+ÝVX �+�®ì
Øê~9�Á�

❀óFreeBSDø:¥�ÜÇäý{¢¸���Ç4å��:{;�Ñ×
q¢¸�óø:éÄ��ÇÌó;
�ÑÞñ��Ç~9
+���Ç¢¸4X11óÁCo¢¸�ó�ãêX11Z�«CoóÁ¢¸Ç�
�GNOMEÇKDEÇÝVXFceÇX11óÁ,1~startx ×
äq�

❀�å�:ä�	n{~9
+Ç�J~�,�Íõ¡X11Co�{~9�Á�Co�{~9�®ì
4Xorg{XDMÇGNOME {gdmÇKDE {kdm (¤�ÙÆPort Collection¥{)äýÞÑ
Øê�ÇCo�
{~9�ÁS�;�ÑÞ{~9
+n�óÄÕ~9��ÇÇ¢0�É~��ÇCo�{óÁ�

❀ó×
q¢¸ÇsplashC4Ró�+~9
+n��[uÄ�éÄ�{)�¦�ÖéÄ{>å�óX11¢
¸Ç~�RÌÜz�Ç@úÞÍ�8wéÄ�èÇ¡��ìJ4(Microsoft WindowsÝV:UNIX ¡n{ø
:)~�Äæ��èt{�
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13.3.3.4.1 SplashC4Õ�

❀ø�{splashC4{Õ��!�|Ñ256º{ C(.bmp )ÝVZSoft PCX (.pcx )©G�$iÇsplashC4
©G{I%G��4320x2004£ÝVÍèÇbê�ó)ïVGA 7{ìÞ&~�

❀�&~Ú@ÍL{C4ÇHt!LI%G1024x7684£Ç��
éFreeBSD{VESA|Ñ�Y,1/,
óø:éÄ��ñVESAÜLqÄÇÝVó�X{�©G¥��VESA 1?�H(kÝ�99)�VESA|Ñ
É£ê~��+��rÇ�+ì{éÄ�Á�Å�

❀óéÄ{��splashC4ÒÌú�+ó¶ôÞÇÇ,1ó�[��Ñ��?E���

❀SplashC43ø�Ì4X11�iå�{¶ôâ��ó�ã�-{���Ç¶ô"ÌÝ�±Ïu{#¦�
+splashC4Ç,Òà��dÇ±
�)�å�{splashC4(¶ôâ�),�/etc/rc.conf ¥{saver=  

1;��saver=  1��J��{¶ôâ�,Ø 
Çqr{ï,,1òsplash(4)C~�¥It�å�{
¶ôâ�úÁ��warp��>Õ?ó/etc/rc.conf ¥Ä�½saver=  1�!a~���;�Ñ�é

�X11Co�{~9�®ìÃH�

❀�J��éÄZsì{fåÇÝiéÄ 1h\Z�Ç½�pj
+nÑÌóéÄ��+Çý4
é

êsplashC4Õ��

❀splashC4©Gøý,1,http://artwork.freebsdgr.org (http://artwork.freebsdgr.org/node/3/)�ñ��ã
êsysutils/bsd-splash-changer port��Ç�'éÄ{��"�,ø\¥±å 
splashC4�

13.3.3.4.2
éSplashC4Õ�

❀SplashC4(.bmp )ÝV(.pcx )©G��8�órootIKÞÇ��/boot ø9�

❀é�å�{�+I%G(256ºÇ320x2004£ÝÍè)�ö/boot/lodaer.conf Ç����{÷�Õ

splash_bmp_load="YES"
bitmap_load="YES"
bitmap_name=" /boot/splash.bmp"

❀é�Í°{I%GÇ!L�1024x7684£Ç�ö/boot/lodaer.conf Ç����{÷�Õ

vesa_load="YES"
splash_bmp_load="YES"
bitmap_load="YES"
bitmap_name=" /boot/splash.bmp"

❀1ÞYJ÷�"÷/boot/splash.bmp ���ú&~{splashC4�h��&~PCX©G{��Ç����
ï÷�ÇÊâI%G{°���vesa_load="YES" �

splash_pcx_load="YES"
bitmap_load="YES"
bitmap_name=" /boot/splash.pcx"

❀©GÖ?X!�1Þ¾�¥{�splash��Ç,14�[ÖÁÇ��4BMPÝVPCX¡n{©GÇ�
�splash_640x400.bmp ÝVblue_wave.pcx .

❀�J�U{loader.conf  1Õ
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beastie_disable="YES"

YR���+éÄ 1h\Çb4pj���lÌñ��ý4óéÄh\ 1ú¢~{��Çópj

��ãE�#a{éÄ 1�l�H�

loader_logo="beastie"

YR�¦éÄ 1h\�}å��+{�FreeBSD��gº{Bà�)�ÇÒ41�{�qÇ�ø�

❀>kÝsplash(4)Çloader.conf(5)Zvga(4)C~�ÜRÍõ-ûfå�

13.4���XXXóóóZZZsss���{{{bbb���
❀�`�Xúloader(�Ä<Y�)ÝVboot2(Ö,loader)�ñÇÇR5�Zs)�Ç�*�{�ÇÒÌ�q
��{Ä*®r�

13.4.1���XXXZZZsss)))���

❀Y°4�J�~{Zs)�Õ

-a

ó�Xð)��Ç®¯*�Ê�ñ{÷÷�

-C

,CDROMZs�

-c

äqUserConfig (Zs�{�X{�ì)

-s

Zs��\~�Ü*

-v

ó�XZs,Ç¥�+Í�{få

ÕÕÕ???: ¤�Íõ{Zs)�ÇÝÖboot(8)1ÜR��Ç¢{få�
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13.5 Device Hints
Contributed by Tom Rhodes.

❀óð)�ø:éÄ�Çloader(8)ÌÖRdevice.hints(5)©G�YÇ©G1#Þ{o*û?ø�XZsf
åÇ��úÁ��device hints��÷÷PÄÇ�~�device hints�é÷÷�q{��

❀Device hints�,1ó�®~ã{boot loader{×
q
+n¥�½�#Þ,1~set ×
��Çunset

×
ÍøÇshow ×
���ó©G/boot/device.hints ÷�{#Þ=,1óY°ú���E�boot
loader¥{#ÞX4{Èu{Çó�'éÄ�ÒÌú���

❀�`ø:ZsÄÕÇkenv(1)×
,1~u8ùÄ�{#Þ�

❀©G/boot/device.hints {ª�4�q�Ç#ÞÇ&~�#�*�Õ:)���q4�L��0*��
{Õ

hint.driver.unit.keyword="value"

❀�®~ãboot loader{ª�4Õ

set hint.driver.unit.keyword=value

❀driver 4÷÷PÄÇ�ÖÇunit 4÷÷PÄÇ�\ ÖÇkeyword 4hint�E	��E	,1�1� 
1�ÄÕ

• at Õ�Ò÷÷ÄÔ½{�"

• port Õ�ÒÄ&~I/O{å)���

• irq Õ�ÒÄ&~{¥ä>FR�

• drq Õ�ÒDMA channelR�

• maddrÕ�Ò÷÷3~{Ô®�?���

• flags ÕÉ÷÷÷�È«)� �

• disabled Õ�*÷Ä1Ç÷÷ú¢~�

❀÷÷PÄÇ��êzIÍõ{hintsÇM?3k�Ç¢{ÉåC~�k
�device.hints(5)�kenv(1)�loader.conf(5)Zloader(8)ÉåC~1ÜRÍõ{få�

13.6 InitÕÕÕ���ÇÇÇ;;;���ùùùððð)))���
❀�`�XqÄZsÇÇÒ²;�YbÉê~��Çinit(8)ÇÇ8�ó/sbin/init ÇÝVinit_path #Þ

�½{Ç�4»¥�YÇ#Þ4óloader °Á÷�{�

13.6.1���ÄÄÄ­­­ééé,,,ÇÇÇ

❀�Ä­é,ÇÌh�ø:¥,~{©Gø:ÿ�H�{çÕ��*X4Ç
%&~fsck(8)�Ã���Y
J¯�Çinit(8)Ì��\~�Ü*1"ø:�®Ê�z�tYJ¯��
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13.6.2\\\~~~���ÜÜÜ***

❀$Ü*,1/,�Ä­é,ÇÝV/,Q�-s  1{~�ZsÝ/,óloader °÷�boot_single #

Þ�õ«0*uHt�

❀�,1óõ~�Ü*�®ÄÃ­é(-r ) 1Z*å(-h ) 1{shutdown(8)×
u��\~�Ü*�

❀�*ø:;�Ñó©G/etc/ttys ¥ú÷��X�\(insecure) Çóð)�\~�Ü*�Ìñ��FQ

�root ·h{×
q
+n�

¾¾¾13-3.óóó/etc/ttys©©©GGG¥¥¥{{{XXX���\\\;;;���ÑÑÑ

# name getty type status comments
#
# If console is marked "insecure", then init will ask for the r oot password # when going to single-user
console none unknown off insecure

ÕÕÕ???: ²;�Ñ÷�ÄX�\(insecure) &��wroot ·h{|b���\~�Ü*ÇO�3��;�ÑóÔ®

Þ4X�\{�O$�*3�Dt�\uÇ> 
X�\(insecure) Ç
:�\(secure) �

13.6.3õõõ~~~���ÜÜÜ***

❀�*init(8)��3{©Gø:�#t�Ç�ÝV~�ó\~�Ü*qÄêÓ*Çø:ÒÌ��õ~�Ü
*Ç
)ø:{ýÍ{��

13.6.3.1ýýýÍÍÍ{{{���(rc)

❀ýÍ{�I/,©G/etc/defaults/rc.conf �/etc/rc.conf ¥ÖRå�{�Zû�{�Çl��ñ

ó©G/etc/fstab ¥
ù{©Gø:�éÄ�dqÖ�éÄÈ«ø:E��ÇÇ!�éÄý��ãÝ{é

Älý�

❀rc(8)ÉåC~4��ýÍ{�{iP{k��

13.7���ååå(shutdown) ,,,ÇÇÇ
❀�×
shutdown(8){�å{�å,Ç¥Çinit(8)ÌAøäq/etc/rc.shutdown lýÇÉÄ��Ç�

�TERMfRÇ!�ÉX��*�{�Ç��KILL fR�

❀ó|Ñ�Í�®{²ÑÞ��FreeBSDø:{�ÍÇ��;\�&~×
shutdown -p now ý,�$

iÇ,1~×
shutdown -r now u­éFreeBSD���qshutdown(8)3��4root ~�Ýoperator �

{ÄÊ��,1&~halt(8)Zreboot(8)×
u��ø:Ç>k�Ç¢{ÉåC~1ÜzÍõ{få�

ÕÕÕ???: �Í�®��|ÑÇY�F�X|Ñacpi(4)Ý1ÜLo*�ñÇ�
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~~~���ZZZäääýýý{{{AAA������®®®
Contributed by Neil Blakey-Milner.

14.1���ccc
❀FreeBSDã�õÇ~�3�&~�®å.hl,YJ~�¥X4iõ|3�+ó3�Ñ�®å�. 1,
4ÙÆ
~�,1/,�du&~3�Ñ�®å1qÄÆ¢{Ó*.�&~ø:,�Ç|Ña���ÇA�.

❀ÖqY9Ç3Rê�t:

• ó�ÇFreeBSDø:ÞX3~�A��-{K/.

• �[��~�A�.

• �[Íø~�A�.

• �[�#A�û�Ç�~�{\ÖÇÝD {shell.

• �[ó�ÇA�äúÞ÷�!�Çu;�4�?ÇCPU�¨Yø{ýÍ.

• �[&~�u&A��®Í�4.

❀óÝÖY9��Ç3ahê�:

• ê�UNIXZFreeBSD{äú�#(�49).

14.2���ëëë
❀Ä�6¯ø:{~�Ñ4/,A�qÄ{ÇÄ1~�ZA��®4FreeBSDø:X,Ýb{­�\I.

❀�ÇFreeBSDø:{A�Ñ��JZÇ#éa{fåVèyÇ.

~�Ö

~�Öólogin: 
+n{�ÁE��~�Öé��Ñ�®åuY4��{Ö3X,1&~ÜÇ#3{

~�Öu~9��iõ~u
Oth~�Ö{��Çä�>k�passwd(5)Ö3&~{~�Ö/��
�8ÇÝÍè{BU	ñ�

=


�ÇA�Ñ��Ç=
¦Çéa�=
,148{ÇYøX��=
Ò,16¯ø:�Y/�X4�

ÇPÌ?Ö�ÇA�Ña��=
�

~�ID (UID)

UID4ø:~u#/~�{j	Ç�:ÞÇ{)�40t65536�-2Ç~1���)#~��FreeBSDó
�\&~UIDu#/~�−óÓ*1���[ã�3�½�Ç~�Ö{FreeBSD×
ÑÌ²ÇÝ¦
ÄUID�Y?�ø3,1~X3{~�Ö&~õÇA�ÇbÇ¢{UID4�ø{�FreeBSDÌ²YJA
��½43�Ç~��
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�ID (GID)

GID4~u#/~�Äó{�{Ç�:Þ)�ó0t65536�-2{j	��4�«ä�~�GID
X4
Ç¢{UID{~u;�~�6¯ýÍ{å��Y,1>è�J{�©G{LB��Ç~��,1a�õ
Ç��

~9¡

~9¡4é�å�{j0,h²ø:I{ÉX3~��,Ç
Øê�i{�Ùu.

=
{½ÏÍ�

å�<Y�ÇFreeBSD?X��~�V�#Æ¢{=
�3,11~��\ ���F�JÝÄ�{
~�½Ï�#Æ¢{=
�

A�{tÏ�-

å�<Y�FreeBSDXÌ�ÄqÄA�,Ïv*��*3tó
OA�Ç3a��w�ÇA�{�H
&~Ï!�¾�Çó¦D°3Ì��Ç¦	OÁ�ÇA�Ç3,1�½Ç¢[�,Ï�A�,Ï�Ç

¯lA�{ø9Z©G�l?óÇbA�.²X���&~ê�

~�{\Ö

~�Ö,1���#/FreeBSD{A�ÇbÇXÌ'n~�{\Ö�YJfå,�¦A�4#�{�

Ìø9

Ìø94~�~uéÄ{ø9{q\4»��Ç/�{��4²Ä�~�{Ìø9Ñ8

ó/home/ username�ÇÝV/usr/home/ username��~�R²Æ¢{Ç|©G8ó��{Ìø9

�ÇÆ¢,1ó�°
O�[ø9.

~�shell

Shell
Øê~�~uv*ø:{å�¢¸��iõX3{shellÇ�²è{~�ÌÊâÆ¢{²èu 

��õP{shell�

❀�®«¡n{A�:§ÿ~�Çø:~�Ç1ùÊ/~��§ÿ~�A�/�w)root Ç,1��!��

�®ø:�ø:~�äqqÖ�!�ÇÊ/~�É�J~9ø:1ùÝÖ�G{|&~�

14.3§§§ÿÿÿ~~~���AAA���
❀§ÿ~�A�Ç/�w)root Ç,1­c{�Z�®ø:ÇóB��GÇø:5�Ý�ÇYø{��Ó

*¥Ç¦ÞX�&~rootY!�

❀Y4O�X6Ê/~�A�Ç§ÿ~��êÃ!��v*ø:Ç§ÿ~�A�{�~,�ÌZåÃ�.

6{ï
�Ê/{~�A�XÌ��ñF
» ø:ÇÄ1�¦,�{&~Ê/A�Çø:3���i{

�Y�

❀ó&~§ÿ~�×
��ò®5�ÇO��Ç�i{8ÂÝbèìÇ	n{×
Ñ,�ÌZåjâ¿

��

❀Ä1ÇóÝÖqY9�3��G�){/Ò4Çó²�&~{��Ç
O�Ç���Y{~�A��Ã

X3&~{4\~�¤4õ~�ø:Yø{ù>Ñ4#3{�óY9{�ÁÇ·¢RÿX�[
O�Ç�

i{A�Z�[óÊ/~�Z§ÿ~��-�q#¦�
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14.4øøø:::AAA���
❀ø:~�4�J�&~Ã�DNS��GÇweb�qÖ{~��&~A�{ÆOÒ4�\Ö�*Ä�{~�
Ñ�§ÿ~�uäqÇ�Ç¢Ò,1XIÕe�)�[/<�

❀�n{ø:A�Ýidaemon�operator �bind (Ø­ÖqÖ&~)�newsÇ1ùwww�

❀nobody 4Ê/{���Y{ø:~��l
ÇLõj¦~�Éøi·#{qÖ4&~nobody{Ç�{Y

�:�­�ÇYø,�&~�#{:���Y�

14.5~~~���AAA���
❀~�A�4t]"{~�6¯ø:{Ì�0*ÇYJA�²~�Z¢¸Å¬Ç���~�» ø:ZÙ

Æ~�ÇóXk/ÙÆ~�{<Y��½���{¢¸�

❀�[|6¯3{ø:����Æ¢����{A��Y,1t3Itx)ê��/Ç?%��|¢» 

ÙÆ~�{÷�ZÝÖÙÆ|{�G���

❀�Ç~��ê÷�Æ¢��{¢¸Ç1¼�Æ¢/,�#shellÇ�öìÇEcÔ½ZªÓ�7a?%ÍP
{&~YÇø:�

14.6������AAA���
❀óUNIX {ÿ®~�A�{¢¸¥�iõX3{×
,~.!Ê/{×
��Çz�u4-û&~Ç¢{
¾��

×××


 !!!���

adduser(8) ó×
q��c~�.

rmuser(8) ó×
qÍø~�.

chpass(1) �Ç�Ù{~���~�jâEfå{Óä.

passwd(1) �Ç~���~�=
{;\{×
qÓä.

pw(8) �Ç�L�Ù��~�A�{Óä.

14.6.1 ������~~~���

❀adduser(8)4�Ç;\{��c~�{×
.Ç�~�
Opasswd Zgroup ©G�Ç��c~�
O�Ç

Ìø9Ç��ÇÇÌ����å�{{�©G(�dotfiles�),/usr/share/skel YÇø9Çl�Éc~�

���UQ¡hfå{�G�

¾¾¾14-1.óóóFreeBSD¥¥¥���������ÇÇÇccc~~~���

# adduser

Username: jru

Full name: J. Random User Uid (Leave empty for default):
Login group [jru]:
Login group is jru. Invite jru into other groups? []: wheel

Login class [default]:
Shell (sh csh tcsh zsh nologin) [sh]: zsh
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Home directory [/home/jru]:
Home directory permissions (Leave empty for default):
Use password-based authentication? [yes]:
Use an empty password? (yes/no) [no]:
Use a random password? (yes/no) [no]:
Enter password:
Enter password again:
Lock out the account after creation? [no]:
Username : jru
Password : ****
Full Name : J. Random User
Uid : 1001
Class :
Groups : jru wheel
Home : /home/jru
Shell : /usr/local/bin/zsh
Locked : no
OK? (yes/no): yes

adduser: INFO: Successfully added (jru) to the user databas e.
Add another user? (yes/no): no Goodbye!
#

ÕÕÕ???: 3Q�{=
?XÌÃ�t¶ôÞÇ$iø:�XÌ�+hR�>Ö�hâ��QF=
�

14.6.2 ÍÍÍøøø~~~���

❀3,1&~rmuser(8),ø:¥q\Íø�Ç~�. rmuser(8)�q��Z½:

1. Íø~�{crontab(1)�9(�*�{�).

2. Íøa�~�{at(1)Ó*.

3. À«a�~�{Ä��Ç.

4. Íøý�=
©G¥{~�.

5. Íø~�{Ìø9(�*Æ���{Ìø9).

6. Íøu�/var/mail a�~�{�G.

7. ÍøÄ�Ã�/tmp {ø�©G?ûK¥{©G.

8. !�,Íø/etc/group ¥Ä�a��{�~�Ö.

ÕÕÕ???: �*�Ç�#Ä8Ç
�ÖZ~�Ö�ø,�RúÍø. adduser(8)×
OÁ�Ç~���{�.

❀rmuser(8)X�~uÍø§ÿ~�{A�,O��ø)4éø:ôL{» .

❀å�<Y�,&~b�Ü*,Yø�êt38ù{�w3ó)��.
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¾¾¾14-2.ÍÍÍøøø~~~���bbb���ÜÜÜ***���{{{AAA���ÍÍÍøøø

# rmuser jru Matching password entry:
jru: * :1001:1001::0:0:J. Random User:/home/jru:/usr/local/b in/zsh Is this the entry you wish to remove?
Updating group file: trusted (removing group jru -- persona l group is empty) done.
Removing user’s incoming mail file /var/mail/jru: done.
Removing files belonging to jru from /tmp: done.
Removing files belonging to jru from /var/tmp: done.
Removing files belonging to jru from /var/tmp/vi.recover: done.
#

14.6.3 chpass

❀chpass(1),1�#~�{=
, shells,ZÝiÇ|fåó�{jâEfå.

❀��ø:�®ÊÇý§ÿ~�Çb,1~chpass(1)�#ÙÆ~�=
Zfå�

❀øê, 
{~�ÖÇX���[ 1Çchpass(1)R�+�ÇÝ9~�få{�öì.,1AC�#~�
ójâE¥{få.

ÕÕÕ???: �*3X4§ÿ~�{�ÇóRñ�öçÕ��Çø:Ì®¯3=
�

¾¾¾14-3.111§§§ÿÿÿ~~~���bbb������qqqchpass×××




#Changing user database information for jru.
Login: jru
Password: *
Uid [#]: 1001
Gid [# or name]: 1001
Change [month day year]:
Expire [month day year]:
Class:
Home directory: /home/jru
Shell: /usr/local/bin/zsh
Full Name: J. Random User
Office Location:
Office Phone:
Home Phone:
Other information:

❀Ê/~����#Æ¢��iè{�\Ifå.

¾¾¾14-4.111ÊÊÊ///~~~���bbb������qqqchpass×××




#Changing user database information for jru.
Shell: /usr/local/bin/zsh
Full Name: J. Random User
Office Location:
Office Phone:
Home Phone:
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Other information:

ÕÕÕ???: chfn(1)Zchsh(1)�4tchpass(1){nRËzÇ¡��Çypchpass(1), ypchfn(1)1ùypchsh(1)�4Y
ø�NIS4�Ä|Ñ{ÇX�½�ó×
��½yp��*Yt3��XÔÒ¸ÇX�ZeÇNISRó�309�
ë�

14.6.4 passwd×××




❀passwd(1)4�#3��*��ÇÊ/~�=
ÝV*�§ÿ~�=
�~{0�.

ÕÕÕ???: ~��#=
���E�Æu{=
,3�~�¬
ªà�:GY{~����#\�~�{=
�

¾¾¾14-5.���###333{{{===




% passwd Changing local password for jru.
Old password:
New password:
Retype new password:
passwd: updating the database...
passwd: done

¾¾¾14-6.���###ÙÙÙÆÆÆ~~~���{{{===


333§§§ÿÿÿ~~~���{{{���øøø

# passwd jru Changing local password for jru.
New password:
Retype new password:
passwd: updating the database...
passwd: done

ÕÕÕ???: Ò6chpass(1)�ø, yppasswd(1)�4�Çtpasswd(1){Ëz,Ä1NIS~�[�Ç×
Ñ,1t�Ó*.

14.6.5 pw×××




❀pw(8)4�Ç~u
O�Íø�����+~�Z�{×
qÓä�Ç¤�ø:~�Z�©G�öì{Õ
��pw(8)��Ç:��L{×
q 1÷�Çbc~�,�ÌúzÇ�Y°Y{ÙÇ×
��ìiõ�
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14.7!!!���~~~���&&&~~~øøø:::ýýýÍÍÍ
❀�*3��J~�Ç?.�éÆ¢Ä&~{ø:ýÍ�1!�ÇFreeBSD
Øê�Jø:�®Ê!�~�
6¯ø:ýÍ{0��YJ!�/�úI�Ü«:�c{�Ç1ùÙÇýÍ!��

❀�c{�!�~�é�c{&~Ç
%Ç¤
Ø�«O¤5�~�&~�cjÞ
X���/�®{0

��{�Ró�19.15�ÿX.

❀ÙÇýÍ!�ÝiCPU��?1ù~�,�Ì&~{ÙÇýÍ�YJ4/,é~9�qI¡qÄ{Ç�Á
R)ÿX�

❀~9{¡�/etc/login.conf ©G½B��v°h{Ãc§ñêý9{)�Çblogin.conf(5)ÉåC~Ì
��v-û{Ãc�,1��Ç~�ÑI{t�Ç~9¡(å�4defalut )Ç�Ç~9¡Ñ���ZÇ#é
a{Õ��~9Õ�4Ö	=�Yø{�é�ÇÙ¥Ö	4�Ç¯Ä±�{)#nÇ�4�ÇÊâÖ	²,

ÿ®zt{�?	n��÷�~9¡ZÕ�#h;\Çólogin.conf(5)ÉåC~Ì��v-û{Ãc�

ÕÕÕ???: ø:?X�zÖR/etc/login.conf ¥{{�Ç
4f~jâE©G/etc/login.conf.db 1
ØÍO{

�I�Å��,/etc/login.conf ©G	Ä/etc/login.conf.db Ça&~�Á{×
Õ

# cap_mkdb /etc/login.conf

❀ýÍ!�¦Ê/~9!�4�K/{�D�Çé��«!�Ç��!�(�v�D)Zm!��I��Ç�
!�,�ú~�®r,ÇbXÌ§,m!��Ö��,�Ö�ÇbXÌ�°�Ù'ÇýLõjýÍ!�Ì

I{�½~�{�Ç�ÇÇ
X4�~�{\\�Ç�Õ?ÇYJK/4ýÍ!�{�Ov*Ä�½{Ç

X4~9Õ�U%{qÄ(�Ò4�,Æ¢"""���ÞÞÞX4�Ç~9Õ�{�¾)�

❀Xò[CêÇ�Á4ýLõjýÍ!�{¾�(3,1ólogin.conf(5)ItÙÇ¦~9Õ�#�{��)�

coredumpsize

iÒ�Ç�Ç��	{Xe©GLB{!�ó�c&~Þ4a�ÙÇ!�{(¾�Ç©GLBÇ�c{
�)�X,Ç��~���Ã��	Xe©GÇ
%/�?XÍøÇ¢Ç÷�YÇ,1¦Þ�½���
ÇLna~Ç�{ÿdÄ�Ä{LÞ�c8-{�D�(¾�, emacs)ÿd�

cputime

Y4�Ç~��ÇÄ�>Q{!�CPU�-��'!�{�ÇÇRú�XÀ«�

ÕÕÕ???: Y4�Ç��CPU>Q{���¨̈̈!�,X4top(1)Zps(1)×
�¶ôÞ�+{CPU>Q{ºI��óU
$�Ò�Ç�V{!�4XÔ,�Z��$�{Õ�Hì−�H�Ç,�4\�{Ó*−,1óì��/4

4{~«100%{CPU�

filesize
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Y4~�,1ÿ®�Ç©G{!L��X6�c{�ÇYÇ!�4é\Ç©G���q{ÇX4~�

��{Ä�©G�

maxproc

Y4�Ç~�,1äq{!L�Çj�YÝi�ÑZ�Ñ�Ç�iÒ�ÇYX,��ø:�

½kern.maxproc sysctl(8){!��L�3���Õ?Ç÷�{,BÌ4�~�{ÿ®�ÅÕ,���
õ'~9Ý�qõÇ�w��J�ÖÇ¾��H�JL{Ç�Ç�,�Ì�	iõ�Ç(¾
�Çmake(1)Çcc(1)1ùÙÇ�J½ÿ®Ç�)�

memorylocked

Y4�Ç�Çã�ÃtÌ?¥{!L�?�Þ(kDmlock(2))�LnÇ�Ç¾�4amd(8)ó±t¯�
�ÇÇ¢zt{ãLb¦ÞÃ���Éø:�qÿ®�

memoryuse

Y4óÉ½�-��Ç�Ç,�>Q{!L�?jÞ�ÇÝiXe�?Zb¦�?�ó!��?>Q

0ÁÇYX4�Çq\{!�ÇbÇ4�ÇP{
)�

openfiles

Y4�Ç�Ç,1K
{!L©Gj�óFreeBSD¥Ç©G,1ú,���z	ZIPC/wÖÕ?X�
²YÇj÷�{ÔB�ø:ÿ{!�4�kern.maxfiles ½B{Ç-<kDsysctl(8)�

sbsize

Y4�d�?jÞ{!�ÇYÌ�4bé/,
O�õ�z	{�*DoSÔâ{Çb�,1~u!�
�d/f�

stacksize

Y4�Ç�Çæ2,�Ht{!L��ÇX�\Õ{!��ÇÇ�,�&~{�?jÞÖÄ1Ç��

¦ÙÇ{!�Cã{\&~�

❀ó÷�ýÍ!��Ç��JÙÆ{/��Õ?��Á4�J/�{���OFZÕ?/1�

• ø:éÄ{�Ç/etc/rc Ìú�`ÉE�Ç�{~9¡.

• ¯l/etc/login.conf ©G4�ÇéýLõj!�)\®{�{ýÍ©GÇb��3�Ò4ø:�®

ÊÇb�w��!7\3{ø:�÷�{Ô°,�ÌO�,�
8
s�ø:ú�~Ç
÷�,�Ç�

,�\�HG�

• &~X Window{~�,���ÙÆ~�&~Íõ{ýÍ�O�X11ýüÒ&~iõýÍÇ
%Çó¹~
�3�äqÍõ{Ç��
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• Ö�Õ?Ç�õ!�D�4bé\Ç�Çu"�{ÇÇ¢?X!�ì�~�Ä�~t{�Þ�¾�Ç

Ropenfiles ÷��50,+1�~�üPäq{�Ç!õ��K
50Ç©G�O
Ç~�"�,1K

{©G�jÒa�4maxproc Zopenfiles �{Æè�é�?~Þ{!�¦$¡��

❀��ýÍ!�,~9¡{Íý�få,1��#�ÉåC~: cap_mkdb(1), getrlimit(2), login.conf(5).

14.8���
❀�;\{YÒ4�Ç~�ï,.�/,�ÖZGID (�ID)u#/�óFreeBSD (1ùýLõjÙÆUNIX ø
:)¥Ç�X~1û½�Ç�Ç4�êqÄ�1Ä*{ÜÇO£4ÇÄa{~�ID Z�ID�¦~�IDX
3Ç�Ç�ÇÑ��ÇZÇ#�É{�{ï,�3,�&�,~�Ý�Ç{��ID�ÖLõj<Y�ÇY
,+ï,¥{��Ç��

❀¦�IDéa{�Öó/etc/group ¥�Y4�Ç��Ru�½{©ý©G���\I4�ÖÇ��\I4

�·�{=
Ç�®\I4�IDÇ��\I41ÏR#Å{ÄÊï,�Ç,1~CÓ0*�q�ö(hlÇ
�*3�âyXñª�FØ{�¼)�é�Íqr{ª�ÃcÇkDgroup(5)ÉåC~.

❀�*X.CÓ�ö/etc/group Ç�,1&~pw(8)��Z�ö��¾�Ç����Çwteamtwo {�Ç

h½Ç?óÕ

¾¾¾14-7.&&&~~~pw(8)���������ÇÇÇ���

# pw groupadd teamtwo

# pw groupshow teamtwo

teamtwo: * :1100:

❀ÞÁ{j	1100 4�teamtwo {�ID�ø�Çteamtwo ¤��ÄÊÇO$�Ò��õL~ÿ�z�uÇ

²jru ��tteamtwo ��

¾¾¾14-8.&&&~~~pw(8)÷÷÷������{{{ÄÄÄÊÊÊïïï,,,

# pw groupmod teamtwo -M jru

# pw groupshow teamtwo

teamtwo: * :1100:jru

❀-MÄ�{kj4�Ç~ÏRIÅ{�¥R�Ä�ÄÊ{~�ï,��Á·¢.²�wÇ=
©G¥Ç�

Ç~�.²�½ê�ÇÄa����~�ú�Ä���t�ï,°Öh·¢&~groupshow ×
�pw(8)~
�ï,Xú�+ñu�bh/,id(1)ÝV¡�Óä���ÇÒÌ�t~�ï,�¦Ó�Çpw(8)×
��
ÖR/etc/group ©GÖÇ,X�A,/etc/passwd ©GÖRÍõfå�

¾¾¾14-9.&&&~~~pw(8)������������ccc{{{ÄÄÄÊÊÊ

# pw groupmod teamtwo -m db

# pw groupshow teamtwo

teamtwo: * :1100:jru,db

❀-m 1{kj4�Ç�ÏRIÅ{ýRú����{~�ï,�¦���Ç¾�{X3�ÿó�ÇYÇ

ï,¥{~�Rú����
:RS�¥{��~��
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¾¾¾14-10.&&&~~~id(1)uuuûûû½½½���ÄÄÄÊÊÊ

% id jru

uid=1001(jru) gid=1001(jru) groups=1001(jru), 1100(tea mtwo)

❀t�3Ä�t{Çjru 4�jru Z�teamtwo {ÄÊ.

❀��pw(8){ÍõfåÇ>k�ÙÇÉåC~�Íõ{��/etc/group ©GÂ*{fåÇ>k�group(5)
ÉåC~�

÷÷÷ÕÕÕ

1. Well,ø:3ËzõÇªà÷÷,Y«<Y·¢ó�279ÿX.

2. ,1&~{UID/GID{!L�44294967295ÇbY,�ÌÉf~Þc"½{�G�ÄÎ­{¯��

343



❀❀15999❀

���\\\
Y�9{�õ��u�security(7)ÉåC~ÇÙ*V4Matthew Dillon.

15.1���ccc
❀Y�9Réø:�\{äý�'�q�ëÇø$�iÇ¤R�ë�JP{ó�Ç1ùFreeBSD�{�JÍ
ý�{���Y9{�õ��é��Ä{ø:ZInternet�\�7~���ÇInternet.²Xò41��ø4
�Ç||ÑÑ?¦3*PùØ{��Õ�{�0�tø:Í��\ÇRâ�3{jâ��Åc���-Ç

1ùÙÆiõÀÜX��ú�)VÝe?�?{|Ä'R�

❀FreeBSD
Øê�øïÓäZå�uây3{ø:Z�d{qrù�\�

❀ÖqY9Ç3Rê�Õ

• äý{FreeBSDø:�\�'�

• FreeBSD¥¯õ,~{·h¦÷�Ç¾�DESZMD5�

• �[÷��'u=
èyå��

• �[{�TCP Wrappers1"¦inetd{\&~�

• �[óFreeBSDÞ÷�Kerberos5�

• �[{�IPsec?óFreeBSD/Windowsåì�-OèVPN�

• �[{�?&~OpenSSHÇ1ùFreeBSD{SSH�q0*�

• ø:ACL{�'Ç1ù�[&~Ç¢�

• �[&~Portaudit Óäu�X,Ports Collection�ã{�®0�GÝ{�\u�

• �[,FreeBSD{�\Ú·¥Üz�~få?fR#aD��

• é��Ç�AÕ�{¡u�#Ç?ê��[óFreeBSD¥é~Ç�

❀ó
)ÝÖY9��Ç3��Õ

• ®�äý{FreeBSDZInternet�'�

❀ÙÆ�\0Á{��Ç���ýV{)ª�¾�Ç��u6¯;�(MAC) ó�179¥�qê�ëÇ

Internet3Û��ó�319¥�qêÿX�

15.2���ëëë
❀�\4ø:�®Ê�)�ª{äý�F���Ä�{BSD UNIXõ~�ø:Ñ
Øê¦	èu{�\uÇ
O$OÁZ���i{�\å�Çhâ~�{�Ê"�,��Ò4!��ø:�®Ê�D{1ã{Ó*

ê�åì{�\uRû�3÷�{�\÷�Ç
�õ�\0Á{�DÇ�Ì¦|¢&~�®å�{"¼u

#�ñ��Äu�ÇUNIX ø:�ê��jø¯õ�Ç?��ÿ®È¡�ÖÇYÙ¥{�õ�Ç41qÖü
Päq{−Y?�øÇi\"��ê¦Ç¢�É?�	Ì�b����{óÁø:Ç.²�êHt�õÙ
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�{Bnå��Ìå{u�Ç
±øYJ�®å{É�ZóÍL)��qÄ�ÉÇ�\�Ä�ê�Ç�C

Î�{1��

❀ø:{�\�a�êa�È«o*{ÔâÇY�Ýi�J&ø:ÿdÇÝ��Ùt�äÝÇ?X�!�

AC'Rroot AR(�»Hroot�){Ôâo*��\¯�L�,I�1��¡Õ

1.áýqÖÔâ�

2.'RÙÆ~�{A��

3./,,6¯qÖ'RrootA��

4./,~�A�'RrootA��

5.OÁ� �

❀áý*qÖÔâ4)3åìÄ�ýÍ{�«q��/�ÇDoSÔâf~èÅ(brute-force)Cã/,¸pu
{�Þu» qÖìZ�d2Ç1&åìÿdÝÃ�&~�ìJDoSÔâ�¼~ó�d2¥{FØÇ�~
�Ç;\{fåÝÒ,1tåìÿdÇY¡<Y/���/,É�XKV¶u���ó�JX¼{�G

�ÇéqÖì{Ôâ�êú��Ç��7h�����ø:{ 1u!�ø:éqÖì{�V�n�{�

dÔâ4i
é�{�¾�Ç�ÇÐ¢ufåÝ{ÔâÇÃ����)V#ä3{ø:¦Internet{Ëz�
ÇXÌ&3{åì�«ÇbÇÌ²InternetËz3w�

❀'R~�A���D.o.S.ÔâÍ�Ê(��õø:�®Ê�lóÆ¢{qÖìÞäqøäý
{telnetdÇrlogindÇrshdZftpd qÖ�YJqÖóå�<Y�XÌ1�·Ëzuv*��*4�*3{ø
:�¥��ÜLB{~�kÇó/,ÏÇ~9{0*~9t3ø:{~�¥Ç�J|{=
Ìú|'R�

�û{ø:�®ÊÌ,�JÄÕ~9ø:{ÏÇ6¯��¥¯I,&{Í���

❀/���"½Ç�*�Ç�)V.²6¯tê�Ç~�{A�Ç��ÇÒ,�&��Ä�root �l
Ç

/"4ó�Ç�\Z��)ziP{ø:¥Ç6¯~�{A�X�½Ìt�)VÄ�root �YÇ�/4i

­�{ÇO���Ä�root ��)V/�4Ã�[uÇ{�ì{Ç
%Ç�*�ä{�Çøêt~�{©

GO«Zø:ÿd�iÇÇX�)��/{/<�'R~�A�4iÊ({/<ÇO�~���XÌéø

:�®Ê{´·fRD��

❀ø:�®Ê�����ÔÇ,���õ�ó{0�Ì&Æ¢åìÞ{root ~�It�S��)V,��

wroot {=
Ç
�*ó1root Y!äq{qÖìÞIt�Çb (bug)ÇÒ,1/,�dËzt�Ñq
ÖìÞHtø{Ö�iÇ�`�)V.²)�ê�Ç~�{A�Ç,1ó��{åìÞäq�Çsuid-root
Ç�u��qÖì{&ÉÇ,
tÆ)�tqÖì?ÜRroot �ÔâVItê�)�ÑåìÞroot {E»

��ÇÆ¢ÒXò���ã� ê��õroot &Éú��?�t��Ç�)VÌ.¦Í�VÍø��u>

ø��{6¯hìÇÄ1Æ¢Ì�ã� �� �É�)V
Ø�Ç;\{0�u­cÜR6¯ø:

{root Y!ÇbÇ�ÌÉ(Ò{ø:�®Ê�Ç5��){;"0��t�)VÃ��ã� /"Þé3

{ø:�\4�3{ÇO�Yø?XÌ���J)�ø:{�)VÄ��{c&É�

❀�\{�®0�ah&~4�ò)���øõ�'{0�u"�ÇYJD�,1��Á{0*�qI

¡Õ

1.hâroot Z��|ÊA�{�\�

2.hâroot ??1root~�Y!äq{qÖìZsuid/sgid,�qÇ�{�\�

3.hâ~�A�{�\�

4.hâ=
©G{�\�

5.hâ�X¥Xe�G��z6¯÷÷Z©Gø:{�\�

6.O¤5�ø:¥�	{X7h{#��
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7.)Ç �T�

❀Y�9{���R�vý��YcÞÁ
t{��Ç�ø�

15.3hhhâââFreeBSD {{{���\\\

×××


¦¦¦NNNFFF: óYP©l¥Ç·¢&~///���u,+a~Ç�Ç?&~\õå	�u,+×
�Yø{\ÇKI�
ê�H�KI¡�sshYø{�'ÇO�Ç�,1,+×
Ç�,1,+NF�

❀z�u{��¥ÇR�ëóY�9¥���¥Ä�ë{�J��FreeBSDø:�\u{Cã�

15.3.1hhhââârootZZZ������|||ÊÊÊAAA���{{{���\\\

❀D�Ç�*3��hâroot A�{�\ÇÒ������hâ~�A�{�\ê�ýLõjø:ÑÌ�

`�Ç=
Éroot A��·¢{��Ç"½4Ç=
���444X�\{�Y?X?�ø3�²=
Í«�=


/�é6¯åì{;�Ñu�4��{��Ò4�Ç3a��½ã�ó;�Ñ1i{�0&~=
Ç��

Ýi&~su(1)×
{<o�¾�Çhf3{ptyªàó/etc/ttys ©G¥ú�½�insecure (X�\)ÇYR
&�z/,telnet Ýrlogin ~9root ÌXúzI��*&~�sshdYø{ÙÆ~9qÖÇ��h��z
~9root4��{�3,1/,�ö/etc/ssh/sshd_config ©Gu)tY��ÇhfPermitRootLogin

ú÷�Äno��Dt��«6¯0�−�FTPYø{qÖÇ1½O�Ç¢
s��\u{»���z~
9root ��/,ø:;�Ñbúã��

❀hlÇ*��Çø:�®ÊÇ3ahÜzroot üPÇO$Ç·¢
ê�J� uã������bYJ

� ��ó²,ê�i{=
h���b�&~��«troot ,6¯{0�4��7h{~�A�

twheel �(ó/etc/group ¥)�wheel �¥{~�ÄÊ,1&~su ×
uÄ�root �ýéXa�/,ó=


1¥�q÷�u�£��|Ê�l{wheel �ÄÊüP���|Êaú8�óstaff �¥Çl�/

,/etc/group ©G��twheel ��/"ÞÇ���J��1root üP�qv*{~�b��8�wheel

�¥�hlÇ�,1/,ì«ÙÇ{èyCãÇ¾�KerberosÇ,1/,root A�¥{.k5login ©Guã

��qksu(1)Ä�root Ç
X�²Ç¢8�wheel ��Y,�4�«ÍP{�û0�ÇO�wheel å��

l,�s��)VÜzroot Ç�*Æütê=
©GÇ?�ê���Ê{A��¦��wheel ���Ñ�

����JÇbÇ?X4�«ýé�\{Í��

❀,1&~pw(8)×
uq\¢�ì�ÇARÕ

#pw lock staff

❀YR��~�&~�[0�~9ÇÝissh(1)�

❀��Ç��ìÇA�6¯{0�4&~�Ç�*�	n�¦«�·�{=
�YRXÌ¦�[�·�{=


�{Ç,
��ê~�{6¯�Þ¾�ÒÕ

foobar:R9DT/Fa1/LV9U:1000:1000::0:0:Foo Bar:/home/fo obar:/usr/local/bin/tcsh

❀aú��Õ

foobar: * :1000:1000::0:0:Foo Bar:/home/foobar:/usr/local/bin/ tcsh

❀YÌ��~�foobar &~�:{0*~9�b4é�&~êKerberosÝV{�êssh(1)ÚØ/·Øé{<
Y�Ç~��l,16¯�
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❀YJ�\å�3ø"½Ç,ÎÂI!{åì5!�ÍP�{åìÞ~9�¾�Ç�*3{qÖìäqê

Ä�{qÖÇ��ÇÓ*5a���ÑXäq��êtÓ*5¦,���\Ça��½äq�[����

{qÖÇ��Xäq�[qÖ��iÇ�a��D&~Q=
â�Õ�{¶ôâ�Ç��Èt�&Ç�*

ÔâV�êÔ®�zþ3{Ó*5Ç��ÆÒ��Å» �[�\÷�ÇYh"4·¢���D{�Ç¯

�Çb3ø�Ç]t�êÔ®zþ3{Ó*5ÝqÖì?"�Ôâ{|ó�"	Ù¥?X�DÇýLõj

Ôâu���dÇ
ÔâV��Ã�Ô®�zþqÖìÝÓ*5�

❀&~¡�KerberosYø{ÓäÇ��·¢
Øê&~�ÇÓäu¢~ìÇ~�ÇÝ��Æ¢{=
Ç?ó
Ä�åìÞÁý	H{0���*ÊÓ{ARú'RÇ�êóÄ�{ÙÆåìÞ	H{=
#ÍRi�?

B��*=
I±�â?óõÇåìÞÇ�'��NÑåìÞ{=
i,�4�G;C{/<�$
iÇKerberos¤�ê
ØÍõ{!�ÇøêKerberos
]�iP{,Ïå��iÇÇ¤�ê��~�óìÇ
�½{Ï!���=
(���Ç�Û�').

15.3.2hhhâââ111root~~~���YYY!!!äääqqq{{{qqqÖÖÖìììZZZsuid/sgid ,,,���qqqÇÇÇ���{{{���\\\

❀��{�®Ê�äqÆ¢��{qÖÇXõÇXè��he�®0{qÖÇ�i,��Íõ{¯��¾

�ÇäqÎÇ{imapdÝpopperÃI�Rroot 
]ßC�É\-�{ÔâV�{ÏX�äq�J3���

û5�,{qÖÇ�Ç�i���wÇ�õqÖÇ�?X��1root {üPäq�¾�Çntalk�comsatÇ
1ùfingerYJqÖÇÑ�ê1�«úÁ*Â]{�O~�{üPäq�ø:3.²�û«ê�õf&{
¯�Çd�Â]ÒX4q�{Çbò)*�\���lÄÁÕ�*�|÷�Ô»êóÂ]¥äq{Ç�Ç

��ó)Íõ /��ÇÆ¢¤��.Í�Ô»Â]ýü{!��ÔâV��Ô»{�'ÖõÇÆ¢ÄÕ

{,�uÒÖB�,VÇ»�root{&É��óÄ�1root üPäq{qÖÞÑ��,ÇÝi�Jäý{

ø:qÖ��*3{åì�K®5i�
Øsshd~9Ç
~�XÌ&~telnetdÝrshd��rlogind ~9Ç
Òa�NX�¾���Ç¢¼

❀FreeBSD�óå�óÂ]¥äqntalkd , comsat,1ùfinger�$iÇnamed(8)�,1Yøä
q�/etc/defaults/rc.conf ¥Ýiê�[�$äqnamed{0�Ç�4YJ��úÕ:«ê��[�ÿ
Ý�ãø:Rû½YJÂ]Ä&~{�O~�4dú�Ä�ã���{ø:�®ÊRÊâ��ÏÄ?"�

Â]�

❀$iÇ¤��JqÖ/�?XóÂ]¥äqÕsendmail, popper, imapd, ftpd ,1ù�JÙÆ{qÖ�h
lÇÇ¢��J�S¬Çb�ã�JqÖ,���)Íõ�i{Ó*�,���1root üPäqYJÇ

�Ç?/,ÙÆå�u5��)�

❀ø:¥��Ç�vL{root &É4�ãóÙ¥{suid-rootZsgid{,�q©G�ýLõjY¡Ç�Ç¾
�rlogin Ì8ó/bin �/sbin �/usr/bin ÇÝ/usr/sbin ø9¥�¦�?��100%{�\âyÇbø:å
�{suidZsgid,�q©G/�4#é�\{�hlÇS��Ì���J?ó�YJ,�q©G¥{root

&É�1998#ÇXlib ¥��ê�ÿroot &ÉÇY&zxterm (/�4)êsuid{)#z,1�)�)z�\
JÇ��ñ�¯�ò�Å���O$Ç��{�®Ê/�Ì!�suid,�q©GÇ?ây��ÊÓAR�
ê�qÇ¢ÇÝ�
8É�½{~��Ç��´��«(chmod 000 )�[suid,�q©GÇ1����|�
ê�qÇ¢����+÷÷{qÖì/�XÌ��xterm,�q©G�sgid,�q©G/�3ø�����
`�)VÔ.êsgid-kmemÇ��ÆÒ�êÖR/dev/kmem ?�
ÖR²,�·{=
©GÇ,
'R�[

Ý9=
{AR��iÇÔ»êkmem{�)V�ê)@/,pty��{�E�ïÇý&~�&~{4�\
{~90*�Ô»êtty �{~���ê5��Ä�~�{ttyU�jâ��*~�tóäq�ÇªàÇ
�ÇÝÝ9êEcÜ�Õ�{ªà5]Ç�Ç��Ç�)V�ê1�Ç~�{üP�q�[×
�

15.3.3hhhâââ~~~���AAA���{{{���\\\

❀~�AR{�\/�4!
ây{�¯l3,1�3{ÊÓ÷�Î${~9!�Ç?~�hR��¦«
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Æ¢{=
Çb3,�Ã�éÊ/{~�Y�)��*��ê{û|YÇ��óây~�AR�\{Ìp

¥Ý�Ìÿ��3Çb�*X4YøÇ3�){�4´��);YJAR{IÄ�t~�&~ssh
ÝKerberos,�Ì�Íõ{¯�ÇO���Íõ{�®Z�b|ÑÇ¦��$Ç¦&~�·{=
©G#
�ÇY�X���ÇPÍ��

15.3.4hhhâââ===


©©©GGG{{{���\\\

❀�êhâå*~{���«0�Ç4R=
©G¥¦,�õ{=
~hRS�Ç?/,sshÝKerberosu
&~YJBR�ý&��root ~��êÖR�·,{=
©G(/etc/spwd.db )Ç�)V�l,�÷�Öt
Ç{��Çý&Æö�¤Ã�U�YÇ©G�

❀3{�\lýa�²�5�?ç·=
©G{IÄ(kD�Á{5�©Gqru��)�

15.3.5hhhâââ���XXX¥¥¥���XXX÷÷÷÷÷÷������zzz666¯̄̄÷÷÷÷÷÷ZZZ©©©GGGøøø:::{{{���\\\

❀�*ÔâV.²ütêroot ��ÆÒ��Å*�[/<ÇhlÇ��J/<4Æ¢�võ¡�{�¾

�ÇýLõj�S{�XÑÝi�Ç�O{&Ý÷÷�óFreeBSD¥ÇYÇ÷÷úÁ*bpf �ÔâV/�

Ì�AóÔ.{ø:ÞäqÇ��*3X��bpf ÷÷
Ø{Õ�Ç��ÇÒX�²Ç���X�

❀b4Çý&3��êbpf ÷÷Ç����Õ/dev/mem Z/dev/kmem �Ò/X/��Ç�)V�l�/,

�z6¯{0*U��c÷÷��iÇ¤��ÇÁ*ÜL�ñì{�Xå�Çkldload(8)���Re{�)
VÇ,1²�Y�å�Çótóäq{�X¥/,KLD ÜLu�ã��{bpf ÇÝÙÇ&Ý÷÷��ê�

½YJ¯�Ç3��R�X{�\ÿ/
°t�è1�

❀�X{�\ÿ/,1/,õ«0*u÷��!;\{÷�tóäq{�X�\ÿ{0�Ç4&~sysctl

u÷��X#Þkern.securelevel Õ

# sysctl kern.securelevel=1

❀å�<Y�ÇFreeBSD�XéÄ�{�\ÿ/4-1�ø:�®ÊÝinit(8)��éÄlý�1�#Ç�\ÿ
/Ì��âÑ�-1�óø:éÄ,Ç¥Ç,1ó/etc/rc.conf ©G¥ÇR#

Þkern_securelevel_enable #Þ÷��YES?Rkern_securelevel #Þ÷��æ�{�\ÿ/u
°

Ç�

❀å�<Y�ÇóéÄlý�qq��ÇFreeBSD{�\ÿ/÷�4-1�YÁ*�X�\Ü*�ÇO�©G
{X,��)�(immutable flag),1����Ç
%\\÷÷,1�z�qÖUÇ���

❀�`R�\ÿ/÷��1ÝÍ°Ç��ã�ê�(append-only)ZX,��)�Ìú�qÇ
%X,1�
���z6¯`÷÷�Ìúáý�Í°{�\ÿ/Ì����Z{6¯!�����\ÿ/{qr�ëÇ

>kÝÉåC~security(7) (é�FreeBSD 7.0��{ÇýÇ�4ÉåC~init(8))�

ÕÕÕ???: R�\ÿ/®rt1ÝÍ°,�Ìs�X11 (6¯/dev/io Ìú��)ÇÝ,ÍShÉ�FreeBSD (Y�,Ç
¥{installworld \I��ø�R>�J©GÞ{�ã�ê�ZX,��)�)ñ��J¯�Ç?s��JÙÆ
B¯���J��Ç¾�X11{<YÇ,1/,óZs,Ç¥v�{~ãéÄxdm(1)uw,ÇO�Y��\ÿ/
¤i��¡�Yø{0�Çé�ìJ�\ÿ/Ý!��,�X,~�
�)P��,�Ì4ÇPÌ?�®�X3

{�\ÿ/Ä��{!�:�­�ÇO��J!�,�tø:#zi
&~��iÇê�Ç¢��Ï�®u�{

�å�÷½�
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❀�*�X{�\ÿ/÷�1ÝÍ°Çó­�{éÄÇ��ø9Zlý©GÞ÷�schg )�(�Ò4óø:
éÄt÷��\ÿ/��äq{Ç�ZÇ¢{{�)Ò�?Bê�l
ÇYø)�,��J,ÛÇ
��ø
:äq�v°{�\ÿ/Ç�ÿø:�Ì#zh
{õ�*�^NÇ,1tø:1v°{�\ÿ/äqÇ

b?XRÄ�{éÄ©GÑ{�schg )����«0�4R/ Z/usr 1�ÖÜ*�ñ�>Õ?Ç,IÎ$

{�\{�i,�!�35��){�Å�

15.3.6555���©©©GGGqqqrrruuu: ,,,���qqq©©©GGGÇÇÇ{{{���©©©GGGZZZÙÙÙÆÆÆ©©©GGG

❀h"�ÎÂ{!��Ç��Ìó&~{0"uÞ�ñS$�¾�Ç&~chflags u²schg )�a~t/

Z/usr ¥{ýLõj©GÞ,�Ìåt'*~ÇO�¦�Ç�êâ��J©GÇb3��&�)5�Ã�

�q��'��\{!���,��4!­�{−5���*Ã�5�ñ�ó{�)q�Ç���\{Ù

Æ\I,�#éuY?B,�ÒX��Lê(ÝVÇÍü³{/<4Ç�JD�ÌÉ3�\{"6)��'�
�\!­�{Õ�4>¥�)VÇ
X4´�XtÆ¢�)ÇYøb,�h�ØÔ�)V�

❀5��){�«PÍ�4�I�Jú���ÍøÝ��{©G�5�©G��{!�0�4¦ìÇ(/�
4¥ê{)I!6¯{ø:Þ{©G�q�é�ó�ÑÎÂ!�6¯{ø:ÞÞU3{�\lý/�X�ê
ú�)V�úÇO$ÇY:�­���ê!L!Ý��¾Y�|Q{�3Ç/�Ì&~�Ö{NFSÇÝV
÷�sshØÒé1"�ÙÆåì
Ø6¯�øê�db��iÇNFS,�4�«i
ú�ú{0�−Çã�

3);��Ñ0�åÞ{©Gø:Ç
Y«);��4Ã��ú{��*�ÑÎÂI!{qÖìZ0�å

4/,b¦åËz{Ç��NFSR4�«:�P{0*�X,Ç�*�Ñ);qÖìZ0�å�-/,ø
"ì(Hub)ÇÝ²,�õ�{4�uËzÇ�Y«0*ÒiX�\êÇ$�Ça�D&~sshÇý&Y,1
ó���9¥�t�

❀�`�YÇI!{åì�£ê�èÖRÇa);{0�ø:{Y!ÇÒa��"�{);ÞUlý�

1NFS�z�¾Ç,1~¡�find(1)Zmd5(1)Yø{×
�äúuqÄ·¢Ä�{Ó*�!P�ê��é
ú;å{Ä��q©G�®�(md5Ç3�Ç¤a1Í°{ªG�A�J/etc Z/usr/local/etc ¥{;

�©G��`��êX�{{<oÇ);åaÁý/�ø:�®Ê�P{�\lý�a�5�óø:I

KÇ�/ Z/usr ¥4d�c�ÝÍø{,�q©GÇ1ùX7({suid�

❀�*K®&~sshuS�NFSÇ��ÞU�\lýR#zh
�õ�ý�ÞÇ��ólý¥&~scp ó0

�à��©GÇ��0ÁÇ~�5�{�q©G(¾�find)���&~scp �t0�àÇO�ssh0�Ç�
i,�.²úÔ ���Çó��Xê�\{Ó4Þssh,�4��{Çb���a�ÇÄQu{
��

❀�\lý¤a�5�~�1ù�ÊÄÊ{Y!÷�©GÕ.rhosts �.shosts �.ssh/authorized_keys

���YJ©G,�?:/,MD5u�q5��

❀�*3{~��c8-iLÇ5�Y«IKÞÁ{©G,�:�Q��Y«<Y�Çf~)�u¢�&

~suid,�q©GR4�ÇPÌ?�3,�Ì.��nosuid  1ÃkDmount(8)Ä�¦��$ÇYJ·Ã
�la��è�±�q�'ÇYø){?B?X45��H{ÔâÇ
45�ÔâèC�

❀�Ç�A(kDaccton(8))4�«#éÄýv�{Ç,1ÐÏ3óú�)�µï»�{å��é�Iñ�)
V4�[��ø:{YG/<u�ÇÇÌ:�{�ÄÏCÇ�/4h�)V��©GÑ����{<Y

��

❀!�Ç�\lýa�ÿ®��©GÇ
��©Gýüa�/,¦,��\{0�	Ä−ÏÇsyslog,�:
��~��)VÌACÙ�Æ¢{�ìÇ
��©Gé�æ�ê��)�	�-{ø:�®Êu���z

��­��âÑ��©G{{Èu�9{�«0�4ó�=Þäqø:;�ÑÇ?ó�Ñ�\{åìÞB

øYJfå�
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15.3.7   ���

❀Q� �XÌQuÚ3�*��«�¾Çø:�®ÊóXk/&~{"¼{�
�,1é~�[�\�

uÇ$iÇó²,ý�YD��Ç�,1���Jhhh"""ÌÌÌt&~#zX��0"{�\�u�Í­�{

4Ç��\?#{�®Êa�¦Ì×\X3{�\|Q−�*3Å	Åé��LYP©lu{�3{å

ìÇ�ÃI�5�J3ø�ztYP©l{ÔâV?3êÍõ{få�

15.3.8áááýýýqqqÖÖÖÔÔÔâââ

❀Y��R�ëáýqÖÔâ�DoSÔâ/�4ä�jâÝ{ÔâÇ¦������[Í�u��LÞ{
��jâÝQ¦�dýÍÇb/�,1/,�JCãu!�Y¡Ôâ{»3Ç&Ç¢Ã�âHqÖìÕ

1.!�qÖ�Çfork�

2.!�springboardÔâ(ICMP/aÔâÇping�BÇ��)�

3.&�X4�¥?,ñ�

❀�«�v�D{DoSÔâ<oÇ4/,Ôâ���Ç(fork){qÖÇ&Ù�	LÞ��ÇÇ,
4Ùäq
{åìQ¦�?�©GÃcn�ýÍÇ�tqÖì´��«�inetd (kDinetd(8))
Øê�õ 1u!�Y
¡Ôâ���Õ?{4Ç¦��ê���Ñåì´�H«Çb/�Ã�3�qÖýüúâH�>�ûÝ

Öinetd{ÉåC~Ç�/4Ç{-c �-C 1ù-R Y®Ç 1���IPÔâ�êw,inetd{-C  1ÇO

$ÇYJ 1��{\&~�ìJÕÁ{qÖì��¡�{!�kj�

❀¾�ÇSendmailÒ
Øê��{-OMaxDaemonChildren  1ÇÇ/��Sendmail{�ñ!� 1Í��
HÇO�qÖì�ñ{�®�¢�u�3,1óéÄsendmail��½�ÇMaxDaemonChildren kjÖ²Ç

÷{�ê°1"Ëñ3Ä��{�VÇhlÇX�°t�1täqSendmail{åì�«�$iÇ1èïÜ
*(-ODeliveryMode=queued )äqSendmail?²qÖÇ�(sendmail -bd )Zèï�qÇ�I/�
q(sendmail -q15m )�4�ÇPÌ?��*3æ�âyèï{"�uÇ,1�D&~Íá{-ÅÇ¾
�-q1mÇb3�����½�Ç\®{��ÇjÇ�Ò4/,MaxDaemonChildren  11½���ÇÇÇ

Sendmail�Ä­µ{ùF�

❀Syslogd,1ú�z�ÔâÇO$Ç�ñOF��,qÇÒóéÄÇ{���Þ-s kjÇÙÆ<Y�Ç�

�èa��Þ-a�

❀é�ä�Ëz{qÖÇ¾�TCP Wrapper {reverse-identdÇÑa�Âi{BeÇO�Ç¢Ñ,��zû
IÔâ��Ä<Y�Çä��\�DÇXa&~TCP Wrapper Ä
Ø{reverse-identYø{Õ��

❀$iÇR�\qÖâ�åuÇ��u�ÙÆÌå{6¯��I­�ÇYJÓ*,1/,÷���4�ì

uqÄ�Ì�{.�Ç4��u�3{LAN 1i{6¯ÇY�Ï��½root ItÔâ�¦,�{�\Æ*

{3Û�Ç¾�Ç�~3Û���Ä�{�d�Þøøøêêêà=A�B�C�DÇ1ùM-Z��/,f~Y«0
�Ç3,1i�4�R�à={6¯��óiÇ
�X
{�&3Û�8,�JÒh��
8{qÖÇ¾

�named(�*3{åìï÷*�­{Ì��ÛqÖì)ÇntalkdÇsendmailÇ1ùÙÆ,1,Internet6¯{
qÖ��*3�A1ÙÆ0*{�3Û�−f~�vP�{|QÇ��3Ri�,�����«��ÜÇ

qÖÇÝVó��ê�JqÖ����Íc3Û�|Q�¦��$Ç�l,1�Dã�tjâ���Rv

°{��\Ià=ÇYRây�J��Yø�u{qÖ�êt�Ó*Ç
�Xk/�à=qÖ{�\u�

$iÇ¤aÕ?tFreeBSDã�3u;�ÄÕÔ½{à={)�Çý�øïnet.inet.ip.portrange #

ÞÇ/,sysctl uqÄ÷��(sysctl -a | fgrep portrange )�Y&z3qÄv�ì{3Û�|Q#z
4�'=�¾�Ç3,�æ�Ê/{°ãà={å�)�44000t5000Ç
Í°)��449152t65535Ç
±�ó3Û�¥����4000{Ä�à=(hlÇøê�J���Internet6¯

÷{à=)�
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❀��«�úÁ*springboard{Ôâ�4:��D{DoSÔâ−Ç/,&qÖì�	ÙÃ�ÿ®{/au

Htø{�!�D{ÔâÒ4ICMP ping ���BBBÔÔÔâââ�ÔâV/,��pingÝÇRÙÍIP÷��æ�Ôâ{
åì{IP��*3{��4�ì���q¢�ping�B��{÷�Ç�3{�dR!ª �/a��{ping
Ý�¥Ç�/4hÔâV3�&~êõÇX3{�d���BÔâ�ê�	§,120N {}��Þ���
«�D{béICMPFØç·ø:{springboardÔâÇ/,OÁ,1	ÄICMPñF/a{ÝÇÔâV�ê
ÔâqÖì{�d�qýÍÇ?s�ÙÞqýÍQ¦�Y«¡n{Ôâ�,1/,Q¦�?u&z&zú

Ôâ{qÖìÿdÇ�/4hYJqÖìÃ��êO�qÄICMP/a{���vc{�X,1/,®
rsysctl#Þnet.inet.icmp.icmplim u!�Y«Ôâ�!��¡Ì�{springboard4béìJinetd{�
\qÖÇ¾�udp echoqÖ�q{�ÔâV;\����Çu�qÖìA {echo={UDPÝÇl�RYÇ
Ý�tB{echo=��4ÇÜÑqÖìRX*�RÝfÉé0�ÔâV�êRÜÑqÖì{Y«qÖÑQ
�Ç?%/,Y«0*Ç���iè{ÝÒ,1tLAN §ñ�¡�{¯�échargen=�4?ó{�P{
ø:�®Êa���YJinetd{�AqÖ�

❀��{ÝÔâ�,1~u&�X{4�¥?,ñ�>k�net.inet.ip.rtexpire Çrtminexpire Ç1

ùrtmaxcache sysctl kj���{Ý,1~±å{ÍIPÔâÇ&z�Xó4�,¥�	�Çø�{¥?
1ÇÇ,1/,netstat -rna | fgrep W3 �t�YJ4�/���1600ÆbÌ,Ï��*�X��4
�,#zÔLÇÇÌÄÕ�\�rtexpire b1rtminexpire �!�YZ�êÜÇ¯�Õ

1.ó6¯ÞXL{qÖìÞÇ�Xé�Blñâ{'aXêO�

2. rtminexpire {����tt�Xó$¡Ôâ�Ù�V{ÇÝ�

❀�*3{qÖì/,T3ÝÍO{"4z�InternetÇ��/,sysctl(8)uCÄ�\�rtexpire

Zrtminexpire Ò:����hlÇýX�²Ç¢÷���(ø:3.tåìÿd)RYÜÇkj÷��2
/�.²�1�´Y¡Ôâê�

15.3.9 Kerberos ZZZSSH{{{666¯̄̄¯̄̄���

❀�*3K®&~Ç��KerberosZsshÑ��J���û{¯��Kerberos 54�ÇiÕ{èyNFÇb
&~êÇ{telnetZrlogin a~Ç���JbugÇ&zÇ¢X7\ÿ®�����
%Çø:&~ê-x  

1Çd�å�<Y�Kerberos?X�·Ì��sshóå���·Ä�{Ì����

❀øêå�Ý��··Ø�iÇsshóÄ�{ÙÆ0ÁÑ)ziP�Y?�ø�*3Ñ�Ø36¯ø:ÙÆ
\I·Ø{Ó*5*êiP{�\3�Ç
3Ëtê�ÑX�\{åìÞÇ�3{·Ø,�ú/|Üz�

¦�"�{·Ø?��úZ&Çb��sshÌó3~9{,Ç¥é~�ÇÝ�à=Ç�*ÔâVüt�ÑX
�\{åìÞ{root ��ÆR�ê¼~�Çà=u&~3{·ØÇ,
6¯3�ê6¯{�Jåì�

❀·¢OF3ó&~ssh�{\KerberosuqÄÓ*|Ê{~9,Ç�Sshó�H�,1��Kerberos|
Ñ�ó>èê�ó�è3ssh·Ø{åÌ{3�ÇÇ¤�ê/,Kerberosuâ�=
�Ssh·Ø��ó),
�\3�{åìÞ�q�Äv*�ba&~(Y4KerberosX7\{<o)�$iÇ·¢¤OF3��óssh
{�¥��·ØÝ�Ç��óauthorized_keys ¥��from=IP/DOMAIN  1Çu!�YJ·Ø�ê~9

{uÍåì�

15.4 DES���Blowfish ���MD5ÇÇÇ111ùùùCrypt
\I­U�Ícu�Bill Swingle.

❀UNIX ø:Þ{�Ç~�Ñ��Ç¦ÙA��É{=
�i�lÇ·h���úYÇ~�Zv*ø:�
w��êây=
{�·uÇf~ê�«Á��\5±ï�{0�uÿ®=
Ç;\��Çi�4,=
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M®ñ±ï�Ç'�ei
�Ù"Ç¦b�é�,�?X�Ih#ÕO�v*ø:ýü?X]]]{{{�w3{

=
�Ç��w=
²²²,,,���···{{{ooo***�ÜR=
éa�Ò©� {��Í�4f~èÅó=
,�{K-�

AÞ�

❀Xs{4ÇhUNIX ¦¦ñ��Ç�\��·=
{��0�ä�DESÇjâ�·)ï( the Data
Encryption Standard )��4YÉ�J:�)ØÌQuê¯�ÇO�DES{ÍShóh�X�úñ=t�)
1i{�0ÇFreeBSD��Itn\�)�FÇb��¦ÙÆ�J&~DES{UNIX Çý/�{Í��

❀�û0�4²�·<jEI¿�ÜÇÇ�4�){~�,1�ã?&~DES<jEÇ
)�~��&~
�i��E
Ø{�«,1ñ={�·®��YÒ4FreeBSD���&~MD5*�Ç{å��·®�{Æ
O�MD5âf��DESÍ�\ÇO$Ç�ãDESÍõ�4ñ�/�ø{�

15.4.1###///333fff~~~{{{���···®®®���

❀�óYÇE|ÑDES�MD5ZBlowfish±ï<j�å�<Y�ÇFreeBSD&~MD5u�·=
�

❀,1i�4�#/FreeBSD&~ý«�·0��5�/etc/master.passwd ©G¥{�··h4�«0

��~MD5±ï�·{·h/���~DES±ïzt{��JÇ?%1$1$ 	n
)�1$2a$ 
){=


4/,Blowfish±ï<j�·{�DES·h	n���[,1~�A/{�nÇbÆ¢��MD5áÇ?%
1XÝi$ó�{64Ç,�+	nu,+ÇO$#é�vá{���1�ÃnR
>{	n�i,�4�
ÇDES=
�

❀c=
Ä&~{·hÂ*4�/etc/login.conf ¥{passwd_format u;�{Ç,Ø 
{®�Ý

ides , md5Zblf �>k�login.conf(5)ÉåÐÏ1ÜzÍ��Z{-<�

15.5���'''uuu===



❀å�<Y�ÇFreeBSD
ØêOPIE (One-time Passwords In Everything)|ÑÇÇå�&~MD5±ï�

❀�ÁR�ë®«X3{=
���«43�~{UNIX ZÂÝKerberos=
Ö·¢ó�Á{9�¥RÁÙ
��UNIX =
����«4&~OPIE{opiekey(1)Ç�	ÄÇ?�opiepasswd(1)1ù~9
+ÄzI{
�'u=
Ç·¢ÁÙ���'u=
��!��¡=
43Q�Éopiekey Ç�(�J��4opiepasswd

Ç�)~1�	�'u=
{³·=
Ç·¢ÁÙ��³·=
�Ý/¢�;Á��=
��

❀³·=
Z3{UNIX =
NÃ�øÇ¦�,1÷��#3{ÇbXM?Y�)�OPIE³·=
?X4
Î*{UNIX =
�ø��!�8 1�1�3.�~õ�{=
Ñ,1����ÔÇ#{áé4i�D{ 


�óýLõj��ÇOPIEø:ZUNIX =
ø:q\#�ÕÁ�Ó*�

❀øê=
�iÇé�OPIE¤�Ü���­�{jâ�Ù�úÁ*�«��Ý�key�ÇÇÝiÜÇ	n
ZÊÇj	���ÇúÁ*�³SSj�ÇY4�Ç1t100�-{j	�OPIE/,R«��t³·=

�ÁÇ?�q³SSj��õ'{MD4/MD5±ïä®uzt�*Ç?R�*,+�6Çá{]©\#�
Y6Ç]©\#Ò43{�'u=
�èyø:(Ì�4PAM)Ì�9Þ'&~{�'u=
Ç�*~�
Ø
{=
{±ï�¦Þ'��Ç�,1/,üPèy���&~ê\5{±ï<jÇO$ý&�ÜêÞ'&

~{=
Ç���Í�Á�ñ�'R�&~{=
Ö�'ÄÕ~9ÑRs�³SSj�>ÇYø~�Z~

9Ç�RâÑ3Z��h³SSj>èt1�ÇÑ��­cð)�OPIE�

❀z�uRÿXZ�Çø:��{®ÇÇ��opiekey Ç��êzBQ³S�jÇ«�Z³·=
Ç?	

Ä�Ç�'u=
ÇÝ�<Ý9Ë�{���'u=
{,Â�opiepasswd Ç�~�ð)�OPIEÇ?�
�=
�³S'j�«�Z�'u=
�Zopieinfo Ç�,1~�5�#a{èyjâ©

G(/etc/opiekeys )?�+�q×
{~�h�{³SSjZ«��
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❀·¢R�ë�«X3{v*�ó�\{ËzÞ/,opiepasswd u��'÷��'u=
ÇÝ��=
ù

«����¡v*4óX�\{ËzÞ&~opiepasswd y1ó�\ËzÞ�q{opiekey uqÄ3ø{Ó

*��®¡v*4óX�\{ËzÞ&~opiekey u~9�!��¡v*4f~opiekey u	ÄL�{·

hÇ1"¨�uÝK\ñuÇó���\Ëz{�0&~�

15.5.1���\\\ËËËzzz{{{ððð)))���

❀��'ð)�OPIE�Ç,1&~opiepasswd ×
Õ

% opiepasswd -c

[grimreaper] ~ $ opiepasswd -f -c
Adding unfurl:
Only use this method from the console; NEVER from remote. If y ou are using
telnet, xterm, or a dial-in, type ^C now or exit with no passwo rd.
Then run opiepasswd without the -c parameter.
Using MD5 to compute responses.
Enter new secret pass phrase:
Again new secret pass phrase:
ID unfurl OTP key is 499 to4268
MOS MALL GOAT ARM AVID COED

❀óEnter new secret pass phrase: ÝEnter secret password: 
+��ÇaQ��Ç·hÝ=


	�>�?ÇY?X43~�~9{=
ÇÇ~�	Ä�'u{~9·Ø��ID�Y�qÉñêÄ�{k
jÕ3{~9ÖÇ³SSjÇ1ù«��~9ø:�ÇÇ�ê�ÔYJkj?Å�É3ÇO$Ã��AÇ

¢�!��qÉñê¦3{³·=
éa{�~�~9{�Ç�'u=
Ö�*3Áý­c~9Ç�ÇR

43��&~{�Ç=
�

15.5.2XXX���\\\ËËËzzzððð)))���

❀�*3��/,�ÇX�\{Ëzuð)�Ç�aD�ó�\ËzÞ�q,�'opiekey Ö3,�æ�ó

,f{åì{shell
+n�qÄ�$i¤���½�Ç³SSj(100��4�ÇvP{ 
)�,1 
�
Ç��{«�ÇÝt�®å±å	Ä�Ç�óX�\{ËzÞ(hl4Ët3æ�ð)�{åìÞ)Ç&
~opiepasswd ×
Õ

% opiepasswd

Updating unfurl:
You need the response from an OTP generator.
Old secret pass phrase:

otp-md5 498 to4268 ext
Response: GAME GAG WELT OUT DOWN CHAT

New secret pass phrase:
otp-md5 499 to4269
Response: LINE PAP MILK NELL BUOY TROY

ID mark OTP key is 499 gr4269
LINE PAP MILK NELL BUOY TROY

❀�êzIå�{«�Ç��ReturnÃÃ°Ä�óQ�6¯=
��Çt�Ç��\Ëz{åìÞÇ?É
Ç3ø{kjÕ
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% opiekey 498 to4268

Using the MD5 algorithm to compute response.
Reminder: Don’t use opiekey from telnet or dial-in sessions .
Enter secret pass phrase:
GAME GAG WELT OUT DOWN CHAT

❀�óÃtX�\{ËzÇ?R	Ä{�'u=
*"t#a{a~Ç�¥�

15.5.3			ÄÄÄ���ÇÇÇ���'''uuu···hhh

❀�`ð)�,OPIEÇh3~9�R�t¡�Yø{
+Õ

% telnet example.com

Trying 10.0.0.1...
Connected to example.com
Escape character is ’^]’.

FreeBSD/i386 (example.com) (ttypa)

login: <username>

otp-md5 498 gr4269 ext
Password:

❀�iÇOPIE
+��Çi�~{�u(Y°��,�ñu)Õ�*3ó=

+ÿ��Return (Ã°)ø:
RÃ�¦E�{=
Ç3,1�$�t��ÄE�{����*ACCÓE��Ç�'u·hÇYÌ:�

�~�

❀$�3��	Ä�Ç�'u·huÃIY�
+�Y1Ó*��ó�Ç,f{ø:Þ�qopiekey uq

Ä�(�,1ItDOS�Windows1ùMac OS�v*ø:Þäq{Çý)�YÇÇ���R³SSjZ«�

ØÉÇ�3,1,~9
+�°��Z*"Ç¢�

❀ó,f{ø:ÞÕ

% opiekey 498 to4268

Using the MD5 algorithm to compute response.
Reminder: Don’t use opiekey from telnet or dial-in sessions .
Enter secret pass phrase:
GAME GAG WELT OUT DOWN CHAT

❀�óÒ,1~¦¦Üz{�'u=
~9ê�

15.5.4���			õõõÇÇÇ���'''uuu===




❀��ÇÌ��tX�6¯,f{åìÝ�\Ëz{�0�Y«<o�Ç,1&~opiekey ×
u�'	

Ä�õ�'u=
�¾�Õ

% opiekey -n 5 30 zz99999

Using the MD5 algorithm to compute response.
Reminder: Don’t use opiekey from telnet or dial-in sessions .
Enter secret pass phrase: <secret password>

26: JOAN BORE FOSS DES NAY QUIT
27: LATE BIAS SLAY FOLK MUCH TRIG
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28: SALT TIN ANTI LOON NEAL USE
29: RIO ODIN GO BYE FURY TIC
30: GREW JIVE SAN GIRD BOIL PHI

❀-n 5 �~�>F5Ç=
Ç30 ��½ê!��Ç³SSja�4õè�Õ?YJ=
R�¦&~~�#

'{~�u�+��*3�v �Ç,1CÓU�YJ�*Ö�Äu�²Ç*"tlpr Ò,1ê�Õ?Ç

��qÑ�+³SSjùÙéa{�'u{·hÖ�J|OF~q�ÇÒ�«�Ç�

15.5.5!!!���&&&~~~UNIX®===




❀OPIE,1éUNIX =
{&~�qä�IP{~9!��éa{©G4/etc/opieaccess ÇYÇ©Gå�

<Y�Ò4?ó{�>kÝopieaccess(5)1ê���YÇ©G��Z{<YÇ1ù�\0Á���q{�J
�D�

❀�Á4�Ç+){opieaccess ©GÕ

permit 192.168.0.0 255.255.0.0

❀Yqã��½IP��{~�(ò'�®Y«���4ú��)ó�[��&~UNIX =
~9�

❀�*opieaccess ¥���{{��Ç�Rå�áý�[:OPIE~9�

15.6 TCP Wrappers
*VTom Rhodes.

❀��ÇYçinetd(8)Ña�&�,TCP WrappersÇb����|éÇó�d¢¸¥{*~�\Á{®��
���Ç|ÑÌ�ã3Û�uÿ®�dËzÇl
¯l3Û��:��-{~EÇÇeX4y�{Ç¾�

ÇÃ�ÿ®¡�5Ëz�åV���J©ýYø{�Ö�
TCP Wrappers�G�êqÄÇ1ùÍõ{ÙÆ
/<�z�u{�ã¥RÿX�õTCP Wrappers
Ø{Õ�Ç?%Ç¤Éñê�J{�"¾�

❀TCP Wrappers�Gj0êinetd�IÙ;�{qÖÇ�"�;�{�Å�/,&~Y«0�ÇÇ�ê
Ø
��|Ñ�(Ã>åÉÉ�{Ëz�&zqÖÇ��zI�\ËzÇ���¦�3Û���êqÄÙ¥{

ìJÕ�ÇbYX���ê���i{â�Ç�
Øê3Û�Ã�
Ø{Õ��

❀l
Ç�TCP Wrappers
Ø{�J�i{�\Õ�ÇXaú@�P{3Û�{�S¬�TCP Wrappersa
�\3Û�ÝÙÆ�\��÷��?&~Ç�ø:õ
Ø���\3��

❀��YJ{�4é�inetd{j0ÇO$ÇÖVaD�ÝÖ{�inetdY��

ÕÕÕ???: ¦��inetd(8)äq{Ç�?X4]t{�qÖÇ��Çb�:Þ�²Ç¢Á�qÖÇ���Á�R&~Y
�bª�

15.6.1ððð))){{{���

❀óFreeBSD¥&~TCP Wrappers{���F4hâinetdó,rc.conf ¥éÄ�Ý9ê-Ww 1ÖY4å

�{÷��hlÇ¤��é/etc/hosts.allow �q7h{{�Çbsyslogd(8)ó{�Xh�Ìóø:��
¥�9#�>å�
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ÕÕÕ???: ¦ÙÇ{TCP Wrappers"�X3Ç&~hosts.deny óY°ú��4XM?Z,�{)��Ä�{{� 

1a8t/etc/hosts.allow ¥�

❀ó!;\{{�¥ÇqÖÇ�{Ëz|Q4Êâ/etc/hosts.allow ã�Ý���FreeBSD¥{å�{�
4ã��#�t�inetdÄéÄ{qÖ{Ëz>F�óäý{���RÿXÍ�ì{<Y�

❀äý{�{o*/�4qÖ: ��: Ä*�Y°qÖ4,inetd éÄ{qÖÇ�{Ö	�
��,14�

[�H{ÌåÖ��ÇIPÝ�0iR([ ]) iåu{IPv6���Ä*	ã,1&allow ÝdenyÇI/~�ã

�Z¢�#a{6¯�ó{��3��Õ?Ä�{{�Ñ4�L��Ç�{{��äÝ{ÇY,+{�©

GR�L~��I�{��Ç
�`It�{Ç��Â�Ò*�ê�

❀�i���õÙÆ 1ÇYJRó�Á�ë�;\{{�q,ÞÁYJÃc�¥,1i�4zñ�¾

�Çã�POP3Ëz/,mail/qpopper qÖÇa²�Á{q��thosts.allow Õ

# This line is required for POP3 connections:
qpopper : ALL : allow

❀��Yø��Ç��­céÄinetd�,1/,&~kill(1) ×
uqÄY1Ó*ÇÝ&
~/etc/rc.d/inetd {restart parameterkj�

15.6.2°°°ÿÿÿ{{{���

❀TCP Wrappers���J°ÿ{{� 1ÖÇ¢�ê~ué�[ÿ®Ëz"�Íõ{;���J��Ç(
Ã�Ç�Òt�½{ÌåÝ>FqÖ{Ëz,�4ÍP{Í��ÙÆ<Y�Ç�9��ÝV���GÉ�

®Ê,�Í�7\��iÇ�JqÖ,��æ��ýå
Ø�YJ�FÑ,1/,&~/{nÇj0	n1

ùi\×
u"��z�u{Ü�R�ëYJ�

15.6.2.1iii\\\×××




❀"÷���	êì«çYÇ
s�Ëza�úáý«Ç
RÙÆO��É�åËz{|��[qÄYø

{�Ö�ÚYø{Ä*,1/,&~twist  1u"��h�åêËz>F�Çtwist R®~�Ç×
Ý

lý�óhosts.allow ©G¥.²Éñê�Ç¾�Õ

# The rest of the daemons are protected.
ALL : ALL \

: severity auth.info \
: twist /bin/echo "You are not welcome to use %d from %h."

❀YÇ¾�R²>å�You are not allowed to usedaemon from hostname .�(ÃÉ6¯����{�,ã�
6¯{qÖ0��é�æ�²>å'bÉËz�åVÇl�Áý#äYø{�Fu�ÇYø{{�:��

~�>Õ?Ä�'bfå������úZR" Ý�ÖY���4��¾i{�

´́́···: �*ÔâV5qÖÇ���LÞ{Ëz>FÇ�,��Ä�'ÄÕ{áýqÖÔâ�

❀��«,�4béY«<Y&~spawn�¡�twist Çspawn  1��9áýËzÇ?,1~u�qi\

×
ÝqÖ�¦twist X3{4Çspawn XÌ5Ëz�åV��Ãa��D�Á{{�Õ

# We do not allow connections from example.com:
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ALL : .example.com \
: spawn (/bin/echo %a from %h attempted to access %d >> \

/var/log/connections.log) \
: deny

❀YRáýu�* .example.com ­{Ä�ËzÖ3�¤R�9ÌåÖÇIP��Ç1ùé0Ä�AËz{q
ÖÖ	t/var/log/connections.log ©G¥�

❀øê�Á.²�ë,{ÝB	nÇ¾�%a�iÇ¤��JÙÇ{ÝBn�k�hosts_access(5)ÉåC~,
1Üzqr{ï,�

15.6.2.2///{{{nnn   111

❀�Á{¾�Ñ&~êALL�ÙÇ 1�êRÕ�j0tÍÏ�¾�ÇALL,1ú~u�{��ÇqÖ�

­ÇÝIP�����J,~{/{nÝiPARANOIDÇÇ,1~u�{�[u�,�ú��{IP��{Ì
å�¦Ó�Çparanoid ,1ú~u½Bu�IP¦ÙÌåÖXn{0���Á{¾�RÉ3Íõ{¡u�
#Õ

# Block possibly spoofed requests to sendmail:
sendmail : PARANOID : deny

❀óYÇ¾�¥ÇÄ�Ëzsendmail {IP��¦ÙÌåÖXn{ÌåÑRúáý�

BBBeee: �*qÖìZ0�å��0{DNS{�XthÇ&~PARANOID,�ÌÎ­�:¦qÖ�ó÷���Ç�®

Êa�����D�

❀�ê���/{nZÆ¢{Õ�Ç>k�hosts_access(5)ÉåC~�

❀�ê&÷��ê	HÇa�D�²hosts.allow {��q{�Õ:«�Y�{
)\I.²�ÒêY�

��

15.7 Kerberos5
ÞUVTillman Hodgson.Æ©u�Mark Murray.

❀Kerberos4����{�dø:/NFÇ~1t~�/,�Ñ�\qÖì
Ø{qÖuèyüP�ÝiÏ
Ç~9�ÏÇ���óø:-�\���©GÇ1ùÙÇ°��u{v*Ç��Ù?ó
�Í�
°ê�

\n?%Í�,;�

❀Kerberos,1®���«üPèyS®ø:�Ç�úÃc��«1If�®0�Ìs{üPèyø
:�Kerberos�
Ø�«Õ�−ó�dÞ�\�qÄ~�{üPèy�Ç?X
ØGYÕ�(�Ò4�~�
�ê)��v*)Ý��Õ�(�9~�*ê��v*)��`0�ZqÖìÑ&~êKerberosuyÒÈ�{
üP��ÇÆ¢¤,1�·\\{/µ1ây�Öjâ{�·uZqru�

❀O$Ç�ñOFRKerberos3ÙÇ
ØGYZ��qÖ{�\CãÉ~�

❀z�u{�Ò,1~u�s�[�ãFreeBSDÄ�Q{Kerberos�X,Ç3�l��k�#a{ÉåC~
1Üzqr{Ãc�
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❀�ê0+Kerberos{�ã,ÇÇ·¢Õ½Õ

• DNS­(�zone�)�example.org�

• Kerberos�­4EXAMPLE.ORG�

ÕÕÕ???: ó�ãKerberos �>&~"�{­Öý&3�4.ó�\�Þ~�~�Y,1�½DNS¯�?âyê3Ù
ÇKerberos �-{�v*u�

15.7.1»»»$$$

❀Kerberos!��MIT *��û�d�\¯�{�Ç0�
ñ�KerberosNFf~ê��·ÇO$0��
êóX�\{�dÞ5qÖì(1ù#'�)èy��{üP�

❀Kerberos4�dèyNFÖ	Ç3��4~1,H"�êÇ{Ç�{o�#�(¾�Kerberos telnet)�ø
�!c{NFÇý45ÇóRFC 1510¥�ÄÃc�

❀�NF��õ½D{"�ÇYJ"�:�ê�õ«X3{v*ø:�!ðÏ�Kerberos{f�®Ó¦
Ó(MIT) ��ló��
�Æ¢{Kerberos�GÝ�óUSÇú*��«�·�¬&~ÇO
»$Þ�²I
tUSñ=���MIT Kerberos,1/,port (security/krb5 )u�ãZ&~�HeimdalKerberos4��«
�5Ç"�Ç?%Òh�óUS�i{�K
�Ç1�½ñ=��(O$ó�õ:Û�{¡UNIX ø:¥:�
�~�HeimdalKerberos�GÝ,1/,port (security/heimdal )�ãÇ!c{FreeBSD{!B�ã�Ì
Ý9Ç�

❀�&¦,�õ{ÖV,¥ICÇYP�Ò1FreeBSD�Q{Heimdal�GÝ�ï�

15.7.2{{{���Heimdal KDC

❀·ØI�¥e(KDC)4Kerberos
Ø{ø¥*èyqÖ−Ç4ü�Kerberos tickets{�Ñ�®å�KDC
óKerberos�­¥{ÙÇåì�u4�If{�ÇO$��ÂiÕ?Ù�\u�

❀���ÒKerberosqÖì���:�è{�®ýÍÇ¦��$Çä��\®��lM?&~Õ3{åì
uÈÜKDC{nº�

❀�
){�KDCÇD�>h�3{/etc/rc.conf ©GÝ9ê*��ÇKDCÄ�{÷�(3,���7h
�®r4»17a��ø:{<Y)Õ

kerberos5_server_enable="YES"
kadmind5_server_enable="YES"

❀z�u����Kerberos{{�©GÇ/etc/krb5.conf Õ

[libdefaults]
default_realm = EXAMPLE.ORG

[realms]
EXAMPLE.ORG = {

kdc = kerberos.example.org
admin_server = kerberos.example.org

}
[domain_realm]

.example.org = EXAMPLE.ORG
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❀>Õ?YÇ/etc/krb5.conf ©G"½3{KDC��Çqr{ÌåÖÇýkerberos.example.org ��*

3{KDCÌåÖ¦ÇX3Ç�a����CNAME (/Ö)1tzone¥V�

ÕÕÕ???: é��th�{�,{BIND DNSqÖì{Ln�dÇÞc¾�,1°;�Õ

[libdefaults]
default_realm = EXAMPLE.ORG

R�Á{����texample.org zonejâ©G¥Õ

_kerberos._udp IN SRV 01 00 88 kerberos.example.org.
_kerberos._tcp IN SRV 01 00 88 kerberos.example.org.
_kpasswd._udp IN SRV 01 00 464 kerberos.example.org.
_kerberos-adm._tcp IN SRV 01 00 749 kerberos.example.org.
_kerberos IN TXT EXAMPLE.ORG

ÕÕÕ???: �t0�å�êItKerberos qÖÇÒ������D�{�qrÝ!B{�{/etc/krb5.conf ???%%%th�{

�DNSqÖì�

❀z�u��
OKerberosjâE�YÇjâEÝiê&~Ì·h�·{Ä�"�{·Ø�3?X���
ÔYÇ·hÇÇÌâ?ó�Ç©G(/var/heimdal/m-key )¥��
OÌ·ØÇ���qkstash ?Q��

Ç=
�

❀Ì·Ø�`OÁÇ3Ò,1~kadmin Ç�{-l kj(,+�local�)uð)�jâEê�YÇ 1
tkadmin �z���jâE©G
X4/,kadmind {�dqÖ�Y�ûêójâE
O��ËzÇ{ï

	g{¯����kadmin 
+n��Ç~init ×
u
O�­{ð)jâE�

❀!�Ç�lókadmin ¥Ç&~add ×
u
O��Çprincipal�ö�&~\\{å�÷�Ç±�,1ó�
[��&~modify ×
u��YJ÷���iÇ�,1~?×
uê�,~{ 1�

❀�n{jâE
O,Ç��Õ

# kstash

Master key: xxxxxxxx

Verifying password - Master key: xxxxxxxx

# kadmin -l

kadmin> init EXAMPLE.ORG

Realm max ticket life [unlimited]:
kadmin> add tillman

Max ticket life [unlimited]:
Max renewable life [unlimited]:
Attributes []:
Password: xxxxxxxx

Verifying password - Password: xxxxxxxx

❀�ó4éÄKDCqÖ{��ê�äq/etc/rc.d/kerberos start 1ù/etc/rc.d/kadmind start u

éÄYJqÖ�¦�$�¤���[tóäq{KerberosqÖÇb3�l,1/,ÜR?ïñ3¦¦
O
{�Çprincipal (~�){ticketuèyKDCh"ót�Ó*Ç&~KDCýü{Õ�Õ

% kinit tillman
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tillman@EXAMPLE.ORG’s Password:

% klist

Credentials cache: FILE: /tmp/krb5cc_500

Principal: tillman@EXAMPLE.ORG

Issued Expires Principal
Aug 27 15:37:58 Aug 28 01:37:58 krbtgt/EXAMPLE.ORG@EXAMPL E.ORG

❀qÄÄ�{v*��Ç,1²>Y�ticketÕ

% kdestroy

15.7.3���Kerberos ééé~~~Heimdal qqqÖÖÖ

❀D�·¢���PKerberos{�©G/etc/krb5.conf {�ý���;\�~�\{0*(&~¡�scp(1)
{�dÓäÇÝ/,�c)��KDCÞ{ÇýÇ?��«0�åÞ{éa©GÒ,1ê�

❀z�u���Ç/etc/krb5.keytab ©G�Y4
ØKerberosqÖ{qÖìZÓ*5{�ÇÌ�K/−

qÖì���keytab ©G�YÇ©GÝiêqÖì{Ìå·ØÇY&zKDCz1èyÇ¢{üP�$©
G��1�\{0*�tqÖìÞÇO��*·ØúÚ��¯Ç��\�ÒÄ��`��Ò4�Ç/,Ò

©{/wÇ¾�FTP4:�ü³{.��

❀�Äu�Ç3Ìæ�&~kadmin Ç�u²keytab �tqÖìÞ������&~kadmin u�ÌåO

Áprincipal (KDC�à{krb5.keytab )ÇO$Y?X�ì�

❀Õ?3��.²Üzê�Çticket
%YÇticket���,&~kadmind.acl ¥{kadmin z=�>k

�Heimdal info¥{�Remote administration(ÏÇ�®)���(info heimdal )1ê��[÷�6¯;�
,��*Xæ�é~ÏÇ{kadmin v*Ç�,1;\�f~�\{0*ËzKDC (/,ýå;�ÑÇssh(1)
ÝKerberos telnet(1))?&~kadmin -l óý��q�®v*�

❀�ãê/etc/krb5.conf ©G��Ç3Ò,1&~KerberosÞ{kadmin ê�add --random-key ×
,

1~���ÌåprincipalÇ
ext ×
�ã�sñqÖì{ÌåprincipaltÇ{keytab¥�¾�Õ

# kadmin

kadmin> add --random-key host/myserver.example.org

Max ticket life [unlimited]:
Max renewable life [unlimited]:
Attributes []:
kadmin> ext host/myserver.example.org

kadmin> exit

❀Õ?ext ×
(Y4�extract�{;U)å�Ì²sñ{·Ø8t/etc/krb5.keytab ¥�

❀�*3����óKDCÞäqkadmind (¾�ä��\®�)O
Ã�ÏÇ�&~kadmin 3,1�z

óKDCÞ��Ìåprincipal (host/myserver.EXAMPLE.ORG )±�RÙsñt�Çø�©G¥(1½�
�KDCÞ{/etc/krb5.keytab )Ç0�4&~�Á{×
Õ

# kadmin

kadmin> ext --keytab=/tmp/example.keytab host/myserver.example.org

kadmin> exit
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❀±���²keytab��tqÖìÞ(¾�&~scp Ý�c)��½��½�ÇX3�å�{keytabÖ	1½
��KDCÞ{keytab�

❀t�ó3{qÖì.²,13KDC/µê(O�.²{�êkrb5.conf ©G)Ç
%Ç¤�êyÒ��{
üP(��{�êkrb5.keytab ©G)��ó,1é~�JKerberosqÖ�óYÇ¾�¥Ç·¢R
ó/etc/inetd.conf ¥���Á{qué~telnet qÖÇ±�~/etc/rc.d/inetd restart ­éinetd(8)
qÖu&÷�	HÕ

telnet stream tcp nowait root /usr/libexec/telnetd telnet d -a user

❀�E{\I4-a (,+èy)¡n÷��~�(user)�>k�telnetd(8)ÉåC~1ê�û��

15.7.4&&&~~~Heimdal uuuééé~~~000���àààKerberos

❀÷�0�å4:�;\{�óth{�êKerberos{�d¥Ç���R �/etc/krb5.conf {{�©

G�q��÷�Ò,1ê�Y�Z½,1;\�/,�\{0*R©G,KDC��t0�åÞuqÄ�

❀�Aó0�åÞ�qkinit �klist Ç1ùkdestroy u�AÜR��+?Íø¦¦�principalOÁ{ticket
4d�êt��qÇ�*�Ç�~ÙÇ{Kerberosa~Ç�uËzé~êKerberos{qÖ��*a~Ç�
X�t�Ó*
ÜRtickett�Ç�/�4qÖýüÇ
:0�åÝKDC�¯��

❀ó�A¡�telnet {a~Ç��Ça�D&~ØÝÇ�(¾�tcpdump(1))uh�3{=
��1Ò©0
*�Q��A&~telnet {-x kjÇÇR�·rÇjâ�(¡�ssh )�

❀�õ:Xe{Kerberos0�a~Ç��4å��ã{�óHemidal{�!B��ã®'�Çtelnet 4�

��Çf~êKerberos{qÖ�

❀Heimdal port�
Øê�Jå�X�ã{0�a~Ç�Ç¾�é~êKerberosÇý
{ftp �rsh �rcp �rlogin 1ù�JÍX�~{Ç��MIT port�Ýiê�r�Kerberos0�a~Ç��

15.7.5~~~���{{{���©©©GGGÕÕÕ.k5loginZZZ.k5users

❀óìÇ�­¥{~���Ñ���{Kerberos principal (¾�tillman@EXAMPLE.ORG )?nótýå~�
A�(¾�ýåÞÖ�tillman {A�)�0�àa~Ç�Ç�telnet /�?X��~�ÖÝprincipal�

❀X,,��3,�Ì���£ìJ���{Kerberos principal{|&~ý�~�A�{Y!�¾
�tillman@EXAMPLE.ORG ,���6¯ý�{webdevelopers ~�AR�ÙÇprincipal,��Ì��6¯
YÇý�AR�

❀~�homeø9¥{.k5login Z.k5users YÜÇ©G,1{\.hosts Z.rhosts u�H��ûYÇ¯

��¾�Ç�*.k5login ¥�����Õ

tillman@example.org
jdoe@example.org

❀?8têý�~�webdevelopers {homeø9¥Ç�ïñ{ÜÇprincipalsÑ,1&~�ÇARÇ
Ã�
á0=
�

❀OF3ó
)"���D�ÝÖYJ×
{ÉåÐÏ��/�Çksu {ÉåC~Ýiê.k5users {#�

���

361



❀❀159❀�\

15.7.6 Kerberos 


+++���������ZZZùùùFFF\\\øøø

• h&~HeimdalÝMIT Kerberos ports�Ç��h�PATH¢¸#Þ²Kerberos0�a~ïóø:�Q{Ç
ý���

• 3��­�{Ä��®å{�-÷�4d3ZÚ�*X4{�Ç�üPèy,�Ì�½��30.10�Ãc
ê�[&~NTPu3Z�¨�

• MIT ZHeimdal�êiP��v*��Ç¾i4kadmin ÇO�YÇNF��ú)ï��

• �*3�#êÌåÖÇ3¤����3{host/ principal?Íckeytab�Y��F�7~�¡�Apache
{www/mod_auth_kerb Ä&~{www/ principalYø{�Okeytab1�

• 3{�­¥{��ÑÌå��óDNS (Ý�èó/etc/hosts ¥),1�Û(3�Ýit5Z'
5)�CNAME�êt�&~Çb���th{éaA ZPTR�9�$�Éñ{FØfå,�it|h
ÞÕKerberos5 refuses authentication because Read req failed: Key table entry not

found �

• ìJ*�0�&~3{KDC{v*ø:,���Rksu ÷��setuidroot {Y!�Y?�øksu RX�

êt�Ó*Ç,�\nÝ�Y4�ÇXF{Ì?Çb,�
|&��Y¡¯�?X4KDC{FØ�

• &~MIT Kerberos�Ç�*æ�ã��Çprincipalp�§,å�{�B��HÏ{ticket���&
~kadmin ¥{modify_principal u��principalýü1ùkrbtgt {maxlife(!L�HÏ)�$
�Çprincipal,1&~kinit {-l kju>F�Ç�Í��HÏ{ticket�

•

ÕÕÕ???: �*óKDCÞäqê&ÝÇ�Ç?óÓ*5Þ�qkinit Ç3,�ÌÕ?tTGT4ókinit �
)�q{

��Ò�ñê{−��ó3Q�=
��¼��YÇ�6{�:4Kerberos qÖì,1Ã!��B�TGT
(Ticket Granting Ticket)É�[�²GY{>FÖb4Ç��ÇTGTÑ4&~~�{=
`	ñu{·Ø�q
�·{�O$Çh~�Q�=
�Ç?XÌ��ÉKDCÇ
4�z~��·kinit Äüt{TGT��*�·,
Çztê�ÇÝ9\�{�-�{�HticketÇ��Ò~�{Kerberos ³â�H�YJ³âÝ9ê�ÇÌ�·
Ø~1ó±�OÁKerberos qÖì{�·/µÇ���qÖì��{�Ø�·{"�{ticket-granting ticket�
YÇ����·é�~�u�4�Xt{ÇbÇ&zKerberos qÖì�êèy��ÇTGT{]"u�

• �*���HÏÍ�{ticket (¾��±)
%3&~OpenSSHËzâ?3{ticket{åìÇ>h
�sshd_config ¥{Kerberos TicketCleanup ú÷��no d�óÕ=�Ì�ÄÍøÄ�{ticket�

• #�Ìå{principals{ticket�HÏ�½��~�{���*3{~�principal{�HÏ4�±Ç
ÄË
z{Ìå{�HÏ4ÊÇB�Ç�¥?{ÌåprincipalR�q,ÏÇ�*4ticket¥?Ã�t�Ó*�

• h{�krb5.dict ©Gu3�&~�½{;\=
(kadmind {ÉåC~¥;��ëêÇ)Ç>#����
½ê=
|Q{principalsbÌ&~Ç¢�krb5.dict ©G{Â*i;\Õ�Ç�3�q�
O�Ç

t/usr/share/dict/words {nRËzÌi�~�

15.7.7¦¦¦MIT port {{{KKK///

❀MIT ZHeimdalÌ�{K/ó�kadmin Ç�&~X3(¦��$){×
ZNF��*3{KDC4MIT
{Ç�Ùk/4X�&~Heimdal{kadmin Ç�uÏÇ�®KDC (Ý#')�
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❀qÄ3øÓ*{×
,�Ì�J�{X3�M?�LMIT Kerberos{�
5(http://web.mit.edu/Kerberos/www/)Þ{�Òuv*�>Be��4»{¯�ÇMIT portÌå��ã
t/usr/local/ Ç3O$,�Ì�q�Ê/{�ø:a~Ç�
:MIT, �*3{PATH¢¸#Þ²²ø:

ø98ó�Á{��

ÕÕÕ???: �*&~FreeBSD
Ø{MIT security/krb5 portÇ�½��ûÝÖportÄ�ã
{/usr/local/share/doc/krb5/README.FreeBSD Ç�*3.�w���/,telnetd Zklogind ~9�Ìñ�

�J�I{�6{��!­��Ç�incorrect permissions on cache file(¥?©GY!Xth)�q���&
~login.krb5 u�qèyÇb�êth���Ý�³â{aÌ�

❀ø$�iÇ¤a��rc.conf ?���ï{�Õ

kerberos5_server="/usr/local/sbin/krb5kdc"
kadmind5_server="/usr/local/sbin/kadmind"
kerberos5_server_enable="YES"
kadmind5_server_enable="YES"

❀Yø){ÆO4ÇMIT kerberosÌR,�q©Gãt/usr/local ���

15.7.8¥¥¥���Kerberos {{{!!!���

15.7.8.1 Kerberos 444���«««all-or-nothing 000***

❀ó�dÞé~{�ÇqÖÑ���q��1"tÙ�ê{\KerberosÓ*(d�Ò��&~ÙÇ0�uâ
�Ç¢XI�dÔâ{)3)Ç�*X4YøÇ�~�{³âÒ�,�ú'R?ò'&~��Ç¾�4éÄ
�{ÏÇshell (¾�/,rsh Ztelnet )é~êKerberosb��R&~Ò©èy{POP3�GqÖ
ìKerberos��

15.7.8.2 Kerberos 444���\\\~~~���ÓÓÓ***555÷÷÷���{{{

❀óõ~�¢¸¥Kerberos{�\uÌú:¦�Y4O�Ç²ticketâ?t/tmp ø9¥Ç
YÇø9,1

ú�[~�ÖR��*�~�¦ÙÇ|3�á0�Ñ�®å(�Ò4multi-user)Ç�YÇ~�{ticketÒ,�
úÙÇ~�'R(��)�

❀,1/,&~-c ©GÖYø{×
q 1ÇÝV(M?{)�#KRB5CCNAME¢¸#Þu�½YÇ¯�Çb

iè�|Y�)�Æ�ÞÇRticketâ?t~�{homeø9?;\�÷�Y!Ò�ê¥�YÇ¯��

15.7.8.3 KDC ÌÌÌÄÄÄ���\\\���ÿÿÿdddùùùFFF���

❀Êâ÷�ÇKDC��4�\{ÇO�Ì·hjâEâ?óÇÞÁ�ûXa�óKDCÞÁäqÙÇqÖÇ

%¤ahâÇ{Ô®�\���Kerberos&~3�Ç·Ø(��¥{�Ç�Ì�·Ø)u�·Ä�{·
hÇ
RYÇ©Gâ?óKDCÇO$Ù�\��­�

❀X,ÇÌ·Ø{Z3?��.6¥{��,Y�Ì·Ø�~u�·KerberosjâE1ù�	±åj�	
ì{«����KDC4�\{Çý&ÔâVütêÌ·Ø�)Xê���
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❀�iÇ�*KDCX,~(¾���áýqÖÔâÝ�dùF)��dqÖR��èyqÖÃ��q
X�
&~Ç,
s�ÍL)�{áýqÖÔâ�/,\]õÇKDC (�ÇÌqÖìÇ{\�ÇÝõÇ,qÖì)
?f~²,�û÷�Z"�{÷~èy0*,1�½Y«¯�(PAM4�ÇXF{ 
)�

15.7.8.4 Kerberos {{{XXX���

❀Kerberosã�~��ÌåZqÖ�-�q#��y�bÇ?��
Øå�u5~��ÌåÝqÖè
yKDC�Y?�ø«,÷j{Ç�Ç¾�kinit �,��9~�Ä�{~�ÖZ·h�¦��$Ç,1~

¡�security/tripwire Yø{©Gø:qru5�Óäu�½$¡<Y{�	�

15.7.9###���ýýýÍÍÍZZZÙÙÙÇÇÇýýýîîî

• TheKerberos FAQ (http://www.faqs.org/faqs/Kerberos-faq/general/preamble.html)

• Designing an Authentication System: a Dialog in Four Scenes(http://web.mit.edu/Kerberos/www/dialogue.html)

• RFC 1510, TheKerberos Network Authentication Service (V5)
(http://www.ietf.org/rfc/rfc1510.txt?number=1510)

• MIT Kerberos home page (http://web.mit.edu/Kerberos/www/)

• HeimdalKerberos home page (http://www.pdc.kth.se/heimdal/)

15.8 OpenSSL
*VTom Rhodes.

❀�õ~�,�?��Õ?tFreeBSDÄ�Q{OpenSSLÓäÝ{Õ��OpenSSL
ØêOÁóÊ/{/
µ�äúÞ{�·�Q�ÖYJÕ���õ�da~ZqÖÇ�Ä�-&~�

❀éOpenSSL{�J�D~�Ýi�·�G0�{üPèy,ÇÇä�Web{b4�f~�����
õports�www/apache13-ssl Ç1ùmail/claws-mail ��Ñ
Øê�H�OpenSSL|Ñ{0��

ÕÕÕ???: ýLõj<Y�Ports CollectionÌAC&~security/openssl ø:Òh�RWITH_OPENSSL_BASEmake
#Þ÷���yes��

❀FreeBSD¥�Q{OpenSSLÇý�ê|Ñ�\�z	�v2/v3 (SSLv2/SSLv3)Z�\�Q�v1 (TLSv1)®
«�dNFÇ?,*�/~{·h¦<jE&~�

ÕÕÕ???: ¦�OpenSSL |ÑIDEA®�Çb���)Û¼ÇÇóå�<Y�4X�H{��*.&~ÇÇ>�Ý#
a{GYÇ�*��GY,1zIÇ�,1ómake.conf ¥÷�MAKE_IDEA�

❀�a~�G
ØyV4OpenSSL!��~{Õ����yV4�«�êhâÚ�ÝÇ|�HüPXú�
�{³â��*yV��ú¯õ�Y��yåè�ÇÝCA¥{ì�Çh�Ç�Ì�	�Ç´·�Y��y
åè/�4��Ú�Ç¾�VeriSign (http://www.verisign.com)ÇÇ�ê/,ü]uyÒÇ|ÝÚ�yV{�
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Hu�YÇ,Ç4���D{ÇhlÇYX4&~yV{���GÖl
ÇYø)Ìt�J�v �{~

�¡t4��

15.8.1			ÄÄÄyyyVVV

❀�ê	ÄyVÇ��&~�Á{×
Õ

# openssl req -new -nodes -out req.pem -keyout cert.pem

Generating a 1024 bit RSA private key
................++++++
.......................................++++++
writing new private key to ’cert.pem’
-----
You are about to be asked to enter information that will be inc orporated
into your certificate request.
What you are about to enter is what is called a Distinguished N ame or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter ’.’, the field will be left blank.
-----
Country Name (2 letter code) [AU]: US

State or Province Name (full name) [Some-State]: PA

Locality Name (eg, city) []: Pittsburgh

Organization Name (eg, company) [Internet Widgits Pty Ltd] : My Company

Organizational Unit Name (eg, section) []: Systems Administrator

Common Name (eg, YOUR name) []: localhost.example.org

Email Address []: trhodes@FreeBSD.org

Please enter the following ’extra’ attributes
to be sent with your certificate request
A challenge password []: SOME PASSWORD

An optional company name []: Another Name

❀>Õ?Çó�Common Name�
+�Á·¢Q�{4�Ç­Ö�YÇ
+�FQ�qÖì{Ö	ÇYÇ
Ö	��R~�qÄèy,ÇÖ�*óY°Q�­Ö1i{��Ç��yV�Ò�VÙ?Bê�3¤,1

�½�JÙÆ{ 1Ç��yV{�HÏÇ1ù&~{�·®����YJ 1{qrï,Ç,1

óopenssl(1)ÉåC~¥It�

❀ó3�q�c×
{ø9¥R	ÄÜÇ©G�yVù>Çýreq.pem Ç,1�É���yåèÇÇRèy

3Q�{³â{]"uÇ?éù>�qüÖÇò²yV(¤É3���Ç©G{Ö	R4cert.pem ÇÇÝ

9êyV{�ØÇaú\Åâ�Ö�*Ça�/|C¥Ç�,1ú~u��3(Ý3{qÖì)�

❀�*X��u�CA{üÖÇ�,1
O�qüÖ{yV�D�Ç��	ÄRSA·ØÕ

# openssl dsaparam -rand -genkey -out myRSA.key 1024

❀z�uÇ	ÄCA·ØÕ

# openssl gendsa -des3 -out myca.key myRSA.key

❀l�~YÇ·Øu
OyVÕ

# openssl req -new -x509 -days 365 -key myca.key -out new.crt
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❀ÞcZ½Róh�ø9¥	ÄÜÇc©GÕ�Ç4Y��yåè{üÖ©GÇmyca.key Ö��Ç4yV

ýüÇnew.crt �YJ©Ga�8t3�Çø9¥Ç�Ä
ÓÇM?8t/etc Ç?%�ã�root ÖR�O

F²Y!÷��0700ÇY,1/,chmodÓäuqÄ�

15.8.2&&&~~~yyyVVV{{{���ÇÇÇ¾¾¾���

❀���êYJ©G,1)J���Ú�Ç�v�n{~�4~u�·SendmailMTA {/µËz�Y,1
�û~�/,ý�MTA ���G�&~Ò©�qüPèy{¯��

ÕÕÕ???: YÇ~�,�?Xq�ÇO�ìJMUAÌ����óý��ãyV
5~��ñ´·�>k��J�G{
�Òê����ãyV{få�

❀�Á{÷�a��tý�{.mc ©G

dnl SSL Options
define(‘confCACERT_PATH’,‘/etc/certs’)dnl
define(‘confCACERT’,‘/etc/certs/new.crt’)dnl
define(‘confSERVER_CERT’,‘/etc/certs/new.crt’)dnl
define(‘confSERVER_KEY’,‘/etc/certs/myca.key’)dnl
define(‘confTLS_SRV_OPTIONS’, ‘V’)dnl

❀Y°Ç/etc/certs/ 4ï÷~uóý�â?yVZ·Ø{ ��!�Ç��­c	Äý�{.cf ©G�

Y�Ó*,1;\�/,óø9¥�qmake install uqÄ�z�uÇ,1&~make restart u­cé

ÄSendmailqÖÇ��

❀�*�#t�{�Çó/var/log/maillog ¥ÒXÌñ�FØ
+ÇSendmail�a�ñ�ó�Çï,
¥�

❀)�Ç;\{�AÇ&~telnet(1)uËz�GqÖìÕ

# telnet example.com 25

Trying 192.0.34.166...
Connected to example.com .
Escape character is ’^]’.
220 example.com ESMTP Sendmail 8.12.10/8.12.10; Tue, 31 Aug 2004 03:41:22 - 0400 (EDT)
ehlo example.com

250-example.com Hello example.com [192.0.34.166], pleas ed to meet you
250-ENHANCEDSTATUSCODES
250-PIPELINING
250-8BITMIME
250-SIZE
250-DSN
250-ETRN
250-AUTH LOGIN PLAIN
250-STARTTLS
250-DELIVERBY
250 HELP
quit

221 2.0.0 example.com closing connection
Connection closed by foreign host.
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❀�*Qñ¥ñ�ê�STARTTLS���Ò�#t��

15.9 IPsec ÞÞÞ{{{VPN
ÞUVNik Clayton.

❀&~FreeBSD��óÜÇúInternetI
{�d�-%÷VPN�

15.9.1®®®���IPsec

ÞUVHiten M. Pandya.

❀Y��R�s3qÄ%÷IPsec��ê{�IPsecÇ3ahYç�[�H�Ç½�{�X{�J�'(k
D�99)�

❀IPsec4�«OÁóInternetNF(IP)��Þ{NF�Ç�êtÜÇÝÍõÌå1�\{0*u/µ(?O
$
zÖ)�FreeBSD IPsec��dNF2�ä�KAME (http://www.kame.net/){"�ÇÇ|ÑÜ«NF
�ÇIPv4ZIPv6�

❀IPsecÝiêÜÇ�NFÕ

• Encapsulated Security Payload (ESP),â�IPÝjâXú�®0��Ç/,&~éÁ�·®�(¾
�Blowfish�3DES)�

• Authentication Header (AH),â�IPÝ>Xú�®0��Z��Ç/,�®DèZ1ùéIPÝ>{	ã
�q�\±ïu"��±�4�ÇÝ9ê±ï�{��>Ç1"�êèyÝ�

❀ESPZAH ,1Êâ¢¸{X3ÇI/ÝV�3&~�

❀IPsec�,1~u�z�·Ìå�-{�d/µ(�Ò4���QQQÜÜÜ***)Ö�,1~uóÜÇ���-O���
�¸w�~�ÜÇ�d�-{�\/µ(�Ò4¸̧̧wwwÜÜÜ***)���«Íõ{úÁ�4������ÛÛÛ~~~
���(VPN)�ipsec(4)ÉåC~
Øê��FreeBSD¥IPsec�ø:{-ûfå�

❀�²IPsec|Ñ8��XÇa�ó{�©G¥���Á{ 1Õ

options IPSEC #IP security
device crypto

❀�*��IPsec{®A|ÑÇ¤a��Õ

options IPSEC_DEBUG #debug for IP security

15.9.2 ¯̄̄���

❀��é�[OÁVPN?X?ó)ïÇO$VPN,1f~�õ«X3{�bu"�Ç�«�bÑ�Ù�1
Z¦��Y�©9R0��Çä�{a~<µÇ?�Ç÷�ê7\{VPN�
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15.9.3<<<µµµÕÕÕÜÜÜÇÇÇ���dddÇÇÇ���ÇÇÇ���,,,{{{���dddZZZ���ÇÇÇÚÚÚ���{{{���ddd���ÑÑÑzzz���êêêInternetÇÇÇ???%%%
///,,,YYY���VPNÒÒÒ444óóó333���ÇÇÇ���ddd���øøø���

❀���G��Õ

• �è�ÜÇX3{5�

• �Ç5�Ñ&~�\{IP

• ÜÇ5�Ñ/,äqFreeBSD{��z�Internet�

• �Ç�dÞ{���è��ÇÚ�{IP���

• �d{�\��,14Ú�Ý��{IP��ÇY?X4¯��Ç¢?XàBÇ��Ç¢X3�&
~192.168.1.x Yø{���

15.9.4óóóFreeBSD ÞÞÞ{{{���IPsec

*VTom Rhodes.

❀
)��,Ports Collection�ãsecurity/ipsec-tools �YÇ�®0�G
Øê�J�êÐÏ{�{a

~Ç��

❀��Z4
OÜÇgif(4)�÷÷~uóÜÇ�d-�QjâÝ{�¸w��&~root üPäq1�×
Ç

?~]"{�\i\���¦×
¥{internalZexternal1Õ

# ifconfig gif0 create

# ifconfig gif0 internal1 internal2

# ifconfig gif0 tunnel external1 external2

❀��ÇÚ�LAN éi{IP��4172.16.5.4 Ç�\{IP���10.246.38.1 ��,LAN éi{IP��
4192.168.1.12 Ç�\{IP���10.0.0.5 �

❀Y�åu,��J×OÇÄ1·¢/,ifconfig(8)×
QñòÃú��Õ

Gateway 1:

gif0: flags=8051 mtu 1280
tunnel inet 172.16.5.4 --> 192.168.1.12
inet6 fe80::2e0:81ff:fe02:5881%gif0 prefixlen 64 scopei d 0x6
inet 10.246.38.1 --> 10.0.0.5 netmask 0xffffff00

Gateway 2:

gif0: flags=8051 mtu 1280
tunnel inet 192.168.1.12 --> 172.16.5.4
inet 10.0.0.5 --> 10.246.38.1 netmask 0xffffff00
inet6 fe80::250:bfff:fe3a:c1f%gif0 prefixlen 64 scopeid 0x4

❀�`qÄ1�ÇÜÇ��{IP��Ña��4�Áping(8)×
Qñ�ø�#6¯�

priv-net# ping 10.0.0.5
PING 10.0.0.5 (10.0.0.5): 56 data bytes
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64 bytes from 10.0.0.5: icmp_seq=0 ttl=64 time=42.786 ms
64 bytes from 10.0.0.5: icmp_seq=1 ttl=64 time=19.255 ms
64 bytes from 10.0.0.5: icmp_seq=2 ttl=64 time=20.440 ms
64 bytes from 10.0.0.5: icmp_seq=3 ttl=64 time=21.036 ms
--- 10.0.0.5 ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max/stddev = 19.255/25.879/42.786/9 .782 ms

corp-net# ping 10.246.38.1
PING 10.246.38.1 (10.246.38.1): 56 data bytes
64 bytes from 10.246.38.1: icmp_seq=0 ttl=64 time=28.106 m s
64 bytes from 10.246.38.1: icmp_seq=1 ttl=64 time=42.917 m s
64 bytes from 10.246.38.1: icmp_seq=2 ttl=64 time=127.525 ms
64 bytes from 10.246.38.1: icmp_seq=3 ttl=64 time=119.896 ms
64 bytes from 10.246.38.1: icmp_seq=4 ttl=64 time=154.524 ms
--- 10.246.38.1 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 28.106/94.594/154.524/ 49.814 ms

❀t�½Ï{�øÇÜ�Ñ�,������ZzIICMPjâÝ{�Å��ÁÇÜÇ��Ñ��{�4�
��1th�QÜ�{�d�Þ��Á{×
,1"�YÇÕ

# corp-net# route add 10.0.0.0 10.0.0.5 255.255.255.0

# corp-net# route add net 10.0.0.0: gateway 10.0.0.5

# priv-net# route add 10.246.38.0 10.246.38.1 255.255.255.0

# priv-net# route add host 10.246.38.0: gateway 10.246.38.1

❀$/ÇXX,��¤4���{åìÑ�6¯�\{�d�Yi�4/,1�{¾�h�Õ

corp-net# ping 10.0.0.8
PING 10.0.0.8 (10.0.0.8): 56 data bytes
64 bytes from 10.0.0.8: icmp_seq=0 ttl=63 time=92.391 ms
64 bytes from 10.0.0.8: icmp_seq=1 ttl=63 time=21.870 ms
64 bytes from 10.0.0.8: icmp_seq=2 ttl=63 time=198.022 ms
64 bytes from 10.0.0.8: icmp_seq=3 ttl=63 time=22.241 ms
64 bytes from 10.0.0.8: icmp_seq=4 ttl=63 time=174.705 ms
--- 10.0.0.8 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 21.870/101.846/198.022 /74.001 ms

priv-net# ping 10.246.38.107
PING 10.246.38.1 (10.246.38.107): 56 data bytes
64 bytes from 10.246.38.107: icmp_seq=0 ttl=64 time=53.49 1 ms
64 bytes from 10.246.38.107: icmp_seq=1 ttl=64 time=23.39 5 ms
64 bytes from 10.246.38.107: icmp_seq=2 ttl=64 time=23.86 5 ms
64 bytes from 10.246.38.107: icmp_seq=3 ttl=64 time=21.14 5 ms
64 bytes from 10.246.38.107: icmp_seq=4 ttl=64 time=36.70 8 ms
--- 10.246.38.107 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 21.145/31.721/53.491/1 2.179 ms
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❀{��¸w�4�v�4{\I�{����\Óz�4ÇÍ�ý�{,Ç��Á{{�4&

~pre-sharedÃPSKÄRSA·Ø�øêIP��iÇÜ�{/usr/local/etc/racoon/racoon.conf ���#

3�

path pre_shared_key "/usr/local/etc/racoon/psk.txt"; # location of pre-shared key file
log debug; #log verbosity setting: set to ’notify’ when test ing and debugging is complete

padding # options are not to be changed
{

maximum_length 20;
randomize off;
strict_check off;
exclusive_tail off;

}

timer # timing options. change as needed
{

counter 5;
interval 20 sec;
persend 1;

# natt_keepalive 15 sec;
phase1 30 sec;
phase2 15 sec;

}

listen # address [port] that racoon will listening on
{

isakmp 172.16.5.4 [500];
isakmp_natt 172.16.5.4 [4500];

}

remote 192.168.1.12 [500]
{

exchange_mode main,aggressive;
doi ipsec_doi;
situation identity_only;
my_identifier address 172.16.5.4;
peers_identifier address 192.168.1.12;
lifetime time 8 hour;
passive off;
proposal_check obey;

# nat_traversal off;
generate_policy off;

proposal {
encryption_algorithm blowfish;
hash_algorithm md5;
authentication_method pre_shared_key;
lifetime time 30 sec;
dh_group 1;

}
}
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sainfo (address 10.246.38.0/24 any address 10.0.0.0/24 an y) # address $network/$netmask $type address
{ # $network must be the two internal

pfs_group 1;
lifetime time 36000 sec;
encryption_algorithm blowfish,3des,des;
authentication_algorithm hmac_md5,hmac_sha1;
compression_algorithm deflate;

}

❀�:Ä�,~{ 1ÇË3YJ¾�°ïñ{Ñ§ÖêYP©l{)��óracoon{�C~�¥�øT
�{#�få�

❀SPD|Q���{���ÇYøFreeBSDZracoonÒ�ê�·Z�·Ìå-{�d�Þê�

❀Y,1/,óÚ�{��Þäq�Ç¡��Á;\{shelllý"��â?
t/usr/local/etc/racoon/setkey.conf ÇYÇ©GÌúóø:ð)�{��~t�

flush;
spdflush;
# To the home network
spdadd 10.246.38.0/24 10.0.0.0/24 any -P out ipsec esp/tun nel/172.16.5.4-192.168.1.12/use;
spdadd 10.0.0.0/24 10.246.38.0/24 any -P in ipsec esp/tunn el/192.168.1.12-172.16.5.4/use;

❀�`qÄ�Ç"&~�Á{×
óÜ�{��ÞÑéÄracoonÕ

# /usr/local/sbin/racoon -F -f /usr/local/etc/racoon/racoon.conf -l /var/log/racoon.log

❀QñRÌ¡�Yø{Õ

corp-net# /usr/local/sbin/racoon -F -f /usr/local/etc/r acoon/racoon.conf
Foreground mode.
2006-01-30 01:35:47: INFO: begin Identity Protection mode .
2006-01-30 01:35:48: INFO: received Vendor ID: KAME/racoo n
2006-01-30 01:35:55: INFO: received Vendor ID: KAME/racoo n
2006-01-30 01:36:04: INFO: ISAKMP-SA established 172.16. 5.4[500]-192.168.1.12[500] spi:623b9b3bd2492452:7dea b82d54ff704a
2006-01-30 01:36:05: INFO: initiate new phase 2 negotiatio n: 172.16.5.4[0]192.168.1.12[0]
2006-01-30 01:36:09: INFO: IPsec-SA established: ESP/Tun nel 192.168.1.12[0]->172.16.5.4[0] spi=28496098(0x1b2 d0e2)
2006-01-30 01:36:09: INFO: IPsec-SA established: ESP/Tun nel 172.16.5.4[0]->192.168.1.12[0] spi=47784998(0x2d9 2426)
2006-01-30 01:36:13: INFO: respond new phase 2 negotiation : 172.16.5.4[0]192.168.1.12[0]
2006-01-30 01:36:18: INFO: IPsec-SA established: ESP/Tun nel 192.168.1.12[0]->172.16.5.4[0] spi=124397467(0x76 a279b)
2006-01-30 01:36:18: INFO: IPsec-SA established: ESP/Tun nel 172.16.5.4[0]->192.168.1.12[0] spi=175852902(0xa7 b4d66)

❀h����¸w��t�Ó*Ç#¦t�i�Ç;�Ñ~��{tcpdump(1)×
���d�Þ�Êâ�
��¦«�Á{em0���Á�

# tcpdump -i em0 host 172.16.5.4 and dst 192.168.1.12

❀;�ÑÞ��t��¡�{Qñ��*X4Yø{�Ç,�Ò�J¯�êÇ®A{���~t(Ã{j

â�

01:47:32.021683 IP corporatenetwork.com > 192.168.1.12. privatenetwork.com: ESP(spi=0x02acbf9f,seq=0xa)
01:47:33.022442 IP corporatenetwork.com > 192.168.1.12. privatenetwork.com: ESP(spi=0x02acbf9f,seq=0xb)
01:47:34.024218 IP corporatenetwork.com > 192.168.1.12. privatenetwork.com: ESP(spi=0x02acbf9f,seq=0xc)
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❀$/ÇÜÇ�dÒP443�Ç�d{�\I�ø�
%YÜÇ�di,��a��3Û�{â���

&zYÜÇ�d��#6¯ÇÒ�����J�ñÝ{���Òipfw(8)u�Ç���Á{�q�{�©
GÕ

ipfw add 00201 allow log esp from any to any
ipfw add 00202 allow log ah from any to any
ipfw add 00203 allow log ipencap from any to any
ipfw add 00204 allow log udp from any 500 to any

ÕÕÕ???: ��R,���Êâ��åìÞ{{�)#a{���

❀é�pf(4)ÝVipf(8){~�Ç�Á{�q��a�,qÕ

pass in quick proto esp from any to any
pass in quick proto ah from any to any
pass in quick proto ipencap from any to any
pass in quick proto udp from any port = 500 to any port = 500
pass in quick on gif0 from any to any
pass out quick proto esp from any to any
pass out quick proto ah from any to any
pass out quick proto ipencap from any to any
pass out quick proto udp from any port = 500 to any port = 500
pass out quick on gif0 from any to any

❀!�Ç�ã�åìð)�{��
)VPN|ÑÇó/etc/rc.conf ¥��1�{�qÕ

ipsec_enable="YES"
ipsec_program="/usr/local/sbin/setkey"
ipsec_file="/usr/local/etc/racoon/setkey.conf" # allo ws setting up spd policies on boot
racoon_enable="yes"

15.10 OpenSSH
ÆÍChern Lee.

❀OpenSSH4��~��\�6¯ÏÇ�®å{ËzÓä�Ç,1*�rlogin �rsh rcp 1ùtelnet {�

z�S¬&~�Í��ZÇÙÆ�[TCP/IPËzÑ,1/,SSH�\��q¸w/Ý��OpenSSHéÄ�
{�Q�q�·Ç,
�H���ê'&�Ëz�ÑÇ1ùÙÆ�dÿ{Ôâ�

❀OpenSSH�OpenBSD project��ÇÇä�SSH v1.2.12?Ý9ê!c{FØ��ZÍc�Ç3�/�SSH
NF{1Z2ÜÇÇý�

15.10.1&&&~~~OpenSSH {{{PPPÿÿÿ

❀�Ä�uÇó&~telnet(1)Ýrlogin(1)�Çjâ41�²�·{Ò©{o*��{�Yø�uÇó0�å
ZqÖì�-{�dÞäq{&ÝÇ�Ç",1óÌ�¥'Rt�Q{~�Ö/·hZjâ�OpenSSH
Ø
êõ«{üPèyZ�·0�u3�Y«<Y{�	�
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15.10.2ééé~~~sshd

❀sshd{é~4*�FreeBSD�ã¥Standard �ã,Ç¥{�Zu�q{����sshd4d.úé~Ç>
5�rc.conf ©G¥{Õ

sshd_enable="YES"

❀Y,+ó�'ø:éÄ��ñOpenSSH{qÖÇ�sshd(8)�$iÇ�,1CÄ&~rc(8)l
ý/etc/rc.d/sshd uéÄOpenSSHÕ

/etc/rc.d/sshd start

15.10.3 SSH000���

❀ssh(1){Ó*0*Zrlogin(1):�¡��

# ssh user@example.com

Host key not found from the list of known hosts.
Are you sure you want to continue connecting (yes/no)? yes

Host ’example.com’ added to the list of known hosts.
user@example.com’s password: *******

❀~9,ÇZ&~rlogin Ýtelnet OÁ{Ì�:�¡��óËz�ÇSSHÌ¼~�Ç·Ø�«ø:uè
yqÖì{]"u���ó��'Ëz�Ç~�Ìú�FQ�yes���{ËzRÌèy½�â?�u{·

Ø�«��*â?{�«¦~9�zBt{XnÇ�RÌÉñ´·��«â?ó~/.ssh/known_hosts

¥Çé�SSH v2�«Ç�4~/.ssh/known_hosts2 �

❀å�<Y�ÇvcÇý{OpenSSH�zISSH v2Ëz��*�~Çý2�0�Ç�Ì�Ä&~Çd�Ç
Ì(Ã&~Çý1{Ü*�$iÇ�,1/,×
qkj-1 Ý-2 u#a���&~Çý1Ý2�âÑ0�à
{Çý1�Å4�ê�Dv�Çý{/�u�

15.10.4���\\\������

❀scp(1)×
Zrcp(1);{~�¡�ÇÇ~�R©G��tÏÇ{åìÞÇÝ��,uÇK/4Ç4�\{�

# scp user@example.com:/COPYRIGHT COPYRIGHT

user@example.com’s password: *******
COPYRIGHT 100% |***************************** | 4735
00:00
#

❀����{¾�¥.²â?ê�«Ç&~scp(1)�Ì�Ä��1èy�

❀scp(1)&~{kj3cp(1)¡����Çkj4�ÇÝ��©GÇl�4��{ø)���©G4/,SSH
ó�Þ��{ÇO$ìJ©G{Ö	��UÄ~�Ö@ÌåÖ:< ÏÇ©G4»>�

15.10.5{{{���

❀béOpenSSHqÖÇ�Z0�à{ø:ÿ{�©Gó/etc/ssh ø9¥�

❀ssh_config ~�{�0�à{÷½Ç
sshd_config �~�{�qÖìà�
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❀�isshd_program (å�4/usr/sbin/sshd )Ç1ùsshd_flags YÜÇrc.conf  1
ØêÍõ{{�

 
�

15.10.6 ssh-keygen

❀~�RS=
{�«0�4&~ssh-keygen(1)u	ÄDSAÝRSA·Øé~�èy~�{üPÕ

% ssh-keygen -t dsa

Generating public/private dsa key pair.
Enter file in which to save the key (/home/user/.ssh/id_dsa ):
Created directory ’/home/user/.ssh’.
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /home/user/.ssh/id_ dsa.
Your public key has been saved in /home/user/.ssh/id_dsa.p ub.
The key fingerprint is:
bb:48:db:f2:93:57:80:b6:aa:bc:f5:d5:ba:8f:79:17 user @host.example.com

❀ssh-keygen(1)Ì	Ä�ÇÝ9Ú�Øé~�èyüP��ØRâ?t~/.ssh/id_dsa

Ý~/.ssh/id_rsa Ç
ÚØ�ú?8t~/.ssh/id_dsa.pub Ý~/.ssh/id_rsa.pub Ç©GÖRû�3 


{DSAZRSA·Ø¡n�RSAÝVDSAÚØ��ú?8tÏÇåìÞ{~/.ssh/authorized_keys b�

ê&ø:thäÝ�

❀YRã�,ÏÇËz�1ä�SSH·Ø{èyuS�=
èy�

❀�*óssh-keygen(1)¥&~ê/q	Ç��'&~�Ø�Ñ��Q�Ç�ssh-agent(1)�ê¥�õ'Q�
�/q	{¸ÅÇ?Róz�u{�15.10.7�£1-c�

´́́···:  1Z{�©G,�±OpenSSH {ÇýX3
X3Ö�ê�½ñ�¯�Ç3ak�ssh-keygen(1)ÉåC
~�

❀YR&tÏÇåì{Ëzä�SSH·Ø
X4=
�

❀�*óäqssh-keygen(1)�&~ê/q	Ç�'&~�Ø{��~�ÑRú�FQ�/q	�ssh-agent(1)
�ê>¥­�Q�v�/q	{�ZÇ��Í-û{æÄó�15.10.7����.

´́́···: ±ø�ø:Þ{OpenSSH Çý{X3ÇÈ« 1Z{�©G�ÌX3Ö�ê�½$¡¯�Ç���k
Ýssh-keygen(1)ÉåC~�

15.10.7 ssh-agent ZZZssh-add

❀ssh-agent(1)Zssh-add(1)YÜÇÓäÇ
Øê�«RSSH³Ø�ñt�?¥1"&~Ç
X��'ÑQ�
/q	{0��

❀ssh-agent(1)Óä�ê&~�ñtÙ¥{�Øuÿ®èy,Ç�ssh-agent(1)aú~�éÄ��Ça~Ç
��!äý{~�4Ç&~ÇuéÄshellÇ
°ÿ�J{~��4~ÇuéÄ	=�®ì�
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❀�óshell¥&~ssh-agent(1)ÇD�a²shell*�kjuéÄÇ�±�Ça/,ssh-add(1)?Q�/q	Ç
u5Ç
ØüPèyfå��`YJZ½Ñ)qêÇ~�Òa��êssh(1)t�[�Ç�ãêéaÚØ{å
ìê�¾�Õ

% ssh-agent csh

% ssh-add
Enter passphrase for /home/user/.ssh/id_dsa:
Identity added: /home/user/.ssh/id_dsa (/home/user/.ss h/id_dsa)
%

❀�óX11¥&~ssh-agent(1)Ç®~ssh-agent(1){,Ça��~/.xinitrc �¥�YR²ssh-agent(1)qÖ

ØÉÄ�óX11¥äq{Ç���Á4�Ç~/.xinitrc ©G{"¾Õ

exec ssh-agent startxfce4

❀YRéÄssh-agent(1)Ç
�VRó�'X11éÄ�äqXFCE�*qYJ��Ò,1­éX111"&��
	H�±�3Ò,1äqssh-add(1)u�ñ\\SSH·Øê�

15.10.8 SSH ¸̧̧www

❀OpenSSH�ê
O¸w1"~�·{Ì�uUãÙÆNF�

❀�Á{×
·ªssh(1)�telnet
O�Ç¸wÕ

% ssh -2 -N -f -L 5023:localhost:23 user@foo.example.com

%

❀Þcssh ×
&~ê�ÁYJ 1Õ

-2

��ssh &~�2Ç{NF(�*��Zv�{SSH�3Ó*>X�&~YÇ 1)�

-N

,+X&~×
qÇÝV��&~¸w��*�QÇssh R3�ð)�Ì��

-f

��ssh ó�Ñ�q�

-L

,+�	��ý�à=:ÏÇÌå:ÏÇà=o*{¸w�

user@foo.example.com

ÏÇSSHqÖì�

❀SSH¸w/,)&localhost ÞÁ�½à=uqÄÓ*�ÇR²ýåÌå/à=ÞzBt{Ëz/,SSH
ËzÝ�tÏÇÌå/à=�

❀ý¾¥Ç �localhost {5023à=ú~�Ý�localhost {ËztÏÇÌå{23à=���23

4telnet&~{ÇO$ÇR/,SSH¸wqÄtelnetÌ��

❀Y,1~uUã�?X�\{TCPNFÇ¾�SMTP�POP3�FTP���
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¾¾¾15-1.&&&~~~SSH���SMTP


OOO���\\\¸̧̧www

% ssh -2 -N -f -L 5025:localhost:25 user@mailserver.example.com

user@mailserver.example.com’s password: *****
% telnet localhost 5025

Trying 127.0.0.1...
Connected to localhost.
Escape character is ’^]’.
220 mailserver.example.com ESMTP

Y,1¦ssh-keygen(1)1ù�i{~�AR{\uOÁ�ÇÍ?Ò{SSH¸w¢¸�·Ø,1ú~ó��
Q�=
{�0Ç
%,1�X3{~�{�X3{¸w�

15.10.8.1"""~~~{{{SSH ///www¾¾¾���

15.10.8.1.1��POP3qÖ{�\

❀Ó*�Ç��Çã�iuËz{SSHqÖì�3�ÇÍÚ�d¥��Ç�GqÖì
ØPOP3qÖ�YÇ
�dÇÝ,3�tÍÚ?{�d,�XÇÝXq\,f�ä�Yø{ÆOÇ3��1�\{0*u���

G��û0�4
O�ÇtÍÚ?SSHqÖì{ËzÇ?/,YÇËzu6¯POP3qÖÕ

% ssh -2 -N -f -L 2110:mail.example.com:110 user@ssh-server.example.com

user@ssh-server.example.com’s password: ******

❀hYÇ/wËÞ�Ç3,1²POP3>F�tlocalhost à=2110�YÇËzR/,/w�\�Ý�
tmail.example.com �

15.10.8.1.2w,Î¸{3Û�

❀�JL
�Ý{�d�®ÊÌ&~�Jôà{3Û�|QÇX�,H��{ËzÇ
%�,HËñ{Ë

z��J��3,���ËzÏÇåì22à=Ç1ù80à=~u�qSSHZ��¨��

❀3,�æ�6¯�JÙÇ{(��¦Ó*Ã�{)qÖÇ¾�
ØQ�{Ogg Vorbis���qÖì��
*Ogg Vorbis serveró22Ý80à=1i{à=B8Q�Ç�3RÃ�6¯Ç�

❀�û0�4OÁ�Çt3{�d{3Û��i{�dÞ{SSHqÖìÇ?/,Ç
Ø{/wËztOgg
VorbisqÖìÞ�

% ssh -2 -N -f -L 8888:music.example.com:8000 user@unfirewalled-system.example.org

user@unfirewalled-system.example.org’s password: *******

❀�ó3,1²0�Ç��½tlocalhost {8888à=ÇÇR²>FÝ�Émusic.example.com {8000
à=Ç,
w,3Û��
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15.10.9ããã���~~~���~~~999AllowUsers   111

❀/�!�ýJ~��ê~9Ç1ù,[ÿ~9Ì4PÌ?�f~AllowUsers  1�ê0"�HtY�ø

{�¾�Ç.��ã�root ~�,192.168.1.32 ~9ÇÒ,1ó/etc/ssh/sshd_config ©G¥���

c÷�Õ

AllowUsers root@192.168.1.32

❀�ã�~�admin ,�[�0~9Ç���ïñ~�ÖÕ

AllowUsers admin

❀,1ó3�q�½õÇ~�Ç¾�Õ

AllowUsers root@192.168.1.32 admin

ÕÕÕ???: ïñ��~9åì{~�i­�Öd�Æ¢RúÃóiÁ�

❀óqÄé/etc/ssh/sshd_config {����3��·ªsshd(8)­c�ñÙ{�©GÇ0�4�qÕ

# /etc/rc.d/sshd reload

15.10.10������ZZZ{{{ýýýîîî

❀OpenSSH (http://www.openssh.com/)

❀ssh(1) scp(1) ssh-keygen(1) ssh-agent(1) ssh-add(1) ssh_config(5)

❀sshd(8) sftp-server(8) sshd_config(5)

15.11©©©GGGøøø:::666¯̄̄;;;���,,,
*VTom Rhodes.

❀¦©Gø:óÙÆ0Á{��Ç�OL��wÇFreeBSD
Øê/,©Gø:6¯;�,(ACL)"�{�
\å��

❀6¯;�,1°Ý/�(POSIX.1e){0*j0ê)ï{UNIX Y!Ün�Y��u&z�®Ê�ê¼~Ù
�3÷�Í��ì{�\Ün�

❀�*.�UFS©Gø:é~ACL|ÑÇ������ï 1Õ

options UFS_ACL

❀?­c�H�X��*��RYÇ 1�H��XÇ�ó�z|ÑACL {©Gø:�RÌBt´·�Y
Ç 1óGENERIC�X¥.²Ý9ê�ACL �v�ó©Gø:Þé~j0au�óc�S{UNIX ©Gø
:ÇUFS2¥�OêY«|Ñ�
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ÕÕÕ???: óUFS1Þ{�j0au���UFS2Íõ{�®
=�
%ÇóUFS2Þ{j0au{u���ôL{

°�O$Ç�*.�&~6¯;�,ÇM?&~UFS2
X4UFS1�

❀ACL,1ó�z�/, 1acls uéÄÇÇ,1��/etc/fstab ��iÇ�,1/,&~tunefs(8)��
§ÿL¥{ACL)�uÑÈu�÷��Ä{�zau��Ä
ÓÇ��«0�4M?{)�ÇÙÆO4Õ

• �z�{ACL)�Ã�ú­�z(mount(8)-u )�#Ç��qr�umount(8)?)�'c{mount(8)b��
#Ç�Y?�øACLçÕóø:éÄ��ÒX,�óroot©Gø:Þ�	#�ê��i���Í��#
tó&~{©Gø:{YÇçÕ�

• ó§ÿL¥{÷�R&z©Gø:�ú1é~ACL {0*�zÇý&ófstab ¥{éa1ø��*÷

�ÇÝ÷÷~��	#���4�$�Y�½êX�R©Gø:1��é~ACL {çÕ�zÇ,
�½
����ACLYø{�\¯��

ÕÕÕ???: ,1��ACLq�Ç1ã�ó���q�'\c{mount(8){<Y�é~ÇÇb·¢��ÇXó¹ó�é
~ACL�Y�)4���{ÇO��*é~êACLÇl��«ÇÇl�ó��mcj0au{<Y�­cé~Ç
4i�4�Ä¯�{��Ä
ÓÇ�`é~ê©Gø:{ACLÒXa�ò�«ÇÇO�$�{©Gø:{â�D
�,�Z~�ÄÏV{ø�Xò/�Ç
­cé~ACLR­c²��{ACL�øt©GÞÇ
��Ç¢{Y!�
	ê#�ÇÒi,��ÄÃ�½Ï{q��

❀ó��ø9�Çé~êACL{©GRó/�{au�Á�++ (�R)�¾�Õ

drwx------ 2 robert robert 512 Dec 27 11:54 private
drwxrwx---+ 2 robert robert 512 Dec 23 10:57 directory1
drwxrwx---+ 2 robert robert 512 Dec 22 10:20 directory2
drwxrwx---+ 2 robert robert 512 Dec 27 11:57 directory3
drwxr-xr-x 2 robert robert 512 Nov 10 11:54 public_html

❀Y°·¢�têdirectory1 �directory2 Ç1ùdirectory3 ø9&~êACL�
public_html ��

��

15.11.1&&&~~~ACL

❀©Gø:ACL,1&~getfacl(1)Óäu���¾�Ç�*.��test {ACL ÷�ÇÄ~{×
4Õ

% getfacl test

#file:
#owner:1001
#group:1001
user::rw-
group::r--
other::r--

❀���YÇ©GÞ{ACL÷�Ç���&~setfacl(1)Óä�¾�Õ

% setfacl -k test

❀-k kjR²Ä�h�½B{ACL ,©GÝ©Gø:¥Íø��Äu�a�&~-b O�ÇÌâÑtACL
t�Ó*{�J1X#�

378



❀❀159❀�\

% setfacl -m u:trhodes:rwx,group:web:r--,o::--- test

❀ó�Á{×
¥Ç-m 1ú~u��å�{ACL 1���.²ú��{×
ÍøÇO$��½�½B{
1Ç�4å�{ 1úÁ�Ç?��Þ�½{ 1�>Be�5�Ç�*3��ê�ÇX?ó{~�Ý

�Ç��RÌóstdout zt��Invalid argument {FØ
+�

15.12)))@@@���®®®000���\\\¯̄̄���
Contributed by Tom Rhodes.

❀,V�#¥Ç�\�­ó�[ÿ®&É{µï0ÁRzê��{�Z�����Çv*ø:ÑÖuÖõ

��ãZ{�ê�®0ÓäÇ
ø:ú�){�S�±����

❀&É{µï4�\{�Ç�EO£Ç¦�FreeBSDÌ�Yäýø:{�\Ú·Çl
���Ç�®0Óä
Ñ�Y�\Ú·�§ñêFreeBSD Project{�Å�óY��
�Ç�«>4�®0&É{�SÇ?´·�
®Ê?ó.�{�\¯�{0��Òaä
	�Ö�Portaudit {FreeBSD��Óä�êÐÏ3HÄY�ø
{�

❀ports-mgmt/portaudit portÌ�ñ�ÇjâEÇY�jâE4�FreeBSD Security TeamZports
�|
Ê��{ÇÙ¥Ý9ê.�{�\¯��

❀�
)&~PortauditÇ��D�,Ports Collection�ãÇÕ

# cd /usr/ports/ports-mgmt/portaudit && make install clean

❀ó�ã,Ç¥Çperiodic(8){{�©GRú��Ç1"tPortaudit �êó��{�\��,Ç¥äq�
�½�ây�troot AR{���\���Gh"�|óÖ�ø$�iX���qÍõ{{�ê�

❀�ãqÄ��Ç�®Ê,1/,�Á{×
uÍcjâEÇ?��ø��ã{�GÝ¥Ä?ó{.��

\&ÉÕ

# portaudit -Fda

ÕÕÕ???: �����qperiodic(8)�ÑÌ�ÄÍcjâEÇO$ÇäqY�×
4, {�óY°�4*�¾�É
ñ�

❀ó�[��Ç�*æ�é/,Ports Collection�ã{�®0�GÓä�q��Ç�®ÊÑ,1&~�Á{
×
Õ

# portaudit -a

❀bé?ó&É{�GÝÇPortaudit R	Ä¡��Á{QñÕ

Affected package: cups-base-1.1.22.0_1
Type of problem: cups-base -- HPGL buffer overflow vulnerab ility.
Reference: <http://www.FreeBSD.org/ports/portaudit/4 0a3bca2-6809-11d9-a9e7-0001020eed82.html>

1 problem(s) in your installed packages found.

You are advised to update or deinstall the affected package( s) immediately.
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❀/,6¯ÞÁÉñ{URLÇ�®Ê�êê����Ç&É{��Zfå�YJfå/�ÝiItk/
{FreeBSD PortÇýÇ1ùÙÆ,�Ý9�\Ú·{�5�

❀;
Ó�ÇPortaudit 4�Ç�L{ÓäÇ?�ê{\Portupgrade portu:��H�Ó*�

15.13 FreeBSD ���\\\ÚÚÚ···
*VTom Rhodes.

❀4ÙÇä��¬ÿ¬�{v*ø:�øÇFreeBSDÌ�Y��\Ú·��/�Y¡Ú·Ì��ó#a{�
qÇý.²th�K,V¶���t�\�Gï,?ó�Ø¥�Ò�ý�R�ë��4�\Ú·Ç�[®

�ÇÇ1ù�ø:KV¶{ä�Z½�

15.13.1���\\\ÚÚÚ···���ÞÞÞVVV444������øøø���ÚÚÚ

❀FreeBSD�\Ú·{ø*¡��Á{)¾ÇY�¾�u�freebsd-security-notifications
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-security-notifications)�Gï,�

=================================================== ==========================
FreeBSD-SA-XX:XX.UTIL Security Advisory

The FreeBSD Project

Topic: denial of service due to some problem ➊

Category: core ➋

Module: sys ➌

Announced: 2003-09-23 ➍

Credits: Person ➎

Affects: All releases of FreeBSD ➏

FreeBSD 4-STABLE prior to the correction date
Corrected: 2003-09-23 16:42:59 UTC (RELENG_4, 4.9-PREREL EASE)

2003-09-23 20:08:42 UTC (RELENG_5_1, 5.1-RELEASE-p6)
2003-09-23 20:07:06 UTC (RELENG_5_0, 5.0-RELEASE-p15)
2003-09-23 16:44:58 UTC (RELENG_4_8, 4.8-RELEASE-p8)
2003-09-23 16:47:34 UTC (RELENG_4_7, 4.7-RELEASE-p18)
2003-09-23 16:49:46 UTC (RELENG_4_6, 4.6-RELEASE-p21)
2003-09-23 16:51:24 UTC (RELENG_4_5, 4.5-RELEASE-p33)
2003-09-23 16:52:45 UTC (RELENG_4_4, 4.4-RELEASE-p43)
2003-09-23 16:54:39 UTC (RELENG_4_3, 4.3-RELEASE-p39) ➐

CVE Name: CVE-XXXX-XXXX➑

For general information regarding FreeBSD Security Adviso ries,
including descriptions of the fields above, security branc hes, and the
following sections, please visit
http://www.FreeBSD.org/security/.

I. Background ➒

II. Problem Description (10)
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III. Impact (11)

IV. Workaround (12)

V. Solution (13)

VI. Correction details (14)

VII. References (15)

➊ Topic ()�)�y�Òê¯�t�4���ÇäýÞ4éÄ��{�\¯�ùÙÄõù{Óä{Ãc�

➋ Category (I¡)4�ø:¥Itk/{�GÇY�y,�4core �contrib ÇÝVports ���core

I¡,+�\¦�k/têFreeBSDv*ø:{ìÇXe�G�contrib I¡,+¦�?ó�ìÇí�

ÉFreeBSD Project{�GÇ¾�sendmail�!�4ports ÇÇ,+�¦�k/êPorts Collection¥{ì
Ç�®0�G�

➌ Module (ÜL)�yÉñê�G{ä� �Ç¾�sys�óYÇ¾�¥Ç,1�tsys ÜL4?ó¯�

{ÖO$ÇYÇ&ÉÌk/ìÇó�X¥{�G�

➍ Announced (�Y�-)�y'nê¦�\Ú·��{jâ4����Ú��¯{�Y�Ò�\Lè.²
y"¯�h"?óÇ
V¶.²U�êFreeBSD{ShE�

➎ Credits (*V)�yÉñêÕ?t¯�?ó?ç·Ç{Ç|ÝL��

➏ TheAffects (k/)�)�yÉñêFreeBSD{ýJÇý?óYÇ&É�é��Xu�Ç5@Ik/{
©GÞ�q{ident Qñ,1ÐÏh�©GÇý�é�portsÇÇýRó/var/db/pkg °Á{port{Ö	
�Áïñ��*ø:��¦FreeBSD CVSShE3Z?��èOÇÇi,�4�¯�{�

➐ Corrected (�t�-)�yÉñê�qÇý¥�t¯�{ä��Ï��-Z���

➑ óÚá&ÉjâE(Common Vulnerabilities Database)ø:¥½�{Ç~���&É{)#få�

➒ Background (�bòµ)�y
ØêIk/{�G{*~�õj��Y�\IÌ�Ò���FreeBSD¥
Ý9êÇÇÇ{*~Ç1ùÇ{�JÆ®�

(10)Problem Description (¯�Ãc)�yý��c�\&É{�bû��Y\I��ÌÝi�¯�{S
h#�{-û<YÇ��4YÇ\G�[�êú�?¼~?K
&É{û��

(11)Impact (k/)�yÃcê¯��ê�Ä{k/¡n�¾�Ç,�s�áýqÖÔâÇY!
�Ç��
s�zt§ÿ~�{Y!�

(12)Workaround (aú0�)�yÉñêø:�®Êóö�Ã��ÿø:�,1fR{ø�ué|�YJÆ
O,�Ýi�-!�Ç�dýÍ{!�ÇÝÙÇO£�X,ÃX�[Ç�\X�êú4@Ç�¯�{ø

:��a�KV¶Ç��a�"�Y«aú0��

(13)Solution (�û0�)�y
Øê�[É�¯�{ø:KV¶{0��Y4²,ÅZ�AZèy,{É
ø:KV¶?tÙ�\�Ó*{0��

(14)=Correction Details (�tû�)�y0+êbéCVSI|ÝìÇ�qÇ{�t�n�3��
Øê
�ÇI|Þ#�©G{ÇýR�
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(15)References (©�)�y/�ÌÉñÙÇfå{uÍ�Y,�ÝiURLÇV÷��Gï,1ùcª��

15.14���ÇÇÇ���AAA
Contributed by Tom Rhodes.

❀�Ç�A4�«�®Ê,1&~{Ë�ø:ýÍ&~<Y{CãÇÝiÇ¢I{ÉêýJ~��
Øø

:)@CãÇ?%,1°ût~��q{��Ç×
�

❀hlÇY«)�4/�¼�{�Ç{Pÿ4Ç�I�)�,1·¤²)�ÀBtÔâV��{�/Ö


Yø){b�Ç�4�AÌ�	LÞ{��ÇO
��iõ�c8-u?ûÇ¢�Y��RQ��®Ê�

Z�Z�{�äý{�Ç�A�

15.14.1ééé~~~???¼¼¼~~~���ÇÇÇ���AAA

❀ó&~�Ç�A��Ç���é~Ç��qÄY1Ó*Ç��äq�Á{×
Õ

# touch /var/account/acct

# accton /var/account/acct

# echo ’accounting_enable="YES"’ >> /etc/rc.conf

❀�`é~��Ç�AÒÌ
)Ë�CPU:�jâ�×
Ç���Ä�{�A��X41,Ö{0*�9
{Ç���Ç¢Ç��&~sa(8)YÇÓä��*��ÉñÙÆkjÇ�sa R�~�Ç1I¨�\ �+Æ

¢Ä&~{�-��á{CPUZ~��-Ç1ù²þ{I/Ov*jøÇ���

❀��+��¦¦�ñ{×
{#�fåÇ�a&~lastcomm(1)Óä�lastcomm ×
,1~u�+óì

�ttys(5)Þ{~�fåÇ¾�Õ

# lastcomm ls

trhodes ttyp1

❀RÌ�+ñÄ�.�{trhodes óttyp1 ªàÞ�qls {<Y�

❀Íõ{,~ 1óÉåC~lastcomm(1)�acct(5)Zsa(8)¥�Ä�ë�

÷÷÷ÕÕÕ

1. óFreeBSD¥)ï{~9=
!�X�§,128Ç	n�
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Jails
Æ*Matteo Riondato.

16.1���ccc
❀Y�9R�3�ëFreeBSD jail4��Ç1ù�[&~Ç¢�JailÇ���ú��4échroot¢¢¢¸̧̧{�«
��n�S¬Çé��®Ê
Ó4:��L{ÓäÇ3�ÇÇ{�Jäý~�Çé°ÿ~�
Ó�#h�

~�

❀ÖqY9Ç3Rê�Õ

• jail 4��Ç1ùÇó3�ã{FreeBSD¥Ä��¾{*~�

• �[É��éÄZ*�jail�

• �[,jail �\ÝÌåÞ�q�®{�Jäú�#�

❀ÙÆ�J�ê�3
Ø��jail {�~få{�0¤�Õ

• jail(8)ÉåC~�Y4��jail −~�óFreeBSD¥éÄ�*�Z;�FreeBSD jails−Óä{qr�Ò
V�

• �Gï,ùÙ?l��FreeBSD�Gï,qÖì (http://lists.FreeBSD.org/mailman/listinfo)
Ø{FreeBSD
�Ä¯��Gï, (http://lists.FreeBSD.org/mailman/listinfo/freebsd-questions)ZÙÆ�Gï,{?lÇ.
²Ý9ê�øï��jails{�$�{få�/��Â?lÝ®¯freebsd-questions
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-questions)�Gï,�êÉ3Quiõ�~{få�

16.2¦¦¦Jail ###���{{{���JJJbbbªªª
❀�êÐÏ3ÍP�®�¦jail ��{FreeBSDø:�#Ç1ùÇ¢�[¦FreeBSD{ÙÇ\I#�*~Ç
3a®��ïbªÕ

chroot(8) (×
)

YÇÓä&~FreeBSD{ø:®~chroot(2) FreeBSDu�#�ÇÇ1ù�Ç{Ä�Û	�ÇÄ��t
{Êø9�

chroot(2) (¢¸)

ó�chroot�¥äq{�Ç¢¸�YÝi¡�©Gø:¥{,D\I�,~{~�ù~��ID��d
z=1ùÙÆIPCå��ýÍ�

jail(8) (×
)

~1ójail ¢¸¥äq�Ç{ø:�®Óä�
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©Ì(ø:��Ç�~���)

�ê;�jail ¢¸{ø:�©Ìø:�ê6¯\\,~{mGýÍÇ?�ê;�jail ¢¸�i{�Ç�
©Ìø:¦jail {�1­�K/4Çó©Ìø:¥{§ÿ~��ÇÇ?X4ójail ¥�øIt�øï!
��

hosted (ø:��Ç�~���)

,6¯ýÍIFreeBSD jail!�{�Ç�~�ÝÙÆ"��

16.3���ëëë
❀��ø:�®4�1h

�
|D�{�ÖÇO$|¢
�ê�øï�L{ÓäÇut�®Ê{Ó*

#zÍ�;\�YJ��/�4tø:�ê1Í;\{0*�ã�{�Ç?NÃ¯��Ñ�äÝ�YÙ

¥Ç�õ�®Êæ��ê�ø:th��q�\0Á{{�Ç&Ù�ê~�]t{~EÇ
���\0Á

{Z��

❀FreeBSDø:
Ø{�1~��Õ�\{ÓäÒ4jail�jail 4óFreeBSD 4.X¥�Poul-Henning Kamp
<phk@FreeBSD.org >Z�{ÇÇóFreeBSD 5.X¥��qê�øï��Ç&zÇÄ�ê�Ç�L
�Ù{
ø:�ø��lóéÙ�qÑ�{
�Ç1
°Ù,~u�u�Z�\u�

16.3.1 Jail 444������

❀BSD-¡{v*ø:,4.2BSD
)ý
Øêchroot(8)�chroot(2)Óä�ê�#���Ç{Êø9{ �Ç
,
OÁ�Ç¦ø:¥ÙÆ\I#Å¬{�\¢¸Õóchroot¢¸¥{�ÇÇRÃ�6¯Ùi{©GÝÙÆ
ýÍ�t4��Y«�ÅÇý&ÔâVÔ»êì�Çäq�chroot¢¸{qÖÇ�X�Ô»rÇø
:�chroot(8)é��JX��iõ�ÙuÝ�ì{°ÿÕ�{;\a~
Ó#hP~��iÇóZ�chroot
�'{,Ç¥Ç�²��,�õ!ñchroot¢¸{0�Ç¦�YJ¯�óvc{FreeBSDÇý¥.²�tÇ
biÒ��Çchroot(8)?X4�1~��ûqÖ�\{®.�û0��O$Ç��"��Çc{�ø:u
�ûYJ¯��

❀YÒ4����
�jail !Ì�{ÆO�

❀Jail1õ«0*��ê�:{chroot(2)¢¸�'�ó�:{chroot(2)¢¸¥Ç�!�ê�Ç�ê6¯©G
ø:{ýJ\I�ÙÆ\I{ø:ýÍ(¾�ø:~��tóäq{�ÇÇ1ù�d�ø:)4�chroot�Ç
¦©Ìø:¥{ÙÆ�Çá0{�jail j0êYÇÜnÇÇX�R©Gø:{6¯���Ç
%¤R~
��FreeBSD{�d�ø:Ç1ù�JÙÆø:ýÍ������YJ°û;�1ù®rjail ¢¸6¯�Å
{Íä�{�ëÇ,kD�16.5��

❀jailä�1��1��Õ

• ø9�d−��jail {å���`��êjailÇ�ÇÒXòúã�6¯Y&�d1i{é6��:Þk/
t!ðchroot(2)÷�{�\¯�XÌk/FreeBSD jail�

• ÌåÖ−R~�jail {ÌåÖ�jail Ì�~�?8�dqÖÇO$ó�ÇmailÞ�ê)Õ�Ç�?B{Ì
åÖÇ�êóiLÇÝÞ;�ø:�®Ê{Ó*�

• IP��−YÇ��4�½Éjail {Çójail {	×±Ï�ÑÃ��#�/�jail {IP��4ì�Ç�dz
=Þ{/Ö��ÇbY?X4��{�

• ×
−ï÷ójail ¥�q{,�q©G{qr4»Ö�YÇ×
4#é�jail ¢¸{Êø9{Ç±jail ¢¸
{¡nX3Ç,�Ì�iõX3�ÿ�

384



❀❀169❀Jails

❀øêYJ�iÇjail�,1p���{~�Z��{root ~���lÇY°{root ~�{YÅÌI!

�jail ¢¸Ç?%Ç,©Ìø:{
��uÇjail root ~�?X4�ÇÃÄX�{~��$iÇjail ¥
{root ~�X��qøêÙéajail(8)¢¸�i{ø:¥{�J�Ev*���root ~�{�ÅZ!�Ç

ó�Á{�16.5�¥R�1�ë�

16.4OOOÁÁÁZZZ;;;���jail
❀�Jø:�®Êõ¡RjailI�Ü¡Õ�qr{� jailÇ/�Ý9]t{FreeBSDø:Ç1ù�qÖ�
jailÇÛ~��q�Ç,�&~�Y{a~ÝqÖ�Y�4�«�'Þ{KIÇ?Xk/�[OÁjail {,
Ç�óÉåC~jail(8)¥é�[
Ojail �qê8ß{�cÕ

# setenv D /here/is/the/jail

# mkdir -p $D ➊

# cd /usr/src

# make buildworld ➋

# make installworld DESTDIR=$D ➌

# make distribution DESTDIR=$D ➍

# mount -t devfs devfs $D/dev ➎

➊ ��ZÒ4�jail  
�Ç ��YÇ4»4ó©Ìø:¥jail {Ô® ���«�~{ 

4/usr/jail/ jailnameÇ$ÿjailname4jail {ÌåÖ�/usr/ ©Gø:/�Ì��ê{8-uâ

?jail ©Gø:Çé��qr�{jail 
ÓÇÇ/�Ý9êFreeBSDå��ã{äýø:¥�Ç©G{
�ý�

➋ �*�.²/,&~make world ÝVmake buildworld ­c�H,ê�{userlandÇ�,1!,Y�
Z½?²��{userland�ã�c{jail�

➌ YÇ×
Rójail ø9¥�ãÄ�{,�q©G�<jE1ùÉåC~��

➍ distribution YÇmake targetR�ã\\{�©GÇÝV¦é��ÇÒ4R/usr/src/etc/ ��

tjail ¢¸¥{/etc Õ$D/etc/ �

➎ ójail ¥X4����zdevfs(8)©Gø:�
��0ÁÇ��Ä�{a~Ç�ÑÌ��6¯�è�Ç
÷÷ÇYÌ�Rû�a~Ç�{u�Zø{�;�jail ¥�ê6¯{÷÷:�­�ÇO�Xth{{
�Çi,�ã�ÔâVójail ¥�q�J�?{v*�/,devfs(8)"�{;�Ç,1/,�ÉåC
~devfs(8)Zdevfs.conf(5)�ë{��ø{�u"��

❀�`ãPêjailÇÒ,1&~jail(8)Óäu�ãÇê�jail(8)Óä���Ç��kjÇYJkj
ó�16.3.1�¥�qê�ë�øêY�Çkj�iÇ3¤,1�½�JÙÆkjÇ¾�Ç1�½~�üP
uójail ¥äqÇ����Y°Çcommand kjRû�3æ�OÁ{jail {¡nÖé�������øøø:::Ç,1 

/etc/rc ÇO�ÇÌqÄ]t{FreeBSDø:éÄÄ�{v*�é�qqqÖÖÖ jailÇ�q{×
Rû�Rójail
¥äq{a~Ç��

❀Jail/�aóø:éÄ�éÄÇO$ÇFreeBSDrc å�
Øê�Ji0"{å�u;�YJÓ*�

1. óZs���éÄ{jail ï,aU�rc.conf(5)©GÕ

jail_enable="YES" # �*÷� NO �,+X�ÄéÄ jail
jail_list=" www" # 18ÂIÅ{ jail Ö	ï,

ÕÕÕ???: ójail_list ¥{Ö	¥Ç,1&~	ñZj	Ç
Xa&~ÙÆ	n�
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2. é�jail_list ¥ïñ{jailÇ¤a�½�øïéa{rc.conf(5)÷�Ç~1Ãcä�{jailÕ

jail_ www_rootdir="/usr/jail/www" # jail {Êø9

jail_ www_hostname=" www.example.org" # jail {ÌåÖ

jail_ www_ip="192.168.0.10" # jail { IP ��

jail_ www_devfs_enable="YES" # ó jail ¥�z devfs
jail_ www_devfs_ruleset=" www_ruleset" # ó jail ¥a~{devfs ��ø

å�<Y�Çórc.conf(5)¥{�éÄ{jail Ì�qÙ¥{/etc/rc lýÇ�Ò4�Çå�<Y�Rjail
*���ø:0*uéÄ�é�qÖjailÇ3a�i�½éÄ×
Ç0�4÷�éa
{jail_ jailname_exec_start {��

ÕÕÕ???: �¶ê�\\,~{ 1Ç>kÝÉåC~rc.conf(5)�

❀/etc/rc.d/jail lý�,1~�CÓéÄÝ*�rc.conf ¥{�{jailÕ

# /etc/rc.d/jail start www

# /etc/rc.d/jail stop www

❀ø�Çß���«0�ui�À���jail(8)�Y4O�/�~�t���ø:{×
Çø�ßX�ójail
¥&~�ø�Ç��jail !P{0*Ç4ójail i/,jexec(8)ÓäÇójail ¥�q�ï×
Õ

# sh /etc/rc.shutdown

❀Í��Z{-û�ÒÇ>kDÉåC~jail(8)�

16.5���®®®ZZZ���®®®
❀3,1�jail÷��õX3{ 1Ç?tFreeBSD©Ìø:1X3{0*¦jail b�Ç1|ÑÍ°ÿ/{
a~�Y��R�ëÕ

• �J~��®jail q�Z�\!�{ 1�

• �J,1/,FreeBSD Ports�G�ã{°ÿjail �®a~Ç�ÇYJÇ�,1~�"��Ä{ä�jail {
�û0��

16.5.1 FreeBSD 


ØØØ{{{~~~������®®®jail {{{øøø:::ÓÓÓäää

❀é�jail{{��®ÇäýÞÑ4/,÷�sysctl(8)#ÞuqÄ{�ø:
Øê�Ç�O{sysctl�dÇ\
\#�{ 1þóY&�d¥ÖYÒ4FreeBSD�X{security.jail. *  1�d��Á4¦jail ��{
Ì�sysctlÇ1ùYJ#Þ{å���YJÖ	Ñ�v�4®�Ç�¶ê���Z{-<Ç>kÝÉåC
~jail(8)Zsysctl(8)�

• security.jail.set_hostname_allowed: 1

• security.jail.socket_unixiproute_only: 1
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• security.jail.sysvipc_allowed: 0

• security.jail.enforce_statfs: 2

• security.jail.allow_raw_sockets: 0

• security.jail.chflags_allowed: 0

• security.jail.jailed: 0

❀ø:�®Ê,1ó©©©ÌÌÌøøø:::¥Ç?,÷�YJ#Þ{�uå��root ~���ÝR>!����Õ?{

4ÇìJ!�4X�êR>{�ójail(8)¥{root ~�ÇÃ��ñÝW�©Gø:Ç$iójail ¥{root

~��X��ñÝWñdevfs(8)��ø�{�3Û���ÇÝ�qÙÆ�����Xjâ{�®v*Ç¾�
÷��X{securelevel ���

❀FreeBSD{äýø:Ý9�øï~���ø�ó&~{jail fåÇ1ùz�jail ?�q�®×
Ä�{ä
ýÓä�jls(8)Zjexec(8)×
Ñ4FreeBSDäýø:{�\IÇ?,~��q;\{�ÖÕ

• ïñó~{jail 1ùéa{jail )#(JID)�IP���ÌåÖZ4»�

• ,©Ìø:¥z�tóäq{jailÇ?óÙ¥�q×
Ç1qÄ�øïjail �®�Ö�Yóroot æ��À

���jail �:��~�jexec(8)Óä�,1~�ójail ¥éÄshell1"éÙ�q�®Ö¾�Õ

# jexec 1 tcsh

16.5.2���FreeBSD Ports ���GGG


ØØØ{{{°°°ÿÿÿ���®®®ÓÓÓäää

❀ó¯õ�®0jail�®Óä¥Çsysutils/jailutils 4!qrZP~{�Ç4�øï0"jail(8)�®{
BÓä�>kDÙ�51ê���Z{-<�

16.6 Jail {{{aaa~~~

16.6.1qqqÖÖÖJail

Æ*Daniel Gerzo.

❀Y��Ì�ä�Simon L. Nielsen <simon@FreeBSD.org >{http://simon.nitro.dk/service-jails.html¥{�
4Ç1ù�Ken Tom <locals@gmail.com >Íc{©l�Y��¥Ãcê�[{�FreeBSDø:{jail(8)Õ
��Ù���Ç�\�'�Y\I"½3äqRELENG_6_0ÝÍcÇýÇ?®�ý9��\I{���

16.6.1.1÷÷÷���

❀jail{�ÇÌ�¯�4�[éÇ¢�q�ÿZ�®����Çjail Ñ4,>É�{Çé�\Çjail 
Ó�ÿ
��¤X4ÇiÎ­{¯�ÇO��ÿXÌÔ,f&Ç
é�õÇjail 
ÓÇ�ÿX�ÌQDLÞ�-Ç?
%4�I��{,Ç�

´́́···: YÇ{�,Ç��3éFreeBSD�võ{{�Z&~²è��*YJ,Ç�zÔ,�ìÇ3a�D&~v
;\{ø:Ç¾�sysutils/ezjail ÇÇ
ØêÍ;\{�®FreeBSD jail{0��
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❀äý{.�4ÇóX3{jail ¥¦,�õ�1�\{0*&~á0{ýÍ−&~�Ö{mount_nullfs(8)�
zÇYÌt�ÿ;\�õÇ,
&��ÇqÖOÁX3{jail Y«0�#zÍ�,q��iÇÇ�����
Íø1ù�ÿjail 
ØêÍ�"�{0��

ÕÕÕ???: óY°qÖ{�D¾�ÝiÕHTTPqÖ�DNSqÖ�SMTPqÖ��ÇÃ�$¡�

❀Y��ë{{�{ø{ÝiÕ

• OÁ;\?4�®�{jail �è��Ò4�XXX�����Çjail �qqr{installworldv*�

• &�Íjail Í�4�

• &ÍcÝ�ÿjail Í�4�

• &äq�¾{FreeBSDI|Ä�,��

• é�\{Í �{êFÇ¦,�>èúÔ {,��

• ¦,���8-Zinode�

❀��Á
t{�øÇYÇ÷�ôLÇÝÞ�v�R�P�Ö{ÌÜÆ(known asnullfs)�zt��Çjail
¥Ç?��Çjail {��Ç,ÖU{÷÷�Y«÷÷,14Ô®�c�IKÇÝ1vnode��à{md(4)÷
÷�óYÇ¾�¥Ç·¢R&~,ÖU{nullfs �z�

❀�Á{,¥Ãcê©Gø:ÂÛÕ

• �Çjail �zt/home/j ø9�{�Çø9�

• /home/j/mroot 4�Çjail á~{ÜÆÇé�Ä�{jail 
ÓÑ4�Ö{�

• ó/home/j ø9¥Ç�Çjail ��Çéa{8ø9�

• �Çjail ¥Ñ��Ç/s ø9ÇYÇø9RËztø:¥{,ÖU\I�

• �Çjail aä�/home/j/skel OÁÙ,ÖU8-�

• �Çjailspace (jail¥{,ÖU\I)a
Ot/home/js �

ÕÕÕ???: Y"½Ä�{jailÑ8��/home IK¥�hlÇ3,1Êâ��RYÇ{�����{�[ø�Çbóz

�u{¾�¥Ç�a#a��1#Ä�

16.6.1.2OOOÁÁÁÜÜÜÆÆÆ

❀Y��R�ë
OjailÄ�{�ÖÌÜÆÄ�{Z½�

❀�Äu�Ç3aRø:�ÿt!c{FreeBSD -RELEASEI|Çä�)�>kDýC~{#�9�
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/books/handbook/makeworld.html)�hÍcX,q�Ç���
qÄbuildworld,ÇÇ�iÇ3¤��sysutils/cpdup �GÝ�·¢R&~portsnap(8)Óäu�
ñFreeBSD Ports�G�ó&~C~{Portsnap9�
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/books/handbook/portsnap.html)¥Ç
Øêbéð¦V{�
ë�
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1. D�Ç���R�?8�Ö{FreeBSD�q©G{©Gø:OÁ�Çø9Çzø��FreeBSDÍSh{
ø9Ç?óÙ¥�ãjail ÜÆÕ

# mkdir /home/j /home/j/mroot

# cd /usr/src

# make installworld DESTDIR=/home/j/mroot

2. zøÇï÷�PFreeBSD Ports�GÇ1ù~��qmergemaster{FreeBSDÍShÕ

# cd /home/j/mroot

# mkdir usr/ports

# portsnap -p /home/j/mroot/usr/ports fetch extract

# cpdup /usr/src /home/j/mroot/usr/src

3. 
Oø:¥,ÖU\I{ö%Õ

# mkdir /home/j/skel /home/j/skel/home /home/j/skel/usr-X11R6 /home/j/skel/distfiles

# mv etc /home/j/skel

# mv usr/local /home/j/skel/usr-local

# mv tmp /home/j/skel

# mv var /home/j/skel

# mv root /home/j/skel

4. &~mergemaster�ãb�{{�©G�z�uÇÍømergemaster
O{õ�ø9Õ

# mergemaster -t /home/j/skel/var/tmp/temproot -D /home/j/skel -i

# cd /home/j/skel

# rm -R bin boot lib libexec mnt proc rescue sbin sys usr dev

5. �óÇR,ÖU©Gø:Ëzt�Ö©Gø:¥�>hâ3ós/ ø9¥OÁê7h{nRËz��*

��OÁø9ÝOÁ{ �XthÇ,�Ìs��ã�½�

# cd /home/j/mroot

# mkdir s

# ln -s s/etc etc

# ln -s s/home home

# ln -s s/root root

# ln -s ../s/usr-local usr/local

# ln -s ../s/usr-X11R6 usr/X11R6

# ln -s ../../s/distfiles usr/ports/distfiles

# ln -s s/tmp tmp

# ln -s s/var var

6. !�Ç
O�Çå�{Ý9�ï{�{/home/j/skel/etc/make.conf Õ

WRKDIRPREFIX?= /s/portbuild

{�WRKDIRPREFIX&zó�Çjail ¥I/�HFreeBSDÄ�,��>Õ?portsø94�Öø:{�\
I�
�¾{WRKDIRPREFIX�&zÉ�,Çz1ójail ¥{,ÖU\IqÄ�

16.6.1.3OOOÁÁÁJail

❀�ó·¢.²�êqr{FreeBSD jailÜÆÇ,1ó/etc/rc.conf ¥�ã?{�Ç¢ê�YÇ¾�¥Ü

+êOÁ3ÇjailÕ�NS���MAIL�Z�WWW��

1. ó/etc/fstab ©G¥���ï{�Ç1"tø:�Ä�zjail {�ÖÜÆZÖU8-Õ

/home/j/mroot /home/j/ns nullfs ro 0 0
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/home/j/mroot /home/j/mail nullfs ro 0 0
/home/j/mroot /home/j/www nullfs ro 0 0
/home/js/ns /home/j/ns/s nullfs rw 0 0
/home/js/mail /home/j/mail/s nullfs rw 0 0
/home/js/www /home/j/www/s nullfs rw 0 0

ÕÕÕ???: ·Ã�'R(pass number)�0{IKXÌóéÄ�&~fsck(8)�q5�Ç
Ý?�'R(dump
number)�0{IK�XÌódump(8)�÷P�·¢Xæ�fsck 5�nullfs �zÇÝtdump ÷Pjail¥{�
Önullfs�z�YÒ4���ó�Çfstab �ø{!�Üï4�0 0�{ÆO�

2. ó/etc/rc.conf ¥{�jailÕ

jail_enable="YES"
jail_set_hostname_allow="NO"
jail_list="ns mail www"
jail_ns_hostname="ns.example.org"
jail_ns_ip="192.168.3.17"
jail_ns_rootdir="/usr/home/j/ns"
jail_ns_devfs_enable="YES"
jail_mail_hostname="mail.example.org"
jail_mail_ip="192.168.3.18"
jail_mail_rootdir="/usr/home/j/mail"
jail_mail_devfs_enable="YES"
jail_www_hostname="www.example.org"
jail_www_ip="62.123.43.14"
jail_www_rootdir="/usr/home/j/www"
jail_www_devfs_enable="YES"

´́́···: a²jail_ name_rootdir #Þ÷�Ä/usr/home 
X4/home {ÆO4/home ø9óå��ã

{FreeBSDÞ4�5/usr/home {�ÇnRËz�
jail_ name_rootdir #Þ��4�ÇXXXÝ9nRËz

{4»Çd�jailRáýéÄ�,1&~realpath(1)Óäuû½Y�#Þaú�£�Ç��ø{��Í-û{
få>kÝ�\Ú·FreeBSD-SA-07:01.jail

3. ��Çjail 
OÄ�{�Ö©Gø:�z�Õ

# mkdir /home/j/ns /home/j/mail /home/j/www

4. ójail ¥�ã,ÖU{ÜÆ�Õ?3��&~sysutils/cpdup ÇÇ�êÐÏ3hâ�Çø9Ñ4th

���{Õ

# mkdir /home/js

# cpdup /home/j/skel /home/js/ns

# cpdup /home/j/skel /home/js/mail

# cpdup /home/j/skel /home/js/www

5. YøÇÒqÄêjail {�*Ç,1äqê�D��jail �z©Gø:Çl�&~/etc/rc.d/jail lýu

éÄÇ¢Õ

# mount -a

# /etc/rc.d/jail start

❀�ójaila�ÒéÄåuê��5�Ç¢4däqt�Ç,1&~jls(8)×
�Ç{Qña�¡�YøÕ
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# jls

JID IP Address Hostname Path
3 192.168.3.17 ns.example.org /home/j/ns
2 192.168.3.18 mail.example.org /home/j/mail
1 62.123.43.14 www.example.org /home/j/www

❀Y�ÇÒ,1~�jail?��~�Z{�qÖê�JID ïÉñêtóäq{jail {)#�R�3,1&~�
Á{×
uóJID �R�3{jail ¥�q�®�ÖÕ

# jexec 3 tcsh

16.6.1.4���ÿÿÿ

❀��Ç���\¯�ÇÝc�Õ��~ÇÌæ�Rø:�ÿt�ÇcÇý{FreeBSD�Y«�ã0*{÷
�&z�ÿ��jail #zi�4��iÇÇ��!L!Ý�>B*å�-ÇO�jail �ó!��/b���
���iÇÇ�
Øê;\{ÃRt��Çý{0��

1. ��Z4�/�{0��ÿÌå{ø:�zøÇó/home/j/mroot2 ¥OÁ�Çc{ø�ÜÆÕ

# mkdir /home/j/mroot2

# cd /usr/src

# make installworld DESTDIR=/home/j/mroot2

# cd /home/j/mroot2

# cpdup /usr/src usr/src

# mkdir s

óäqinstallworld �Ì
O�JX��{ø9ÇaRÇ¢ÍøÕ

# chflags -R 0 var

# rm -R etc var root usr/local tmp

2. ­OtÌø:¥{,ÖUnRËzÕ

# ln -s s/etc etc

# ln -s s/root root

# ln -s s/home home

# ln -s ../s/usr-local usr/local

# ln -s ../s/usr-X11R6 usr/X11R6

# ln -s s/tmp tmp

# ln -s s/var var

3. �ó4����jail êÕ

# /etc/rc.d/jail stop

4. W�Æ�{©Gø:Õ

# umount /home/j/ns/s

# umount /home/j/ns

# umount /home/j/mail/s

# umount /home/j/mail

# umount /home/j/www/s

# umount /home/j/www

ÕÕÕ???: ,ÖU{©Gø:(/s )Ìó�Öø:���zÇO$aD�Wñ�
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5. R��{�Ö©Gø:I�Ç¦Äc{ø:�Yø)�3�â�ê��ø:{÷PÇ,
,1óñ�¯
��,¥Á��Y°·¢Êâcø:{
O�-u×Ö�$i·¢²��{FreeBSD Ports�G�z#
Ätc{©Gø:¥Ç1���c8-ZinodeÕ

# cd /home/j

# mv mroot mroot.20060601

# mv mroot2 mroot

# mv mroot.20060601/usr/ports mroot/usr

6. �óc{�ÖÜÆÒ,1~êÇ��{/<4­c�z©Gø:?éÄjailsÕ

# mount -a

# /etc/rc.d/jail start

❀!�~jls(8)5�jail éÄ4dt��X���ójail ¥äqmergemaster�{�©GZrc.dlýó�ÿ�a
�qÍc�
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������666¯̄̄;;;���
Æ*Tom Rhodes.

17.1������
❀FreeBSD 5.XóPOSIX.1ez�{äúÞZ�êTrustedBSD1ø
Ø{c{�\uj0�c�\å�¥!
­�{ÜÇÇ4©Gø:6¯;�ï,(ACL)Z��6¯;�(MAC) å����6¯;�ã��ñc{6
¯;�ÜLÇ?�$"�c{�\|QÇÙ¥�\I��ÇiB{ø:�ø
Øâ�?���½{qÖÇ

ÙÆ{�éÄ�{Ì�Z0�
Ø\Á{)ü*�\â��½B¥����{\IÍ���/"Ç;�{

"���®ÊZø:*ñÇ
X4�Ì6¯;�(DAC, FreeBSD¥{)ï©G1ùSystem V IPCY!)�ø
4�L~�?Ñ�q{�

❀ý9Rø¥Yc��6¯;�U%(MACU%)1ù��~1"�õ«�\|Q{�G*{�\|QÜ
L�

❀ÝÖý9��Ç3Rê�Õ

• ø�FreeBSD¥ä�ýJMAC�\|QÜLÇ1ù¦�#�{å��

• MAC�\|QÜLR"�[«|QÇ1ù)ü*¦:)ü*|Q�-{�I�

• �[°H�{�ø:
&Ù&~MAC U%�

• �[{�MACU%Ä
Ø{X3{�\|QÜL�

• �[~MACU%èOÍ��\{¢¸Ç?Þ¾�Ò�

• �[�AMAC{�1hâthèOêU%�

❀ÝÖý9��Ç3a�Õ

• ê�UNIX ZFreeBSD{äú(�49)�

• Yç�X{�/�H(�99){äú�

• é�\ùÙ�[¦FreeBSD#{\�Jê�Ö(�159)�

´́́···: éý9få{Xh&~,�s�´�ø:6¯YÇíD~�ÇÝVÃ�6¯X11
Ø{�u�Í­�{
4ÇMACX�~�´�â��Çø:�MACU%�~������\|QÖ�*��H\{�\�¾1ù½Ï
{�\5�Çø:R{ÏXÌýé�\�

$i¤��Õ?{4Çý9¥ÄÝ9{¾���4¾��·¢?XOFó�Ç	�~ø:Þ�qYJ�/{÷

��"�È«�\|QÜL����{�D¦�AÇO��J?Xq\®�Ä�å��[Ó*{|Ç,�Ì��

��érÇø:¥iõ{©GÝø9�q­c{��

393



❀❀179❀��6¯;�

17.1.1���õõõùùù{{{������

❀ý9:�ê¦MACU%��{Ãõ0Á{�\¯�Ö
c{MAC �\|QÜL{
�Ä*�XÌõ
ù�MACU%¥ÄÝ9{�\I�\|QÜLÇä��J~��AùcÜL
�{�½auÇÙ¥Ý
imac_test(4)�mac_stub(4)1ùmac_none(4)���YJ�\|QÜLùÙ
Ø{¯õå�{-ûfåÇ>
kÝÉåC~¥{���

17.2ýýý999ñññ���{{{­­­���bbbªªª
❀óÝÖý9��Ç�J�Ebª���:Çæ���$·8,�ñ�{&ÞÇ?�½ó©¥écbª�

cfå�q	m{�ë�

• KKK---(compartment)Õ(HÕÕKKK---Y�bªÇó�J©�¥�Á)¡/(category)�$iÇóÙÇ�J H
©�¥Ç�bª� H��6!��)���ú�IÝÅ¬{Ç�ZjâÇÙ¥Ç~�úÒh��£ê6
¯�½ø:�G{Y!�3�ÇK-��ê,HI�Ç¾�Ó*��\ �1øÇÝ���,1/,&

~K-u"�need-to-know�\|Q�

• °°°yyy   """(high water mark)Õ°y "|Q4�«ã�
°�\ÿ/Ç1Ï6¯Í°ÿ/{få{�\|
Q�óõj<Y�Çh�Ç�e�Ç�ÌÃtÆ�{�\ÿ/�ø�ÇFreeBSD MACU%ß�
ØYø
{|QÇóY°�ëÙ½BÌ�4æ�É3�Çqr{�'�

• qqqrrruuu(integrity)Õ*��Ç�E�'Çqru4jâ,fu{�«ÇÝ�¥jâ{qru
°Ç�jâ
{,fu#a
°�

• )))üüü(label)Õ)ü4�«,a~�©G�ø9Ýø:ÙÆ0�{�\auÇÇ�,1ú��4�«å·u
\A�h�Ç©Gú�1)ü�ÇÙ)üÌÃcY�©G{�\kjÇ?�ã�p�#��\u÷�{

©G�~��ýÍ�6¯�©G�)ü�{:Bù�:Rû�#a{|Q{�ÕìJ|QÌR)üh*

éì�0�{qruZâ·u{,cÇ
ÙÇ�J|Q�Ì~)üâ?6¯���

• ÇÇÇÝÝÝ(level)Õéì«�\au��Ý:¦{÷½�¥ÇÝ��ÇÙ�\u�#a���

• ���yyy   """(low water mark)Õ�y "|Qã�\��\ÿ/Ç16¯�\uv�{få�õj<Y�Ç
ó�Ç�e�Ç�ÌÃtÆ�{�\ÿ/�ø�óFreeBSD¥��"�Y��\|Q{4mac_lomac(4)�

• õõõ­­­)))üüü(multilabel)Õmultilabel au4�Ç©Gø: 1�� 1,ó\~�Ü*�/,tunefs(8)Ç
��q÷��,1óZs�&~{fstab(5)©G¥Ç�,ó
Oc©Gø:��q{��� 1Rã��
®ÊéX30��1X3{MAC )ü�� 1�7~�|Ñ)ü{�\|QÜL�

• 000���(object)Õ0�Ýø:0�4�«"�Çfå±ÌÌÌ���{s5ó0��\�Ä�0�Ýiø9�©G�
Kã��+ì�Ec�?ûì��?ûì�K\åùÙÇjâ?û/Ý#÷÷�äýÞÇ0�Ò4�jâ
�ìÝø:ýÍ�é000���{6¯"�Þ?�øéjâ{6¯�

• |||QQQ(policy)Õ��~1�½�[HÄø){���|||QQQ�Ä~1Ãc�[é�½0��qv*�ý9R
ó���\\\|||QQQ{)æ�ÿX|||QQQÇ��~1;�jâZfå�?�½Ù6¯V{��ÇÒ4Ù¥�¾�

• ÏÏÏ¡¡¡uuu(sensitivity)Õ/�óÿXMLS�&~�Ï¡uÇÝ�ú~uÃcjâa��[�{­�Ýå·�
¥Ï¡uÇÝ��Ç�â·{­�uÝjâ{å·u#a���

• \\\���)))üüü(single label)ÕrÇ©Gø:&~�Ç)üéjâ�"�6¯;�Çw)\�)ü�h©Gø:
&~$÷��ÇýÃX[�hõ­)ü 1�ú÷½�ÇÄ�©GÑR$E#3)ü÷½�

• ÌÌÌ���(subject)ÕÌ�Ò4ZåfåóÜÇ000���-�Ä{�?ÙÄ"�Ç��~�Ç~��Ç(HÕÕÆ©
�processor)Çø:�Ç��óFreeBSD¥ÇÌ����4S,~�Ù×óì��Ç¥{�Ç"Ç�
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17.3������MAC {{{���ÒÒÒ
❀ó=ºêÄ�cbª��Ç·¢,r�Þu�DMAC4�[��ø:�\u{�MAC U%
Ø{¯õ�
\|QÜL,1~uâ��dù©Gø:Ç�,1¢�~�6¯ìJ�½{à=��z	ùÙÇ0��R

|QÜL�\ó�å1èO�Çp�õ�'�\u{¢¸Ç��4Ù!�{&~0*ÇY,1/,�'u

�ñõÇ�\|QÜLu"��óõ�'�\¢¸¥Çõ­|QÜL,1�H�;��\uÇY��¦�

�n(hardening)|QÇý�«/����ø:¥~��½ø{{Ã£{|Q4X3{�#���Çõ­|
Q{��X�4��ø:�®Ê�Ï÷�PkjÇ�õ­©Gø:�\)���� ~�{�d6¯Y!

���

❀¦f~U%0*"�{�ÏH*#�ÇYJX��ÿ4�X�w{�¾�Çtø:ä���½{�� 

��{|Q{�ÅÇ�Ï�\�u�
=�
>èéÃ~|Q{|ÑÇX�,1
°ø:{r�u�Ç


%
ØêÍ�Ù{ 
8-�P{"�0�¥a��Dtr�{�\u�FÇ?�H�¼~U%Ä
Ø{

¯õ�\|QÜL�

❀Yø�Ç&~MAC�u{ø:Ç�è�âyXã�~��?Í��\auÖÄ�{~�"~Óä�Ç�
1ùlýÇ��óÄ �\|QÜL
Ø{6¯��{Õe�Ó*Ö?%ø:�®Êa=ºMAC 6¯��
{�#;�Y�

❀ûe 
th{�\|QÜL4ø:�®ÊÛ�{�	�ìJ¢¸����!��d{6¯;�YÇó

Y«<Y�Ç&~mac_portacl(4)�mac_ifoff(4)��mac_biba(4)�\|QÜLÑÌ4XF{
)ÖóÙÆ<
Y�Çø:0�����ÎÂ{å·uÇ4mac_bsdextended(4)Zmac_mls(4)Yø{�\|QÜLÒ4�$

÷�

❀é�\|QÜL{û½,�â�d{��qÇ�����½{~�ba�úã�&~�ssh(1)
Ø{Ç�
16¯�dÝ�É�Çmac_portacl(4)�\|QÜLa�Ä�Y«<Y�{ 
�bé©Gø:��*J�
��Ú4��½{~�Ýk�uh½ìJø9{6¯Y!Ç3Ý4R�½0�÷�â·1!�~�Ý�G

6¯�½©GÚ

❀ó©Gø:{¾�¥Ç��6¯0�{Y!éìJ~�4â·{ÇbéÙÆ�X4���Ç�ÇjL{


�LèÇ��ÌúIÄ�õ��|�Ä{B�ÇA 1ø¥{
�|Ê,�Xúã�6¯B1ø
�|Ê

*{0�Çb3�Æ¢¤��6¯�C1ø
�|Ê
*{0�ÇYtn\Þc<o�&~�MAC U%

Ø{X3|QÇ~�Ò,1úIÄY«B�Çl�ú�£7hK­{6¯YÇ�$Ç·¢ÒX~Zef

åZ&{¯�ê�

❀O$Ç��«�\|QÜLÑ�Ùÿ®ø:r��\¯�{Õ�0��é�\|QÜL{ 
aóé�

\|Qý�YD{äú�Þ�q�iõ<Y�Çr��\|Q��­c�t?óø:Þ"��®�MAC U
%
Ø{X3�\|QÜLÌÐÏ�®ÊÒÙÁø{<o 
!�{|QÜL�

❀FreeBSD{å��X?XÝ9MAC U% 1ÇO$Çó�A&~ý9¥{¾�Ýfå��Ç3a���
1��X 1Õ

options MAC

❀$iÇ�X¤��­c�H?%­c�ã�

BBBeee: ¦���MAC{�õÉåC~¥Ñ�ÒÇ¢,1ú�Ht�X¥ÇbéYJ|QÜL{&~�,�s�Ã
�ø:{�dùÙÆÕ��&~MACÒ4&~3Û��øÇO$���Be3�Rø:q\Ã��ó&~MAC
�Ça��D4d�êÃRt��{{�ÇóÏÇ�q{�Ía�õBe�
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17.4®®®���MAC )))üüü
❀MAC)ü4�«�\auÇÇ,1úa~�rÇø:¥{Ì�Z0��

❀{�)ü�Ç~����êh#®�ÙÄ�q{v*�0�Ää�{auRû�ú�ñ{|QÜLÇX

3|QÜL�:Ùau{0*��/iL���b�®�ÝÃ�ê�Ù-Éø
s�{{�XhÇÌZå

?.Xt{Ç��4XÑ�t{ø:I��

❀0�Þ{�\)ü4��\|QÜLû½{�\6¯;�{�\I�óìJ|QÜL¥Ç)üýüÄÝ

9{Ä�få�1&Ù*ñû|Ç
óÙÇ�J�\|QÜL¥Ç)ü�,�ú*��ÇjL���ø{

�\I�qÿ®�

❀Þ¾u�Çó©GÞ÷½biba/low )üÇ?�ø$)üÄaBiba|QÜLÇÙ���low��

❀ìJóFreeBSD¥|Ñ)ü�u{|QÌ
Ø®Ç½½B{)üÇI/4low�highùequal)ü�¦�Y
J)üóX3�\|QÜL¥Ìé6¯;�fRX3D�Çb���4,12½{Ç�Ò4low)ü,+!
�!Ý{÷½Çequal)üÌRÌ�Ý0�÷½�ú¢~{ÝXIk/{Çhigh)ü�Ìa~BibaùMLS
�\|QÜL¥ã�{!°ÿ/{÷½�

❀ó\�)ü©Gø:{¢¸¥Ç3�0�Þ�Ìa~�Ç)üÇ�4Ç��6¯Y!Rúa~�rÇø

:ÇY�4iõ¢¸Ä\\��{���Ja~�µ¥Ç·¢��Rõ­)üa~�©Gø:{0�ÝÌ

�Ç�$�uÇÒ��&~tunefs(8){multilabel  1�

❀ó&~BibaZMLS�,1{�j�)üÇ1)+Iÿ;�¥{�ÿÇÝ�j�{ÇÝ,1~u�IÝR
få��I¡Ç,
�ã�3ÇÝÝÍ°ÇÝ{�éÙ�q6¯�

❀õj<Y�Ç�®ÊR�érÇ©Gø:÷½\�)ü�

❀���������ÇÇÇYYY���åååuuuiii444DAC¼¼¼bbb···������MAC hhh"""���RRR;;;���YYY���£££êêê���®®®ÊÊÊ��� $é��l4th{�ó
ì«ÇÝÞÇroot 4"�;�{~�ÇÆ{��\|QÜL1&~�¢úI{t7h{¡//6¯levels
¥��Çiõ�\|QÜL3ø,1!�root ~��é�0�{äý;�,�Ì�8Ék�Çbroot ~�

±�,1BøÝÍ�YJ÷½�YÒ4�BibaùMLSYø�J�\|QÜLÄÝ9{hierarchal/clearanceÜ
n�

17.4.1{{{���)))üüü

❀"�ÞÇ��)ü*�\|QÜL{�{È«¯�Ñ4~äúø:�G"�{�YJ×
�0�ZÌ�

{�1ù{�{"�Zèy
Øê�Ç;"{z=�

❀Ä�{{�Ña�/,setfmac(8)ùsetpmac(8)�G"��setfmac ×
4~uéø:0�÷�MAC )ü
{Ç
setpmac �4~uéø:Ì�÷�)ü{�¾�Õ

# setfmac biba/high test

❀¥1Þ×
X�	FØ�Ì�z(Ã×

+nÇ��h�	FØ�ÇYJ×
bÌÉñ
+ÇY

Zchmod(1)Zchown(8)×
¡��ìJ<Y�Ç1Þ×
�	{FØ,�4Permission denied Ç�Äó

I!0�Þ÷�Ý��÷��Ì�	$FØ�1ø:�®Ê,&~1�×
�û$¯�Õ

# setfmac biba/high test

Permission denied

# setpmac biba/low setfmac biba/high test

# getfmac test

test: biba/high
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❀�ÞÄ+Ç/,setpmac éú®~{�Ç�£X3{)üÇ1���\|QÜL{÷��getpmac �G

/�~�h�äq{�ÇÇ�sendmailÕ¦�Ù&~�Ç�Ru�S×
ÇÙ\ö4#3{��*~�A
CéÙÃ�6¯{©G�qv*ÇÊâÄ�ñ{�\|QÜL{��Ç<jmac_set_link RÌÉ

ñOperation not permitted {FØ
+�

17.4.1.1���ÄÄÄ)))üüü¡¡¡nnn

❀mac_biba(4)�mac_mls(4)ùmac_lomac(4)|QÜL
Øê÷½;\)ü{Õ�ÇÙ�a�4high�equal
ùlow���1�4éYJ)üÕ�{;\ÃcÕ

• low )üú��4Ì�Ý0�Ää�{!��'{)ü÷½�éÌ�Ý0�f~$÷½ÇR��Ù6¯

)ü�high{0�ÝÌ��

• equal )ü��ú~�Xæ�I|Q;�{0�Þ�

• high )üé0�ÝÌ�f~,�{!°÷½�

❀���Ç|QÜLÇ�«÷½ÑÌ�	X3{få��
�ÝÖÉåC~¥#�{9�R��Z�ÒY

J�Ä)ü{�{���

17.4.1.1.1)ü°ÿ{�

❀��Ä+Ç~��v0*: K-+K- (comparison:compartment+compartment ){)ü�ÿjÕ

biba/10:2+3+6(5:2+3-20:2+3+4+5+6)

❀Ù9B�Õ

❀�Biba|Q)ü�/��ÿ10�Õ�K-2�3ù6�Õ(��ÿ5 ...�)

❀ý¾¥Ç��Ç�ÿRú��4��HK-�{��H�ÿ�Ç��Ç�ÿ4�ÿ�ÿÇ!��Ç�4

°ÿ�ÿ�Lõj{�¥?X&~YJ÷�Ç"�ÞÇÇ¢4�Í°ÿ{{�ï÷{�

❀h²Ç¢a~óø:0�Þ�Ç���h�{�ÿ/K-ÇO�Ç¢'n,1"�6¯;�{ø:¥,~
{)�Ç1ù�dz=�

❀�ÿZK-Ç,1~uó�éÌ�Z0��-OÁ�«Á��|{(dominance)�{�øÇY«�ø,�
4Ì�|{0�Ç0�|{Ì�Ç�X|{Ý�#|{���#|{�Y«<YÌóÜÇ)ü#���

	���Biba{få��uÇ3,1÷��øïK-Ç�need to know�ÇY,��	�1ø�-Ç
0�
��Ùéa{K-�~�,1&~su Zsetpmac uRÆ¢{Y!��ZûIÇ1"ó��!�{K-°6

¯0��

17.4.1.2~~~���ZZZ)))üüü÷÷÷���

❀~�ýü���÷�)üÇ1&Ù©GZ�Ç�êth�¦ø:Þ½B{�\|Q�ÄÇY4/,&~

~9Iÿó©Glogin.conf ¥{�{��Ç&~)ü{|QÜLÑÌ�q~�Iÿ÷½�

❀1�4�Ç&~Ä�|QÜL{¾�Õ

default:\
:copyright=/etc/COPYRIGHT:\
:welcome=/etc/motd:\
:setenv=MAIL=/var/mail/$,BLOCKSIZE=K:\
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:path=~/bin:/sbin:/bin:/usr/sbin:/usr/bin:/usr/loca l/sbin:/usr/local/bin:\
:manpath=/usr/share/man /usr/local/man:\
:nologin=/usr/sbin/nologin:\
:cputime=1h30m:\
:datasize=8M:\
:vmemoryuse=100M:\
:stacksize=2M:\
:memorylocked=4M:\
:memoryuse=8M:\
:filesize=8M:\
:coredumpsize=8M:\
:openfiles=24:\
:maxproc=32:\
:priority=0:\
:requirehome:\
:passwordtime=91d:\
:umask=022:\
:ignoretime@:\
:label=partition/13,mls/5,biba/10(5-15),lomac/10[2] :

❀label  1~1÷½~�Iÿå�)üÇ�)üR�MAC �q�~�ýXÌúã�Í���ÇO$Ù,
~�{
��X4, {�hlÇó]"<Y{{�¥Ç�®ÊXÌæ�é~Ä�|QÜL�·¢OF3

ó"�1Þ{���ÝÖý9{Ù�\I�

ÕÕÕ???: ~���ÌóD'~9�Í�Ù)üÇ¦��$ÇY��4|Q{Ì
Û!u�ÞÁ{¾�·ªBiba|
QÇ�Ç{!Bqru4�5Ç!Lqru�15Çå�%�H{)ü�10��ÇR110{qruäq��Ùû½
Í�)üÇY,�4��~�&~êsetpmac×
(�v*Ró~9�úBiba!�ó�½~�)���)�

❀óÄ�<Y�Ç��login.conf ��ÇÑ��&~cap_mkdb ­�H~9IÿcapabilityjâEÇYóz
�u{¾�ZÿX¥ÒÌ�Ä���

❀iõ5�,�p�jø,
{~���X3{~�IÿÇÕ?tY�4L��C{�ý�u�Ò4��

/�)P��ÇO��®åu,��Ih
�

❀óFreeBSD1�{Çý¥ÇRÝ9�«R~�nót)ü{c0*Ç¦��$ÇY��tFreeBSD 5.3�
�{ìÇ�-b�"��

17.4.1.3���dddzzz===ZZZ)))üüü÷÷÷½½½

❀�,1ó�dz=Þ{�)üÇ1;��ñ�d{jâ��óÄ�<Y�Ç|QÑÌ17a0�{0*

ä*�¾�Çóbiba ¥÷��°{~�ÇÒX�6¯)���{�dz=�

❀maclabel ,1*�ifconfig {kj~�÷��dz={MAC )ü�¾�Õ

# ifconfig bge0 maclabel biba/equal

❀Róbge(4)z=Þ÷�biba/equal {MAC )ü�h&~¡�biba/high(low-high) Yø{)ü�Çr

Ç)üa&~ZRiåuÖd�R�	FØ�
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❀��Ç|Ñ)ü{|QÜLÑ
Øê~�ó�dz=Þ¢~�MAC )ü{ø:;�#Þ�R)ü÷�
�equal {H*¦$¡��>kDsysctl {Qñ�|QÜL{ÉåC~ÇÝý9z�u{��Ç1ê�Í

��Z{-<�

17.4.2~~~\\\���)))üüü¤¤¤444õõõ­­­)))üüüÚÚÚ

❀å�<Y�Çø:f~{4singlelabel  1�bYé�®Ê?�ø���ÚÜ«|Q�-?óiõ{

X3�ÿÇÇ¢óø:�\Ün{�Ùu0ÁÇ
ØêX3{ 
�

❀singlelabel �ã�ó�ÇÌ�Ý0�Þ&~�Ç)üÇ�biba/high �Y\�ê�®{
=Çb�3

�\�ê|Ñ)ü{|Q{�Ùu��õ�®Ê,�Íæ�ó�\|Q¥&~multilabel �

❀multilabel  1ã���ÇÌ�Ý0�p�È�ÕÁ{MAC )üÇå*~¦)ï{��ã�rÇIK
Þ&~�Ç{singlelabel  1¡��multilabel Zsingle )ü 1��é"�ê)üÕ�{�J|

QÇ�Biba�Lomac�MLS1ùSEBSDb�?B�

❀iõ<Y�4X��÷�multilabel {��D�ï<oZ�\ÜnÕ

• &~êMAC1ù�õ×\|Q{FreeBSD web-qÖì�

• YÑåìÞ{rÇø:¥����Ç)üÇýbiba/high �$ÿ{©Gø:?X��multilabel  1Ç

O��H{label���Ç�

• O�YÑåìR*�WebqÖì&~ÇO$a�1biba/low äqWebqÖÇ1Úý5ÞU�Biba|Q1
ùÇ�[ä*Róã�£1ÿXÇO$Ç�*3¡ú�Á{�Ò
1®�{�Ç>��ÝÖ�Á{�

�ÇòÃuÝÖYJ��ÒÌ�v�8ß{�#ê�qÖì,1&~÷��biba/low {\Õ{IKÇ~

�âÑÙäq¢¸{çÕ�YÇ¾�¥¤�Qê�õ��Ç¾�Ç�[�jâ{�6¯!��kj{�

Z~�{÷�ÖÇ�4��c{��
Ø�Ç;\{¾��

❀�*K®&~:)ü*|QÇÒX��multilabel  1ê�YJ|QÝiseeotheruids �portacl

Zpartition �

❀��Ç��Õ?{/<4ÇóIKÞ&~multilabel ?OÁä�multilabel ,�Ì
°ø:�®{


=ÇO�©Gø:¥{Ä�0�Ñ���½)ü�YÝiéø9�©GÇ��÷÷���

❀z�u{×
Ró��&~õÇ)ü{©Gø:Þ÷�multilabel �Y�v*��ó\~�Ü*�q

ÄÕ

# tunefs -l enable /

❀b¦KX���${��

ÕÕÕ???: ìJ~�,�ÌóÊIKÞ{�multilabel )��±th
��*�	Yø{<YÇ>��ý9

{�17.17��

399



❀❀179❀��6¯;�

17.5���������\\\{{{���
❀ó"�c�b�ÇD��q��Ñ4:�P{ó��óYã�-Ç�®Ê�ÄÑa��q\Á{�

��ÇY�èaÝi�ïO£Õ

• 0�"�{���GÖ

• 0�"�{ø)Ö

❀Ò"�MAC
ÓÇYÝiÕ

• �[óø)ø:ÞéfåZýÍ�qI¡�

• ��!�ý¡fåÝýÍ{6¯Ç1ùaf~[«!��

• ��&~ýJMACÜLuqÄYJø)�

❀¦�­c{�?��ø:ýÍZ�\{�4,q{Çb�IrÇø:?��¸?{©GZ~�AR?X

4�G4
4Þ{/<����Ï�qÄÃ¯�%�H{,fø:"��///���éf~MAC {,fø:Ç1
ùÙ{�)Aäq�I�CÇO�Yé"�{Ä½��­��zG±{�{�MAC /�4s��½{á
Ê�

❀X3{¢¸,�Ì�X3{�F�OÁõ�'
q÷{�\{�Ç,1>èø:t*äÝ��Ä��{

�®�3ø�Çz�u{9�R�ë�®Ê�ê&~{È«X3{ÜLÖÃcÇ¢{&~Z{�Öø$�

i¤��J��Ç¢!7\{<µ{�ë�¾�ÇwebqÖì,�æ�&~mac_biba(4)
Zmac_bsdextended(4)|QÇ
ÙÆ<Y�Ç¾��ÑåìÞ��èÞ{ý�~��Çmac_partition(4)�4
XF{ 
�

17.6ÜÜÜLLL{{{���
❀óMACU%¥{�ÇÜLÇÑ,14�c�øË���XÇÝ*�äq��XÜL�ñ�M?{~�Ç
4/,ó/boot/loader.conf ��7h{÷�Ç1"óø:éÄ�{ð)�v*,Ç¥�ñYJÜL�

❀z�u{�JB�ÇRÿX�õMACÜLÇ?;\�ëÇ¢{Õ��$iÇY�9¤R�ë�Jä�¢
¸¥{~¾�ìJÜL|Ñ�«Á�)ü(labeling){~�ÇÇ,1/,&~¡��ã�)YÇ
Xã�)
�Ç�{)üu"�6¯;��)ü{�©G,1;�ã�{©G6¯0*��d/µÇ1ù�õÙÆY

!�ó���¥Ç·¢.²0+ê©Gø:¥�[/,multilabel )�ué~ä�©GÝIK{6¯;�

{0��

❀\)ü{�órÇø:¥����Ç)ü{!�ÇY�4tunefs  1���4multilabel {ÆO�

17.7 MAC seeotheruids ÜÜÜLLL

❀ÜLÖÕmac_seeotheruids.ko

❀éa{�X{�Õoptions MAC_SEEOTHERUIDS

❀Zs 1Õmac_seeotheruids_load="YES"

❀mac_seeotheruids(4)ÜLÜ5?j0êsecurity.bsd.see_other_uids

Zsecurity.bsd.see_other_gids sysctl #Þ�Y�ÜL?X��½�{�)üÇÇ�ê?Ò�¦ÙÆ

ÜLN3Ó*�

400



❀❀179❀��6¯;�

❀�ñÜL��Ç�ïsysctl #Þ,1~u;�ÙÕ�Õ

• security.mac.seeotheruids.enabled Ré~ÜL{Õ�Ç?&~å�{{��YJå�÷�R��

~��tÙÆ~�{�ÇZsocket�

• security.mac.seeotheruids.specificgid_enabled Rã��½{�,Y�|Q¥ZÁ��RìJ�

\øóY�|Q�iÇ,1~security.mac.seeotheruids.specificgid= XXX sysctl #Þ��c¾�

¥ÇXXX a�¦�æ�XI!{�ID{j�o*�

• security.mac.seeotheruids.primarygroup_enabled ,1~uR�½{Ì��\øó|Q�i�&

~Y�#Þ�ÇX�3�÷�security.mac.seeotheruids.specificgid_enabled �

17.8 MAC bsdextended ÜÜÜLLL

❀ÜLÖÕmac_bsdextended.ko

❀éa{�X{�Õoptions MAC_BSDEXTENDED

❀Zs 1Õmac_bsdextended_load="YES"

❀mac_bsdextended(4)ÜL�ê��©Gø:3Û�|Q�Y�ÜL{|Q
Øê)ï©Gø:Y!Ün{
�«j0Ç&z�®Ê�êOÁ�«¡�3Û�{��øÇ1©Gø:�'�è¥{â�©G�"~Ç

�Ç1ùø9�ó�A6¯©Gø:0��ÇÌ(»��,Ç��It�{{��ÇÝtH,��Y�q

�,1/,��sysctl(8)kjÇsecurity.mac.bsdextended.firstmatch_enabledu�q÷��¦FreeBSD¥{Ù
Æ3Û�÷�¡�Ç�,1O�Ç©Gu{�6¯;�|QÇ?/,rc.conf(5)#Þ{{�óø:Zs��
ñÇ�

❀��,,1/,Óäugidfw(8)ÓäuQ�ÇÙª�¡�ipfw(8)�$i¤,1/,&~libugidfw(3)Eu

�ÙÆ{Óä�

❀h&~Y�ÜLÜL�aôÙBeÖXth{&~Rs�©Gø:{ìJ\IÃ�6¯�

17.8.1¾¾¾���

❀ó�ñêmac_bsdextended(4)ÜL��Ç�ï×
,1~uïñh�{��{�Õ

# ugidfw list

0 slots, 0 rules

❀�æ�{�øÇø�¤��½B�[���Y?�ø�#Ñ¤,16¯��
O�Ç��Ä�~�Ç


âÑroot XIk/{��Ç��äq�Á{×
Õ

# ugidfw add subject not uid root new object not uid root mode n

❀Yýü,�4�Çiü³{Ì?ÇO�ÇÌ��Ä�~��qýY!;\{×
Ç¾�ls �Í���e

{��,�4Õ

# ugidfw set 2 subject uid user1 object uid user2 mode n

# ugidfw set 3 subject uid user1 object gid user2 mode n

❀YR���[user1 éuser2{Ìø9{\\6¯ÇÝiø9ï,�

❀user1 ,1~not uid user2S��YR3ø{��6¯;�"�óÄ�~�Ç
X4\Ç~�Þ�
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ÕÕÕ???: root ~�XÌItYJ#Ä{k/�

❀·¢.²Éñêmac_bsdextended(4)ÜL�[ÐÏ��©Gø:{L��ë��ê�Í��Z{fåÇ>
kDmac_bsdextended(4)Zugidfw(8)ÉåC~�

17.9 MAC ifoff ÜÜÜLLL
❀ÜLÖÕmac_ifoff.ko

❀éa{�X{�Õoptions MAC_IFOFF

❀Zs 1Õmac_ifoff_load="YES"

❀mac_ifoff(4)ÜLq\4�êÁý¢��dz=Ç1ù��óø:ðé�é~�dz=
÷�{�ÇX�
�òø:¥{��[)üÇ�X�v�ÙÆMAC ÜL�

❀ýLõj�uÑ,1/,®r�Á{sysctl u�1;��

• security.mac.ifoff.lo_enabled ,+é~/¢~¢Ãz=(lo(4))Þ{\\�Þ�

• security.mac.ifoff.bpfrecv_enabled ,+é~/¢~K.¼Ý,Hì(bpf(4))z=Þ{\\�Þ�

• security.mac.ifoff.other_enabled RóÄ�ÙÆz=é~/¢~�d�

❀!��~{mac_ifoff(4)~���4óXã�Zs,Ç¥ñ��d�Þ{¢¸¥)@�d���ÇOF{
~�4ÞU�Ç&~security/aide {lýÇ1"�Ä�óIâ�{ø9¥��c{Ý��,{©G�#

ä�d�

17.10 MAC portacl ÜÜÜLLL
❀ÜLÖÕmac_portacl.ko

❀éa{�X{�ÕMAC_PORTACL

❀Zs 1Õmac_portacl_load="YES"

❀mac_portacl(4)ÜL,1~u/,�øïsysctl #Þu!�Ô½ý�{TCPZUDPà=�ý�
Þmac_portacl(4)&z:-root ~��êÔ½tÇÄ�½{�Yà=Ç�Ò4�J�RB�1024{à=�

❀ó�ñ��ÇYÇÜLRóÄ�{socketÞé~MAC|Q�,1®r�ï�J{�Õ

• security.mac.portacl.enabled Rq\é~/¢~|Q�

• security.mac.portacl.port_high R÷��mac_portacl(4)Äâ�{!°à=R�

• security.mac.portacl.suser_exempt �*÷��:��Ç,+Rroot ~�\øó|Q�i�

• security.mac.portacl.rules R�½"�{mac_portacl|QÖ>kD�©�

❀"�{mac_portacl |QÇ4ósecurity.mac.portacl.rules sysctlÄ�½{�Ç�ïo*{	n
�Õrule[,rule,...] Ù¥,1Éñ�?õÇ�����Ç��{o*Ñ

4Õidtype:id:protocol:port �Y°{idtypekj,14uid Ýgid ÇI/,+Ridkj�:�~�id
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Ý�id�protocolkj,1~uh½æ�a~tTCPÝUDPNFÞÇ0�4²Y�kj÷��tcp

Ýudp�!�{portkj�ÉñêÄ�½{~�Ý��êÔ½{à=R�

ÕÕÕ???: ����øÌ�z��X�1�:ÇO$��1j	o*,+~�ID��IDÇ1ùà=�kj�¦Ó�Ç3
X�&~~���ÇÝà=qÖ{Ö	u�½Ç¢�

❀å�<Y�Çó¡-UNIX ø:¥Ç�RB�1024{à=����Y�Ç&~ÝÔ½Ç�Ò4�J1root

üPäq{�Ç��êtmac_portacl(4)�êã�:�Y�ÇÔ½��1024{à=ÇÒ��D�¢~)ï
{UNIX !��Y,1/,²sysctl(8)#Þnet.inet.ip.portrange.reservedlow

Znet.inet.ip.portrange.reservedhigh ÷��0u"��

❀>kD�Á{¾�ÇÝmac_portacl(4)ÉåC~¥{�ÒÇ1ê���Z{få�

17.10.1¾¾¾���

❀�Á{¾�ÍP�0+ê�ÁÿX{��Õ

# sysctl security.mac.portacl.port_high=1023

# sysctl net.inet.ip.portrange.reservedlow=0 net.inet.ip.portrange.reservedhigh=0

❀D�·¢��÷�&mac_portacl(4)�®)ï{�Yà=Ç?¢~Ê/{UNIX Ô½!��

# sysctl security.mac.portacl.suser_exempt=1

❀3{root ~�XaO$|Q
�V�YÇ�O$>²security.mac.portacl.suser_exempt ÷���

Ç:�{���ó3.²ÄÕ�{�ê�mac_portacl(4)ÜLÇ?&Ùå�¦¡-UNIX ø:�øäqê�

# sysctl security.mac.portacl.rules=uid:80:tcp:80

❀ã�UID�80{~�(t�<Y�Ça�4www~�)Ô½t80à=�Yøwww~�Ò�êäqwebqÖ
ìÇ
X��&~root Y!ê�

# sysctl security.mac.portacl.rules=uid:1001:tcp:110,uid:1001:tcp:995

❀ã�UID�1001{~�Ô½TCPà=110 (�pop3�)Z995 (�pop3s�)�Yø~�Ò�êéÄzIu�
t110Z995{Ëz>F{qÖê�

17.11 MAC partition ( IIIKKK)ÜÜÜLLL
❀ÜLÖÕmac_partition.ko

❀éa{�X{�Õoptions MAC_PARTITION

❀Zs 1Õmac_partition_load="YES"

❀mac_partition(4)|QR²�Çä�ÙMAC )ü8t�½{�partitions� (IK)¥�Y4�«�O¡n
{jail(8)ÇbéÜV�q�v?BXL�

❀YÇÜLa�tloader.conf(5)©G¥Ç1"óéÄ,Ç¥é~YJ���
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❀ýLõjY�|Q{{�4/,setpmac(8)ÓäuqÄ{ÇÇRó�Á�ë�YÇ|Q,1&~�Á
{sysctl Õ

• security.mac.partition.enabled Ré~��{MAC �Çpartitions�

❀hé~êYÇ���Ç~�R���tÆ¢��{Ç1ùÙÆ¦Æ¢3ÿ�Çpartition{�ÇÇ
X�&
~�êÖ,partition{Óä�¾�Çinsecure class¥{~�ÇÒÃ�&~top ×
Ç1ùÙÆ���	c

�Ç{Óä�

❀�÷�ÝÍøpartition)ü¥{ÓäÇ��&~setpmac Õ

# setpmac partition/13 top

❀YR²top ×
��tinsecure class¥{~�{)üø�Õ?ÇÄ��insecure class¥{~��	{
�ÇÇ�lÌ�ópartition/13 )ü¥�

17.11.1¾¾¾���

❀�Á{×
R�+partition)ü1ù�Çï,Õ

# ps Zax

❀z�u{YÇ×
Rã���ÙÆ~�{�Çpartition)üÇ1ù�Ç~�tóäq{�ÇÕ

# ps -ZU trhodes

ÕÕÕ???: ø:�ñêmac_seeotheruids(4)|QÇd�~�Ò�Xtroot {)ü�

❀:�CÓ�{"�Ç,�Ìó/etc/rc.conf ¥¢~Ä�{qÖÇ?~lýu�X3{)üuéÄÇ¢�

ÕÕÕ???: �Á{�Ç|Q|Ñä�ÄÉñ{®«)ü{qru÷½�YJ 1ÇË3Ç¢{!�ÇóÜL{ÉåC~
¥�qê��Z�ë�

17.12 MAC õõõÿÿÿ(Multi-Level) ���\\\ÜÜÜLLL
❀ÜLÖÕmac_mls.ko

❀éa{�X{�Õoptions MAC_MLS

❀Zs 1Õmac_mls_load="YES"

❀mac_mls(4)|QÇ/,ÎÂ;�få�5u;�ø:¥Ì�Z0�{6¯�

❀óMLS¢¸¥Ç��,(clearance)�ÿ/Ìó��ÇÌ�Ý0�)üÞ�q÷�ÇË3éa{K-���
YJ?ÒÝÝÏ¡Ý,1��úõÇ�'ÇO$���ÇÌ�Ý0��q{�R4�Gt�[ø:�®Ê

Ñ¡t>�{�Ö�Äs{4ÇYÇ|Q¥.²Ý9ê®Ç�Áý,~{�)ü�
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❀YJ)ü4mls/low �mls/equal 1ùmls/high ���YJ)ü.²óÉåC~¥�qê�ëÇY°�

Éñ;�{�ÒÕ

• mls/low )üÝ9ê!�{�Ç,
ã�ÙÆ0�|{Ç��[)��mls/low {0�R4�?ÒÝ

{Ç,
Xã�6¯Í°ÿ/{få�$iÇYÇ)ü���p�v°?ÒÝ{0�5ÙU�Ý��f

å�

• mls/equal )üa8tXæ�&~Y�|Q{0�Þ�

• mls/high )ü4ã�{!°ÿ/?ÒÝ��½êYÇ)ü{0�R|{ø:¥{ÙÆ0�Öb4ÇÇ¢

RXã�5v�ÿ/{0�Z3få�

❀MLS
ØêÕ

• 
Øê�J:�'I¡{�'�\ÜnÖ

• û½��ÕXã�5ÞÖÇXã�5�U(Ì�,1ÖR3ÿÝv�ÿ/{0�ÇbX�ÖR°ÿ/{�
¡��ÇÌ�,153ÿÝv°ÿUÇ
X�5�U)Ö

• â·(3�X7h{jâ?3)Ö

• ø:÷�{äú��Ç4óõÇÏ¡ÿ/�-?q�ÿ®jâ(
XZ3³·{Zå·{få)�

❀�ïsysctl ,1~u{��OqÖZz=Õ

• security.mac.mls.enabled ~ué~/¢~MLS|Q�

• security.mac.mls.ptys_equal RÄ�{pty(4)÷÷)��mls/equal �

• security.mac.mls.revocation_enabled ,1~uó)üÝ�v�grade�²=0�6¯Y�

• security.mac.mls.max_compartments ,1~u÷�0�{!LK-�'ÖäýÞÇY�Ò4ø:¥

Äã�{!LK-j�

❀��®MLS)üÇ,1&~setfmac(8)×
��ó0�Þ�½)üÇ��&~�Á{×
Õ

# setfmac mls/5 test

❀�c×
~�Rz©Gtest Þ{MLS)üÕ

# getfmac test

❀1Þ4é�MLS|Q
ØÕ�{�����«)�4ó/etc ¥OÁ�ÇÌ|Q©GÇ?óÙ¥�½MLS
|QfåÇ*�setfmac ×
{Q��Y«0�ÇRóÙÆ|Q���q�ë�

17.12.1������WWW���ÏÏÏ¡¡¡uuu

❀/,&~õÿ�\|QÜLÇ�®Ê,1���[;�Ï¡få{�5�å�<Y�Ç��Ùå�{¢

�5ÞÖ1ù5�U{u�Çø:Ìå�RÄ�0���v�{çÕ�YøÇÄ�{0�Ñ,16¯Ç


�®Ê�,1ó{�~ãzz��q
°få{Ï¡ÝYø{���

❀øê�Á�ë{®«äý)ü 1�iÇ�®Ê¤,1Êâ��R~�Z~���qI�Ç1��Ç¢

�-{få���J|¢�vYç{få!�#ÎÇ�å·�³·Ç1ùý·,10"3®�Y��'��

®Ê�,1;\�Êâ1øÿ/OX3{I��ÃXf~[«I¡0�Çó"�!�u{|Q��ÇÑ�

�D�.P�[�q���
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❀YÇ�\|QÜL!�n{~¾4��ÛÖ{webqÖìÇÙÞ{©GqÖâ?Ú�{­�få1ù��
åè{<Y�é���Ü®Ç~�{Ç|Ó*5
ÓÇ�,�X�7~�

17.13 MAC Biba ÜÜÜLLL
❀ÜLÖÕmac_biba.ko

❀éa{�X{�Õoptions MAC_BIBA

❀Zs 1Õmac_biba_load="YES"

❀mac_biba(4)ÜLR�ñMAC Biba|Q�YÇ|Q¦MLS|Q:�¡�Ç�4få�{���J#'{
�0�/¢��ÇYÒ43�Ï¡få5��BÇ
MLS|Q�43�Ï¡få{5Þ�BÖO
ÇY�
�{�õ��Ñ,13�a~�Ü«|Q�

❀óBiba¢¸¥Ç�integrity� (qru))üÇR÷�ó��ÇÌ�Ý0�Þ�YJ)ü4�L�'ÿ/O
Á{��*0�ÝÌ�{ÿ/ú
�ÇÙqru�±�
��

❀ú|Ñ{)ü4biba/low Çbiba/equal 1ùbiba/high Ö�:��Õ

• biba/low )ü40�ÝÌ�Ä�p�{!�qruÿ/�ó0�ÝÌ�Þ÷�ÇÇR��ÙóÍ°ÿ/

0�ÝÌ�éÙ�q{Uv*Ç¯lÖ�úã��

• biba/equal )ü�aó�Jæ�\øó|Q�i{0�Þ÷��

• biba/high ã�5v�)ü{0�ÞUÇbXã�Ö�J0��M?ó�J,�k/rÇø:qru{

0�Þ÷�YÇ)ü�

❀Biba
ØêÕ

• �'*{qruÿ/Ç?
Øê��:�'*{qruI¡Ö

• û½��ÕXã�5ÞUÇXã�5�Ö(¦MLS#')�Ì�,1óÇ��Zv�{ÿ/UÇbX�5
Í°ÿ/"�Uv*�¡��ÇÌ��,1ÖóÙ��{ÇÝÍ°ÿ/{0�ÇbX�ÖRv�ÿ/{

0�Ö

• qru(3�éjâ�qXth{��)Ö

• qruÿ/(
X4MLS{Ï¡Ýÿ/)�

❀�ïsysctl ,1~���Biba|Q�

• security.mac.biba.enabled ,1~uóåìÞé~/¢~4d"�Biba|Q�

• security.mac.biba.ptys_equal ,1~uópty(4)÷÷Þ¢~Biba|Q�

• security.mac.biba.revocation_enabled Ró|{Ì��	#����²=é0�{6¯Y�

❀�v*ø:0�Þ{Biba|QÇ��&~setfmac Zgetfmac ×
Õ

# setfmac biba/low test

# getfmac test

test: biba/low
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17.13.1������WWW���qqqrrruuu

❀¦Ï¡uX3Çqru4�hâXIf0X�éfå�q4��YÝiêóÌ�Z0��-��{f

å�Y�êhâ~�������6¯��Æ¢{få�

❀mac_biba(4)�\|QÜLã��®Ê�½~��ê�tZ�q{©GZÇ�Ç?hâYJ©G�ê�ø
:ù~�Ý~��Äf�Ç
½IÙÆ�S�

❀ó!ð{��~ãÇ�®Ê��)PR~�IÄX3{�ÿ�ÿ/ZK­{ï÷�óéÄ��ÇÝij

â1ùÇ�Z&~Óäó�{0�Ç~�ÑÌÃ�6¯��`é~êYÇ|QÜLÇø:Rå�&~°ÿ

/{)üÇ
�I~�ÿ/Z�ÿ{Ó*�b��®Êu�q{��¦�Á�ë{ÿ/!�X3ÇP{�

�0�,�¤Ýitopic�¾�Ç�ã�
�|Ê��ShE�&~ÍSh�HìÇ1ùÙÆ
�ÓäÇ

ÙÆ~��I�ÙÆ¡/Ç��A|Ê�÷�|ÊÇ1ùÊ/~�ÇYJ~�,��p�ÖYJýî{Y

!�

❀/,Ù�l{�\;�Çqruÿ/v�{Ì�ÇÒÌÃ�5qruÿ/°{Ì��qUv*Ö
qr

uÿ/v°{Ì�Ç�X�
�ÝÖv�qruÿ/{0��/,R0�{)ü÷�!�ÿÇ,1��Ä

�Ì�éÙ�q{6¯v*�Y��\|QÜL½Ï{a~�\ÝiI!{webqÖì�
�Z�AåÇ
1ùÍShE�
é�Ç|ªà�*�4�ì{�®åÇ1ù�d3Û�
ÓÇÇ{~ÿÒXLê�

17.14 MAC LOMAC ÜÜÜLLL
❀ÜLÖÕmac_lomac.ko

❀éa{�X{�Õoptions MAC_LOMAC

❀Zs 1Õmac_lomac_load="YES"

❀ZMAC Biba|QX3Çmac_lomac(4)|Q�ã�ó\�êqruÿ/��Çbã�óX» qru��
{�
�6¯v�qruÿ/{0��

❀MACÇý{Low-watermarkqru|QXa¦v�{lomac(4)"�#×@Çøê&~rÄ{)üu|ÑÌ
�/,yÏÿ/K-\ÿ�iÇÙÓ*0*¦BibaL�#��Y�'�{K-1[auxgrade] {o*ñ��

h�½Ý9yÏÿ/{lomac|Q�ÇÙo*a¡��Õlomac/10[2] Y°j	�(2)Ò4yÏÿ/�

❀MAC LOMAC |Q�v�ø:0�Þ?óÊ7{)üÇYøÒã�Ì�,v�qruÿ/{0�ÖRÇ
?éÌ�{)ü\ÿÇ13�Ùó��U°qruÿ/{0��YÒ4�ÁÿX{[auxgrade]  1ÇO$

YÇ|Q�ê
ØÍL{/�uÇ
Ä��{ð){����Bibaè�

17.14.1¾¾¾���

❀¦BibaZMLS|Q¡�Ösetfmac Zsetpmac Óä,1~uóø:0�Þ8�)üÕ

# setfmac /usr/home/trhodes lomac/high[low]

# getfmac /usr/home/trhodes lomac/high[low]

❀Õ?ÇY°{yÏÿ/4lowÇY��u��MAC LOMAC |Q
Ø�

407



❀❀179❀��6¯;�

17.15 MAC Jail ¥¥¥{{{Nagios
❀�ÁÉñê/,õ«MACÜLÇ?th�{�|Qu"��\¢¸{¾��Y�4�Ç�AÇO$Xa
ú�*�0��{�û�w���"��Ç|QÇ
�QÇX��û�[¯�Ç?,�ó	�¢¸¥�	

ï
u{�*�

❀ó
)YJv*��Ç��ó��Ç©Gø:Þ÷�multilabel  1ÇYJv*óY�9
){\I�

qê�ë�XqÄYJv*ÇRs�FØ{�*�D�Ç>h�.²�ã

ênet-mngt/nagios-plugins �net-mngt/nagios ÇZwww/apache13 YJportsÇ?éÙ�qê{�Ç%
äÝt��

17.15.1


OOO���ÇÇÇinsecure ( XXX���\\\)~~~���Class

❀D�4ó/etc/login.conf ©G¥���Çc{~�classÕ

insecure:\
:copyright=/etc/COPYRIGHT:\
:welcome=/etc/motd:\
:setenv=MAIL=/var/mail/$,BLOCKSIZE=K:\
:path=~/bin:/sbin:/bin:/usr/sbin:/usr/bin:/usr/loca l/sbin:/usr/local/bin
:manpath=/usr/share/man /usr/local/man:\
:nologin=/usr/sbin/nologin:\
:cputime=1h30m:\
:datasize=8M:\
:vmemoryuse=100M:\
:stacksize=2M:\
:memorylocked=4M:\
:memoryuse=8M:\
:filesize=8M:\
:coredumpsize=8M:\
:openfiles=24:\
:maxproc=32:\
:priority=0:\
:requirehome:\
:passwordtime=91d:\
:umask=022:\
:ignoretime@:\
:label=biba/10(10-10):

❀?ódefault~�class¥��Õ

:label=biba/high:

❀�`qÄÞcv*ÇÒ��äq�Á{×
u­OjâEÕ

# cap_mkdb /etc/login.conf

17.15.2ZZZsss{{{���

❀�óö�¤X�­céÄÇ·¢¤��ó/boot/loader.conf ¥���Á�qÇ1"tÜL±ø:ð)

��3�ñÕ
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mac_biba_load="YES"
mac_seeotheruids_load="YES"

17.15.3{{{���~~~���

❀&~�Á{×
Rroot ÷�a�å�{classÕ

# pw usermod root -L default

❀Ä�:root Ýø:{~�Ç�ó���Ç~9class�~9class4��{Çd�YJ~�Rú¢�&~¡
�vi(1)Yø{×
��Á{sh lýa�qÄYÇÓ*Õ

# for x in ‘awk -F: ’($3 >= 1001) && ($3 != 65534) { print $1 }’ \

/etc/passwd‘; do pw usermod $x -L default; done;

❀Rnagios ZwwwYÜÇ~���X�\classÕ

# pw usermod nagios -L insecure

# pw usermod www -L insecure

17.15.4


OOOÞÞÞ���©©©©©©GGG

❀z�u��
O�ÇÞ�©©GÖ3,1²�Á{"¾8t/etc/policy.contexts ¥�

# This is the default BIBA policy for this system.

# System:
/var/run biba/equal
/var/run/ * biba/equal

/dev biba/equal
/dev/ * biba/equal

/var biba/equal
/var/spool biba/equal
/var/spool/ * biba/equal

/var/log biba/equal
/var/log/ * biba/equal

/tmp biba/equal
/tmp/ * biba/equal
/var/tmp biba/equal
/var/tmp/ * biba/equal

/var/spool/mqueue biba/equal
/var/spool/clientmqueue biba/equal

# For Nagios:
/usr/local/etc/nagios
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/usr/local/etc/nagios/ * biba/10

/var/spool/nagios biba/10
/var/spool/nagios/ * biba/10

# For apache
/usr/local/etc/apache biba/10
/usr/local/etc/apache/ * biba/10

❀YÇ|Q/,ófå�Þ÷�!�u���\�óYÇ{�¥ÇÝiroot ZÙÆ~�ó�{~�ÇÑX

ã�6¯Nagios�*�Nagios�\I{{�©GZ�ÇÇÑ4q\ÕÁ{Ç�Á�jailed�

❀z�u,1~�Á{×
RÙÖ�ø:Õ

# setfsmac -ef /etc/policy.contexts /

# setfsmac -ef /etc/policy.contexts /

ÕÕÕ???: ±¢¸X3�c{©Gø:YÛ,�Ì�ÄX3ÖX,ÃX�[ÇÑ��ó�Ç©Gø:ÞäqÇ�

❀ó/etc/mac.conf ©G¥{mainB����q�Á{��Õ

default_labels file ?biba
default_labels ifnet ?biba
default_labels process ?biba
default_labels socket ?biba

17.15.5ééé~~~���ddd

❀ó/boot/loader.conf ¥���ï��Õ

security.mac.biba.trust_all_interfaces=1

❀R�c����rc.conf ¥{�dz={���*ÌInternet{�4/,DHCPqÄ{Ç���ó�'ø
:éÄ��CÓ�q¡�{{�Õ

maclabel biba/equal

17.15.6���AAA{{{���

❀D��h�webqÖ1ùNagiosXÌ±ø:{ð)�Z­é,Ç
�ÄéÄ�ó$��Ç>ó$h
�root ~�X�6¯Nagios{�ø9¥{�[©G�*root �êó/var/spool/nagios ¥äqls(1)Ç�
,+{��Ø��*{�th{�Ç3ÌBt���permission denied�FØfå�

❀�*�#t�ÇNagios�ApacheÇ1ùSendmailÒ,1�L7a�\|Q{0*éÄê��Á{×
R
qÄ$Ó*Õ

# cd /etc/mail && make stop && \

setpmac biba/equal make start && setpmac biba/10\(10-10\) apachectl start && \

setpmac biba/10\(10-10\) /usr/local/etc/rc.d/nagios.sh forcestart
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❀ò'5�4d�#t���*X4{�Ç>5���©GZFØfå�$iÇ¤,1~sysctl(8)uø�¢
~mac_biba(4)�\|QÜL{��D�Ç?6���ø�q{�ZéÄqÖ�

ÕÕÕ???: root ~�,18eL_����\��D�Ç?�ö{�©G��Á{×
,1é�\|Q�q\ÿÇ?

éÄ�Çc{shellÕ

# setpmac biba/10 csh

���Y«<Y�	ÇÒ��{�login.conf(5)¥�,{×
)�ê��*setpmac(8)�A�q§Ö�,)�{
×
Ç�Ì(Ã�ÇFØÇ
X4�q×
�óYÇ¾�¥Ç,1²root÷�biba/high(high-high) �

17.16 User Lock Down
❀YÇ¾�bé{4�Ç#évB{?ûø:ÇÙ~�jè�Ê��~��êóÙÞ~9Çøê?ûjâ

�iÇ¤,16¯�JÙÆýÍ�

❀óYÇ�µ¥Çmac_bsdextended(4),1¦mac_seeotheruids(4)??Ç1Ht¢�6¯:GYýÍÇ3�
[uÙÆ~�{�Ç{ø{�

❀D�Çó/boot/loader.conf ¥��Õ

mac_seeotheruids_load="YES"

❀±�Ç,1/,�crc.conf#Þué~mac_bsdextended(4)�\|QÜLÕ

ugidfw_enable="YES"

❀å���â?ó/etc/rc.bsdextended ¥Ç?óø:ð)���ñÖb4ÇÙ¥{å�1,����q

�J�Ä�O�YÑåì��ÜzêGY{~�
ØqÖÇO$øê!�Ü1�iÇÙÇ��ÑaâÑÕ

:{çÕ�YÜ1��Rå����ña�~�{ø:0��

❀óYÑåìÞ����{~�?­céÄ�ñ��A{ø{Ç>óÜÇ;�ÑÞI/1X3{~�üP

~9�äqps aux ×
u��4d��tÙÆ~�{�Ç�$iÇóÙÆ~�{Ìø9¥äqls(1)×
Ç
�*{�thÇ�YÇ×
Ì�½�

❀X��A1root ~�{üP�q�AÇø:3.²��ê�½{sysctl u��§ÿ~�{6¯�

ÕÕÕ???: ó��c~��ÇÆ¢{mac_bsdextended(4)��XÌ�Äñ�ó��ø,¥��·¤Íc��øÇ��
;\�&~kldunload(8)Zkldload(8)ÓäuWñ?­c�ñ�\|QÜL�

17.17 MAC UUU%%%{{{ùùùFFF\\\øøø
❀ó
�,Ç¥Ç��J~�ç·êt�{��ñ�{¯��Ù¥{�J¯���Ä+Õ
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17.17.1ÃÃÃ���óóó/ÞÞÞééé~~~multilabel   111

❀multilabel )�óÊ(/ )IKÞ��âÑé~çÕ¼

❀�åu�Ê�Ç~�¥Ò��Ç±tYø{¯�ÇhlÇó·¢{ð){�,Ç¥�ñ�,Yø{¯

��Í��Z{
�&z·#fYÇÄ¢{�bug�4��©l¥Xh#{ÃcÇÝéÙ�	{Ø��Ä
{�ÃXÇ4O���Z�{Ç�Á{Z½a��ê�û$¯�Õ

1. �ö/etc/fstab ?RÊIK÷��roÇ,+�Ö�

2. ­céÄ?��\~�Ü*�

3. ó/ Þäqtunefs -l enable

4. ­céÄ?��t�{Ü*�

5. äqmount -urw / ?²/etc/fstab ¥{ro �ÃrwÇl�ò'­céÄ�

6. ò'5�u�mount {QñÇ.h�Ê©Gø:Þth�÷�êmultilabel �

17.17.2óóóMAC ������ÃÃÃ���éééÄÄÄX11êêê

❀ó&~MACOÁ�\{¢¸��ÇÒÃ�éÄX ê¼

❀Y,�4��MAC partition |QÇÝVéìÇMAC )ü|Q�qêFØ{{�s�{��®AYÇ
¯�Ç>�AÕ

1. 5�FØfåÖ�*~�4óinsecure class¥Ç�partition |QÒ,�s�¯���AR~�

{class­c��default classÇ?&~cap_mkdb ×
­OjâE��*YÃ��û¯�Ç�����

Z�

2. �û5�)ü|Q�h�bé�¯�{~�{|Q4th{Ç�/4X11a~Ç1ù/dev 1�

3. �*YJÑÃ��û¯�ÇRñF>åZé3{¢¸{ÃcÇ��tTrustedBSD
(http://www.TrustedBSD.org)�5Þ{TrustedBSDÿX�Gï,ÇÝVFreeBSD�Ä¯��Gï,
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-questions)�Gï,�

17.17.3 Error: _secure_path(3) cannot stat .login_conf

❀h·AC,root ~�#¦tÙ3¥{ÙÆ~��Çñ�êFØ
+_secure_path: unable to state

.login_conf �

❀YÇ
+/�ó~�p�°�ÇR�Ä�{�Ç~�{)ü÷½�ñ��¾�Ç�*ø:Þ{�Ç~

�joe p�å�{biba/low )üÇ
root ~�p�biba/high ÇÇ�ÒX���joe {Ìø9ÇÃXroot

4d&~êsu uÄ�joe �Y«<Y�ÇBibaqruÜnÇÒXÌã�root ��óv�qruÿ/¥{0

��

17.17.4 root~~~���ÖÖÖúúú»»»   êêê¼¼¼

❀óÊ/Ü*Ç��4\~�Ü*¥Çroot Xú#/�whoami ×
(Ãê0 (�)
su �
+who are

you?�t��	ê��Ú
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❀)ü|Qú¢~,�Ìs�Yø{¯�ÇÃX4/,sysctl(8)Ý4Wñê|QÜL��*K®¢~|QÇ
ÝVø�¢~ÇÇ�~9u�jâE��­c{�ÇóÙ¥Íølabel  1��û5�login.conf 1hâ

Ä�{label  1Ñ.²ÍøÇl�&~cap_mkdb ×
u­OjâE�

❀Y«<Y�,�ó/,|Qu!�6¯master.passwd ©GÝéa{�ÇjâE��	�YÌ�4��

�®Ê��Iì�label!�{©GÇ
¦ø:ÿ{/~|Q�	êàB�Y�Ç~�fåR�ø:�zÖ
RÇ
ó©G�Ëêc{label���Ìáý6¯�$�Ç��&~sysctl(8)¢~Y�|QÇ�#ÒÌÁ�
t�ê�

÷÷÷ÕÕÕ

1. ÙÇ<Y��s�X3{�q�½�¾�Ç©G,�?XÄa��A­)ü�©G{~�Ç0�,�X
?óÝø4�Ö{�©G{ì�au��Ç{ì�auÝc{�½B)ü�{ì�auÇR&��*|

QXã��Ç­)ü©G�¾�Õ�qru{~�AC��°qru©G{)üÇÝV�qru{~�

ACR�qru©G{)ü��°qru)ü�
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���\\\///GGG������
Æ*Tom RhodesZRobert Watson.

18.1���ccc
❀FreeBSD¥Ý9êé�ûÂÝ�\/G��{|Ñ�/G���ê|Ñ,"{�ûÂÝ%,{�{Çé�
È¡¦�\��{ø:/GÇÝi~9�{�#ÍÇ1ù©GZ�d6¯�{���9�YJ���9é

�ótóäq{ø:Þ"�);��)5�Z/�IÛÑ�I­��FreeBSD"�êSunÄ�Y{BSM API
Z©GÂ*Ç?%¦Sun{SolarisZApple{Mac OS X��"�/��

❀Y�9{­�4�ãZ{�/G���Ç�ëê/G|QÇ?
Øê�Ç��{{�¾��

❀ÖqY9Ç3Rê�Õ

• /G��4��Ç1ùÇ�[Ó*�

• �[óFreeBSDÞ�~�Z�Ç{�/G���

• �[&~���9!�Z��Óäué���9�q���

❀ÝÖY9��Ç3a�Õ

• ®�UNIX ZFreeBSD{äú�#(�49)�

• Yç���X{�Z�H{äý0�(�99)�

• Yç�\�#1ù�[óFreeBSDä~Ç¢(�159)�

´́́···: ��å�¥?ó�J.�{!�Ç¾�?X4Ä�¦�\��{ø:/GÑ,1��Ç�iìJ~9å�Ç
¾�ä�X11�+�®ìÇ1ù�®0qÖ{~9å�ÇÑXÌó~�{~9Ì�¥th{����

�\��å��êéø:ÙÄ	Ä:�-û{�9fåÕó$�{ø:¥Ç�Ajâ�*{�XhÌ:�{LÇ

?ó�±�·¤§,�ÇGB{Ú@��®Êa�D��{�¥{s��c8-�F{YJ¯��¾�Ç,���
�/var/audit ø9\ÕI{�Ç©Gø:Ç13�ó����Ä~{©Gø:ú�w�k/ÙÇ©Gø:�

18.2ýýý999¥¥¥{{{���JJJ���EEEbbbªªª
❀ó
)ÝÖY9��Ç·¢���:��¦����{�J�E{bªÕ

• ///GGG(event)Õ,��/G4��êú���ø:�9{�[/G�Þ¾�uÇ¦�\��{/GÝi

O©G�OÁ�dËzÇ1ù1ì�~�üP~9Ç����[/G���4��Ì(attributable)�{Ç
ý,1!ª��ì�./,èy{~�{üPÇ'�Ç�Á�/G4�ÃÌ(non-attributable)�{�ÃÌ
/G,14�	ó~9,ÇÄÕ��{�[/GÇ¾��A�'ÃH·h��

• ¡¡¡(class)Õ/G¡4�#�/G{�Ç×Öø\Ç/�óÇ ,H*¥&~��~{/G¡Ýi�
O©
G� (fc)���q� (ex)Z�~�ZÕ=� (lo)�
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• ���999(record)Õ�94�Ãc�Ç�\/G{��1��9Ýi�9/G¡n��qv*{Ì�(~�)f
å��ÏZ/GfåÇ1ù¦�#�{é6ÝkjfåÇ!�4v*ÄÕÝ�½�

• BBBøøø(trail)Õ��BøÇÝ��©GÇÝ9ê�øïÃc�\/G{���9��n<Y�Ç��Bøä
ýÞ41/G�	{�-~��9{���ÜzGY{�ÇÇb�ê5��Bø¥
b�9�

• ÇÇÇ   ,,,HHH***(selection expression)ÕÇ ,H*4Ý9�øï�íZ��/G¡Ö	Ç~1�{/G{	
n��

• ½½½   (preselection)Õø:/,Y�,Çu#//G4d4�®ÊÄ¡lU{Ç,
�½�Æ¢X¡lU
{/G	Ä�9�½ {�&~�øï 
,H*Ç~1#//G¡/����{~�Ç1ù7~�è

y,~�üPÇ1ù�èy~�üP{�Ç{\Û{��

• ???ÀÀÀ(reduction)Õ,��{���A¥Ç ñ~�â��K\ÝIÛ{,Ç�ø$�iÇÇ�,+,�
��A¥ÍVX��{���9{,Ç�/,&~?Àv*Ç�®Ê,1"�½���jâ{|Q�¾

�Ç-û{���AfåÇ,�Ìâ��ÇÛ�ÈÇbóY��Ç�éYJ�Afå�q?Àv*Ç�

â�~9få~�?l�

18.3���ããã������|||ÑÑÑ
❀é�/G��{|ÑÇ.²±)ï{installworld ,ÇqÄ��®Ê,1/,��/etc/security {�

�uh�Y���3a��t�JÖ	1audit
>{©GÇ¾�audit_event �

❀é���Õ�{~�Õ|Ñø�4*�FreeBSDäýø:{�\Iu�ã{�å��X¥�Ý9êé�/
G��{�X|ÑÇb�*3&~{4½��XÇÒ��ó�X{�©G¥Òh�½æ���Y�|ÑÕ

options AUDIT

❀z�uÇ3a�L�99¥Ä�ë{Z½uqÄ�'�X{�HZ�ã�

❀ó�HP?�ãê�XÇ?­céÄêø:��ÇÒ,1órc.conf(5)¥���ï{�ué~��qÖ
êÕ

❀ó�H��ãê
é��Õ�{�XÇ?­céÄ�®å��ÇÒ,1órc.conf(5)¥���ï{�ué
~��qÖêÕ

auditd_enable="YES"

❀$�Ç��­céÄø:ÇÝ/,�Á{×
CÓéÄ��qÖuéÄ��|ÑÕ

/etc/rc.d/auditd start

18.4ééé���������qqq{{{���
❀Ä�~��\��{{�©GÇÑ,1ó/etc/security It��éÄ��qÖÇ�ÁYJ©G��?

óÕ

• audit_class -Ý9é���¡{½B�

• audit_control -;����ø:{�uÇ¾�å���¡�ó����Äó{òÞâ�{!B8-�
����{!LÚ@Ç���
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• audit_event -©	�{ø:��/GÖÁZÃcÇ1ù�Ç/Ga�ýÇ¡/�

• audit_user -bé�½~�{���FÇYJ{�ó~9�Ì¦\Û{å��\?�

• audit_warn -�auditd ®~{�Ç,½�{shelllýÇ~�ó?i<YÇ�~�����{8-,èÇ
Ý����©Gú Ý�Ç	Ä´·få�

´́́···: ó�öZ����{�©G��½�BeÇO�{�©G¥{FØÌs��9/GXth�

18.4.1///GGGÇÇÇ   ,,,HHH***

❀ó��{�©G¥{�õ�0Ì~tÇ ,H*uh½ýJ/G4����{�,H*¥���½��

{{/G¡nÇ?&~�í�½4dazIÝ�Q�{{/GÇ$iÇ¤,1�½�Ç, 1�Ò�{Ä

ÕÝ�½{v*� 
,H*4�,&t�{~��®{Ç
é�ÜÇ,H*{<oÇ�4/,R��Ç

ê�t��Ç��u"�{�

❀�Áïñêóaudit_class ¥{å�/G¡nÕ

• all - all (\\\\\\) -,+�{\\/G¡�

• ad - administrative (���®®®) -Ä�óø:ÞÄ�q{�®uv*�

• ap - application (aaa~~~) -a~Ç�½B{Ä*�

• cl - file close (©©©GGG������) -��éclose ø:®~{v*�

• ex - exec (���qqq) -��Ç�{�q�é�×
qkjZ¢¸#Þ{��4/,óaudit_control(5)¥policy

{argv Zenvv kju;�{�

• fa - file attribute access (���666©©©GGGaaauuu) -��6¯é6auÇ¾�stat(1)�pathconf(2)1ù¡�/G�

• fc - file create (


OOO©©©GGG) -��
Oê©G{/G�

• fd - file delete (ÍÍÍøøø©©©GGG) -��Ä�	{©GÍø/G�

• fm - file attribute modify (������©©©GGGaaauuu) -��©Gau�	#�{/GÇ¾
�chown(8)�chflags(1)�flock(2)Ç���

• fr - file read (ÖÖÖ©©©GGGjjjâââ) -��ÖRjâ�©G1Ö0*K
�/G�

• fw - file write (UUU©©©GGGjjjâââ) -��U�jâ�©G1U0*K
�/G�

• io - ioctl -��éioctl(2)ø:®~{&~�

• ip - ipc -��È«o*{�Ç-/f(IPC)ÇÝiPOSIX�wZSystem V IPCv*�

• lo - login_logout -��ø:¥�	{login(1)Zlogout(1)/G�

• na - non attributable (ÃÃÃÌÌÌ) -��Ã��¡{/G�

• no - invalid class (ÃÃÃHHH¡¡¡) -,+X�{�[/G�

• nt - network (���ddd) -¦�dv*��{/GÇ¾�connect(2)Zaccept(2)�

• ot - other (ÙÙÙÇÇÇ) -��È¡ì1/G�

• pc - process (���ÇÇÇ) -���Çv*Ç¾�exec(3)Zexit(3)�

❀YJ��/GÇ,1/,��audit_class Zaudit_event YÜÇ{�©Gu�q½��
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❀YÇï,¥Ç�Ç��¡þÝ9�Ç,+�{ÄÕ/�½v*{�íÇ1ùY�14d4��ÝÍVé/
G¡Ý¡n{�{�

• (none)��/G{ÄÕZ�½"¾�

• +��Y�¡{ÄÕ/G�

• - ��Y�¡{�½/G�

• ^ X��ý¡¥{ÄÕÝ�½/G�

• ^+ X��ý¡¥{ÄÕ/G�

• ^- X��ý¡¥{�½/G�

❀�Á¾�¥{Ç 	n�,+Ç ÄÕZ�½{~9/Õ=/GÇ
é�q/GÇ����ÄÕ{Õ

lo,+ex

18.4.2{{{���©©©GGG

❀õj<Y�Çó{���ø:�Ç�®Ê����ÜÇ©GÕaudit_control Zaudit_user ��V;�

ø:ÿ{��auZ|QÇ
�V�~�béä�{~�u�®�

18.4.2.1 audit_control©©©GGG

❀audit_control ©G�½ê�øï~����ø:{å�÷��/,��YÇ©GÇ·¢,1�t�Á

{��Õ

dir:/var/audit
flags:lo
minfree:20
naflags:lo
policy:cnt
filesz:0

❀Y°{dir  1,1~u÷�~�â?����{�ÇÝõÇø9��*�½êõÇø9Ç�Ró�w�

Ç��¦~��Ç��Ä
ÓÇ��/�ÑÌ{��â?ó�ÇÛ~{©Gø:��Ç1�½��ø:¦

ÙÇ�ø:ó©Gø:w{��Ä�	{àB�

❀flags 	ã~���Ì/G{�ø:ÿ{½ �G�ó�Á{¾�¥ÇÄ�~�ÄÕZ�½{~9ZÕ=

ÑÌú���

❀minfree kj~�½Bâ?����{©Gø:Þ��8-{!BºI��h§,Y�k��ÇR�	

�Ç´·��Á{¾�¥Ç!B��8-�¾÷�ÄêÜÄ�

❀naflags  1,+��¡��ÃÌ/GÇ¾�*�~9�ÇZø:qÖ{�J�Ç{/G�

❀policy  1~��½�Ç1ÏRIÅ{|Q)�,Ç1;��øï��q��å�{cnt )�,+ø:

aó���½���äq(�ñOF&~YÇ)�)���Ç�~{)�4argv ÇÇ,+ó��×
�qv

*�Ç3����Éexecve(2)ø:®~{×
qkj�

❀filesz  1�Òê����ó�Ä*��9Z Ý��ã�{!LÚ@�å��0,+¢~�Ä�� 
Ý��*{�{�X4�ÇbB�!B�512kÇ�YÇ{�Ìú�QÇ?ó��¥�9Y�>å�
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18.4.2.2 audit_user©©©GGG

❀audit_user ©Gã��®Ê��½~��½��Z{���F���q&~ÜÇ	ãu{�~�{�

�Õ��Ç4alwaysaudit 	ãÇÇ�Òê��é�~��Ì�q��{/GÖ
��Ç�4neveraudit

	ãÇÇ�Òê�øïé�~�X��{/G�

❀ó�caudit_user +¾©G¥Ç��êroot ~�{~9/Õ=/GÇ1ùÄÕ{×
�q/GÇ$iÇ
¤��êwww~�{©G
OZÄÕ{×
�q/G��*¦�Á{+)audit_control ©G{\&~Ç

�root {lo 1Ò4õ�{Ç
éwww~�
ÓÇÙ~9/Õ=/G�Ìú��Õ

root:lo,+ex:no
www:fc,+ex:no

18.5���®®®���������øøø:::

18.5.1������������������

❀���A41BSM���Â*â?{ÇO$��&~ÓäuéÙ�q��ÇÝRÙÝ¦�©
ý�praudit(1)×
�êR�A©GÝ¦�;\{©ýÂ*Ö
auditreduce(1)×
�,1�IÛ�?lÝK
\ø{u?À����©G�auditreduce |Ñ�øïÇ kjÇÝi/G¡n�/G¡�~��/G{

�ÏZ�-Ç1ù©G4»Ýv*é6�

❀¾�Çpraudit ÓäÌR�½{���AÝ?�;\©ýÂ*{����Õ

# praudit /var/audit/AUDITFILE

❀$ÿAUDITFILE 4�Ý?{����©G�

❀���A¥Ýi�øï���9ÇYJ�9��øïáª(token)�ÄÇ
praudit �²Ç¢~��+�

�q��ÇáªÑa�ìÇ�½{¡nÇ¾�header ,+���9>Ç
path �,+ó�'Ö	�I¥

{©G4»��Á4�Çexecve /G{¾�Õ

header,133,10,execve(2),0,Mon Sep 25 15:58:03 2006, + 384 msec
exec arg,finger,doug
path,/usr/bin/finger
attribute,555,root,wheel,90,24918,104944
subject,robert,root,wheel,root,wheel,38439,38032,42 086,128.232.9.100
return,success,0
trailer,133

❀YÇ���9,+�'ÄÕ{execve ®~Ç�qêfinger doug �ókjáª¥4�shell
bÉ�X{
×
q�path áªÝ9ê��X�Izt{,�q©G4»�attribute áª¥Ý9êé,�q©G{Ã

cÇ�/�ÇÇÝiê©G{Y!Ü*Ç~1h½a~Ç�4d4setuid{�subject (Ì�)áªÃcêÌ
��ÇÇ?~��9ê��~�ID�	H~�IDZ�ID�"�~�IDZ�ID��ÇID�Ì�ID�à
=IDÇ1ù~9���Õ?��~�IDZ"�~�ID4X3{Õ~�robert ó�qYÇ×
��.²#

¦�root A�ÇbÇÌ1!ð�qüPèy{~�üP�q���!�Çreturn áª,+�qÄÕÇ


trailer ,+ª�Y��9�

❀praudit ,1 
&~-x kju|ÑXML Â*{Qñ�
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18.5.2???ÀÀÀ���������AAA

❀������,�ÌiLÇ�®Ê,�Ìæ� 
�9{�Ç�øu&~Ç¾�¦�½~�#�{�

9Õ

# auditreduce -u trhodes /var/audit/AUDITFILE | praudit

❀YR 
â?óAUDITFILE ¥{Ä��trhodes �	{�����

18.5.3���`̀̀������������YYY!!!

❀óaudit �¥{~�Çp�ÖR/var/audit �{���A{Y!Öå�<Y�ÇYÇ�48{ÇO$�

�root ~�,1ÖR���A��*æ�ÉìÇ~��½����YÇ�,1RÙ��audit �����

����{��,1
Ø��~�Z�Çq�{LÞýÝfåÇó3�`YJYÅ�Ç>Ö���q/�

18.5.4///,,,���������wwwuuu"""���)));;;

❀���w4 �÷÷©Gø:¥{�Ä��(cloning){��÷÷Ç~�ta~Ç�;�tóäq{���
9�ÇYÌ�4�êw��)5�Zø:);�G*V{���X,Çé�®Ê
ÓÇ���w÷÷�


Øê�«Ã�����A©GaÌñ�¯�{f&ÇÝ���� Ý
Kä/G�{f&Ç
"�"�)

;{0"E»��Ë�"�/G�Ç&~�Á{×
qÕ

# praudit /dev/auditpipe

❀å�<Y�Ç���w÷÷����root ~�b�6¯��*æ�audit �{ÄÊ�ê6¯ÇÇa

ódevfs.rules ¥���cdevfs ��Õ

add path ’auditpipe * ’ mode 0440 group audit

❀>kDdevfs.rules(5)1ê���{�devfs©Gø:{��Zfå�

´́́···: i�4{�ñ��/G'b¬¢Ç�Ò4��/G{v*ýüÌ�	Íõ{/G�¾�Ç�*Ä�{�
dI/Oþú��Ç�óSSHÌ�¥�qpraudit(1)ÇÒÌ1i°{¤G�	Ñ�{��/G�ÇO���+�Ç/
GÑÌ�	c{/G�OF3ó��ó���w÷÷Þ�qpraudit �Ç 
�Ç���qûÂÝI/O��{Ì�
uäq�

18.5.5���������AAA©©©GGG{{{SSSÝÝÝ

❀���B���XU�Ç%���auditd�®��®ÊXa�A&~newsyslog.conf(5)ÝÙÇÓäuqÄ
����{SÝÓ*�3,1&~audit �®Óäu�����­c{���ø:Ç?qÄ��SÝ��

Á{×
Rt��qÖ
Oc{����Ç?�fRÉ�X�FÙ&~c{���Î��Rª�?ú�

ÖÇ$�Ç�®ÊÒ,1v*Çê�

# audit -n

´́́···: �*auditd qÖÇ���óäqÇ�YÇ×
R�½?ÉñFØ
+�
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❀ó/etc/crontab ����÷�ÇR&cron(8)���B�R��SÝ�'�

0 * /12 * * * root /usr/sbin/audit -n

❀YJ��Ìó3â?/etc/crontab �	H�

❀é����A©Gä�Ú@{�Ä ÝÇ,1/,audit_control(5)¥{filesz  1u{�ÇYÇ 1ó

Y�9{{�©G��¥.²�ë,�

18.5.6 ¸̧̧ÀÀÀ���������AAA

❀�����A©GÌ#ziLÇ/�Ìæ�ó��qÖ��Ç�ÇéÙ�q¸ÀÝ�l�audit_warn l

ý,1~uó�øï¦����{/G�	�Ç�q�J~�½B{v*ÇY�Ýió���A Ý��

q8®v*�Þ¾
ÓÇ,1óaudit_warn lý¥���ï��uó���A���¸ÀÇÕ

#
# Compress audit trail files on close.
#
if [ "$1" = closefile ]; then

gzip -9 $2
fi

❀ÙÇ?lv*�ÝiR���A��t�Ç¥ê{qÖìÇÍøÎ{�A©GÇÝ?À���A?Íø

X��{�9��YÇlýÌó���A©Gt�����q�'ÇO$ó:t���ø:�ÇÒXÌ�

qÇê�
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???ûûû

19.1���ccc
❀Y9�ëêFreeBSD¥�c{&~0��Ýi�?cÇ�d�a�cZ)ï{SCSI/IDE?û÷÷Ç1ù
&~USB{÷÷�

❀ÖqY9Ç3Rê�tÕ

• FreeBSD¥~uÃcmcÞjâ��{bª(partitions and slices)�

• �[ó3{ø:Þ��mc�

• �[{�FreeBSDu&~USB?û÷÷�

• �[÷���©Gø:Ç¾��?�c�

• �[&~{�u!��c8-{&~�

• �[���c�\u½3Õâ�

• �[/9CDZDVD�

• ~�÷P{õ«?û���

• �[óFreeBSDÞ&~÷PÇ��

• �[÷Pt��c�

• ©Gø:OL4��Ç1ù�[�H�&~Ç¢�

❀óÖY9��Ç3a�Õ

• �w�øV{�Z�ãc{FreeBSD�X(�99).

19.2÷÷÷÷÷÷×××ÖÖÖ
❀�Á4óFreeBSDÞú|Ñ{Ô®?û÷÷ZÇ¢úI{{÷÷Ö�

,,,19-1.ÔÔÔ®®®���ccc×××ÖÖÖ������

PPPÄÄÄììì¡¡¡nnn PPPÄÄÄ÷÷÷÷÷÷×××ÖÖÖ

IDEmcPÄì ad

IDE CDROMPÄì acd

SCSImc1ùUSBL�Þ?û÷÷ da

SCSI CDROMPÄì cd

È¡:)ïCDROMPÄì ~�Mitsumi CD-ROM{mcd1ù~�Sony
CD-ROMPÄì{scd
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PPPÄÄÄììì¡¡¡nnn PPPÄÄÄ÷÷÷÷÷÷×××ÖÖÖ

Floppy drives fd

SCSI tape drives sa

IDE tape drives ast

Flash drives fla for DiskOnChip® Flash device

RAID drives aacd for Adaptec® AdvancedRAID,mlxd andmlyd for
Mylex®, amrd for AMI MegaRAID®, idad for
Compaq Smart RAID,twed for 3ware® RAID.

19.3���������ccc
Originally contributed by David O’Brien.

❀�ÁY�RÌ�ë�[ó�Ñ���L�c{åìÞc��LSCSI�c�D����«�®åÇl��
v*�Çu�ãPÄìÇ;�ìZPÄÇ����È¢�	�{�¬ÈX#3Çä�{�ãû�Xó$©

l�ë���

❀1root ~�~9��ãqPÄ�Ç5���/var/run/dmesg.boot ���Itc{�c�ó·¢{¾�

¥c��{�cÒ4da1Ç·¢,/1 �ÞÇ�(�*3t��IDEPÄìÇ�÷÷Öa�4ad1 )�

❀O�FreeBSDäqóIBM-PC/�åÞÇÇ��$¬PC BIOSIK�)�Y¦�:{BSDIK4X3{�
�ÇPC{�c!°����ÇBIOSÌIK��*�c��ãFreeBSD3,1&~dedicatedÜ*��
iÇFreeBSD���ãóPC BIOS|Ñ{IK��FreeBSD²IKw*slicesY,�Ì²|´�F�3�,
1ó��ãFreeBSD{�cÞ&~slicesÇ�,1ó�ã�ÙÇv*ø:{�cÞ&~slices�YXÌk/Ù
Çv*ø:{fdisk IKÓä�

❀óslice0*,+�ÇPÄìú��t/dev/da1s1e �,1Ö*ÕSCSI�cÇ�R�1 (��ÇSCSI�
c)Çslice 1 (PC BIOSIK1)Ç{BSDIKe�ó�J¾�¥Ç�,1;��/dev/da1e �

❀��bsdlabel(8)&~32- {rju,+×KRÇO$óõj<Y�Ç{,�Å!��Ç�c2^32-1Ç×
KÇÝ2TB�fdisk(8)Â*ã�{å)×KRX�°�2^32-1Ç
IKÚ@�X�§,2^32-1ÇYø�u/�
<Y�IKÚ@X�§,2TBÇ
�cÚ@�X�§,4TB�sunlabel(8)Â*{!�4�ÇIK2^32-1Ç×
KÇb,1�8ÇIKÇO
,1|Ñ!L16TB{�c�é�ÍL{�cÇ,1&~gpart(8)u
OGPT
IK�GPTøê|ÑL�c�iÇ¤XI4Çslice{!��

19.3.1&&&~~~sysinstall(8)

1. &~Sysinstall

3,1&~sysinstall ×
{h\uIKZ)��Çc{�c�Y�v*���rootY!Ç3,1�
z&~root B�~9ÝV&~su ×
u#¦troot~��äqsysinstall Çl� 
Configure h

\�óFreeBSD Configuration Menu �ÇÞ�%ÄÇ 
Fdisk �ø�

2. fdisk IK�öì

��fdisk IK�öì�Ç 
AÇFreeBSDR&~\\{�c�hú·��remain cooperative with any
future possible operating systems��ÇÃIYES�&~W â?¦b{����ó&~QRñFDISK�ö
ì��ÁÌ�t���ÌZsK�{få��ó3.²óäq{ø:Þ��ê�Ç�cÇO$a� 


None�
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3. Disk Label�öì

z�uÇ3a�Rñsysinstall?%ò'éÄÇÇ?�LÞÁ{Z½�z��Label  1����c)ü

�öì�YÒ43�
O{BSDIK��Ç�c!õ,1�8ÇIKÇ)��a-h ���ÇIK)ü�

�O{~E�aIKú~u*�ÊIK(/ )�ø:�cÃ¾�Õ,��éÄ{IKÄ����ÇaI

K�bIKú~*b¦IKÇ,1~iõ�c~*b¦IK�c IKS,rÇmcÇÝóFreeBSD slice
Ü*�S,rÇslice�ÙÇIK*��ÄIKu&~�

sysinstall{)ü�öì~e,+:rootZ:swapIK�ó)ü�öì¥Ç,1&~E�C
O�Ç©
Gø:�h
+Y4d4�ÇFSÃ©Gø:ÄÝswap�Ç 
FSÇl�Éñ�Ç�ñ�

Ã�Õ/mnt Ä�hópost-installÜ*����Ç�cÇsysinstallXÌó/etc/fstab ¥
O�9ÇÄ1

4d�½�ñ�?X­��

�ó.²ï÷²c)üUt�cÞÇl�
O�Ç©Gø:Ç,1��W�ñ��[FØÑÌX�
O
c{IK�,1Rñ)ü�öìl�­c�qsysinstall�

4. qÄ

�Á�ZÒ4�ö/etc/fstab Ç�3{�c���Çc�9�

19.3.2&&&~~~×××


qqqÓÓÓäää

19.3.2.1&&&~~~Slices

❀YZ�ãRã��c¦,��ãó3�®åÞ{ÙÇv*ø:�åthÓ*Ç
XÌ´OÙÇv*ø:

{IK�M?&~Y«0�u�ãc�cÇø:3�ÍP{®�ò&~dedicated Ü*¼

# dd if=/dev/zero of=/dev/da1 bs=1k count=1

# fdisk -BI da1 #ð)�c�c
# bsdlabel -B -w da1s1 auto #�Þ)ü
# bsdlabel -e da1s1 # �ó�ö3¦b
O{�cIK
# mkdir -p /1

# newfs /dev/da1s1e # �3
O{�ÇIK­�YÇv*
# mount /dev/da1s1e /1 # �ÞIK
# vi /etc/fstab # qÄ��Ç��\7{�9t3{ /etc/fstab ©G�

❀�*��ÇIDE�cÇ�z�~ad �¦�Á{da�

19.3.2.2ÛÛÛ~~~ÜÜÜ***

❀�*3?���ãÙÇ{v*ø:Ç,1&~dedicated Ü*��ÔY«Ü*,�ÌAOMicrosoft{v
*ø:ÇbXÌéÇ�q» �ÇX#/It{IBM OS/2{�appropriate�IK�

# dd if=/dev/zero of=/dev/da1 bs=1k count=1

# bsdlabel -Bw da1 auto

# bsdlabel -e da1 # 
O ‘e’ IK

# newfs /dev/da1e

# mkdir -p /1

# vi /etc/fstab # � /dev/da1e ���Ç�9

# mount /1

❀��«0�Õ
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# dd if=/dev/zero of=/dev/da1 count=2

# bsdlabel /dev/da1 | bsdlabel -BR da1 /dev/stdin

# newfs /dev/da1e

# mkdir -p /1

# vi /etc/fstab # � /dev/da1e ���Ç�9

# mount /1

19.4 RAID

19.4.1���GGGRAID

19.4.1.1ËËËzzz���cccPPPÄÄÄììì{{{���(CCD)

Original work by Christopher Shumway. Revised by Jim Brown.

❀ 
�ÇL�Þ?û�vP{�û0�Ç!­�{O£4�¬{¤Ý�u�ZÄý�/�Y®VX,�

Ñw�;�Üz�vOZ,"{L�Þ?û÷÷ÇÒ�v�"�b�*RÄý\�uÇ�Ç{¤ÝÝ,"u
ÒÌKR>�

❀ó÷��ÁÃc{ø:�Ç$Âú �!­�{O£Çz�u4¤ÝZu��YÇø:{jâ�Q¤Ý

äýÞI!��d�u��:�­�ÇCCDPÄìÞ{Ä�jâÑú÷PtêCD-RcÇ,1i�4�é
jâ�qÁ��

❀ó 
�ÇL�Þ{?û�û0��Ç��Z4�÷�3��{�F��*3{�FÍ ­�¤ÝZu

�Ç��3{�û0�RÒX3�ÞÁ{÷��

19.4.1.1.1�ãmG

❀øêIDEø:�ciÇ¤�®ÇWestern Digital 30GB�5400 RPM{IDE�cèÄêLÕ90G{Ëz�c
PÄ?û8-�®.<Y4�ÇIDEmcÑÕ3IDE;�ìZjâ"Çb�ê¦,�\�ÄýÇ/�?X
Ì�ãÍõ{;�ìÇ
4/,{�!"Ç&�ÇIDE;�ìÑ�®�ÇÌcZ�Ç,c�

❀­éÄ�Çø:BIOSú{�Ä�Ä5�mc�FreeBSD5�tÇ¢Õ

ad0: 19574MB <WDC WD205BA> [39770/16/63] at ata0-master UD MA33
ad1: 29333MB <WDC WD307AA> [59598/16/63] at ata0-slave UDM A33
ad2: 29333MB <WDC WD307AA> [59598/16/63] at ata1-master UD MA33
ad3: 29333MB <WDC WD307AA> [59598/16/63] at ata1-slave UDM A33

ÕÕÕ???: �*FreeBSD��5�tÇ¢Ç>h½Ç¢{!"4d÷�th�LõjIDE�c��Ç�Cable Select�
!"�YÇXXX444÷�master/slavemc{!"��Ý©lfåuh½th{!"÷��

❀z�u�D{4Ç�[
O©Gø:�a�PPÏÄ��vinum(4) (�229)Zccd(4)Ü«0*ÇóY°·
¢ 
ccd(4)

424



❀❀199❀?û

19.4.1.1.2�ãCCD

❀ccd(4)ã�~�R�Ç#3{{�c/,�Ç\ö©Gø:Ëzåu��&~ccd(4)Ç3��ó�X¥{
�ccd(4)|Ñ 1�²Yq��t�X{�©G¥Çl�­O�XÕ

device ccd

❀éccd(4){|Ñ�,1�XÜL{o*ñ��

❀��ãccd(4),D���&~bsdlabel(8)u�ömcÕ

bsdlabel -w ad1 auto
bsdlabel -w ad2 auto
bsdlabel -w ad3 auto

❀$ÿRrÇmc
O�ad1c , ad2c Zad3c�

❀��Z4�#disklable{¡n��,1&~bsdlabel(8)u�öÕ

bsdlabel -e ad1
bsdlabel -e ad2
bsdlabel -e ad3

❀Y�ó�Ç.²÷�êEDITOR¢¸#Þ{�cÞK
êdisklableÇó··¾�¥&~{4vi(1)�

❀,1�tÕ

8 partitions:
# size offset fstype [fsize bsize bps/cpg]

c: 60074784 0 unused 0 0 0 # (Cyl. 0 - 59597)

❀���Çc{eIKÉccd(4)~�Y,14c IK{�Ç�ýÇbfstype ������44.2BSD�)q��Ç3

Ì�t�ÁYJÕ

8 partitions:
# size offset fstype [fsize bsize bps/cpg]

c: 60074784 0 unused 0 0 0 # (Cyl. 0 - 59597)
e: 60074784 0 4.2BSD 0 0 0 # (Cyl. 0 - 59597)

19.4.1.1.3OÁ©Gø:

❀�ó.É�Ç�cÑ�Þê)üÇ�Á��OÁccd(4)��Yø)Ç��&~ccdconfig(8)ÓäÇ3��

Ø¡��Á{ 1Õ

ccdconfig ccd0 ➊ 32➋ 0➌ /dev/ad1e ➍ /dev/ad2e /dev/ad3e

❀�Ç 1{?BZ~���Ä+Õ

➊ {�÷÷{��ÇkjÇóY4/dev/ccd0c �/dev/ \I4� 1�

➋ ��Çkj4©Gø:{���(interleave)����½Bê�Ç�cL¥�ÇIãÝ�Q(stripe){L
BÇ/�4512Ç	��Ä1�Ç�32{���R416,384	��

➌ ����ccdconfig(8)�Qê)���*3�é~PÄìº4Ç��óY��½Ç�óYÇ{�¥��
)ccd(4){º4ÇÄ1²Ç÷�0 (zero)�
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➍ ccdconfig(8){!�{�4÷÷{\ï¯��&~qr{÷÷4»Ö�

❀äqccdconfig(8)�ccd(4)Ò{�Pê��ó�
O©Gø:êÇk�newfs(8) 1Ç�q�3{×
Õ

newfs /dev/ccd0c

19.4.1.1.4�Ä
O

❀!�Ç��Þccd(4)Ç���{�Ç�²h�{{�©GU�/etc/ccd.conf ¥Ç&~�Á{×
Õ

ccdconfig -g > /etc/ccd.conf

❀h­céÄø:�Ç�*/etc/ccd.conf ?óÇlý/etc/rc Òäqccdconfig -C �YøÒ��Ä{

�ccd(4)1tÇ�ú�Þ�

ÕÕÕ???: �*éÄ��ê\~�Ü*Çómount(8)Þccd(4)��Ç���q�Á{×
u{�èïÕ

ccdconfig -C

❀��Ä�zccd(4),���ccd(4)ó/etc/fstab ¥{��Ç�9Ç1"óéÄ�Ç�ú�Þ���Ä+Õ

/dev/ccd0c /media ufs rw 2 2

19.4.1.2 Vinum òòò���®®®

❀Vinumò�®4�Ç"����c{LPÄ÷÷Óä�Ç&�c,L÷÷{z=Zjânó¥ÕÁñu�
¦�:{?û÷÷#�Ç��ê�Ùu�u�Z,"u�vinum(4)"�êRAID-0�RAID-1ZRAID-5®«
Ü*ÇÇ¢�,1ÕÁ&~Ç�,�\&~�

❀k��229ztÍõvinum(4){få�

19.4.2mmmGGGRAID

❀FreeBSD|ÑiõmGRAID ;�ì�YJmGX��FreeBSD�½�Gu�®RAID ø:�

❀&~BIOS|Ñ{mGÇ�Ä<Y�YJmG,1�qv*��Á4�Ç;Ò{Ãc÷��ÇPromise IDE
RAID;�ì�hmG÷÷ãP%ø:­é�Ç¶ôÞ�+�Ç®¯få�zø��mG÷�¶ô�óY
°Ç3,1²Ä�{�cÉ\ó�å&~�YøFreeBSDR�c�*�ÇPÄì�ÙÇÿ/{RAID �,1
#a{�q÷��

19.4.3­­­OOOATA RAID1 jjjïïï

❀FreeBSDã�3y�¯jï¥» {�c�ó3­céÄø:��>Õ?Y���

❀3,�Ìó/var/log/messages ÝVódmesg(8){Qñ¥�t¡��ÁYJ{��Õ
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ad6 on monster1 suffered a hard error.
ad6: READ command timeout tag=0 serv=0 - resetting
ad6: trying fallback to PIO mode
ata3: resetting devices .. done
ad6: hard error reading fsbn 1116119 of 0-7 (ad6 bn 1116119; c n 1107 tn 4 sn 11)\\
status=59 error=40
ar0: WARNING - mirror lost

❀&~atacontrol(8)Ç��Íõ{fåÕ

# atacontrol list

ATA channel 0:
Master: no device present
Slave: acd0 <HL-DT-ST CD-ROM GCR-8520B/1.00> ATA/ATAPI re v 0

ATA channel 1:
Master: no device present
Slave: no device present

ATA channel 2:
Master: ad4 <MAXTOR 6L080J4/A93.0500> ATA/ATAPI rev 5
Slave: no device present

ATA channel 3:
Master: ad6 <MAXTOR 6L080J4/A93.0500> ATA/ATAPI rev 5
Slave: no device present

# atacontrol status ar0

ar0: ATA RAID1 subdisks: ad4 ad6 status: DEGRADED

1. D�3aRÝ9ùFc{ata/wW�Ç1"�\�RÙ�øÕ

# atacontrol detach ata3

2. ¦Þ�c

3. ­c�zata/wÕ

# atacontrol attach ata3

Master: ad6 <MAXTOR 6L080J4/A93.0500> ATA/ATAPI rev 5
Slave: no device present

4. Rcc*�y÷c��jïÕ

# atacontrol addspare ar0 ad6

5. ­OjïÕ

# atacontrol rebuild ar0

6. ,1/,�Á{×
u���ÝÕ

# dmesg | tail -10

[output removed]
ad6: removed from configuration
ad6: deleted from ar0 disk1
ad6: inserted into ar0 disk1 as spare
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# atacontrol status ar0

ar0: ATA RAID1 subdisks: ad4 ad6 status: REBUILDING 0% compl eted

7. �Vv*qÄ�

19.5 USB ???ûûû÷÷÷÷÷÷
Contributed by Marc Fonvieille.

❀tø���Ç��õi\i\?û�û0�Ç¾�Õ/~�q�"(USB)Õmc�USB
thumbdrives�CD-R burners���FreeBSD�YJ÷÷
Øê|Ñ�

19.5.1{{{���

❀USBL�Þ?û÷÷PÄÇóumass(4),¥
ØêéUSB?û÷÷{|Ñ��*3&~GENERIC�XÇ3

X���#{�©G°{�[����*3&~ê½�{�XÇÒ�h½�Á{qñ�ó3{�X{�©

G°Õ

device scbus
device da
device pass
device uhci
device ohci
device ehci
device usb
device umass

❀umass(4)PÄÇ�&~SCSI�ø:u6¯USB?û÷÷Ç3{USB÷÷Rúø:�Ä��ÇSCSI÷÷�
�"3ÌÆÞ{USB_¡Ç3�� 
device uhci Ý~�USB 1.X|Ñ{device ohci �V��ý,Ç

b4ÜVÑ���X{�©Gh¥�4Ã3{�é�USB 2.X;�ì{|Ñ�ehci(4)
Ø(device ehci Y

�q)�X��ê�*3��êÞÁ{�q�­c�HZ�ã�X�

ÕÕÕ???: �*3{USB÷÷4�ÇCD-RÝDVD/9åÇSCSI CD-ROMPÄÇ�Çcd(4),Ò�����X¥/,
�ÁYqÕ

device cd

��/9åú@�SCSI÷÷ÇO$ÇXa�ó�X{�©G¥&~atapicam(4)PÄÇ��

19.5.2���AAA{{{���

❀{�P�ï÷�q�AÕ��3{USB÷÷Çóø:få¥(dmesg(8)),a�Ìñ�4�Á{÷÷Õ

umass0: USB Solid state disk, rev 1.10/1.00, addr 2
GEOM: create disk da0 dp=0xc2d74850
da0 at umass-sim0 bus 0 target 0 lun 0
da0: <Generic Traveling Disk 1.11> Removable Direct Access SCSI-2 device
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da0: 1.000MB/s transfers
da0: 126MB (258048 512 byte sectors: 64H 32S/T 126C)

❀hlsÇÛ)Ç÷÷)#(da0 )ZÙÇ{û�fåÌÊâ3{{�X3
�ÄX3�

❀O�USB÷÷ú�*SCSI÷÷¥{�ÇÇcamcontrol ×
��ê~uïñUSB?û÷÷Zø:{�
ÉÕ

# camcontrol devlist

<Generic Traveling Disk 1.11> at scbus0 target 0 lun 0 (da0,p ass0)

❀�*÷÷Þ.²Ý9ê©Gø:Ç�óa�Ò,1�zÇê��*��Ç>kÝ�19.3�uê��[
óUSBPÄìÞÂ*�Z
OIK�

´́́···: ã�:,f~��ñ�?��Ç¾�/,&~�Á�ë{vfs.usermount ué~{Õ�Ç,�\nÝu�

4iXâ�{�FreeBSD¥{ýLõj©Gø:?X
Øbé�?÷÷{�O3��Å�

❀�*æ�÷÷�êúÊ/~��zÇ¤��)�JÙÇv*�D�ÇóUSB?û÷÷Ëzt�®åÞ
�Çø:�Ä	Ä{÷÷©GÇ��4�~��êÖU{��«)�4tÄ�a�operator �{~�Ñ,

16¯�÷÷��qÄY1Ó*ÇD���~pw(8)uÉ~��½��Ù'Çó	Ä÷÷©G
�Çoperator �a�ÖUÇ¢�Y,1/,ó/etc/devfs.rules ¥���J#a{÷�u"�Õ

[localrules=5]
add path ’da * ’ mode 0660 group operator

ÕÕÕ???: �*ø:¥.²�ÙÇSCSI�cÇ�Þcv*��)�J#��¾�Ç�*ø:¥.²?óê÷÷Ö
�da0 tda2 {�cÇ���qa��Õ

add path ’da[3-9] * ’ mode 0660 group operator

YÌRø:¥.²?ó{�cÇ\øóa�operator �{÷÷�i�

❀�iÇ3¤��ó/etc/rc.conf ©G¥Çé~devfs.rules(5)��øÕ

devfs_system_ruleset="localrules"

❀z�uÇ��{��XÇ
Ê/~��ê�z©Gø:�!;\{0�4R�Á{{���

t/etc/sysctl.conf Õ

vfs.usermount=1

❀Õ?ÇYÇ÷���ó�'­éø:�bÌ	H��iÇ3�,1&~sysctl(8)u÷�YÇ#Þ�

❀!��Z4
OR��z©Gø:{ø9�YÇø9��4a�R��z©Gø:{~�{�1root ü

P�~�OÁa��~�{/mnt/ username ($ÿusernamea�¦Ä~�{~9ÖÇ?²usergroup�¦

Ä~�Äa{�)Õ

# mkdir /mnt/username

# chown username:usergroup /mnt/username
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❀"÷.²��ê�ÇUSBÖ�÷÷Ç?%ø:RÙ#/�/dev/da0s1 Ç��YJ÷÷/�4FAT©Gø
:Ç~�,1Yø�zÇ¢Õ

% mount -t msdosfs -o -m=644,-M=755 /dev/da0s1 /mnt/username

❀�*¯ñ÷÷(��D�RÙéa{�còW�)Ç�3Ìóø:>å¥àK¥�t¡��Á{fåÕ

umass0: at uhub0 port 1 (addr 2) disconnected
(da0:umass-sim0:0:0:0): lost device
(da0:umass-sim0:0:0:0): removing device entry
GEOM: destroy disk da0 dp=0xc2d74850
umass0: detached

19.5.3ýýý���ÝÝÝÖÖÖ

❀øêAdding DisksZMounting and Unmounting File Systems9�iÇÝÖÈ«C~��4�C
{Õumass(4), camcontrol(8),ZFreeBSD 8.X{usbconfig(8)ÝVé�Í�ÏFreeBSDÇý{usbdevs(8)�

19.6


OOOZZZ&&&~~~���¦¦¦������(CD)
Contributed by Mike Meyer.

19.6.1���ëëë

❀CD¦Ê/{�c#��iõX3{�u�!ðÇ¢4X�ú~�U�{������>Z�w#Ä�{
ÒÔÇÄ1Ç¢,1Ë�{�qÖR�0"{óÜÇø:�-�qjâ{�QÇ�å#3LB{?û��

u��

❀CD��wÇY�øtjâÖR�{Ë�u
X4Ô®�c{u���óFreeBSD¥�*�ÇCDÇ3�ï
÷P�UtCDÞ{jâ©GÇl�Êâ�ÇtracksU�tCD�

❀ISO 9660©Gø:ú÷�~uÿ®YJ�I�b
|"C{4ÇÇ���JÙÆ©Gø:Ä��{!
�ÇX,sä{4ÇÇ
Øê�1j0å�Ç&zthU�{CD�ê§ÖYJ!�Ç
��óX|ÑYJ
j0{ø:Þt�&~�

❀sysutils/ portÝiêmkisofs(8)ÇY4�Ç,1~u	ÄÝ9ISO 9660©Gø:{jâ©G{Ç��Æ
�
Øêé��Jj0{|Ñ 1Ç�ÁR-û�ë�

❀&~ýÇÓäu/9CDRû�3{CD/9å4ATAPI{Ç¤4ÙÆ¡n{�é�ATAPI CD/9åÇ,
1&~äýø:�Q{burncd Ç��SCSIZUSB CD/9åÇ���{\cdrecord Ç�&~ÇÇ,1/

,sysutils/cdrtools port�ã�ø$�iÇóATAPI z={/9åÞÇ�,1{\ATAPI/CAM ÜLu
&~cdrecord 1ùÙÇ�SCSI/9åÞU{Óä�

❀�*3.&~QCo�Á{CD/9�GÇ,1�D��X-CD-RoastÝK3b�YJÓä,1/,&~½�
H�ãÝÇÝ/,sysutils/xcdroast Zsysutils/k3b portsu�ã�X-CD-RoastZK3b�
�ATAPI/CAM ÜL{\ATAPImG�
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19.6.2 mkisofs

❀mkisofs(8)Ç�*�sysutils/cdrtools port{�\IÇR	ÄISO 9660©Gø:ÇÙ¥Ý9UNIX ×Ö
8-¥{©GÖ�!;\{~�4Õ

# mkisofs -o imagefile.iso /path/to/tree

❀YÇ×
R
O�ÇÝ9ISO9660©Gø:{imagefile.iso©GÇÇ4ø9d/path/to/tree{�Ç

�ý�óÿ®,Ç¥ÇÇR©GÖÁnó�)ï{ISO9660©Gø:{©GÖÇR\ø�JX�n{ISO©
Gø:{©G�

❀�iõ 1�ê~u.q�J!���/{Ç-R  1�êé~Rock Ridgej0�Ä{UNIX ø:Ç-J  

1�é~~�Microsoftø:{Jolietj0Ç-hfs  1�~u
O~�Mac OSø:{HFS©Gø:�

❀é��JýR�óFreeBSDø:¥&~CD{|u�Ç-U  1�~u>øÄ�©GÖ{!��h&~-R

 1�ÇÇÌ�	�Ç©Gø:n4ÇÇ¦3,��éÄFreeBSDd4�ø{Ç¯lÇó�õ0Á��'
êISO 9660{)ï�

❀!��Ç�~{ 14-b�Ç~u�½éÄn4{ �Ç~1	Ä�El Torito�éÄCD�YÇ 1&~
�ÇkjÇ~1�½RU�CD{ø9{Ê�å�<Y�Çmkisofs(8)Ì1��{��cÜ��0*u

OISOÇO$Çæ�Zsn4©G{Ú@ôP41200Ç1440Ý2880 KB�ìJZs�ñìÇ¾�FreeBSD�
qÇ�cÇ?X&~Ü�Ü*ÖY«<Y�Ç��&~-no-emul-boot  1�O$Ç�*/tmp/myboot 4

�ÇÝ9êéÄn4©G/tmp/myboot/boot/cdboot {,Zs{FreeBSDø:Ç3Ò,1&~�Á{×

	ÄISO 9660©Gø:n4/tmp/bootable.iso Õ

# mkisofs -R -no-emul-boot -b boot/cdboot -o /tmp/bootable.iso /tmp/myboot

❀qÄYJÓ*��Ç�*3{�X¥{�êmdÇÒ,1~�ï×
u�z©Gø:êÕ

# mdconfig -a -t vnode -f /tmp/bootable.iso -u 0

# mount -t cd9660 /dev/md0 /mnt

❀,1��/mnt Z/tmp/myboot 4�ø{�

❀¤,1&~mkisofs(8){ÙÇ 1u®rÇ{q���/4��ISO 9660{�IÂ*Ç
OJolietZHFS
Â*{�c���mkisofs(8)ÉåC~ztÍõ{ÐÏ�

19.6.3 burncd

❀�*~{4ATAPI{CD/9åÇ,1&~burncd �×
u/93{CD ISOn4©G�burncd ×
4

äý�ø:{�\IÇ¥1&~/usr/sbin/burncd u�ã��~���Õ

# burncd -f cddevice data imagefile.iso fixate

❀ócddeviceÞ/9�Pimagefile.iso{�ý�å�{÷÷4/dev/acd0 �>k�burncd(8)1ê�÷�
U�¤Ý{kjÇ�[ó/9qÄ���ÄfñCDÇ1ù/9Qªjâ�

19.6.4 cdrecord

❀�*���ÇATAPI CD/9åÇ��&~cdrecord u/93{CD�cdrecord X4äýø:{�\

I;��,sysutils/cdrtools Ý7h{package�ãÇ�äýø:{#�,�ÌZåYÇÇ�{FØ�,
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�4��coaster�Zå{�h�ÿø:�Ç3����ÿportÇÝV�*3&~-STABLEÇ��ó�ÿtc
Çý����ÿport�

❀cdrecord ��õ 1Çäý~�¦burncd #��/9�ÇISO 9660n4©G��Yø)Õ

# cdrecord dev=device imagefile.iso

❀&~cdrecord {�v�É{0�4It&~{dev ��Itth{÷�Ç,1&~cdrecord

{-scanbus )�ÇYÌ�	Yø{�*Õ

# cdrecord -scanbus

Cdrecord-Clone 2.01 (i386-unknown-freebsd7.0) Copyrigh t (C) 1995-2004 Jörg Schilling
Using libscg version ’schily-0.1’
scsibus0:

0,0,0 0) ’SEAGATE ’ ’ST39236LW ’ ’0004’ Disk
0,1,0 1) ’SEAGATE ’ ’ST39173W ’ ’5958’ Disk
0,2,0 2) *
0,3,0 3) ’iomega ’ ’jaz 1GB ’ ’J.86’ Removable Disk
0,4,0 4) ’NEC ’ ’CD-ROM DRIVE:466’ ’1.26’ Removable CD-ROM
0,5,0 5) *
0,6,0 6) *
0,7,0 7) *

scsibus1:
1,0,0 100) *
1,1,0 101) *
1,2,0 102) *
1,3,0 103) *
1,4,0 104) *
1,5,0 105) ’YAMAHA ’ ’CRW4260 ’ ’1.0q’ Removable CD-ROM
1,6,0 106) ’ARTEC ’ ’AM12S ’ ’1.06’ Scanner
1,7,0 107) *

❀YÇï,ïñê÷÷{{7h{dev ��It3{CD burner ,&~®Ç~ÏRIÅ{j�u,+dev .óY
Ç¾�¥ÇCRW4dev=1,5,0 ÇÄ1th{Q�a4dev=1,5,0���Çi�4{0�,1�½YÇ�;�
�cdrecord(1){�ëê���Q�Ç;�¤ÝZÙÆ{ÀÜ�

19.6.5������QQQªªªCD

❀3,1Yø��CDÇ²CDÞÁ{Qªjâ�¸Àñ�øï{©GÇò²YJ©GUt�<8¸CDÞ�
YÇ,Çé�ATAPIZSCSIPÄìu��J�{X3�

SCSIPPPÄÄÄììì

1. &~cdda2wav u�¸ÀQª�

% cdda2wav -vall -D2,0 -B -Owav

2. &~cdrecord uU.wav ©G�

% cdrecord -v dev=2,0 -dao -useinfo *.wav

hâ2,0ú7h�÷�êÇä�0�ó�19.6.4�¥�ÄÃc�
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ATAPI PPPÄÄÄììì

ÕÕÕ???: �Ï�ATAPI/CAMÜLÇcdda2wav 3ø��óATAPI÷÷Þ&~�$Óä�å�ÁM?{0�/�4ÇÍ
P{ 
(ËÄ�tÇ	��¯�Ç��)�

1. ATAPI CDPÄ~/dev/acd dt nn,+�Ç�wÇY°d4PÄìRÇnn4�wRÇ�Ü Bj �

ÄÇ�Q�í��Ä1��Çc¡Þ{��Ç�wÒ4/dev/acd0t01 Ç��ÇÒ4/dev/acd0t02 Ç�

®ÇÒ4/dev/acd0t03 Ç���

>Ö�h�ó/dev ¥ñ�êéa{©G��*3���ìJ1øb�Ç�a��ø:­c#/��Õ

# dd if=/dev/acd0 of=/dev/null count=1

2. &~dd(1)�¸À�Ç�w�h�¸À©G{��3���&~�Ç�O{LLB�

# dd if=/dev/acd0t01 of=track1.cdr bs=2352

# dd if=/dev/acd0t02 of=track2.cdr bs=2352

...

3. &~burncd ²�¸À{©G/9t�cÞ�3���½YJ©G4Qª©GÇYøburncd Ìó/9q

Ä��e�c�

# burncd -f /dev/acd0 audio track1.cdr track2.cdr ... fixate

19.6.6������jjjâââCD

❀3,1²jâCD��Ä�Ç¦��${n4©GÇ,1&~mkisofs(8)
OY«©GÇÝ&~Çu��
�[jâCD�Y°Éñ{¾�"½3{CDROM÷÷4acd0Ç3aRÙ�¦�3"�&~{CDROM÷
÷�

# dd if=/dev/acd0 of=file.iso bs=2048

❀�ó3��Çn4©GêÇ3,14ÞÁÃc{�ø²Ç/9ÄCD�

19.6.7&&&~~~jjjâââCD

❀�ó3.²
Oê�<)ï{jâCDROMÇ3Ý�.��ñuÖRÞÁ{÷÷�å�<Y�Çmount(8)
"½©Gø:4ufs ¡n{��*3�A�Á{×
Õ

# mount /dev/cd0 /mnt

❀3Ìzt��Incorrect super block {FØfåÇ���ñÄÕ�CDROMX4UFS©Gø:ÇÄ1

ACYø�ñÇ44Xq{�3��·ªmount(8)©Gø:4ISO9660 ¡n{ÇYøÒ,1ê�����

½mount(8){-t cd9660  1�¾�Ç�*3.��ñCDROM÷÷Ç/dev/cd0 t/mnt ø9Ç3���

qÕ

# mount -t cd9660 /dev/cd0 /mnt

❀Õ?3{÷÷Ö(óYÇ¾�¥4/dev/cd0 ),��ÄX3ÇRû�3{CDROM&~{z=��iÇ-t

cd9660  1�3��qmount_cd9660(8)�ÞÁ{¾�,1Àá�Õ
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# mount_cd9660 /dev/cd0 /mnt

❀~Y«0�3äý,1&~�[ot{jâCDROM�l
ìJ�ISO 9660j0{�c,�Ìq�ô��
¾�Çjoliet�c~ÜÇ	�{unicode	n?ûÄ�{©GÖ�FreeBSD�X?X&~UnicodeÇbFreeBSD
CD9660PÄ,1RUnicode	n�ÄÝ¦��X,1#/{o*��*3���J:]©	n�+�¯
RÇÒ��&~-C  1u�½	nøê�¶ê���Z{-<Ç>kDÉåC~mount_cd9660(8)�

ÕÕÕ???: �*æ�/,-C  1u�q	nøÝ¦Ç��XÌ���ñcd9660_iconv.ko ÜL�Y1Ó*,1/,

óloader.conf ¥���ï{�Õ

cd9660_iconv_load="YES"

?­céÄ�®åuqÄÇø$�iÇ�,1/,kldload(8)uCÄ�ñ�

❀���Çh3AC�ñCDROM{��ÇÌzt��Device not configured {FØfå�Y/�,

ÒCDROMPÄ��Wc°���cÇÝVPÄìó�"ÞX,D����Æ¨�-�VCDROMPÄì%
/.²zt'b{fåÇ>�e�V�

❀���ÇSCSI CDROM,�ÌIXtÇO����ê{�-uaI�"{resetfR��*3��ÇSCSI
CDROM>R�Á{ 1��t3{�X{�©G?­O3{�X�

options SCSI_DELAY=15000

❀YÇ·ª3{SCSI�"éÄ�ö*15Æ¨ÇÉ3{CDROMPÄì�ê{åÌuaI�"resetfR�

19.6.8///999ÆÆÆ)))jjjâââCD

❀3,1 
²�Ç©Gø9/9tCDÞ
X~
OISO 9660©Gø:��J|Y�)4�ê÷P{ø
{�YÇäq{�/9�Ç)ïCD¤Ý�OzõÕ

# burncd -f /dev/acd1 -s 12 data archive.tar.gz fixate

❀�­cIÃYø/9tCDÞ{jâÇ3��,Æ)÷÷��ÖRjâÕ

# tar xzvf /dev/acd1

❀3X�4�ñ�Ç/�{CDROM�ø�ñY<�c�Yø{CDROM�X�óøêFreeBSD�i{�[
v*ø:ÞÖñ��*3.�,1�ñCDÇÝVZ��«v*ø:á0jâÇ3��4ÞÁÃc{�ø&
~mkisofs(8)�

19.6.9&&&~~~ATAPI/CAM PPPÄÄÄ

Contributed by Marc Fonvieille.

❀YÇPÄã�ATAPI÷÷(CD-ROM, CD-RW, DVDPÄì�...)/,SCSI�ø:6¯ÇYøã�&~
4sysutils/cdrdao ÝVcdrecord(1)Yø{Ç��

❀�&~YÇPÄÇ3��²�ÁYq��t/boot/loader.conf ©G¥Õ

atapicam_load="YES"
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❀z�uÇ­céÄ�®å�

ÕÕÕ???: �*3æ�Ratapicam(4)1·ÕÉ�{o*���XÇ���ó�X{�©G¥��YqÕ

device atapicam

$i¤��ó�X{�©G¥��Õ

device ata
device scbus
device cd
device pass

YJa�.²�ê�l�Ç­cÉ�?�ãc�XÇ?­céÄ�®å�

❀óZs,Ç¥Ç3{/9åRÌñ�ó�X{
+få¥ÇÒ4YøÕ

acd0: CD-RW <MATSHITA CD-RW/DVD-ROM UJDA740> at ata1-mast er PIO4
cd0 at ata1 bus 0 target 0 lun 0
cd0: <MATSHITA CDRW/DVD UJDA740 1.00> Removable CD-ROM SCSI-0 device
cd0: 16.000MB/s transfers
cd0: Attempt to query device size failed: NOT READY, Medium n ot present - tray closed

❀PÄì�ó,1/,/dev/cd0 ÷÷Ö6¯êÇ¾���ñCD-ROMt/mnt Ç���E��Á{×
Õ

# mount -t cd9660 /dev/cd0 /mnt

❀*�root Ç3,1äq�Á{×
uzt/9å{SCSI��Õ

# camcontrol devlist

<MATSHITA CDRW/DVD UJDA740 1.00> at scbus1 target 0 lun 0 (pa ss0,cd0)

❀Yø1,0,0 Ò4SCSI��êÇ,1úcdrecord(1)ZÙÆ{SCSIÇ�&~�

❀��ATAPI/CAM ZSCSIø:{ÍõfåÇ,1kÝatapicam(4)Zcam(4)C~��

19.7


OOOZZZ&&&~~~���¦¦¦������(DVD)
Contributed by Marc Fonvieille. With inputs from Andy Polyakov.

19.7.1���ëëë

❀ZCD#�ÇDVD4��S�¦?û���b�DVD,1����[CDÍõ{jâÇ.²Ä���@
ªñÇ�{)ï�

❀·¢Á*,�9DVD{�Ê«Ô®�9Â*Õ

• DVD-RÕY4��«,~{DVD,�9Â*�DVD-R)ï�DVD Forum
(http://www.dvdforum.com/forum.shtml)½B�Y«Â*4�',U{�

• DVD-RWÕY4DVD-R)ï{,�UÇý��<DVD-RW,1ú�ULÕ1000'�
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• DVD-RAMÕY�4�«úDVD ForumÄ|Ñ{,�UÂ*�DVD-RAM ,1ú�*�«,#Ämc�
l
ÇY«��ZL\IDVD-ROMPÄì1ùDVD-VideoB8ìX/�Ö��èjDVD/9å|
ÑDVD-RAM�>kÝ�19.7.9�1ê����[&~DVD-RAM {��Z-<�

• DVD+RWÕY4�«�DVD+RW Alliance (http://www.dvdrw.com/)½B{,�UÂ*��<DVD+RW,
1ú�ULÕ1000'�

• DVD+RÕY«Â*4DVD+RWÂ*{�',U#«�

❀�<\�{,�9DVD,1?û4,700,000,000	�Ç#h�4.38 GBÝV�4485 MB (1ú	���1024
	�)�

ÕÕÕ???: ���Ò��Ô®��¦a~Ç�{IÜ�¾�DVD-Video4�«�O{©Gø:Ç,1ú�Ut�[,
�9{DVDÔ®��ÞÕDVD-R�DVD+R�DVD-RW���ó 
��¡n��Ç3�½�h�/9å
ZDVD-VideoB8ì(�«\Õ{B8ìÝV�®åÞ{DVD-ROMPÄì)4ZY«��/�{�

19.7.2{{{���

❀growisofs(1)Rú~u"�DVD /9�YÇ×
4dvd+rw-toolsÓäø(sysutils/dvd+rw-tools ){�\
I�dvd+rw-tools|ÑÄ�{DVD ��¡n�

❀YJÓäR&~SCSI�ø:u6¯÷÷ÇO$ATAPI/CAM |Ñ�����X��*3{/9åf
~USBz=�X��Y�)Ç>k��19.5�uê�USB÷÷{�{��Z-<�

❀$iÇ¤��é~ATAPI÷÷{DMA |Ñ�Y�Ó*,1/,ó/boot/loader.conf ©G¥���Á{

quqÄÕ

hw.ata.atapi_dma="1"

❀AC&~dvd+rw-tools��3a�k�dvd+rw-toolsmG/�uï,
(http://fy.chalmers.se/~appro/linux/DVD+RW/hcn.html)4d�¦3{DVD/9å��{få�

ÕÕÕ???: �*3.��ÇCo�{~��ÁÇ3a����K3b (sysutils/k3b )ÇÇ
Øêgrowisofs(1){�Ç�P
�ÁZ�õÙÆ/9Óä�

19.7.3///999jjjâââDVD

❀growisofs(1)×
4mkisofs{�àÇÇÌ®~mkisofs(8)u
O©Gø:YÛÇqÄtDVDÞ{/9�Y
?�ø3X��ó/9��
Ojân4�

❀�²/path/to/data ø9{jâ/9tDVD+RÝVDVD-RÞÁÇ&~�Á{×
Õ

# growisofs -dvd-compat -Z /dev/cd0 -J -R /path/to/data

❀-J -R  1��Émkisofs(8)~�©Gø:
O(Y,+
OQ�Q�jolietZRock Ridgej0{ISO 9660
©Gø:)Çk�mkisofs(8)ÉåC~ê�Íõû��
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❀ 1-Z ~uó�[<Y�ð)/9Ì�ÕX�õÌ�¦d�DVD ÷÷Ç/dev/cd0Ç���L3{{�

)ñ�#�-dvd-compat kjÌ�e�cÇ�cÄ�X,��{�YÌ
ØÍõ{ZDVD-ROMPÄì{
��/�u�

❀�,1/9Ä�Çpre-masteredn4,¾��9�Çn4©Gimagefile.iso,·¢,1äqÕ

# growisofs -dvd-compat -Z /dev/cd0=imagefile.iso

❀/9{¤Ý,1ú5�t?�Ä�q®rÇÊâ��ZPÄì{&~<Y��*3.���#¤ÝÇ,

1&~-speed= kj�Íõ{fåÇ>�growisofs(1)ÉåC~�

ÕÕÕ???: �*��ó/9{�9¥��§,4.38GB{\Ç©GÇÒ��&~mkisofs(8)ÝÙÆ#�Óä(¾
�growisofs(1)){-udf -iso-level 3 kju
OUDF/ISO-9660×\©Gø:���ó
OISOn4©GÝ�
zócÞUjâ�b��Yø)�1Y«0*
O{�c��/,mount_udf(8)Óä1UDF©Gø:�ñÇO$
��v*ø:|ÑUDF�b,1Yø)Çd�cÞ{©Gjâ,�ÌÃ�thÖñ�

�
OYø{ISO©GÕ

% mkisofs -R -J -udf -iso-level 3 -o imagefile.iso /path/to/data

�zR©G/9t�cÞÕ

# growisofs -dvd-compat -udf -iso-level 3 -Z /dev/cd0 -J -R /path/to/data

"��4&~Ý9ãn©G{ISOn4©G�ÇÒX��óäqgrowisofs(1)uRn4©G/9Ä�c��½�[
�i{ 1ê�

�iÇón4©G¥��Ý�z/9ãn©G�Ç¤��Õ?&~!c{sysutils/cdrtools (Ý9
êmkisofs(8))ÇO�ÎÇ?X
Øãn©G|Ñ��*3±t¯�Ç�,1�A��
�Çý{�GÝÇ¾
�sysutils/cdrtools-devel ?kÝmkisofs(8)ÉåC~�

19.7.4///999DVD-Video

❀DVD-Video4�«�O{ä�ISO 9660Zmicro-UDF (M-UDF)�){©Gø:�DVD-Video�Å�ê�
Ç�O{jâÂ*ÇYÒ4���3���Ç�O{Ç�4multimedia/dvdauthor u�*DVD{ÆO�

❀�*3.²�êDVD-Video©Gø:{n4ÇÒ,113ø{0*�*��Çn4Ç,1k��Á9�
{¾���*3.�*DVD?.8ó�½{ø9¥Ç�óø9/path/to/video ¥Ç,1&~�Á{×


u/9DVD-VideoÕ

# growisofs -Z /dev/cd0 -dvd-video /path/to/video

❀-dvd-video  1R��Émkisofs(8)?�+Ç
O�ÇDVD-Video©Gø:YÛ�ø$�
i�-dvd-video  1�Ý9ê-dvd-compat growisofs(1) 1�

19.7.5&&&~~~DVD+RW

❀X4CD-RW,�Ç8¸{DVD+RWó��'&~����Â*��growisofs(1)Ç�RÌ7�{�ÄéÙ
�q7h{ÿ®ÇY4recommended{0*�3�,1&~dvd+rw-format uéDVD+RW�qÂ*�Õ

# dvd+rw-format /dev/cd0
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❀3����qYø{v*�'Ç����8¸{DVD+RW��b��Â*��3,11�Á9�3ø{
0*u/9DVD+RW�

❀�*3./9c{jâ(/9�Çc{qr{©Gø:
X��4ê��Jjâ)tDVD+RWÇ3X�ò
RÙÂ*�Ä8¸cÇ3����z��«1�{�9ý,�(�q�Çc{ð)�é�),4YøÕ

# growisofs -Z /dev/cd0 -J -R /path/to/newdata

❀DVD+RWÂ*�Ç��;\{51�{�9ê�jâ
Øê,�u�YÇv*��Çc{Ì�Z�Ç.
²?ó{Ì�\?
Ä�ÇX��õÇUÌ�,ÇÇgrowisofs(1)Ró��Þ������ ISO 9660©Gø:�

❀¾�Ç·¢.ê��Jjâtt·¢1�{DVD+RWÞÇ·¢,1&~�Á{×
Õ

# growisofs -M /dev/cd0 -J -R /path/to/nextdata

❀ó1�{Uv*�Ça&~¦!ð{/9Ì��#3{mkisofs(8) 1�

ÕÕÕ???: �*3.Üz¦DVD-ROMPÄÍP{/�uÇ,1&~-dvd-compat  1�óDVD+RWY«<Y�ÇY
ø)?X4�3��jâ�

❀�*ñ�ì«ÆO3]{.�8¸��cÇ,1�q�Á{×
Õ

# growisofs -Z /dev/cd0=/dev/zero

19.7.6&&&~~~DVD-RW

❀DVD-RWzIÜ«�cÂ*Õ�V~�U�ZI!*�U�å�{DVD-RWc4~�U�Â*�

❀8¸{DVD-RW�ê�z�q/9
X��Â*�v*Çl
:8{~�U�Â*{DVD-RW��Â*
�b�U�c{ð)Kã�

❀�Â*��<DVD-RW�~�U�Ü*ÇäqÕ

# dvd+rw-format -blank=full /dev/cd0

ÕÕÕ???: �'q\{Â*�(-blank=full ) ó1xõ¤{��ÞRÌ�DLÕ1ÇB��O¤Â*�,1&~-blank

 1u�qÇ�*DVD-RW�1Disk-At-Once (DAO)Ü*/9{���1DAOÜ*/9DVD-RWÇ&~×
Õ

# growisofs -use-the-force-luke=dao -Z /dev/cd0=imagefile.iso

-use-the-force-luke=dao  1X4��{ÇO�growisofs(1)AC!�!Ý{5�(O¤Â*�)��?�
qDAOU��

/"Þé��[DVD-RWÑa�&~I!*�UÜ*ÇY«Â*�å�{�V~�U�Í��Ù�

❀ó�<~�DVD-RWÞU�jâÇ&~ZÙÆDVDÂ*#3{�
Õ

# growisofs -Z /dev/cd0 -J -R /path/to/data

❀�*3.ó31�{/9Þ��jâÇ3��&~growisofs(1){-M 1�l
Ç�*3ó�<�V~�

U�Ü*{DVD-RWÞ��jâÇRÌócÞ
O�Çc{KãÇ�*Ò4�<õKã�c�
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❀I!*�UÂ*{DVD-RWóc{ð)�Kã�X��Â*�Ç3�4�~-Z  1�U�cÇY

ZDVD+RW{<o4#�{��,1~ZDVD+RW3ø0*{-M 1²�?{ISO 9660©Gø:U��
c��*Ì4�<\KãDVD�

❀�²DVD-RW��I!*�UÂ*Ç��&~�Á{×
Õ

# dvd+rw-format /dev/cd0

❀Í�Ã~�U�Ü*&~Õ

# dvd+rw-format -blank=full /dev/cd0

19.7.7õõõKKKããã

❀����ýÇDVD-ROMPÄì|ÑõKãDVDÇÇ¢Lõj��Ñ�ÖR��ÇKã�~�U�Â*
{DVD+R�DVD-RZDVD-RW,1|ÑõKãÇDVD+RWZDVD-RWI!*�UÂ*X?óõKã{�
'�

❀óDVD+R�DVD-RÝVDVD-RW{~�U�Â*�Ç�'ð)�(���)Kã��&~�Á{×
ÇR
Ìó�cÞ���Çc{KãÕ

# growisofs -M /dev/cd0 -J -R /path/to/nextdata

❀éDVD+RWÝVDVD-RWóI!*�UÜ*�&~Y�×
ÇÌ\?cKãt?ó{Kã¥u��j
â��*Ò4�<\Kã�c�Y4óYJ��Þ~�ó!ð{Uv*����jâ{0*�

ÕÕÕ???: ��Þ{�J8-~�Kã�-Kã{
)¦�e�O$Ça�~LÞ{jâ��Kãu����8-�é
�DVD+Ru�Kã{jÞ!��154Çé�DVD-Ru�LÕ42000Çé�v�DVD+Ru�4127�

19.7.8ÍÍÍõõõ{{{fffååå

❀�ÜzÍõ{��DVD{fådvd+rw-mediainfo /dev/cd0×
,1äquÜzÍõ{få�

❀Íõ{��dvd+rw-tools{få,1ógrowisofs(1)ÉåC~ItÇódvd+rw-tools web site
(http://fy.chalmers.se/~appro/linux/DVD+RW/)Zcdwrite mailing list (http://lists.debian.org/cdwrite/)Éz¥�,
It�

ÕÕÕ???: dvd+rw-mediainfo ×
{Qñ�*�9Ç1ù��{¯�Ìú~u)¯�ç·��*��YJQñÇÒi


Ð3�û¯��
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19.7.9&&&~~~DVD-RAM

19.7.9.1{{{���

❀DVD-RAM /9å/�&~SCSIÝATAPIÜ«z=���é�ATAPI÷÷ÇDMA �QÜ*��CÓé
~�Y�Ó*,1/,ó/boot/loader.conf ©G¥���c{�uqÄÕ

hw.ata.atapi_dma="1"

19.7.9.2ððð)))���������

❀�ý9�Á{�ëÄÓÇDVD-RAM ,1@��#Ämc�¦�[ÙÇnR{#Ämc¡�ÇD'&~Ç
��ÇaD��ð)�� DVD-RAM�ó�Á{¾�¥Ç·¢Ró\\8-Þ&~)ï{UFS2©Gø:Õ

# dd if=/dev/zero of=/dev/acd0 bs=2k count=1

# bsdlabel -Bw acd0

# newfs /dev/acd0

❀3aÊâ"�<YRacd0 ��3Ä&~{÷÷Ö�

19.7.9.3&&&~~~������

❀�`3óDVD-RAM ÞqÄê�Á{v*ÇÒ,14Ê/{mc�ø�zÇêÕ

# mount /dev/acd0 /mnt

❀l�Ò,1t��éDVD-RAM �qÖUê�

19.8


OOOZZZ&&&~~~���ccc
Æ*Julio Merino.­UMartin Karlsson.

❀²jâ?ûó�cÞ���4�I�~{�¾�Çó��ÙÇ,"{?û��ÇÝ��RèÞjâ�t

ÙÆ�®å��

❀Y�9R�ë�øóFreeBSDÞ&~�c�ó&~DOS 3.5]@�c�D��õù{Ò4Â*�ÇbÙ�
'¦ÙÇ{�cÂ*�ô�¡��

19.8.1ÂÂÂ***������ccc

19.8.1.1÷÷÷÷÷÷

❀�c{6¯4ÙÇ÷÷�ø4/,ó/dev ¥{�øu"�{��z6¯�c�Ç��;\�&

~/dev/fd N u,+�
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19.8.1.2ÂÂÂ***���

❀�<�có&~Y����ú�ÿÂ*��/�qÌ.²),êÇbÂ*�45���qru{�«P

0��¦�Y�,�Ì�RLÞÃÝèÞÄ{mcLBÇbL\I�cÑ�úÂ*�÷��1440kB�

❀�ÿÂ*��c���&~fdformat(1)×
�YÇÇ���÷÷Ö*�kj�

❀��?�#FØfåÇYJfå�êÐÏ�h½�c{P¦ �

19.8.1.2.1�c{Â*�

❀&~/dev/fd N ÷÷uÂ*��c����<c{3.5]@{�có�{÷÷¥Õ

# /usr/sbin/fdformat -f 1440 /dev/fd0

19.8.2���ccc)))üüü

❀²,�ÿÂ*��Ç���ÉÇI{�Ç)ü�YÇ�c)ü1�ÌúÍVÇbø:��&~Çuh½

�c{Ú@�

❀c{�c)üRÌz�rÇ�cÇÌÝiÄ�\7{���c{geometryfå��c)ü{geometry�
ïó/etc/disktab ¥�

❀�ó,1~�Á{0�u&~bsdlabel(8)êÕ

# /sbin/bsdlabel -B -w /dev/fd0 fd1440

19.8.3©©©GGGøøø:::

❀�óé�c�q°ÿÂ*��YÌóÇÞÁ���Çc{©Gø:Ç,&FreeBSDuéÇ�qÖU�ó

Oqc{©Gø:�Ç�c)üRú>ÄÇÄ1�*�.­cÂ*��cÇ���­c
O�c)ü�

❀�c{©Gø:,1 
UFSÝFAT�FAT4/�<Y��c�vP{ 
�

❀��*c{©Gø:ó�cÞÇ,1&~�Á{×
Õ

# /sbin/newfs_msdos /dev/fd0

❀�ó�c.²,1�qÖRZ&~�

19.8.4&&&~~~���ccc

❀�&~�cÇ���&~mount_msdosfs(8)�zÇ�ø$�iÇ�,1&~óports�G¥
{emulators/mtools Ç��
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19.9~~~���QQQååå÷÷÷PPP
❀Ì�{�Qå�4mm, 8mm, QIC, mini-cartridgeZDLT�

19.9.1 4mm (DDS: Digital Data Storage)

❀4mm�QåtóÅZRSQICÄ�Ó*5÷Pjâ{D ÷÷�óConnerBéêQIC�Qå�­��{
��ÛArchive��XÈÇýXò	�Y«�QåÇY&zY�J3#zµ�Ò��4mm{PÄìÍ�BZ
�·Çbé�jââ?{,"u�Xù8mmPÄì�Ç��8mm{"(ZBzõ(3 x 2 x 0.5 inches, 76 x 51
x 12 mm)�Z8mm{�øÇÖU�{F×ÑX�ÇO�Ç¢3ø&~Z�*{0*uÖU�

❀YJ÷÷{jâ�Q{¤ÝÕó~150 kB/st~500 kB/s�-Ç?û8-,1.3 GBt2.0 GB�-ÇmG¸À
,&8-�õ��QE\Ã,1�6Ñ�QåÇ120Ç�QþÇ1�Ä#¦{0*&~3�Ç�Q Ç�Q
E{�Þ,H240 GB�

❀DDS-3)ï�ó|Ñ{�Qå�Þ!°,Ht12 GB (Ý¸À{24 GB )�

❀4mmZ8mm3øÑ&~Z�*ÖU{0*ÇÄ�Z�*ÖU{��ùb�ÇÑ,1ó4mmZ8mm�Q
åÞ�t�

❀�Qó²,2,000'{&~Ý100'{\\÷P�ÇÒ�R~ê�

19.9.2 8mm (Exabyte)

❀8mm�Qå4!�D{SCSI�QåÇ�4�Qb¦{!� 
����ÇÓ*5Ñ��Ñ2 GB 8mm�
Qå�8mm�Qå,fÝ°�0"��·��þB(4.8 x 3.3 x 0.6 inches; 122 x 84 x 15 mm)
%X"�8mm
�Qå{��4�Çáá{ÖU>Ç
ÖU>{F×Rû��Q²,ÖU>�Ç#é°¤äÄ<Y�

❀jâ�Q¤ÝÕó250 kB/st500 kB/s�-Ç,?û{8-,300 MBt7 GBÇmG¸À,&8-�õ�
�QE\Ã,1�6Ñ�QåÇ120Ç�QþÇ1�Ä#¦{0*&~3�Ç�Q Ç�QE{�Þ,
H840+ GB�

❀Exabyte�Mammoth�Ün|Ñ12 GB{�Þó�Ç�QÞ(¸À�,H24 GB )#h�Ê/�Q{�õ�

❀jâ4&~Z�*ÖU{0*�9ó�QÞ{ÇÖU>Z�QÕ#�6ÝÇ�Q1270Ý�wø¶Ç?�
ÔÖU>Ç¶7���ÝÇ&z�Qä�°·ÝÇ,�àt��à?,&�w�·�IY�

19.9.3 QIC

❀QIC-150�QZ�Qå,�4!�D{�QåZ��ê�QIC�Qå4!"({�t��÷P÷÷�Ç
{b�ó���{$Âv°�QIC�Q��8mmÝ4mm�Q"Ç�GB{jâ?û$Â,�!°°ñ5
õ�b4Ç�*3{�F�ê�ÌK�QÄw�{�Ç��QIC,�4Ò�� �QIC4!!!�D{�Q
å��Ç5�ÑÌ�ì«·Ý{QIC�Y��4�«f&ÇQIC�iõói
Þ#�Ã���øÄÇb4·
ÝX3{�Q�QIC�Qå�QiL�Ç¢ó¯�1ùÖU�ÑÌ�ñ�Q�QIC�Q{�Â46 x 4 x 0.7
]@(152 x 102 x 17N²)�

❀jâ�Q{¤Ý��150 kB/st500 kB/s�-Ç,?û{8-,40 MBt15 GB�vc{QIC�Qåä�
mG¸À{Õ��QIC{&~Gµuµ�ÇLLúDATÄRS�

❀jâ1�w{0*�9ó�QÞÇ�wjù�w{PÝÌÊâ�Þ
�ÄX3�/�c{�Qåä�{

5�/�{ÖRÕ�Ã/��ä÷U�{Õ�Ä�é�jâ{�\uÇQICä�XF{µ$�

❀�Qåó²,5,000'{&~�ÇÒ�R~ê�
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19.9.4 DLT

❀óY�9ïñ{�Qå¥DLTä�!O{jâ�QG�1/2" (12.5mm){�QÝ9ó\¶{�Qþ(4 x 4 x
1 inches; 100 x 100 x 25 mm)¥��Qþ{��4�Ç�ÝþwÇ/,þw{
\Ç,1t�QòÄ��Q
þ����Ç¶Ç
ý9¥Ä
t{ÙÆ�QþÑ4�ÜÇ¶{Ã9�w�Qå¾iÄ�

❀jâ�Q{¤ÝÕ1.5 MB/sÇ44mm, 8mm,ÝQIC�Qå{®õ�,?û{8-,10 GBt20 GBÇä�
�QåjâE��QåjâE\Ã,1�1 to 20Ñ�QåÇ5t900Ç�QþÇ�QåjâE{�Þ,
H50 GBt9 TB�

❀�*�¸À{�ÇDLTnIV Â*{�Qå!°,|Ñ70 GB{?û�Þ�

❀jâ?ûó²q��Qäq05{�wÞÃÒ4QIC�QÄÇ�'U�ÜÇ�w�ÖU>{F×#h�Ç
�h�Q*���Ç�Q¦ÖU>�-��#éäÄ�

19.9.5 AIT

❀AIT 4Sony
�{�«cÂ*Ç�Ç�Q!°,1?û50 GB��Qå&~�?_¡uâ?�QÞ{ÂZ
���YÇÂZ�êú�QåPÄìO¤ÝÖu�Â�QåÞ©GÄÿ{ �Ç
X4ÙÆ{�Qå��

��I¨{�-b�It©G�4SAMS:AlexandriaYø{�GÕ�êv*��ÝVÍõ{AIT �QEÇ
�z&~�?_¡u�q/f²���+ó¶ôÞÇ1û½²��©G÷PtýÇ�QÞÇ�ñZÁ�j

â�

❀4Yø{EÄýL�ó$20,000�Ã&�Ç�H=�,�¤�"���

19.9.6������'''&&&~~~ccc{{{���QQQååå

❀hó�Lq\8¸{�QÞ�A½�jâ�ÇÌzt¡��ÁYø{FØfåÕ

sa0(ncr1:4:0): NOT READY asc:4,1
sa0(ncr1:4:0): Logical unit is in process of becoming ready

❀få�ñYL�Q��L�R(block�R�0)�óQIC-525��{Ä�QIC�QÇÑf~QIC-525)ïÇ
��U��ÇIdentifier Block�é�Y«¯�Ç�1�Ü«�û{Í�Õ

• ~mt fsf 1 ,1t�Qåé�QU�Identifier Block�

• &~ÁÆÞ{�<�Q�

ò���'Ç??ûdumpjât�QÞ�

Y�dumpR�ÃDUMP: End of tape detected Çl�3ÌztYø{FØfåÕHARDWARE FAILURE

info:280 asc:80,96 �

Y�~mt rewind upÝ�Q�

�Qv*{��v*ÒqÄê�
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19.10~~~���ccc÷÷÷PPP

19.10.1���êêê&&&~~~���cccuuu÷÷÷PPPjjjâââmmm

❀��c/�4~u÷P{÷÷¥XÔ\7{÷÷Õ

• Y«÷÷XÔ,"Ç�/4�Ï&~�

• ÷PZÁ�Ñiz

• Ç¢��:��!{?û�Þ�

❀l
Ç�*��ÙÇ{÷Pjâ{0�Ç��c÷P����÷P�P�

❀�*��&~�c{�Ç��hâc¡{�Þ��cóÍÚ?¥&~.²��õ#ê�!P&~�JÖ

]¢Û{�¬1hâ�Þ�

19.10.2���[[[÷÷÷PPPjjjâââttt���ccc

❀!P{÷Pjât�c{0�4&~tar(1)Ç��Þ-M 1ÇÇ,1ã�jâ÷Ptõ<�cÞ�

❀�÷Ph�ø9¥Ä�{©G,1&~YÇ×
(���root Y!)Õ

# tar Mcvf /dev/fd0 *

❀h��<cw{��Çtar(1)Ì�+3����<cÇ����<c��Ò�Ã°�

Prepare volume #2 for /dev/fd0 and hit return:

❀YÇZ½,���­�iõ'Ç�tYJ©G÷PqÄ���

19.10.3,,,111¸̧̧ÀÀÀ÷÷÷PPPmmm

❀Xs{4Çtar(1)ó�õò©G*÷P�4Xã�&~-z  1{�hlÇ,1~gzip(1)¸ÀÄ�{©GÇ
²Ç¢KÝt�cÇ1�ó~gunzip(1)�
�

19.10.4���[[[ÁÁÁ���÷÷÷PPP

❀�Á�Ä�©GÕ

# tar Mxvf /dev/fd0

❀�Ü«0�uÁ��c¥{Ç/©G�D�ÇÒ�~��<�céÄÕ

# tar Mxvf /dev/fd0 filename

❀tar(1)Ç�Ì
+3���Á{�cÇ�tÇItÄ��{©G�

❀�*3�wýÇ©GóýÇcÞÇ3Ò,1���<cÇl�&~Þ33ø{×
��*�cÞ{��

Ç©G¦�Á{©G4Ë�{Ç�tar(1)×
Ì´·3ÇÃ�Á�Çý&3X�FÇYø)�
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19.11÷÷÷PPP|||QQQ
Æ*Lowell Gilbert.

❀÷�÷P��{���Ö4h�1�¯�{.�DtÕ

• �cùF

• ©G{?iÍø

• ±å{©G»Ä

• åìq\»Ä(¾�Ûï)ÇÝi» \\ó"÷P�

❀béÞc{�Ç¯�f~q\X3{�bu�û4q\,q{�øê�Ý9èÞ����$�jâ{Ç

|ø:�iÇ�Äu�iè��«�b�ê3�/ú�ÁÄ�{���

❀,1f~{�bÝiÕ

• érÇø:{jâ�q?lÇ÷Pt{Èu{¬"��Þ�Y«0�"�Þ�ê
Øbé�ÁÄ�¯�

{â�ÇbYø)/�izÇ
%Á��Ì�vf&�3,1R÷P��£"Ýó"{çÕÇl
Á�

©G�l4�Ç
�Ç�/4é���Y{�J~�
Ó�

• ©Gø:OL�Y«�b"�Þ�éÃ?¥Íø©GY�«<Y�~ÇbóY«<Y�ÇÌ
Ø:::���LLL

{ÐÏÇ
%6¯·¤Çv*�4�

• �z��rÇ©Gø:Z/Ý�c(¾�±Ïu�érÇåì)rsync(1))�/�Yé�ó�dÞ{\��F
!�7~����cùF
ØÍ�/~{â�Ç/�Y«0��¶�RAID�é�Á�Ã?¥Íø{©G
u�ÇY«0�äýÞ¦UFSOLa�3��'Ç&~ý�ÇRû�3{õP�

• RAID�Ç�ê!L!Ý�>è�cùFs�{*å�-�ÙS$4��ÿ®Í�ª${�cùF(O��
c{jÞ��ê)Ç¦�Y¡ùFXò��*�:��ú{/1uÿ®�

• 5�©G{�«�mtree(8)Óäé�Y«v*:��~�¦�Y?X4�«÷P{�bÇbÇ�êhâ3
�åÌÕ?t�J3��FÏ�¬"÷P{/<�Yé�¬"÷P:�­�Ç
%a�����15

��

❀i�4ïÞÍõ{�bÇÇ¢¥��õ"�Þ4�ÁÄïñ{0�{#«��/{�F/�Ì��f~

�/{�b(¾�Ç÷Pó"äq{jâEÇ����jâE�G
Øì«0�uqÄ¥-Z½)uw��
!­�{/<4Ç�½�ê���Rjââ�åu½I[«Z�Ç1ù�	¯��a��[ÿ®�

19.12÷÷÷PPPÇÇÇ���
❀�®ÇÌ�{÷PÇ�dump(8)�tar(1)Zcpio(1)�

19.12.1 Dump ZZZRestore

❀dumpZrestore 4UNIX �:{÷PÇ��Ç1block
X41©G�\ u÷Pjâ�ÓzÝø
9�dump÷P{4÷÷Þ{rÇ©Gø:ÇX��÷P�Ç©Gø:{\IÝ4~tÜÇ1Þ©Gø:{

ø9d�¦ÙÆ÷P�GX3{4ÇdumpXÌU©GZø9t�QåÇ
4U�Ý9©GZø9{Æ)j

âL�h��Á�jâ{��Çrestore å�ó/tmp/ �â?ø�jâ−�*�tóv*{Á�c���

vB{/tmp {�Ç�,���²¢¸#ÞTMPDIR÷�t�Ç�Íõ8-{ø9Ç&z$,ÇÍ�4Ä

Õ�
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ÕÕÕ???: �*ó3{rootø9&~dumpÇRX��÷P/home�/usr ÝÙÆø9ÇO�YJ4�n{ÙÆ©Gø:

ÝnRËzt�J©Gø:{�ñ��

❀dump4!�ñ��AT&T UNIX {Version 6 (Õ1975)�å�{kj7~�9-track�Q(6250 bpi)ÇÄ1�*
�~°·Ý{�QÃ!°,H62,182 ftpiÄÇÒX�~å�{kjÇ
��i�½kj�YJå����ó
×
qú��1ÍP�¼~h��Qå{Õ��

❀rdump Zrrestore ,1/,�dó��Ñ�®å{�QåÞ÷Pjâ�YÜÇÇ�Ñ4�"rcmd(3)
Zruserok(3)u6¯ÏÇ{�Qå�O$Çäq÷P{~�����ÏÇÌå{.rhosts 6¯Y�rdump

Zrrestore {kj��7~�ÏÇÌå¾�Çh3,FreeBSDËt�ÑSUNÓ*5knomodoV&~�Qå
�Ç&~Õ

# /sbin/rdump 0dsbfu 54000 13000 126 komodo:/dev/nsa8 /dev/da0a 2>&1

❀�Õ?{4Õ��5�3ó&~.rhosts �{�\<Y�

❀�,1/,&~ssh ~�ÇÍ�\{0*u&~dumpZrestore �

¾¾¾19-1.///,,,ssh&&&~~~dump

# /sbin/dump -0uan -f - /usr | gzip -2 | ssh -c blowfish \

targetuser@targetmachine.example.com dd of=/mybigfiles/dump-usr-l0.gz

❀Ý&~dump�{built-in0�Ç÷�¢¸#ÞRSHÕ

¾¾¾19-2.///,,,÷÷÷���ssh¢¢¢¸̧̧###ÞÞÞRSH&&&~~~dump

# RSH=/usr/bin/ssh /sbin/dump -0uan -f targetuser@targetmachine.example.com:/dev/sa0 /usr

19.12.2 tar

❀tar(1)�3ø4ó�6ÇAT&T UNIX (LÕ41975��)ñ�{�tar é©Gø:�zv*ÖÙ*~4²©

GZø9U��Q�tar ?X|Ñcpio(1)Ä
Ø{\\Õ�Çb�X��cpio Ä��&~{�I{×
q

�w�

❀�tar tËzóÖ�komodo{SunåìÞ{Exabyte�QåÇ,1&~Õ

# tar cf - . | rsh komodo dd of=tape-device obs=20b

❀�*3Ze/,�d÷PÌ��\¯�Çah&~ssh Ç
X4rsh �

19.12.3 cpio

❀cpio(1)4UNIX !�~u*©Gb¦{�QåÇ��Ç��q	�b¦{ 1Ç,1~�«X3{Â*U
�Ç?%,1Rjâ~�w�ÉÙÆÇ��cpio �Í��Ä�Iø9d�{©Gï,Ç��/,)ïQ

�stdin u�½�

❀cpio X|Ñ/,�d{÷P0*�,1&~pipelineZrsh u��jâÉÏÇ{�Qå�

# for f in directory_list; do
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find $f >> backup.list

done

# cpio -v -o --format=newc < backup.list | ssh user@host "cat > backup_device"

❀Y°{directory_list4�÷P{ø9ï,Çuser@host�\êR��q÷P{~�ÖZÌå

ÖÇbackup_device4U�÷P{÷÷Ã�/dev/nsa0 Ä�

19.12.4 pax

❀pax(1)4n\IEEE/POSIX)ï{Ç��õ#uÈ«X3Çý{tar Zcpio -�JX/���ê3�Y«

<YÇ?&Ù)ï�ÇPOSIXñêY�c{ÓäÇ��pax �A,1ÖUÈ«cpio Ztar {Â*Ç?,1

����c{Â*�Ç{×
ø�tar Íz£cpio �

19.12.5 Amanda

❀Amanda (Advanced Maryland Network Disk Archiver)?:\�{Ç�Ç
4�Ç0�å/qÖìÜ*{÷P
ø:��ÑAmandaqÖì,1÷P�?jÞ�qAmanda{0�åÝ4RËÞAmandaqÖì{�®åÞ
{jâ÷Pt�Ñ�QåÞ��Ç�D{¯�4ÇjâU��Qå{�-R§,Rqjâ{�-Ç


Amanda�ûêYÇ¯��Ç&~�Ç�holding disk�u3�÷P�Ç©Gø:�AmandaO
Á�archive sets�{���QÇ~u÷PóAmanda{{�©G¥Äïñ{qr{©Gø:�

❀Amanda{�©G
Øqr{÷P;�ùAmanda�	{�d�Q�Amanda,1&~Þc�[�Ç÷÷
Ç�u5�QU�jâ�Amanda,1,portÝpackageRzÇÇ?:ø:å��ã{�

19.12.6 Do Nothing ÷÷÷PPP|||QQQ

❀�Do nothing�X4�ÇÇ�Ç
4ú�-&~{÷P|Q�X��½®ÇX��÷P{��,Ç\\Ñ
X~��*3{jâ�	ê��¯�Ç�QÇ¼

❀�*3{�-ZjâX�z3)YJ/Ç���Do nothing�R4!P{÷PÇ���Õ?{4ÇUNIX
4#hP~{ÓäÇ3,�ó�ÇÛ�ÇÒ��3.²BøêXèé3u�#hä�$�{©GZÇ��

❀�Do nothing�é�4/usr/obj ZÙÆ,�3{�®å�	{©Gu�Ç4!P{0��¾�YýC~

Ý9�HTML ÝPostScriptÂ*{©G�YJ©lÂ*4,SGMLQ�©G
O{�
OHTML ÝPostScript
Â*{©G{÷PÒ����ê���²�÷PSGML©GÒêê�

19.12.7ýýýÇÇÇ÷÷÷PPPÇÇÇ���!!!PPPÚÚÚ

❀ódump(8)���ÏÏÏ Elizabeth D. Zwicky�AêÄ�1Þïñ{÷PÇ��óÈ«Èø�I{©Gø:
¥Çdump43Ò�{ 
�ElizabethOÁåÈ«Èø�Û�Ý�D{©Gø:Ç?~È«÷PÇ�Ç�A
óÈ«©Gø:Þ÷PùÁ�jâ�YJ�I�ÿÝiÕä�holesZ�Çnulls block{©GÇ©GÖä�
�U	nÇÃ�ÖU{©Gù÷÷Çó÷P��#©GLBÇó÷P�OÁÝÍø{©G�ÈR�*U

óÕLISA V in Oct. 1991.kÝtorture-testing Backup and Archive Programs
(http://www.coredumps.de/doc/dump/zwicky/testdump.doc.html ).
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19.12.8aaaúúúÁÁÁ���ÇÇÇ���

19.12.8.1óóóñññ���ïïï


���

❀ó±tï
�Ç����q1��ÇZ½Õ

❀��ÇKñ3{�Ç�cPÄì{�c)ü(¾�Õbsdlabel da0 | lpr )Ç©Gø:,Ç(/etc/fstab )
Ç1ùÄ�éÄfåÇ?RÙ��ÜP�

❀��Ç/9�<�livefs� CDROM�YÇCDROMÝ9ê~�Zs��FreeBSD�livefs���Ü*{|
ÑÇY«Ü*ã�~��q�õ�ÖÇ¾��

qdump(8)�restore(8)�fdisk(8)�bsdlabel(8)�newfs(8)�mount(8)Ç���Livefs CDn4©G
±FreeBSD/i386 9.1-RELEASE
ØÇ,1
,ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/i386/ISO-IMAGES/9.1/FreeBSD-9.1-RELEASE-i386-livefs.isoÜ
z�

❀�®Ç½ÏRjâ÷Pt�Q��[óÞ'÷P�{�#ÑÃ�Á���zR�cUâ��

❀��Ç�Aó��ZÄOÁ{�livefs� CDROMù÷P{�Q�U�	�Ç?ZY<CDROM�K\�ý
1ù�Q8ó�å�3ó��Á�jâ�,�te°?OÇ
YJ�9,�ÌÐÏ3�½Ä«÷P�Q

Ã��Ì�	Y«<Y�ÚÞ¾u�Çýa�qtar xvf /dev/sa0 ×
�Ç3,�ÌXBeQ�tar cvf

/dev/sa0 Ç,
��÷P�QÄ�

❀â�åDÇ3,1�*ÜP�livefs� CDROMZ÷P�Q�Ù¥�Pa8tÙÇ�0ÇY°�{ÙÆ�
0hlX4�3�ÅÍÚ"{��?Ç-�¥e{�L�Ú�.²¦tê©{s´�â?YP÷P{ �

a�¦3{�®åZ�cPÄìÖÏÖP�

19.12.8.2ñññ���ïïï


���

❀�E¯�4Õ3{mG4ds½�
Ú��.²)Pê½Ï{÷PÓ*ÇO$?X��Ze�G{¯

��

❀�*mG.²» ÇYJ\Ia�ó�A&~�®å��¦«�

❀�*mG¤�~ÇR�livefs� CDROM��CDROMPÄì?Zsø:�3R�t!ð�ãø:�{h
\� 
th{)���Ç 
Fixit -- Repair mode with CDROM/DVD/floppy or start a shell 1Çl�
ò 
CDROM/DVD -- Use the live filesystem CDROM/DVDY1�3,1&~restore 1ùÙÆ 

�/mnt2/rescue {Óä�

❀I/Á���Ç©Gø:

❀Aømount Ã¾�Õmount /dev/da0a /mnt Ä��Ç�cÞ{rootIK��*bsdlabel.²Ä Ç��
�&~bsdlabel Êâ3��K\?l{�9u­cIK?I{�c)ü�zø&~newfs ­O©Gø:�

1ÖU0*­c�ñ�c{ÊIK(mount -u -o rw /mnt )�&~3{÷PÇ�1ù÷P�QÁ�©Gø
:jâÃ¾�restore vrf /dev/sa0 Ä�!�W�©Gø:Ã¾�umount /mnt Ä�é�Ä«{ÙÆ©G

ø:Ç­��q�ÁYJv*�

❀h3{ø:t�éÄ�ÇR3{jâ÷Ptc{�Q��[�Äjâ¿�{{ï
Ñ,�ò'�	��

ó��J�-Ç��,1ó�'�	ï
�Í3�²�
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19.13���ddd������???ZZZZZZ111ùùùnnn444©©©GGG���������{{{������©©©GGGøøø:::
Reorganized and enhanced by Marc Fonvieille.

❀øê�ó3�®åÞ{Ô®�cÕ�c�CD�mcPÄìÇ���iÇFreeBSD¤�#/�JÙÆ{�
co*-���c�

❀Y¤ÝiÇ��d©Gø:(Network File System)ZCoda�¡{�d©Gø:��?1ùn4©G���
{��©Gø:�

❀±äq{FreeBSDÇýX3Ç~u
OZ&~1n4©G��©Gø:Z�?©Gø:{Óä�X¦#
3�

ÕÕÕ???: ø:Ì&~devfs(5)u
O÷÷��ÇYé~�u�4?Ò{�

19.13.1111nnn444©©©GGG���������{{{©©©GGGøøø:::

❀óFreeBSDø:¥Ç,1~mdconfig(8)Ç�u{�Zé~�?�cÇmd(4)��&~mdconfig(8)ÇÒ��
ó�X{�©G¥��md(4)ÜLu|ÑÇÕ

device md

❀mdconfig(8)×
|Ñ®«¡n{��©Gø:Õ&~malloc(9)ÇuI{�?©Gø:Ç�?©Gø:*
�©GÝ*�÷~{b¦IK��«&~0*4ó©G¥u�ñ�Ç�cZCDº4�

❀R�Ç¸?{n4©G*�©Gø:�ñÕ

¾¾¾19-3.&&&~~~mdconfig���ñññ...²²²???óóó{{{nnn444©©©GGG

# mdconfig -a -t vnode -f diskimage -u 0

# mount /dev/md0 /mnt

❀&~mdconfig(8)u
Oc{n4©G:

¾¾¾19-4.&&&~~~mdconfigRRRnnn444©©©GGG***���©©©GGGøøø:::���ñññ

# dd if=/dev/zero of=newimage bs=1k count=5k

5120+0 records in
5120+0 records out
# mdconfig -a -t vnode -f newimage -u 0

# bsdlabel -w md0 auto

# newfs md0a

/dev/md0a: 5.0MB (10224 sectors) block size 16384, fragmen t size 2048
using 4 cylinder groups of 1.25MB, 80 blks, 192 inodes.

super-block backups (for fsck -b #) at:
160, 2720, 5280, 7840

# mount /dev/md0a /mnt

# df /mnt

Filesystem 1K-blocks Used Avail Capacity Mounted on
/dev/md0a 4710 4 4330 0% /mnt
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❀�*��/,-u  1�½�Ç)#Rmdconfig(8)R&~md(4)�Ç�Ä 
�Ç�~{÷÷)#R�I
{ÉÇ{)#ÖRúQñt)ïQñ÷÷ÇÙo*4¦md4¡���*æ�ê�Íõ#�fåÇ>kDÉ

åC~mdconfig(8)�

❀mdconfig(8)Õ�i�LÇbóRn4©G*�©Gø:�ñ�Ç��&~�õq{×
��$FreeBSD
�
Øê�ÇÖ�mdmfs(8){ÓäÇ�Ç�&~mdconfig(8)u{�md(4)÷÷Ç?~newfs(8)óÙÞ

OUFS©Gø:Çl�~mount(8)uqÄ�ñv*�¾�Ç�*.
OZ�z4ÞÁ�ø{©Gø:n
4Ç��;\��q�Á{Z½Õ

¾¾¾19-5.&&&~~~mdmfs×××


{{{���ZZZ���ñññ���ÇÇÇnnn444©©©GGG���©©©GGGøøø:::

# dd if=/dev/zero of=newimage bs=1k count=5k

5120+0 records in
5120+0 records out
# mdmfs -F newimage -s 5m md0 /mnt

# df /mnt

Filesystem 1K-blocks Used Avail Capacity Mounted on
/dev/md0 4718 4 4338 0% /mnt

❀�*�&~���)#R{md 1Çmdmfs(8)R&~md(4){�Ä)+R�uu�Ä�Ù 
�Ç�&
~{÷÷�Í-û{mdmfs(8)Ç>k�ÉåC~�

19.13.2111���???���������{{{©©©GGGøøø:::

❀�Äu�ÇóOÁ1�?���{©Gø:�Ça&~�b¦K*���(swap backing)��&~b¦K
*���Ç?X?�ø�?cRúÃ�G�¦ñtb¦KÇÇ�4,+RÊâ��,,¦ñ{�?Ó¥I

{�?�$iÇ�,1&~malloc(9)
O1�?*���{©Gø:�X,ó�?X��ÇY«0*,�
Z�ø:ÿd�

¾¾¾19-6.~~~mdconfig


OOOccc{{{���???ccc÷÷÷÷÷÷

# mdconfig -a -t swap -s 5m -u 1

# newfs -U md1

/dev/md1: 5.0MB (10240 sectors) block size 16384, fragment size 2048
using 4 cylinder groups of 1.27MB, 81 blks, 192 inodes.
with soft updates

super-block backups (for fsck -b #) at:
160, 2752, 5344, 7936

# mount /dev/md1 /mnt

# df /mnt

Filesystem 1K-blocks Used Avail Capacity Mounted on
/dev/md1 4718 4 4338 0% /mnt

¾¾¾19-7.&&&~~~mdmfsuuucccOOO���???������©©©GGGøøø:::

# mdmfs -s 5m md2 /mnt

# df /mnt

Filesystem 1K-blocks Used Avail Capacity Mounted on
/dev/md2 4846 2 4458 0% /mnt
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19.13.3,,,øøø:::¥¥¥###øøø���???ccc÷÷÷÷÷÷

❀hXò&~�?c÷÷�ÇaRÙýÍ:8Ãø:���Zv*4W�©Gø:Çl�&~mdconfig(8)
²���c,ø:¥I¬Ç1:8ýÍ�

❀¾�Ç�I¬?:8Ä�/dev/md4 &~{ýÍÇa&~×
Õ

# mdconfig -d -u 4

❀mdconfig -l ×
,1ïñ��{�md(4)÷÷{få�

19.14©©©GGGøøø:::OOOLLL
Contributed by Tom Rhodes.

❀FreeBSD
Øê�ÇZSoft Updates�É{cÕ�:©Gø:OL

❀OLã�~�
O�½©Gø:{n4Ç?²Ç¢h)�Ç©GuéV�OL©G��ó©Gø:tó

&~�
OÇ�Ç~�é�Ç©Gø:
O{OLX�L�20Ç�ÙÄ{OL©Gú�9ó§ÿL¥ÇÄ
1Ç¢,1óø:éÄ{���L�q�z�!«�h�ÇOLXò���Ç,1&~)ï{rm(1)&~u
&ÙÍø�OL,11�[~��q#øÇbÄ�&~{OLX,�3��q#øÇO�ÙÇ{OLR�

,��#Z~�JL�

❀X,�{snapshot ©G)�Ç4�mksnap_ffs(8)óqÄ
OOL©G�÷�{�unlink(1)×
4�Ç�
¾Ç1ã�ÍøOL©G�

❀OL,1/,mount(8)×

O�R©Gø:/var {OL8t/var/snapshot/snap ,1&~�Á{×


Õ

# mount -u -o snapshot /var/snapshot/snap /var

❀*� 
Ç��,1&~mksnap_ffs(8)u
O�ÇOLÕ

# mksnap_ffs /var /var/snapshot/snap

❀,1�I©Gø:¥{OL©G(¾�/var )Ç0�4&~find(1)×
Õ

# find /var -flags snapshot

❀hOL©Gú
OP�Ç,1~��Á�Jø{Õ

• �J�®Ê~©GOLu�q÷PÇO�OL,1úÝ#tCDÝ�QÞ�

• ©Gø:��u5�Ç�fsck(8),1~u5�OL©G��*©Gø:ó�z�4��{Ç�5��*
��½4��{(�Ò4XÌ)�[��)�"�ÞY�t4�Ñfsck(8){v*,Ç�

• óOLÞäqdump(8)Ç��dumpR(ÃÝ9©Gø:ZOL{�-��dump(8)��êØROLÇ&
~-L )�,1D�
OOLÇqÄdumpn4��ò�ÄÍøÇ�

• ~mount(8)u�zOL*�©Gø:{�ÇÈ�{º4��mount(8)OL/var/snapshot/snap äqÕ

# mdconfig -a -t vnode -f /var/snapshot/snap -u 4

# mount -r /dev/md4 /mnt
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❀�ó�Ò,1�t�zó/mnt ø9�{/var ©Gø:{OL���øÀÜÑâ?{4Ç
O�{çÕ�

ø���¾i{4Í�{OL©GR,���Ý�0{©G�~qOL©G��,1²ÇW�Ç&~Õ

# umount /mnt

# mdconfig -d -u 4

❀.ê�Íõ��softupdates Z©Gø:OL{fåÇÝi�b�ÒÇ,16¯Marshall Kirk McKusick
{WWW5�http://www.mckusick.com/�

19.15©©©GGGøøø:::{{{���
❀{�4v*ø:{�Ç, {Õ�ÇÇã��®Ê1©Gø:�\ÃÇ!�I`É~�Ý�ÄÊÄ&~

{�c8-LBÝ4&~{�©GjÞ�Y²�ú~��JI�v*{ø:ÞÇé�YJø:
ÓÇ/�

æ�!�I`t��Ç~�Ý�{ýÍ�ÞÇ,
,13�ìÇ~�3~Ä�,~{�c8-�

19.15.1{{{���øøø:::uuuééé~~~���ccc{{{���

❀óû½&~�c{��Çhf�c{�.²ó�X¥{�Pê���óó�X¥{�©G¥���Á�

qÒqêÕ

options QUOTA

❀óå�<Y�GENERIC�X4XÌé~YÇÕ�{ÇÄ1��{��­OZ�ã�Ç½�{�X�>k

�FreeBSD�X{��99Y9ê�Íõ���X{�{få�

❀z�uÇ��ó/etc/rc.conf ¥é~�c{��,1/,���ÁYquqÄÕ

enable_quotas="YES"

❀�êÍP{;�{��{éÄÇ¤��i�Ç,{�{#Þ�/�éÄ�ÇøÄó�Ç©Gø:Þ{{

�Ìú{�5�Ç�quotacheck(8)�Ä5��{�5�Õ��êhâó{�jâE¥{jâth�'nê
©Gø:{jâ<Y�Y4�ÇiQ�-{ÿ®�ÇÇÇÌk/ø:{éÄ�-��*.!,Y�ZÇ,

1ó©G/etc/rc.conf ���ÁY�quHtø{Õ

check_quotas="NO"

❀!�Ç��ö/etc/fstab ©GÇ1ó��Ç©Gø:äúÞé~�c{��Y4é~~�Z�{�ÇÝ

3�é~~�Z�{�{�0�

❀�ó�Ç©Gø:Þé~�Ç~�{{�Ç,1ó/etc/fstab °��userquota  1ó�ü~{�©G

{ø:Þ�¾�Õ

/dev/da1s2g /home ufs rw,userquota 1 2

❀3ø{Ç�é~�{�Ç&~groupquota  1uS�userquota  1��3�é~~�Z�{�Ç,1

Yø)Õ

/dev/da1s2g /home ufs rw,userquota,groupquota 1 2
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❀å�<Y�Ç{�©G4?8ó©Gø:{1quota.user Zquota.group ×Ö{Êø9��,1�

�fstab(5)ÉåC~ê�Íõfå�¦�ÉåC~fstab(5)
tÇ,1�{�©G�½ÙÆ{ �Çb?XM
?Yø)ÇO�X3{{�Óä?X�½$¬$���

❀tY�Ç,1~c�X­céÄø:�/etc/rc R�Ääq7h{×
u
O!ð{{�©GÇÄ1?

X��CÄu
O�[��Ý{{�©G�

❀ó/�{v*,Ç¥Ç?X�FCÄäqquotacheck(8)�quotaon(8),Ýquotaoff(8)×
Çl
,���Ý
Ö¦Æ¢{v*#�{ÉåC~�

19.15.2÷÷÷���{{{���!!!���

❀�`3{�Pêé~{�{ø:Ç,15���Ç¢4]{�~�,1Yø)Õ

# quota -v

❀3a��ê�t�qh�tó&~{�Ç©Gø:é~{�c{�&~<Y{!�få�

❀�ó,1&~edquota(8)×
ï÷é~{�!��

❀��Ç���[��!�~�Ý�,1I{t{�c8-LB{ 1�3,1!��c?ûL{{�Ç

Ý©G{jÞÇ��3�!�ÜV�YJ!�!ª,I�Ü¡Õm!�Z�!��

❀mu!�4�«X�Ö,{!���`~�Htêø:�½{mu!�ÇÆÒÃ�óéa{©Gø:I

{tÍõ{ýÍ�¾�Ç�*©Gø:ÞIÉ~�{mu!�4500 KBÇ
�ó.²~«ê490 KBÇ��
YÇ~�!õ¤�òI{10 KB{8-�¦Ó�Ç�*Y�ACòI{11 KBÇ�Ì�½�

❀
¦$#'Ç�u!�ó�ã�-�4ã�Ö,{�Yã�-�Á�P!ÏÇÙå��4�±��*�

Ç~�Ò¥�-Ô�{�Ç�!�RÌ#Äm!�Ç
��I{�c8-{v*Rúáý�h~�3~{

8-Ãt�u!��1��ÇP!ÏR­c
)�®�

❀�Á4�Çäqedquota(8)��t{¾��hedquota(8)×
ú®~�ÇÌúÝ#�EDITOR¢¸#Þ�`

{�öì¥Çã��ö{�!���*¢¸#Þ��÷�Çå�óvi �öìÞ�q�

# edquota -u test

Quotas for user test:
/usr: kbytes in use: 65, limits (soft = 50, hard = 75)

inodes in use: 7, limits (soft = 50, hard = 60)
/usr/var: kbytes in use: 0, limits (soft = 50, hard = 75)

inodes in use: 0, limits (soft = 50, hard = 60)

❀ó��Çé~ê�c{�{©Gø:ÞÇ/�Ì�tÜq��q4block!�Ç��q4inode!��;\
��#���{{�!�{��¾�Ç
°YÇ~��!�{j�t500Çm!�t600Õ

/usr: kbytes in use: 65, limits (soft = 50, hard = 75)

❀to:

/usr: kbytes in use: 65, limits (soft = 500, hard = 600)

❀h¬
�öì{��Çc{{�!�÷�RÌúâ?�

❀��ÇóUIDs{)�Þ÷�{�!�4:���{�Y,1/,óedquota(8)×
�Á�Þ-p  1uq

Ä�D�ÇÉ~�I{Ä��{{�!�Çl�äq×
edquota -p protouser startuid-enduid �¾
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�Ç�*~�test .²�êÄ��{{�!�Ç�Á{×
,1ú~u���JUIDs�10,000t19,999{
{�!�Õ

# edquota -p test 10000-19999

❀Íõû�>k�edquota(8)ÉåC~�

19.15.3555���{{{���!!!���ZZZ���ccc&&&~~~

❀�,1&~quota(1)�,1&~repquota(8)×
u5�{�!�Z�c&~<Y�quota(1)×
�ê5�
\Ç~�Z�{{�&~<Y���§ÿ~�b,15�ÙÇ~�{{�Z�c&~<Y�repquota(8)×

,1~uê�Ä�{�Z�c{&~<Y�

❀�Á4�Ç&~quota -v ×
�{Qñ<YÕ

Disk quotas for user test (uid 1002):
Filesystem usage quota limit grace files quota limit grace

/usr 65 * 50 75 5days 7 50 60
/usr/var 0 50 75 0 50 60

❀�Á1/usr *�¾��$~�ø�.²��!�50 KB§ñê15 KBÇ¤��5�{P!Ï�>Õ?Çh
R* �Ò~�.²§ñêÙ{�!��

❀/�Ç�*~���&~©Gø:Þ{�c8-ÇÒXÌóquota(1)×
{Qñ¥�+Çý&.²��Ç
~��½ê{��
&~-v  1�Ì�+Ç¢Ç¾��Á¾�¥{/usr/var �

19.15.4///,,,NFS&&&~~~���ccc{{{���

❀{��êóNFSqÖìÞú{��ø:�½&~�óNFS0�àÇrpc.rquotad(8)×
,1&~quotafå
~�quota(1)×
Ç,1ã�~���Ç¢{quota:�få�

❀,1Yøó/etc/inetd.conf ¥é~rpc.rquotad Õ

rquotad/1 dgram rpc/udp wait root /usr/libexec/rpc.rquot ad rpc.rquotad

❀�ó­éinetd Õ

# /etc/rc.d/inetd restart

19.16���···���cccIIIKKK
Contributed by Lucky Green.

❀FreeBSD
ØêôP{jââ�D�Ç3��IY{jâ6¯�©GY!Z��6¯;
�(MAC)(��179),1ÐÏ½3óv*ø:ÿ�äqçÕZ�®å����IY{�®06¯jâ�b
4ÇZv*ø:��IYX#�{4Ç�*g0�Ô®Þ6¯�®å{,�Ç�ÆÒ,1;\{²�®å

{mG�ãt��Çø:Þ��ñÏ¡{jâ�

❀ÃXÔâV�[Rz*å�{mGÝmcPÄìýüÇFreeBSDGEOM Based Disk Encryption (äää
���GEOM {{{���ccc���···ÇÇÇgbde)Zgeli �·�ø:Ñ�êâ��®åÞ{©Gø:jâÇ&Ç¢½IýY4
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´Ö�£{ÔâVÜz�~{ýÍ�¦�J���·\Ç©G{þ­{�·0�X3Çgbde Zgeli �ê?

Ò��·rÇ©Gø:�Ò©jâXÌñ�ómc{�[�0�

19.16.1&&&~~~gbde ééé���ccc���qqq���···

1. Ä�root

{�gbde��§ÿ~�{YÅ�

% su -

Password:

2. ó�X{�©G¥��égbde(4){|Ñ

ó3{�X{�¥���Á�qÕ

options GEOM_BDE

�L�99Ä�q{�ë­c�H?�ã�X�

­cZs��c{�X�

3. ��«Ã�­c�H�X{0�Ç4&~kldload u�ñgbde(4)Õ

# kldload geom_bde

19.16.1.1ïïï÷÷÷���···ccc

❀�ÁYÇ¾�"÷3��ê�Çc{mcó3{ø:?Rp��Ç\Õ{�·IK�YÇIKR�z

ó/private ø9��gbde�,1~u�·/home Z/var/mail Çb4Y��Íõ{�ì×
u�q�

1. ��c{mc

��c{mctø:¥,1��ó�19.3�¥{�Ò�YÇ¾�{ø{4�Ò�Çc{mcIK.²
��tø:¥�Õ/dev/ad4s1c �ó¾�¥/dev/ad0s1 *÷÷S,ø:¥?ó{)ïFreeBSDIK�

# ls /dev/ad*
/dev/ad0 /dev/ad0s1b /dev/ad0s1e /dev/ad4s1
/dev/ad0s1 /dev/ad0s1c /dev/ad0s1f /dev/ad4s1c
/dev/ad0s1a /dev/ad0s1d /dev/ad4

2. 
O�Çø9uâ?gbde Lock©G

# mkdir /etc/gbde

gbde lock©GÝ9êgbde��6¯{�·IK{få���lock©GÇgbdeRX��·Ý9ó�·I
KÞ{jâ��Ç�·IK&~�ÇÕÁ{lock©G�

3. ð)�gbdeIK

�ÇgbdeIKó&~���úð)�ÇYÇð)�,Ç����q�'Õ

# gbde init /dev/ad4s1c -i -L /etc/gbde/ad4s1c.lock

gbde(8)RK
3{�öìÇ
+3V÷�ó�ÇÜÆ©G¥{{�#Þ�&~UFS1ÝUFS2Ç÷�×
KLB�2048Õ

$FreeBSD: src/sbin/gbde/template.txt,v 1.1 2002/10/20 1 1:16:13 phk Exp $
#
# Sector size is the smallest unit of data which can be read or w ritten.
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# Making it too small decreases performance and decreases av ailable space.
# Making it too large may prevent filesystems from working. 5 12 is the
# minimum and always safe. For UFS, use the fragment size
#
sector_size = 2048
[...]

gbde(8)Rt3Q�Ü'~u�·jâ{·Øáª�Ü'Q�{·Ø��#3�gbdeâ�3jâ{�Å
�"3 
Q�{·Ø{�Þ�1

gbde init ×
�3{gbdeIK
Oê�Çlock©GÇóYÇ¾�¥?û
ó/etc/gbde/ad4s1c.lock ¥�gbdelock©G��&~�.lock�j0Öb�êú/etc/rc.d/gbde é

Älýth#/�

BBBeee: gbde lock©G������Z�·IKÞ{��3�÷P��*�	��lock©GûtÍø{<Y�ÇÒ��
Í�h½gbde IKÞ{jâ4d4�·,{��iÇ�*��lock©GÇý&�c{\�Ì|ÇX²,LÞ
û�{Ó*�Ã�6¯�·IKÞ{jâÇ
Y4ó÷�gbde(8)�q\���D,{�

4. ²�·IKZ�X�q�É

# gbde attach /dev/ad4s1c -l /etc/gbde/ad4s1c.lock

ó�·IK{ð)�,Ç¥3Rú�F
Ø�Ç·háª�c{�·÷÷Ró/dev ¥�+

�/dev/device_name.bde Õ

# ls /dev/ad*
/dev/ad0 /dev/ad0s1b /dev/ad0s1e /dev/ad4s1
/dev/ad0s1 /dev/ad0s1c /dev/ad0s1f /dev/ad4s1c
/dev/ad0s1a /dev/ad0s1d /dev/ad4 /dev/ad4s1c.bde

5. ó�·÷÷Þ
O©Gø:

h�·÷÷Z�X�q�É�Ç3Ò,1&~newfs(8)ó$÷÷Þ
O©Gø:Ç&~newfs(8)uð)
��ÇUFS2©Gø:�ð)��ÇUFS1©Gø:¤�OÇ6?&~-O2  1�

# newfs -U -O2 /dev/ad4s1c.bde

ÕÕÕ???: newfs(8)×
��ó�Çgbde IKÞ�qÇYÇIK/,�Ç?ó{*.bde ÷÷Ö�q)#�

6. �z�·IK

��·©Gø:
O�Ç�z��

# mkdir /private

�z�·©Gø:�

# mount /dev/ad4s1c.bde /private

7. Dè�·©Gø:4d�H

�·{©Gø:�óé�df(1)a�,D?,1&~�

% df -H

Filesystem Size Used Avail Capacity Mounted on
/dev/ad0s1a 1037M 72M 883M 8% /
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/devfs 1.0K 1.0K 0B 100% /dev
/dev/ad0s1f 8.1G 55K 7.5G 0% /home
/dev/ad0s1e 1037M 1.1M 953M 0% /tmp
/dev/ad0s1d 6.1G 1.9G 3.7G 35% /usr
/dev/ad4s1c.bde 150G 4.1K 138G 0% /private

19.16.1.2���zzz...���{{{���···©©©GGGøøø:::

❀�'ø:éÄ�Çó&~�·©Gø:���Z�X­c�q�ÉÇDèFØZò'�z�&~{×


���root ~�u�q�

1. �ÉgbdeIKt�X

# gbde attach /dev/ad4s1c -l /etc/gbde/ad4s1c.lock

z�uø:R
+3Q�óð)��·{gbdeIK�Ä~{·háª�

2. Dè©Gø:FØ

�·©Gø:X�ïó/etc/fstab ©G¥�q�Ä�ñÇó�ñ���CÄäqfsck(8)×
é©Gø
:�qFØ5��

# fsck -p -t ffs /dev/ad4s1c.bde

3. �z�·©Gø:

# mount /dev/ad4s1c.bde /private

�·�{©Gø:�ó,1�H&~�

19.16.1.2.1�Ä�z�·IK

❀,1
Olýu�Ä����5�Ç?�z�·IKÇl
Çÿ��\�DÇYÇlýXaÝ9gbde(8)
·h�O
Ç·¢OFY¡lýó;�ÑÝ/,ssh(1)�q?�F~�Q�=
�

❀ø$�iÇø:¤
Øê�Çrc.d lý�YÇlý{kj,1/,rc.conf(5)u�½Ç¾�Õ

gbde_autoattach_all="YES"
gbde_devices="ad4s1c"
gbde_lockdir="/etc/gbde"

❀óéÄ�R�FQ�gbde{=
�óQ�th{=
��Çgbde�·IKRú�Ä�z�é�Rgbde~
ó	�ý�
Þ�ÇYÒi�~ê�

19.16.1.3 gbde 


ØØØ{{{···hhh¦¦¦âââ���

❀gbde(8)f~CBCÜ*{128- AESu�·×Kjâ��cÞ{�Ç×KÑf~X3{AES·Øu�·�
�ê���gbde{·h¦÷�ÇÝi×K·Ø�[,~�
Ø{=
	¥	Ä�û�Ç>k�gbde(4)�
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19.16.1.4///���uuu¯̄̄���

❀sysinstall(8)4Zgbde�·÷÷X/�{�óéÄsysinstall(8)���R*.bde ÷÷Z�X�qI¬Çd�

óð)�æ�÷÷�RZåàB�¦�·÷÷�qI¬ó·¢{¾�¥&~��{×
Õ

# gbde detach /dev/ad4s1c

❀¤��Õ?{4Ç��vinum(4)��&~geom(4)�ø:ÇO$X�3�&~gbde¦vinum ò�

19.16.2&&&~~~geliééé���ccc���qqq���···

ÞUVDaniel Gerzo.

❀¤���Ç,~��·{GEOM class− geli �Çø��Pawel Jakub Dawidek <pjd@FreeBSD.org >

��Geli Óä¦gbde X3ÖÇ
Øê�JX3{Õ�Ç?f~êX3{0*u�q·h¦ä®�

❀geli(8)!­�{Õ�ÝiÕ

• &~êcrypto(9)U%−�*ø:¥���·mG�¤÷÷Ç�geli Ì�Ä�1¼~�

• |Ñõ«�·®�(ø�|ÑAES�BlowfishÇ1ù3DES)�

• ã�éÊIK�q�·�óø:éÄ�ÇR�FQ�~��·ÊIK{=
�

• ã�&~ÜÇX3{·Ø(¾�Ç�Ç�Ç|·Ø�Z�Ç�Ú�·Ø�)�

• geli ¤ÝiO−Ç��q;\{×Kt×K{�·�

• ã�÷PZÁ�Ì·Ø�h~���=ÄÙ·Ø�Ç�l,1/,,÷P¥Á�·Øu?Rjâ�

• ã�&~±å{�'u·Øu�z�c−Yé�b¦KZø�©Gø::��~�

❀Íõgeli Õ��ë,1ógeli(8)ÉåC~¥It�

❀�Á{Z½�ëê�[é~FreeBSD�X¥{geli |ÑÇ?�:ê�[
OcZ&~geli �

·provider�

❀�������XÇ3��p�§ÿ~�Y!�

1. ó�X¥��geli |Ñ

ó�X{�©G¥���ÁÜqÕ

options GEOM_ELI
device crypto

�L�99�ë{Z½­c�H?�ã�X�

�iÇgeli �,1óø:Zs��ñ�Y4/,ó/boot/loader.conf ¥���Á{{�u"�{Õ

geom_eli_load="YES"

geli(8)�óa�.²��XÄ|Ñê�

2. 	ÄÌ·Ø

�Á{¾�YÃc�[	Ä·Ø©GÇÇR*�Ì·Ø(Master Key){�\IÇ~��zt/private

{�·provider�YÇ·Ø©GR
Ø�J±åjâu�·Ì·Ø�3�ÇÌ·Ø�Ì&~�Ç=
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uâ��Provider{×KÚ@�4kB�$iÇY°{ÿXR�ë�[�ñgeli providerÇóÙÞ
O©
Gø:Ç�[�z?óÙÞÓ*Ç!�RÙW��

OF3&~vL{×KÚ@(¾�4kB)Ç1ÜzÍP{u��

Ì·ØR�=
	â�Ç
·Ø©G{jâuÍ�R4/dev/random �·¢Á��provider
{/dev/da2.eli {×KÚ@R44kB�

# dd if=/dev/random of=/root/da2.key bs=64 count=1

# geli init -s 4096 -K /root/da2.key /dev/da2

Enter new passphrase:
Reenter new passphrase:

3�&~=
	Z·Ø©G?X4��{Ö3�,1�&~Ù¥{�«u�·Ì·Ø�

�*·Ø©GU*�-�Ç�,+&~)ïQ���Á4���[&~õÇ·Ø©G{¾�Õ

# cat keyfile1 keyfile2 keyfile3 | geli init -K - /dev/da2

3. Rprovider¦Ä	Ä{·Ø�É

# geli attach -k /root/da2.key /dev/da2

Enter passphrase:

c{Ò©÷÷Rú×Ö�/dev/ da2.eli �

# ls /dev/da2*
/dev/da2 /dev/da2.eli

4. 
Oc{©Gø:

# dd if=/dev/random of=/dev/da2.eli bs=1m

# newfs /dev/da2.eli

# mount /dev/da2.eli /private

�ó�·{©Gø:a�.²,1údf(1)�tÇ?ÿ�,~çÕêÕ

# df -H

Filesystem Size Used Avail Capacity Mounted on
/dev/ad0s1a 248M 89M 139M 38% /
/devfs 1.0K 1.0K 0B 100% /dev
/dev/ad0s1f 7.7G 2.3G 4.9G 32% /usr
/dev/ad0s1d 989M 1.5M 909M 0% /tmp
/dev/ad0s1e 3.9G 1.3G 2.3G 35% /var
/dev/da2.eli 150G 4.1K 138G 0% /private

5. W�ò?ä
provider

�`ó�·IKÞ{Ó*qÄÇ?%Xò��/private IKÇÒa�DRÙW�?Rgeli �·IK,

�XÞä
�

# umount /private

# geli detach da2.eli

❀���[&~geli(8){ÍõfåÇ,1óÙÉåC~¥It�

19.16.2.1&&&~~~geli rc.dlllýýý

❀geli 
Øê�Çrc.d lýÇÇ,1~�;�geli {&~�/,rc.conf(5){�geli {0���Õ

geli_devices="da2"
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geli_da2_flags="-p -k /root/da2.key"

❀YR²/dev/da2 {���Çgeli providerÇÙÌ·Ø©G �/root/da2.key Ç
geli óËzprovider
�RX&~=
	(Õ?��ógeli init~ã&~ê-P b,1Yø))�ø:Ró����Rgeli provider
ä
�

❀���[{�rc.d {-ûfå,1ó&~C~{rc.d��¥It�

19.17ééébbb¦¦¦KKK���qqq���···
Æ*Christian Brüffer.

❀FreeBSD
Øê4�{�{b¦K�·å��±Ä~{FreeBSDÇýÇ,~{{� 1Ì�ÄX3Ç
{
�0��Ì��J�I�,1&~gbde(8)Zgeli(8)Ü«�·ø:u�qb¦K{�·v*��ÁÄ�{Y
Ü«�·ø:ÇÑ~têencswap YÇrc.dlý�

❀ó�Á{B��[�·�cIK¥Ç.²ÒX3{�·ø:�-{K/�qê;\{ÿX�

19.17.1���������������ééébbb¦¦¦KKK���qqq���···ÚÚÚ

❀¦�·�cIK¡�Ç�·b¦K�Ï�â�Ï¡få��$Ç·¢X4�D�Ç��ÿ®Ï¡få{

Ç�Ç¾�ÇÇ��ÿ®=
��*YJ=
��âÑóÔ®�?¥Ç��##�Ã/�l
Ç�*v*

ø:
)R�?�¦ñtb¦KÇ1"�ÙÆa~Ç��ñ�?�ÇYJ=
Ò,�1��·{o*Ut

�cÞÇ?�ÔâVÄ44Üz��·b¦K�ê�H��ûY¡¯��

19.17.2ïïï÷÷÷

ÕÕÕ???: óý���{\I¥Ç·¢Õ½&~ad0s1b *�b¦K�

❀tø���Çb¦K�4��·{�i,�Ù¥.²?�Ò©o*{=
ÝÙÆÏ¡jâ��ÅtY�

¯�ÇD�a&~±åju��b¦IK{jâÕ

# dd if=/dev/random of=/dev/ad0s1b bs=1m

19.17.3&&&~~~gbde(8) uuu���···bbb¦¦¦KKK

❀/etc/fstab ¥¦b¦Kéa{q¥Ç÷÷Öaê�.bde �íÕ

# Device Mountpoint FStype Options Dump Pass#
/dev/ad0s1b.bde none swap sw 0 0
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19.17.4&&&~~~geli(8) uuu���···IIIKKK

❀��«0�4&~geli(8)uHt�·b¦K{ø{ÇÙ,Ç¦&~gbde(8)L�#��$�Ç
ó/etc/fstab ¥b¦Kéa{q¥Ç÷÷Öaê�.eli �íÕ

# Device Mountpoint FStype Options Dump Pass#
/dev/ad0s1b.eli none swap sw 0 0

❀geli(8)å�<Y�&~·Ø�Ý�256- {AES�·®��

❀hlÇYJå��4,1/,/etc/rc.conf ¥{geli_swap_flags  1u��{��Á{{�,+

trc.dlýencswap 
O�Çgeli(8)b¦KÇóÙÞ&~·Ø�Ý�128- {Blowfish�·®�Ç4 kilobytes
{×KÚ@Ç?f~�!��'���W��{|QÕ

geli_swap_flags="-e blowfish -l 128 -s 4096 -d"

❀>kDgeli(8)ÉåC~¥��onetime ×
{�ÒÇ1ê�ÙÆ,~{ 1�

19.17.5èèèyyyÄÄÄ***{{{{{{������êêê���¾¾¾***~~~

❀ó­éø:��ÇÒ,1&~swapinfo ×
uèy�·b¦K4d.²ót�äÝê�

❀�*&~êgbde(8)Ç�Õ

% swapinfo

Device 1K-blocks Used Avail Capacity
/dev/ad0s1b.bde 542720 0 542720 0%

❀�*&~êgeli(8)Ç�Õ

% swapinfo

Device 1K-blocks Used Avail Capacity
/dev/ad0s1b.eli 542720 0 542720 0%

19.18°°°,,,~~~uuu???ûûû(HAST)
Contributed by Daniel Gerzo. With inputs from Freddie Cash�Pawel Jakub Dawidek�Michael W. Lucas

ZViktor Petersson.

19.18.1���ccc

❀°,~u4Z��E�Ö{a~{�1Ì��FÇ
°,~?û�4Y¡¢¸¥{�1�E�G�°,

~?ûHighly Available STorageÇÝHASTÇ4�Pawel Jakub Dawidek <pjd@FreeBSD.org >
�{�«~�

ØóÜÑÔ®ÞÅ¬{ø:�-1?Ò{0*Ç/,TCP/IP�d�Qjâ{°,~uU%�HAST,1
�*/,�d�q{RAID1 (º4)Ç¡��GNU/Linux²ÑÞ{DRBD®?ûø:�{\FreeBSD
Ø{Ù
Æ°,~uäú÷�Ç�CARPÇHAST,1~uèO,1�´mGùF{°,~?ûøk�
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❀ÖqY�Ç3Rê�Õ

• [�HASTÇÇ�[Ó*1ù
ØýJÕ��

• �[óFreeBSDÞ{�Z&~HAST�

• �[¦CARPùdevd(8){\èO,"{?ûø:�

❀óÝÖY���Ç3aÕ

• ê�UNIX ZFreeBSD{äú�#(�49)�

• �w�[{��dz=1ùÙÆXeFreeBSD�ø:(�129)�

• ®�FreeBSD{�dÕ�(�IV \I�FreeBSD&~C~)�

• &~FreeBSD 8.1-RELEASEÝÍcÇý�

❀HAST1ø4�FreeBSDä�ÌýÏqÄ{Ç?ztêu�OMCnet Internet Service GmbH
(http://www.omc.net/)ZTransIP BV (http://www.transip.nl/){|Ñ�

19.18.2 HAST {{{ÕÕÕ���

❀HASTø:
Ø{Õ�Ì�ÝiÕ

• ,1Ù�ý�mc{I/OFØ�

• ©Gø:Ã�ÇO
,1{\FreeBSD|Ñ{�[©Gø:&~�

• °HG{O¤­c3Zå�Ç
ø:�3Zó����*å���,{L�

• ,1ó.²\]P{¢¸¥�����

• {\CARP�HeartbeatÝÙÆ¡�{ÓäÇ,1"�Hæ{,"?ûø:�

19.18.3 HAST {{{äääqqqååå���

❀��HASTý�Þ4óõÇåì-3Z��qLÿ��ÇO$Ç���èÜÇ��(Ô®{åì) −Ù�*
�Ì (�Á*master )��Ç��Ç*�, (slave )���YÜÑåìÌá3èÄ�Çøk�

ÕÕÕ???: ø�HAST��&~!õÜÇøk���

❀��HAST4{�Ä1Ì,��{0*äqÇó�[�/Ñ�����{�Ç��4Ì���Ì��Ç
�Á*Ù×��Ç�	ÿ®�HAST�®{÷÷{\\I/O>F�
,���Ì�Ä,Ì��3Zjâ{#
Ív*�

❀óHASTø:¥{Ô®÷÷ÝiÕ

• ý��c(óÌ��Þ)

• ÏÇ�c(ó,��Þ)
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❀HASTóL{ÿ/Þ3ZäqÇY&Ùé©Gø:Za~Ç�?Ò�HASTó/dev/hast/ ø9¥
Ø)

ï{GEOM÷÷ØÙÆÓäÝa~Ç�&~ÇO$Çó&~ÞÇéa~Ç�Ý©Gø:
ÓÇHAST
Ø
{÷÷¦Ê/{`cÝIK����[K/�

❀�tý��c{�'U�ÍøÝ¥?mUv*ÇÑÌ3�/,TCP/IP�tÏÇ�cÞ�Öv*4�ý�
�cqÄÇø:ý��cÞ{jâX4!c{ÇÝ�	êI/OFØ�óY«<Y�ÇÖv*Ìó,��Þq
Ä�

19.18.3.1333ZZZùùù������ÜÜÜ***

❀HASTæ�
ØO¤{ùFÁ��Å�ä�Y��ÞÇ>èóìÇ��*å���{3Z�-Ò�I­
���ê
ØO¤{3Z�ÅÇHASTÌ���Pâ?ó�cÞ{ùKã nó,(bitmap of dirty extents)Ç
óÊ/{3ZÜ*¥ÇÇ�3ZYJ\I{jâ(ð){3Zøi)�

❀ÿ®3Z�õ«X3{0*ÇHAST��"�1��«3Z0*Õ

• memsyncÕhý�{Uv*.²qÄÇ?%ÏÇ��Îç.²Btjâ�Ç"��jâ{Uv*.²q
ÄÇ
X4�VÏÇ��qÄjâ{Uv*�ÏÇ��ó�ñÃa��ÇÌÁý
)�qUv*�Y«

Ü*{ø)4>è/a�-Çbó3��lâÑiP{,"u�ø�memsync��Ü*ß�"��

• fullsyncÕ��óý�Uv*qÄÇ?%ÏÇ{Uv*�.²qÄ{<Y�Çb��jâ{Uv*.²q
Ä�Y«Ü*4!â�Ç3��4!z{�«��Ü*�Y4ø�ø:½÷{��Ü*�

• asyncÕóý�Uv*qÄ�Çý��jâ.²Uq�Y4!OÇ3��4Z�!L{��Ü*Ç�Ä

Ó��ó����{ÒÔvL�ba�D&~�ø�async��Ü*ß�"��

´́́···: ø�Ç�|Ñfullsync ��Ü*�

19.18.4 HAST {{{{{{���

❀HAST��GEOM_GATE|Ñb�t�Ó*�ø:�Q{½÷GENERIC�X???XXXÝ9GEOM_GATEÇbå�

{FreeBSD�ãÝ9êgeom_gate.ko �XÜL��*éø:�qê`=Ç�ah�YÇÜL4d,~�$

iÇGEOM_GATE�,1·ÕÉ���XÇ0�4ó�X{�H{�¥���Á{÷�Õ

options GEOM_GATE

❀,v*ø:{nÝÇHASTU%Ý9ê�ÁYJ\GÕ

• �	�qjâ3Z{hastd(8)qÖÇ�Ç

• ~��q�®v*{hastctl(8)~�Õ�®ÓäÇ

• {�©Ghast.conf(5)�

❀�Á{¾�R�ë&~HASTóÜÇ���-1Ì-,Ü*��jâ{0��ÜÇ��{Ö	I/4hasta

ÙIPÇ���172.16.0.1Ç1ùhastbÇÙIP���172.16.0.2�YÜÑåìÑ&~Ú@#3{�

c/dev/ ad6uÛ~�HAST{äq�HAST?ûÓ(���Á�ýÍÇ¾� �/dev/hast/ {÷÷©G)R
×Ö�test�
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❀HAST{{�©G4/etc/hast.conf �óÜÇ��ÞÇYÇ©G{��a�4q\�ø{�!;{��

�Õ

resource test {
on hasta {

local /dev/ad6
remote 172.16.0.2

}
on hastb {

local /dev/ad6
remote 172.16.0.1

}
}

❀�*��Í°ÿ{{�Ç>kÝÉåC~hast.conf(5)�




+++: óremote ªé¥�,1&~ÌåÖ�Y«<Y���hâYJÌåÖ4,1�Û{Ç¾�ó/etc/hosts

©G¥ÇÝóý�DNS¥�qê½B�

❀�óóÜÇ��ÞÑ�3ø{{�êÇz�u·¢��
OHAST?ûÓ�óÜÇ��ÞI/äq�Á{
×
uð)�ý�$YÇ?éÄhastd(8)qÖÕ

# hastctl create test

# /etc/rc.d/hastd onestart

ÕÕÕ???: ������Í�&~.²Ý9©Gø:{GEOM÷÷u
O?ûÓ(¦Ó�Ç.²?ó{©Gø:Ã�Ý¦
�HAST�®{?ûÓ)ÇY4O�
O?ûÓ{,Ç��â?�JÃjâÇ
.²U�©Gø:{÷÷Xò�

Øâ?YJÃjâÄ�{8-�

❀HAST?X�	 
��{nº(ÌÝ,)���{nº4��®ÊCÓÇÝ�¡�HeartbeatYø{�G
/,hastctl(8)uqÄ{�{�óæ�Ä�Ì��{ø:(hasta)Þäq�Á{×

ÙÄ�Ì��Õ

# hastctl role primary test

❀¡��Ç~�Á{×
u�Ò,��(hastb)Õ

# hastctl role secondary test

BBBeee: �,�Ìñ�ÜÇ���-Ã�t�/µÇb�Ñ{��Ì��Yø{<YÖY«Á*
Ið{çÕ4�I
��{�ó�19.18.5.2�¥�ëê�[,Y«çÕ¥Á�{0��

❀z�uÇ,1óÜÇ��ÞI/~hastctl(8)Óäuèy��üP4dthÕ

# hastctl status test
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❀YÙ¥�v­�{4status (çÕ)YqÇóÜÇ��ÞÇÙQñþa�complete (qP)��*ø:Éñ
{Qñ4degraded (\ÿ)Ç�,+ñ�ê¯��t�<Y�Ç��-{3Z.²
)�hhastctl status

×
ç·{dirty jâLjÞ�0	��Ç,+ÜÇ��{jâ.²q\3Z�

❀!��Z4óGEOM÷÷/dev/hast/ testÞ
O©Gø:�Y1Ó*��óÌ��Þ�q(O
�/dev/hast/ test�óÌ��Þñ�)Ç±mcÚ@{X3ÇY,����DjI¨{�-Õ

# newfs -U /dev/hast/test

# mkdir /hast/test

# mount /dev/hast/test /hast/test

❀�`qÄêHASTU%{{�Ç!��ZÒ4hâHASTóø:Zs,Ç¥Ì�ÄéÄê��êHtYÇ
ø{Çaó/etc/rc.conf ©G¥��Yq{�Õ

hastd_enable="YES"

19.18.4.1ùùùFFFÝÝÝ###{{{���

❀YÇ¾�{ø{ó�OÁ��Hæ{?ûø:Ç
Ù�ê�´ó�[�Ç��Þ�	{ùF�YÙ¥{

�E�Ö4éøk¥{Ì���	ùF{<o�qù�{VÍÿ®�h�	Y«<Y�Ç,��,1Ã_

�zCÌ��{Ó*Çé©Gø:�q5�?�zÇ,
��äqÇ
X»��[jâ�

❀�êHÄY��ÖÇ��&~FreeBSD
Ø{��1Õ�− CARPÄ
Ø{IP��ÄùFÝ#�
Å�CARP4á~����NFCommon Address Redundancy Protocol{ÀUÇÇã�õÇ3�ã{Ìåá
03�IP���>Êâ�32.14�{�ëóÜÇ��ÞÑ{�CARP�qÄYJ{���ÇÜÇ��ÑÌ�
��{carp0 �dz=Çá~IP��172.16.0.254��lÇøk¥{HASTÌ�����4CARPÌ�
��

❀�Á��¥
O{HAST?ûÓ�ó,1
ØÉ�dÞ{ÙÆÌå&~ê�ÙÞ{©Gø:,1/
,NFS�Samba��Ç1á~IP��172.16.0.254u6¯��ó��{��¯�4�Ä�éÌ��ùF

{ÿ®�

❀hCARP�dz={Ó4çÕ�	#��ÇFreeBSDv*ø:Ì�	�Çdevd(8)>åÇYøÒ,1)
@CARP�dz={çÕê�CARPz={çÕ#�,+���	ùFÇÝ­cÃtê�d¥�YJ<Y�
��äq�½{lýuqÄéa{ÿ®�

❀�ê�ÜCARP�dz={çÕ#�Ç��óÜÇ��{/etc/devd.conf ©G¥����{÷�Õ

notify 30 {
match "system" "IFNET";
match "subsystem" "carp0";
match "type" "LINK_UP";
action "/usr/local/sbin/carp-hast-switch master";

};

notify 30 {
match "system" "IFNET";
match "subsystem" "carp0";
match "type" "LINK_DOWN";
action "/usr/local/sbin/carp-hast-switch slave";

};

❀�&�ö{{�	HÇ��óÜÇ��Þ�q�Á{×
Õ
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# /etc/rc.d/devd restart

❀h�dz=carp0 {çÕ�	#��Çø:Ì�	�Ç/�>åÇYã�devd(8)�ø:äq�®Ê�½
{�?lýÇóYÇ¾�¥4/usr/local/sbin/carp-hast-switch �YÇlý{*~4�Ä�ùFÝ

#����Ádevd(8){�{ä�9BÇ>kÝÉåC~devd.conf(5)�

❀�Á4�ÇY«lý{+¾Õ

#!/bin/sh

# Original script by Freddie Cash <fjwcash@gmail.com>
# Modified by Michael W. Lucas <mwlucas@BlackHelicopters. org>
# and Viktor Petersson <vpetersson@wireload.net>

# The names of the HAST resources, as listed in /etc/hast.con f
resources="test"

# delay in mounting HAST resource after becoming master
# make your best guess
delay=3

# logging
log="local0.debug"
name="carp-hast"

# end of user configurable stuff

case "$1" in
master)

logger -p $log -t $name "Switching to primary provider for ${ resources}."
sleep ${delay}

# Wait for any "hastd secondary" processes to stop
for disk in ${resources}; do

while $( pgrep -lf "hastd: ${disk} \(secondary\)" > /dev/nu ll 2>&1 ); do
sleep 1

done

# Switch role for each disk
hastctl role primary ${disk}
if [ $? -ne 0 ]; then

logger -p $log -t $name "Unable to change role to primary for r esource
exit 1

fi
done

# Wait for the /dev/hast/ * devices to appear
for disk in ${resources}; do

for I in $( jot 60 ); do
[ -c "/dev/hast/${disk}" ] && break
sleep 0.5

done
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if [ ! -c "/dev/hast/${disk}" ]; then
logger -p $log -t $name "GEOM provider /dev/hast/${disk} di d not appear."
exit 1

fi
done

logger -p $log -t $name "Role for HAST resources ${resources } switched to primary."

logger -p $log -t $name "Mounting disks."
for disk in ${resources}; do

mkdir -p /hast/${disk}
fsck -p -y -t ufs /dev/hast/${disk}
mount /dev/hast/${disk} /hast/${disk}

done

;;

slave)
logger -p $log -t $name "Switching to secondary provider for ${resources}."

# Switch roles for the HAST resources
for disk in ${resources}; do

if ! mount | grep -q "^/dev/hast/${disk} on "
then
else

umount -f /hast/${disk}
fi
sleep $delay
hastctl role secondary ${disk} 2>&1
if [ $? -ne 0 ]; then

logger -p $log -t $name "Unable to switch role to secondary fo r resource
exit 1

fi
logger -p $log -t $name "Role switched to secondary for resou rce ${disk}."

done
;;

esac

❀;
Ó�Çó��Ä��d{master / primary ���ÇlýÌ�q�Á{v*Õ

• óý���Â�HAST?ûÓ{Ì���

• 5�HAST?ûÓÞ{©Gø:�

• �z?ûÓ¥{©Gø:t7h{ ��

❀h��Ä�backup / secondary ���Õ

• W�HAST?ûÓ�

• Rý��\Â�HAST?ûÓ{,���
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BBBeee: Ö�Õ?ÇÞÁ{lý�4�'u{�ë�Ç?X�ÿ®Ä�,��	{<YÇO$aÊâ"�<Y�q�
�Ç¾�éÄ/*���{qÖÇ���




+++: ó�Á{¾�¥Çñ�+){ø{·¢&~{4)ï{UFS©Gø:��ê>èÁ�Ä�{�-Ç,1&
~Q��{UFS©Gø:ÇÝV&~ZFS©Gø:�

❀Íä�{fåZ¾�>kÝHAST Wiki (http://wiki.FreeBSD.org/HAST)�Á�

19.18.5ùùùFFF\\\øøø

19.18.5.1���ÄÄÄùùùFFF\\\øøø


+++

❀HAST/�Ñ�êÃùF�äqÇX,ÇZ�[ÙÆ�G�¬�øÇ��Ç�,�ÌÃ�1æ�{0*ä
Ý�s�¯�{,�u�iõÇb�Äu�ÇD��hâøk¥Ä���{�-43Z{�

❀h�A\øHASTùF�Ça
°hastd(8){®Aÿ/�Y,1/,óéÄhastd(8)qÖ��½-d kju

"�����Ò{4Ç,1õ'�½Y�kju��Z
°®Aÿ/�$iÇ¤,1�D&~-F kjué

ÄqÖÇÇÌ
hastd(8)qÖó�Ñäq�

19.18.5.2,,,


IIIðððçççÕÕÕÁÁÁ���

❀høk¥{ÜÇ���-Ã�#�/µ�ÇÜÇ��ÑÌ����4Ì��Ç,
s�
Ið{çÕ�Y

«<o�I��ÇO�ÜÇ��Ì�	�#Ã�\?{jâ�Y«<o��ø:�®Ê"�CÓ�½�

❀,Y«çÕ¥Á��Ç�®Ê��û½ý�Ç��Ý9!­�{jâ#Ä(ÝVCÓ\?YJ�Ä)?
tHAST�q�'qr{3Zv*Ç���¯�{�Ç��{jâ��qÄYÇÓ*Çó�¯�{��Þ
�q�Á{×
Õ

# hastctl role init <resource>

# hastctl create <resource>

# hastctl role secondary <resource>

÷÷÷ÕÕÕ

1. YÇ
+s3�ø 
�Ç�\4�{·ØáªÇ>�Diceware Passphrase
(http://world.std.com/~reinhold/diceware.html)�5�
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GEOMÕÕÕÜÜÜLLL������ccc###¦¦¦UUU%%%
Æ*Tom Rhodes.

20.1���ccc
❀ý9R�ë1FreeBSD GEOMU%u&~�c�YÝiê&~Y�U%u{�{Ì�{RAID ;�Óä�
Y�9XÌý�ÿXGEOM�[ÿ®Ý;�I/O�Ù��{�ø:ÝSh�3,1,geom(4)ÉåC~ùÙ
¯õSEE ALSOk�©�¥ztYJfå�Y�9�X4éRAID {�{Y��ëÇÇ��ë�|ÑGEOM
{RAIDÿ/�

❀ÖqY9Ç3Rê�Õ

• /,GEOM|Ñ{RAID ¡n�

• �[&~äýÓäu{�Z�®X3{RAID ÿ/�

• �[/,GEOM&~º4��Q��·Z�zóÏÇ{�c÷÷�

• �[\ø�zóGEOMU%Þ{�c÷÷{¯��

❀ÝÖY9��Ç3aÕ

• ®�FreeBSD�[ÿ®�c÷÷(�199)�

• ê��[{�Z�ãc{FreeBSD�X(�99)�

20.2 GEOM���ëëë
❀GEOMã�6¯Z;�¡(classes)−ÌZs�9�BSD)ü(label)Ç��−/,&~providerÇÝó/dev

¥{�O©G�Ç|Ñ�õ�GRAID {�ÇGEOM�ê5v*ø:Ç1ùóÙÞäq{Óä
Ø?Ò{
6¯0*�

20.3 RAID0 - ���QQQ
Æ*Tom RhodesZMurray Stokely.

❀�Q4�«RõÇ�cPÄì\?��Çò{0���õ<Y�ÇY4/,mG;�ìuqÄ{�GEOM
�c�ø:
ØêRAID0{�G|ÑÇÇ�Ä��c�Q�

❀óRAID0ø:¥ÇjâúI�õÇLÇYJLRI/U�jï{Ä��c�¦�����Vø:R256k
jâUt�L�cÞX3ÇRAID0ø:Ç�ê3�I/RK´{64kUt�L�cÞÇ,

ØÍP{I/O
u��Y�u�
�¤�ê/,&~õÇ�c;�ìu��Z���

❀óRAID0�Q¥{��Çc{Ú@���øÇO�I/O>F4I±tõÇcÞ{Ç1"tYJcÞ{ÖU
?qqÄ�
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256k would be written in
four 64k simultaneous writes

to each of the four disks

64k

64k

64k

64k

disk 1 disk 2 disk 3 disk 4

óóó���ÂÂÂ***���{{{ATA ���cccÞÞÞOOOÁÁÁ���QQQ

1. �ñgeom_stripe.ko ÜLÕ

# kldload geom_stripe

2. hf?ó\7{�z�(mount point)��*YÇòRÄ�ÊIKÇ��ö�²Ç�ztÙÆ �iÇ
�/mnt Õ

# mkdir /mnt

3. h½Rú)Ä�Qò{�c{÷÷ÖÇ?
Oc{�Q÷÷�Þ¾
ÓÇ�RÜÇ�~{�ß�IK
{ATA �c/dev/ad2 Z/dev/ad3 )Ä�Ç�Q÷÷Õ

# gstripe label -v st0 /dev/ad2 /dev/ad3

Metadata value stored on /dev/ad2.
Metadata value stored on /dev/ad3.
Done.

4. zø��U)ï{labelÇ�Ò4/�Ä�{IK,tcòÞÇ?�ã)ï{ZsShÕ

# bsdlabel -wB /dev/stripe/st0

5. Þc,ÇRó/dev/stripe ø9¥{st0 ÷÷äúÞOÁÜÇc÷÷�YÝist0a Zst0c �Y�ÇÒ

,1óst0a ÷÷Þ~�cnewfs ×
uOÁ©Gø:êÕ

# newfs -U /dev/stripe/st0a

ó¶ôÞR%,�Jj	ÇrÇv*a��ójÆ�qÄ��ó,1�z¦¦)P{òê�

❀��z¦
O{�QcÕ

# mount /dev/stripe/st0a /mnt

❀�óéÄ,Ç¥�Ä�zYÇ�QÞ{©Gø:Ç��²��ò{få8t/etc/fstab ©G¥��Ht

$ø{Ç��
O�Çwstripe {{È{�ñ�Õ

# mkdir /stripe

# echo "/dev/stripe/st0a /stripe ufs rw 2 2" \

>> /etc/fstab

❀$iÇgeom_stripe.ko ÜL���/,ó/boot/loader.conf ¥���c÷�Ç1"óø:ð)�,

Ç¥�Ä�ñÕ

# echo ’geom_stripe_load="YES"’ >> /boot/loader.conf
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20.4 RAID1 - ººº444
❀º44�õÚ�Z�,~�&~{�«Ã�¥ä{÷P�b�;\��Çº4{�'Ò4�cB43Z�
�(replicate){�cA{�ýÇÝV�cC+D4diskA+B{3Z���ýÇ���ÃX�c{��[ÇY«
�b{á3��Ñ4�L�cÝIK{��Ì3Z��t�i{�0�YøÇøê�êi�4�Á�få

�iÇ¤�êóÃ�¥äqÖÝ6¯{<Y��q÷PÇ���zR�ý�tjââ�Ú�I�û?�

❀ó
))YG/��ÇD�>ï÷ÜÇ�Þ#3{�cPÄìÇ�Á{¾�"½Ç¢Ñ4&~�z6¯

0*(Direct AccessÇda(4)){SCSI�c�

20.4.1éééÌÌÌ���ccc���qqqººº444

❀"½3��ø:¥{FreeBSD�ãtê��ÇÇ�Ò4da0 cÞÇ�a·ªgmirror(8)RÌ�jââ?ó
Y°�

❀ó
)èOº4ò��Ç,1é~Íõ{®AfåÇ?a
8é÷÷{q\6¯�Y,1/,Rsysctl(8)
#Þkern.geom.debugflags ÷���Á{�u"�Õ

# sysctl kern.geom.debugflags=17

❀z�u��
Oº4�YÇ,Ç{��Z4óÌ�cÞâ?ÃjâfåÇ�Ò4~�Á{×
u


O/dev/mirror/gm ÷÷Õ

´́́···: óZs~{÷÷äúÞcOº4�Ç�,�Ìs�â?ó�cÞ!��Ç×K{jâ¿��óc�
ãFreeBSD��Áý
Oº4,1>�$Z���Á{v*¦å�{FreeBSD 9.X �ã,ÇX/�ÇO�Çf~
êc{GPTIKÂ*�GEOMÌ��GPTÃjâÇYÌs�jâ¿�Ç?�,�s�ø:Ã�Zs�

# gmirror label -vb round-robin gm0 /dev/da0

❀ø:aÉñ�Á{ÃaÕ

Metadata value stored on /dev/da0.
Done.

❀ð)�GEOMÇYZv*Ì�ñ�XÜL/boot/kernel/geom_mirror.ko Õ

# gmirror load

ÕÕÕ???: hYÇ×
äqq��Çø:Ìó/dev/mirror ø9¥
O÷÷��gm0�

❀{�óø:ð)�,Ç¥�Ä�ñgeom_mirror.ko Õ

# echo ’geom_mirror_load="YES"’ >> /boot/loader.conf

❀�ö/etc/fstab ©GÇRÙ¥��{da0 ��c{º4÷÷gm0�

ÕÕÕ???: �*vi(1)4�õ¡{�öìÇ1��4qÄ$1�Ö{�Ç;"0�Õ

# vi /etc/fstab
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óvi(1)¥÷P��{fstab ��Çä�v*4:w /etc/fstab.bak�zøÇ²Ä�Î{da0 �¦Ägm0Ç�Ò4

Q�×
:%s/da/mirror\/gm/g�

❀��q�{fstab ©Ga�4�Á{ø���cPÄì4SCSIÝATA ��RAID Ñ���øÇ!ª{�
*Ñ4gm�

# Device Mountpoint FStype Options Dump Pass#
/dev/mirror/gm0s1b none swap sw 0 0
/dev/mirror/gm0s1a / ufs rw 1 1
/dev/mirror/gm0s1d /usr ufs rw 0 0
/dev/mirror/gm0s1f /home ufs rw 2 2
#/dev/mirror/gm0s2d /store ufs rw 2 2
/dev/mirror/gm0s1e /var ufs rw 2 2
/dev/acd0 /cdrom cd9660 ro,noauto 0 0

❀­éø:Õ

# shutdown -r now

❀óø:ð)�,Ç¥ÇcO{gm0ÌS�da0 ÷÷Ó*�ø:qÄð)���Ç,1/,5�mount ×


{Qñu��H*Õ

# mount

Filesystem 1K-blocks Used Avail Capacity Mounted on
/dev/mirror/gm0s1a 1012974 224604 707334 24% /
devfs 1 1 0 100% /dev
/dev/mirror/gm0s1f 45970182 28596 42263972 0% /home
/dev/mirror/gm0s1d 6090094 1348356 4254532 24% /usr
/dev/mirror/gm0s1e 3045006 2241420 559986 80% /var
devfs 1 1 0 100% /var/named/dev

❀YÇQñ4t�{�!�Ç&~�Á{×
Rda1 �c�tº4ò¥Ç1
)3Z,ÇÕ

# gmirror insert gm0 /dev/da1

❀óèOº4ò{,Ç¥Ç,1~�Á{×
��çÕÕ

# gmirror status

❀�`º4ò{èOv*qÄÇYÇ×
{QñÒÌ#ÄYøÕ

Name Status Components
mirror/gm0 COMPLETE da0

da1

❀�*�¯�ÝVèO�ó�qÇQñ¥{COMPLETEÒÌ4DEGRADED�
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20.4.2ùùùFFF\\\øøø

20.4.2.1øøø:::áááýýýZZZsss

❀�*ø:Zs�ñ�¡��Á{
+Õ

ffs_mountroot: can’t find rootvp
Root mount failed: 6
mountroot>

❀Y«<Ya&~�ÍÝ� �<­éåì�óZsh\¥Ç 
��(6)Ç 1�YRtø:�
�loader(8)
+n�ó$ÿCÓ�ñ�XÜLÕ

OK? load geom_mirror

OK? boot

❀�*Yø)��û¯�Ç��Ò��ì«ÆOÜL��úth�ñ�5�/boot/loader.conf ¥#��

ø4dth��*¯��l?óÇ,1ó�X{�©G¥��Õ

options GEOM_MIRROR

❀l�­c�HZ�ã�Xu�ûYÇ¯��

20.4.3,,,���cccùùùFFF¥¥¥ÁÁÁ���

❀�cº4{�LPÿ4óhÙ¥�Ç�cñ�ùF�Ç,1i�4�RÙ�¦«Ç?%/�XÌ¿�j

â�

❀�D�Á{RAID1{�Ç"÷da1 ñ�êùF?���¦Ç��¦ÇÇD�h½ýÇ�cñ�êùFÇ

?��ø:�$�Ç,1~¦Þc{�cÇ?­céÄø:�Y��,1~�Á{×
uqÄ�c{�¦

v*Õ

# gmirror forget gm0

# gmirror insert gm0 /dev/da1

❀ó­O,Ç¥,1~gmirror status ×
u)��Ý�Ò4Yø;\�

20.5 RAID3 - &&&~~~ÛÛÛ~~~DDDèèè÷÷÷÷÷÷{{{			���ÿÿÿ���QQQ
Written by Mark GladmanZDaniel Gerzo. Based on documentation by Tom RhodesZMurray Stokely.

❀RAID34�«RõÇ�c�Ä�Çò{�bÇóYÇ{�¥Ý9�ÇÛ~�Dè{c�óRAID3ø:
¥ÇjâÌ1	��\ �I?U�øDèc�i{\\PÄì¥�Y?�ø,RAID3¥ÖRjâ�RÌ
6¯Ä�{PÄì�f~õÇ�c;�ì,1��Z�Õu��RAID3jï!õ,1�}Ù¥{1ÇPÄ
ìñ�ùFÇÇ,1
Ø\\PÄì��Þ{1 - 1/nÇ$ÿn4jï¥{�cjÞ�Y¡{��v7\â?
L�Þ{jâÇ¾�õ��©G�
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❀óOÁRAID3jï�Ç�è��3L�c�Ä�{c{Ú@����ÇO�I/O>FÌ?�I`tX3{
cÞ��iÇ��RAID3ýü{÷�Çc{jÞ��ôP43, 5, 9, 17,��(2^n + 1)�

20.5.1OOOÁÁÁÛÛÛ~~~{{{RAID3 jjjïïï

❀óFreeBSD¥ÇRAID34/,graid3(8) GEOM class"�{�óFreeBSD¥OÁÛ~{RAID3jï���
cZ½�

ÕÕÕ???: ¯l®XÞ,RAID3jïéÄFreeBSD4,q{ÇbY?X�DÇ�XM?3Yø)�

1. D�ÇóZs�ñì¥~�Á{×
�ñgeom_raid3.ko �XÜLÕ

# graid3 load

$iÇ�,1/,×
qCÓ�ñgeom_raid3.ko ÜLÕ

# kldload geom_raid3.ko

2. 
O~��ñò{��ø9Õ

# mkdir /multimedia/

3. h½R���jï{�c÷÷ÖÇ?
Oc{RAID3÷÷�!ªÇYÇ÷÷RS,rÇjï��Á{
¾�&~®Ç�²IK{ATA �cÕada1Zada2â?jâÇ
ada3~�Dè�

# graid3 label -v gr0 /dev/ada1 /dev/ada2 /dev/ada3

Metadata value stored on /dev/ada1.
Metadata value stored on /dev/ada2.
Metadata value stored on /dev/ada3.
Done.

4. �cO{gr0 ÷÷IKÇ?óÙÞ
OUFS©Gø:Õ

# gpart create -s GPT /dev/raid3/gr0

# gpart add -t freebsd-ufs /dev/raid3/gr0

# newfs -j /dev/raid3/gr0p1

¶ôÞÌ%,�õj	ÇYÇ,Ç���ã�-b�qÄ�$�Ç3ÒqÄê
Oò{\\v*Ç,1

�ñÇê�

5. !��Z4�ñ©Gø:Õ

# mount /dev/raid3/gr0p1 /multimedia/

�ó,1&~RAID3jïê�

❀�êtÞc{�óø:­é���,~Ç¤���q�J�i{{�v*�

1. ó�ñò����D��ñgeom_raid3.ko ÜL�R�Á{{���t/boot/loader.conf ©G¥Ç

,1tø:óZs,Ç¥�Ä�ñYÇÜLÕ

geom_raid3_load="YES"

2. 3��ó/etc/fstab ©G¥���ï{�Ç1"tø:Zs��Ä�ñjïÞ{©Gø:Õ

/dev/raid3/gr0p1 /multimedia ufs rw 2 2

474



❀❀209❀GEOMÕÜL��c#¦U%

20.6 GEOM Gate ���ddd÷÷÷÷÷÷
❀/,gateÓäÇGEOM|Ñ1ÏÇ0*&~÷÷Ç¾��c�CD-ROM�©G���YZNFS¡��

❀ó
)Ó*��ÇD��
O�Çsñ©G�YÇ©G{*~4�½x,16¯sñ{ýÍÇ1ù
Ø

[«ÿ/{6¯GY�¾�Ç�²��LSCSIc{��ÇslicesñÇéa{/etc/gg.exports Ì4¡��

Á{ø�Õ

192.168.1.0/24 RW /dev/da0s4d

❀Y,+ã�3a����{Ä�åì6¯da0s4d IKÞ{©Gø:�

❀�sñYÇ÷÷ÇD�>h�Ç��ú�zÇl�4éÄggated(8)qÖÕ

# ggated

❀�ó·¢Ró0�åÞmount �÷÷Ç&~�Á{×
Õ

# ggatec create -o rw 192.168.1.1 /dev/da0s4d

ggate0
# mount /dev/ggate0 /mnt

❀t$��Ç÷÷a�.²,1/,�z�/mnt 6¯ê�

ÕÕÕ???: >Õ?Ç�*÷÷.²úqÖìÝ�dÞ{�[ÙÆåì�zÇ��cv*RÌ�½�

❀�*Xò��&~YÇ÷÷ÇÒ,1&~umount(8)×
u�\�RÙW�êÇY��ZÙÆ�c÷÷¡
��

20.7������ccc÷÷÷÷÷÷������òòò)))
❀óø:ð)�{,Ç¥ÇFreeBSD�XÌ�5�t{÷÷
O÷÷���Y«5�0*?ó�J¯�Ç¾
�Çó/,USB��÷÷�a�[ÿ®Úi,��Ð?c÷÷!ðú#/�da0 
óY��Ç��da0 #

Äêda1�
Y�Ìó�z/etc/fstab ¥{©Gø:��Ä¯�ÇYJ¯�Ç¤,�óø:Zs�s�Ã

�t�éÄ�

❀�ûYÇ¯�{�Ç0�41Ëz_À0*Ó*��qSCSI÷÷×ÖÇYøÇhóSCSI�Þ��c÷÷
�ÇYJ÷÷R&~�Ç�~{�R�b�*USB÷÷RSêÌSCSI�c{ ��Ú��USB/�Ì
óSCSI���5�tÇO$i,�ñ�Y«�6�hlÇ,1/,óø:Zs��ò��YJ÷÷uw,
YÇ¯����«w,YÇ¯�{0�Ç�4�&~ATA PÄìÇ?�½ó/etc/fstab ¥ïñSCSI÷
÷�

❀¤��«ÍP{�û0��/,&~glabel ÓäÇ�®ÊÝ~�,1��c÷÷KÞ)üÇ?

ó/etc/fstab ¥&~YJ)ü���glabel ÌR)üâ?óéaprovider{!��Ç×KÇóø:­é�
�ÇÇ�ÌÑ�?ó�O$Ç/,Rä�{÷÷�¦�&~)ü,+ÇÃX÷÷��#Ä��Ç©Gø:

Ñ�ê~¼�qÄ�z�

ÕÕÕ???: Y?X4�)ü�½4{Èu{�glabel Óä�,1
O{Èu)üÇ�,1
Oø�u)ü�ó­é

�Ç��{Èu)üÌâÑ�>kDÉåC~glabel(8)1ê�ÜV�-{�I�
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20.7.1)))üüü¡¡¡nnnZZZ&&&~~~+++)))

❀�Ü«¡n{)üÇ�«4Ê/)üÇ��«4©Gø:)ü�)ü,14{Èu{Ýö�u{�{È

u{)ü,1/,tunefs(8)Ýnewfs(8)×

E�Êâ©Gø:{¡nÇÇ¢Ró/dev �{�Ç�ø9¥

ú
O�¾�ÇUFS2©Gø:{)üÌ
Ot/dev/ufs ø9¥�{Èu{)ü¤,1&~glabel label


O�Ç¢Xò4©Gø:�½{Ç
4Ìó/dev/label ø9¥ú
O�

❀ö�u{)üóø:�'­é�Ì>�ÇYJ)üÌ
Ot/dev/label ø9¥Çi7\�A�~�,1

&~glabel create 
Oö�u{)ü�>kÝglabel(8)C~�1ÜRÍõ-ûfå�

❀���ÇUFS2©Gø:
O{Èu)üÇ
X» ÙÞ{jâÇ,1&~�Á{×
Õ

# tunefs -L home /dev/da3

´́́···: �*©Gø:wêÇY,�Ìs�jâ» ÖX,Ç�*©Gø:OwêÇ$�aD�Íø�JÃ~{©
GÇ
X4��)ü�

❀�óÇ3a,1ó/dev/ufs ø9¥�t)üÇ?RÙ��/etc/fstab Õ

/dev/ufs/home /home ufs rw 2 2

ÕÕÕ???: häqtunefs �ÇaD�W�©Gø:�

❀�ó,14²��ø�z©Gø:êÕ

# mount /home

❀�óÇ��óø:Zs�/,/boot/loader.conf {��ñê�XÜLgeom_label.ko ÇÝóÉ��X

��½êGEOM_LABEL 1Ç÷÷�����Í÷÷
~��	#��ÇÒXÌk/©Gø:{�zê�

❀/,&~newfs ×
{-L kjÇ,1ó
O©Gø:��Ù��å�{)ü�>kDÉåC~newfs(8)
1ê���Z{-<�

❀�ï×
,18ø)üÕ

# glabel destroy home

❀1�{¾�0+ê�[��ÇéÄ�cKÞ)ü�

¾¾¾20-1.���éééÄÄÄ���cccKKKÞÞÞ)))üüü

�éÄ�cKÞ{Èu)üÇø:a��êt�éÄÇý&�cú#Ätê�i�Ç;�ìÝVÝ#tê

�ÇX3{ø:Þ�$¾¥·¢"÷&~ê�ÇATA �cÇh�YÇ÷÷úø:#/�ad0�¤"÷&~ê

)ï{FreeBSDIK�I0�Ç/ , /var , /usr Z/tmp ©Gø:Ç¤��ÇswapIK�

­éø:Çóloader(8)
+n�E�4éÄt\~�Ü*�l�Q�1�{×
Õ

# glabel label rootfs /dev/ad0s1a

GEOM_LABEL: Label for provider /dev/ad0s1a is label/rootf s
# glabel label var /dev/ad0s1d

GEOM_LABEL: Label for provider /dev/ad0s1d is label/var
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# glabel label usr /dev/ad0s1f

GEOM_LABEL: Label for provider /dev/ad0s1f is label/usr
# glabel label tmp /dev/ad0s1e

GEOM_LABEL: Label for provider /dev/ad0s1e is label/tmp
# glabel label swap /dev/ad0s1b

GEOM_LABEL: Label for provider /dev/ad0s1b is label/swap
# exit

ø:���éÄ��õ~�Ü*�óéÄq��Ç�ö/etc/fstab ~È�{)ü�¦���{÷÷Ö�!

ª/etc/fstab �åu�Xõ4Yø{Õ

# Device Mountpoint FStype Options Dump Pass#
/dev/label/swap none swap sw 0 0
/dev/label/rootfs / ufs rw 1 1
/dev/label/tmp /tmp ufs rw 2 2
/dev/label/usr /usr ufs rw 2 2
/dev/label/var /var ufs rw 2 2

�ó,1­éø:ê��*�#~¼{�Çø:,1t�éÄ?%mount ×
�+Õ

# mount

/dev/label/rootfs on / (ufs, local)
devfs on /dev (devfs, local)
/dev/label/tmp on /tmp (ufs, local, soft-updates)
/dev/label/usr on /usr (ufs, local, soft-updates)
/dev/label/var on /var (ufs, local, soft-updates)

❀,FreeBSD 7.2
)Çglabel(8) classc�ê�«~�UFS©Gø:��)#nÇufsid {)ü|Ñ�YJ

)ü,1ó/dev/ufsid ø9¥ItÇÇ¢Ìóø:Zs��Ä
O�ó/etc/fstab å�¥Ç�,1&

~ufsid )ü�3,1&~glabel status ×
uÜz¦©Gø:éa{ufsid )üï,Õ

% glabel status

Name Status Components
ufsid/486b6fc38d330916 N/A ad4s1d
ufsid/486b6fc16926168e N/A ad4s1f

❀óÞÁ{¾�¥ad4s1d S,ê/var ©Gø:Ç
ad4s1f �S,ê/usr ©Gø:�3,1&~Y

Jufsid �u�ñÇ¢Çó/etc/fstab ¥{�¡�YøÕ

/dev/ufsid/486b6fc38d330916 /var ufs rw 2 2
/dev/ufsid/486b6fc16926168e /usr ufs rw 2 2

❀Ä�Ý9êufsid {)üÑ,1~Y«0*�ñÇ,
>øê��CÓ
O{Èu)ü{f&Ç
��ê


Ø
Ø¦÷÷ÖÃ�{�ñ0*{"¼�

20.8///,,,GEOM"""���UFS������
❀±øFreeBSD 7.0{�YÇ
Øê�Ï�|¢ÄÏV{��Õ�{"��YÇ"�f~êGEOM�ø:Ç
,1i�4�&~gjournal(8)Óäu�q{��

❀��4��Ú��{*~4â?©Gø:/Ö{�9Ç¦Ó�ÇqÄ�'qr{�cU�v*Ä�{#

ÄÇYJ�9ÌóÃjâ1ù©GjâUc��ÇU�t�c¥�Y«/Ö��,1ó±�~�­8?q

Ä©Gø:/ÖÇ1�½©Gø:ñ�X��{¯��
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❀Y«0�4��«��©Gø:¿�jâ?�	X��{0��¦Soft Updatesê�?hâÃjâÍc~
�Y«0�X3ÇÇÌ"��R��â?t�½�$1�Öâ�{�c8-ÞÇóìJ<Y�,\\?8

t�i�L�cÞ�

❀¦ÙÆ©Gø:{��"�X3Çgjournal f~{4ä�LÇ
X4*�©Gø:{�\I{0*-Ç
�4*��«GEOMj0"��

❀�*æ�é~gjournal ÇFreeBSD�X���ï 1-Y4FreeBSD 7.01ùÍ°Çýø:Þ{å�{
�Õ

options UFS_GJOURNAL

❀�*&~��{ò��óéÄ{��ú�ñÇ¤��ñgeom_journal.ko �XÜLÇR1�Yq�

�/boot/loader.conf Õ

geom_journal_load="YES"

❀YÇÕ��,ú�H��Ç½�{�XÇ�ó�X{�©G¥��1�YqÕ

options GEOM_JOURNAL

❀�óÇ,1�8�{©Gø:
O��ê�é�c�{SCSI�cda4Çä�{v*Z½�Õ

# gjournal load

# gjournal label /dev/da4

❀YøÇÒÌñ��Ç¦/dev/da4 ÷÷��éa{/dev/da4.journal ÷÷���z�uÇ,1óYÇ÷

÷ÞOÁ©Gø:Õ

# newfs -O 2 -J /dev/da4.journal

❀YÇ×
ROÁ�ÇÝ9��÷÷{UFS2©Gø:�

❀l�Ò,1~mount ×
u�z÷÷êÕ

# mount /dev/da4.journal /mnt

ÕÕÕ???: h�cÝ9õÇslice�Ç�ÇsliceÞÑÌOÁ���¾�Ç�*�ad4s1 Zad4s2 YÜÇsliceÇ
�gjournal ÌOÁad4s1.journal Zad4s2.journal �

❀ñ�u��DÇ,�Ìæ�óÙÆ�cÞâ?���é�Y¡<oÇa�óé~��{÷÷�ÁÇÉñ

��
ØVÝ?û÷÷�ó¸?{©Gø:ÞÇ,1~tunefs ué~��ÖX,Çó�A��©Gø:�

�Ç3aéÙ�q÷P�õj<Y�Ç�*Ã�
O"�{��Çgjournal ÒÌ�½Ç?%XÌ3���

Xh&~tunefs 
�Ä{jâ¿��

❀é�FreeBSDø:{éÄ�c&~���4,�{�>kÝImplementing UFS Journaling on a Desktop PC
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/articles/gjournal-desktop)1ÜzÍõ-ûfå�
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©©©GGGøøø:::Support
Written by Tom Rhodes.

21.1���ccc
❀©Gø:é��[v*ø:u�Ñ4�ÇX,b{\I�Ç¢ã�~�ÞñZ?û©GÇ
Øéjâ{

6¯ÇhlÇ4&mc�ä�"�{~E�X3{v*ø:/�Ñ��Çá3{Ì�0ÁÇ�Ò4Ç¢Æ

	{©Gø:�óFreeBSDÞYÇ©Gø:/�úÁ�O¤©Gø:ÝVFFSÇY4ä�Æu{UnixTM ©

Gø:Ç/��úÁ�UFS�Y4FreeBSD~�ó�cÞ6¯jâ{Æ	{©Gø:�

❀FreeBSD�|ÑjÞ$õ{X3{©Gø:Ç~�
Øý�,ÙÆv*ø:Þ6¯jâ{|ÑÇ�JÒ4
�?8óý��ñ{USB?û÷÷ÇÐ?÷÷ZmcÞ{jâ�¤|Ñ�J:Æ	{©Gø:�YJ©G
ø:4óÙÆ{v*ø:Þ
�{Ç4Linux{j0©Gø:ÃEXTÄÇZSun{Z©Gø:ÃZFSÄ�

❀FreeBSDÞé�È«©Gø:{|ÑIÄX3{�'��J�F�ñ�XÜLÇ�i{,��F�ã�ø
ï{Óä�Y�9��óÐÏFreeBSD~�óÆ¢{ø:Þ6¯ÙÆ{©Gø:Ç�Sun{Z©Gø:

)�

❀óÝÖêY�9���Ç�Rê�Õ

• Æ	¦ú|Ñ{©Gø:�-{K/�

• FreeBSD|ÑýJ©Gø:�

• �[å~Ç{�Ç6¯Z&~:Æ	{©Gø:�

❀óÝÖY91�Ç�a�Õ

• ê�UNIX ZFreeBSDäý�#(�49)�

• Yçäý{�X{�/�H0�(�99)�

• YçóFreeBSDÞ�ã�®0�G(�59)�

• YçFreeBSDÞ{�cÇ?ûZ÷÷Ö(�199)�

21.2 Z©©©GGGøøø:::(ZFS)
❀Z©Gø:4�Sun
�&~?ûÓ0�{c�b�YÒ4���ó��?ûjâ{��8-bÌú&
~�Ç��â�jâ!Lqru
÷�{Ç|ÑjâOLÇõP óZjâDè���êúÁ�RAID-Z {
c{jâ��¡n�RAID-Z4«¡��RAID5¡n,bú÷�Ä3�U�&É�

21.2.1®®®rrrZFS

❀ZFS�ø:�¼~tLÞ{ø:ýÍÇÄ1,����J®Du���a~
Ø!L�{H��*
�FreeBSD{�1Aèu{�uÇY,�óXÈ{Ru�Ä#�ÖÃX�[Ç�Á{YJZ½4·¢M?
{Õ
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21.2.1.1���???

❀�á{ø:�?�èa�1GBÇM?2GBÝVÍõ�ó$ÿÄ�{¾�¥Ç·¢&~ê1GB�?{ø:
?{\ê�Jôh{®D�

❀�J|óè�1GB�?{¢¸�st�&~Çb4óYø�!{Ô®�?{�G�Çhø:{�ñi°
�ÇFreeBSDô�,�O��?Q¦
ÿd�

21.2.1.2���XXX{{{���

❀·¢OF²�&~{PÄZ 1,�X{�©G¥Vø��lL\P{PÄÑ�1ÜL{o*?óÇÇ

¢Ò,1i�4{/,/boot/loader.conf �ñ�

❀i386è%{~�aó�X{�©G¥��1�{ 1Ç­c�H�X?­éåìÕ

options KVA_PAGES=512

❀YÇ 1Rj0�X{��8-ÇO
ã�vm.kvm_size �ê§Ö1 GB{!�(PAE�2 GB)��êIñ
YÇ 1!\7{�Ç²1N(MB)�\ Ä�{��8-ø14zt�óYÇ¾�¥Ç512 ��2 GB�

21.2.1.3 Loader ,,,®®®kkkjjj

❀Ä�è%ÞFreeBSDÑa��Lkmem��8-�ó�1GBÔ®�?{�Aø:ÞÇ
ó/boot/loader.conf ¥����{kj?%­é�/,ê�A�

vm.kmem_size="330M"
vm.kmem_size_max="330M"
vfs.zfs.arc_max="40M"
vfs.zfs.vdev.cache.size="5M"

❀ÍõZFS#�M?®D{û�>kÝhttp://wiki.freebsd.org/ZFSTuningGuide.

21.2.2&&&~~~ZFS

❀FreeBSD��«éÄå��óø:ð)���ñZFS?ûÓ�,1/,1�{×
÷�Õ

# echo ’zfs_enable="YES"’ >> /etc/rc.conf

# /etc/rc.d/zfs start

❀YP©l��{\I"½ø:¥�3LSCSI�c,~ÇÇ¢{÷÷ÖI/�da0Çda1Zda2�IDEmG{
~�,1&~adS�SCSI�

21.2.2.1\\\ÇÇÇ���ccc???ûûûÓÓÓ

❀ó\Ç�cÞ
O�Ç;\Ç:��{ZFSÇ&~zpool ×
Õ

# zpool create example /dev/da0

❀,1/,df {Qñ��c{?ûÓÕ

# df
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Filesystem 1K-blocks Used Avail Capacity Mounted on
/dev/ad0s1a 2026030 235230 1628718 13% /
devfs 1 1 0 100% /dev
/dev/ad0s1d 54098308 1032846 48737598 2% /usr
example 17547136 0 17547136 0% /example

❀YPQñ8ù{,Òêexample ?ûÓX�
OÄÕ
%ú���ñññê�·¢�46¯Ê/{©Gø:�ø

6¯ÇÇÒ41�¾�¥Ü+{�øÇ~��êóÞÁ
O©G?¨�Õ

# cd /example

# ls

# touch testfile

# ls -al

total 4
drwxr-xr-x 2 root wheel 3 Aug 29 23:15 .
drwxr-xr-x 21 root wheel 512 Aug 29 23:12 ..
-rw-r--r-- 1 root wheel 0 Aug 29 23:15 testfile

❀"C{4YÇ?ûÓ?��¼~tZFS{�[�u�óYÇ?ûÓÞ
O�Ç©Gø:Ç?é~¸ÀÕ

# zfs create example/compressed

# zfs set compression=gzip example/compressed

❀�óexample/compressed 4�Çé~ê¸À{ZFS©Gø:ê�,1�A���JL{©G
t/example/compressed �

❀&~YÇ×
,1¢~¸ÀÕ

# zfs set compression=off example/compressed

❀&~��{×
WñYÇ©Gø:Ç?~df Óäh�Õ

# zfs umount example/compressed

# df

Filesystem 1K-blocks Used Avail Capacity Mounted on
/dev/ad0s1a 2026030 235232 1628716 13% /
devfs 1 1 0 100% /dev
/dev/ad0s1d 54098308 1032864 48737580 2% /usr
example 17547008 0 17547008 0% /example

❀­c�óYÇ©Gø:&��ú6¯Ç?~df h�Õ

# zfs mount example/compressed

# df

Filesystem 1K-blocks Used Avail Capacity Mounted on
/dev/ad0s1a 2026030 235234 1628714 13% /
devfs 1 1 0 100% /dev
/dev/ad0s1d 54098308 1032864 48737580 2% /usr
example 17547008 0 17547008 0% /example
example/compressed 17547008 0 17547008 0% /example/compr essed

❀?ûÓ¦©Gø:�,/,mount {Qñ��Õ

# mount
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/dev/ad0s1a on / (ufs, local)
devfs on /dev (devfs, local)
/dev/ad0s1d on /usr (ufs, local, soft-updates)
example on /example (zfs, local)
example/data on /example/data (zfs, local)
example/compressed on /example/compressed (zfs, local)

❀t��ÁÄ
t{ÇZFS©Gø:Çó
O��Ò�4Ê/{©Gø:�ø&~�l
Ç¤�iõÙÆ{
�u4,~{�ó�Á{¾�¥Ç·¢R
O�Çc{©Gø:Çdata �?�óÞÁ?ûJ­�{©GÇ

Ä1©Gø:��ú÷�Ä²��ÇjâLÑâ?ÜP óÕ

# zfs create example/data

# zfs set copies=2 example/data

❀�ó,1ò'&~df ��jâZ8-{&~çYÕ

# df

Filesystem 1K-blocks Used Avail Capacity Mounted on
/dev/ad0s1a 2026030 235234 1628714 13% /
devfs 1 1 0 100% /dev
/dev/ad0s1d 54098308 1032864 48737580 2% /usr
example 17547008 0 17547008 0% /example
example/compressed 17547008 0 17547008 0% /example/compr essed
example/data 17547008 0 17547008 0% /example/data

❀>Õ??ûÓÞ{��Ç©Gø:Ñ�ø#3jÞ{,~8-�YÒ4·¢óYJ¾�¥&~df {Æ

OÇ4�ê©Gø:Ñ4,#3{?ûÓRzÇ¢Ä�{8-�ZFSV«êÃ�òZIK$¡{�'Ç?
ã�õÇ©Gø:3~3�Ç?ûÓ�Xò��©Gø:¦?ûÓ{���4Yø=ÄÇ¢Õ

# zfs destroy example/compressed

# zfs destroy example/data

# zpool destroy example

❀�cÃ��½{Ì «Z*�äÝ�hYL�c «{��ÇÞÁ{jâÑR¿���Ç�½O�c»

 
¿�jâ{0�4&~RAID�ZFSóÇ{?ûÓ÷�¥|ÑYø{�uÇY"4���Ræÿ{�

21.2.2.2 ZFS RAID-Z

❀t��©¥Ä
t{ÇY�9�R"÷?ó3ÇSCSI÷÷Çda0Çda1 Zda2 (ÝVad0 Z§ñ$¾&~

êIDE�c)�&~��{×

O�ÇRAID-Z?ûÓ:

# zpool create storage raidz da0 da1 da2

ÕÕÕ???: SunM?ó�ÇRAID-Z{�¥&~{�cjÞ�3�9L��*��Fó\Õ{�Ç?ûÓ¥&~10LÝ
Íõ{�cÇ>�DI�ÄÍBRAID-z���*���2L�cÇ?�l����Ç>�D&~ZFS{mirror�
u�Íõû�>k�zpool(8)C~��

❀zpoolstorage �$Ò
OPê�,1��©
t{�ø&~mount(8)Zdf(1)h����{ÉÍõ{�c
÷÷�²Ç¢�YÇï,{�Á�ó?ûÓÞ
O�Çwhome{©Gø:Ç~�{©G!ªÑRúâ?ó

ÞÁÕ
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# zfs create storage/home

❀4�©¥
t{�øÇ~�{ø9¦©G�,é~¸À?â?õP óÇ,/,��{×
qÄÕ

# zfs set copies=2 storage/home

# zfs set compression=gzip storage/home

❀²~�{jâÑ ó,u?
O�ÇnRÓzÇtÆ¢
)&~YÇc{ø9Õ

# cp -rp /home/* /storage/home

# rm -rf /home /usr/home

# ln -s /storage/home /home

# ln -s /storage/home /usr/home

❀�ó~�{jâa�Ñâ?óc
O{/storage/home Þê��A���Çc~�?1YÇüP~9�

❀�A
O�Ç,��~uÃR{OLÕ

# zfs snapshot storage/home@08-30-08

❀>Õ?OL 1R�ÌØR�Ç]"{©Gø:Ç
X4ìÇ~�ø9Ý©G�@	n�©Gø:ÖÝò

Ö{IÅn�h~�ø9ú» �Ç,~��×
Á�Õ

# zfs rollback storage/home@08-30-08

❀ÜzÄ�,~OL{ï,Ç,&~ls ×
��©Gø:{.zfs/snapshot ø9�¾�Ç�q��×
u

����ØR{OLÕ

# ls /storage/home/.zfs/snapshot

❀,1�U�Çlýu�Û½ÏØR~�jâ{OLÇÈ
È�ÇOL,�>Q«LÞ{�c8-���


O{OL,~1�×
ÍøÕ

# zfs destroy storage/home@08-30-08

❀óÄ�YJ�A��Ç·¢��®�ò²/store/home Yø8�ê�tÇÁ�]t{/home ©Gø:Õ

# zfs set mountpoint=/home storage/home

❀&~df Zmount ×
R�+�óø:²·¢{©Gø:]th*ê/homeÕ

# mount

/dev/ad0s1a on / (ufs, local)
devfs on /dev (devfs, local)
/dev/ad0s1d on /usr (ufs, local, soft-updates)
storage on /storage (zfs, local)
storage/home on /home (zfs, local)
# df

Filesystem 1K-blocks Used Avail Capacity Mounted on
/dev/ad0s1a 2026030 235240 1628708 13% /
devfs 1 1 0 100% /dev
/dev/ad0s1d 54098308 1032826 48737618 2% /usr
storage 26320512 0 26320512 0% /storage
storage/home 26320512 0 26320512 0% /home
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❀YøÒäýqÄêRAID-Z{{�ê�&~�-periodic(8)ÜR��©Gø:
O�¡{çÕÍcÇ�q
��{×
Õ

# echo ’daily_status_zfs_enable="YES"’ >> /etc/periodic.conf

21.2.2.3������RAID-Z

❀��«�RAIDÑ�)�Ç¢çÕ{0��ZFS�X¾i�,1&~��{×
��RAID-Z ÷÷Õ

# zpool status -x

❀�*Ä�{?ûÓÿ�H�çÕ?%�#t�{�ÇR(Ã��fåÕ

all pools are healthy

❀�*?ó¯�Ç,�4�Ç�c÷÷�"êÇ��(Ã{?ûÓ{çÕR�ÞV4¡�YÇø�{Õ

pool: storage
state: DEGRADED

status: One or more devices has been taken offline by the admi nistrator.
Sufficient replicas exist for the pool to continue function ing in a
degraded state.

action: Online the device using ’zpool online’ or replace th e device with
’zpool replace’.

scrub: none requested
config:

NAME STATE READ WRITE CKSUM
storage DEGRADED 0 0 0

raidz1 DEGRADED 0 0 0
da0 ONLINE 0 0 0
da1 OFFLINE 0 0 0
da2 ONLINE 0 0 0

errors: No known data errors

❀óYÇ¾�¥ÇY4��®Ê²$÷÷�"�{çÕ�,1&~��{×
R�c�"Õ

# zpool offline storage da1

❀�ó#äø:�Í��Ò,1�¦�da1 ê�hø:ò'Þ"�Ç&~��{×
�¦�cÕ

# zpool replace storage da1

❀�$,~XQ-x )�{×
ò'5�çÕÕ

# zpool status storage

pool: storage
state: ONLINE
scrub: resilver completed with 0 errors on Sat Aug 30 19:44:1 1 2008

config:

NAME STATE READ WRITE CKSUM
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storage ONLINE 0 0 0
raidz1 ONLINE 0 0 0

da0 ONLINE 0 0 0
da1 ONLINE 0 0 0
da2 ONLINE 0 0 0

errors: No known data errors

❀óYÇ¾�¥Ç�#Ñ�+t��

21.2.2.4jjjâââDDDèèè

❀t��ÁÄ
t{ÇZFS&~DèZ(checksum)u5�?ûjâ{qru�Y�ó©Gø:
O��Äé
~{Ç,&~1�{×
¢~Õ

# zfs set checksum=off storage/home

❀YX4ÇÒ�{ 
ÇO�DèZX�:��~
%��3~èÞ{?û8-�?%é~Ç¢�XÌÒ

�{>Q,õýÍ�é~�Ò,1tZFS&~DèZDèu5�jâ{qr�YÇ,Ç/�Á
��scrubbing��,1&~1�{×
5�storage ?ûÓ°jâ{qruÕ

# zpool scrub storage

❀YÇ,Ç��D#h�{�-ÇRû�?û{jâÞ�
%I/O:�·øÇÄ1ó�[�-���q�Ç
Yø{v*�óscrubqÄ��ÇçÕÒÌúÍcÇ,&~��{×
��Õ

# zpool status storage

pool: storage
state: ONLINE
scrub: scrub completed with 0 errors on Sat Aug 30 19:57:37 20 08

config:

NAME STATE READ WRITE CKSUM
storage ONLINE 0 0 0

raidz1 ONLINE 0 0 0
da0 ONLINE 0 0 0
da1 ONLINE 0 0 0
da2 ONLINE 0 0 0

errors: No known data errors

❀YÇ¾�¥qÄ�-:�{8ù�YÇ�u,1ÐÏ�ói�{�ã�-�hâjâ{qr�

❀Z©Gø:�Íõ{ 1Ç>kÝzfs(8)Zzpool(8)C~��
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Vinumòòò���®®®ÇÇÇ���
Æ*Greg Lehey.

22.1���ccc
❀ÃX3���ø{�cÇ�Ì��J�ó¯�Õ

• Ç¢,��ÞÔB�

• Ç¢,�¤ÝÔz�

• Ç¢,��ÔX,"�

❀béYJ¯�Ç|¢
ñ?"�ê�õX3{�û0���êaéYJ¯�Ç�J~�f~êõÇÇ�

���4��{�cY¡0��øê|Ñ�õ«X3{mGRAID ;�ì�iÇFreeBSD{äýø:¥Ýi
êVinumò�®ìÇÇ4�Ç~1"����cPÄì{L÷÷�Vinum 4�«Á�òòò���®®®ìììÇÝV�~
��û�ÁY®«¯�{���cPÄÇ��Vinum�ê
Ø��:�cø:ÍP{�Ùu�u�Z,"
uÇ?"�ê�ê\ÕÝ{\&~RAID-0�RAID-1ZRAID-5Ün�

❀Y�9é�:�c?û{�ó¯��qê;��ÒÇ?�ëêVinumò�®ì�

ÕÕÕ???: ,FreeBSD 5
)ÇéVinum�qê­UÇ1"&Ùn\GEOM%è(�209)Ç3�â�ÙÆ�{÷�

?�bªÇ1ùâ?ó�cÞ{ÃjâÂ*�Y�­U{ÇýÁ�gvinum (,+ GEOM vinum )�z�u{©	
¥Vinum 4�Çä6{Ö	Ç/�?Xä��ì��½{"��cÇý¥Ä�{�
Ña/,gvinum ×
uv

*Ç
éa{�XÜL{Ö	Ç��vinum.ko ��êgeom_vinum.ko Ç
ó/dev/vinum ¥{Ä�÷÷��Ç�

��8tê/dev/gvinum �,FreeBSD 6
)ÇÎÇ{Vinum"�.Xò
Ø�

22.2���ccc���ÞÞÞÔÔÔBBB
❀�cÖLÇ?û{jâ�ÒÖõ�3²�Ì��3���Ç�3,&~{�cLzõ{©Gø:�Ã,

d�ÇYÇ¯�.²���#��øÎ�êÇbÇ�l?ó�/,
O�Çó�õ�cÞ?ûjâ{ä6

÷÷Ç�Jø:,1�ûYÇ¯��

22.3666¯̄̄´́́¶¶¶
❀�Sø:²���~�Ç°Ý?�{0*u6¯jâ�¾�ÇãL{FTPÝHTTPqÖì,1|Ñj1ú
�{?�Ì�Ç,1�õÇËti\-�{100 Mbit/s ,YÏÏ�§,êýLõj�c{jâ�Q¤G�

❀h�{�cPÄì!°,1170 MB/s{¤Ý�Qjâ,bYÇ�ó�Ç��õXIÕe{�Ç6¯�ÇP
Äì{¢¸¥#z?X­�ÇÇ¢,��qÄêYJ�{�B\I�Yø�«<Y�Ç,�c�ø:{n

Ýu�¯�ÒÍ��UÕ­�{kj4ó�ø:Þ{�VÇ¦é��4�Q3~êPÄìõè�-�
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❀ó�[�c�Q¥,PÄì���¯w,�V�>6¯��Ç×K,l��q�Q.YJÄ*�åu,�iû
B:·¢XÌ¡��[¥ä�

❀"÷�Q10 kBjâÇ:�ó{°u��c²þ¯w�-43.5ms�!O{PÄì,1�Ýó15,000 rpmÇ,
Ä1²þ¯��-�2ms.ó70 MB/s{¤Ý�Q�,jâ{�Q�-LÕ150�s,��Ã�Z¯��-#�.
óYø�«<Y�,°H{�Q�Ì\�t1 MB/s�l�Q{Oz�v¦Ä�Qjâ{LB�

❀é�YÇ´¶{�ÄZÒ�{�û0�4f~�õÇ�c�:
X4�&~�ÇL�c,Ç&~�Ç�vB
{�cÉ\åuoÄ�ÇL{�c.�Ç�cÑ,1ÕÁ��q�QjâÇÄ1/,&~õÇ�cLL
°
êjâSIÞ�

❀hlÇÄ�F{SIÞ{
°���c{jÞBzõ�¦��ÇPÄì?q�QjâÇb��Í�hâ

>F�ê²þI{t�ÇPÄìÞ�X,�½�ÇPÄì{�ñ,����Ç�°zõ�

❀�c{�ñ²oiLÇÝ�v�PÄìÞjâ{á00*.ó�Á{ÿX¥,R�c?û.6Ä�ÇãL{
jâ×KÇ4�ýV{��ø~�Ru÷½��.!Ò�{0�4²���cIÄ�õË�{×K�Ç�Ç
×KLBÒ4ÕÁ{�cLBÇ~Y«0�u?ûjâÇÒ4²�ý~~{VIÄiõB{9��YÇ0

�w)���ÉÉÉÇ��Ç��Ò4�cX����[�½{LB�ø�h6¯t{���cÊâÇ{��8-

uIY{��ÇÇ�Ó*ziP�h6¯ø¥ó�Ç�vB{K­{��Çu�{
°���Í{�

��C22-1Þ¾�Òê~�É��{0*uI{?û\Ã{~��

❀

CCC22-1.���ÉÉÉ������

0

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

Disk 1 Disk 2 Disk 3 Disk 4

❀�i�«kó0�4²��8-IYó�vB{�Þ#3{�cÞÇ,
�êóX3{÷÷Þ?ûÇ

¢�¾�Ç�256Ç×K,�?ûó��Ç�cÞÇzø{256Ç×K?ûó��Ç�cÞ���Uw!�
�Ç�c�Ç�ÇÌ­�1�{Ó*Ç�tÄ�{�cúUw�YÇków)IIIããã(striping) ÝVRAID-0 1.
Iã�Fi°h�¯�Ç/,õÇ�c�qjâ�Q{��ÇÇ,�ÌZå�i{I/O�ñÇbÇ�,�

ØÍõ{Ë��ñ�C22-2�+ê~Ião*I{{?û\Ã{~��

❀
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CCC22-2.IIIããã������

0

4

8

12

16

20

1

5

9

13

17

21

2

6

10

14

18

22

3

7

11

15

19

23

Disk 1 Disk 2 Disk 3 Disk 4

22.4jjjâââ{{{qqqrrruuu
❀���c{!��Ç¯�4Ç¢XÔ,"�¯l�cPÄì{,"uó,V�#�êiL{
°ÇbÇ

¢�l4qÖì¥!�4» {Xe�G�hÇ¢�	ùF{��Ç�*,�4ï
u{Õ�¦ {�c

PÄì?Á�jâ,���D���-�

❀�ûYÇ¯�{�:0�4OÁººº666ÇóX3{Ô®mGÞéjâ)ÜÇ�ý�ÊâRAID ÿ/ñ�{�
-~�ÇYÇ�b�úw)RAID ÿ/1ÝVRAID-1��[Utò{jâ�ÌúUtº6ÞÇÄ1,1,�
[�Ç�ýÖRjâÇ�*Ù¥��Çñ�ùFÇjâ�¤,1,ÙÆPÄìÞ6¯t�

❀º6�ÜÇ¯�Õ

• $Â.Ç��Üõ{?û�Þ�

• u�k/�U�v*��óÜÇPÄìÞ�qÇÄ1Ç¢�DÜõ{QP�ÖRjâ?XÌk/u�Õ

Ç¢���åuÌÍO�

❀�Ç, {0�f~ÛÛÛSSSDDDèèè{0*Ç~1"�RAID 2�3�4Z5�YÙ¥ÇRAID-54·¢!¡lU
{�óVinum{"�¥ÇY4�Ç�Q���è{#�ÇÙ¥Ç��Ç�Q¥Ñ1�ÇÛ~{LÇuâ?
ÙÇL{ÛSDè��YøÇRAID-5 plexøêó�ÇL¥ÑÝ9ê�ÇÛSDèL�iÇ"�RAID-5�
�ÒZÊ/{�Qplex�øê�*�RAID-5{�1�FÇÛSDèLó��Ç�Q¥{~�Ñ4X3{�
jâL{�RÇû½êÇ{#éLR�

❀

CCC22-3. RAID-5{{{������

0

3

6

Parity

12

15

1

4

Parity

9

13

16

2

Parity

7

10

14

Parity

Parity

5

8

11

Parity

17

Disk 1 Disk 2 Disk 3 Disk 4
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❀¦º4#�ÇRAID-5!�Í{�3ó���&~èzõ{?û8-�ÖR¡���Q*?û{��Çb
U�ÌzzõÇLÕ�#h�Öu�{25%��*�ÇPÄì�HÇ�jï�l,1ó\ÿ{Ü*äqÕ
ÖRu�t�{PÄìjâ{v*L��qÇbÖR�H{PÄì{jâÇ�u����PÄìÞ#�{

�®�*�

22.5 Vinum øøø)))

❀�ê�ûYJ¯�ÇVinum
ñê�Ç��{ø)�èÕ

• !�Í{ø)4���c,w)òòò(volume).òý�Þ¦�ÇUNIX �cPÄì�3ø{auÇ¯lÇ¢4
�JXÔ�ø�Ç¢��LB{!��

• ò�Á4plexes,��Ç,+ò{Ä���8-�ó�'�è¥{YÇy²�ê
Ø��Õ��,1
²plex.6Ä~�Çº6\ï{0*��åu{ÕÁ�cÇ�ÇÑÝ93ø{jâ�

• ��Vinum?ó�UNIX �c?ûU%¥,Ä1Ç�,�&~UNIX IK*�õÇ�cplex{�Ä\I,b
/"ÞY?X,":UNIX �c����!jÞ{IK�R
S�ÇVinum²�Ç;\{UNIX IK(the
drive)I�Äw)subdisks{#ùK­,Ç,1&~YÇu�plexOÁL�

• Subdisks �VinumPPPÄÄÄìììÞÞÞ,h�{UNIX IK�VinumPÄì,1Ý9iõ{subdisks�øêPÄì

){�BLK­~u?û{�ZÃcfå1iÇrÇPÄìÑ,1~�?ûjâ�

❀�Á{9�ÃcêYJø)
ØêVinumÄ�F{Õ�{0��

22.5.1òòò{{{LLLBBB���FFF

❀óVinum{{�¥ÇPlex,1²õÇsubdiskIYóÄ�{PÄÞ��*,�ÇÕÁ{PÄì{LBÑXÌ
!�plex{LBÇ,
XÌ!�ò{LB

22.5.2õõõ���{{{jjjâââ???ûûû

❀Vinum/,É�ÇòËÞõÇplexuqÄº6{Õ���Çplex4�Çó�Çò¥{jâ{Ãc��Çò
,1Ý9�Çt¬Çplex�

❀¯l�ÇplexÃcê�Çò{Ä�jâÇ,b,�Ãc{\IúÔ®�¿�ê�,�4÷�{¯�Ã��
�plex\I½B�ÇsubdiskÄ�,�4?i{ùFÃ��PÄì{ùFs�Ä����è��Çplex�ê
�ò{q\��)�
ØjâÇòÒ�êt�Ó*�

22.5.3uuu���¯̄̄���

❀Vinumóplexy²��q�É��qIãÕ

• �Ç���ËËË{{{plexS�&~�Çsubdisk{��8-�

• �ÇIIIããã{{{plexó�ÇsubdiskÞ�Ijâ. Subdisk��4LB�ø{Ç�ê,�ÇËz{plex¥KI

ÇÇ���è�ÜÇsubdisk�
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22.5.4ýýý«««plex ������ÍÍÍ���HHHÚÚÚ

❀FreeBSD 9.1
Ø{VinumÇý�"�Ü«plex:

• �É{plexÍ��ÙÕÇ¢,1Ý9�[jÞ{subdiskÇsubdisk�,��X3{�Ý�Plex,1/,�
��i{subdiskuztj0�¦IãplexX3ÇÇ¢��{CPU�¨ÍèÇ¦�CPUÞ{�ñ�I4X
,�Þ{���0ÁÇÇ¢{�ñ,�X²oÇ�Ç�c,��ñi­Ç
ÙÆ{,�i8��

• Iã(RAID-0) plexes{!L��4Ç¢>èê�ñX²o{<Y:/, 
�Ç!\7LB{Iã(LÕ
4256 kB),3��,1óÈÇ�Ä{PÄìÞ\��ñ.Y«0�{b�4ósubdiskÞIt:��ì{�
h!�:Ç¢��43øLB,/,��c{subdiskuj0�Çplex4:��ì{,1�Vinumh���"
�Ç. Vinum¼~�Ç�i{ÇS$X°{!�Õ�ÇIã{plex����èÜÇsubdiskÇd�ÇÇÒÃ
�KIËz{plexê�

❀,22-1�����Çplex��{��Zb�.

,,,22-1. Vinum Plex������CCC

Plex ¡¡¡nnn !!!èèèsubdisks ,,,ddd������subdisks ÚÚÚ@@@###333 aaa~~~

�É 1 ,1 X�� Q�iLfuZ7

¥u�{LjâÞ

?û�

Iã 2 X,1 �� LÞ?�6¯�,ä
�v°u��

22.6���JJJ¾¾¾���
❀Vinum��ø�ÇÃcýø:¥é6{{{{���jjjâââEEE�
)�Ç~�,1ógvinum(8)Óäu,¥�{�©
G	Ä{�jâE�VinumóÙ;�{�Ç�cIK(óVinum¥Á�device)ÞÑâ?{�jâE{�ý�
Y�jâEó�'çÕ#��þÌÍcÇO
­é�ÇVinumé6�ÇÑ�êÁ�ÙçÕ�

22.6.1{{{���©©©GGG

❀{�©GÃcêÕÁ{Vinum.�Ç;\ò{½B,�4Yø{:

drive a device /dev/da3h
volume myvol

plex org concat
sd length 512m drive a

❀YÇ©GÃcê�ÇVinumø):

• driveqÃcê�Ç�cIKÃPÄìÄZ¦�Á{mG#�{Ç{ ��ÇÉñê�ÇnRÖa.YÇ¦
÷÷ÖÁI
{nRÖã��c,�Ç �#Ät��Ç �
XÌ´×�

• volumeqÃcê�Çò���{��au4ÖÁÇóYÇ¾�¥4myvol.

• plexq½Bê�Çplex�����{kj4��,óYÇ¾�¥4concat.��ÖÁ4�l{:ø:�Ä/,
��suffix .pxu,òÖÁ�	�ÇÖ	,Y°{x4óò¥{plex{�R�
YÇplexRúw)myvol.p0�

490



❀❀229❀Vinumò�®Ç�

• sdqÃcê�Çsubdisk�!B{�Ò4?ûsubdisk{PÄìÖÁÇZsubdisk{�Ý�é�plexÇ��Ö
Á�4�l{Õø:�Ä/,��suffix .sxuI{Í�plex{ÖÁÇY°x4plex¥subdisk{�
R�VinumÉYÇsubdisk×Ö�myvol.p0.s0�

❀ÿ®qYÇ©G�Çgvinum(8)Ì�	�Á{QñÕ

# gvinum -> create config1

Configuration summary
Drives: 1 (4 configured)
Volumes: 1 (4 configured)
Plexes: 1 (8 configured)
Subdisks: 1 (16 configured)

D a State: up Device /dev/da3h Avail: 2061/2573 MB (80%)

V myvol State: up Plexes: 1 Size: 512 MB

P myvol.p0 C State: up Subdisks: 1 Size: 512 MB

S myvol.p0.s0 State: up PO: 0 B Size: 512 MB

❀YJQñ��0+êgvinum(8){;�ï,Â*�óC22-4¥~Co0+êYÇ{��

❀

CCC22-4.���ÇÇÇ;;;\\\{{{Vinum òòò

Subdisk

myvol.p0.s0

Plex 1
myvol.p0

0 MB

512 MB

volume

address

space

❀�ÁYÇC�+ê�Ç��~�\ï{subdisk�Ä{plex�óYÇBB{¾�¥ÇòÝ9�ÇplexÇplex
Ý9�Çsubdisk�

❀YÇòýüZÊ/{�cIK#�?�����/{�ÖuÇÇÝ9ê�ÇplexÇO$X4��{�Y
Çplex¥Ýiê�Ç��cÇO$YZ,�cIKI{?û���Üø�z�u{��ÇR�ë�JÍ�
~{{�0��
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22.6.2


°°°���FFFuuuÕÕÕººº444

❀ò{�Fu,1/,º4u
°�ó{�º4ò�ÇhâplexIYóX3{PÄìÞ�I­�ÇYø�Ç
PÄì «�ÇÒXÌ3�k/ÜÇplex��Á{{�RnóòÕ

drive b device /dev/da4h
volume mirror

plex org concat
sd length 512m drive a

plex org concat
sd length 512m drive b

❀ÞÁ{¾�¥Ç?X��ò'�½PÄìaÇO�Vinum);Ä�Ù{�jâE{é6�qÄ½B��Ç
{���Ä+Õ

Drives: 2 (4 configured)
Volumes: 2 (4 configured)
Plexes: 3 (8 configured)
Subdisks: 3 (16 configured)

D a State: up Device /dev/da3h Avail: 1549/2573 MB (60%)
D b State: up Device /dev/da4h Avail: 2061/2573 MB (80%)

V myvol State: up Plexes: 1 Size: 512 MB
V mirror State: up Plexes: 2 Size: 512 MB

P myvol.p0 C State: up Subdisks: 1 Size: 512 MB
P mirror.p0 C State: up Subdisks: 1 Size: 512 MB
P mirror.p1 C State: initializing Subdisks: 1 Size: 512 MB

S myvol.p0.s0 State: up PO: 0 B Size: 512 MB
S mirror.p0.s0 State: up PO: 0 B Size: 512 MB
S mirror.p1.s0 State: empty PO: 0 B Size: 512 MB

❀C22-51Co0*0+êÙ�è�

❀

CCC22-5.ººº444Vinum òòò

Subdisk 1

mirror.p0.s0

Plex 1
mirror.p0

Subdisk 2

mirror.p1.s0

Plex 2
mirror.p1

0 MB

512 MB

volume

address

space
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❀YÇ¾�¥Ç��ÇplexÝ9êqr{512 MB��8-�ó�Á{¾�¥Çplex��Ýi�Ç�c�

22.6.3������uuu���

❀�Á¾�¥{º4ò����º4{òä�ÍP{�ï�ÅÇbÇ{u����JÕ��'U�ò�Ç

��3�UtÜÇPÄìÞÇO
�Ò��ÍL{�c6¯QP��*æ�:�P{u�Ç����i�

«0*ÕX)º4Ç
RjâIÄ�Q8t¦,�õ{�X3{�cÞ��ÁÉñê�ÇJÖ�Ç�cP

Äì{plexòÕ

drive c device /dev/da5h
drive d device /dev/da6h
volume stripe
plex org striped 512k

sd length 128m drive a
sd length 128m drive b
sd length 128m drive c
sd length 128m drive d

❀Z��¡�Ç?X��½BVinum.²�w{PÄì�óqÄ½B��ÇRzt��{�Õ

Drives: 4 (4 configured)
Volumes: 3 (4 configured)
Plexes: 4 (8 configured)
Subdisks: 7 (16 configured)

D a State: up Device /dev/da3h Avail: 1421/2573 MB (55%)
D b State: up Device /dev/da4h Avail: 1933/2573 MB (75%)
D c State: up Device /dev/da5h Avail: 2445/2573 MB (95%)
D d State: up Device /dev/da6h Avail: 2445/2573 MB (95%)

V myvol State: up Plexes: 1 Size: 512 MB
V mirror State: up Plexes: 2 Size: 512 MB
V striped State: up Plexes: 1 Size: 512 MB

P myvol.p0 C State: up Subdisks: 1 Size: 512 MB
P mirror.p0 C State: up Subdisks: 1 Size: 512 MB
P mirror.p1 C State: initializing Subdisks: 1 Size: 512 MB
P striped.p1 State: up Subdisks: 1 Size: 512 MB

S myvol.p0.s0 State: up PO: 0 B Size: 512 MB
S mirror.p0.s0 State: up PO: 0 B Size: 512 MB
S mirror.p1.s0 State: empty PO: 0 B Size: 512 MB
S striped.p0.s0 State: up PO: 0 B Size: 128 MB
S striped.p0.s1 State: up PO: 512 kB Size: 128 MB
S striped.p0.s2 State: up PO: 1024 kB Size: 128 MB
S striped.p0.s3 State: up PO: 1536 kB Size: 128 MB

❀
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CCC22-6.���QQQ���{{{Vinum òòò

Plex 1
striped.p0

0 MB

512 MB

volume

address

space

striped.p0.s0

striped.p0.s1

striped.p0.s2

striped.p0.s3

❀YÇòóC22-6¥Éñ��Q{Rk\IÇ,+óplex��8-¥{ �ÕÔº!�{ó!�ÁÇ
!
ý{ó!��

22.6.4°°°uuu������óóó

❀�*mG�êõÇ��êèO�)ïUNIX IK3�
°ê�ïuZu�{ò��n{{�©G¡�Õ

volume raid10
plex org striped 512k

sd length 102480k drive a
sd length 102480k drive b
sd length 102480k drive c
sd length 102480k drive d
sd length 102480k drive e

plex org striped 512k
sd length 102480k drive c
sd length 102480k drive d
sd length 102480k drive e
sd length 102480k drive a
sd length 102480k drive b

❀��Çplex¥{�cZ��Çplex¥{F
êÜÇPÄìÕY�êÐÏhâý&3�6¯ÜÇPÄìÇU
v*�XÌ3��	ó3�ÇcÞ�

❀C22-7Éñê�ò{�è�

❀
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CCC22-7.ººº444???���QQQ���{{{Vinum òòò

Plex 1
striped.p0

Plex 2
striped.p1

.p0.s0

.p0.s1

.p0.s2

.p0.s3

.p0.s4

.p1.s0

.p1.s1

.p1.s2

.p1.s3

.p1.s4

22.7ééé666×××ÖÖÖ
❀��ÁÄÃc{�øÇVinumÌÉplexZ�c�½å�{Ö	Ç
YJÖ	�4,1½�{�XM?��
å�{Ö	Õ&~ã�Éé6�?×Ö{VERITASò�®ì{²èyÒÇY��Ùu?��QuÔõ{P
ÿÇ#'ÇÇi�4s�é6{×@�

❀Ö	¥,1Ýi�[:8¸{	nÇb�Äu�ÇOF�&~	ñ�j	Z��"�ò�plexÇ1ù�c
{Ö	Ç,1Ý9!õ64Ç	nÇ
PÄì{Ö	Ç�!�,1&~32Ç	n�

❀Vinumé6Ìó/dev/gvinum ��	Ä÷÷����c{{�R&Vinum
O1�÷÷��Õ

• �Çòéa{÷÷1�YJ4Vinum&~{Ì�÷÷�O$Ç�c{�Ýi�ï÷
÷Õ/dev/gvinum/myvol �/dev/gvinum/mirror �/dev/gvinum/striped �/dev/gvinum/raid5 1

ù/dev/gvinum/raid10 �

• Ä�ò{�z1Ñ?8ó/dev/gvinum/ ¥�

• ø9/dev/gvinum/plex Ç1ù/dev/gvinum/sd ¥#a�?8ê�Çplex1ù�c{÷÷���

❀¾�Ç�D�Á{{�©GÕ

drive drive1 device /dev/sd1h
drive drive2 device /dev/sd2h
drive drive3 device /dev/sd3h
drive drive4 device /dev/sd4h

volume s64 setupstate
plex org striped 64k

sd length 100m drive drive1
sd length 100m drive drive2
sd length 100m drive drive3
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sd length 100m drive drive4

❀ÿ®YÇ©G��Çgvinum(8)Ró/dev/gvinum ¥OÁ�Á{�èÕ

drwxr-xr-x 2 root wheel 512 Apr 13 16:46 plex
crwxr-xr-- 1 root wheel 91, 2 Apr 13 16:46 s64
drwxr-xr-x 2 root wheel 512 Apr 13 16:46 sd

/dev/vinum/plex:
total 0
crwxr-xr-- 1 root wheel 25, 0x10000002 Apr 13 16:46 s64.p0

/dev/vinum/sd:
total 0
crwxr-xr-- 1 root wheel 91, 0x20000002 Apr 13 16:46 s64.p0.s 0
crwxr-xr-- 1 root wheel 91, 0x20100002 Apr 13 16:46 s64.p0.s 1
crwxr-xr-- 1 root wheel 91, 0x20200002 Apr 13 16:46 s64.p0.s 2
crwxr-xr-- 1 root wheel 91, 0x20300002 Apr 13 16:46 s64.p0.s 3

❀¯lplexZ�c�Ä?XM?�½Ö	Çb¤4��ÉVinumPÄì×Ö�YøÇh²PÄìÝ#tX3
{�0�ÇÇ�l�êú�Ä�#/ñu�PÄìÖ!�,1Ý932Ç	n�

22.7.1


OOO©©©GGGøøø:::

❀é�ø:
ÓÇòZ�c4�ø{���{¾i4Ç¦UNIX PÄìX3ÇVinum?Xéò�qIKÇO

Ç�ÒXÝ9IK,�Y�F��ìJ�cÓäÇ�/4newfs(8)ÇÇÌACRVinumòÖh*IK)
#�¾�Ç�cPÄì{Ö	,�4/dev/ad0a Ý/dev/da2h �YJÖ	I/,Hó��Ç(0) IDE (ad)�
cÞ{��ÇIK(a)Ç1ù�®Ç(2) SCSI�c(da)Þ{�¬ÇIK(h)�
#�
ÓÇVinumò,�w
)/dev/gvinum/concat ÇYÇÖ	ZIKÖ�����ø�

❀�óYÇòÞ
O©Gø:Ç���&~newfs(8)Õ

# newfs /dev/gvinum/concat

22.8{{{���Vinum
❀óGENERIC�X¥Ç?XÝ9Vinum�,1�H�Ç½�{Ý9Vinum{�XÇl
?XM?Yø)�é
ÄVinum{)ï0�Ç4&~�XÜL(kld)���X��&~kldload(8)uéÄVinumÕóéÄgvinum(8)
�ÇÇÌ5�Y�ÜL4d.²�ñÇ�*��Ç�Ì�Ä��ñÇ�

22.8.1éééÄÄÄ

❀VinumR{�fåÇf~¦{�©G�ø{o*u?8t�cIKÞ�h,{�jâE¥ÖR�ÇVinum
Ì#/�øïó{�©G¥X,~{�E	�¾�Ç�c{�©G,�Ý9�Á{©	Õ

volume myvol state up
volume bigraid state down
plex name myvol.p0 state up org concat vol myvol
plex name myvol.p1 state up org concat vol myvol
plex name myvol.p2 state init org striped 512b vol myvol
plex name bigraid.p0 state initializing org raid5 512b vol b igraid
sd name myvol.p0.s0 drive a plex myvol.p0 state up len 104857 6b driveoffset 265b plexoffset 0b
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sd name myvol.p0.s1 drive b plex myvol.p0 state up len 104857 6b driveoffset 265b plexoffset 1048576b
sd name myvol.p1.s0 drive c plex myvol.p1 state up len 104857 6b driveoffset 265b plexoffset 0b
sd name myvol.p1.s1 drive d plex myvol.p1 state up len 104857 6b driveoffset 265b plexoffset 1048576b
sd name myvol.p2.s0 drive a plex myvol.p2 state init len 5242 88b driveoffset 1048841b plexoffset 0b
sd name myvol.p2.s1 drive b plex myvol.p2 state init len 5242 88b driveoffset 1048841b plexoffset 524288b
sd name myvol.p2.s2 drive c plex myvol.p2 state init len 5242 88b driveoffset 1048841b plexoffset 1048576b
sd name myvol.p2.s3 drive d plex myvol.p2 state init len 5242 88b driveoffset 1048841b plexoffset 1572864b
sd name bigraid.p0.s0 drive a plex bigraid.p0 state initial izing len 4194304b driveoff set 1573129b plexoffset 0b
sd name bigraid.p0.s1 drive b plex bigraid.p0 state initial izing len 4194304b driveoff set 1573129b plexoffset 419430 4b
sd name bigraid.p0.s2 drive c plex bigraid.p0 state initial izing len 4194304b driveoff set 1573129b plexoffset 838860 8b
sd name bigraid.p0.s3 drive d plex bigraid.p0 state initial izing len 4194304b driveoff set 1573129b plexoffset 125829 12b
sd name bigraid.p0.s4 drive e plex bigraid.p0 state initial izing len 4194304b driveoff set 1573129b plexoffset 167772 16b

❀Y°!Ò�{K/4Ç�½ê{�{ �få�ÖÁ(YJó{�©G¥¤4,~{ÇbXó¹~��q
�½)1ùçÕfå(Y4~�X��½{)�Vinum?Xó{�få¥â?��PÄì{fåÕÇÌ·Ã.
²{�{�cPÄìÞÝ9Vinum)#{IK�Y&zVinum�êóUNIX PÄìú�½êX3{ID ��
�êth#/Ç¢�

22.8.1.1���ÄÄÄéééÄÄÄ

❀Gvinumó/,loader.conf(5)�ñê�XÜL��Ò��ÄéÄ�óéÄ��ñGvinum ÜLÇ�
ó/boot/loader.conf ¥��geom_vinum_load="YES" �

❀h&~gvinum start ×
uéÄVinum�ÇVinumÌ,ì�ÇVinumPÄì¥ÖR{�jâE�t�<
Y�Ç�ÇPÄìÞÑÝ9ê3ø{{�jâE�ýÇO$,ýÇPÄìÞÖR4ÃÄ¢{�b4Çóø

:ÿd��ÇVinumÒ��5�ý�ÇPÄìÞ{{�jâE4!c{Ç?,ÞÁÖR{���*��Ç
ÇÌÍcÙÇPÄìÞ{{��

22.9&&&~~~Vinum ***���ÊÊÊ©©©GGGøøø:::
❀�*©Gø:&~q\º4{Vinum{�Ç���Ìæ�Ê©Gø:�*êº4�Y«{���º4ÙÇ
©Gø:f&�JÇO�Õ

• Ê©Gø:óZs,Ç¥i�{��Ò��ÿ�,~çÕÇO$Vinum{äú÷�óY��/Òa�,
~ê�

• Ý9Ê©Gø:{òÇ3��â?êø:{ZsÇ�Z�XÇO$Ç¢���êú©Ìø:{�OÓ

ä(¾�PCå{BIOS)#/Ç
/�4�Í�tÇ¢ê�Vinum{û�{�

❀�Á��¥Çbª�Êò�)#Ý9Ê©Gø:{Vinumò�²YÇò×Ö�"root" ,�4ÇXF{Ì

?ÇX,,�bÞ�Ç?XÎÂ��FYø)�X,Çz�u{×
¾�Ñ&~YÇÖ	�

22.9.1ùùù���éééÄÄÄVinum 111777aaaéééÊÊÊ©©©GGGøøø:::{{{���FFF

❀��õ��Ç{ÚÝÕ

• Vinum��óéÄ�,1ú�X&~�O$Çó�22.8.1.1�¥Ä�ë{0�Ç�ÒÃ�7aY��Ö{
��ê�óz�u{{�¥Ç�XXX���÷�start_vinum kj���«0�4/,RVinum·ÕÉ�t�
X¥u"�ÇYøÇÇÒó�[��Ñ,~êÇ¯l�Ä?X��Yø���«0�4/

,/boot/loader (�13.3.3�)u¦��ñvinum�XÜLÇY�v*�	ó�X�ñ���Y,1/,
R�Á{{�Õ

geom_vinum_load="YES"
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��t/boot/loader.conf ©G¥u"��

• éGvinum
ÓÇÄ�{éÄ,ÇÑ4ó�XÜL�ñ��Ä�q{ÇO$ÞÁ{v*Ç�Ò4Ä��q
{\\Ó*ê�

22.9.2tttäää���Vinum {{{òòòóóóZZZsss���,,,111666¯̄̄

❀O�ø�{FreeBSDZsÇ���7.5 KB{ShÇ?%.²ËZê,UFS©Gø:¥ÖR©G(¾
�/boot/loader ){­�ÇO$q\��Í�òtÇVIÛVinum{�jâ¥{Vinum�èÇ?ItZs
òýü{få�O$Ç���J��u�ZsSh
Ø)ï{"a" IKÇ
Ç�Ý9êÊ©Gø:�

❀�tYJz1"�ÇÊò��w��Á{�GÕ

• ÊòX�4�QòÝRAID-5ò�

• ÊòplexX�Ý9Ëz{�c�

❀���Ò{4Ç&~õÇplexÇ�ÇplexÑ���PÊ©Gø:{�ýÇ4��
%4,q{�l
ÇZ
s,Ç��&~YJ�ý¥{�ÇuZsø:Ç�t�X!ª�q�zÊ©Gø:���YJplex¥{�
Ç�cÇóY��Ì�Ç¢��{"a" IKÇ1,H��Ç,1Zs{÷÷���Ç"a" IKÇ¦�?X�

�ZÙÇÝ9Êò{plexÿ�È�PÄì{3� ��b4ÇYø
OVinumò&zº4ò#�éÁÇ,

�ê�½ê×@�

❀�ê
O��ÇÊò{"a" IKÇ��qÄ�Á{v*Õ

1. &~�Á{×
uê�ÊòÄÊ�c{ �(,÷÷
){ #Þ)ZÚ@Õ

# gvinum l -rv root

��Õ?{4ÇVinum #ÞZÚ@{\ 4	��Ç¢��4512{rjõÇb�ztbsdlabel ×


Ä�{LR�

2. ó��ÇÊòÄÊ÷÷ÞÇ�q×
Õ

# bsdlabel -e devname

YÙ¥Çé���slice (�Ò4fdisk),{�cÇdevname��4�c{Ö	(¾�da0 )ÇÝV4slice{
Ö	(¾�ad0s1 )�

�*÷÷Þ.²�ê"a" IK(���ÇÝ9Vinum��{Ê©Gø:)Ç�a��ÙÇ{Ö	Ç1"�
�6¯(�*��{�)ÇbÇ?XÌ��~�éÄø:�Õ?ÇÙÄ{IK(¡�t�z{Ê©Gø:)
X�ú�ÖÇO$Ç�qÄY1Ó*Ç��,�Fixit�céÄÇÝVIÜZv*Ç?(óº4<o¥)
D�v*�J:Zsc�

l�Ç÷÷ÞVinumIK{ #(�*�{�)���tYÇ÷÷ÞÊòéa{�cÞ�Ù�*�ÇRÄ
�c{"a" IK{"offset" ��YÇIK{"size" �Ç,1Êâ�Á{{��®zñ�"fstype" a

�44.2BSD�"fsize" �"bsize" Ç1ù"cpg" �Ç�a¦©Gø:{"�<Y�{Ç¦�ó{

�Vinum�?X­��

YøÇc{"a" IKÇR
O?��Y�÷÷Þ{VinumIK{)��Õ?Çbsdlabel ��óVinum
IK{fstypeú)��"vinum" �Çbã�Yø)�

3. YÒÄê¼Ä�{"a" IK�óÑ.?óÇ
%4Êò{�P�ý��ñOF3ò'èyÙ�*Ç0�

4Õ

# fsck -n /dev/devnamea
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❀Ö�Õ?ÇÄ�Ý9;�få{©GÇÑ��8tVinumòÞ{Ê©Gø:�óéÄc{VinumÊò�Ç
Ç¢,�Z"�ó~{Ê©Gø:X�{�O$Ç/etc/fstab Z/boot/loader.conf YÜÇ©G���

/�Õ?�

❀ó�'­é�ÇZsÇ���,c{ä�Vinum{Ê©Gø:¥ÜR7h{;�fåÇ?â$Ó*�ó�
Xð)�,Ç{��\IÇóÄ�{÷÷Ñú�+��Ç�*�+ê�Á{fåÇ�,+{�ÄÕÕ

Mounting root from ufs:/dev/gvinum/root

22.9.3äää���Vinum {{{ÊÊÊ©©©GGGøøø:::{{{{{{���)))¾¾¾

❀óVinumÊò{�P��Çgvinum l -rv root {Qñ,�¡��Á{ø�Õ

...
Subdisk root.p0.s0:

Size: 125829120 bytes (120 MB)
State: up
Plex root.p0 at offset 0 (0 B)
Drive disk0 (/dev/da0h) at offset 135680 (132 kB)

Subdisk root.p1.s0:
Size: 125829120 bytes (120 MB)
State: up
Plex root.p1 at offset 0 (0 B)
Drive disk1 (/dev/da1h) at offset 135680 (132 kB)

❀��Õ?{�4135680Ç�Ò4 #Þ(#é�/dev/da0h IK)�Y#h�bsdlabel ��¥{265
Ç512-	�{�cL�¡��ÇÊò{Ú@4245760Ç512-	�{�cL�/dev/da1h ¥ÇÝ9êÊò{

��Ç�ýÇf~ê3ø{{��

❀YJ÷÷{bsdlabel¡��Á{ø�Õ

...
8 partitions:
# size offset fstype [fsize bsize bps/cpg]

a: 245760 281 4.2BSD 2048 16384 0 # (Cyl. 0 * - 15 * )
c: 71771688 0 unused 0 0 # (Cyl. 0 - 4467 * )
h: 71771672 16 vinum # (Cyl. 0 * - 4467 * )

❀,1�tÇ�ã{"a" IK{"size" kjZ�Á{�øÇ
"offset" kj�4VinumIK"h" Ç1ù÷

÷¥Y�IK(Ýslice){ #Þ�Z�Y4�«�n{{�ÇÇ�ê�½ó�22.9.4.3�¥�ë{¯��$
iÇ·¢��trÇ"a" IKq\ÿ�÷÷ÞÝ9êVinumjâ{"h" IK�¥�

❀Õ?ÇóÞÁ{{�¥ÇrÇ÷÷Ñ4VinumÛ~{Ç
%����Vinum��{ÊIKÇO�Ç{Èu
�Ä�êcO{Vinum{�¥{�Ç�c�
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22.9.4ùùùFFF\\\øøø

❀�*±tê¯�Ç���,¥Á�{Í���Áïñê�J�D{b ÇùÙ�û0��

22.9.4.1øøø:::{{{ZZZsssÇÇÇ������ñññêêêÇÇÇbbbÃÃÃ���éééÄÄÄ

❀�*��ì«ÆOø:Xò��éÄÇZsÇ�,1ó10-Æp��{��Ç�spaceEu*���ñì#
Þ(¾�vinum.autostart ),1/,&~show ×
u��Ç?&~set Zunset ×
u÷��

❀�*±t{¯�4��Vinum{�XÜL��ï�½�ñ{ï,Ç
��th�ñÇ�;\&~load

geom_vinum Ì�ÄÐÏ�

❀$�Ç,1&~boot -as u��éÄ,Ç� 1-as Ì�F�X®¯Ä�z{Ê©Gø:(-a )Ç?&Z
s,Çó\~�Ü**�(-s )Ç$�Ê©Gø:41�Ö0*�z{�YøÇý&��zêõplexò¥{�
ÇplexÇ�XÌZ�plex�-jâX��{¯��

❀h
+Q���z{Ê©Gø:�Ç,1Q��[�ÇÝ9Ê©Gø:{÷÷��*th�{�

ê/etc/fstab Ç�å�{a�4¡�ufs:/dev/gvinum/root ��Ä,1&~¡�ufs:da0d Yø{÷÷u

S�ÇÇO�Ç/�ÝiêVinum��{Ê©Gø:���Õ?{4Ç�*óY°Q�ê"a" IKÇ�Ç

,�,H{"�Þ4VinumÊ÷÷{�Ç�cÇ
óº4*{�¥ÇY�Ì�zº4{Ê÷÷¥{�Ç�
�*��RYÇ©Gø:1ÖU0*�zÇ���,VinumÊò¥ÍVÙÆ{plexÇd�YJò¥,�ÌÝ
9X��{jâ�

22.9.4.2������ñññêêêÌÌÌZZZsssÇÇÇ���

❀�*/boot/loader �ñ�½Ç
ÌZsÇ��ñt�(óéÄ�Ç¶ô!&��ï��Ç�Ý{")Ç�
,1�Aó$�¥äÌZsÇ�{,ÇÇ0�4�spaceE�YRóZs{��~ãö*Çä�,1k
D�13.3.2��$�Ç,1�A,��ÇIKÇ¾�Æ�Ý9Ê©Gø:Ç?Xòw*"a" {�ÇIKÇé

Ä�

22.9.4.3ÃÃÃ���éééÄÄÄÇÇÇZZZsssÇÇÇ������			panic

❀Y«<Y�Ä4��Vinum�ã,Ç¥» êZsÇ��Ä{�Xs{4ÇVinumø��óIK
){�
0â�ê4 KB{8-Ç��Ò
)UVinum>fåê�l
Çø���~ãZ��~ã{ZsÇ�Ç�
Þbsdlabel	�{�����8 KB�O$Ç�*VinumIK, #Þ0
)Ç
YÇsliceÝ�c�êéÄÇ
�Vinum{�ãRÄ«ZsÇ��

❀¡��Ç�*,Þc<o¥Á�Ç¾�Ç,�Fixit�céÄÇ?/,bsdlabel -B �L�13.3.2�¥�
ë{0�uÁ�ZsÇ�Ç�ZsÇ�Ì��«Vinum>ÇYøVinum�ÒIXtÇ{�cê�¦�Y?
XÌ]{Ä«Vinum{{�jâÇÝVVinumòÞ{jâÇ?%,1/,Q��Ü�ø{Vinum{�jâ
uÁ�Çb,Y«çY¥q\Á�4:�h
{��]t�û¯�Ç��RrÇVinumIK5�#Ä�è4
KBÇ1"&Vinum>Zø:{ZsÇ�XòàB�

÷÷÷ÕÕÕ

1. RAIDS,ÍÍÍ$$$���������cccjjjïïï(Redundant Array of Inexpensive Disks)
ØÈ«�Få�Çb�ÁYÇ
bª,�Ì�Jt|Ø�ÕÇX
Ø��Õ��
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���������
Æ*Murray Stokely.

23.1���ccc
❀����G�êt3�ÑåìÞ3�äqõÇv*ø:�óPCÞÇY«ø:/���Çäq����G
{©Ìv*ø:Ç1ù�øï0�v*ø:�Ä�

❀ÖqY9Ç3Rê�Õ

• ©Ìv*ø:¦0�v*ø:{K/�

• �[óf~Intelÿ®ì{Apple Macintosh�®åÞ�ãFreeBSD�

• �[óMicrosoft Windows1Virtual PC �ãFreeBSD�

• �[bé���¢¸éFreeBSDø:�qu�®��

❀óÝÖY9��Ç3aÕ

• ®�UNIX ZFreeBSD{äú�#(�49)�

• ê��[�ãFreeBSD (�29)�

• ê��[{��dËz(�329)�

• ê��[�ã�®0�G(�59).

23.2***���000���OS{{{FreeBSD

23.2.1 MacOS ÞÞÞ{{{Parallels

❀�Mac÷�{Parallels Desktop4�«,~�f~Intelÿ®ìÇ?äqMac OS 10.4.6ÝÍ°Çý{Apple
Mac�®å{Û��G�Ç�FreeBSDø:
Øêqr{|Ñ�óMac OS XÞ�ãêYÇ�G��Ç~�
��{���å?�ãÄ�{0�v*ø:�

23.2.1.1óóóParallels/Mac OS® X ÞÞÞ���ãããFreeBSD

❀óMac OS X/ParallelsÞ�ãFreeBSD{��Z4
O�Çc{��å�óø:
+ 
0�OS¡
n(Guest OS Type)� 
FreeBSDÇ?Êâ3&~FreeBSD��"¾{��I{�cZ�?Õ
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❀éõjóParallelsÞ&~FreeBSD{<o
ÓÇ4GB�c8-Z512MB{RAMÒê~êÕ
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❀ 
&~{�dZ��¡nÕ

503



❀❀239❀���

❀â??qÄ{�Õ
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❀ó
OêFreeBSD��å��Ç¤��óÙ¥�ãFreeBSD�!P{)�4&~�0{FreeBSD CDROM
Ý,�0FTP5��ñ{ISOº4uqÄYÇ�Ö��*3{ý�Mac©Gø:¥�ISOn4©GÇÝ3
{Mac{CDPÄì¥�CDROMÇÒ,1óFreeBSDParallels	={��n�â�cC)���Çø:R
Éñ�Ç	=ÇØ3qÄR��å¥{CDROMPÄìËztý�{ISO©GÝ]t{CDROMPÄìÞ�

505



❀❀239❀���

❀óqÄêRCDROM¦3{�ãÍqÄ�É��ÇÒ,1�­é(reboot)C)u­éFreeBSD��å
ê�ParallelsR{\�Ç�O{BIOSéÄÇ�V�ê4Ê/{BIOS�ø5�ø:¥4d�CDROMPÄ
ì�

❀$�ÇÇÒ�êItFreeBSD�ã��?
)�29¥Ä�ë{)ï{ä�sysinstall�ã{,Ç�
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❀$�3,1�ãX11Çbö�X�éÇ�q{��óqÄ�ã��Ç­é?��c�ã{FreeBSD��
å�

23.2.1.2óóóMac OS X/Parallels ÞÞÞ{{{���FreeBSD

❀ó3RFreeBSD�ãtMac OS X{ParallelsÞ��Ç¤���q�øï{{�Ç1"�ø:{���v
*�q���

1. {�Zs�ñì#Þ

!­�{�Z4/,®�kern.hz #Þu\�Parallels¢¸¥{FreeBSDéCPU{&~�Y,1/,
ó/boot/loader.conf ¥���c{�uqÄÕ

kern.hz=100

�*X&~YÇ{�Ç��{FreeBSDParallels0�OSÌó\ÿ®ì{iMac®Þ&~LÕ15%
{CPU��$����Ç8��{&~ÞÒ>ètLÕ5%ê�

2. 
Oc{�X{�©G
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3,1ÍV\\SCSI�FireWireÇ1ùUSB÷÷PÄÇ��Parallels
Øê�Ç�ed(4)PÄ{���
�ÇO$Çøêed(4)Zmiibus(4)�i{ÙÆ�dz=PÄÑ,1,�X¥ÍV�

3. {��d

!äý{�d{�Ç4/,&~DHCPuR3{��å¦©ÌMacz�3�ÇÛ­��Y,1/,
ó/etc/rc.conf ¥��ifconfig_ed0="DHCP" uqÄ�Í°ÿ�J{�d{�0�Ç>kD�329
¥{�ë�

23.2.2 Windows ÞÞÞ{{{Virtual PC

❀Virtual PC 4MicrosoftÞ{Windows�G�¬Ç,1½D�ñ&~�#�ø:�FÇ>kÝsystem
requirements (http://www.microsoft.com/windows/downloads/virtualpc/sysreq.mspx)�Ò�óMicrosoft Windows
ãqVirtual PC ��Ç��béÄ�ã{��åìu)#a÷½�

23.2.2.1óóóVirtual PC/Microsoft® Windows ÞÞÞ���ãããFreeBSD

❀óMicrosoft Windows/Virtual PC Þ�ãFreeBSD{��Z4c���ì���Ä+Çó
+5s¥> 

Create a virtual machineÕ

❀l�óOperating systemÿ OtherÕ
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❀?�â�ü�Fu��mc�ÞZ�?{I{�éLõjóVirtual PC &~FreeBSD{<Y
ÓÇL
Õ4GB{mc8-1ù512MB{�?Òê~ê�

❀â??qÄ{�Õ
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❀z�u 
cO{FreeBSD��åìÇ?\âSettingsÇ1÷½�d«¡1ù��Õ

❀ócOFreeBSD��åì1�ÇÒ,1��1Ù�ãFreeBSD��ã0ÁÇ�vP{*�4&~�0
{FreeBSD�cÝ,�0FTP5�ñISOº4�¥3{Windowsø:�.��ISOº4Ç��Ò,1
óFreeBSD��åìÞvâÇ1
)éÄ�zøóVirtual PC 	=��CDò�Capture ISO Image...�z
øñ��Çé�UÇ,1²��åì�{�P÷½t�ISOº4ÇÝV4]"{�P�
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❀÷P�cuÍ��ÇÒ,1­c
åÇ�Ò4��Actionò�Resetý,�Virtual PC Ì1�OBIOS

åÇ?¦Ê/BIOS�øÌ�5�4d��cPÄì�

❀$�ÇÇÌItFreeBSD�ã�cÇ?
)ó�29�Ä�ë{sysinstall�ã,Ç�Y���,1~"
�ãX11ÇbX��q#�÷½�
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❀qÄ�ã��Ç�z²�ã�cÝVISOº4Rñ�!�Ç²ãP{FreeBSD��åì­c
åý,�

23.2.2.2®®®rrrMicrosoft Windows/Virtual PC ÞÞÞ{{{FreeBSD

❀óMicrosoft WindowsÞ1Virtual PC ãPFreeBSD�Ç¤��)�J÷½Z½Ç1"R��å�
{FreeBSD!���

1. ÷½boot loaderkj

!­�{Z½�4��®\kern.hz u\�Virtual PC ¢¸�FreeBSD{CPU3~G�
ó/boot/loader.conf ��Þ�ï÷½ý,Õ

kern.hz=100
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¥X*Y÷½Ç���4idleçÕ{FreeBSDVirtual PC guest OSÒÌó\�ÿ®ì{�
ÞLÕ
�40%{CPU3~G�*êÞc����,3~GLÕÌ\�3%�

2. OÁ�Çc{�X{�©G

,18e²Ä�{SCSIÇFireWireZUSB÷÷PÄÑ#ø�Virtual PC �
Øde(4){����ÇO$
øêde(4)1ùmiibus(4)1iÙÆ{���Ñ,1,�X{{�©G¥#ø�

3. ÷½�d

,1É��åì;\z&~DHCPu÷½¦host (Microsoft Windows)#3{ý��d¢¸Ç��
ó/etc/rc.conf �Þifconfig_de0="DHCP" ý,qÄ�ÙÆ{°ÿ�d÷�Ç,kÝ�329.

23.2.3äääqqq���MacOS {{{VMware

❀MacÇý{VMware Fusion4�ÇÛ��GÇäqóä�Intel{Apple Mac�®å{Mac OS 10.4.9ÝÍ
Çý{v*ø:Þ�FreeBSD4�Çq\ú|Ñ{0�v*ø:�óMac OS XÞ�ãêVMware Fusion�
�Ç~�Ò,1øC{��Ç��åì?�ã0�v*ø:�

23.2.3.1óóóVMware/Mac OS X ÞÞÞ���ãããFreeBSD

❀��Z4äqVMware FusionÇ��åìERúãñ�\â"New"
OVMÕ

❀New Virtual Machine AssistantRúäquÐÏ�
OVMÇ\âContinue��Õ
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❀óOperatiing System1 
OtherÇVersion1, FreeBSDÝFreeBSD 64-bit�

❀ �Ç�.�{VM º4Ö	Z?û{ø9 ��
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❀ 
VM ��mc{LBÕ

❀ 
�ãVM {0*Ç,�ÇISOº4Ý�<CD�ãÕ
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❀�`��âêFinishÇVM ÒÌéÄêÕ

❀1�/�{0*�ãFreeBSDÝVkL�29¥{Z½Õ
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❀�ãqÄ��Ç�Ò,1���JVM {÷½Ç���?LBÕ

ÕÕÕ???: óVMäq{��ÇVMø:mG{÷�4Ã���{�

❀{�VM {CPUjÞÕ
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❀CD-ROM÷÷{çÕ�/�h�Xó��CDROM/ISO{��,1#äÆ¢ËVM {Ëz�

❀!��1����{4VM ¦�dËz{0*��*�æ�øê©Ì1i{åì��ËztVMÇ> 

Connect directly to the physical network (Bridged)� 
Share the host’s internet connection (NAT){
�ÇVM ,1ËzÞ�dÇb4X�,iÁ6¯�
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❀ó���q÷½��ÇÒ,1,c�ã{FreeBSD��åìéÄê�

23.2.3.2{{{���äääqqq���Mac OS X/VMware ÞÞÞ{{{FreeBSD

❀óMac OS XÞ{VMware Þ�ãqFreeBSD��Ç�J{�{Z½,~u����ø:�

1. ÷�boot loader#Þ

!­�{Z½4\�kern.hz u>èVMware ÞFreeBSD{CPU&~G�Y��
ó/boot/loader.conf °��1�Yq÷½Õ

kern.hz=100

�*��Y1÷½ÇVMware Þ{FreeBSD0�OS8��R3~iMacÞ�ÇCPULÕ15%{ýÍ�
ó��$1÷½����5%�

2. 
O�Çc{�X{�©G

�,1V«Ä�{FireWire, USB÷÷{PÄÇ��VMware 
Øê�Çem(4)|Ñ{���d7{ìÇ
Ä1øêem(4)�i{��PÄÑ,1ú�ø�

3. ÷��d

!äý{�d÷½Ýi;\{&~DHCP²�{��åìËzt©ÌMac#3{ý��dÞ�
ó/etc/rc.conf ¥��Õifconfig_em0="DHCP" �Íõ���d{÷�,1kÝ�329�

23.3***���©©©ÌÌÌOS{{{FreeBSD
❀ó,V{�#¥FreeBSD?���[,~{?ú�0|Ñ{����û0���J~���&~,¼
~Linux���/��äq{VMware ½Î?õÌ.,�{Çý(��emulators/vmware3 )�óFreeBSD 7.2
�YXÈÇSun
ÍÇý(Open Source Edition OSE){VirtualBox TM*��ÇFreeBSDÆ	{Ç�ñ�ó
êPorts Collection¥�
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❀VirtualBox 4�Ç
�:�Ù×Çq\���{�GÇ?%,óL\P{v*ø:Þ&~ÇÝ
iWindowsÇMac OSÇLinuxZFreeBSD�3ø��²WindowsÝUNIX *�0�ø:äq�Ç��Ç
Í
Z�Ç��Ü«Çý�,~�{nÝu�ÇOSEÇý!Ì�{!���4b�USB{|Ñ�ÙÆÍõ{�
I,1/,Ózhttp://www.virtualbox.org/wiki/Editions���Editions��Á�ø�ÇFreeBSDÞ��OSE
Çý,~�

23.3.1���ãããVirtualBox TM

❀VirtualBox .*��ÇFreeBSD port
ØÇ �emulators/virtualbox-ose Ç,&~��{×
�ãÕ

# cd /usr/ports/emulators/virtualbox-ose

# make install clean

❀ó{�é�U¥{�Ç�~{ 14GusetAdditions Ç��G�YJó0�v*ø:¥
Øê�J�~

{�uÇ��øÄ`)�b(ã�ó©ÌZ0�ø:-&~`)Ç
X~/���ìÇ�½{O�Eu#¦)
ZÍO{@ªÏoÇ�/4óWindows0�ø:¥�ó�ãê0�v*ø:��Ç0����G,
óDevicesh\¥It�

❀ó��'äqVirtualBox ��¤��)�J{�Þ{���portÌ�ã�Ç�XÜL�/boot/modules

ø9Ç$ÜL��/��ñÕ

# kldload vboxdrv

❀,1ó/boot/loader.conf ¥��1�{{�&$ÜLóåì­é����Ä�ñÕ

vboxdrv_load="YES"

❀ó3.1.2��Çý{VirtualBox ���zproc ©Gø:�ócÇý¥Xò�$�FÇO�Ç¢&~ê

�sysctl(3)E
Ø{Õ��

❀h&~ÎÇý{port�Ç��&~�Á{Z½u�ñproc Õ

# mount -t procfs proc /proc

❀�ê&{��ó­é�)ª	HÇ��ó/etc/fstab ¥��1�YqÕ

proc /proc procfs rw 0 0

ÕÕÕ???: �*óäqVirtualBox {ªà¥��ê¡���{FØ>åÕ

VirtualBox: supR3HardenedExecDir: couldn’t read "", errn o=2 cchLink=-1

$ùF,�4�proc ©Gø:s�{�>&~mount ×
5�©Gø:4dth�ñ�

❀ó�ãVirtualBox �Ì�Ä
Ovboxusers ��Ä���&~VirtualBox {~���ú���$�¥{
ÄÊ�,1&~pw×
��c{ÄÊÕ

# pw groupmod vboxusers -m yourusername

❀äqVirtualBoxÇ,1/, 
�h�Co¢¸¥{Sun VirtualBoxÇ�,1ó��ªà¥E�1�{×

:
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% VirtualBox

❀ÜzÍõ��{�Z&~VirtualBox {fåÇ>6¯�0�5http://www.virtualbox.org�A�FreeBSD port
:�cÇ?�ÿ�
�çÕ�>��FreeBSD wikiÞ{#��Áhttp://wiki.FreeBSD.org/VirtualBox1ÜR!
c{fåZùF\�û��
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ýýý������ÈÈÈI18N/L10N&&&~~~ZZZ÷÷÷���
Contributed by Andrey Chernov. Rewritten by Michael C. Wu.

24.1���ccc
❀FreeBSD4�Ç�IY�\-�{~�Zà�V|Ñ{1ø�Y9RÿXFreeBSD{)��Zý��{¯
�,ã�:]ª~���&~FreeBSDiP�Ó*�óø:Za~y²ÞÇÌ�4/,�qi18N)ïu"�
{ÇÄ1Y°·¢R�ÖV
Ø-û{�ë�

❀ÖqY�9Ç3Rê�Õ

• X3{ªÓZ�­4�[ó�Sv*ø:Þ�q�h{�

• �[�3{~�shell÷�ý���

• �[{�3{;�Ñ�:]ªªÓ�languages.

• �[&~X3{ªÓu�H�&~X Windows�

• óý°,1ItÍõ��
�n\i18N)ï{a~Ç�{få�

❀ÝÖY9��Ç3ahê�Õ

• �ø�ã�i{�®0Ç�Ã�59Ä�

24.2äääúúú���###

24.2.1 I18N/L10N 444������ÚÚÚ

❀
�|Ê²internationalization;UÄI18N,¥-{j	4��ÜÇ	ñ-{	ñÇj�L10N�
â�localization�&~3ø{×Ö���I18N/L10N0��NFZa~�\ó�åÇã�~�&~Æ¢��
Ä 
{ªÓ�

❀I18Na~Ç�&~I18NÓäu�Ç�Çã�
�|ÊU�Ç;\{©GÇÒ,1R�+{h\Z©ý 
HÄý�ªÓ�·¢:�ó¹Ç�Ê$¬Y«���

24.2.2������������&&&~~~I18N/L10N?

❀I18N/L10N)ï�êiP�|Ñ3���Q�Ýÿ®:]ªªÓ�

24.2.3 I18N|||ÑÑÑýýýJJJªªªÓÓÓÚÚÚ

❀I18NZL10NX4FreeBSD��{�h�ÇÇ�|Ñ-�ÞýL\IÌÅªÓÇÝibX!�Õ¥©Çy
©Ç�©Çª
©Ç�©Ç�©ÇÖ�©���
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24.3&&&~~~ýýý������ªªªÓÓÓ
❀I18NX4FreeBSD��{ÇÇ4�Ç���·¢ó¹3ÐÏFreeBSDqÕY����

❀ý��÷���ä÷®Ç�GÕªÓSh(Language Code)�)�Sh(Country Code)Z�h(Encoding)�
ý�Ö	,1~�ÁYJ\Iuè�Õ

ªÓSh_)�Sh. �h

24.3.1ªªªÓÓÓZZZ)))���SSShhh

❀�ê~�O{ªÓuéFreeBSDø:�qý��ÃÝÙÆ¡UNIXø:ÄÇ~�����w#a{)�Z
ªÓShÃ)�Sh·ªa~Ç�&~ý�«ªÓ�)Ä�$iÇWEB¨�ìÇSMTP/POPqÖìÇwebq
Öì�Ñ41YÇ�äú{��ÁÒ4�Ç)�ZªÓSh{¾�:

ªªªÓÓÓ/)))���SSShhh ÃÃÃccc

en_US �)]ª

ru_RU �ª

zh_CN ;�¥©

24.3.2���hhh

❀�JªÓX&~ASCII�hÇÇ¢&~8- ÇPÝõ	�{	nÇÍõ{få>k�multibyte(3)��v�
{a~Ç�,�ÌÃ�#/Ç¢Ç?Ø��4;�	n��vc{a~Ç�/�Ì�ñ8- 	n�±"�
{X3Ç~�,�XzXRPÝõ	�	n|Ñ��a~Ç�ÇÝ�q�J�i{{�Çb�êt�&~

Ç¢��Q�Zÿ®PÝõ	�	nÇFreeBSD Ports Collection (http://www.FreeBSD.org/ports/index.html).
²��«ªÓ
ØêX3{Ç��>k�ÈÇFreeBSD Port¥{I18N©l�

❀�/���ñ{4Ç~�,�����a~Ç�{©lÇ1h½�[th�{�ÇÇÝ��

�configure/Makefile/�Hì�½��ø{kj�

❀�Ô�ÁYJ:

• �½ªÓ{;\C	nø(kDmultibyte(3))Ç¾�ISO8859-1, ISO8859-15, KOI8-R, CP437�

• P	�Ýõ	��hÇ�EUC, Big5�

❀3,1óIANA Registry (http://www.iana.org/assignments/character-sets)5����q{	nøï,�

ÕÕÕ???: ¦$X3{4ÇFreeBSD&~¦X11-/�{ý��hÜ*�

24.3.3 I18Naaa~~~ÇÇÇ���

❀óFreeBSD PortsZPackageø:°ÁÇI18Na~Ç�.²&~I18N u×Ö�l
Ç¢X4�|Ñ��{ª

Ó�
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24.3.4ýýý������÷÷÷���

❀/���ó~�shell°Á÷�LANG�ý��Ç�Ä/,÷�~�{~/.login_conf Ý~�shell{éÄ©
GÃ~/.profile Ç~/.bashrc , ~/.cshrc Ä�����÷�LC_CTYPEÇLC_CTIME�Íõ{få>k��½

ªÓ{FreeBSD©l�

❀3ahó3{{�©G¥÷��ÁÜÇ#ÞÕ

• LANG�POSIX÷�ý��ªÓÕ��

•

MM_CHARSETa~Ç�{MIME	nø�

❀YÝi~�{shell{�Ç�½{a~{�ZX11{��

24.3.4.1÷÷÷���ýýý������{{{000���

❀�Ü«0�u÷�ý��Çz�uÑÌÃc���«(M?)Ò4ó~�I¡°Á�½¢¸#Þ���«0
�4²¢¸#Þ�tshell{éÄ©G°Á�

24.3.4.1.1~�I¡0�

❀Y«0�ã�²ý��ÖÁZMIME	nø{¢¸#Þ�É,�{shellÇ
X4�t�Ç�½shell{éÄ
©G°Á�~�ÿ÷�Level Setupã�Ê/~���qÄYÇ÷�Ç
�®Êÿ÷���§ÿ~�Y!�

24.3.4.1.1.1~�ÿ÷�

❀Y��Ç÷�~�Êø9©G.login_conf {B¾�ÇÇ�ÞcÜÇ#Þ÷�êLatin-1�h�

me:\
:charset=ISO-8859-1:\
:lang=de_DE.ISO8859-1:

❀Y4�Ç�.login_conf ÷�$�¥©{BIG-5�h{¾��a�÷��Á{L\I#ÞÇO�iõ�G
Ñ���¥©Ç�©Z8©÷�th{ý��#Þ�

#Users who do not wish to use monetary units or time formats
#of Taiwan can manually change each variable
me:\

:lang=zh_TW.Big5:\
:setenv=LC_ALL=zh_TW.Big5:\
:setenv=LC_COLLATE=zh_TW.Big5:\
:setenv=LC_CTYPE=zh_TW.Big5:\
:setenv=LC_MESSAGES=zh_TW.Big5:\
:setenv=LC_MONETARY=zh_TW.Big5:\
:setenv=LC_NUMERIC=zh_TW.Big5:\
:setenv=LC_TIME=zh_TW.Big5:\
:charset=big5:\
:xmodifiers="@im=gcin": #Set gcin as the XIM Input Server

❀Íõ{fåk��®Êÿ÷�Zlogin.conf(5)
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24.3.4.1.1.2�®Êÿ÷�

❀5�~�{~�I¡ó/etc/login.conf °Á4d÷�êth{ªÓ�Ì�h½�Á{�Ç÷�Õ

language_name| Account Type Description:\
:charset= MIME_charset:\
:lang= locale_name:\
:tc=default:

❀ò'&~�Á{Latin-1�h{¾�Õ

german|German Users Accounts:\
:charset=ISO-8859-1:\
:lang=de_DE.ISO8859-1:\
:tc=default:

❀ó��~�{~�¡n��ÇaD��q�Á{×
Õ

# cap_mkdb /etc/login.conf

❀1"&ó/etc/login.conf ¥c�{{�	H�

&~vipw(8)�#~�¡n�

❀&~vipw ��c~�Ç�åu4�ÁYøÕ

user:password:1111:11: language:0:0:User Name:/home/user:/bin/sh

~adduser(8)�#~�¡n�

❀~adduser ��c~��åu4�ÁYøÕ

• ó/etc/adduser.conf °Á÷�defaultclass = ªÓ�a��ÔÇ3���&~ÙÇªÓ{Ä�~�

÷�b�¡/�

• ��'&~adduser(8){��Ç�Ç�½ªÓ{, 
uÃIÌ4�ÁYøÉñÕ

Enter login class: default []:

• �*3K®É��Ç~�&~�i�«ªÓÇ3a�YøÕ

# adduser -class language

&~pw(8)�#~�¡n�

❀�*3&~pw(8)u��c~�Ça�Yø&~Õ

# pw useradd user_name -L language

24.3.4.1.2 ShelléÄ©G0�

ÕÕÕ???: XM?&~Y«0�ÇO�Ç��É��Ç,�{shellÇ��ÇX3{éÄ©G�a�~~�I¡0�uS
�Y«0��
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❀�ê÷�ý��ÖÁZMIME	nøÇ��ó/etc/profile Ý/etc/csh.login éÄ©G°Á÷�YÜÇ

#Þ��Á·¢&~yª)¾�Õ

❀ó/etc/profile °ÁÕ

LANG=de_DE.ISO8859-1; export LANG

MM_CHARSET=ISO-8859-1; export MM_CHARSET

❀Ýó/etc/csh.login °ÁÕ

setenv LANG de_DE.ISO8859-1

setenv MM_CHARSET ISO-8859-1

❀�iÇ3,1²ÞÁ{÷���t/usr/share/skel/dot.profile ÃZ�Á{/etc/profile �øÄÇ

ÝV/usr/share/skel/dot.login ÃZ�Á{/etc/csh.login �øÄ�

❀é�X11Õ

❀ó$HOME/.xinitrc °ÁÕ

LANG=de_DE.ISO8859-1; export LANG

❀ÝVÕ

setenv LANG de_DE.ISO8859-1

❀�v3{shell(�ÞÁÄ�

24.3.5;;;���ÑÑÑ÷÷÷���

❀é�Ä�{;\C	nøÇó/etc/rc.conf ¥~tóÿX{ªÓ÷�th{;�Ñ	nÕ

font8x16= font_name

font8x14= font_name

font8x8= font_name

❀Y�{font_nameu��/usr/share/syscons/fonts ø9ÇXQ.fnt �í�

❀�*��{�Ç¤a/,sysinstall u{�¦\	�C	nøéa{keymapZscreenmap�ósysinstall
¥Ç 
Configure�� 
Consoleý,�q{��ø$�iÇ3�,1ó/etc/rc.conf ¥��¡��

Á{{�Õ

scrnmap= screenmap_name

keymap=keymap_name
keychange=" fkey_number sequence"

❀Y�{screenmap_name4u�/usr/share/syscons/scrnmaps ø9ÇXQ.scm�í��ÇQkó	�

{¶ôYÛ/�ú*��ÇÓ*KÇ~uóVGA7{ì	�ÝjÞj08 t9 ��*¶ô	�4&~�
Ç8 {\ïÇ�#ÄYJ	ñ¬
YJK­�

❀�*3ó/etc/rc.conf °Áé~êmouseddaemonÕ

moused_enable="YES"
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❀����ó��ã5�`)�bfå�

❀å�<Y�Çsyscons(4)PÄÇ�{`)�bó	nø¥3~0xd0-0xd3{)���*3{ªÓ&~YÇ)
�Ç3��²�b)�#ñYÇ)���w,YÇ¯�Ç��ó/etc/rc.conf ¥��Õ

mousechar_start=3

❀Y°Çkeymap_nameu��/usr/share/syscons/keymaps ø9ÇbV«ê.kbd �í��*Xh½a�

&~ý�ÇEcYÛÇ�,1&~kbdmap(1)u�AÇ
Ã�'�­é�

❀/�Çkeychange 4÷½Õ�E�Ç�{ ½{ªà¡nu�4��{ÇO�Õ�E�ïÃ�óEcY

Û¥½B�

❀$i3¤a�5�?h�ó/etc/ttys ¥.²�Ä�{ttyv * 1{�êth{ªà¡n�ø�Ç#�{

å�½B4Õ

			nnnøøø÷÷÷��� ªªªààà¡¡¡nnn

ISO8859-1 or ISO8859-15 cons25l1

ISO8859-2 cons25l2

ISO8859-7 cons25l7

KOI8-R cons25r

KOI8-U cons25u

CP437 (VGA default) cons25

US-ASCII cons25w

❀é�õ	�	nªÓÇ,13{ó/usr/ports/ languageø9¥&~th{FreeBSD port��Jport1;
�Ññ�Ç
ø:²Ç*��qvttyªàÇO$Ç���X11Z��q;�Ñï÷�ê{vttyªà��Á4
ó;�Ñ¥&~ÙÆªÓ{a~Ç�{\Iï,Õ

ªªªÓÓÓ ���½½½KKK­­­

Traditional Chinese (BIG-5) chinese/big5con

Japanese japanese/kon2-16dot or
japanese/mule-freewnn

Korean korean/han

24.3.6 X11÷÷÷���

❀¯lX11X4FreeBSD��{�\IÇb·¢.²�FreeBSD~�Ý9ê�Jfå�ä�û�,1k
�Xorg Web5� (http://www.x.org/)Ý43&~{X11 Server{�5�

❀ó~/.Xresources °ÁÇ3,17h®r�½a~Ç�{I18N÷�Ã�	�Çh\�Ä�

24.3.6.1���+++			���

❀�ãXorgqÖì(x11-servers/xorg-server )Çl��ãéaªÓ{TrueType	��>÷�th{�K
fåÇYRt3�êóh\ZÙÇ�0�tÄ 
{ªÓ�
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24.3.6.2QQQ���:::]]]ªªª			nnn

❀X11Q�0�ÃXIMÄNF4Ä�X110�à{�Çc)ï�Ä�R*�XIM0�àuU{X11a~Ç�
,XIMQ�qÖìQ��X3{ªÓ��«XIMqÖì,~�

24.3.7KKK\\\ååå÷÷÷���

❀�J;\{C	nø/�4~m�hu�h�K\å{�ÍPÝõ {	nø���½{÷�Ç·¢M?
&~apsfilter�3�,1&~�½ªÓÝ¦ì²©lÝ¦�PostScriptÝPDFÂ*�

24.3.8���XXXZZZ©©©GGGøøø:::

❀FreeBSD{O¤©Gø:(FFS)4q\|Ñ8- 	n{ÇO$Ç,1ú~��[;\{C	nø(k
Dmultibyte(3))Çbó©Gø:¥XÌâ?	nø{Ö	Ö�Ò4�ÇÇX����â?8- fåÇ
?X
�w�[�h�t*�uÇFFSø�¤X|Ñ�[o*{PÝõ	�	nø�X,ÇìJPÝõ	nø

ØêÕÁ{béFFS{V¶uÐÏé~��Ç¢{|Ñ�ø�YJ��4Ã�#�{Ç��,�/wÇO
$·¢XK®²Ç¢��tÍSh¥�>k�#�ªÓ{Web5�Ç1ê���YJV¶{��Z<Y�

❀FreeBSD MS-DOS.²�ê{�Ä~óMS-DOSÞÇUnicode	nøZ, {FreeBSD©Gø:	nø{Í
õfåÇ>k�mount_msdosfs(8)ÉåC~�

24.4���HHHI18NÇÇÇ���
❀�õFreeBSD Ports.²|ÑI18Nê�Æ¢¥{�JÑ~-I18N*)��YJZÙÆiõÇ�.²�
OI18N{|ÑÇX���DÙÆ{/1ê�

❀l
�J4MySQLYø{a~Ç���­c{�	nøÇ,óMakefile °Á÷�ÇÝV�z²kj��

Éconfigure�

24.5ýýý������FreeBSD

24.5.1���ªªªÃÃÃKOI8-R���hhhÄÄÄ

Originally contributed by Andrey Chernov.

❀��KOI8-R�h{Íõfå>�ÝKOI8-Rk�ÃRussian Net Character SetÄ (http://koi8.pp.ru/)�

24.5.1.1ýýý���÷÷÷���

❀²�Á{q��t3{~/.login_conf ©GÕ

me:My Account:\
:charset=KOI8-R:\
:lang=ru_RU.KOI8-R:

❀k��Á{÷�ý��{¾��
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24.5.1.2;;;���ÑÑÑ÷÷÷���

• ²�Á�q�t/etc/rc.conf Õ

mousechar_start=3

• ?ó/etc/rc.conf °Á����÷�Õ

keymap="ru.koi8-r"
scrnmap="koi8-r2cp866"
font8x16="cp866b-8x16"
font8x14="cp866-8x14"
font8x8="cp866-8x8"

• é�/etc/ttys °Á{ttyv *�9Ç�&~cons25r *�ªà¡n�

❀k��Á{÷�;�Ñ{¾��

24.5.1.3KKK\\\ååå÷÷÷���

❀�lýLõjQ�ª	n{K\å$¬CP866{)ïÇ�����ÇbéKOI8-RtCP866Ý¦{�½Qñ
,Hì�Yø{�Ç,Hìå�{�ãó/usr/libexec/lpr/ru/koi2alt ��Ç|Ñ�ª{K\å

{/etc/printcap �9�åu4Yø{Õ

lp|Russian local line printer:\
:sh:of=/usr/libexec/lpr/ru/koi2alt:\
:lp=/dev/lpt0:sd=/var/spool/output/lpd:lf=/var/log/ lpd-errs:

❀Íõfåk�printcap(5)C~��

24.5.1.4 MS-DOS©©©GGGøøø:::ZZZ���ªªª©©©GGGÖÖÖ

❀�Á{¾�4ó�ÞMS-DOS©Gø:�Çé~é�ª©GÖ|Ñ{fstab(5)�9Õ

/dev/ad0s2 /dos/c msdos rw,-Wkoi2dos,-Lru_RU.KOI8-R 0 0

❀ 1-L ~� 
�KÖÁÇ
-W�~�÷�	nÝ¦,��&~-W 1Ç��½�D��z/usr Çl

�ò�zMS-DOSIKÇO�Ý¦,48ó/usr/libdata/msdosfs {��ê���Z{û�Ç>k

�mount_msdosfs(8)ÉåC~�

24.5.1.5 X11÷÷÷���

1.D�>�q�Á�ë{:-X {ý��÷��

2.�*3t&~XorgÇ>�ãx11-fonts/xorg-fonts-cyrillic package�

5�3/etc/X11/xorg.conf ©G¥{"Files" B���Á{qÇa�t�[ÙÇFontPath 1��Õ

FontPath "/usr/local/lib/X11/fonts/cyrillic"

ÕÕÕ???: >��ports¥{ÙÇÜ°�	��
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3.�íÙ�ªEcÇ��óxorg.conf ©G{"Keyboard" B�¥���ï��Õ

Option "XkbLayout" "us,ru"
Option "XkbOptions" "grp:toggle"

�hfXkbDisable .²��(Õ:«)ê�

RUS/LAT{#¦~CapsLock��{CapsLockÕ�,1/,Shift+CapsLockuÜ�Ã��óLATÜ*{
��Ä�

&~grp:toggle �ÇRUS/LAT#¦ER4���AltÇ
&~grp:ctrl_shift_toggle �,+#¦E

4Ctrl +Shift�&~grp:caps_toggle �ÇRUS/LAT#¦E�4CapsLock�Î{CapsLockÕ��,/
,Shift+CapsLock (�éLAT Ü*�H)���XÒÆOÇgrp:caps_toggle óXorg ¥Ã�&~�

�*3{EcÞ��Windows�EÇb��RUSÜ*�ÇìJ:	ñEnóXt�Ç�aó3
{xorg.conf ©G¥���ÁYqÕ

Option "XkbVariant" ",winkeys"

ÕÕÕ???: �ª{XKBEc,�?X�ìJXä÷ý��Õ�{a~Ç�Ä|Ñ�

ÕÕÕ???: ý��Ç�!�!ÝaóÇ�éÄ�®~XtSetLanguageProc (NULL, NULL, NULL); <j�

kD KOI8-R for X Window (http://koi8.pp.ru/xwin.html)1Üz��éX11a~�qý��{�s�

24.5.2÷÷÷���$$$���¥¥¥©©©

❀FreeBSD-Taiwan����Ç&~iõ¥©ports{¥©���
óhttp://netlab.cse.yzu.edu.tw/~statue/freebsd/zh-tut/�ø�ÇFreeBSD ¥©���{��|Ê4��

l<statue@freebsd.sinica.edu.tw >�

❀��l<statue@freebsd.sinica.edu.tw >¼~FreeBSD-Taiwan{zh-L10N-tut OÁê Chinese
FreeBSD Collection (CFC) (http://netlab.cse.yzu.edu.tw/~statue/cfc/)�#�{packagesZlý�,1
óftp://freebsd.csie.nctu.edu.tw/pub/taiwan/CFC/It�

24.5.3yyyªªªýýý������ÃÃÃ777\\\ÄÄÄ���{{{ISO 8859-1ªªªÓÓÓÄÄÄ

❀Slaven Rezic <eserte@cs.tu-berlin.de >Uê�ÇóFreeBSDåì��[&~��yªÓ{yª���
YPyªsÇ,1óhttp://user.cs.tu-berlin.de/~eserte/FreeBSD/doc/umlaute/umlaute.htmlIt�

24.5.4æææqqqªªªýýý������

❀Nikos Kokkalis <nickkokkalis@gmail.com >ÞUê��óFreeBSDÞ|Ñæqª{qr©9Ç
óhttp://www.freebsd.org/doc/el_GR.ISO8859-7/articles/greek-language-support/index.html
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(http://www.FreeBSD.org/doc/el_GR.ISO8859-7/articles/greek-language-support/index.html)�>Õ?Y�©9���
���æqª{Çý�

24.5.5���ªªªZZZ888ªªªýýý������

❀�ªý��>k�http://www.jp.FreeBSD.org/Ç8ªk�http://www.kr.FreeBSD.org/�

24.5.6:::]]]ªªª{{{FreeBSD©©©lll

❀�JFreeBSD{à�V.²R\IFreeBSD©l HÄêÙÆªÓ�3,óÌ5
(http://www.FreeBSD.org/index.html)1ù/usr/share/doc It�
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ÍÍÍccc¦¦¦���ÿÿÿFreeBSD
­c��Z\IÍcÇ�Jim Mock.Æ
ÕJordan Hubbard�Poul-Henning Kamp�John PolstraZNik

Clayton.¥© HÕ<¨².

25.1���ccc
❀FreeBSDó�qÇ�-)ª4Ñ�
�{��J|õ¡&~�0�q{ÇýÇ��Jõ¡¦!c{
�â
Ñ3Z�l
Çý&4�0{�qÇý������\V¶Z­L�t0Á{Íc�XX�&~ê[«Ç

ýÇFreeBSDÑ
ØêÄ�Ícø:Ä�{ÓäÇt�4�{óX3Çý-�ÿ�Y�9�RÐÏ�û½
4Ë�
�ø:¤4*Ñ&~ìÇ�q{Çý�3�¤ïñê�JâÑø:ÍcÄ�{äýÓä�

❀Öêý9�Ç3Rê�tÕ

• &~ýJÓäuÍcø:¦Ports Collection�

• �[&~freebsd-update, CVSup, CVS, or CTM t�{ø:âÑÍc�

• �[�v.�ã{ø:¦Æu.� ó{çÕ�

• �[&~CVSupÝV©lportsuÍcý�{©l�

• ÜÇ
�I|FreeBSD-STABLEZFreeBSD-CURRENT{K/�

• �[/,make buildworld ­c�H�ãrÇäýø:(��)�

❀óÖý9Y�Ç3a�ê�{Õ

• th÷��dËz(�329)�

• �w�ø�ã��{�®0�G(�59)�

ÕÕÕ???: rÇY�9¥Çcvsup ×
Ñú~uÜRFreeBSDÍSh{Íc�����ãnet/cvsup portÝV���
Ý(�*�X.��ãCo�Á{cvsup 0�à{�Ç�,1�ãnet/cvsup-without-gui port)���,1&
~csup(1)S�ÇÇ�ó.²4äýø:{�\Iê�

25.2 FreeBSD ÍÍÍccc
Written by Tom Rhodes. Based on notes provided by Colin Percival.

❀K�\V¶4é����®å�G{�Ç­�\IÇ�/4é�v*ø:�é�FreeBSDu�Çi�{�
ã�-1uYÑX4�G�4{/<�V¶KóÍShÞÇSh��ú­c�H����Çl�ò­c�

ã�H�{Ç��

❀FreeBSDZ�êfreebsd-update Óä��Y"Xò4¯�ê�YÇÓä
Øê2«Õ����ÇÇ,1
²���{�\Z�ØÍc�za~�FreeBSD{äýø:Ç
X��­c�HZ�ã���ÇYÇÓä
¤|ÑÌ�Ë'�{�qÇ{�ÿ�
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ÕÕÕ???: ��\B�|Ñ{È«�ø�èZ�qÇÑ,&~���Íc�ó�ÿt�Çc{�qÇý��Ça�ÝÖ
��h��qÇ{�ÒÇO�Ç¢,�Ý9����Ï��ÿÇý{­�>å�YJ�q�Ò,1/,1�Óz

�ÝÕhttp://www.FreeBSD.org/releases/�

❀�*crontab ¥?ó�~tfreebsd-update �u{\IÇ��YJó
)1�v*����ú¢��

25.2.1{{{���©©©GGG

❀�J~�,�æ�/,®r{�©G/etc/freebsd-update.conf ¥{å�{�uÍP�;��ÿ{,

Ç�,~{kjó©l¥�ë{i-ûÇb�Á{YJ,�����Z{�:Õ

# Components of the base system which should be kept updated.
Components src world kernel

❀YÇkj4;�FreeBSD{ý�\IRúâÑÍc�å�{4ÍcÍShÇrÇäýø:¤��X�YJ
\GË�ã�{�J#3ÇÞ¾u�ÇóY°��world/games ÒÌã�K��ú#�{V¶�&

~src/bin �4ã�Ícsrc/bin ø9¥{ÍSh�

❀!P{ 
4²YÇ 1â��å��ÇO��*���ÇVÝ9�J�½{ 1ÇÒ��~�ïñ�

�Ç.�Íc{1ø�Y,�ÌZå,Y{�*ÇO�\I{ÍShZ���Ç�zXt3Z�

# Paths which start with anything matching an entry in an Igno rePaths
# statement will be ignored.
IgnorePaths

❀��4»Ç��/bin ÝV/sbin tYJ�½{ø9óÍc,Ç¥Xú���YÇ 1�ê3�ý�{�

�úfreebsd-update ���

# Paths which start with anything matching an entry in an Upda teIfUnmodified
# statement will only be updated if the contents of the file ha ve not been
# modified by the user (unless changes are merged; see below) .
UpdateIfUnmodified /etc/ /var/ /root/ /.cshrc /.profile

❀Íc�½ø9¥{�ú��{{�©G�~�{�[��ÑÌ&YJ©G{�ÄÍc�H�¤��i�

Ç 1ÇKeepModifiedMetadata ÇYÇ�tfreebsd-update ó\?�â?���

# When upgrading to a new FreeBSD release, files which match M ergeChanges
# will have any local changes merged into the version from the new release.
MergeChanges /etc/ /var/named/etc/

❀�Çfreebsd-update a��A\?{{�©G{ï,�©G\?{,Ç4�øï{diff(1)V¶¡��Í
è 1{mergemaster(8)\?{ 14zIÇK
�Ç©ý�öìÇÝVfreebsd-update Ìú¥��óX

�h½{��Ç>�÷P/etc l�zI\?�Íõ��mergemaster {få>kÝ�25.7.11.1��

# Directory in which to store downloaded updates and tempora ry
# files used by FreeBSD Update.
# WorkDir /var/db/freebsd-update

❀YÇø948�Ä�V¶Zø�©G{�~�)�ÇÇý�ÿ{�Ç>h�$ÿ�è�1 GB{,~�c
8-�
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# When upgrading between releases, should the list of Compon ents be
# read strictly (StrictComponents yes) or merely as a list of components
# which * might * be installed of which FreeBSD Update should figure out
# which actually are installed and upgrade those (StrictCom ponents no)?
# StrictComponents no

❀h÷�Äyes �Çfreebsd-update R"÷YÇComponents ï,�qr{Ç?%é$ï,1i{1øX

Ì���"�ÞÒ4freebsd-update Ì�AÍcComponets ï,°{��Ç©G�

25.2.2���\\\VVV¶¶¶

❀�\V¶?ûóÏÇ{åìÞÇ,1&~��{×
�ñ?�ãÕ

# freebsd-update fetch

# freebsd-update install

❀�*É�XKêV¶Ç��ø:��­céÄ��*�#Ñ�0~¼Çø:Òa�úKPêV¶


%freebsd-update ,��-cron(8)�q�ó/etc/crontab ¥��1��ø�1qÄY1�ÖÕ

@daily root freebsd-update cron

❀Y��94�Ò��äq�'freebsd-update Óä�~Y«0�Ç&~êcron kjÇfreebsd-update

�5�4d?óÍc��*�êc{V¶ÇÒÌ�Ä�ñtý�{�cÇbXÌ�ÄÉø:KÞ�root Ì

Bt�U���G·��CÄ�ãV¶�

❀�*ñ�êFØÇ,1&~�Á{freebsd-update ×
ÃRtÞ�'{��Õ

# freebsd-update rollback

❀qÄ1��*�XÝ�[{�XÜLú��{�ÇÒ��­céÄø:�YR&FreeBSDãñc{���
Ç���?�

❀freebsd-update Óä���ÄÍcGENERIC�X��*3&~�qÉ�{�XÇ�ófreebsd-update

�ãqÍc{Ù�\I����CÓ­cÉ�Z�ã�X�X,Çfreebsd-update Ì5�?Íc 

�/boot/GENERIC (�*?ó)¥{GENERIC�XÇý&ÇX4h�(tóäq{)ø:{�X�

ÕÕÕ???: â?�PGENERIC�X{�ýt/boot/GENERIC 4�ÇÒ�{Ì?�ófä�õ¯�Ç1ùó�25.2.3�
¥�ë{&~freebsd-update Ícø:�Ìi�~�

❀ø:�� �/etc/freebsd-update.conf ¥{{�Çfreebsd-update Ì±ÙÆ�ã�åé�X{Í

Sh�qÍc�­cÉ�?�ã½�{�X,11/�{0*u�q�

ÕÕÕ???: /,freebsd-update �Y{Íc��?XÌõù�X��*ó�qfreebsd-update install {,Ç¥�

XSh���q#ÄÇÒ����­cÉ��Xê�X,Ç��freebsd-update �'ÑÌÍ

c/usr/src/sys/conf/newvers.sh ©GÇ
�¾Çý(uname -r ç·{-p j	)u�YÇ©GÇO$Çý&�
X���	#�Ç­cÉ��X�,1tuname(1)ç·ïh{�¾Çý�ó���õø:�Yø)Ì�v�Ð
ÏÇO�Y�få,1·¤'nåìÞ�ã{�GÍc<Y�
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25.2.3­­­LLLZZZ'''���{{{ÍÍÍccc

❀YÇ,ÇÌÍøÎ{ø)©GZEÇYR&L\I{�®0a~Ç�Ã�Íø�OFRÄ��ã{ports
�Íøl�­c�ãÇÝVã�&~ports-mgmt/portupgrade Óä�ÿ�Lõj~�RÌ&~��×


�A�HÕ

# portupgrade -af

❀YRhâÄ�{ÀÜÑÌúth{­c�ã�>Õ?¢¸#ÞBATCH÷�Äyes {�RórÇ,Ç¥éÄ

�®¯ÃIyesÇYÌÐÏó�H,Ç¥½V|Ó{���

❀�*tó&~{4½�{�XÇ��ÿv*Ì�ì�J�3Ì��R�PGENERIC�X{�ý8

t/boot/GENERIC ��*ø:¥��GENERIC�XÇ,1~1�Ü«0���u�ãÕ

• �*�É�,�'�XÇ� �/boot/kernel.old ¥{�XÇÒ4GENERIC{��Ç���RYÇø

9�Ö�/boot/GENERIC ý,�

• "��ê�zzþåìÇ�,1/,CD-ROM��u�ãGENERIC�X�R�ãc���PÇ?�q�

ï×
Õ

# mount /cdrom

# cd /cdrom/X.Y-RELEASE/kernels

# ./install.sh GENERIC

3��RX.Y-RELEASE �¦�3tó&~{Çý�GENERIC�Xå�<Y�Ì�ãt/boot/GENERIC �

• �*�Á{0�ÑX,~Ç¤,1&~ÍShu­cÉ�Z�ãGENERIC�XÕ

# cd /usr/src

# env DESTDIR=/boot/GENERIC make kernel

# mv /boot/GENERIC/boot/kernel/* /boot/GENERIC

# rm -rf /boot/GENERIC/boot

�*æ�freebsd-update �êth�R�X#/�GENERICÇ3��hâ��éGENERIC{�©G�q

,�[#Ä�$iÇOF3R>�[ÙÆ�O{�H 1(¾�&~8{/etc/make.conf )�

❀ÞcZ½?X��&~YÇGENERIC�XuZsø:�

❀­LZ'�{Íc,1�freebsd-update ×
��½�Ç�qÇýu�qÇÞ¾u�Ç�Á{×
RÐ

Ï��ÿtFreeBSD 8.1Õ

# freebsd-update -r 8.1-RELEASE upgrade

❀ó�qYÇ×
��Çfreebsd-update RÌ��Û{�©GZµïh�{ø:1ÜzÍcø:Ä�{�

�få�l�"Ì�+ñ�ÇÝ9ê.5�t¦�5�t{�Gï,�¾�Õ

Looking up update.FreeBSD.org mirrors... 1 mirrors found.
Fetching metadata signature for 8.0-RELEASE from update1. FreeBSD.org... done.
Fetching metadata index... done.
Inspecting system... done.

The following components of FreeBSD seem to be installed:
kernel/smp src/base src/bin src/contrib src/crypto src/e tc src/games
src/gnu src/include src/krb5 src/lib src/libexec src/rel ease src/rescue
src/sbin src/secure src/share src/sys src/tools src/ubin src/usbin
world/base world/info world/lib32 world/manpages

535



❀❀259❀Íc¦�ÿFreeBSD

The following components of FreeBSD do not seem to be install ed:
kernel/generic world/catpages world/dict world/doc worl d/games
world/proflibs

Does this look reasonable (y/n)? y

❀$�Çfreebsd-update RÌ�A�ñÄ��ÿÄ�{©G�óìJ<Y�Ç~�,�ú¯ù��ãJ�

�Z�[�q�¡{¯��

❀h&~½��X�Ç�Á{Z½Ì�	¡��Á{´·Õ

WARNING: This system is running a " MYKERNEL" kernel, which is not a
kernel configuration distributed as part of FreeBSD 8.0-RE LEASE.
This kernel will not be updated: you MUST update the kernel ma nually
before running "/usr/sbin/freebsd-update install"

❀$�3,1ö��\�Ã@YÇ´·�Íc{GENERIC�XRó�ÿ,Ç{¥-Z½¥&~�

❀ó�ñqbéý�ø:{V¶��ÇYJV¶Ìúa~tø:Þ�YÇ,Ç��>Q{�-Rû�åì

{¤ÝZÙ�ñ�YÇ,Ç¥RÌé{�©GÄ){#Ä�q\?−Y�\I��~�{k¦Ç©G,�

Ì�Ä\?Ç¶ôÞ�,�ÌÉñ�Ç�öìÇ~�CÓqÄ\?v*�óÿ®,Ç¥Ç\?ÄÕ{�*

Ì�+É~���½Ýú�Q{\?Ç�Ìs�Y�,Ç{ª��~�,�Ìæ�÷P�P/etc ?óY�

�CÓ\?­�{©GÇ¾�master.passwd Zgroup �

ÕÕÕ???: ø:�$¤��ú��ÇÄ�{V¶Z\?Ñó�i�Çø9¥�q�hÄ�{V¶ÑúÄÕ{KÞê1
�ÇÄ�{{�©GÑú\?�Ç·¢Ò.²qÄêrÇ�ÿ,Ç¥!h
{\IÇ�ÁÒ��~�u�ãYJ

#Íê�

❀�`YÇZ½qÄ�Ç&~��{×
R�ÿ�{©G�ãt�cÞ�

# freebsd-update install

❀�XZ�XÜLÌD�úKÞV¶�$���­céÄ�®å��*3&~{4½�{�XÇ>&

~nextboot(8)×
uR��'~�Zsø:{�X/boot/GENERIC (ÇÌúÍc)Õ

# nextboot -k GENERIC

´́́···: ó&~GENERIC�XéÄ��Ç>hfÇÝ9ê~�Zsø:Ä�{\\PÄÇ�(�*34óÏÇ�q�
ÿv*Ç¤ahf��PÄ�4?ó{)��/�Õ?{<o4Ç�*��{�X¥·ÕÉ�ê/�1�XÜLo
*?ó{PÄÇ�Ç�½�/,/boot/loader.conf å�uRYJÜL�ñtGENERIC�X{äúÞ�$iÇ3

,��æ�ø�R>X­�{qÖ��cZ�d�ñ��Ç�t�ÿ,ÇqÄ���

❀�ó,1~Íc�{�XZsø:êÕ

# shutdown -r now

❀óø:­cÞ"�Ç��ò'äqfreebsd-update ��ÿ{çÕúâ?øÇYøfreebsd-update ÒÃ

�­>
)Çb4ÌÍøÄ�Î{á0EZø)©G��q��×
��YÇ~ã{�ÿÕ

# freebsd-update install
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ÕÕÕ???: Rû¦4d�E{ÇýÍcÇ/���2Ç
X43Ç�ã~ã�

❀�ó��­c�HZ�ã�®0�G�Y�){ÆO4ìJ.�ã{�G,��v�ó�ÿ,Ç¥.Í

ø{E�,&~ports-mgmt/portupgrade �Ä�YÇZ½Ç1��{×

)Õ

# portupgrade -f ruby

# rm /var/db/pkg/pkgdb.db

# portupgrade -f ruby18-bdb

# rm /var/db/pkg/pkgdb.db /usr/ports/INDEX-*.db

# portupgrade -af

❀�`YÇqÄê1�Çò!��'äqfreebsd-update u�e�ÿ,Ç��q��×
ÿ®�ÿ¥{Ä

�û�Õ

# freebsd-update install

❀�*3ø�~,GENERIC�XuZsø:Ç�ó4�L/�{0�­cÉ�?�ãc{½��X{��

ê�

❀­céÄåì��cÇý{FreeBSD�ÿ,Ç�$ÒqÄê�

25.2.4øøø:::çççÕÕÕéééLLL

❀freebsd-update Óä�,ú~uéø�Ç.�qP{FreeBSD ó�Ah�{Çý�YÇ 1µïh�
{ø:ÓäÇEZ{�©G�&~1�{×

)éLÕ

# freebsd-update IDS >> outfile.ids

´́́···: YÇ×
{ÖÁ4IDSÇÇ?X4�Ç4security/snort Yø{�)5�ø:{�S¬�O

�freebsd-update ó�cÞ?ûjâÇi�lÇ¢�ú4�{,��hl�,1&~�J0�u\�ú4�{

,�uÇ��÷�kern.securelevel ZX&~�²freebsd-update jâ8ó�Ö©Gø:ÞÇ¾�DVDÝ�
\?8{i�USB�cÞ�

❀�óø:RÌú5�Ç	Ä�PÝ9ê©GZÇ¢{sha256(1)-æ�{8\Ç.��qÇ¥{�¦h�
ø:¥�ã{�RÌúK\t¶ôÞ�YÒ4���Qñú�têoutfile.ids ©G�Ç%Ä{ÔLÃ�

~�ÚéLÇ
%ÌiO�w;�Ñ{¥àK�

❀YÇ©G¥�:��{qÇbQñ{Â*i�4IÛ�Þ¾u�Ç�Üz�P¦�qÇ¥X3-æ�{

©Gï,Ç.,&~��{×
Õ

# cat outfile.ids | awk ’{ print $1 }’ | more

/etc/master.passwd
/etc/motd
/etc/passwd
/etc/pf.conf

❀YPQñ�Í�Àá�{ÇÙ"4�Íõ{©G�Ù¥�J©G?:|���Ç��/etc/passwd ú�

�4O���ê~��ø:�óìJ<Y�Ç¤��i{�J©GÇÃ��XÜL¦freebsd-update {X
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34O�Ç¢úÍc,ê��ê�½{©GÝø9\øóiÇ²Ç¢�t/etc/freebsd-update.conf

{IDSIgnorePaths  1¥�

❀øê�ÁÿX,{\I�iÇY��úh*4é�ÿ0�{-ûVß�

25.3 Portsnap ÕÕÕ���ÇÇÇPorts Collection ÍÍÍcccÓÓÓäää

Written by Tom Rhodes. Based on notes provided by Colin Percival.

❀FreeBSDäýø:�Ýiê�ÇÍcPorts Collection{ÓäÕportsnap(8)�óäq��ÇÇÌËÞ�ÇÏ
Ç�5ÇDè�\·ØÇl��ñ�PPorts Collection{ ó�·Ø4~uDèÄ��ñ©G{qruÇh
âÇ¢ó�Q4�ú���&~1�{×
�ñ!c{Ports CollectionÕ

# portsnap fetch

Looking up portsnap.FreeBSD.org mirrors... 3 mirrors foun d.
Fetching snapshot tag from portsnap1.FreeBSD.org... done .
Fetching snapshot metadata... done.
Updating from Wed Aug 6 18:00:22 EDT 2008 to Sat Aug 30 20:24:1 1 EDT 2008.
Fetching 3 metadata patches.. done.
Applying metadata patches... done.
Fetching 3 metadata files... done.
Fetching 90 patches.....10....20....30....40....50... .60....70....80....90. done.
Applying patches... done.
Fetching 133 new ports or files... done.

❀YÇ¾�0+{4portsnap(8)��?Dèê�Ç~�h�ports{V¶�Y¤,Ò1�äq,Ç�*4�
�'äq{�Ç�����Ì�ñPorts Collection�

❀óportsnap(8)ÄÕ�qÄ�'fetch v*��ÇÌRDè,{Ports�GZ��{V¶â?óý��D'
�qportsnap ��Ç���&~extract �ã�ñ{©GÕ

# portsnap extract

/usr/ports/.cvsignore
/usr/ports/CHANGES
/usr/ports/COPYRIGHT
/usr/ports/GIDs
/usr/ports/KNOBS
/usr/ports/LEGAL
/usr/ports/MOVED
/usr/ports/Makefile
/usr/ports/Mk/bsd.apache.mk
/usr/ports/Mk/bsd.autotools.mk
/usr/ports/Mk/bsd.cmake.mk
...

❀&~portsnap update ×
Íc.�ã{PortsÕ

# portsnap update

❀�$ÍcÒqÄêÇl�",1&~Íc�{Ports Collectionu�ãÝ�ÿa~Ç��

❀fetch Zextract Ýupdate ,1*�Ë�{Ä*�qÇ��¾Ä+Õ
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# portsnap fetch update

❀YÇ×
RÌ�ñ!cÇý{Ports?Ícý� �/usr/ports { ó�

25.4ÍÍÍcccøøø:::���QQQ{{{©©©lll
❀øêäýø:ZPorts�G�iÇ©l�4FreeBSDv*ø:{�Ç�Ä\I�¦�3�4,1/
,FreeBSD�5 (http://www.freebsd.org/doc/)u6¯!c{FreeBSD©lÇ�J~�{�dËz,�izÇ
��q\���dËz�sä{4Ç�iõ0�,1~uÍc±�qÇý�Q{FreeBSD©l{ý��
ý�

25.4.1&&&~~~CVSup uuuÍÍÍccc©©©lll

❀FreeBSD©l{ÍShZ�ãÇýÑ,1/,CVSupu1¦äýø:(k��25.7�)¡�{0�u�
ÿ�Y��¥RÌ�ëÕ

• �[�ãÉ�©lÄ�{ÓäøÇ~�,ÍShuÉ�FreeBSD©lÄ�{�JÓä�

• �[&~CVSupR©l�ñt/usr/doc �

• �[,ÍShÉ�FreeBSD©lÇ?RÙ�ãt/usr/share/doc �

• É�©l{,Ç¥|Ñ{�J�H 1Ç¾��É�ìJªÓ{ÇýÇÝ�É��½{QñÂ*�

25.4.2���ãããCVSup ZZZ©©©lllÓÓÓäääøøø

❀,ÍShÉ�FreeBSD©l��LÞ{Óä�YJÓä?X4FreeBSDäýø:{�\IÇO�YJÓä
��3~LÞ{�c8-Ç
%?X4éÄ�FreeBSD~�Ñ�~Ö��Ù×�ÞUFreeBSDc©lÇÝ
²�,ÍShÍc©l{~�b��YJÓä�

❀\\Ä�{ÓäÇþ,/,Ports�Gu�ã�textproc/docproj port4�FreeBSD©l��
�{0
"�ãZÍcYJÓä{Ìport�

ÕÕÕ???: �*X��PostScriptÝPDF©l{�Ç�,1�D�ãtextproc/docproj-nojadetex port�Y�©l
ÓäøÝ9øêteTeX typesettingZ9�i{ÙÆ\\Óä�teTeX4�ÇiL{ÓäøÇO$�*X��PDF
Qñ{�Ç\øÇÌ��iõ�-Z�c8-�

❀�¶ê����ãZ&~CVSup{��ZfåÇ>kÝ&~CVSup�

25.4.3ÍÍÍccc©©©lllÍÍÍSSShhh

❀CVSupÓä�ê�ñ©lÍSh{Æ)�ýÇ3,&~/usr/share/examples/cvsup/doc-supfile ©

G*�{�ÜÆu���ódoc-supfile ¥{å�ÌåÖ4�ÇÃH{3 ÌåÖÇbcvsup(1)�ê/,
×
qu�½ÌåÖÇO$©lÍSh,1&~�Á{×
,CVSupqÖìÜzÕ

# cvsup -h cvsup.FreeBSD.org -g -L 2 /usr/share/examples/cvsup/doc-supfile

❀3aRcvsup.FreeBSD.org��!£{CVSupqÖì�kD�A.6.7���º45�{qrï,�
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❀ð){©lÍSh�ñ���J�-Ç3���e�VÇqÄ�

❀��{Íc,1~3ø{×
u�q���CVSupÓä��ñÞ'äq��Ä�	,{ÍcÇO$óD
'äq��òäqCVSupa�4iO{�

❀óüñÍSh��Ç¤,1&~��«�/usr/doc ø9¥{Makefile |Ñ{0�uÍcÇ�/,

ó/etc/make.conf ¥{�SUP_UPDATE�SUPHOSTZDOCSUPFILEÇ,1/,äqÕ

# cd /usr/doc

# make update

❀uqÄÍc��n{/etc/make.conf ¥{make(1) 14Õ

SUP_UPDATE= yes
SUPHOST?= cvsup.freebsd.org
DOCSUPFILE?= /usr/share/examples/cvsup/doc-supfile

ÕÕÕ???: RSUPHOSTZDOCSUPFILE{�&~?= u�½{Pÿ4&make×
q�ê��YJ 1�ó5make.conf

¥�� 1�M?Yø)Ç1�½ó�A�'���YÇ©G�

25.4.4©©©lllÍÍÍSSShhh¥¥¥,,,®®®{{{   111

❀FreeBSD©l{ÍcZÉ�ø:|Ñ�J0"�Íc�\I©lÇÝ�É��½Â*ùH©{ 1�YJ
 1,1ó/etc/make.conf ©G¥{�Ç�,1/,make(1)Óäu�½�

❀YJ 1ÝiÕ

DOC_LANG

ï÷É�Z�ã{ªÓï,�¾�Ç�½�en_US.ISO8859-1 ,+�É�]©Ç{©l�

FORMATS

ï÷Qñ{Â*ï,�ø�Çø:|Ñhtml �html-split �txt �ps�pdf �Zrtf �

SUPHOST

~�~uÍc{CVSupqÖì{ÌåÖ�

DOCDIR

~��ã©l{ø9�å��/usr/share/doc �

❀�¶ê�FreeBSD¥ÙÆ,Ø{�{\Ûmake#ÞÇ>kÝmake.conf(5)�

❀��FreeBSD©lÉ�ø:{ÙÆ-<Ç>kÝFreeBSD©l��� �cC�Ö\I
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/books/fdp-primer)�
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25.4.5,,,ÍÍÍSSShhh���ãããFreeBSD ©©©lll

❀ó/usr/doc ¥�ñê!c{©lÍShOL��ÇÒ,1
)ÄCÉ�©lê�

❀�Íc\\DOC_LANG¥½B{ªÓ{©lÇ���q�Á{×
Õ

# cd /usr/doc

# make install clean

❀�*ómake.conf ¥{�êth{DOCSUPFILE�SUPHOSTZSUP_UPDATE 1Ç�,1RÍcÍShZ

�ã�ZqÄÕ

# cd /usr/doc

# make update install clean

❀�*���ÍcìÇ�½ªÓ{©lÇ,1ó/usr/doc ¥¦�éa{ø9¥äqmake(1)Õ

# cd /usr/doc/en_US.ISO8859-1

# make update install clean

❀$iÇ¤,1?,make#ÞFORMATSu;�QñÂ*Ç¾�Õ

# cd /usr/doc

# make FORMATS=’html html-split’ install clean

25.4.6&&&~~~©©©lllPorts

Æ*ÕMarc Fonvieille.

❀ó��{9�¥Ç·¢.0+ê,ÍShÍcFreeBSD©l{0��ä�ÍSh{Íc{0�,�?X4
é�Ä�{FreeBSDø:Ñ,q�H��H©lÍSh���Læ{ÓäÇ©©©lllÓÓÓäääÓÓÓÇé�CVS{�½
ê�Z,sE¥5ñÍShÇ¤��J�H.5ñSh{CÓZ½�Y�9�·¢R�ë�«&~Portsu
Íc.�ã{FreeBSD©lÕ

• �ñ?�ã½�HP{©lOLÇ
X~óý��H�[\P(Yø"Xò���ãrÇ©lÓäÓê)�

• �ñ©l{ÍSh?&~portsU%�H(&z5ñZ�H{Z½Í�4J)�

❀YÜ«ÍcFreeBSD©l{0�Ñ���©lÓÇ�<doceng@FreeBSD.org >�ÛÍc{©©©lllports
Ø
|Ñ�YJÑïóêFreeBSD Ports docs (http://www.freshports.org/docs/)��I¡�Á�

25.4.6.1���HHHZZZ���ããã©©©lllPorts

❀©lports&~ports{èOU%&z©l{�H#zÍ��4��Ä�ê5ñ©lÍShÇ{17\{¢
¸÷�Z×
qkjäqmake(1)ÇÇ¢&z�ãÝWñ©l#zÒ4�ãFreeBSDÙÆportÝ���Ý�
ø�4�

ÕÕÕ???: ��Ç�u"4hóý��H©lports�Ç©©©lllÓÓÓäääÓÓÓ portsÌúï��v�øÇ?�Ä�ã�

❀©lports�1�{0*��Õ
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• �Ç�Ìport�Çómisc/freebsd-doc-en �,1ItYÇ©lport�Ç4Ä�©lports{äú�óå
�{<Y�ÇÇ��ã]©Ç©l�

• �Ç�\øport�Çmisc/freebsd-doc-all ÇÇRèO?�ãÄ�ªÓÇý{Ä�©l�

• !�4È« H{�,aport�Ç��Õmisc/freebsd-doc-hu 4z¿¼©Ç{©l�Ä�YJÑä�

Ìport?Ì�ãÞéaªÓ{ H©l�

❀1root ~�üPäq��{×
�ã©lÕ

# cd /usr/ports/misc/freebsd-doc-en

# make install clean

❀YRÌ�ãI9�{]©ÇýHTML Â*©l(¦http://www.FreeBSD.orgÞ{#3)
t/usr/local/share/doc/freebsd ø9�

25.4.6.1.1�D{®� 1

❀©lports��õ~u��å�q�{ 1�1�4�ã;�ï,Õ

WITH_HTML

ã�èOHTML Â*Õ�P©l��Ç\�{HTML ©G�$«©l{©GÖ@<Y
½/�
4article.html ÇÝbook.html Ç�i���JC¡�

WITH_PDF

ã�èOAdobe Portable Document FormatÇ,&~Adobe Acrobat ReaderÇGhostscriptÝVÙÆ{PDF
ÝÖì�Ý�$«©l{©GÖ@<Y
½/�4article.pdf Ýbook.pdf �

DOCBASE

©lRú�ãt{ø9�å��/usr/local/share/doc/freebsd �

ÕÕÕ???: >Õ?å�{ø9¦CVSup 0�«Ä&~{ø9X3�Y4O�·¢tó�ã{4�ÇportÇ
ports
/�Ìú�ãt/usr/local ø9�Y,1�½PREFIX#Þ��å���

❀Y4�P;á{���[&~1Þ
t#Þu�ãPDFÂ*{z¿¼©lÕ

# cd /usr/ports/misc/freebsd-doc-hu
# make -DWITH_PDF DOCBASE=share/doc/freebsd/hu install cl ean

25.4.6.2&&&~~~©©©lllPackages

❀t�Þ©ÄcÇ,portsèO©l��óý��ã�P©lÓäÓZ�J�HÄ�{�c8-�hXêý
Í�ã©lÓäÓÇÝV,ÍSh�H��Ôõ{�c8-�Ç·¢�l,1�ã½�HP{©lOL

{ports�

❀©lÓÇ�<doceng@FreeBSD.org >�ÇÛÑÌ�*FreeBSD©lOL{Ý�YJ���Ý,1/,Ý
Óäuv*Ç��pkg_add(1)Çpkg_delete(1)Ç���
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ÕÕÕ???: h&~���Ý�ÇR�ãÄ�½ªÓ#�{FreeBSD©l{ÄÄÄ���,~Â*�

❀Þ¾u�Ç1�{×
R�ã!c½�H{z¿¼ª©lÕ

# pkg_add -r hu-freebsd-doc

ÕÕÕ???: ���Ý&~ê1�¦éaportsÖÁX3{×ÖÂ*: lang-freebsd-doc �Y°{lang 4ªÓSh{;á

o*Ç��hu ,+z¿¼ªÇÝVzh_cn ,+;�¥©�

25.4.6.3ÍÍÍccc©©©lllPorts

❀�[~�Ícports{ÓäÑ,1ú~uÍc.�ã{©lport�Þ¾u�Ç�Á{×
/
,ports-mgmt/portupgrade ÓäuÍc.�ã{z¿¼ª©l���Ý�

# portupgrade -PP hu-freebsd-doc

25.5êêê���


���III|||
❀FreeBSD�ÜÇ
�I|ÕFreeBSD-CURRENTZFreeBSD-STABLE�Y�9�Ré�ÇI|*#a�ë
¦�[âÑ�{ø:Íc�·¢R��ëFreeBSD-CURRENTl�4FreeBSD-STABLE�

25.5.1&&&~~~!!!ccc{{{FreeBSD CURRENT

❀Y°ò'�®ÇFreeBSD-CURRENT4FreeBSD
�{�!�×��FreeBSD-CURRENT~���v°{
�b�ÅÇ?%a���Å�.�ûh
{ø:¯���*34ÇFreeBSDcCÇ��ó�ã��!P®
��

25.5.1.1 FreeBSD-CURRENT 444������ÚÚÚ

❀FreeBSD-CURRENT4FreeBSD{�0�×�Ýiêó��Ç�0�q{�G¥,�?óÇ�,�X?ó
{�0�Aèu�Ä�1ù,Þu{å��¦��õFreeBSD
�V��ÑÌ�HFreeBSD-CURRENTÍ
ShÇb��YJSh�lÌ4X��H{�¯lYJ¯�ÌiO�ûÇbFreeBSD-CURRENT4Qu»
 ¤43tæ�{Õ�u�ÕÇi,�q\Rû�3ÜRÍSh{{�å¼

25.5.1.2xxx������FreeBSD-CURRENTÚÚÚ

❀FreeBSD-CURRENT7\��®«Ì�lUL�Õ

1. FreeBSDöK{ÄÊÕèôÓ*óÍhd{ì\I{|Z�âÑ�!c��ýé�F{|�

2. FreeBSDöK{ÄÊÕ�2&FreeBSD-CURRENTâÑ¦,�{H\
Ñ��-V�û¯�{èô{�
AVÖ1ù�JÑ?
ñ��FreeBSD#�Z��05{O÷uOF?%
ØV¶"�Ç¢{|¢�
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3.�J�4.�ÕÝ�êk�ø{&~h�(current)Íh{|¢(�Ç�êÝÝÝÖÖÖÇ
X4�q)�YJ|�
S�))Õ:Ýà�Sh�

25.5.1.3 FreeBSD-CURRENT XXX444������ÚÚÚ

1.êF!cÕ�Ç3&�°Á��JiD{cÕ�Ç?æ�Ä�3±�{|¥��Ç�AÇ¢{|�¦�
3�êO$D�ê�t!c{Õ�ÇbY�?�øóñ�c{bug�3�DhÙà�

2.��F&{O�0*��[FreeBSD-CURRENT{�½Çýó��.�F&{3��,�Ì�	c{F
&�

3.ÃÄXó{��0|Ñ��·¢¦!LCÅó3Ç�\�{� FreeBSD-CURRENT���]ÊÉ|¢

ØÐÏÇb4·¢���������---
Ø�b|Ñ�Y?X4O�·¢4�«Xõ¡ÐÏ|�h{Ã×�D(�
*·¢4{�ÇÒXÌ�*FreeBSDê)�·¢X���;\�Ã�Þº{>åÇ


%%%·¢���
0FreeBSD¼ó�ÕFreeBSDZÃ�LÞ��"èSh{¯��-�*�)Ç 
{�Ç
�|ÊÌ 

�V�

25.5.1.4&&&~~~FreeBSD-CURRENT

1.��freebsd-current (http://lists.FreeBSD.org/mailman/listinfo/freebsd-current)Zsvn-src-head
(http://lists.FreeBSD.org/mailman/listinfo/svn-src-head)ï,�YÇX��4ÇPÌ?Ç
%i­­­�����*
3XVfreebsd-current (http://lists.FreeBSD.org/mailman/listinfo/freebsd-current)Ç3ÒXÌ�t|¢Ä
){��ø:h�çÕ{�ÒÇYø3Ò�,�ó/|.²��?�ûê{�Læ¯�Á�
p�Í­

�{43ÌF,�J­�{Ú·---é�3{ø:�\,�4��­�{�

svn-src-head (http://lists.FreeBSD.org/mailman/listinfo/svn-src-head)ï,ã�3�t�Ç#�{
b�
9ÇO�YJ�9¦ÙÇ#�få43Z{�

���YJï,ÇÝÙÇ,�{ï,Ç>6¯http://lists.FreeBSD.org/mailman/listinfoÇ?%�â3.¾
Ý{ï1���ÙÇZ½{�Ò�°�
Ø��*��lUê�rÇÆShd{#Í�9Ç·¢OF�

¾Ýsvn-src-all (http://lists.FreeBSD.org/mailman/listinfo/svn-src-all)�Gï,�

2.,FreeBSDº45�ÜRÍh�3�Ü«0* 
Õ

a.

¦Á*standard-supfile {supfile �å&~cvsupÇYÇ,1
,/usr/share/examples/cvsup zt�Y4!úM?{0*ÇO�Çã�3�'ÜRrÇø\Ç

1�Ò�RÍ�,{\I��õ|,cron äqcvsup Ç1âÑÆ¢{Íh�ÄÍc�3��½�Þ

�{supfile øýÇ?%{�cvsup17a3{¢¸�

ÕÕÕ???: standard-supfile ¾�4�ê��½{FreeBSD�\I|
�½{Ç
X
4FreeBSD-CURRENT�����öYÇ©G?²��YqÕ

* default release=cvs tag=RELENG_ X_Y

�¦�Õ

* default release=cvs tag=.

,1kÝC~¥{CVS Tags9�ÜzÍõ,~tag{-û�Ò�
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b.

&~ÓäCTM��*3{Ëzu�XÔP(°$ËzÝ��/,���G?R)ÇCTM 4Ç 
�
bY�¹�pF?%��ztt ©G�O$iè&~ÇÇY�Õ½êX��Ï~ÇuÓ*�é�

&~9600 bpsÝÍOËz{|Ç·¢M?&~CVSup�

3.�*3ÜRÍh4~�äqÇ
X�4��Ç��ÒÜRrrrÇÇÇ FreeBSD-CURRENTÇX� \I�Y
ø){ÆO4Íh{L\IÑ�v�ÙÆ\IÇ�43Aø��HÙ¥�\I{�Çây3Ì �f

&�

ó�HFreeBSD-CURRENT��Ç>�ûÝÖ/usr/src °{Makefile ©G�¦�4\I{�ÿ,

ÇÇ3�è��D��ãc{�XZ­Oø:�ÝÖFreeBSD-CURRENT�Gï,
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-current)�Gï,Z/usr/src/UPDATING ÇÌt3óÙÇ

¬�L�{,Ç¥âÑ!cÇYé�·¢5��Ç�qÇÝ#4i���{�

4.ye��¼�*3täqFreeBSD-CURRENTÇ·¢i.�w3��Ç{�J.�Ç�Ù4��F&�
�Ý��{OF�:�¡hQ�Sh{OF¼

25.5.2&&&~~~!!!ccc{{{FreeBSD STABLE

25.5.2.1 FreeBSD-STABLE 444������?

❀FreeBSD-STABLE4·¢{�0I|Ç·¢{Ì��qÇÒ�$
u�YÇI|Ì1X3¤Ý#�Ç?%
"½YJ4��'��FreeBSD-CURRENT�q�A�l
ÇY���lll4Ç�0¥{I|ÇY?�øó�½
{��ÇFreeBSD-STABLEÍh,�ÝX,�w��J�O{�F�Ç�X,4��ÇÓÇ�0E»Ç?
X4ªà~�{ýÍ�

25.5.2.2xxx������FreeBSD-STABLEÚÚÚ

❀�*3�lUê±FreeBSD{
�,ÇÝ�Ù)�à�Ç�Ù4Z��Ç�:���{FreeBSD�qÇ
���Ç3a��Df~FreeBSD-STABLE�

❀¦��\Íc�Ì��FreeBSD-STABLEI|Çb3?X������&~FreeBSD-STABLEuHtYø{ø
{���ÇFreeBSD{�\Ú·ÑÌ�:�[��Itk/{�qÇ¥{¯�1Ç
O��\ÆO
Vf~

�Ç
�I|�l,�Ì3�Z��JXæ�{���

❀¦�·¢¦ÅhâFreeBSD-STABLEI|ó�[��Ñ�êth�HZäqÇb��|�êZâÇó�[
��Ñ�,1�$iÇ¦�Shó��FreeBSD-STABLE��Ñ4óFreeBSD-CURRENTÞqÄ
�Çb
&~FreeBSD-STABLE{|��&~FreeBSD-CURRENT{Íõ��yâ�+Ç$nåæ°{È«¯��
J���lÌ��óFreeBSD-CURRENTX��Ò�
óFreeBSD-STABLEè3ñu�

❀ä�YJÆOÇXXXM?3�ø�ê±FreeBSD-STABLEÇ?%Çó/Q��A,Sh��X�Íc�[
	�qÖìtFreeBSD-STABLE�:�­��

❀�*3��~�qÄYJÓ*{ýÍÇ·¢M?3&~!c{FreeBSD�qÇÇ?&~�qÇ
Ø{��
�Ícå�uó�qÇ�-qÄû#�
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25.5.2.3&&&~~~FreeBSD-STABLE

1.��freebsd-stable (http://lists.FreeBSD.org/mailman/listinfo/freebsd-stable)ï,�t3±�ê�,�ñ�
óFreeBSD-STABLE°{�build�vu�ÝÙÇ���/Õ?{¯��h
�Êtó�DìJ�pF
{��ÝÍc�ÇÆ¢ÒÌóYÇ�Gï,°�,�ÒÇÉ~�åÌÃaÇ�Æ¢é�
ñ{#�4d

¤���¯��

��#�{SVNï,uê��Ä�e{I|���Ç�*�óê�7-STABLEI|Ç�
�svn-src-stable-7 (http://lists.FreeBSD.org/mailman/listinfo/svn-src-stable-7)ï,�Yø�'YÇI|Þ�
�Ä{��Ò�t��t
b�9,¤Ýiê��,�Zå{�*~�¡{#�få�

���YJï,ÝÙÆ,~{Ç6¯http://lists.FreeBSD.org/mailman/listinfo?�â3æ�¾Ý{ï,�
��ÙÇZ½{�Ò,1ó�°�t��*��lUê�rÇÆShd{#Í�9Ç·¢OF�¾

Ýsvn-src-all (http://lists.FreeBSD.org/mailman/listinfo/svn-src-all)�Gï,�

2.�*3t�ã�Çcø:Ç?æ�Çäq�Û,FreeBSD-STABLE�H{OLÇ>�� Snapshots
(http://www.FreeBSD.org/snapshots/)��1ê�Íõfå��iÇ�,1,º45��ã!c
{FreeBSD-STABLE�qÇÇ?�LÙ¥{�ÒRø:Íct!c{FreeBSD-STABLEÍSh�

�*3.²óäqv�{FreeBSDÇýÇ?æ�/,ÍSh0*�ÿÇ�,1/,FreeBSDº45�
uqÄ�Y,1/,Ü«0*u�qÕ

a.

¦Á*stable-supfile {supfile �å&~cvsupÇYÇ,1,/usr/share/examples/cvsup z

t�Y4!úM?{0*ÇO�Çã�3�'ÜRrÇø\Ç1�Ò�RÍ�,{\I��õ|

,cron äqcvsup Ç1âÑÆ¢{Íh�ÄÍc�3��½�Þ�{supfile øýÇ?%{

�cvsup17a3{¢¸�

b.

&~ÓäCTM��*3{Ëzu�XÔP(°$ËzÝ��/,���G?R)ÇCTM 4Ç 
�
bY�¹�pF?%��ztt ©G�O$iè&~ÇÇY�Õ½êX��Ï~ÇuÓ*�é�

&~9600 bpsÝÍOËz{|Ç·¢M?&~CVSup�

3.ý�Þ�Ç�*3��O¤?RÍh?%X�v/fPQ{�Ç,1&~cvsup Ýftp �d�ÇÒ&

~CTM�

4.

ó�HFreeBSD-STABLE��Ç>�ûÝÖ/usr/src °{Makefile �3�èa

��ã�Çc{�X?­Oø:ÇD�)��ÿ,Ç{�\I�ÝÖFreeBSD-STABLE�Gï,
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-stable)�Gï,Z/usr/src/UPDATING Ç,�t3óÙ

Ç¬�L�{,Ç¥âÑÍcÇYó·¢5���qÇÝ#�4i���{�

25.6333ZZZ333{{{ÍÍÍhhh
❀��õ0*/,�É�(Ý���G)¦FreeBSD1øÍh�½�­ÝÄ��­âÑÍcÇÌ��v�3{
lU�·¢
Ø{Ì�qÖ4�ÖCVS�CVSupÇZCTM�
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´́́···: ¯l�ÍcÍhd¥{\I4,�{Ç��ú|Ñ{Íc,Ç4ÍcrÇd�?%­�H~�K(�Õó~
�8-äq{Ä�Ç�Ç4/bin Z/sbin ��{)Z�XÍh��ÍcÍhd¥{\IÇÝ���XÇÝ��~�
K(userland)/�Ìñ�FØ�YJ¯�Ýi��HFØ��Xÿd(kernel panics)�jâñF�

❀���ÖÖÖCVSZCVSup&~���nnn(pull) Ü*uÍcÍSh�óCVSup¥Ç~�(ÝVcron lý)Ì®~cvsup

Ç�Ç�VÌ3ì�Çcvsupd qÖ�qb�Ç1Íc3{©G�3zt{Íc4Íc�/!c{Ç?%3

�ÌBt�J��{Íc�3,1i�4�!�Íc{)�Ç�Íc�J3��{©G�qÖìàÌÊâ

3C>.²�{©Gý��	ÄÍc������ÖÖÖCVS#é�CVSup
Ó�;\�JÇO�Ç�4éCVS
{�«j0Çt3,1,ÏÇ{CVSShEztÍc�CVSup#é
ÓÇ�����ÖÖÖCVSÍ�HGÇl

�VeÍ�4&~�

❀��«0�4CTM�Y«0�?X�R3C>{Sh¦¥êShE¥{Çý�q�vÇ�X��ñÇ
¢�óÌCTMqÖìÞäq{lýÌ���qõ'Ç�'äqÑ�ê�Ä�#/Ä�©G�Þ'äq1u
Ä�	{#�Ç�*���©G�	ê#ÄÇÒÌ¸À�)Þ�Ç�ïRÇ?�q"�&~���G�q

��{�hv*(Ù¥�Ýi,K\{ASCII	n)��`zBtÇYJ�CTM deltas�ÒÌú��
Éctm_rmail(1)Óä---,1�Ä�q�h�DèZa~YJ#�t~�{��{Íh°�YÇ,Ç�CVSup
Í��HÇ
%Íè3~·¢{qÖìýÍÇO�ÇX��f~���nnn(pull) Ü*Ç¤f~ÞÞÞMMM(push)Ü*�

❀hlÇYø)�ÌQu�JX"��*3X²?Íøê3{¸ÀÝ{\I��ÇCVSupÌ5�t?�3
­O» {\I�CTM 4XÌYø){Ç�*3Íøê3{Íhd¥{ì\I(?.X�Á�)Ç��3Ò
��,» ÿ(,!c{CVS�base delta�)
)Ç&~CTM Ý���ÖÖÖCVS�q­OÇ��Íø {jâ?
ò3Z�

25.7­­­ccc���HHH���world���
❀��3Êâ�½Çý{FreeBSD (FreeBSD-STABLE�FreeBSD-CURRENT��)Ç.²3Zê3ý�{Í
hdÇ��3Ò,1&~YJÍhdu­Oø:�

)))PPP÷÷÷PPP: Ã��®óqÄ������÷PrÇø:4õ�{­��¦�­c�Hø:4(�*3�L©l{�+){�)
�Gi�4qÄ{Ó*ÇbñF�4óÄ
½{Ç�iÇ/|óÍh°ÁZ�{FØ�,��Äø:Ã�Zs�

>hf��.²),÷PÇ?%óC��Á��cÝ,1Zs{�c�3,�{Ï�XÌ~tÇÇb�\��

l¼

¾¾¾ÝÝÝôôôhhh{{{���GGGïïï,,,: FreeBSD-STABLEZFreeBSD-CURRENTI|�l4���000¥¥¥{{{��FreeBSD)à�{Ñ
4|ÇS��Ì+FØ�

��YJFØ����3Ç�4Zå3{ø:	Äc{fä´·���4ï
u{Ç?s�3{ø:X�éÄÝ

» 3{©Gø:(��Íü)�

�*ñ�ê¡�{¯�Ç"�U�Be(heads up)�$t#�{�Gï,°ÇY8¯�{ý�1ùIk/{ø:�
ó¯��û�Çò"U��ø(all clear)��Ò�

�*&~FreeBSD-STABLEÝFreeBSD-CURRENT
�XÝÖFreeBSD-STABLE�Gï,
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-stable)ZFreeBSD-CURRENT�Gï,
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-current)È�{�Gï,Ç��34�If&�
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XXX���&&&~~~make world: �õv�{©lM?&~make world uqÄY1Ó*�Yø)Ì!,�J��{Z½Ç

O$��ó3�w��ó)��{��b,1Yø)���Ä�{<Y�make world Ñ4Xa�){/<Ç3a

�&~Y°Ãc{0��

25.7.1ÍÍÍcccøøø:::{{{���)))000���

❀óÍcø:�Ç�½�D���/usr/src/UPDATING ©GÇ1"ê�óbuildworld�����q{v
*Çl��L�Áïñ{Z½�qv*Õ

❀YJÍcZ½"½3&~{4Ý9Î�Hì��X1ù~�ÕÓäù{�{ÎÇFreeBSD�·¢&
~�world�u,+ø:¥{Xe�q©G�<jEZÇ�©G��Hì4�world�{�\IÇb�Ù�
Ou�

❀$iÇ·¢¤"½3.²ÜzêvcÇýv*ø:{ÍSh��*3tÍc{ø:¥{ÍSh�4ÎÇ

ø:Ä�Q{Ç3¤��kÝ�25.6�u²Sh3Ztvc{Çý�

❀,ÍShÍcø:Ç��Ì�ð�ÞV{��Íf&�JÇ��0ÁÇFreeBSD{
�|Ê��ÌXzX
��M?{ÍcZ½Ç�/4hñ�ê�JÃ��½{�v�ø{���Y����{\IÇR�ëø�

M?{ÍcZ½ò�{Æ®�

❀ÄÕ{Ícv*���û�Á{YJ¯�Õ

• Î{�Hì,�Ã��Hc{�X�(��0ÁÇÎ{�Hìi,��bug�)O$Çc{�Xa�1c{
�Hì�H�Íä���Çc{�Hìaóc�X
)É���.²qÄêÉ�Z½�>Õ?Çc{�

Hì?X�½��óÉ�c�X�����ãããtø:¥�

• c{world�,��v�Jc{�X�u�O$Çc�X��óc{world���ã�

❀YÜÇ¯�Ò4���·¢Ró�Á{9�¥�ë{Ç���

Lbuildworld �buildkernel �installkernel �installworld {~�uÍcø:{ÆO�Y?X43

��$EM?{Ícv*{\\ÆOÇøêYÜÇ!­�{®��iÇ¤��J?X���
4D{Æ

OÕ

• Î{world,�Ã�{\c{�Xt�Ó*ÇO$Ç3ó�ãqc�X��Ça¦ORworld�±�Í
c�

• �J{�©G{#Ä��ó�ãc{world��qÄÇ
��J{�©G{#Ä��,�s�ÎworldÓ
*Xt��O$Ç/�
ÓÌ��Ü'X3{{�©GÍcZ½�

• õj<Y�ÇÍcZ½�Ì�¦Ý��©GÖ¦Ó�Ç��{Î©G?XÌúÍø���ÇY,�Ìs

��JÙÆ¯��O$Ç���ãv*Ì�ÒÇ��óìJv*��CÓÍø�J©G�YJó�u,

�Ìú�Ä�Ç�,�XÌ�Ä��

❀���YJ�DÇO$�Ä<Y�·¢OF&~�ïÍcZ½�>Õ?Çä�{Ícv*¥,�Ì��

�J��{Z½ÇbXe{,Ça�4XÌ44�	#�{Õ

1. make buildworld

YZv*ÌÉ�c{�HìÇ1ùèÞ#�ÓäÇ?ó±�&~c{�HìuÉ�world�É�{�*
Ì?8ó/usr/obj �

2. make buildkernel
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¦Î*{�&~config(8)Zmake(1){0�X3ÇY«)�Ì&~?8�/usr/obj ¥{ccc{{{�Hì�

Y«)�&z3½Vê���Hì¦�XÍShX��s�{¯��

3. make installkernel

�ãc{�XùÙÜLÇ&ø:�ê1Íc�{�XéÄ�

4.­éø:?��\~�Ü*�

\~�Ü*&zÍctóäq{�G,�s�{¯�>t!è�$iÇÇ�&{\c�XäqÎworld
,�ñ�{¯�>t!è�

5. mergemaster -p

YZv*Ì�qqÄ�ãc{worldÄ�{{�©GÍcv*�¾�ÇÇ,�Ìóø:{·hjâE¥
��c{~��Ý~��YJv*/�óÞ'Íc����êc{~��Ý�Oø:~���4��

{ÇO�installworld YZv*Ì��YJ~�Ý�b�~¼qÄ�

6. make installworld

,/usr/obj ¥��world�YZv*��Ç3ócÞ{ø:ÇÝi�XZworldÒÑ4c{ê�

7. mergemaster

Íc��{{�©GÇO�3{world.²ÍcqÄê�

8.­éø:�

YZv*R�óc{�XÇ1ùc{worldZÍc,{{�©G�

❀Õ?Ç�*3t,3�FreeBSDÇýI|�ÿÇ¾�Ç,7.0t7.1Ç�Þc,Ç,�������ÇO�
3XÔ,�±tÎ­{�Hì��XÍSh�~�ÕÇ�ÍShÝ{�©GX�{{<o�Î*{make

world l�òÉ�c�X{�ÿ0�Çi,��åÌ�êt�ä*
qÄ�ÿÓ*�

❀b4ÇóLÇý�ÿ{,Ç¥ÇX�L�ÁÄ�ë{v*u�q�ÿ�Ç"i,�±t�J¯��

❀$iÇ¤��Õ?{4Ç�J���ÿ{,Ç¥(¾�,4.X t5.0),�Ì���J�i{Z½(¾�
óinstallworld��ÍÖÝÍø�J©G)�>�ûÝÖ/usr/src/UPDATING YÇ©GÇ�/4Ç{��\I

Ä�ë{M?{�ÿv*~��

❀��
�|Ê��X,�q\�½�JX�{0Á{¯�ÇYÇ,Ç��óÜ�,Ç¥�X,sä{

4Çø�M?{YÇ�ÿZ½Ça��êói��ã�-�X��)�[®r�

❀����Çø�M?{,ÍSh�ÿFreeBSD{0�4Õ

# cd /usr/src

# make buildworld

# make buildkernel

# make installkernel

# shutdown -r now

ÕÕÕ???: ��Ç,����i��q�'mergemaster -p b�êqÄbuildworld Z½�YJ�FÇÌóUPDATING

¥�qÃc��Ä
ÓÇ3,1;\�!,Y�ZÇ���q{X4LJÝ{FreeBSDÇý�ÿ�

❀óinstallkernel ÄÕqÄ��Ç3��Zst\~�Ü*(Þ¾
ÓÇ,1ó�ñì
+�Q�boot

-s )�z�u�qÕ

# adjkerntz -i
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# mount -a -t ufs

# mergemaster -p

# cd /usr/src

# make installworld

# mergemaster

# reboot

ÝÝÝÖÖÖ������ZZZ{{{���ÒÒÒ: �ÁÄÉñ{Ç�4ÐÏ3
)Ó*{;��Ò��8ù�®���ZÇ�/4�*K®�
q½��X{�ÇÒaÝÖ�Á{���

25.7.2ÝÝÝÖÖÖ/usr/src/UPDATING

❀ó3)ÙÇ/��Ç>ÝÖ/usr/src/UPDATING (Ýó3{Íh°{�H{©G)�YÇ©G�Ý9��
�3,�±t{¯�{­�fåÇÝ�½ê3,�&~t{×
{�q~���*UPDATING¦3Y°Öt

#�ñÇ�Ò��âUPDATING�

­­­���: t���ÄcÇÝÖUPDATING?X��S¾Ýth{�Gï,�ÜÑ4�V{Ç?X
$\Ý�

25.7.3555���/etc/make.conf

❀5�/usr/share/examples/etc/make.conf 1ù/etc/make.conf ���Ç©GÝ9ê�Jå�{½

B??Ç¢¥{ýLõjÑÕ:«ê��êó­c�Hø:��ê&~Ç¢Ç>²YJ 1��
t/etc/make.conf �>Õ?ó/etc/make.conf ¥{�[÷�3��Ìk/�'äqmake{�*ÇO$÷

��J7\��ø:{ 14�ÇPó��

❀�Ä{~�/�Ì,/usr/share/examples/etc/make.conf ��CFLAGSZNO_PROFILEYø{÷�

t/etc/make.conf ¥?
Ç¢	H�

❀>�DÙÆ{�J 1(¾�COPTFLAGS�NOPORTDOCS��)Ç��4d\~�

25.7.4ÍÍÍccc/etc°°°{{{©©©GGG

❀/etc ø9Ý9�øê3{ø:éÄ��q{lýiL\I{ø:{�få��Jlý±FreeBSD{Çý

X3�

❀�J{�©Gó��äq{ø:°�4�&~t{��Ù4/etc/group �

❀S�Ç*��ã,Ç{�\IÇmake installworld Ì�F/�
OìJ�½{~�Ý��ó�q�ÿ

�ÇÇ¢,�?X?ó�YÌÉ�ÿ�Ä¯����Çmake buildworld Ì5�Ç¢4d.²?ó�

❀!£Ò�ÇYø{¾�Çh�c�êsmmsp~��h~��AqÄ�ãv*�Çómtree(8)�AO
Á/var/spool/clientmqueue ��½ê�

❀�ûÍ�4/,&~-p  11èO�(pre-buildworld)Ü*äqmergemaster(8)�Y,+�é��Jé�Ä
Õ�qbuildworld Ýinstallworld å�E*~{©G�ó��'Yø)�Ç�*&~{4�Ï{X|

Ñ-p {mergemaster Çý{�Ç&~Íh¥{cÇýý,�
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# cd /usr/src/usr.sbin/mergemaster

# ./mergemaster.sh -p




+++: �*34Ç �T(paranoid)Ç3,15�3{ø:��ýÇ©Ga�3.ÍÖÝÍøê{�Ç��

# find / -group GID -print

R�+Ä�GID �(,14�Ö�,14j	��ID)Ä�{©G�

25.7.5������\\\~~~���ÜÜÜ***

❀3,�.ó\~�Ü*��Hø:�øêéÍOÿ®/<�l�PÿiÇ­ãø:Rþù�õ­�{ø

:©GÇÝiÄ�)ïø:���©G�E©G�Ý9(include)©G���ótäq{ø:(�Ù4ó�Ù
×{~�{��)¥Í�YJ©G4�¯&��

❀��«Ü*4óõ~�Ü*��Hø:Çl�Ý¦t\~�Ü*��ã��*3õ¡Y«0*Ç��ó

OÁ(build)qÄ�b�q��{Z½�3MÔÝ¦t\~�Ü*��t3��installkernel

Ýinstallworld �

❀,äq{ø:°Ç1§ÿ~�0*�qÕ

# shutdown now

❀YøÒÌÝ¦t\~�Ü*�

❀ø$�iÇ�,1­éø:Ç?óéÄh\ÿ 
�single user�(\~�) 1�Yøø:R1\~�Ü
*éÄ�zøÇóshell
+nÿ�qÕ

# fsck -p

# mount -u /

# mount -a -t ufs

# swapon -a

❀YÌ5�©Gø:Ç­cR/ 1Ö/UÜ*�zÇk�/etc/fstab �zÙÇÄ�{UFS©Gø:Çl�é
~b¦K�

ÕÕÕ???: �*3{CMOS�¨4÷��ý��-Ç
X4GMT (�*date(1)×
QñX��+th{�-Z�K�
h�Ù/)Ç3,�����q��{×
Õ

# adjkerntz -i

Yø,1h½3th{ý��K÷�−XYø)Ç31�,�Ì�t�J¯��

25.7.6ÍÍÍøøø/usr/obj

❀±ø­cèOø:{�qÇ�H�*Ì8t(å�<Y�) /usr/obj ��YJø9Ìnót/usr/src �

❀/,ÍøYÇø9Ç,1�¤make buildworld {,ÇÇ?�½#��v�ø��ì{¯��
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❀/usr/obj ¥{ìJ©G,�÷�êX,�)�(-<kDchflags(1))Ç��D�V«YJ)��

# cd /usr/obj

# chflags -R noschg *
# rm -rf *

25.7.7­­­ccc���HHHäääýýýøøø:::

25.7.7.1âââ???QQQñññ

❀OF²�qmake(1)�zt{Qñ?Ä�Ç©G��*���0ñêFÇ3ÒÌ�ÇFØfå{÷P�¦
�YøX�Ð3IÛý°ñêFÇb�*3²3{¯�"tìÇ�Gï,°Ò�ÐÏÙÆ{|�

❀Yø)!;\{Í�4&~script(1)×
Ç34QÞkj�½?8Qñ{©GÖ�3aó­Oø:��Á
ýYø)Çl�ó,ÇqÄ�Q�exit�

# script /var/tmp/mw.out

Script started, output file is /var/tmp/mw.out
# make TARGET

��� compile, compile, compile ���
# exit

Script done, �

❀�*3Yø)ÇÒXXX���²©G?t/tmp °���'éÄ�ÇYÇø9ÒÌú8ø«�?8{!P�0

4/var/tmp (�ÞÇ"¾)Ýroot {Ìø9�

25.7.7.2���HHHäääýýýøøø:::

❀3��ó/usr/src ø9°�Õ

# cd /usr/src

❀(hlÇø:3{Íh4óÙÇ�0Ç]4Yø{�Í¦Ä�Çø9Òqê)�

❀&~make(1)×
­Oø:�YÇ×
Ì,Makefile (Ãc�ÄFreeBSD{Ç�a��øú­OÇ1��
ø{~�OÁ��)°ÖR�
�

❀Q�{�Ä×
Â*��Õ

# make -x -DVARIABLE target

❀YÇ¾�°Ç- x4Ì��Émake(1){�Ç 1���make(1)C~�3,~{ 1¾��

❀-DVARIABLE ���Ç#ÞÉMakefile �YJ#Þ;�êMakefile {q��YJ3/etc/make.conf ÷�

{#Þ�øÇ�4
Øê��«÷�Ç¢{0��

# make -DNO_PROFILE target

❀4��«�½XúOÁ(built){�½E(profiled libraries){0*ÇN3/etc/make.conf °{

NO_PROFILE= true # �½�Hu�IÛE
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❀�å&~�

❀ø)(target)·ªmake(1)���)��ÇMakefile ½Bê�½jÞX3{�ø)(targets)�Çl�3 

{ø)Òû½ê��Ì�	�

❀�Jø)ïóMakefile °{Çb?X?�ø3��q�#'ÇOÁ,Ç(build process)¼~Ç¢²­Oø
:{�J��{Z½I¿Ä�Ç�Z½�

❀L\I{�-X��5make(1)��kjÇO$3{×
�åu,�6YøÕ

# make target

❀$ÿtarget,+{4¥��H 1�õj<Y�Ç��ÇtargetÑa�4buildworld �

❀t�Ö	Ä�+{Çbuildworld ó/usr/obj ��OÁê�Ç\c{dÇl�&~��

ÇtargetÇinstallworld óh�{åì°�ãÇ�

❀RYJ 1I
�ÜÇ���D�ÇÇã�3�\�qÄOÁ(build)Ç
Xétóäq{ø:{�G�	
k/�èO,Ç4��Ì{(self hosted)��O�YøÇ3,1�\�ó1õ~�Ü*äq{åì°�
qbuildworld Ç
X~heXÛk/�b4�lM?3ó\~�Ü*�äqinstallworld �

❀��Çã�3&~NFS�z(NFS mounts)�ÿ3�d°{õÑ�®å��*3�®ÑA�BZC.�q�

ÿÇóA�qmake buildworld Zmake installworld �l�RAÞ{/usr/src Z/usr/obj /,NFS�
ztBZCÞÇz�uÇ��óBZCÞ&~make installworld u�ãèO{�*Ò,1ê�

❀¦�world target�l?óÇ�ñOF3X�~Ç�

❀äq

# make buildworld

❀·¢
Øê�ÇAèu{Õ�Ç,1óèO,Ç¥�make�½-j kjÇ
ÙóèO,Ç¥3�éÄõÇ

?�{�Ç�é�õCPU{åì
ÓÇYø)�Ï��¾Ùu��X,Ç���H,Ç¥{´¶Ì�4
óIO
X4CPUÞÇO$Ç�Ìé\CPU{åìQuPÿ�

❀é�n{\CPUåìÇ,1&~Õ

# make -j4 buildworld

❀YøÇmake(1)Ì!õ3�éÄ4Ç�Ç�,�t�Gï,¥{²è�ÇYø)�Qu!�{u��

❀�*3&~{åì�õ(CPUÇ?%{�êSMP{�XÇ�,1AA�6t10{j�Ç?
�4d�Q
uèOu�Þ{�Õ�

25.7.7.3QQQ���

❀É�äýø:Ä�{�-ÌItiõO£{k/ÇX,Çvc{åìa�Ñ�ó�ÜÇB���q

ÄFreeBSD-STABLEÍSh{èOÇ
Ã��[��Ý�»�qÄFreeBSD-CURRENTÍSh{É�Ç�
/���Í��J{�-�

25.7.8���HHHZZZ���ãããccc���XXX

❀�ßI¼~3{cø:Ç3a�­c�H�X�Y4i���{ÇO��½{�?�è.²�	ê�

#Ç4ps(1)Ztop(1)Yø{Ç�ÌX�Ó*Çø:�X3Íhd{Çý4�ø{�
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❀!;\�!�\{0*4build?�ã�Çä�GENERIC{�X�¯lGENERIC,���7\3{ø:{

Ä���{÷÷ÇbÇÝiêéÄ3{ø:t\~�Ü*Ä��{���Y4ÇXF{5�cø:4dÓ

*t�{�A�ó,GENERICéÄ�X"ø:,1Ó*�Ç3Ò,1OÁ(build)�Çä�3{t��X{
�©G{c{�Xê�

❀óFreeBSD¥ÇD�qÄbuild worldl�ò�Hc�X:�­��

ÕÕÕ???: �*3.OÁ�Ç½��XÇ
%.²�ê{�©GÇ��6Yø&~KERNCONF=MYKERNELÕ

# cd /usr/src

# make buildkernel KERNCONF=MYKERNEL

# make installkernel KERNCONF=MYKERNEL

❀Õ?Ç�*3.²�X�\ÿ/(kern.securelevel) ®°tê11ÞÇ
%¤÷�ênoschg Ý#�{)

#tê3{�X���°�Ç3,�Ì��Ý¦t\~�Ü*°&~installkernel 4i���{��*

3��÷�ÇÇ�a���NÃ¯��óõ~�Ü*�qYÜÇ×
�>k�init(8)1ê�Íõ���X�
\ÿ(kern.securelevel) {fåÖ��chflags(1)ê�Íõ��X3©G)#{få�

25.7.9­­­éééttt\\\~~~���ÜÜÜ***

❀3a�\~�Ü*�Ac�X�L�25.7.5�ÿ{�ÒV)�

25.7.10���ããã���HHHPPP{{{cccøøø:::

❀3�óa&~installworld u�ãc{ø:����

❀�q

# cd /usr/src

# make installworld

ÕÕÕ???: �*ómake buildworld {×
q�½ê#ÞÇ3Ò��ómake installworld ×
q°�½3ø{#

Þ�é�ÙÇ{ 1?X4��{Ç�Ç-j ÒX�3installworld �å&~�

Þ¾Ç3�qêÕ

# make -DNO_PROFILE buildworld

3Ò��&~Õ

# make -DNO_PROFILE installworld

u�ã�*Çd�Ò�Aø�ã�½(profiled){ómake buildworld ~ã��OÁ(built){���©G�
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25.7.11XXX444���make installworldÍÍÍccc{{{ÍÍÍccc©©©GGG

❀­c�HrÇø:XÌ&~c{Ý�,{{�©GÍcìJø9(�Ù4/etc �/var Z/usr )

❀ÍcYJ©G!;\{0*Ò4&~mergemaster(8)ÇCÓV)�4,1{Ç��3Ñ?�X�3 
ý
�«Ç�½�z÷P/etc 13ñF�

25.7.11.1 mergemaster

à�VÕTom Rhodes.

❀mergemaster(8)Óä4ÇBournelýÇ~�5�/etc Z/usr/src/etc Íhd°�{{�©G{X3��

Y4âÑø:{�©G3Íhd°{�åÍc{M?0*�

❀ó
+n°;\�Q�mergemaster Ò,1
)Ç?
�Ç{
),Ç�mergemaster ÌOÁ�Çø�

{Ê(root)¢¸Çó/ �Ç8�È«ø:{�©G�YJ©Gl�3h��ãt3ø:°{�q�v�$

�ÇX3{©GÌ1diff(1)Â*�q�+Ç&~+nR)#��Ý��{qÇ- )#Rq\Íø{qÝRú

�¦Äcq���diff(1)C~,1ztÍõ��diff(1)ª�Z©GX3��ø�+{få�

❀mergemaster(8)ÌÉ3�+�Ç©G{X3ÿÇYø3Ò,1 
4Íøc©G(#éø�©G)Ç41�
�çÕ�ãø�©GÇ41h��ã{©G\?ø�©GÇ¤4ò��'diff(1)�*�

❀� 
Íøø�©G�R&mergemaster(8)�w·¢æ�â�·¢h�{©GX�Ç?Íøc{�?XM
?YÇ 
Çø:3��Í�h�©G{®���[��ómergemaster(8)
+n°Q�?Ç3ÒÌztÐ
Ï��* 
!,©GÇRóÙÇ©Gÿ®q�ò'�q�

❀� 
�ã���ø�©G�RÌ&c©G�¦h�{�éL\I��{©GÇY4Ç!P{ 
�

❀� 
\?©G�R�3K
�Ç©ý�öìÇ°�4ÜÇ©G{���3�óÒ,1��\?Ç¢Ç

��ó¶ô°��Ç3�,ÜV¥ R\I	Ä!ª©G�hÜÇ©G�å�v�Çl EÌ 
&�{�
�Çr Ì 
��{�!ª{Qñ4�ÜÇ\I�Ä{�Ç©GÇ~ÇÒ,1�ãê�YÇ 1/�~�~
���ê÷�{©G�

❀� 
ò'��diff(1)�*�RÌó
ØÉ 
��Ç�+©G{X3ÿÇÒ6mergemaster(8)Ä){�
ø�

❀ómergemaster(8)qÄêéø:©G{ÿ®�Ç3ÌztÙÇ{ 1�mergemaster(8),�Ì¯34d�
­O·h©GÇ?ó!�
+34d�Íø��{ø�©G�

25.7.11.2CCCÄÄÄÍÍÍccc

❀�*.�CÓÍcÇbX��4,/usr/src/etc ²©G��t/etc Òê/��J©G4�����

ã�{�Y4O�/usr/src/etc ø9?XXX444.4{�ø4/etc ø9{�Ç���/"ÞÇ�J4©G

4/etc �{Ç
/usr/src/etc °����

❀�*3&~mergemaster(8) (*�M?)Ç3,15�!t����

❀CÓ)!;\{0*4�ãYJ©Gt�Çc{ø9ÇqÄ�òu�IX3ÿ�

÷÷÷PPP333...���{{{/etc: ¯lÇ®XÞÇ����Ì�Ä6¯YÇø9Ç/<¤4)­v�h�����.�/etc t

�Ç�\{�0Ç�Õ

# cp -Rp /etc /etc.old

-R qÄ����(HVÕÕý,1��ø91�{Ä���)Ç-p â�©G{�-�Äa���
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❀3��OÁ�Ç�ø9(a dummy set of directories)u�ãc{/etc ZÙÇ©G�/var/tmp/root 4ÇX

F{ 
Çø$�iÇ¤��J�ø94��{�

# mkdir /var/tmp/root

# cd /usr/src/etc

# make DESTDIR=/var/tmp/root distrib-dirs distribution

❀YøÒOPê��{ø9�èÇl��ã©G�ó/var/tmp/root �OÁ{L\I�ø948{Ç
%

�Íø«�!;\{0*4Õ

# cd /var/tmp/root

# find -d . -type d | xargs rmdir 2>/dev/null

❀YøÌÍøÄ�{8ø9�()ï{FØfåú­½5tê/dev/null Ç13���:8ø9{´·�)

❀/var/tmp/root �óÝ9êa8ó/ �ìÇ �{Ä�©G�3�ó���û5���Ç©GÇ5�Ç

¢¦3.�{©G�õLX3�

❀Õ?Ç�J.²�ãó/var/tmp/root �{©G�Ç�.�ó
>�óU{��Ç4Yø��{©G
4/var/tmp/root/ Z/var/tmp/root/root/ °shelléÄ©GÇ¦�,��ÙÇ{(�v�3����ÖR
YÇ)�hf&~ls -a ,1�tÇ¢�

❀!;\{0*4&~diff(1)V�vÜÇ©GÕ

# diff /etc/shells /var/tmp/root/etc/shells

❀YÌ�+ñ/etc/shells ©GZc{/var/tmp/root/etc/shells ©G{X3ÿ�~YJuû½4\?

3.){#�¤4��3{Î©G,u�

&&&~~~������(Time Stamp) ×××ÖÖÖccc{{{Root(ÊÊÊ)øøø999(/var/tmp/root)ÇÇÇYYYøøø333,,,111444���������vvvÜÜÜÇÇÇÇÇÇýýý{{{XXX333: ª$
­Oø:?�ø��ª$Íc/etc Ç
Y,�Ì��&Á�

ó\?t/etc {©G°Ç!cÍ�{3,1)Ç��Ç�$�OYÇ(�Íc),Ç���ÒÉñê�Ç�ø){
Ì?�

1. 4²��øOÁø:(Make the world)�h3.Íc/etc ZÙÇø9°ÇÉø)ø9�Ç9�h��Ï{Ö

	�"�341998#2Û14�){Ç3,1�q��{Õ

# mkdir /var/tmp/root-19980214

# cd /usr/src/etc

# make DESTDIR=/var/tmp/root-19980214 \

distrib-dirs distribution

2. �Þ�ïñ{Ç,YÇø9\?#��

ó3qÄ�ÇXXX���Íø/var/tmp/root-19980214 ø9�

3. ó3�ñê!cÇ{Íh?�,�Ç�q��Z�YøRzt�Çc{ø9Ç,�w

)/var/tmp/root-19980221 (�*�ê�±){�ÿ)�

4. 3�ó��tÜÇø9-{X3ê---óÅ±{�-°&~diff(1)OÁ��diff�	{X3Õ

# cd /var/tmp

# diff -r root-19980214 root-19980221

�Ä<Y�ÇYÜ«-{X3ÿ�/var/tmp/root-19980221/etc Z/etc �-{X3�Biõ�O�X3�

ÍBÇ�ÒÍ�4²YJ#�#t3{/etc ø9°��
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5. 3�ó,1Íø��{ÜÇ/var/tmp/root- * ø9Õ

# rm -rf /var/tmp/root-19980214

6. �'3��\?YJ#�t/etc °ÇÒ­�YÇ�Ç�

3,1&~date(1)�Ä�	ø9{ÖÁÕ

# mkdir /var/tmp/root-‘date "+%Y%m%d"‘

25.7.12­­­ééé

❀�óqÄê�ó35�Ä���Ñ8�th�Ç3,1­éø:ê��4;\{shutdown(8),1Yø
)Õ

# shutdown -r now

25.7.13���eee

❀Öõ¼3�óÄÕ�ÿê3{FreeBSDø:�

❀�*¤�4�{FØÇ,144�­Oø:{ ½\I�¾�Çó\I�ÿÝ\?/etc �Ç3XBeÍ

øê/etc/magic Çfile(1)×
ÒÌ*�Ó*�Y«<Y�Ç�q���q��Õ

# cd /usr/src/usr.bin/file

# make all install

25.7.14 ¯̄̄���

1.�Ç#�3Ñ��­Oø:mÚ

YÇXP�ÇO���#�{<Y��Ç�*3¦äqêCVSupÇ?zt��Íc{©GÕ

src/games/cribbage/instr.c

src/games/sail/pl_main.c

src/release/sysinstall/config.c

src/release/sysinstall/media.c

src/share/mk/bsd.port.mk

YÒX�­OrÇø:�3��t#�{�ø9°�qmake all install Ç�$
.�b4Ç�*�­L

#�Ç�src/lib/libc/stdlib Ç��3Ò�­Oø:Ý�è·ÕËz{�J\I(øê3��{\IÑ4
·ÕËz{)�

óY��ÇÒ43{/ê��4��ÜÇhÏ­O��ø:{�Ç3,�Ì°l�ÝV3,��.­)�

#,{\IÇhf3�IñÄ��v�ø�

hlÇÄ�YJ�v�3.�ÿ{ªGÇZ34d.Ë�FreeBSD-STABLEÝFreeBSD-CURRENT�
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2.

·{�H�½Ç?Ê±��õ11 (ÝÙÇ{j	få)RFØ�4��Ã/¼Ú

YÇ/�,+mGFØ�(­)Oø:4Ç�¸�Aø:mG{�H�0*Ç?%���	�?FØ�YJt
P,+Ç¢�.)��Hì¬Û���Bt{Û�få�

�Çhf{�+ì4�*­c
)makeÇ?%rÇ,Ç¥Ì�óX3{�Þ�

é�Y«<YÇ3����,){ÇøêÍ¦åì°{\GÇ�4ý�Ç ê�

3.·qÄ�,1Íø/usr/obj mÚ

;á��Ç,1�

/usr/obj Ý9êÄ�ó�H~ã	Ä{ø)©G�/�Çómake buildworld ,Ç¥��Z��Ò4Í

øYÇø9­c
)�Y«<Y�Çó3qÄ�Çâ�/usr/obj ��õL?BÇ¤,:8�Læ�c8

-(ø�42 GB&�)�

X,Ç�*3iê�rÇ,ÇÇ�,1tmake buildworld !,Y�Z�YÌt��{É�,Ç�qzÍ

OÇO�L\I{ÍhÑX�ò�q�Hê�Yø){�ÁH*4Ç,�Ìþ��J��Ï¡{�v�ø

s�{¯�ÇYJ¯�Ìs�É�1Û�{0*ñF?�½�YóFreeBSD�Gï,°²�ZåC�Çh
�|æÒÆ¢build�½�Ç?�?#tY4O��.4.¨£4�

4.¥ä{build,1úÁ�mÚ

�v�3ó3It¯���rÇ,Ç�qêõÏ�

���ÄÄÄ


ÓÓÓ (hlY?X4mu�½)Çmake buildworld {,Ç¥RÌD�èOcÇ{äýèOÓä(¾
�gcc(1)Ç1ùmake(1))Zø:E�±�Ì�ãYJÓäZE�YJcÇý{ÓäZEó±�Rú~�­c
�HZËzÇ¢ýü�rÇø:(�óÝiê��{~�Ç�Ç¾�ls(1)Ýgrep(1))Ì3cÇ{ø:©G�
åú­cèO�

�*3tÿ�!��Ç~ãÇ?%ê�Ç(O�3.²�,êÄâ?{Qñ)�,1(#h�\�))Õ

��� ¯̄̄��������� ���

# cd /usr/src

# make -DNO_CLEAN all

YøÒXÌR>��{make buildworld Ä){Ó*ê�

ó�make buildworld�{Qñ¥�*�t��fåÕ

--------------------------------------------------- -----------
Building everything..
--------------------------------------------------- -----------

ñ�ómake buildworld {Qñ¥Ç�Yø)a�XÌ���¯��

�*���tYø{fåÇÝV3Xh½Ç�,>
)èOR4yÃ��{)��
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5.·�ø�OOÁø:{¤ÝÚ

• 1\~�Ü*äq

• ²/usr/src Z/usr/obj ø98tX3�c°{ÕÁ©Gø:°��*,�ÇYJ�cóX3{�c;

�ì°�

• ÍP{Ç4²YJ©Gø:8�tõÇ&~ccd(4) (Ëz�cPÄì--concatenated disk driver)÷÷{�c
°�

• �«profiling (ó/etc/make.conf °÷��NO_PROFILE=true�)�3�Xõ~XêÇ�

• ó/etc/make.conf °��CFLAGS÷�Þ-O -pipe �!���-O2 ÌÍzÇ
%-O Z-O2 �-{���

/äýÞ,1�Q�-pipe t�Hì&~�w
X~ø�©G�q/fÇYø,1>è�c?R(1�?
*�S$)�

• ��-j n 1Émake(1)1"?�äqõÇ�Ç�YøÒXÌ�D3{4d4\ÇÝõÇÿ®ìåì�

• ?8/usr/src {©Gø:,1&~noatime  1u�z(Ý­c�z)�YøÌ3�©Gø:�9©G{
?R�-�3,�?X��YJfå�

# mount -u -o noatime /usr/src

´́́···: YÇ¾�°"½/usr/src 4óÇ�.{©Gø:°��*X4(¾�"÷Ç4/usr {\I)Ç��3Ò�
��Ç©Gø:�z�Ç
X4/usr/src �

• ?8/usr/obj {©Gø:,1&~async  1ú�z(Ý­c�z)�Yø)Ré~IZUc�¦é�
�Çéa~Ç�
ÓUÌÁýqÄÇ
jâ�ÒÔ�ÆbÌUtc°�Yø)�êÄ��U�jâÇ,


ôL��Õu��

´́́···: Õ?ÇYÇ 1Ì&3{©Gø:#z9¦�&~YÇ 1Ì
°ó�Íä«Ýåì:t�­é�Ç©G
ø:��X,Á�çÕ{�G�

�*óYÇ©Gø:°/usr/obj 4i�E{ÇYX4¯���*3�ÙÇ�$�{jâó3�Ç©Gø:Ç�

�ó3&~YÇ 1Y�Çh�÷P���

# mount -u -o async /usr/obj

´́́···: 3ÞÇ�*/usr/obj Xó�.{©Gø:°Ç&~#��z�{Ö	²Ç,¾�°��¦«�

6.�*ñ�êFØ·���ÍÚ

ýéhf3{¢¸����build��{m��Y�ê;\�

# chflags -R noschg /usr/obj/usr

# rm -rf /usr/obj/usr

# cd /usr/src

# make cleandir
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# make cleandir

XFÇmake cleandir ]{��qÜ'�

l�­c
)rÇ,ÇÇ&~make buildworld 
)�

�*3¤�¯�ÇÒ²FØZuname -a {Qñ��tFreeBSD�Ä¯��Gï,
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-questions)�Gï,�ï÷ÃIÙÇ��3{÷�{¯�¼

25.8ÍÍÍøøø,,,���{{{©©©GGG���øøø999ZZZ<<<jjjEEE
Based on notes provided by Anton Shterenlikht.

❀óFreeBSD{
�,Ç¥Ç±�,�Ìñ��J©GÝÙ��,�{<Y�Y«<Y�,�4��ÙÕ�
óÙÇ�0"�êÇ<jE{ÇýR��ÇÝq\,äýø:¥ÍVÇ����Ä{É�ZÍc,Ç?X

ÌÍVYJÎ{©G�<jEÝø9ÇóÍcø:��Çaù�£18®�8®{Pÿ4YJ©GXÌò

��3~?û(1ù÷P)8-Ç�iÇ�*Î{<jEÝ©G¥?ó�\Ý,"u¯�Ç3�aÍctc
{<jEÇ1�½�\[§Ýÿd<o{�	�,�{©G�ø9Z<jEÌï

ó/usr/src/ObsoleteFiles.inc ¥�z�uR�ëóø:Íc,Ç¥�[ÍVYJ,�{©G�

❀·¢"½3.²�L�25.7.1��ë{Z½qÄêÍcv*�ómake installworld Zmergemaster ×


qÄ��Ç3a&~�Á{×
5�ø:¥4d?ó,�{©GÝEÕ

# cd /usr/src

# make check-old

❀�*�,�{©GÇ�,1~�Á{×
uÍøÕ

# make delete-old




+++: kÝ/usr/src/Makefile ,1ê�ÙÆtarget{Õ~�

❀óÍø©G�Çø:Ìbé�Ç©GÑÉñ
+�3,1!,YJ
+Ç?tø:�ÄqÄÍøv*Ç

0�4&~make#ÞBATCH_DELETE_OLD_FILESÇä�)���Õ

# make -DBATCH_DELETE_OLD_FILES delete-old

❀3�,1~yes ×
Z�wuHt¡�{ø{Õ

# yes|make delete-old

´́́···: ÍV,�{©GÇ�,�Ì» ��{�vYJ©G{a~Ç��é�Î{<jEu�ÇY«¯�ñ�{,
�uÍL�ýLõj<Y�Ç3a­cÉ�&~ÎE{Ä�{Ç��portÝ<jE��ò�qmake

delete-old-libs �
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❀óPorts Collection¥
Øê�J5�ÄÕËzE�v�ø{ÓäÇ¾�sysutils/libchk

Zsysutils/bsdadminscripts �

❀,�{ÄÕËzE,�Ì¦cEàBÇs�¡�Yø{´·>åÕ

/usr/bin/ld: warning: libz.so.4, needed by /usr/local/li b/libtiff.so, may conflict with libz.so.5
/usr/bin/ld: warning: librpcsvc.so.4, needed by /usr/loc al/lib/libXext.so, may conflict with librpcsvc.so.5

❀��ûYø{¯�Ç��h��ãYÇE{portÕ

# pkg_info -W /usr/local/lib/libtiff.so

/usr/local/lib/libtiff.so was installed by package tiff- 3.9.4
# pkg_info -W /usr/local/lib/libXext.so

/usr/local/lib/libXext.so was installed by package libXe xt-1.1.1,1

❀zøWñ�­cÉ�?�ãport�3,1&~ports-mgmt/portmaster Ýports-mgmt/portupgrade Ó

äu�ÄqÄYJv*�óh�Ä�{portÑ­cÉ�Ç?%Xò&~ÎE1�Ç3Ò,1~�Á{×

uÍøÇ¢êÕ

# make delete-old-libs

25.9ËËË���õõõÑÑÑåååììì
à�VMike Meyer.

❀�*3�õÑåì.Ë�3ø{ÍhdÇ��tÇ¢Ñ�ñÍh?­OÄ�ÀÜÇ�å���DýÍÕ

�c8-��dQP1ùCPU±Ï��û{Í�4t�Ñåìÿ®L\I{Ó*Ç
ÙÇ{åì/,NFS
�z(mount)YJÓ*�Y\IïÞê�«Yø){0��

25.9.1ïïï÷÷÷

❀D�Çh½��åìÇäq{���Sh43��---·¢Á*èèèOOOøøøkkk(build set)��Ñåì,1&~X
3{½��XÇbÇ¢äq{4#3{~�K���©G(userland binaries)�,Y�åì¥ 
�Ñåì)
�èèèOOOåååììì(build machine)�YR4~�èO(build)ø:Z�X{åì�.4��ÇÇa�4�ÑO¤{å
ìÇ��ê{8�{CPUu�qmake buildworld �3�.� �Ñåì)����AAAåååììì(test machine)ÇY
ÇR~��G{Íc	Ä�¬��éÆ¢�q�A�YÇ������4�Ñ3�
Ø{²��,&~{åì�Ç

,14�èOåì�Çb�YÇ���

❀óYÇ�èOøk�°{Ä�åì��,3�Ñåì�3�Ç�Þ�z/usr/obj Z/usr/src �®.�Ç

Ç¢ó�èOåì�Þ{ÜÇX3{PÄì°Çb4ó�ÑåìÞ,1�qNFS�z��*3�õÇ�è
Oøk�Ç/usr/src a�óìÇ�èOåì�ÞÇ
óÙÇåìÞ�qNFS�z�

❀!�Çh��èOøk�°Ä�åìÞ{/etc/make.conf Z/etc/src.conf ¦�èOåì�°{#

3�Y?�ø�èOåì���èO\Iäýø:~��èOøk�°Ä�åì{�ã�3øÇ�Ñ�è

Oåì���Ç�.{�XÖ	Ç&~/etc/make.conf °{KERNCONF�q÷�Ç?%�Ñ�èOåì�

a�²Ç¢ïóKERNCONF°Ç3�²�.{�Xïó!���èOåì�{/usr/src/sys/ arch/conf °

�½���Ñåì{�X{�©GÇ�*Ç.èOÇ¢{�X{��
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25.9.2äääýýýøøø:::

❀�lÄ�{^hêÇÒï÷èOÄ�{ÀÜ���25.7.7.2�¥Ãc{�øó�èOåì�ÞèO�XZ
ø:Çb4���X�ã�óèO�e�ÇÝt��Aåì�ÞÇ�ã3¦èO{�X��*YÑåì/

,NFS�zê/usr/src Z/usr/obj Çó3­ét\~�Ü*°Ç3��éÄ�dl��zÆ¢�!;\

{0*4éÄtõ~�Ü*�Çl��qshutdown now Ýt\~�Ü*��`��Ç3Ò,1�ãc{�

XZø:Ç?�qmergemaster ÇÒ4²��ø�qÄ�Ç­é(Ãt�Äõ~�Ü*v*YÑåì�

❀ó3hfÄ�ó��Aå�°ÑÓ*t��ÇÒ&~#3{,Çó�èOøk�°{ÙÇåì°�ãc

{�G�

25.9.3 Ports

❀¡�{.�4&~portsd���Ç�E{Z½4,3�Ñ�®åÞ�z/usr/ports t�èOøk�°

{\\�®å�l�th÷�/etc/make.conf á0distfiles�3a²DISTDIR ÷�t�Çá0{ø9°Ç

�°,1ú�[�Çroot ~�U�Ç?%4�3{NFS�znó{�÷���Ñåì{WRKDIRPREFIXt

�Çý�èO(build)ø9�!�Ç�*3�èOZ�YÝ(packages)Ç��3a�÷�PACKAGESt�Ç¡

��DISTDIR {ø9�

÷÷÷ÕÕÕ

1. Y�X�4th�·¢X,�{Ï|ÑFreeBSD{Î�qÇÇ¦�·¢Ìó�Y��|ÑÆ¢j#�
È���FreeBSDø�é�Î�qÇ{|Ñu|{qrÃcÇ>kDhttp://www.FreeBSD.org/security/�
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DTrace
Written by Tom Rhodes.

26.1���ccc
❀DTraceÇ�Á�ÄÕË�Ç4�Sun
�{�Ç~uó	�ZAèu	�ø:ÞIñø:´¶{Óä�ó
�[<Y�ÇÑX4�Ç®AÓäÇ
4�Ç"�ø:IÛ¯Iñu�ùÙÆ¯�{Óä�

❀DTrace4Ç�/P{IÛÓäÇQ�LÞ{ÐÏfäø:¯�{�u�¤,1&~½�UP{lý¼~
Ç{Õ��~��,1/,&~DTrace DªÓ
OÆ¢��½�{IÛÓäÇ1w��½{�F�

❀óÝÖêY�9���Ç�Rê�Õ

• DTrace4��ÇÇ
ØêJýJ�u�

• DTraceóSolaris¦FreeBSDÞ{"�{�/�

• �[óFreeBSDÞ
éZ&~DTrace�

❀óÝÖY�9���Ç�a�ê�Õ

• ê�UNIX ZFreeBSD{äý�#(�49)�

• Yçäý{�X{�/�H(�99).

• YçFreeBSD��{�\�#(�159)�

• ê��[ÜRZ­c�HFreeBSDÍSh(�259)�

´́́···: Y1�uø��ú��4Aèu{��J 1Õ�ub�Ç���J,�¤Ã�äq�!ªÇYÇ�uÌ7
\~�	�Ç��Y�©l�Ì)J7h{���

26.2"""���ÞÞÞ{{{���III
❀¯lFreeBSDÞ{DTrace¦SolarisÞ{:�#�Çó��ý���·¢���Ò��?ó{�I�~�
D�ÌÕ?t{"4FreeBSDÞ{DTrace��Òh�úé~�DTrace#�{�X 1ZÜL��
é�b
�t�Ó*�ã�·¢Ì*-û�ë�

❀��ÇDDB_CTF�X 1~u
é,�X¦�XÜL�ñCTFjâ�CTF4Solaris Compact C Type Format
Uãê¡��DWARFZvenerable stabs;�{®Afå�CTFjâ4�ctfconvert Zctfmerge Óä��

���©G{�ctfconvert ÓäIÛ��Hì	Ä{DWARF ELF®AsectionÇctfmerge \?ø)©G

{CTF ELF sectiont,�q©GÝá0E�Íõ��óé~FreeBSD�XÞé~$1{-û��ýRq
Ä�

❀�åSolarisÇFreeBSD��ÇX3
Øì�!�zÕ?{4dtmalloc 
ØìÇ,1t�Êâ¡nê

�FreeBSD�X¥{malloc() �
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❀��root ,1&~FreeBSDÞ{DTrace�Y4�ø:�\Þ{�I�Ä{ÇSolaris
Øê�JFreeBSD
Þ¤�"�{��{�\5��3øÇ/dev/dtrace/dtrace �úÎÂ{!���Øroot ~�6¯�

❀!�ÇDTrace�Sun CDDL�,��Y{�G�±FreeBSD�q{Common Development and

Distribution License ,1ó�Ý/usr/src/cddl/contrib/opensolaris/OPENSOLARIS.LICEN SEÝ

V/,http://www.opensolaris.org/os/licensing��ó"Çý�

❀YÇ�,,+Q�DTrace 1{FreeBSD�X��BSD�,Öl
Ç1����YÜLÇÝV�ñ��
�ÜL��$ECDDL�

26.3ééé~~~DTrace |||ÑÑÑ
❀ó�X{�©G¥��1��qu
ééDTrace{|ÑÕ

options KDTRACE_HOOKS
options DDB_CTF

ÕÕÕ???: &~AMD64%è{��ó�X{�©G¥����YqÕ

options KDTRACE_FRAME

$ 1
ØêéFBT�u{|Ñ�DTrace,1ó��$ 1{<Y�t�Ó*Çb4<j��Ë�"Ì�Ä!
��

❀Ä�{ÍShÑ��­c&~CTF 1�H�ã�­c�HFreeBSDÍSh,1/,1�{×
qÄÕ

# cd /usr/src

# make WITH_CTF=1 kernel

❀ø:��­céÄ�

❀ó­céÄZc�Xñ��?��Ç����Korn shell{|Ñ�O�DTraceÓäÝ��JÓä4�ksh

U{��ãshells/ksh93 �3ø�,1/,shells/pdksh ÝVshells/mksh &~YJÓä�

❀!�4Üz!c{DTraceÓäÝ�h�Çý,1/,�Á{ÓzI
thttp://www.opensolaris.org/os/community/dtrace/dtracetoolkit/�YÇÓäÝ9��Ç�ãå�Ç¦��$Ç
?X���ã",&~Ç¢�

26.4&&&~~~DTrace
❀ó&~DTrace{Õ���ÇDTrace÷÷��?ó�&~��{×
ãñ$÷÷Õ

# kldload dtraceall

❀DTrace|Ñ�óa�,1&~ê��®Ê�ó,1&~��{×
��Ä�{æ�ìÕ

# dtrace -l | more
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❀Ä�{QñÑ��Émore ÓäÇO�Ç¢ÌiO§ñ¶ô{�+K­�$�ÇDTracea�ú��4�ê
t�Ó*{ê��ó4���ÓäÝ{��ê�

❀ÓäÝ4"�UP{�ælýÇ¦DTrace�åäquBøø:få��lý~u5�.K
{©GÇ�
?ÇCPU&~GZ�õÀÜ�&~��{×
�
lýÕ

# gunzip -c DTraceToolkit* | tar xvf -

❀&~cd ×
#¦t�Çø9Ç?��Ä�©G{,�qY!Ç²�JÖ	BU{©GY!��755�

❀Ä�YJlýÑ����Ç¢{����J�5/usr/bin/ksh ����Ä/usr/local/bin/ksh Ç�i

&~/usr/bin/sh ��#Í�/bin/sh Ç!�¤�&~/usr/bin/perl {��#Í

�/usr/local/bin/perl �

­­­���: $/¤���
r��ÖVFreeBSD{DTrace|Ñ�4XXXqqqrrr{{{ZAAAèèèuuu{�YJlý¥{LõjÑÃ
�äqÇO�Ç¢,�béSolarisÝV&~êø�¤X|Ñ{æ�ì�

❀óÞUY�©9{��ÇDTraceÓäÝ¥��ÜÇlýóFreeBSDÞ4q\|Ñ{Õhotkernel

Zprocsystime lý�YÜÇlý"4·¢��\IR�æÿ{Õ

❀hotkernel ú÷�ÄèÒýÇ<j3~ê�X�-�t�äq{�ÇÇR	Ä¡�1�{QñÕ

# ./hotkernel

Sampling... Hit Ctrl-C to end.

❀ø:�®Ê��&~Ctrl +C�\E*�YÇ�Ç��zø¥���Çlý"Ì�<�X<j¦�½�-
{ï,Ç&~�Þ\�QñÕ

kernel‘_thread_lock_flags 2 0.0%
0xc1097063 2 0.0%
kernel‘sched_userret 2 0.0%
kernel‘kern_select 2 0.0%
kernel‘generic_copyin 3 0.0%
kernel‘_mtx_assert 3 0.0%
kernel‘vm_fault 3 0.0%
kernel‘sopoll_generic 3 0.0%
kernel‘fixup_filename 4 0.0%
kernel‘_isitmyx 4 0.0%
kernel‘find_instance 4 0.0%
kernel‘_mtx_unlock_flags 5 0.0%
kernel‘syscall 5 0.0%
kernel‘DELAY 5 0.0%
0xc108a253 6 0.0%
kernel‘witness_lock 7 0.0%
kernel‘read_aux_data_no_wait 7 0.0%
kernel‘Xint0x80_syscall 7 0.0%
kernel‘witness_checkorder 7 0.0%
kernel‘sse2_pagezero 8 0.0%
kernel‘strncmp 9 0.0%
kernel‘spinlock_exit 10 0.0%
kernel‘_mtx_lock_flags 11 0.0%
kernel‘witness_unlock 15 0.0%
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kernel‘sched_idletd 137 0.3%
0xc10981a5 42139 99.3%

❀YÇlý��¦�XÜL�åÓ*��&~$�uÇ~-m)�äqlýÕ

# ./hotkernel -m

Sampling... Hit Ctrl-C to end.
^C
MODULE COUNT PCNT
0xc107882e 1 0.0%
0xc10e6aa4 1 0.0%
0xc1076983 1 0.0%
0xc109708a 1 0.0%
0xc1075a5d 1 0.0%
0xc1077325 1 0.0%
0xc108a245 1 0.0%
0xc107730d 1 0.0%
0xc1097063 2 0.0%
0xc108a253 73 0.0%
kernel 874 0.4%
0xc10981a5 213781 99.6%

❀procsystime lýSð?K\É½PID{ø:®~�-�ó�Á{¾�¥Çc	Äê�Ç/bin/csh "

¾�procsystime �q���Vócäq{csh ÞE��J×
�Y4�A{�*Õ

# ./procsystime -n csh

Tracing... Hit Ctrl-C to end...
^C

Elapsed Times for processes csh,

SYSCALL TIME (ns)
getpid 6131

sigreturn 8121
close 19127
fcntl 19959

dup 26955
setpgid 28070

stat 31899
setitimer 40938

wait4 62717
sigaction 67372

sigprocmask 119091
gettimeofday 183710

write 263242
execve 492547

ioctl 770073
vfork 3258923

sigsuspend 6985124
read 3988049784

❀t��+{�øÇread ø:®~��&~ê!õ{�Æ\ �-Çgetpid() ø:®~&~ê!è{�

-�
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26.5 DªªªÓÓÓ
❀DTraceÓäÝÝiêiõ�DTrace�OªÓUÄ{lý�óSun{©l¥ÁY¡ªÓ��DªÓ�ÇÇ
¦C++:�¡��é$ªÓÍý�{ÿX�§ñêY�©9{)��Íõ#�{ÿX,1
óhttp://wikis.sun.com/display/DTrace/DocumentationIt�
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FreeBSD4ø�1°u��dqÖ�ø{
\])�!�{v*ø:���ÿXYJ��{9�ÝiÕ

• �=/µ

• PPPZ1Ô�Þ{PPP

• ���G

• äq�dqÖ

• 3Û�

• ÙÆ�~�d��

YJ9�Ì�Ø3ó���k��X���½{~�uÝÖÇ¢Ç$iÇ3
)ó�d¥&~FreeBSD�
��X���²Ç¢ÑÖq�
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���===///µµµ

27.1���ccc
❀UNIX ��Ñ4|Ñ�=/µ{�/"ÞÇ�Ï{UNIX ø:Ò4¼~�="uQ�ZQñjâ{���
�D{�ªà�Ýi�Ç�Æ10Ç	n{�=K\åZEcÇ�óYJ.²�	êiL{#��Y9R�
ë�J¼~FreeBSD�q�=/µ{0��

❀ÖqY9Ç3Rê�tÕ

• �[/,ªàËzt3{FreeBSDø:�

• �[&~modemCRtÏÇÌå�

• �[ã�ÏÇ~�/,modem~9t3{ø:�

• �[,�=;�ÑZs3{ø:�

❀ÝÖY9��Ç3ahê�Õ

• �[{�Z�ã�Çc{�X(�99)�

• ®�UNIX {Y!Z�Ç(�49)�

• ï÷3K®óFreeBSD¥&~{�=÷÷(modemÝõ�=�){�bk�C~�

27.2���ëëë

´́́···: ,FreeBSD 8.0
)Ç~��={÷÷��,/dev/cuad N ��ê/dev/cuau NÖ,/dev/ttyd N ��

ê/dev/ttyu N�FreeBSD 7.X~���Êâ"�<YéYP©l¥{¾��q��{®r�

27.2.1bbbªªª

bps

�Æ −jâ{�Q¤Ý

DTE

jâªà÷÷−�3{�®å
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DCE

jâ/µ÷÷−�3{modem

RS-232

~�mG�=/µ{EIA)ï

❀hÿX/µjâ¤Ý{��ÇY�XÌ&~bª�baud��Baud��í)ï�QGÇÇ.²&~êi�
�-Ç
�bps� (bits per second)b4th&~{bª(�èÇXÌKv�J�p®{�Ú)�

27.2.2"""���ZZZààà===

❀�RmodemÝªà¦3{FreeBSDø:#ËÇ3{�®å���Ç�=Ç1ù~�Ëz�=÷÷Ä�{
"���*3�vYçmGùÄ��{��Ç�,1!,Y��

27.2.2.1"""���

❀�="���õX3{«¡�!�D{Ü«¡n4null-modem"�Z)ï(��É�) RS-232"��3{
mG�ÒV¥Ì�ëa&~{"�«¡�

27.2.2.1.1 Null-modem"�

❀null-modem��Ì�z��ìJfRÇ��Signal Ground� (fR�)ÇbéÙÆfR�qb¦�¾
�Ç�Transmitted Data� (jâ��)Zl4Ët��à�Received Data� (jâzB)Zl{�

❀�,1�q�*null-modem��Éªà&~(¾�Ç�ê¬�{�F)��Á{,Â0+êRS-232CfRÇ
1ùDB-25ËzìÞ{Zl�Õ?Ç)ï��F�Ê�/Zl1tZl1{âââ������(Protective Ground)"Ç
bY/�Ñú�«�ìJªàó��Zl2�3Z7{��ÇÒ.²�êt�&~êÇ
ÙÆ�JÇ���
�Á¾�¥Ä0+{X3{{��

,,,27-1. DB-25 to DB-25 Null-Modem Cable

fffRRR ZZZlll# ZZZlll# fffRRR

SG 7 Ëzt 7 SG

TD 2 Ëzt 3 RD

RD 3 Ëzt 2 TD

RTS 4 Ëzt 5 CTS

CTS 5 Ëzt 4 RTS

DTR 20 Ëzt 6 DSR

DTR 20 Ëzt 8 DCD

DSR 6 Ëzt 20 DTR

DCD 8 Ëzt 20 DTR

❀Y°¤�Ü«ø��v�q{ÙÆz"0*�
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,,,27-2. DB-9tttDB-9 Null-Modem������

fffRRR ZZZlll# ZZZlll# fffRRR

RD 2 zt 3 TD

TD 3 zt 2 RD

DTR 4 zt 6 DSR

DTR 4 zt 1 DCD

SG 5 zt 5 SG

DSR 6 zt 4 DTR

DCD 1 zt 4 DTR

RTS 7 zt 8 CTS

CTS 8 zt 7 RTS

,,,27-3. DB-9tttDB-25 Null-Modem������

fffRRR ZZZlll# ZZZlll# fffRRR

RD 2 DB-9tDB-25
Null-Modem��

2 TD

TD 3 zt 3 RD

DTR 4 zt 6 DSR

DTR 4 zt 8 DCD

SG 5 zt 7 SG

DSR 6 zt 20 DTR

DCD 1 zt 20 DTR

RTS 7 zt 5 CTS

CTS 8 zt 4 RTS

ÕÕÕ???: hì�ãËzìÞ{�ÇZl��Ëztéà{�éZl�Ç/�4R��éZl&~�á"ËzÇ
&~
�"zt��à{�ÇZl�

❀ÞÁ{÷���Í��q�óÙÆ#«¥(óRS-232 Made EasyYýV¥�qê-û�ë)�4SG
zSGÇTDzRD�RTSZCTSzDCD�DTRzDSRÇ'�=l�

27.2.2.1.2)ïRS-232C"�

❀)ï{�=��Ì�z��Ä�RS-232CfR��Ò4�Ç�>{�Transmitted Data�ZlÇÌ�zz
t��>{�Transmitted Data�Zl�YÝiR®��®ìzt3{FreeBSDø:Þ{�«��Ç3ø�
7~�ìJnR{ªà�

27.2.2.2ààà===

❀�=4FreeBSDÌå¦ªà�Qjâ{÷÷�Y�Ãcêà={«¡ZÇ¢óFreeBSDÞ4�[��{�

571



❀❀279❀�=/µ

27.2.2.2.1à={«¡

❀�P�«�=�óféÝ�*"���Ç3ah�Ç�ê7\3{ªà1ùFreeBSDø:�

❀ýLõjªàÑ
ØDB-25à=�Ç|�®åÇ�ÝiäqFreeBSD{PCåÇ/�Ì�DB-25ÝDB-9
=��*3{PCÞ�õ�=�=�Ç�,��RJ-12ÝRJ-45=�

❀>kD3mG{©l1ê�Ä~z={�Â�$iÇ3�,1/,
�i
uê�Ä~{à=�

27.2.2.2.2à=ÖÁPort Names

❀óFreeBSD¥Ç3,1/,/dev ø9¥{�Ç�9u6¯�Ç�=��Ü«X3{�9Õ

• ��à={Ö	4/dev/ttyu NÇÙ¥N 4à={�RÇ,�
)�j��Äu�Ç3&~��à=*�

ªà���à=�Fjâ"&~ñE5�(DCD)fRuÓ*�

• �ñà={Ö	4/dev/cuau N�/�?X&~�ñà=*�ªàÇ
�~�®��®ì��*�="Ý

ªàX|ÑñE5�fRÇ�,����&~�ñà=�

❀�*3.²Ëz�Çªàt��Ç�=(óMS-DOSÞ4COM1)Ç�,1&~/dev/ttyu0 u*�ªà��

*Ç4ó��Ç�=(COM2)Ç�Ò4/dev/ttyu1 Ç���

27.2.3���XXX{{{���

❀FreeBSDå�|Ñ4Ç�=�óMS-DOS�ÇYJ4COM1ÇCOM2ÇCOM3ÇZCOM4�FreeBSDø�|
Ñ�dumb�õ=�=�Ç�BocaBoard 1008Z2016Ç1ù�õDigiboardZStallion Technologies��{��
õz=��X,Çå�{�X�Ì¯I)ï{COMà=�

❀���3{�X4d|Ñ3{�=Ç��ó�XéÄ�����éÄfåÇÝ&~/sbin/dmesg ×
­

c5��XéÄfå��/{Ç¯I1sio 	néÄ{få�




+++: �*.���Ý9sio �#{>åÇ,1&~�Á{×
Õ

# /sbin/dmesg | grep ’sio’

❀¾�Çó�ÇQ�4Ç�={ø:ÞÇYJ4�=�½{�XéÄfåÕ

sio0 at 0x3f8-0x3ff irq 4 on isa
sio0: type 16550A
sio1 at 0x2f8-0x2ff irq 3 on isa
sio1: type 16550A
sio2 at 0x3e8-0x3ef irq 5 on isa
sio2: type 16550A
sio3 at 0x2e8-0x2ef irq 9 on isa
sio3: type 16550A

❀�*�X���ñÄ�{�=Ç,���/,��/boot/device.hints ©Gu�q�J{��$iÇ�

,1Õ:Ýq\Íø«3��{÷÷�
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❀>kDsio(4)ÉåC~uê����=Ç1ùõ�=�{�{��Zû���*3t&~�ÇóX3Çý
{FreeBSDÞ{©G>Ö�BeÇO�÷÷kjZª��	ê#��

ÕÕÕ???: Y°à=IO_COM1S�ê0x3f8 Çà=IO_COM2S�ê0x2f8 Çà=IO_COM3S�ê0x3e8Çà=IO_COM4

S�ê0x2e8ÇYJÑ4È�à=#a{à=���¥ä4Ç3Ç5Ç9Ñ4²�~{¥ä���Õ?�Jt�{�
=,�ÃÃÃ���ó�JISA�"{PCÞá0¥ä(õ�=Æ��Æñ{��÷÷Çã�óÆÞÄ�16550A{÷÷á0
�ÇÝÜÇ¥ä>F)�

27.2.4÷÷÷÷÷÷���OOO©©©GGG

❀ó�X¥ÇLõj÷÷Ñ4/,�÷÷�O©G�u6¯{ÇYJ©G�Ä �/dev ø9¥�sio 4/

,/dev/ttyu N (��)Z/dev/cuau N (�ñ)÷÷u6¯{�$iÇFreeBSD�
Øêð)�÷÷
Ã/dev/ttyu N .init Z/dev/cuau N .init Ä1ùÃ÷÷Ã/dev/ttyu N .lock Z/dev/cuau N .lock Ä�ð

)�÷÷~�óK
à=�ð)�Ù/µkjÇ¾�&~RTS/CTSfR�q�;�{®��®ì

{crtscts �Ã÷÷�~�óà=Þ
Ø�ÇÃ)�Ç3�~�ÝÇ��#�½{kjÖ>k

Dtermios(4)�sio(4)Ç1ùstty(1){ÉåC~Ç1ê���ªà{��ÃZð)�÷÷Ç1ù{�ªàkj
{-ûfå�

27.2.5���==={{{���

❀ttyu N (Ýcuau N)÷÷43R�K
{a~Ç�{�Ä÷÷�h�ÇK
ìÇ÷÷�ÇÇR��ÇªàI/O
÷�{å�{��3,1ó×
q��YJ÷�Õ

# stty -a -f /dev/ttyu1

❀h3��êYÇ÷÷{÷�ÇYÇ÷�Ì	HÇø:÷÷ú���hÇú­cK
�ÇÇRÃtå�÷

�����å�÷�Ç3,1K
Z®r�ð)çÕ�÷÷{÷��¾�Ç��ttyu5 K
CLOCALÜ

*Ç8 /µZå�{XON/XOFF�;�ÇQ�Õ

# stty -f /dev/ttyu5.init clocal cs8 ixon ixoff

❀�=÷÷{ø:ÿð)�Ç4�/etc/rc.d/serial u;�{�YÇ©GÌk/�=÷÷{å�÷��

❀�ê3�a~Ç���ìJ÷�Ça���lock state�(ÃçÕ)÷÷�¾�Ç�²ttyu5 {¤GÃ½

�57600 bpsÇQ�Õ

# stty -f /dev/ttyu5.lock 57600

❀�óÇ�ÇK
ttyu5 Z÷��#à=¤Ý{a~Ç�Rúû½ó57600bit/s�i�l�Ç3��h½ð
)çÕÇl�~rootA�Ã½çÕ÷÷{U�Õ��

❀i�lÇ3a��troot ~�,1ð)�ÝÃ½÷÷{çÕ�
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27.3ªªªààà
Contributed by Sean Kelly.

´́́···: ,FreeBSD 8.0
)Ç~��={÷÷��,/dev/cuad N ��ê/dev/cuau NÖ,/dev/ttyd N ��

ê/dev/ttyu N�FreeBSD 7.X~���Êâ"�<YéYP©l¥{¾��q��{®r�

❀h3ó�®å;�ÑÝ4ó�ÇËz{�dÞ�Çªà
Øê�Ç0"Z�Äý{6¯FreeBSDø:{0
��Y�Ãcê�[óFreeBSDÞ&~ªà�

27.3.1ªªªààà{{{~~~���ZZZ¡¡¡nnn

❀�Ï{UNIX ø:��;�Ñ�|¢/,RªàËzt�®å{�=u~9Z&~Ç��Çi4~modem
Z�Jªà�GuCR���ÇÏÇ{ø:Ç���q©ý{Ó*�

❀��{PC.²,1&~°�Þ{CoêÇb¦��{ÙÆUNIXv*ø:�øÇOÁ�Ç~9Ì�{�Å
�l?ó�/,&~�ÇªàËzt�Ç��&~{�=Ç3Ò�~9Zäq�[©ýÇ�ÝóX @	ø
:¥äq�Çxterm 	=Ç��

❀é�Û�~�Ç3,1²�[ªàËztFreeBSDø:Çl�²Ç¢8óÊÓ{óÁÞ�é��,~�Ç
�,1&~�Ñ�v�{IBM PCÝMacintoshäq�ÇªàËzt�ÑäqFreeBSD{°u�åìÞ�

❀é�FreeBSDÇ�®«ªàÕ

• Åªà

• ßhªà{PC

• Xªà

❀�Á�B�RÃc��«ªà�

27.3.1.1ÅÅÅªªªààà

❀Åªà��Û {P�«mGÇt3/,�="Ëzt�®å�Ç¢úw)�Å�4O�Ç¢��ê~

u�+Ç��ZzB©ý�3X�óÇÞÁäq�[Ç��

❀�P�º«ÅªàÇÝiDigital Equipment Corporation{VT-100ZWyse{WY-75����«,1
óFreeBSDÞÓ*��J°à{ªà,1�+CoÇb��ìJ�GÝ,1&~YJ°ÿ�u�

❀Åªàú�-~��JX��Coa~{Ó*¥�

27.3.1.2ßßßhhhªªªààà{{{PC

❀"�Åªà{Õ��!��+���ZzB©ý{�Ç���l�[�Ñ��{Ç|�®åÇÑq\�

ê��Åªà{Ó*�O$3��{4\7{"�Ç1ù�JóYÑ�®åÞäq{ªªªààà555]]]�G�

❀Y«{�ó�,¥a~�I�-�¾�Ç�*3{�|t��ó3{FreeBSDø:{;�ÑÞÓ*�Ç3
Ò,1R�ÑÕ�ã¦{�®å�óYÇFreeBSDø:Þu3�qÄ�J©ý�Á{Ó*�

❀óFreeBSD{äýø:¥�è�ÜÇ�~��q�=Ëz{ÓäÕcu(1)Ztip(1)�

❀�*�,äqFreeBSD{�®åÞ/,�=Ëzt��ø:Ç,1&~Õ
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# cu -l ���===÷÷÷÷÷÷

❀$ÿ��=÷÷�,+3�®åÞìÇ�=éa{÷÷Ö�/dev/cuau N�

❀$ÿ{�N�,+�={�R�

ÕÕÕ???: >Õ?óFreeBSD¥÷÷{�R4,�
:�
){(Y��¦��Jø:Ç�ä�MS-DOS{ø:X
3)�O$Çóä�MS-DOSø:¥{COM1óFreeBSD¥/�w)/dev/cuau0 �

ÕÕÕ???: ÙÆ�J|,�õ¡&~��Ju�Ports�G{Ç��Ports¥
Øê�Ç¦cu(1)Ztip(1)¡�{ÓäÇ
¾�comms/minicom �

27.3.1.3 Xªªªààà

❀Xªà4!�ì{ªàø:�Ç¢/���&~1Ô�uËz�Ç¢��+�[Xa~Ç��

❀·¢�ëXªà�4�ê¡lU�l
ÇY9XXXÌÌÌõùXªà{�ãÇ{�Ý&~�

27.3.2{{{���

❀Y�Ãcê3ó�ÇªàÞé~�Ç~9Ì��Ç��óFreeBSDø:Þ�q{{��"÷.²{�Pê
�Xu|Ñ�=ÇÒ,1�z
)Ëzê�

❀ó�139¥�²
tÇinit �Ç�v�ø:éÄ�Ä�{ÿ®;�Zð)��/,init u�q{�J

�ÖR�ÖR/etc/ttys ©GÇl�ó,~{ªàÞé~�Çgetty �Ç�getty �Ç,~uÝÖ�Ç~9

ÖZéÄlogin Ç��

❀l
Ç��3{FreeBSDø:{�ªàÇ3��1root üP�q�Á{Z½Õ

1. �*ÇXó�°Ç3����=ó/dev ø9����q�9t/etc/ttys �

2. �½/usr/libexec/getty óà=ÞäqÇl�,/etc/gettytab ©G�½7h{getty ¡n�

3. �½å�{ªà¡n�

4. ÷�à=��on��

5. h½à=4d��secure��

6. ½&init ­cÖR/etc/ttys ©G�

❀*�, {Z½Ç3,1/,ó/etc/gettytab ¥OÁ�Ç�9Çó�2Z
O�Ç½�{getty ¡nu

&~�Y9XÌ�ë�[)�3,1k�gettytab(5)Zgetty(8){ÉåC~ê�Íõfå�

27.3.2.1���������ÇÇÇ���999ttt/etc/ttys

❀/etc/ttys ©Gïñê3FreeBSDø:Þã�~9{Ä�à=�¾�Ç��Ç��;�Ñttyv0 óYÇ©

G¥��Ç�9�3,1&~YÇ�9~9�;�Ñ�YÇ©G�Ý9ÙÆ��;�Ñ{�9Ç�=ÇZ
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�ttysªà�é��ÇmË"{ªàÇ��ïñ�={/dev �9
X��/dev \I(¾�Ç/dev/ttyv0 ,

1úï�ttyv0 )�

❀å�{FreeBSD�ãÝi�Ç|Ñ!ð�Ç�=ttyu0 tttyu3 {/etc/ttys ©G��*3,�Jà=¥

ì�Ç&~ªàÇ3X������Ç�9�

¾¾¾27-1.óóó/etc/ttys¥¥¥������ªªªààà���999

"÷·¢ËzÜÇªàÉø:Õ�ÇWyse-50Z�Ç�{äqProcommªà�GÜ��ÇVT-100ªà
{286IBM PC�ó/etc/ttys ©G¥{#a{�94Yø{Õ

ttyu1 ➊ "/usr/libexec/getty std.38400" ➋ wy50➌ on➍ insecure ➎

ttyu5 "/usr/libexec/getty std.19200" vt100 on insecure

➊ ��\I�½êªà�½©G{ÖÁÇÇ,1ó/dev ¥It�

➋ ��\I4óYq�q{×
Ç/�4getty(8)�getty ð)�l�K
�qÇ÷�¤ÝÇ~�Ö{×


Z�q~9Ç��

getty Ç�óÇ{×
qzB�Çkj(, )Çgetty ¡n��Çgetty ¡nÌóªàqÃc�Ç�

nÇ4E�GZÛSDè�getty Ç�,/etc/gettytab ©GÖRYJ�n�

©G/etc/gettytab Ý9ê�õ�{Zc{ªàq�9�óiõ¾�¥ÇéÄ©ýstd {�9R~m

Ë"ªàuÓ*�YJ�9�QêÛSu�Y4�Ç,110t115200 bit/s{std �9�hlÇ3,1�

�3��{�9tYÇ©G�gettytab{ÉåC~
ØêÍõ{få�

hó/etc/ttys ¥÷�getty ¡n{��ÇhfóªàÞ{/µ÷��{�ó·¢{¾�¥ÇWyse-50
X&~ÛSuÇ~38400 bit/suËz�286 PCX&~ÛSuÇ~19200bit/suËz�

➌ �®\I4/�Ëzt�Çttyq{ªà¡n�é�CRà=Çunknown Ýdialup /�ú~óYÇ�

0�é�mË"{ªàÇªà¡nXÌ�#ÇÄ13,1,termcapjâE©G¥8�Ç]t{ªà¡
n�

ó·¢{¾�¥ÇWyse-50&~]t{ªà¡nÇ
äqProcomm{286 PCRú÷�ÄóVT-100Þ{
Ü��

➍ �*à=úé~Ç,1�½��Ç\I�ó��\IÇ²Ç8óY�R�qð)��ÇuéÄÇ

�getty ��*3óY\IVÒÇR��getty Çóà=ÞO$Ò��~9�

➎ !�\Iú~u�½à=4d�\�)��Ç�\{à=?�ø3f�Çã�~root A�,�Çà=

~9�X�\{à=Xã�root ~9�ó�ÇX�\{à=ÞÇ~���~Ã�Y{A�~9Çl�

&~su Ý�Ç#�{å�uÜz§ÿ~�{Y!�

27.3.2.2­­­cccÖÖÖRRR/etc/ttysuuu������init

❀é/etc/ttys ©G)�Ç��{���Ç3�����ÇSIGHUPfRÉð)��Çu½&Ç­cÖR{
�©GÇ¾�Õ

# kill -HUP 1

ÕÕÕ???: init �4ø:äq�{��Ç�ÇÇO$Ç�4PID 1�
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❀�*�êth÷�ÇÄ�{"�Ñ47h{ÇªàR,1é~êÇl��Çgetty �ÇRó�Çªàä

qÇ3Ró3{ªàÞ�t~9×
q�

27.3.3333{{{ËËËzzz,,,���ñññ���{{{¯̄̄���

❀ý&3BeJJ�Õ?û�Ç3�l,�Ìó÷�ªà�ñF�Y��Ç��¯�Z�ûÍ�{ï,Õ

27.3.3.1������~~~999×××


ñññ���ÕÕÕ

❀h½ªàú	�ZK
ê��*²�ÑÇ|�®åßh�ÇªàÇhfªàÜ��Gäqóth{�=

Þ�

❀hf"�ú­û�ËzóªàZFreeBSD�®åÞ�hf~êth{���

❀h½ªàZFreeBSD{�Q¤ÝZÛS÷�.²��ê��*3��ÇC4�+ªàÇhfé�Ý.²®
�Pê��*Ç4�Ç,K\{ªàÇhf�<Zäy.²Ò�ê�

❀h½�Çgetty �ÇtóäqZqÖªà�¾�Ç,1~ps ×
ztäqgetty Ç�{ï,ÇE�Õ

# ps -axww|grep getty

❀3R�t�Çªà{�9�¾�Ç�Á{�+,Ò�Çgetty tó��Ç�=ttyu1 äqÇt

ó/etc/gettytab ¥&~std.38400 {�9Õ

22189 d1 Is+ 0:00.03 /usr/libexec/getty std.38400 ttyu1

❀�*��getty �ÇäqÇhf3.²ó/etc/ttys ¥é~êà=�ó��q/etc/ttys ©G�Ç�zä

qkill -HUP 1 �

❀�*getty �Çh"óäqÇbªàÞ�l���+ñ~9
+ÇÝV¯l�+ê\bXã�3Q�Ç3

{ªàÝ��,�X|ÑmGºC�>�AR/etc/ttys ¥{std.38400 ��3wire.38400 (Õ?ó�
q/etc/ttys ���kill -HUP 1 )�3wire �9Zstd ¡�Çb�QmGºC�3,���ó&~3wire

�>èE�GÝé~�G�;�1�½¥àKDñ�

27.3.3.2ñññ������ÇÇÇ���mmmããã��� 


XXX444���ÇÇÇ~~~999×××


qqq

❀hfªàZFreeBSD&~#3{bit/s�QGZÛSDè÷��5���getty �Çhfh�&~th

{getty ¡n��*��Ç�ö/etc/ttys l�äqkill -HUP 1 �

27.3.3.3hhhEEE���···hhh���ÇÇÇ			nnnÜÜÜÇÇÇÜÜÜÇÇÇñññ���

❀Rªà(ÝªàÜ��G),�ÌvÓ�Ý�ý�Ã��¦Ä�\vÓ��
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27.4CCC���qqqÖÖÖ
Contributed by Guy Helmer. Additions by Sean Kelly.

´́́···: ,FreeBSD 8.0
)Ç~��={÷÷��,/dev/cuad N ��ê/dev/cuau NÖ,/dev/ttyd N ��

ê/dev/ttyu N�FreeBSD 7.X~���Êâ"�<YéYP©l¥{¾��q��{®r�

❀�C�qÖ{�FreeBSDø:¦Ëztªà4:�#�{Çø:3tó&~modemuCR
X4ªà�

27.4.1iii���vs.������modem

❀i�modem�åui�4CR�O�Çi�modem,1/,û?ó:4�u{RAM¥{kju{�ÇÇ
¢/�
Ø�+ìu�+­�{RS-232fR{çÕ�X*Ð�{fR}�É~����vý/{\6Ç

%�+ì�,1~u��modem4dt��Ó*�

❀��modem/�b�:4�u{RAMÇÄ1éÇ¢{{�,�Ì!�ó/,DIP
�u÷���*3{
��modem��+}Ç3�i
�zt�

27.4.1.1 ModemZZZ"""���

❀�*3&~�Çi�{modemÇ�3R��7h{��"��Ç)ï{�="ah�ê�1�Ê/{f
R�êËzÞÕ

,,,27-4.fffRRRÖÖÖÁÁÁ

ÀÀÀUUU \\\ÖÖÖ

RD Btjâ(Received Data)

TD �ñjâ(Transmitted Data)

DTR jâªàÒ�(Data Terminal Ready)

DSR jâøÒ�(Data Set Ready)

DCD jâñE5�(Data Carrier Detect) (RS-232{Bt"
4fR5�ì)

SG fR�(Signal Ground)

RTS �F��jâ(Request to Send)

CTS ã�é0��jâ(Clear to Send)

❀FreeBSDé¤Ý§,2400 bps{<o��/,RTSZCTSfRuqÄ�;�Ç/,CDfRu5��w/
aZ�åÇ?/,DTRfRuóÌ��e�é®��®ì�q� �ìJ��óËz���
Ø\\��
{fRÇYÌÉ3Qu¯�Ç¾�ó�ä�~9Ì�X>�ÇYÒ�,�4��{¯��

❀¦ÙÇ¡UNIX v*ø:¡�ÇFreeBSD&~mGfRu5��w/aÇ1ùó�ä��ä?� ®��
®ì�FreeBSD�½��×
É®��®ìÇÝ)@ÙçÕ��*3Yç/,®��®ìuËzä�PC
{BBSø:ÇY,��åu��
~�
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27.4.2���==={{{���DDD

❀FreeBSD|Ñä�NS8250ÇNS16450ÇNS16550ZNS16550A{EIA RS-232C/µz=�8250Z16450÷÷
�\	n¥à�16550÷÷
Øê�Ç16Ç	n{¥àÇ,1
°Íõ{ø:u��O�\	n¥à÷÷
�16Ç	n{¥à��Íõ{ø:ýÍuÓ*ÇÄ1ä�16550A{z=�,�ÍP��*ø:��ÙÄ{
�=ÇÝ�vL{�ñÇ16	n¥à{�é��FØG{/µu�ÍP�

27.4.3OOO¤¤¤½½½���

❀é�ªàÇinit Ìó�Ç{��=Þ��ÇC�Ëz�	�Çgetty �Ç�¾�Ç�*�Çmodemú�
Qó/dev/ttyu0 ¥Ç~×
ps ax,1�+�ÁYJÕ

4850 ?? I 0:00.09 /usr/libexec/getty V19200 ttyu0

❀h~�CÞmodemÇ?&~Ç�qËz�ÇCD"ÒÌúmodem�ñ��XÕ?tñEfR.²ú5�
tÇ��qÄgetty à={K
�getty ���Ç~9Õó�½{ð)"¤ÝÞ{×
q�GettyÌ5�\
�{	n4dúzBÇó�n{{�¥Ç�*���mã�Çgetty ÒÌ÷�®�"¤ÝÇ�tÇzBt

\®{	n�

❀~�óE�Æ/È{~9ÖÁ�Çgetty �q/usr/bin/login ÇYÌ�F~�Q�·huqÄ~9Çl�

éÄ~�{shell�

27.4.4{{{���©©©GGG

❀�*æ�ã�C�3{FreeBSDø:Çó/etc ø9¥�®Çø:{�©G��3�Õ�Ù�

4/etc/gettytab ÇÙ¥Ý9~�/usr/libexec/getty qÖ{{�få�Ù�4/etc/ttys ÇÇ{*~

4·ª/sbin/init ýJtty ÷÷Þa�äqgetty �!�Ç��à={ð)�×
Ça8

t/etc/rc.d/serial lý¥�

❀��óUNIX Þ{�C�®��®ì�Ü«Ì�{�`��«4Rý��®åt®��®ì{RS-232z
={��û½¤G�Yø){Pÿ4ÇÏÇ~���ÁýDtø:{~9
+nÇ
Ùb��4Çø:?

X�w~�]"{jâ¤G4õèÇO
Ç¡�EmacsYø{Ç�Ç�ÒÃ�®rÇ¢Ñ�¶ô{0*Ç
1"�z¤Ëz�Õ/a�-�

❀��«�`R®��®ì{RS-232z=¤G{��±ÏÇ~�{Ëz¤G#��¾�ÇéV.32bis
(14.4 Kbps)ËzÇ®��®ìÌt��{RS-232z=119.2 Kbps{¤GäqÇ
2400 bpsËzÇ�Ì&®
��®ì{RS-232z=12400 bps{¤Gäq���getty ?X�#/ä�{®��®ì{Ëz¤G'b

fåÇO$Çgetty Ì1ð)¤ÝÉñ�Çlogin: 
+Ç?5�~�{/a	n��*~��tOhÇ�

Æ¢a�w$�a��Enter EÇ�t�t,1%�{
+n����*jâ¤GX�{Ç�getty ÌR~

�Q�{�[fåþ@��Oh�Ç?�A1��«¤Guò'Éñlogin: 
+n�Y�,Ç,���


|*R�­��VÇX,�Ä
ÓÇ~�����Ü�EcÒ��tth{
+nê��lÇY«~9,

Ç�åuX��ÁÄ�ë{�Ã½¤G�0��ø;\ÒêÇb&~�¤Ëz{~�Çe,1óäq\¶

ôÇ��ztÍP{b�/a�

❀Y��R¦,�Ú²��ë��{�{fåÇbÍøÅ��ë®��®ì¤G±Ëz¤G#�{{�0

��
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27.4.4.1 /etc/gettytab

❀/etc/gettytab 4�Ç~u{�getty få{termcapZÂ{©G�>��gettytab{ÉåC~ê�qr{
©GÂ*ZÕ�ï,�

27.4.4.1.1Ã½¤Ý{{�

❀�*3²3{modem{jâ/µGÃ½ó�Ç�O{¤ÝÞÇ3X��é/etc/gettytab ©G*�[#

��

27.4.4.1.2�{¤Ý{{�

❀3R��ó/etc/gettytab ¥÷��Ç�9u·ªgetty 3æ�ómodemÞ&~{¤Ý��*3
{modem{¤G42400 bit/sÇ�,1&~��{D2400 {�9�

#
# Fast dialup terminals, 2400/1200/300 rotary (can start ei ther way)
#
D2400|d2400|Fast-Dial-2400:\

:nx=D1200:tc=2400-baud:
3|D1200|Fast-Dial-1200:\

:nx=D300:tc=1200-baud:
5|D300|Fast-Dial-300:\

:nx=D2400:tc=300-baud:

❀�*3��ÇÍ°¤Ý{modemÇ��ó/etc/gettytab ¥���Ç�9��Á4�Çt3,11!

°19.2 Kbit/s{~ó14.4 Kbit/s{modemÞ{z=�9Õ

#
# Additions for a V.32bis Modem
#
um|V300|High Speed Modem at 300,8-bit:\

:nx=V19200:tc=std.300:
un|V1200|High Speed Modem at 1200,8-bit:\

:nx=V300:tc=std.1200:
uo|V2400|High Speed Modem at 2400,8-bit:\

:nx=V1200:tc=std.2400:
up|V9600|High Speed Modem at 9600,8-bit:\

:nx=V2400:tc=std.9600:
uq|V19200|High Speed Modem at 19200,8-bit:\

:nx=V9600:tc=std.19200:

❀Yø){�*48-jâ Ç��ÛSDè{Ëz�

❀ÞÁ&~19.2 Kbit/s{Ëz¤Ý{¾�Ç�,1&~9600 bit/s (for V.32)Ç2400 bit/sÇ1200 bit/sÇ300 bit/sÇ
�t19.2 Kbit/s�/µG{®�&~nx= (�next table�)u"����"&~�Çtc= (�table continuation�)
{�9u�¤é��Ç�O�QG{)ï÷��

❀�*3�28.8 Kbit/s{modemÇÝ3.&~Ç{14.4Kbit/sÜ*ÇÒ��&~�ÇÍ°{§,19.2 Kbit/s{
/µ¤Ý{modem�Y4�ÇéÄ57.6 Kbit/s{gettytab �9{¾�Õ

#
# Additions for a V.32bis or V.34 Modem
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# Starting at 57.6 Kbps
#
vm|VH300|Very High Speed Modem at 300,8-bit:\

:nx=VH57600:tc=std.300:
vn|VH1200|Very High Speed Modem at 1200,8-bit:\

:nx=VH300:tc=std.1200:
vo|VH2400|Very High Speed Modem at 2400,8-bit:\

:nx=VH1200:tc=std.2400:
vp|VH9600|Very High Speed Modem at 9600,8-bit:\

:nx=VH2400:tc=std.9600:
vq|VH57600|Very High Speed Modem at 57600,8-bit:\

:nx=VH9600:tc=std.57600:

❀�*3{CPU¤Ýv�ÇÝø:{�Vi­Ç
%��16550A{�=Ç3,�Ìó57.6 Kbit/sÞztsio

�silo�FØ�

27.4.4.2 /etc/ttys

❀/etc/ttys ©G{{�ó¾27-1¥�ë,�{�modem4#�{Çb·¢���½�ÇX3{ªà¡n�
Ã½¤ÝZ�{¤Ý{�{/~Â*4Õ

ttyu0 "/usr/libexec/getty xxx" dialup on

❀ÞÁ{���4YÇ�9{÷÷�½©G− ttyu0 ,+/dev/ttyu0 4YÇgetty Rú)@{©G���

�"/usr/libexec/getty xxx" 4Räqó÷÷Þ{�Çinit ��®�ÇdialupÇ4å�{ªà¡n���
ÇkjÇonÇ�ñê"44,v*{init ��,�Ì��ÊÇkjÇsecure ÇbÇR�ú~*p�Ô®�

\{ªà(�ø:ªà)�

❀å�{ªà¡n,��v�ý�k��CR4�:{å�ªà¡nÇ1�~�,1½�Ç¢{~9lý

uÕ?ªà����CRÇZ�Ä®�Ç¢{ªà¡n�l
Ç*V��Çi�4óÇ{5�Þ�½vt102

*�å�{ªà¡nÇO�~�¦bóÇ¢{ÏÇø:Þ&~{4VT102Ü�ì�

❀3é/etc/ttys *����Ç3,1��init �ÇÉ�ÇHUPfRu­Ö©G�3,1&~�Á{×

u��fRÕ

# kill -HUP 1

�*Y43{��'÷�ø:Ç3,��ó�fRinit �����Ç�t3{modemth�{�?Ëz
P�

27.4.4.2.1Ã½¤Ý{{�

❀é��ÇÃ½¤Ý{{�Ç3{ttys �9����Ç�getty 
Øû½¤Ý{�9�é��Ç¤ÝúÃ

½ó19.2kbit/s{modemÇttys �94Yø{Õ

ttyu0 "/usr/libexec/getty std.19200" dialup on

❀�*3{modemúÃ½ó�ÇX3{jâ¤ÝÇ�std.speed&~7h{¤ÝuS�std.19200�hf3&
~ê�Çó/etc/gettytab ¥ïñ{th{¡n�
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27.4.4.2.2�{¤Ý{÷�

❀ó�Ç�{¤Ý{÷�¥Ç3{ttys 9��k�ó/etc/gettytab 7h{å)�auto-baud��9�¾
�Ç�*3��Ç119.2 Kbit/s
){,�{¤Ý{modem��ÞÁOF{�9Ç3{ttys �9,�4Y

ø{Õ

ttyu0 "/usr/libexec/getty V19200" dialup on

27.4.4.3 /etc/rc.d/serial

❀°¤®��®ìÇ�&~V.32�V.32bisÇ1ùV.34{�JÇ��&~mG(RTS/CTS)�;��3,1
ó/etc/rc.d/serial ¥��stty ×
uóFreeBSD�X¥Ç�®��®ì÷�mG�;�)��

❀¾�Çó1R�=(COM2)C�ZCñ÷÷Þ{�termios )�crtscts Ç,1/,ó/etc/rc.d/serial

���Á{÷�u"�Õ

# Serial port initial configuration
stty -f /dev/ttyu1.init crtscts
stty -f /dev/cuau1.init crtscts

27.4.5 Modem ÷÷÷���

❀�*3��ÇmodemÇÇ{kj�ú?ûó:4�u{RAM¥Ç3R��&~�ÇªàÇ�u÷�kj
Ã��MS-DOS�{Telix ÝVFreeBSD�{tip Ä�&~3ø{/µ¤ÝuËzmodem*�ð)¤
Ýgetty R&~Z{�modem{:4�uRAM u7aYJ�FÕ

• Ëz��·CD

• v*��·DTRÖDTR>���ä"4?� ®��®ì

• CTS�Qjâ�;�

• ¢~XON/XOFF�;�

• RTSzBjâ�;�

• 7·Ü*(Ã(Ãh)

• Ã×
Ã�

❀>ÝÖ3modem{©lIt3��~��×
ZDIPz=÷��

❀¾�Ç�ó�ÇU.S. Robotics® Sportster® 14400{i�modemÞ÷�ÞÁ{kjÇ,1~�ÁYJ×

Õ

ATZ
AT&C1&D2&H1&I0&R2&W

❀3�,�.�ómodemÞ¯IåÌ®�YÇ÷�Ç¾�Ç4d&~V.42bisZMNP5¸À�

❀i�modem���J~u÷�{DIP
�Ç��3,1&~YJ÷�*��Ç¾�Õ

• Switch 1: UP− DTR Normal
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• Switch 2: N/A (Verbal Result Codes/Numeric Result Codes)

• Switch 3: UP− Suppress Result Codes

• Switch 4: DOWN− No echo, offline commands

• Switch 5: UP− Auto Answer

• Switch 6: UP− Carrier Detect Normal

• Switch 7: UP− Load NVRAM Defaults

• Switch 8: N/A (Smart Mode/Dumb Mode)

❀óCRmodemÞ{�*Sha�ú¢~/3�Ç1�½hgetty ómodemÿ�×
Ü*?Ã�Q��FØ
�Éñlogin: 
+�,��Ä{¯��Yø,�s�getty ¦modem�-�	Í�{X��b��

27.4.5.1ÃÃÃ½½½¤¤¤ÝÝÝ{{{{{{���

❀é�Ã½¤Ý{{�Ç3��{�modemuÜz�ÇX�v�/µG{­½{modemt�®å{�Q
G�ó�ÇU.S. Robotics Sportster 14400i�modemÞÇYJ×
RÃ½modemt�®å{�QGÕ

ATZ
AT&B1&W

27.4.5.2���{{{¤¤¤ÝÝÝ{{{{{{���

❀é��Ç#¤{{�Ç3��{�modem®�Ç{�=�QG�{zB{�QG�ó�ÇU.S. Robotics
Sportster 14400{i�modemÞÇYJ×
RÃ½modem{FØ�t�QG7\×
�F{¤ÝÇbã�
�=¤Ý7a��ÅF{ËzÕ

ATZ
AT&B2&W

27.4.5.3555���modem{{{{{{���

❀Lõj°¤{modem
Øê~u��h�v*kj{×
�óUSR Sportster 14400i�modemÞÇ×

ATI5 �+ê?ûó:4�uRAM¥{÷�����th{modemv*kjÇ,1&~×
ATZl�

4ATI4�

❀�*3��ÇX3]�{modemÇ5�modem{&~C~���[v­5�3{modem{{�kj�

27.4.6 ¯̄̄������III

❀Y�4�Ç5�CRmodem{Z½�

27.4.6.1555���FreeBSDøøø:::

❀²3{modemËztFreeBSDø:ÇéÄø:Çl�Ç�*3{modem��Ç�+}Çh~9��
�modem{DTR�+}4dàÕÌóø:;�Ññ�×
q�*ÇàÇ?�øFreeBSD.²ó7h{/µ
à=éÄê�Çgetty �ÇÇ�VmodemzB�Ç�w�
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❀�*DTR�+}XàÇ/,;�Ñ~9tFreeBSDø:Çl��q�Çps ax ×
u�FreeBSD4dtó
th{à=äqgetty �Ç�3Ró�Ç�+¥�t4Yø{�qÕ

114 ?? I 0:00.10 /usr/libexec/getty V19200 ttyu0
115 ?? I 0:00.10 /usr/libexec/getty V19200 ttyu1

❀�*3�t4Yø{Õ

114 d0 I 0:00.10 /usr/libexec/getty V19200 ttyu0

❀modemXzB�wÇY?�øgetty .²ó/µà=K
ê�Y,1�ñ"��¯�ÝmodemFØ{
�ÇO�getty Ã�K
/µà=�

❀�*3���t�[getty �Ç�VK
.�{ttyu N à=Çó/etc/ttys ¥vâ3{�9����4

d�FØ��iÇ5���©G/var/log/messages ��4d��Ju�init Ýgetty {¯�����*

��[fåÇ�û5�{�©G/etc/ttys Z/etc/gettytab Ç¤�#a{÷÷©G/dev/ttyu NÇ4d�

FØÇ¿��9ÇÝ¿�ê÷÷�½©G�

27.4.6.2���AAAzzz���Try Dialing In

❀÷�C�ø:�hf&~8 Ç��ÛS5èÇóÏÇø:Þ{1�� ��*3X�Á/zt�Ç×

qÇAA�Å�Æ���Enter��*3����t�Ç~9Õ÷����ÇBREAK��*3t&~�Ç°

¤{modemuCRÇ>óÃ½CRmodem{z=¤Ý�òAA�

❀�*3X�zt�Ç~9ÕpromptÇò5���/etc/gettytab Ç­�5�Õ

• ó/etc/ttys ¥�½{ð),~{ÖÁ¦/etc/gettytab {�Ç,~{#�{�

• �Çnx= �9¦��Çgettytab ,~ÖÁ�{�

• �Çtc= �9¦��Çgettytab ,~ÖÁ#�{�

❀�*3CRbFreeBSDø:Þ{modem��ÃaÇhfmodem�Ãa����*modem�åu{�th
êÇ/,5�modem{�+}uh�DTR"Ëzth�

❀�*3)êP�'ÇÇ�lÃ�Ó*ÇKä�ÌÇ�ÌòAA��*¤X�Ó*Ç��3a���U�

��GÉFreeBSD�Ä¯��Gï, (http://lists.FreeBSD.org/mailman/listinfo/freebsd-questions)̄ FÐÏ�

27.5CCCñññ÷÷÷÷÷÷

´́́···: ,FreeBSD 8.0
)Ç~��={÷÷��,/dev/cuad N ��ê/dev/cuau NÖ,/dev/ttyd N ��

ê/dev/ttyu N�FreeBSD 7.X~���Êâ"�<YéYP©l¥{¾��q��{®r�

❀�ÁRt3{Ìå/,modemËzt��Ñ�®åÞ�Y��7h�OÁ�Çªà*�ÏÇÌåÒ,
1�

❀Y,1~u~9��ÇBBS�
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❀�*3~PPP�¯�Ç�Y«Ëz,1~u,InternetÞ�ñ�Ç©G��*3��FTP�JÀÜÇ
PPP
äêÇ&~ªàÌ�uFTPÇ¢�l�&~zmodemu²Ç¢�Qt3{åìÞ�

27.5.1···{{{Stock Hayes Modem XXXúúú|||ÑÑÑÇÇÇ···���������ÍÍÍ?

❀/"ÞÇÉåC~é�YÇ{Ãc.²,�ê��Ç/~{HayesCR.²�OÙ¥���ó3
{/etc/remote ©G¥&~at=hayes �

❀HayesPÄXê�(Ò����ñ�J�vc{modem{°ÿ�u−�BUSY�NO DIALTONEÇ

ÝCONNECT 115200{fåRú´O�h3&~{��Ç3��²YJfå�«�(/,ATX0&W)�

❀�iÇCR{ÒÔ460Æ�3{modem,�&~�i{�-Ý
+���ÙÆ{/µ¯��A
AATS7=45&W�

27.5.2···���[[[QQQ���YYYJJJAT ×××


?

❀ó/etc/remote ©G¥���Ç�direct�1�Þ¾
ÓÇ�*3{®��®ì�ó��Ç�=Ç
ý/dev/cuau0 ÞÇ�a���ÁYqÕ

cuau0:dv=/dev/cuau0:br#19200:pa=none

❀$ÿa&~3{modemÄ|Ñ{!°br bps¤G�z�uÇQ�tip cuau0 Ò,1ËtmodemÞê�

❀$iÇ�,1root üP�qcu ×
Õ

# cu -lline -sspeed

❀line4�=(¾�/dev/cuau0 )
speed�4¤G(�57600 )�h3Q�qAT��Ç�~. ý,Rñ�

27.5.3���óóópn @)))���XXX���ÓÓÓ***ÚÚÚ

❀ó��Rh¥{@)�·ª�®åó/etc/phones ©G¥�I�Ç��Rh�b@)��4�Çó

4/etc/remote Yø{,~©G¥{�O	n�~�Ç'R"nRRñÕ

pn=\@

27.5.4···���[[[óóó×××


qqqCCC������RRRhhh?

❀ó3{/etc/remote ©G¥/�8ø�Çw)�generic�{�9�¾�Õ

tip115200|Dial any phone number at 115200 bps:\
:dv=/dev/cuau0:br#115200:at=hayes:pa=none:du:

tip57600|Dial any phone number at 57600 bps:\
:dv=/dev/cuau0:br#57600:at=hayes:pa=none:du:

❀l�Ç,1�qÕ

# tip -115200 5551234

❀�*3Íõ¡cu
X4tip Ç&~�Ç/~{cu�9Õ
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cu115200|Use cu to dial any number at 115200bps:\
:dv=/dev/cuau1:br#57600:at=hayes:pa=none:du:

❀l�E�Õ

# cu 5551234 -s 115200

27.5.5YYY���)))���444ddd���'''ÑÑÑ������­­­cccQQQ���bps ¤¤¤GGG?

❀���1tip1200 Ýcu1200Ç?Rbps¤G¦ÄÍ\7{��tip {å��41200 bpsÇ�Ò4���Ì
�tip1200 Y��9{ÆO�¯l3?X��&~1200 bps�

27.5.6···///,,,���ÇÇÇªªªàààqqqÖÖÖììì666¯̄̄êêêiiiõõõÌÌÌååå���

❀ø:�'Ñ��t3ËztÌål�E�CONNECThostÇd�&~tip {cmÕ��¾�Ç

ó/etc/remote ¥{YJ�9Õ

pain|pain.deep13.com|Forrester’s machine:\
:cm=CONNECT pain\n:tc=deep13:

muffin|muffin.deep13.com|Frank’s machine:\
:cm=CONNECT muffin\n:tc=deep13:

deep13:Gizmonics Institute terminal server:\
:dv=/dev/cuau2:br#38400:at=hayes:du:pa=none:pn=5551 234:

❀Rt3E�tip pain Ýtip muffin ËztÌåpain Ýmuffin ÇZtip deep13 ËztªàqÖì�

27.5.7 tip���������ÇÇÇ555���AAA~~~õõõÇÇÇ"""444mmmÚÚÚ

❀²���Ç¯�Ç�ÇL¦��Çmodem"4Ç�úÇ¦	÷�&~Ç¢�

❀ó/etc/remote ¥�3{L¦���Ç�9Çl��pn Õ�&~@)�Õ

big-university:\
:pn=\@:tc=dialout

dialout:\
:dv=/dev/cuau3:br#9600:at=courier:du:pa=none:

❀zøÇó/etc/phones ¥ïñL¦{��RhÕ

big-university 5551111
big-university 5551112
big-university 5551113
big-university 5551114

❀tip R�~�A~��ÇÇl�Ò*���*.���AÇÅ�ã�-òäqtip �
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27.5.8���������···������EEE���Ctrl+P ÜÜÜ'''bbb������ñññCtrl+P ���'''?

❀Ctrl +P4å�{����	nÇú~u·ªtip ��Ç	n4©	{jâ�3,1~~s É�[ÙÆ{	

n÷���	nÇY?�4�÷��Ç#Þ��

❀óc{�qE�~sforce= single-char�single-char4�[;\{	n��*3"&êsingle-charÇ

���	nÒ48	nÇY,1E�Ctrl +2ÝCtrl +SpaceuqÄ�ÍP{single-char4Shift+Ctrl +6ÇY
�~ó�JªàqÖìÞ�

❀/,ó3{$HOME/.tiprc ©G¥�½�ÁYqÇÒ,1zt3.�{�[��	nÕ

force= single-char

27.5.9BBBlll···EEE���{{{������øøøÀÀÀÜÜÜÑÑÑ###ÄÄÄêêêLLLUUU??

❀3�½4E�êCtrl +AÇýtip {�raise character�ÇÌø���½Ä «{caps-lockE�&~ÞÁ{~s

u\®�÷�È«raisechar �/"ÞÇ�*3X.&~YJ�u{�Ç3,1~3ø{0�÷���	

n�

❀Y���ÇiP{+¾.tiprc ©GÇéEmacs~�u�Ç��²��Ctrl +2ZCtrl +AÕ

force=^^
raisechar=^^

❀^^ 4Shift+Ctrl +6.

27.5.10���[[[~~~tip)))©©©GGG���QQQÚÚÚ

❀�*3tó¦��ÑUNIX ø:é�Ç3,1~~p(put)Z~t (take)��ZzB©G�YJ×
,1óÏÇ
ø:Þäqcat Zecho uzBZ��©G�ª�4Yø{Õ

~p local-file [remote-file]

~t remote-file [local-file]

❀����FØDèÇÄ13��&~ÙÆNFÇ�zmodem�

27.5.11···���[[[~~~tipäääqqqzmodemÚÚÚ

❀�zBYJ©GÇ,1óÏÇªàéÄ��Ç��l�ÇE�~C rz óý�
)zBÇ¢����©GÇ

,1óÏÇªàéÄzBÇ��l�ÇE�~C sz files²Ç¢��tÏÇø:�
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27.6÷÷÷������===;;;���ÑÑÑ
Contributed by Kazutaka YOKOTA. Based on a document by Bill Paul.

´́́···: ,FreeBSD 8.0
)Ç~��={÷÷��,/dev/cuad N ��ê/dev/cuau NÖ,/dev/ttyd N ��

ê/dev/ttyu N�FreeBSD 7.X~���Êâ"�<YéYP©l¥{¾��q��{®r�

27.6.1���ëëë

❀FreeBSD,1/,�Ç�=�&~�ÇÅ(dumb)ªàÒ,1éÄ�Çø:�Yø�«{���Ü«|�&
~Õæ�óåìÞ�ãFreeBSD{ø:�®ÊÇÆ��EcÝ�+ìÇ¤�Ò4�®A�XÝ÷÷PÄÇ
�{
�|Ê�

❀Ò6�139Ãc{ÇFreeBSDf~�Ç®Z{éÄ,Ç�!�ÜZû?óFreeBSDéÄ�c{éÄslice
{éÄShL¥�ZsLl�Òú�ñÇzøäq�®ZéÄZsì(/boot/loader )�

❀�ê÷��=;�ÑÇ3��{�éÄShLÇéÄZsìShZ�X�

27.6.2���===;;;���ÑÑÑ{{{{{{���ÇÇÇ;;;ÒÒÒÇÇÇ

❀Y��"½3&~å�{{�Ç�æ�·¤�Üz��{��=;�Ñ{���

1. &~�=��ËzCOM1Z;�ªà�

2. �ó�=;�ÑÞ�+Ä�{ZsfåÇ��1§ÿ~�{üP�q�Á{×
Õ

# echo ’console="comconsole"’ >> /boot/loader.conf

3. �ö/etc/ttys ?²ttyu0 {off ��onÇdialup ��vt100 �d�/,�=;�ÑÞRXÌ
+Q

�=
Ç,
s��ó{�\&É�

4. ­céÄ?
�4d	H�

❀�*��X3{{�ÇÍ��Z{{�ÿX,1ó�27.6.3�It�

27.6.3���===;;;���ÑÑÑ{{{÷÷÷���

1. ï÷�Ê�="��

3��&~�Çnull-modem{"�Ý)ï{�="Z�Çnull-modem7{ì�>k��27.2.2�¥�
��="{ÿX�

2. ¯«Ec�

ýLõj{PCó
å5�{��Ì5�tEcÇ�*��5�tEcÇ�Ìñ�FØ��JåìÌ

+bèEcÇÒXÌ��Zsø:�

�*3{�®åñ�FØÇb����éÄÇ3,1X�®Ç�

�*3{�®å��EcáýéÄÇ�3��{�BIOSu�½Ç�>k�3{ÌÆ{&~�Òê�Í
õû��
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+++: óBIOS¥REc÷��Not installed� (��ã)��ó3�lÃ�&~Ec�Yø)�4·ªBIOSó
éÄ�X�æ�Ec�3{BIOSXaæÒEcX?ó�ý&Y�)�÷���Not installed��Ç��²E
c�ÞÇÇÒ�,&~��*1Þ{ 1X?ó�BIOS¥Ç,�A¯I�Halt on Error� 1�²Y�1÷
���All but Keyboard�ÝV4�No Errors�ÇÑ�ìt#3{*~�

ÕÕÕ???: �*ø:�PS/2`)Ç�*sä{�Ç3�,16Ec�ø²Ç¯�uÇY4O�PS/2`)¦Ec{
�JmG4á0{Ç3{`)�ÞVÇø:Ì��Ec�ó���

3. ��ÇÅ(dumb)ªàtCOM1ÕÃsio0 Ä�

�*3��ÅªàÇ,1&~�Ç�v�{Q��ÇmodemÇ�{PC/XTåìÇÝóÙÆUNIX åìÞ
{�=��*3��COM1Õ(sio0 )ÇVI�Ç�Y�Ç3ÒX��� 
COM1ÕuéÄø:��*3

.²ó��Ñ÷÷Þ&~COM1Ç3��ø�Íø�Ç÷÷Çl��ã�Çc{ø:ZsLZ�X�

4. hf3{�X{�©G.²�COM1Õ(sio0 )÷�ê7h{)�Õ

��{)�4Õ

0x10

é~;�Ñ|Ñ��*��÷�ÇÇ�ÙÆ{;�Ñ)�ÑÌú�Q��óÇýLõj{÷�Ñ�

;�Ñ{|Ñ�YÇ)�{��ÇÒ4D {�YÇ\Õ 14X�hâ�=7~�;�Ñ{Ç÷

��Á{)�Ý�Þ�ÁÃc{-h  1ÇZYÇ8ó�å�

0x20

ÃX4d&~ê�ÁR�ÿX{-h  1ÇÑ��YÇ\Ã*�;�Ñ(ø:&~êÍ°��ÿ{;
�Ñ)�)�0x20 ��¦0x10 �å&~�

0x40

½�YÇ\Ã({\0x10 )?tÇX�~�Ê/{&~�3Xaóæ�*�;�Ñ{�=\ÃÞ÷
�YÇ)��Y�)�4��XÏÇ®Aï÷{�kD
�VC~

(http://www.FreeBSD.org/doc/en_US.ISO8859-1/books/developers-handbook/index.html)1ê���Ï
Ç®AÍ��Z{<Y�

¾�Õ

device sio0 flags 0x10

��sio(4){ÉåC~ê�Íõfå�

�*)���ú÷�Ç3��äqUserConfigÝ­c�H�X�

5. óéÄ�c{aIK{Êø9
Oboot.config ©G�

YÇ©GR�sZsLSh�[éÄø:��êíÙ�=;�ÑÇ3����ÇÝõÇ�Á{ 1�*

3�õÇ 1Çó3�q��ÑÝ9Ç¢Õ

-h

#¦�\Z�=;�Ñ�3&~YÇub¦;�Ñ÷÷�¾�Ç�*3,�\;�ÑéÄÇ3,1

&~-h u�z&~éÄZsìZ�Xu&~�=*�Ç{;�Ñ÷÷��iÇ�*3,�=é

ÄÇ3,1&~-h u·ªéÄZsìZ�X&~�+÷÷*�;�Ñ�
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-D

#¦\�Zv­;�Ñ{��ó\�{�¥Ç;�ÑR4ýå{;�Ñ(�+÷÷)Ý�=�óv­
;�Ñ{�¥Ç�+÷÷Z�=R3�Ä�;�ÑÇÃX-h { 1{<o�l
Çv;�Ñ{�

�óZsLäq{,Ç¥å*~��`éÄZsìÜz;�Ç�-h  1�½{;�ÑRÄ���

{;�Ñ�

-P

óéÄ�Çæ�Ec��*EcIXtÇ-D Z-h  1Ì�Ä÷��

ÕÕÕ???: ��h�ÇýZsL{8-!�Ç-P  1��æ�j0{Ec�è�101E{EcRÃ�úæ�
t��*3�tYÇ<YÇ3���½&~-P  1�ø�¤��w,YÇ¯�{Í��

&~-P  1u�Ä 
;�ÑÇÝ&~-h  1uíÙ;�Ñ�

3�,1&~bootÉå©l¥ÄÃc{ÙÆ 1�

øê-P  1ÇÄ� 1Rú�ÉéÄZsì(/boot/loader )�éÄZsìR/,5�-h  1{çÕu

û½4�+÷÷Ä�;�ÑÇ¤4�=Ä�;�Ñ�Y,+�*3�½-D  1Çbó/boot.config

¥��-h  1Ç3óéÄShL�&~�=*�;�Ñ�éÄZsìR&~�\�+÷÷*�;�

Ñ�

6. éÄåì

h3éÄ3{FreeBSD�ÇZsLR²/boot.config {���É;�Ñ�¾�Õ

/boot.config: -P
Keyboard: no

�*3²-P 8ó/boot.config ¥?�ñEc?óÝX?óÇ�R�ñ���q�YJfåÌú½ 

t�=Ý�\;�ÑÇÝÜV3�ÇYq\Rû�/boot.config ¥{ 1�

   111 ���ñññ>>>ååå{{{÷÷÷÷÷÷

none �\;�Ñ

-h �=;�Ñ

-D �=;�ÑZ�\;�Ñ

-Dh �=;�ÑZ�\;�Ñ

-PÇ�Ec �\;�Ñ

-PÇÃEc �=;�Ñ

ñ�ÞÁfå�ÇóZsL�ñéÄZsìZÍõfåúnt¶ô��R��ÇBB{*î�ó/�<

Y�Ç3X��KäéÄ�ÇÇb�êhf÷�4dthÇ3�,1Yø)�

ó;�ÑÞ�Enter 1i{�?EÒ�KäéÄ�Ç�ZsLR��×
qÜ*�3R�tÕ

>> FreeBSD/i386 BOOT
Default: 0:ad(0,a)/boot/loader
boot:

5èÞÁñ�{fåÇ,�4�=ÇÝ�\;�ÑÇÝÜÇ3�Çq\Rû�3ó/boot.config ¥{

 1��*fåñ�óth{;�ÑÇ�Enter ��éÄ�Ç�
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�*3�&~�=;�ÑÇb3���t×
qÇ�,�÷��¯��Y�ÇQ�-h l��Enter
ÝReturnu·ªZsL(l�4éÄZsìZ�X) 
�=*�;�Ñ��`ø:åuêÇÒ,1Ã
V5���4��ñê¯��

❀éÄZsì�ñq�Ç3R��éÄ�Ç{�®ZÇ3�l,1óéÄZsì/,÷½3õ¡{¢¸u

#¦�\;�ÑZ�=;�Ñ�k��27.6.6��

27.6.4!!!���

❀Y4�ÇóY9�ÿX{�Ç÷�Z 
{;�Ñ{!��

27.6.4.1¾¾¾1ÕÕÕ333���sio0÷÷÷���)))���0x10

device sio0 flags 0x10

óóó/boot.config ¥¥¥{{{   

111

ZZZsssLLL���qqq���ÄÄÄ~~~{{{;;;

���ÑÑÑ

ZZZsss���ñññììì���qqq���ÄÄÄ~~~

{{{;;;���ÑÑÑ

���XXXÄÄÄ~~~{{{;;;���ÑÑÑ

Ã �\ �\ �\

-h �= �= �=

-D �=Z�\ �\ �\

-Dh �=Z�\ �= �=

-PÇ�Ec �\ �\ �\

-PÇ��Ec �=Z�\ �= �=

27.6.4.2¾¾¾2ÕÕÕ333���sio0÷÷÷���)))������0x30

device sio0 flags 0x30

óóó/boot.config ¥¥¥{{{   

111

ZZZsssLLL���qqq���ÄÄÄ~~~{{{;;;

���ÑÑÑ

ZZZsss���ñññììì���qqq���ÄÄÄ~~~

{{{;;;���ÑÑÑ

���XXXÄÄÄ~~~{{{;;;���ÑÑÑ

Ã �\ �\ �=

-h �= �= �=

-D �=Z�\ �\ �=

-Dh �=Z�\ �= �=

-PÇ�Ec �\ �\ �=

-PÇ��Ec �=Z�\ �= �=

27.6.5���===;;;���ÑÑÑ{{{


+++

27.6.5.1÷÷÷���ÍÍÍ°°°{{{���===¤¤¤ÝÝÝ

❀óå�{�¥Ç�={÷�4Õ¤G9600E��8jâ �ÃÛSDè �1*� ��*3æ���å
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�{;�Ñ¤GÇ,1f~�ï�«0���Õ

• RBOOT_COMCONSOLE_SPEED{��æ�{¤GÇ?­c�HZsL�>kD�27.6.5.2�1ê��[É
�Z�ãc{ZsL�

�*�=;�Ñ.{��&~-h 1i{ÙÇ0*ZsÇÝV�X&~{¤G¦ZsLX3Ç���ó�

X{�©G¥���c÷�Ç?­cÉ�c�XÕ

options CONSPEED=19200

• &~�XZs 1-S . -S YÇ×
q 1,1�t/boot.config ¥�>kDÉåC~boot(8)1Üz�[
ó/boot.config ¥�� 1Ç1ùÙÇ{,~ 1�

• ó3{/boot/loader.conf ©G¥é~comconsole_speed  1�

&~YÇ 1�Ç3¤��ó/boot/loader.conf ¥{�console �boot_serial Ç1

ùboot_multicons ��Á4�Ç¼~comconsole_speed �#�=;�Ñ¤G{¾�Õ

boot_multicons="YES"
boot_serial="YES"
comconsole_speed="115200"
console="comconsole,vidconsole"

27.6.5.2&&&~~~sio0111iii{{{���===***���;;;���ÑÑÑ

❀&~�=
X4sio0 *�;�Ñ��)�J­�H��*3ÃX�[Ñ�&~��Ç�=Ç­c�HZ

sLÇéÄZsìZ�X�

1. Rz�XÍSh(k��259)�

2. �ö/etc/make.conf ©GÇl�÷�BOOT_COMCONSOLE_PORT*�3�&~(0x3f8 �0x2f8 �0x3E8
Ý0x2E8)à={�����sio0 tsio3 (COM1tCOM4)Ñ,1&~Öbõ=�=�RXÌÓ*�X�
��[¥ä÷��

3. 
O�Ç½�{�X{�©GÇó3�&~{�=��\7{)��¾�Ç�*�Rsio1 (COM2)*�
;�ÑÕ

device sio1 flags 0x10

Ý

device sio1 flags 0x30

ÙÆà={;�Ñ)��X�÷�

4. ­c�HZ�ãZsLÕ

# cd /sys/boot

# make clean

# make

# make install

5. ­OZ�ã�X�

6. ~bsdlabel(8)RZsLUtéÄcÞÇl�,c�XéÄ�
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27.6.5.3///,,,���==="""������DDB®®®AAAììì

options BREAK_TO_DEBUGGER
options DDB

27.6.5.4óóó���===;;;���ÑÑÑÞÞÞzzzttt���ÇÇÇ~~~999×××


qqq

❀3,�æ�/,�="��~9
+Ç�ó3,1�téÄfåÇ/,�=;�ÑE��X®Afå�

,1Yø)�

❀~�Ç�öìK
/etc/ttys ©GÇl�It�Á{qÕ

ttyu0 "/usr/libexec/getty std.9600" unknown off secure
ttyu1 "/usr/libexec/getty std.9600" unknown off secure
ttyu2 "/usr/libexec/getty std.9600" unknown off secure
ttyu3 "/usr/libexec/getty std.9600" unknown off secure

❀ttyu0 tttyu3 #h�COM1tCOM4�,1K
Ý��ìÇà=��*3.²�#ê�={¤ÝÇ¤��

�«)ï{9600 ¦h�{¾�19200 #�{�

❀3�,1�#ªà{¡n,X�Ö{t3�=ªà{]"¡n��öqYÇ©GÇ3��kill -HUP 1

u&YÇ��	H�

27.6.6,,,éééÄÄÄZZZsssììì������;;;���ÑÑÑ

❀�Á��Ãcê�[/,®rZsLu÷½�=;�Ñ�Y�RYtóéÄZsì¥/,E��J×


Z¢¸#Þu�½;�Ñ���éÄZsìÌúéÄ�Ç{�®ZÄ®~ÇZsL1�ÇóéÄZsì¥

{÷�R�QóZsL¥{÷��

27.6.6.1{{{������===;;;���ÑÑÑ

❀3,1i�4��½éÄZsìZ�Xu&~�=;�ÑÇ���ó/boot/loader.ronf ¥U��ÁY

qÕ

console="comconsole"

❀ÃX���¥{ZsL�[{�ÇYÇ÷�ÑÌ	H�

❀3!P²ÞÁ�q8ó/boot/loader.conf ©G{��qÇ1"¦��óéÄ��t�=;�Ñ{éÄ

få�

❀3ø�Ç3,1�½�\;�Ñ�Õ

console="vidconsole"

❀�*3X÷�éÄZs¢¸#Þ;�ÑÇéÄZsìZ�XR&~óZsL�~-h  1�½{;�Ñ�

❀;�Ñ,1ó/boot/loader.conf.local ÝV4ó/boot/loader.conf ¥�½�

❀��loader.conf(5){ÉåC~ê�Íõfå�
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ÕÕÕ???: ø�ÇZsLßX
Ø¦Zs�ñì{-P  1�${ 1Ç�iÇÇ�X�Êâ4d�Ec?ó�Äû½

 
&~�\;�Ñ¤4�=;�Ñ�

27.6.6.2&&&~~~���===


XXX444sio0***���;;;���ÑÑÑ

❀�&~�Ç�=
X4sio0 *��=;�Ñ��­c�HéÄZsì��Á{Z½Ë�27.6.5.2�Ãc
{#��

27.6.7 ´́́···

❀Y�©9ý?4.·ª|¢�[÷½���+÷÷ÝEc{Û~qÖì�Xs{4ÇýLõjø:��

Ec,1t3éÄÇ
���+÷÷ÒXt3éÄ�&~AMI BIOS {åì,1/,óCMOS¥
R�graphics adapter�1÷��Not installed�uóéÄ�X�F�+7{ì�

❀l
Ç�õåì?X|ÑYÇ 1Ç�*3{ø:���+mGÒáýéÄ�é�YJåìÇý&3�

��+ìÇ���óåìÞ�Þ�+7{ì�OF3AAf~AMI BIOS{åì�
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PPPZZZSLIP
Restructured, reorganized, and updated by Jim Mock.

28.1���ccc
❀FreeBSD�iõ0�,1R�®å¦�®åËzåu�/,&~CRmodemuOÁ�dÝInternetËzÇ
Ýã�ÙÆ|/,3{åìuËÞ�dÇYJÑ�F&~PPPÝSLIP�Y9R-û�ë÷�YJä
�modem{/fqÖ{0��

❀ÖqY�9Ç3Rê�Õ

• �[÷�~�ÿPPP�

• �[÷��XÿPPP�(�!FreeBSD 7.X)�

• �[÷�PPPoE (PPP over Ethernet)�

• �[÷�PPPoA (PPP over ATM)�

• �[{�Z�ãSLIP0�àZqÖì�(�!FreeBSD 7.X)�

❀óÝÖY9��Ç3aÕ

• Yçäý{�dbª�

• ®�CRËzZPPP�SLIP{äú�#�

❀3,�.�w~�ÿPPP¦�XÿPPP�-{X3�ÿ�ÃIi;\Õ~�ÿPPPÿ®~�ÿ{Q�ZQ
ñjâÇ
X4�Xÿ�ó�X¦~�K�-��jâ{�D�L�JÇbÇ�
Øä�Íõ�u{PPP"
��~�ÿPPP&~tun ÷÷¦i�/f
�XÿPPP&~ppp ÷÷�

ÕÕÕ???: óY9¥Ç�*���O�ÒÇ�ppp �{4~�ÕPPPÇø:��ZÙÇPPP�GÇ¾�pppd (�
!FreeBSD 7.X)�1KI��iÇ¥���i{ÕÒÇý9Ä�ë{Ä�×
Ñ��1root üPuäqY!�

28.2&&&~~~~~~���ÿÿÿPPP
Updated and enhanced by Tom Rhodes. Originally contributedby Brian Somers. With input from Nik Clay-

ton�Dirk FrömbergZPeter Childs.

´́́···: ,FreeBSD 8.0
)Çuart(4)PÄRSêsio(4)PÄ�~1,+�={÷÷���I//dev/cuad N ��

ê/dev/cuau NÇ?,/dev/ttyd N ��ê/dev/ttyu N�FreeBSD 7.X~�ó�ÿ���Oa�é{�©G�q�
�{Í��
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28.2.1~~~���ÿÿÿPPP

28.2.1.1���


���GGG

❀ý9"½3ä÷���GÕ

• 3��ÇISP
Ø{~�Ëz&~PPP{AR�

• 3���Ëzóø:ÞÇ?)êth{�{modemÇÝÙÆ�êËz3ISP{÷÷�

• ISP{CRRh�

•

3{~9ÖÁZ·h(,�4�Ä{UNIX ZÂ{~9ÖZ·héÇ�,�4PAPÝCHAP~9ÖZ·h
é)�

•

�ÇÝõÇ­ÖqÖìIP���/�Ç3Ì,ISPÿztÜÇYø{IP����*3�èztê�ÇÇÒ
,1ó©Gppp.conf ¥��enable dns ×
&ppp÷�­ÖqÖ�YÇÕ�Rû�ISPé|ÑDNSN
Û{ä�"��

❀�Á{få�3{ISP
ØÇbX4��{Õ

• ISP{��IP�����43ï÷ËzÇ?÷�ååå���444���{Ìå��*3��YÇfåÇ3,1�è�
ÇÇóËz�ISP{PPPqÖìÌ�Ä·ª3th{��

YÇ�è{IP��óppp¥�)HISADDR�

• ï÷&~{��Ùh��*ISP��
ØÇ�Ä&~255.255.255.255 4��¯�{�

•

�*ISP
Øê·Õ{IP��ZÌåÖÇ,1Q�Ç¢�'�Ç�até0Ìå�½Ç��\7{IP�
��

❀�*3X�wYJfåÇ>¦3{ISPÉø�

ÕÕÕ???: óY�¥ÇÄ�*�¾�0+{{�©G¥Ñ�qR�YJqR�4�ê&�:ZÿX#z0"Çó]"{
©G¥?X?ó�$iÇó���a&~TabZ8Âu�qÀ��

28.2.1.2 PPP���ÄÄÄ���{{{���

❀pppZpppd (PPP{�Xÿ"�Ç�!FreeBSD 7.X)Ñ&~/etc/ppp ø9¥{{�©G�~�ÿPPP{¾
�,1ó/usr/share/examples/ppp/ ¥It�

❀{�ppp�FÊâ3{���ö�Ç©G��öý�Ç©GRû�3{IP4·ÕI{(�'Ñ&~3�Ç
��)¤4ÄÕI{{(�'ËztISPÑÌÜzX3{IP��)�
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28.2.1.2.1 PPPZ·ÕIP��

❀3���ö{�©G/etc/ppp/ppp.conf Ç��Ä+�

ÕÕÕ???: 1�R:��{q,��ï(qD)
)ÇÙÇÄ�{qÑ�&~8ÂÝ�,n(Tab)uÀ��

1 default:
2 set log Phase Chat LCP IPCP CCP tun command
3 ident user-ppp VERSION (built COMPILATIONDATE)
4 set device /dev/cuau0
5 set speed 115200
6 set dial "ABORT BUSY ABORT NO\\sCARRIER TIMEOUT 5 \
7 \"\" AT OK-AT-OK ATE1Q0 OK \\dATDT\\T TIMEOUT 40 CONNECT"
8 set timeout 180
9 enable dns
10
11 provider:
12 set phone "(123) 456 7890"
13 set authname foo
14 set authkey bar
15 set login "TIMEOUT 10 \"\" \"\" gin:--gin: \\U word: \\P co l: ppp"
16 set timeout 300
17 set ifaddr x.x.x.x y.y.y.y 255.255.255.255 0.0.0.0
18 add default HISADDR

q1Õ

�½å�{1�hPPPäq�YÇ1¥{×
R�Ä�q�

q2Õ

é~~9kj�Ó*t��Ç��½�	,õ{��©GÇYqa�;��Õ

set log phase tun

q3Õ

·ªPPP�ø5é0)#����*óOÁÝ&~Ëz�±t�[f&ÇPPPÒÌ5é0Ìå�·)
#�é0Ìå�®Êóÿ®YÇ¯��ÇYJfåÌ�~�

q4Õ

)Òmodem�Ëz{à=R�COM1éa{÷÷4/dev/cuau0 
COM2éa{�4/dev/cuau1 �

q5Õ

÷�Ëz{¤Ý��*115200�¯�ÇAA38400�

q6 & 7Õ

CR	n��~�ÿPPP&~�«¦chat(8)Ç�#�{ª��>k�ÉåC~ê�Y«ªÓ{#�f
å�
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Õ?Ç�ê"�ÝÖ$×
�qê¦q��[ppp.conf °{×
Ñ,1Yø)Ç�
4q{!��Ç

	n��4\�

q8Õ

÷�Ëz{�--Å�å�4180ÆÇÄ1Y�q4õ�{�

q9Õ

·ªPPP5é0Ìåh�ý�­Ö�Û÷���*3äqêý�{­ÖqÖìÇ�Õ:ÝÍø«Y�
q�

q10Õ

�ê,Öu{��÷��Ç8q�8qÌúPPP�Q�

q11Õ

��provider��½�Ç1�,1�ÄISP{Ö	ÇYø31�Ò,1&~load ISPu
éËz�

q12Õ

÷�
ØÛ{��Rh�õÇ��Rh,1&~�R(: )Ý�wnR(| )Å
�YÜÇ	n{K/
óppp(8){ÉåC~¥��ë��{uYÇ�*3�¬¢&~YJRhÇ,1&~�R��*3.&~
��ÇRhÇh��ÇRh�½êò~��ÇRhÇÒ&~�wnR��Ä+{�øÇ�ÉrÇ��

Rh�ÞZR(")�

�*��Rh°�8ÂÇ��~ZR(" )RÙiåu�d�Ì�Ä;\e
1�ú{FØ�

q13 & 14Õ

�½~�ÖZ·h�h&~UNIX ZÂ{×

+n~9�ÇYJ�,1~Q�\U \Pkj{set

login ×
�q���h&~PAPÝCHAP�qËz�ÇYJ�óèy&~�

q15Õ

�*3&~{4PAPÝVCHAPÇóY°ÒXÌ�~9��Õ:ÝÍø«Y�q�>k
�PAPZCHAP�y1ê�Íõû��

~9×
4{ª�4chat¡n{�óYÇ¾�¥4Yø{Õ

J. Random Provider
login: foo

password: bar

protocol: ppp

3���#YÇlý17\3��{���h3��'UYÇlý�Çahhâ.²é~�chat�?
ÿ�~9çÕÇYø3b�h�/f4dtó����q�

q16Õ

÷�å�{§��-�Y°ÇËz¥ó300Æ�Ã/aRúä
��*3X.÷�Ä§�ÇRYÇ�÷
�Ä0ÇÝó×
q&~-ddial  1�
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q17Õ

÷�z=���3��~ISP
ØÉ3{IP���¦	n�x.x.x.xÇ~ISP{��IP��(ý3�Ëz
{Ìå)�¦	n�y.y.y.y��*ISP��É3
Ø����Ç,1&~10.0.0.2/0 ��*3��&

~�Ç�_t�{��Ç>hâó/etc/ppp/ppp.linkup ¥��ÇPPPZÄÕIP���

OêY�
1��*��Y�qÇppp RÃ�1-auto Ü*äq�

�18qÕ

���ÇtISP��{å�4��HISADDRYÇ�E	Ìú�17qÄ�½{�����¦�Yq��ñ
�ó�17q��Ç1½óHISADDRð)���&~Ç{��

�*3X.&~-auto {PPPÇ�YqaItppp.linkup ©G¥�

❀¥3��Ç·ÕIP��Ç%&~-auto Ü*äqppp(O�óËz��.²th÷�ê4�,1)Ç�ÒX
��ò5ppp.linkup ��1�3,�æ�óËz1�
O�Ç1u®~Ç��Yó1�{sendmail{¾�
¥Ì�:�

❀+¾{�©G,1óø9/usr/share/examples/ppp/ ¥It�

28.2.1.2.2 PPPZÄÕIP��

❀�*ISP�É3�½·Õ{IP��Çppp�ú{�Ä�ê¦é0NÛh½ý�ZÏÇ����qÄY1Ó

*Ç���_��ÇIP��Çl�ã�pppóËz�&~IP{�NF(IPCP)�qth{��ppp.conf {{�

4¦PPPZ·ÕIP���ø{Çøê1�{�#Õ

17 set ifaddr 10.0.0.1/0 10.0.0.2/0 255.255.255.255 0.0.0 .0

❀ò'�®ÇX�ÝiqRÇÇ�4�ÇZ~)��À\�Ç8Â4��{�

q17Õ

/ 	n�Á4PPPÄ�F{��Ùh�3,1Êâ��&~X3IP��Çb1Þ{¾�{Ï4,q{�

!�{kj(0.0.0.0 )·ªPPP,0.0.0.0 
X410.0.0.1 
)NÛ��Çé��JISPÇY4��
{�X�R0.0.0.0 *�set ifaddr {��ÇkjÇO�Y&zPPPó-auto Ü*�X�÷�ð)4

��

❀�*3Xäq-auto Ü*ÇÒ��ó/etc/ppp/ppp.linkup ¥
O�Ç1�ËzOÁ�

�Çppp.linkup úé~�Y��ÇpppR�`z=��Çzøò��4�,1Õ

1 provider:
2 add default HISADDR

q1Õ

�êOÁËzÇppp Ì�L����óppp.linkup ¯I1:D�ÇAC¯I#3{)ü(�3
óppp.conf �øÄ��*�½êÇ¯I*���IP��{1Ç$14�Ç¬ 	�{ZÂ��*�Î
��ItÇÒ¯IMYADDR1

q2Õ

Yq·ªppp���5HISADDR{å�4��HISADDR�/,IPCPNÛzt{IPR�¦�
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❀k�/usr/share/examples/ppp/ppp.conf.sample

Z/usr/share/examples/ppp/ppp.linkup.sample ¥{pmdemand11ÜRû��{¾��

28.2.1.2.3zBC�

❀h�{�pppzIu�LANÞ{C��Ç3��û½4dRÝÝÉLAN��*4{�Ç3Ò��,LAN
��¥Éé0I{�ÇIPÇ��ó©G/etc/ppp/ppp.conf ¥&~×
enable proxy �3¤a�h½©

G/etc/rc.conf ¥Ý91���Õ

gateway_enable="YES"

28.2.1.2.4&~ýÇgettyÚ

❀{�FreeBSD{CRqÖÃcê�[~getty(8)uéÄCRqÖ�

❀øêgetty �i¤�mgetty (http://mgetty.greenie.net/) (,/,comms/mgetty+sendfax portu�ã)ÇÇ
4getty {��ÇýÇ4�LCR"{�.÷�{�

❀&~mgetty {Pÿ4Ç�èô�¦modem�qÌÌÌ���ÇYÒ?�ø�*ó/etc/ttys ¥{à=ú��Ç3

{modermÒXÌÃaC��

❀vcÇý{mgetty (,0.99betaå)�|Ñ�Ä5�PPPjâ�ÇYøý"0�àX&~lý��6¯qÖ
ìê�

❀k�MgettyZAutoPPP{ÉåC~ê�Íõfå�

28.2.1.2.5 PPP Y!

❀ppp ×
/���1root ~�{üPäq��*æ�1Ê/~�{üPéÄppp qÖ(Ò4�ÁÃc{�
ø)ÇÒ��²$~���network �Ç&ÙÜzäqppp {Y!�

❀3¤��&~allow ×
&~��6¯{�©G{�ÇÝõÇ\IÕ

allow users fred mary

❀�*YÇ×
ú~ódefault \I¥Ç3,1t�½{~�6¯�[ÀÜ�

28.2.1.2.6ÄÕIP~�{PPP Shell

❀
O�ÇÖ�/etc/ppp/ppp-shell ©GÇ��1���Õ

#!/bin/sh
IDENT=‘echo $0 | sed -e ’s/^. * -\(. * \)$/\1/’‘
CALLEDAS="$IDENT"
TTY=‘tty‘

if [ x$IDENT = xdialup ]; then
IDENT=‘basename $TTY‘

fi

echo "PPP for $CALLEDAS on $TTY"
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echo "Starting PPP for $IDENT"

exec /usr/sbin/ppp -direct $IDENT

❀YÇlý��,�qau�l�/,��×

O�Ç�5$lý%Ö�ppp-dialup {nRÓzÕ

# ln -s ppp-shell /etc/ppp/ppp-dialup

❀3a�RYÇlý*�Ä�C�~�{shell�1�4ó©G/etc/passwd ¥��PPP~�pchilds {¾

�(#�ÇX��z��YÇ·h©GÇ~vipw(8)u��Ç)�

pchilds: * :1011:300:Peter Childs PPP:/home/ppp:/etc/ppp/ppp-dia lup

❀
O�ÇÖ�/home/ppp {ø9*�C�~�{Ìø9ÇÙ¥Ý91�YJ8©GÕ

-r--r--r-- 1 root wheel 0 May 27 02:23 .hushlogin
-r--r--r-- 1 root wheel 0 May 27 02:22 .rhosts

❀YøÒ,13�/etc/motd ú�+ñu�

28.2.1.2.7·ÕIP~�{Shell

❀4ÞÁ�ø
Oppp-shell ©GÇ��Ç·ÕI{IP~�
O�Çtppp-shell {nRÓz�

❀¾�Ç�*3æ��®ÇCR~�Çfred ÇsamÇZmary 4�/24 CIDR{�dÇ���E�1���Õ

# ln -s /etc/ppp/ppp-shell /etc/ppp/ppp-fred

# ln -s /etc/ppp/ppp-shell /etc/ppp/ppp-sam

# ln -s /etc/ppp/ppp-shell /etc/ppp/ppp-mary

❀�Ç~�{Shell��ú÷Ä�ÇnRÓz(¾�~�mary{Shella�4/etc/ppp/ppp-mary )�

28.2.1.2.8�ÄÕIP~�÷�ppp.conf

❀/etc/ppp/ppp.conf ©Ga�Ý9�ÁYJqÕ

default:
set debug phase lcp chat
set timeout 0

ttyu0:
set ifaddr 203.14.100.1 203.14.100.20 255.255.255.255
enable proxy

ttyu1:
set ifaddr 203.14.100.1 203.14.100.21 255.255.255.255
enable proxy

ÕÕÕ???: À�z��{�
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❀default: 1ó�'Ì��ÑÌ�ñ��Çó/etc/ttys ¥é~{qÑ���Ù
O�Ç#��ttyu0: {

1���qa�,ÄÕIP��Ó¥Rz��{IP���

28.2.1.2.9�·ÕIP~�{�ppp.conf

❀ÊâÞÁ/usr/share/examples/ppp/ppp.conf ©G{��Ç3����Ç·ÕCR~����Ç1�

·¢��1fred �sam1ùmary�¾�

fred:
set ifaddr 203.14.100.1 203.14.101.1 255.255.255.255

sam:
set ifaddr 203.14.100.1 203.14.102.1 255.255.255.255

mary:
set ifaddr 203.14.100.1 203.14.103.1 255.255.255.255

❀�*��Ç/etc/ppp/ppp.linkup �a�Ýi�Ç·ÕIP~�{{4�få��ÁY�q�0�Ëz�
�êt203.14.101.0/24 �d{4��

fred:
add 203.14.101.0 netmask 255.255.255.0 HISADDR

sam:
add 203.14.102.0 netmask 255.255.255.0 HISADDR

mary:
add 203.14.103.0 netmask 255.255.255.0 HISADDR

28.2.1.2.10 mgettyZAutoPPP

❀å�<Y�Çcomms/mgetty+sendfax portó�H�é~êAUTO_PPP 1ÇÇ&mgetty �ê5�PPPË
z{LCPçÕÇ?�Ä�	PPP shell�X,Ç��óå�{�¥{login/password�ï?Xñ�ÇO$ÇÒ
��&~PAPÝCHAPuÎ­~�üP�

❀Y�"½~�.²óø:¥ÄÕ��H?�ãêcomms/mgetty+sendfax �

❀h�3{/usr/local/etc/mgetty+sendfax/login.config ©G¥Ý91���Õ

/AutoPPP/ - - /etc/ppp/ppp-pap-dialup

❀Yq·ªmgetty äqppp-pap-dialup lýuc&PPPËz�

❀
O/etc/ppp/ppp-pap-dialup ©GU�1���($©Ga�4,�q{)Õ

#!/bin/sh
exec /usr/sbin/ppp -direct pap$IDENT

❀éa��Çó/etc/ttys {é~qÇÑ�ó/etc/ppp/ppp.conf ¥
O#a{1�YZÞÁ{½B4#

3{�

pap:
enable pap
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set ifaddr 203.14.100.1 203.14.100.20-203.14.100.40
enable proxy

❀�Ç1Y«0*~9{~�ÇÑ��ó/etc/ppp/ppp.secret ©G¥Éñ~�Ö/=
ÇÝV&~1� 
1Çu/,PAP0*1/etc/passwd ©G
Ø{fåuqÄüPèy�

enable passwdauth

❀�*3.�ìJ~�I{·ÕIPÇ,1ó/etc/ppp/ppp.secret ¥RIPR*��®Çkj�½�>k
D/usr/share/examples/ppp/ppp.secret.sample ¥{¾��

28.2.1.2.11 MS Extensions

❀,1{�PPP1
ØDNSZNetBIOS­ÖqÖì���

❀�óPPP 1.xÇý¥é~YJj0Ç��ó/etc/ppp/ppp.conf {éa1¥���ï{�Õ

enable msext
set ns 203.14.100.1 203.14.100.2
set nbns 203.14.100.5

❀PPPÇý2ù1ÞÕ

accept dns
set dns 203.14.100.1 203.14.100.2
set nbns 203.14.100.5

❀YR·ª0�àD ­ÖqÖìZ÷~­ÖqÖì�

❀óÇý2ù1ÞÇý¥Ç�*�Qêset dns ÇPPPÌ&~/etc/resolv.conf ¥{��

28.2.1.2.12 PAPZCHAPèy

❀�JISPRø:{��&~PAPÝCHAPå�uqÄËzèy��*±tY«<YÇó3Ëz�ISPÒX
Ì�tlogin: 
+nÇ
4Áý
)PPPé��

❀PAP�\u��CHAP��JÇbóY°�\u?X4¯�ÇO�·h(ý&~Ò©��)�4/,�q"
��ÇÔâV?��ÔõåÌV�'&�Ç�

❀k�PPP¦·ÕIP��ÝPPP¦ÄÕIP��B�Ç?qÄ�ï�ÄÕ

13 set authname MyUserName

14 set authkey MyPassword

15 set login

�13qÕ

Y�q�Ò3{PAP/CHAP~�Ö�3���MyUserNameQ�th{��

�14qÕ
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Y�q�Ò3{PAP/CHAP password·h�3���MyPasswordQ�th{���iÇ3,�æ��

��J�i{ 1Ç¾�Õ

16 accept PAP

Ý

16 accept CHAP

1Òh3{?CÇX,Çå�<Y�PAPZCHAPÑÌúzI�

q15Õ

�*3&~{4PAPÝCHAPÇ�Äu�ISPÒXÌ�F3~9qÖìê�Y�ÇÒ��¢~�set
login�÷��

28.2.1.2.13ý��#3{ppp{�

❀¦�Ñäq{pppÇ��qé�4,�{Ç�
4÷�ê�Ç\7{fäà=�)tY��Ç��²�Á

{q��t3{{�¥Õ

set server /var/run/ppp-tun %d DiagnosticPassword 0177

❀Yq·ªPPPó�½{UNIX­socket¥c&Çh~�Ëz���Éñ�½{·h�%d~tun ÷÷R�¦�

❀�`é~êsocketÇÒ,1ólý¥®~Ç�pppctl(8)uÿ®tóäq{{PPP�

28.2.1.3&&&~~~PPP���ddd������   HHH

❀PPP,1&~�O{NATÇ
Ã��X|Ñ�3,1ó/etc/ppp/ppp.conf ¥����{�ué~ÇÕ

nat enable yes

❀PPP NAT�,1&~×
q 1-nat éÄ�ó/etc/rc.conf ©G¥��ppp_nat 1Ç?å�é~�

❀�*3&~êYÇ�uÇ3¤Ì��ó/etc/ppp/ppp.conf ¥1� 1é�é~incoming connections
forwarding4�~{Õ

nat port tcp 10.0.0.2:ftp ftp
nat port tcp 10.0.0.2:http http

❀ÝVq\Xf�iu{>F

nat deny_incoming yes

28.2.1.4!!!���{{{øøø:::{{{���

❀�ó3.{�êpppÇbó]tÓ*��¤��J/<�)�ý��/etc/rc.conf �

❀,Þ�'���Çh�.²th�{�êhostname= Ç¾�Õ

hostname="foo.example.com"

❀�*3{ISP
ØÉ3�Ç·Õ{IPZÖ	ÇRYÇÖ	÷�hostname4!\7{�
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❀¯Inetwork_interfaces #Þ��*�{�ø:/,CRË�ISPÇ�½�Rtun0 ÷÷��YÇï,Ç

d�ÒÍøÇ�

network_interfaces="lo0 tun0"
ifconfig_tun0=

ÕÕÕ???: ifconfig_tun0 #Þa�48{Ç%�
O�ÇÖ�/etc/start_if.tun0 {©G�YÇ©Ga�Ý9Y�

qÕ

ppp -auto mysystem

$lýó�d{��ú�qÇ
éPPPE��Ç���ÄÜ*��*YÑå�ßh�ÇLAN{��Ç3,�æ�
&~-alias �k�#�ÉåC~ê�Íõû��

❀Ö�ó/etc/rc.conf ¥Ç²4�Ç�÷��NOÕ

router_enable="NO"

❀XéÄrouted qÖÇ�:�­�ÇO�routed �ÌÍ«�ppp ÄOÁ{å�4��

❀$iÇ·¢OF3h���sendmail_flags Y�q¥���½-q kjÇd�sendmail RÌXä��A

�I�dÇ
Yø)RÌs�åìXä��qCR�,1�DÕ

sendmail_flags="-bd"

❀�S{)�4h�'PPPËzOÁ�3��/,E�1�×
��sendmail ­c5��GèïÕ

# /usr/sbin/sendmail -q

❀3�,1óppp.linkup &~!bg ×
�ÄqÄYJÓ*Õ

1 provider:
2 delete ALL
3 add 0 0 HISADDR
4 !bg sendmail -bd -q30m

❀�*3Xõ¡Yø)Ç,1÷Á�Ç�dfilter�1��SMTP�Q�k�#�©Gê�Íõû��

❀�ó3���){/4­céÄ�®å�­é��Ç,1Q�Õ

# ppp

❀l�4dial provider 1
éPPPÌ��ÝV�*3.tppp�ÄOÁÌ�ÇO�3����­�Ëz(%
��
Ostart_if.tun0 lý)ÇE�Õ

# ppp -auto provider

28.2.1.5������

❀h��'÷�PPP�Ç�Á�Z4��{Õ

❀0�àÕ
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1. hâtun �H�ê�X�

2. hâ/dev ø9¥Ö�tun N {÷÷©G4,~{�

3. ó/etc/ppp/ppp.conf ¥
O�Ç1�pmdemand+¾a�7\�ýLõjISP�

4. �*3&~ÄÕIP��Çó/etc/ppp/ppp.linkup 
O�Ç1�

5. Íc/etc/rc.conf ©G�

6. �*3�F��CRÇ
O�Çstart_if.tun0 lý�

❀qÖìàÕ

1. hâtun ÷÷.�H��X�

2. hâ/dev ø9¥Ö�tun N {÷÷©G4,~{�

3. ó/etc/passwd ¥
O�Ç1(&~vipw(8)Ç�)�

4. ó~�{homeø9
O�Çäqppp -direct direct-server Ý#�×
{profile�

5. ó/etc/ppp/ppp.conf ¥
O�Ç1�direct-server +¾a��w��F�

6. ó/etc/ppp/ppp.linkup ¥
O�Ç1�

7. Íc/etc/rc.conf ©G�

28.3&&&~~~���XXXÿÿÿPPP
Parts originally contributed by Gennady B. SorokopudZRobert Huff.

´́́···: Y����óFreeBSD 7.XÞ,~�

28.3.1÷÷÷ÁÁÁ���XXXÿÿÿPPP

❀ó
){�PPP��Ç>h�pppd .²?8ó/usr/sbin ¥Ç?%/etc/ppp ø94?ó{�

❀pppd�óÜ«Ü*�Ó*Õ

1.*��Ç�0�� −3�/,PPP�q"Ýmodem"²3{åìËzt�É�Þ�

2.

*��qÖì� −�®å.² ��dÞÇ%ú~�/,PPP¦ÙÇ�®åËz�

❀Ü«<Y3Ñ��÷Á�Ç 1©GÇ(/etc/ppp/options ÝV4~/.ppprc �*3{�®å�õÇ~�

&~PPP)�

❀3¤���Jmodem/serial�G(comms/kermit Òi7\)Ç&3�êCR?¦ÏÇÌåOÁËz�
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28.3.2&&&~~~pppd***���000���ààà

Based on information provided by Trev Roydhouse.

❀�ÁYÇ/etc/ppp/options  1©G�êú~u¦CISCOªàqÖì{PPP"Ëz�

crtscts # enable hardware flow control
modem # modem control line
noipdefault # remote PPP server must supply your IP address

# if the remote host does not send your IP during IPCP
# negotiation, remove this option

passive # wait for LCP packets
domain ppp.foo.com # put your domain name here

: remote_ip # put the IP of remote PPP host here
# it will be used to route packets via PPP link
# if you didn’t specified the noipdefault option
# change this line to local_ip: remote_ip

defaultroute # put this if you want that PPP server will be you r
# default router

❀ËzÕ

1. &~Kermit (ÝÙÆmodemÇ�uCR)Çl�Q�3{~�ÖZ=
(ÝóÏÇÌåÞé~PPPÄ�{
ÙÆfå)�

2. RñKermit (?X�äËz)�

3. E��ÁYqÕ

# /usr/sbin/pppd /dev/tty01 19200

�½�&~th{¤ÝZ÷÷Ö�

❀�ó3{�®å.²~PPPËz��*Ëz�½Ç3,ó©G/etc/ppp/options ¥��debug  1Ç?

��;�Ñfå1Ë�¯��

❀�ÁYÇ/etc/ppp/pppup lý��ÄqÄY®ÇZ½Õ

#!/bin/sh
pgrep -l pppd
pid=‘pgrep pppd‘
if [ "X${pid}" != "X" ] ; then

echo ’killing pppd, PID=’ ${pid}
kill ${pid}

fi
pgrep -l kermit
pid=‘pgrep kermit‘
if [ "X${pid}" != "X" ] ; then

echo ’killing kermit, PID=’ ${pid}
kill -9 ${pid}

fi

ifconfig ppp0 down
ifconfig ppp0 delete
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kermit -y /etc/ppp/kermit.dial
pppd /dev/tty01 19200

❀/etc/ppp/kermit.dial 4�ÇKermit lýÇÇÌqÄCRÇ?óÏÇÌåÞqÄÄ���{üPèy
,Ç(YP©l{!���Çlý"¾)�

❀&~�ÁYÇlý/etc/ppp/pppdown ä
PPPË"Õ

#!/bin/sh
pid=‘pgrep pppd‘
if [ X${pid} != "X" ] ; then

echo ’killing pppd, PID=’ ${pid}
kill -TERM ${pid}

fi

pgrep -l kermit
pid=‘pgrep kermit‘
if [ "X${pid}" != "X" ] ; then

echo ’killing kermit, PID=’ ${pid}
kill -9 ${pid}

fi

/sbin/ifconfig ppp0 down
/sbin/ifconfig ppp0 delete
kermit -y /etc/ppp/kermit.hup
/etc/ppp/ppptest

❀/,�q/usr/etc/ppp/ppptest Ç��pppd 4d�óäqÕ

#!/bin/sh
pid=‘pgrep pppd‘
if [ X${pid} != "X" ] ; then

echo ’pppd running: PID=’ ${pid-NONE}
else

echo ’No pppd running.’
fi
set -x
netstat -n -I ppp0
ifconfig ppp0

❀�qlý/etc/ppp/kermit.hup 1�åmodermÇYÇ©GÝ9Õ

set line /dev/tty01 ; put your modem device here
set speed 19200
set file type binary
set file names literal
set win 8
set rec pack 1024
set send pack 1024
set block 3
set term bytesize 8
set command bytesize 8
set flow none
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pau 1
out +++
inp 5 OK
out ATH0\13
echo \13
exit

❀�,1~chat S�kermit Õ

❀1�ÜÇ©G~1OÁpppdËz�

❀/etc/ppp/options Õ

/dev/cuad1 115200

crtscts # enable hardware flow control
modem # modem control line
connect "/usr/bin/chat -f /etc/ppp/login.chat.script"
noipdefault # remote PPP serve must supply your IP address

# if the remote host doesn’t send your IP during
# IPCP negotiation, remove this option

passive # wait for LCP packets
domain your.domain # put your domain name here

: # put the IP of remote PPP host here
# it will be used to route packets via PPP link

# if you didn’t specified the noipdefault option
# change this line to local_ip: remote_ip

defaultroute # put this if you want that PPP server will be
# your default router

❀/etc/ppp/login.chat.script Õ

ÕÕÕ???: 1�{��a�8ó�q��

ABORT BUSY ABORT ’NO CARRIER’ "" AT OK ATDTphone.number
CONNECT "" TIMEOUT 10 ogin:-\\r-ogin: login-id

TIMEOUT 5 sword: password

❀�`YJú�ã%��thÇ3Ä�){Ò4äqpppdÇÒ4YøÕ

# pppd

28.3.3&&&~~~pppd***���qqqÖÖÖììì

❀/etc/ppp/options �Ýi�ÁYJ��Õ

crtscts # Hardware flow control
netmask 255.255.255.0 # netmask (not required)
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192.114.208.20:192.114.208.165 # IP’s of local and remote hosts
# local ip must be different from one
# you assigned to the Ethernet (or other)
# interface on your machine.
# remote IP is IP address that will be
# assigned to the remote machine

domain ppp.foo.com # your domain
passive # wait for LCP
modem # modem line

❀�ÁYÇlý/etc/ppp/pppserv &pppd1qÖì0*éÄÕ

#!/bin/sh
pgrep -l pppd
pid=‘pgrep pppd‘
if [ "X${pid}" != "X" ] ; then

echo ’killing pppd, PID=’ ${pid}
kill ${pid}

fi
pgrep -l kermit
pid=‘pgrep kermit‘
if [ "X${pid}" != "X" ] ; then

echo ’killing kermit, PID=’ ${pid}
kill -9 ${pid}

fi

# reset ppp interface
ifconfig ppp0 down
ifconfig ppp0 delete

# enable autoanswer mode
kermit -y /etc/ppp/kermit.ans

# run ppp
pppd /dev/tty01 19200

❀&~lý/etc/ppp/pppservdown *�qÖìÕ

#!/bin/sh
pgrep -l pppd
pid=‘pgrep pppd‘
if [ "X${pid}" != "X" ] ; then

echo ’killing pppd, PID=’ ${pid}
kill ${pid}

fi
pgrep -l kermit
pid=‘pgrep kermit‘
if [ "X${pid}" != "X" ] ; then

echo ’killing kermit, PID=’ ${pid}
kill -9 ${pid}

fi
ifconfig ppp0 down
ifconfig ppp0 delete
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kermit -y /etc/ppp/kermit.noans

❀�Á{Kermit lý(/etc/ppp/kermit.ans )�êé~/¢~3modem{�ÄaIÜ*�Ù��¡��Á
YøÕ

set line /dev/tty01
set speed 19200
set file type binary
set file names literal
set win 8
set rec pack 1024
set send pack 1024
set block 3
set term bytesize 8
set command bytesize 8
set flow none

pau 1
out +++
inp 5 OK
out ATH0\13
inp 5 OK
echo \13
out ATS0=1\13 ; change this to out ATS0=0\13 if you want to dis able

; autoanswer mode
inp 5 OK
echo \13
exit

❀�ÇÖ�/etc/ppp/kermit.dial {lý~�5ÏÇÌå�qCRZèy�3�Êâ��½�Ç����

3{~¯ÖZ·hÇ3¤�ÊâmodemZÏÇÌå{'a��Q�ªé�

;
; put the com line attached to the modem here:
;
set line /dev/tty01
;
; put the modem speed here:
;
set speed 19200
set file type binary ; full 8 bit file xfer
set file names literal
set win 8
set rec pack 1024
set send pack 1024
set block 3
set term bytesize 8
set command bytesize 8
set flow none
set modem hayes
set dial hangup off
set carrier auto ; Then SET CARRIER if necessary,
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set dial display on ; Then SET DIAL if necessary,
set input echo on
set input timeout proceed
set input case ignore
def \%x 0 ; login prompt counter
goto slhup

:slcmd ; put the modem in command mode
echo Put the modem in command mode.
clear ; Clear unread characters from input buffer
pause 1
output +++ ; hayes escape sequence
input 1 OK\13\10 ; wait for OK
if success goto slhup
output \13
pause 1
output at\13
input 1 OK\13\10
if fail goto slcmd ; if modem doesn’t answer OK, try again

:slhup ; hang up the phone
clear ; Clear unread characters from input buffer
pause 1
echo Hanging up the phone.
output ath0\13 ; hayes command for on hook
input 2 OK\13\10
if fail goto slcmd ; if no OK answer, put modem in command mode

:sldial ; dial the number
pause 1
echo Dialing.
output atdt9,550311\13\10 ; put phone number here
assign \%x 0 ; zero the time counter

:look
clear ; Clear unread characters from input buffer
increment \%x ; Count the seconds
input 1 {CONNECT }
if success goto sllogin
reinput 1 {NO CARRIER\13\10}
if success goto sldial
reinput 1 {NO DIALTONE\13\10}
if success goto slnodial
reinput 1 {\255}
if success goto slhup
reinput 1 {\127}
if success goto slhup
if < \%x 60 goto look
else goto slhup

:sllogin ; login
assign \%x 0 ; zero the time counter
pause 1
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echo Looking for login prompt.

:slloop
increment \%x ; Count the seconds
clear ; Clear unread characters from input buffer
output \13
;
; put your expected login prompt here:
;
input 1 {Username: }
if success goto sluid
reinput 1 {\255}
if success goto slhup
reinput 1 {\127}
if success goto slhup
if < \%x 10 goto slloop ; try 10 times to get a login prompt
else goto slhup ; hang up and start again if 10 failures

:sluid
;
; put your userid here:
;
output ppp-login\13
input 1 {Password: }
;
; put your password here:
;
output ppp-password\13
input 1 {Entering SLIP mode.}
echo
quit

:slnodial
echo \7No dialtone. Check the telephone line!\7
exit 1

; local variables:
; mode: csh
; comment-start: "; "
; comment-start-skip: "; "
; end:

28.4 PPPËËËzzzùùùFFF\\\øøø
Contributed by Tom Rhodes.

´́́···: ,FreeBSD 8.0
)Çuart(4)PÄRSêsio(4)PÄ�~1,+�={÷÷���I//dev/cuad N ��

ê/dev/cuau NÇ?,/dev/ttyd N ��ê/dev/ttyu N�FreeBSD 7.X~�ó�ÿ���Oa�é{�©G�q�
�{Í��
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❀ý�RYc/,modemËz&~PPP�,�ñ�{¯��¾�Ç3,���h#��w3C�{ø:Ìñ
��Ç�ø{×
q
+n��JISPÌ
Øssword 
+nÇ
ÙÇ{,�Ìñ�password Ö�*��Ê

â<Y{X3#a��Uppp lýÇ~9ÒÌ�½�fäppp !�~{0�4CÄ�qËz�1�{fåÌ

�Z�Z�Q3qÄCÄËz�

28.4.1555���÷÷÷÷÷÷������

❀�*&~{4½��XÇh�óÙ�H{�¥Ý9�ï{�Õ

device uart

❀å�{GENERIC�X¥Ý9êuart ÷÷ÇO$�*3&~{4Ç{�ÇÒX��Zeê����

�dmesgQñ¥4d�modem÷÷Õ

# dmesg | grep uart

❀3a�It¦uart ÷÷��{Qñ�YJÒ4·¢��{COMà=��*3{modem�L)ï�qà
=Ó*Ç3ÒÌóuart1 ÝCOM2ÞItÇ��*modem÷÷Ëzóuart1 z=(óDOS¥Á�COM2)Ç��
3{modemRÌ4/dev/cuau1 �

28.4.2CCCÄÄÄËËËzzz

❀/,CÄ;�pppuËzInternet4fäËzùÜ�ISPÿ®PPP0�à0*{�ÇO¤Ç;\{0��t
·¢,PPP×
q
)ÇóÄ�{¾�¥·¢&~example,+äqPPPqÖ{ÌåÖ�E�ppp ×
K


pppÕ

# ppp

❀�ó·¢.²K
êppp�

ppp ON example> set device /dev/cuau1

❀÷�modem÷÷Çóý¾�¥4cuau1�

ppp ON example> set speed 115200

❀÷�Ëz¤ÝÇóý¾¥·¢&~15,200 kbps�

ppp ON example> enable dns

❀&ppp{�­ÖqÖÇó©G/etc/resolv.conf ¥��­ÖqÖìq��*pppX�h½·¢{ÌåÖÇ

,1óã�÷��

ppp ON example> term

❀#¦t�ªà�ø·¢Ò�CÄ�;�YÑmodem{Ü*�

deflink: Entering terminal mode on /dev/cuau1

type ’~h’ for help
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at

OK
atdt123456789

❀&~×
at ð)�modemÇl�&~atdt ZISPÉ3{Rh�qCR�

CONNECT

❀Ëz{�Ç�*·¢±tê¦mGÃ�{Ëz¯�Ç,1óY°�A�û�

ISP Login: myusername

❀Y°
+3Q�~�ÖÇQ�ISP
Ø{~�Öl��Ã°�

ISP Pass: mypassword

❀Y�
+·¢Q�·hÇQ�ISP
Ø{·h��3~9�FreeBSDÇ·hXÌ�+�

Shell or PPP: ppp

❀��ISP{X3ÇYÇ
+n,�XÌñ��Y°·¢���DÕ4&~äq�
ØÛà{ShellÇ¤4é
ÄpppÚYý¾¥Ç·¢ 
&~pppÇO�·¢æ�ztInternetËz�

Ppp ON example>

❀Õ?óYÇ¾�¥Ç��Çp.²LU�Y,+·¢.²ÄÕ�ËzÞêISP�

PPp ON example>

❀·¢.²ÄÕ/,êISP{èyÇtó�VI{IP���

PPP ON example>

❀·¢ztê�ÇIP��ÇÄÕ�qÄêËz�

PPP ON example>add default HISADDR

❀YøÒqÄê��å�4�Ä�{{��Y4¦i�/fÄ��{�O���·¢�4¦qÖìàOÁ

êËz��*��.?ó{4�
s�v*�½Ç3,1óadd ��!R�ø$�iÇ3�,1ó]tËz

��÷�YJ(�add default HISADDR)ÇpppÌÊâY1÷½NÛRzc{4��

❀�*�#~¼Ç�ó·¢a��zt�ÇÙÄ{InternetËzÇ,1&~CTRL +z&ÙÝ��Ñ��*3
��PPP­c#�pppÇ�,+Ëzúä
�LU{P,ÒOÁêtISP{ËzÇ
BU{p�,+Ëz��
ì«ÆOúä
ÇY�Ï�ÐÏ·¢ê�Ëz{çÕ�ppp ��YÜÇçÕ�

28.4.2.1fffäää\\\FFF

❀�*3��Ê�Ë"%��X�OÁËzÇ�&~set ctsrts off 1��	��{CTS/RTS�Y«<Y
�Ä�	óËz/�PPP{ªàqÖì��hÇ5/fËzU�jâ�ÇPPPÒÌ�åÇ���V�
ÇCTSÇÝV�ÇX,�ñ�{Clear to SendfR��*&~êYÇ 1Ç3¤a&~set accmap  1Ç

ìJ?ób {mGóqÄàéà���½	nÇ�/4XON/XOFF�,�Ì±th
�>kDppp(8)É
åC~1ê���,~ 1{Íõû�Ç1ù�[&~Ç¢�
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❀�*3{modem�vÎÇÒ��&~set parity even ê�ÛSDè{å�÷�4noneÇbóÎ*{(h
�ÞLÞ���)®��®ìZìJISPú~uÅF�3��&~YÇ 1b�&~Compuserve ISP�

❀PPP,�?X(Ã×
Ü*ÇY/�4ISP�V3Y�à�åNÛ��	êFØ�$�Ç&~~p ×
R

��ppp
)��{�få�

❀�*3���t~9
+Ç�i,���&~PAPÝCHAPèyuS��Á¾�¥{UNIX ZÂèy��
&~PAPÝCHAP��ó��ªàÜ*��²�Á{ 1��PPPÕ

ppp ON example> set authname myusername

❀$ÿmyusernamea��3{ISPI{É3{~�Ö�

ppp ON example> set authkey mypassword

❀$ÿmypassworda��3{ISPI{É3{=
�

❀�*Ëzt�ÇbÃ��I­ÖÇ>�Aping(8)ìÇIP��u��4d(Ãêfå��*3��ºI�
º(100%)¿ÝÇ��3i,���I{å�4��>�û5� 1add default HISADDR 4dóËz�ú

÷�ê��*3�ËztÏÇ{IP����,�­Ö�ÛqÖì{����ú��t/etc/resolv.conf �

YÇ©Ga�4�Á{ø�Õ

domain example.com

nameserver x.x.x.x

nameserver y.y.y.y

❀$ÿx.x.x.xZy.y.y.y a���3{ISP{DNSqÖì{IP���Y�fåó3Õ~�,�Ì
ØÉ
3ÇX,/���ÉISPKÇ��Ò��wê�

❀3¤,1tsyslog(3)�3{PPPËz
Ø�������Õ

!ppp

* . * /var/log/ppp.log

❀t/etc/syslog.conf ¥�ýLõj<Y�ÇYÇÕ�å�.²K
ê�

28.5&&&~~~äää���111ÔÔÔ���{{{PPP(PPPoE)
Contributed (from http://node.to/freebsd/how-tos/how-to-freebsd-pppoe.html) by Jim Mock.

❀ý�R�ë�[OÁä�1Ô�{PPP (PPPoE)�

28.5.1{{{������XXX

❀é�PPPOEÇ?����{�X{���*��{netgraph|Ñ���H��XÇÇ,1�pppÄÕ�
ñ�

28.5.2÷÷÷���ppp.conf

❀1�4�Çppp.conf {¾�Õ
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default:
set log Phase tun command # you can add more detailed logging i f you wish
set ifaddr 10.0.0.1/0 10.0.0.2/0

name_of_service_provider:
set device PPPoE: xl1 # replace xl1 with your Ethernet device
set authname YOURLOGINNAME
set authkey YOURPASSWORD
set dial
set login
add default HISADDR

28.5.3äääqqqppp

❀1root üP�qÕ

# ppp -ddial name_of_service_provider

28.5.4éééÄÄÄ���äääqqqppp

❀ó/etc/rc.conf ¥��1���Õ

ppp_enable="YES"
ppp_mode="ddial"
ppp_nat="YES" # if you want to enable nat for your local netwo rk, otherwise NO
ppp_profile="name_of_service_provider"

28.5.5&&&~~~PPPoE qqqÖÖÖ)))üüü

❀óìJ��Ç���&~�ÇqÖ)üuOÁ3{Ëz�qÖ)ü~�KI3��d¥{X3qÖì�

❀3,1óISP
Ø{©l¥It��{qÖ)üfå�¥X�ItÇ�a53{ISP¯F�b|Ñ�

❀*�!�{0�Ç3,1AARoaring Penguin PPPoE (http://www.roaringpenguin.com/pppoe/)ÇÇ,1
óPorts Collection¥It�l
��Õ?{4ÇÇ,�Ì8ùmodem{ûGÇ?&ÙÃ�t�Ó*ÇO$
�½��û�D��ò)YÇv*�;\��ã�qÖ
ØÛ±modem
Ø{Ç��±�Ç 
System
h\�3{{�©Ga�ÌóY°ïñ��Äu�Ç{Ö	a�4ISP�

❀{�©GÖ(service tagÇqÖ)ü)Rú~�PPPoEóppp.conf ¥{{�1Ç*�qÖÛset device ×


{�\I(kDppp(8)ÉåC~1ê�Íõû�)�Ça�¡��Á{ø�Õ

set device PPPoE: xl1: ISP

❀�ÔRxl1¦Ä"�{1Ô�÷÷�

❀�ÔRISP¦Ä3¦¦It{profileÖ�

❀ÜzÍõ{fåÇ>k�Õ

• Cheaper Broadband with FreeBSD on DSL (http://renaud.waldura.com/doc/freebsd/pppoe/) by Renaud Waldura.
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• Nutzung von T-DSL und T-Online mit FreeBSD (http://www.ruhr.de/home/nathan/FreeBSD/tdsl-freebsd.html) by
Udo Erdelhoff (in German).

28.5.6QQQ������ÇÇÇ3Com® HomeConnect® ADSL Modem {{{PPPOEvvv­­­ËËËzzz

❀YÇmodemX$¬RFC 2516 (http://www.faqs.org/rfcs/rfc2516.html) (A Method for transmitting PPP over
Ethernet (PPPoE)ÇÙ*V�L. Mamakos�K. Lidl�J. Evarts�D. Carrel�D. Simone1ùR. Wheeler)�
4
&~X3{jâÝÂ**�1Ô�{U%�>53Com (http://www.3com.com/)æÒÇ�*3��Ça�$
EPPPoE{�)�

❀�êtFreeBSD�ê¦YÇ÷÷/fÇ��÷�sysctl�/,Í�/etc/sysctl.conf ÇY�Z,1óéÄ

��ÄqÄÕ

net.graph.nonstandard_pppoe=1

❀ÝVÇ�,1�z�q�Á{×
Õ

# sysctl net.graph.nonstandard_pppoe=1

❀iXsÇ��Y4ø:\Û÷�ÇÃ�3�¦t�{PPP0�à(ÝqÖì)Z3ComHomeConnect® ADSL
Modem/f�

28.6&&&~~~ATM ÞÞÞ{{{PPP (PPPoA)
❀1�R�ë�[÷�ä�ATM{PPP(PPPoA)�PPPoA4N³DSL
ØÛ{Ê( 
�

28.6.1&&&~~~Alcatel SpeedTouch TMUSB {{{PPPoA

❀béY�÷÷{PPPoA|ÑÇóFreeBSD¥4*�port
Ø{ÇO�ÙûG&~ê�����,NF
(http://www.speedtouchdsl.com/disclaimer_lx.htm)ÇO
X�¦FreeBSD{äýø:�å½D�ò�Y�

❀&~Ports�G,1:�0"��ãnet/pppoa portÇ���LÇ
Ø{�+v*Ò,1ê�

❀Z�õUSB÷÷¡�Ç����{SpeedTouchTM USB��,ÌåÞ�ñûGb�êt�Ó*�
óFreeBSD¥3,1R$v*�Ä�Çó�÷÷�tìÇUSB={���Ä�ñûG�,1
ó/etc/usbd.conf ©G¥���Á{fåutÇ�ÄqÄûG{���Õ?Ç��1root ~�{üP�

öÇ�

device "Alcatel SpeedTouch USB"
devname "ugen[0-9]+"
vendor 0x06b9
product 0x4061
attach "/usr/local/sbin/modem_run -f /usr/local/libdat a/mgmt.o"

❀�éÄUSBE��ÇusbdÇó/etc/rc.conf ��1�qÕ

usbd_enable="YES"

❀�,1Rppp÷�ÄéÄ�CR�5/etc/rc.conf ��1�Y�q�3ø�3��1root ~�~9�
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ppp_enable="YES"
ppp_mode="ddial"
ppp_profile="adsl"

❀�ê&Ùt�Ó*Ç3��&~net/pppoa port
Ø{ppp.conf ø¾�

28.6.2&&&~~~mpd

❀,1&~mpduËzõ«¡n{qÖÇ�/4PPTPqÖ�3,1óPorts Collection¥ItmpdÇÇ{ 
�4net/mpd ��õADSL modem��ómodemZ�®å�-OÁ��PPTP¸wÇ
����SpeedTouch
Homet4Ù¥{�«�

❀D���,portqÄ�ãÇl�b�{�mpduw�3{��Ç?qÄqÖÛ{{��portÌ²�øïÝ
iê-ûÕ�{{�©G"¾8tPREFIX/etc/mpd/ �Õ?ÇY°{PREFIX ,+ports�ã{ø9Çå�<
Y�Ça�4/usr/local/ ���{�mpd{qr�ÒÇÌ1HTML Â*±port�å�ã�YJ©GR8
óPREFIX/share/doc/mpd/ ��Á4/,mpdËzADSLqÖ{�Ç;\¾��{�úI/8têÜÇ©
G¥Ç��Ç4mpd.conf Õ

default:
load adsl

adsl:
new -i ng0 adsl adsl
set bundle authname username ➊

set bundle password password ➋

set bundle disable multilink

set link no pap acfcomp protocomp
set link disable chap
set link accept chap
set link keep-alive 30 10

set ipcp no vjcomp
set ipcp ranges 0.0.0.0/0 0.0.0.0/0

set iface route default
set iface disable on-demand
set iface enable proxy-arp
set iface idle 0

open

➊ username~u53{ISP�qèy�

➋ password~u53{ISP�qèy�

❀mpd.links Ý9Ëz{fåÕ

adsl:
set link type pptp
set pptp mode active
set pptp enable originate outcall
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set pptp self 10.0.0.1 ➊

set pptp peer 10.0.0.138 ➋

➊ äqmpd{Ìå{IP���

➋ ADSL modem{IP���Alcatel SpeedTouch Homeå�{410.0.0.138 �

❀ð)�ËzÕ

# mpd -b adsl

❀3,1/,1�×
��ËzçÕÕ

% ifconfig ng0

ng0: flags=88d1<UP,POINTOPOINT,RUNNING,NOARP,SIMPLEX ,MULTICAST> mtu 1500
inet 216.136.204.117 --> 204.152.186.171 netmask 0xfffff fff

❀&~mpdËzADSLqÖ4M?{0*�

28.6.3&&&~~~pptpclient

❀�,1&~net/pptpclient ËzÙÇ{PPPoA�

❀�&~net/pptpclient ËzDSLqÖÇ���ãportÝpackage?�ö/etc/ppp/ppp.conf �3��

�root Y!b�qÄYÜ1v*�1�4ppp.conf ¥{�Ç+¾1�k�ppp{ÉåC~ppp(8)Ç1ê�
Íõ��ppp.conf  1{få�

adsl:
set log phase chat lcp ipcp ccp tun command
set timeout 0
enable dns
set authname username ➊

set authkey password ➋

set ifaddr 0 0
add default HISADDR

➊ 3óDSLqÖ
ØÛ�°{~�Ö

➋ 3A�{=
�

´́́···: ��3��RAR·h1Ò©{0*8�ppp.conf 3a�hâ���[|��t$©G{���1��ø

ï×
RÌhâ$©G�éroot ~�,Ö�>kDchmod(1)Zchown(8){ÉåC~1ê����[v*{��
Zfå�

# chown root:wheel /etc/ppp/ppp.conf

# chmod 600 /etc/ppp/ppp.conf

❀1�R�tDSL4�ì{Ì�K
�Çtunnel�1Ô�DSL modem��Ç÷�{Û­�IP���1Alcatel
SpeedTouch Home�¾ÇYÇ��410.0.0.138 �4�ì{©la�Ì·ª3Ç&~{����q1�×


1K
tunnel?
)Ì�Õ
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# pptp address adsl




+++: 3a�ó×
{!��Þ(�&�)RÇd�pptp Ã�(Ãt×
q
+n�

❀�
O�Çtun ��÷÷~��ÇpptpZppp�-{b���`3Ãtê×
qÇÝVpptp �Çh�ê
�ÇËzÇ3,1Yø5�tunnel÷÷Õ

% ifconfig tun0

tun0: flags=8051<UP,POINTOPOINT,RUNNING,MULTICAST> mt u 1500
inet 216.136.204.21 --> 204.152.186.171 netmask 0xffffff 00
Opened by PID 918

❀�*3Ã�ËzÇ�Ä,1/,telnetÝVweb̈ �ì5�4�ì(modem){{���*�ÎÃ�ËzÇ3
a�5�pptp {Qñùppp{��©G/var/log/ppp.log 1Üz"Â�

28.7&&&~~~SLIP
Originally contributed by Satoshi Asami. With input from Guy HelmerZPiero Serini.

´́́···: Y����óFreeBSD 7.XÞ,~�

28.7.1÷÷÷���SLIP 000���ààà

❀�Á4ó·ÕÌå�dÞ{�FreeBSDåì&~SLIP{0��é�ÄÕÌåÖI{(3{��Ì±�'C
R
X3)Ç3,���ã�ì�J{÷��

❀D�Ç3��h�®��®ìÄËz{�=��õ|Ì÷��ÇnRËzÇ¾�/dev/modem Ç~1�5

"�{÷÷ÖÇ�/dev/cuad N�Yø3Ò,1é"�{÷÷Ö�qä6Ç1÷®��®ì¦tÙÆ�=�

0"®r�~�XlÇ��/etc Z(Y�ø:¥{.kermrc ©GR4�Gif&{/<¼

ÕÕÕ???: /dev/cuad0 éaCOM1Ç
/dev/cuad1 �éaCOM2Ç���

❀hâ3{�X©GÝ91���Õ

device sl

❀YÝ9óGENERIC�XÇÄ1Ya�XÌ4Ç¯�Çø:3.²ÍøêÇ�

28.7.1.1������)))���'''{{{///<<<

1. ²3ý��dÞ{åì���1ù­ÖqÖìÇÑ��t/etc/hosts ©G¥�·¢{4�ÁYÇø

�Õ

127.0.0.1 localhost loghost
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136.152.64.181 water.CS.Example.EDU water.CS water
136.152.64.1 inr-3.CS.Example.EDU inr-3 slip-gateway
128.32.136.9 ns1.Example.EDU ns1
128.32.136.12 ns2.Example.EDU ns2

2. >hâó3{/etc/nsswitch.conf ¥{hosts: B�°ÁÇfiles ��dns ñ���*X4Yø{

�Ç,�Ì�	�JXæ�{�6�

3. �ö/etc/rc.conf �

1.�ö1�Yq÷�ÌåÖ(hostname)Õ

hostname="myname.my.domain"

a�~3Ìå{Internet\ÖS��

2.

�#Y�q1�Òå�{4�Õ

defaultrouter="NO"

��Õ

defaultrouter="slip-gateway"

4. 
O©G/etc/resolv.conf ÇU�1���Õ

domain CS.Example.EDU
nameserver 128.32.136.9
nameserver 128.32.136.12

t�3�t{ÇYJq÷�ê­ÖqÖì�hlÇ"�{­ÖZIP��Rû�3{¢¸�

5. ÷�root Ztoor {·h(ÙÇ�[��·h{AR)�

6. ­é�®åÇl�h�&~êth{ÌåÖ�

28.7.1.2


OOO���ÇÇÇSLIPËËËzzz

1. ó×

+n��Q�slip �qCRÇQ�3{åìÖZ=
�ä���Q���Ç¦3{¢¸·#

#���*&~KermitÇ�,1&~¡��Á{lýÕ

# kermit setup
set modem hayes
set line /dev/modem
set speed 115200
set parity none
set flow rts/cts
set terminal bytesize 8
set file type binary
# The next macro will dial up and login
define slip dial 643-9600, input 10 =>, if failure stop, -
output slip\x0d, input 10 Username:, if failure stop, -
output silvia\x0d, input 10 Password:, if failure stop, -
output *** \x0d, echo \x0aCONNECTED\x0a

hlÇ3¤����~�ÖZ=
uw�"����qÄYJv*��Ç��óKermit 
+n��Q
�slip Ò,1Ëzê�
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ÕÕÕ???: R·h1�©ý{o*?8ó©Gø:ÃX�[Ñ4Ç   Ì?�>�DYø){Z��

2. óY°RñKermit (�,1~Ctrl -zRÙ�å)Ç1root ~�E�Õ

# slattach -h -c -s 115200 /dev/modem

�*3�ping /4�ì��à{ÌåÇÒ4ËzPê! �*XqÇ3,1&~-a 1S�-c *

�slattach {kj�

28.7.1.3������ËËËzzz

❀��Á{Z½)Õ

# kill -INT ‘cat /var/run/slattach.modem.pid‘

❀uÀ«slattach �#�Þcv*��1root üPb�qÄ�z�uÃtkermit (�*��4RÇ�å
êÇ�&~fg )?Rñ(q)�

❀óslattach(8)ÉåC~¥
tÇ��&~ifconfig sl0 down b�Rz=)����ÇbZYø)���

���K/�(ifconfig sl0 �lç·3ø{ÀÜ�)

❀��Ç3{modem,�Ìáý�ä�Y«<Y�Ç��­céÄkermit ?ò'RñÇÒ,1ê��Äu

�A�'Ò,1ê�

28.7.1.4 ¯̄̄������III

❀�*¤XqÇ¦���Gtfreebsd-net (http://lists.FreeBSD.org/mailman/listinfo/freebsd-net)�Gï,u

¯��D{¯�ÝiÕ

• �qslattach �X&~-c Z-a 1(Ya�X4�E{Çb�J~�ç·Yø)�ûê¯�)�

• &~s10�¦sl0 (ó�J	��i
�ñX3)�

• AAifconfig sl0 u��3{z=çÕ�¾�Ç3,1Yø)Õ

# ifconfig sl0

sl0: flags=10<POINTOPOINT>
inet 136.152.64.181 --> 136.152.64.1 netmask ffffff00

• �*ó&~ping(8)�ztêno route to host Yø{
+Ç��Ò3{4�,,��¯��,1

~netstat -r ×
u�+h�{4�Õ

# netstat -r

Routing tables
Destination Gateway Flags Refs Use IfaceMTU Rtt Netmasks:

(root node)
(root node)

Route Tree for Protocol Family inet:
(root node) =>
default inr-3.Example.EDU UG 8 224515 sl0 - -
localhost.Exampl localhost.Example. UH 5 42127 lo0 - 0.438
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inr-3.Example.ED water.CS.Example.E UH 1 0 sl0 - -
water.CS.Example localhost.Example. UGH 34 47641234 lo0 - 0.438
(root node)

�c{¾�u���Ç:�$�{ø:�3ø:Þ{YJj	ÌO�dÙÄ{X3
�#�

28.7.2÷÷÷���SLIPqqqÖÖÖììì

❀ý©
ØêóFreeBSDÞ÷�SLIPqÖÇ�Ò4�[{�3{ø:Ç&Ù�óÏÇSLIP0�à~9��
Ä�
éËz{OF�

28.7.2.1���


���GGG

❀Y���bui�ÇÄ1�F3��½{òµ�#�ý�"½3YçTCP/IP�dNFÇ�/4�dZ�
�¯����Ùh����I�4��4�NF(�RIP)��#�óCRqÖìÞ{�SLIP��YJ�'u
{�#��*3XYçÇ¢Ç>�ÝÖCraig Hunt{TCP/IP ���ddd���®®®�O’Reilly & Associates, Inc.ñ
Ç(ISBN 0-937175-82-X)ÇÝDouglas Comer��TCP/IPNF{V÷�

❀$i¤"½3.²{�Pê3{®��®ì1ù#a{ø:©GÇ1ã�/,®��®ì�q~9��

*3¤���${�Pø:Ç>kD�27.4�1ê����[�qCRqÖ{{��3,��Ì.��
�sio(4){ÉåC~Ç1ê����=÷÷PÄ{��ZfåÇ1ùttys(5)�gettytab(5)�getty(8) & init(8)Þ
���ø{�ø:uzIu�®��®ì{~9>F{ä�<YÇ¤�stty(1)1ê���÷��=kj(¾
�clocal ,+�=�É)��

28.7.2.2OOO¤¤¤¨̈̈���

❀&~FreeBSD*�SLIPqÖìÇó�n{��ÇÇ4YøÓ*{Õ�ÇSLIP0�CR?1Û~{login
ID~9tFreeBSD SLIPqÖìø:�YÇ~�&~/usr/sbin/sliplogin *�shell�sliplogin Ç�Ìó

©G/etc/sliphome/slip.hosts ¥�IYÇ~�{1Ç�*Itê�{1ÇÒR�q"Ëzt�Ç,~

{SLIPz=Çl�äqshelllý/etc/sliphome/slip.login 1{�SLIPz=�

28.7.2.2.1�ÇSLIPqÖì~9{¾�

❀¾�Ç�*�ÇSLIP~�{ID4Shelmerg Çó/etc/master.passwd ¥Shelmerg {1��{Ä+Õ

Shelmerg:password:1964:89::0:0:Guy Helmer - SLIP:/usr/ users/Shelmerg:/usr/sbin/sliplogin

❀Shelmerg ~9�Çsliplogin ó©G/etc/sliphome/slip.hosts ¥�Â¦~�ID�{{q;��Ä+Õ

Shelmerg dc-slip sl-helmer 0xfffffc00 autocomp

❀sliplogin ItY�K{qÇ?R�q"¦��Ç,~{SLIPz=ËåuÇl��
q/etc/sliphome/slip.login lýÕ

/etc/sliphome/slip.login 0 19200 Shelmerg dc-slip sl-hel mer 0xfffffc00 autocomp

❀�*�#~¼/etc/sliphome/slip.login Rósliplogin Ô½{SLIPz=Þ�ñifconfig (�c{¾
�¥4SLIPz=0ÇY4slip.login {��Çkj)Ç1÷�ý�IP��(dc-slip )�ÏÇIP�
�(sl-helmer )�Y�SLIPz={��Ùh(0xfffffc00 )Ç1ù�[ÙÆ)�(autocomp )��*�	F
ØÇsliplogin /�Ì/,syslogd{daemon facility���~{fåÇ�VÌ²YJfåâ?
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t/var/log/messages (kDsyslogd(8)Zsyslog.conf(5)1ù/etc/syslog.conf {ÉåC~Ç1ê

�syslogdó�9��Ç1ùYJ��Rú�óý°)�

28.7.2.3���XXX{{{���

❀FreeBSD{å��X(GENERIC)
ØêSLIP (sl(4))|ÑÖ&~½�{�X�Ç3��²�Á{÷���t
{�©GÕ

device sl

❀å�<Y�Ç3{FreeBSD�®åXÌÝ�Ý��*3æ�RFreeBSD SLIPqÖì*�4�ì&~ÇÒ
����/etc/rc.conf ©GÇRgateway_enable #Þ÷�YES�Yø�'ø:Zs�Ò�êâÑY�{

�ê�

❀�Áýa~YJ{�Ç,1root {üPäqÕ

# /etc/rc.d/routing start

❀>kÝ�991ê��[{�FreeBSD�XÇ?Üzó­c{��X0Á{�s�

28.7.2.4 Sliplogin {{{���

❀t���Ä
t{Ç/etc/sliphome ø9¥�®Ç©GÇÇ¢á3èÄ/usr/sbin/sliplogin {{

�(k�sliplogin {ÉåC~sliplogin(8))Õ~�½BSLIP~�Z#�{IP��{slip.hosts �/��~

�{�SLIPz={slip.login Ç1ù(, {) slip.logout Ç~1²=�slip.login Ä�q{Ä*�

28.7.2.4.1{�slip.hosts

❀/etc/sliphome/slip.hosts °{�qÝ9�è�ÇÃ£ÇÃ£�-�8ÂÅ
Õ

• SLIP~�{~9ID

• SLIPËz{ý���(�SLIPqÖì)

• SLIPËz{ÏÇ��

• �dÙ�

❀ý�ZÏÇ��,14ÌåÖ(/,©G/etc/hosts ÝV­ÖqÖ�Û�IP��ÇYRû�©
G/etc/nsswitch.conf ¥{÷�)Ç�dÙ�,14�Ç�/,©G/etc/networks �Û{Ö	�ó�Ç

ø¾ø:¥Ç/etc/sliphome/slip.hosts 4Yø{Õ

#
# login local-addr remote-addr mask opt1 opt2
# (normal,compress,noicmp)
#
Shelmerg dc-slip sl-helmerg 0xfffffc00 autocomp

❀óYqâ�4�ÝõÇ 1Õ

• normal −X¸Àç>
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• compress −¸Àç>

• autocomp −�*ÏÇàã�Ç¸Àç>

• noicmp −¢~ICMPjâÝ(YøÒÌ¿ïÄ�{�ping�jâÝÇX3~3{QP)

❀éSLIPËz{ý�ùÏÇ��{ 
Rû434ï÷óSLIPqÖìÞ&~TCP/IP��¤4&~�ARPS
®� (Ç?X4�]t{�ARPS®Ç
4·¢óý�~��ë{bª)��*3X�h½ 
[«0*Ý
V�[I{��Ç>k�"�
�G"(�28.7.2.1�)°ïñ{TCP/IPV÷ÝV53{IP�d�®Ê>s�

❀�*K®�3{SLIP0�&~�ÇÕÁ{��ÇÒ���,I{zt{�dR¥Rñ�Ç��RÇl�
òóYÇ��°É�ÇSLIP0�I{IP���z�uÇ3¤��/,SLIPqÖìó!£{IP4�ìÞ{
��Ç�5SLIP��{·Õ4��

❀�*�&~�S®ARP�{0*Ç3¤��,SLIPqÖì{1Ô��¥��ÇSLIP0�I{IP��Ç¤
����/etc/sliphome/slip.login Z/etc/sliphome/slip.logout lý1&~arp(8)u�®óSLIPq
ÖìARP,¥{�S®ARP�1�

28.7.2.4.2 slip.login Configuration

❀�n{/etc/sliphome/slip.login ��Ä+Õ

#!/bin/sh -
#
# @(#)slip.login 5.1 (Berkeley) 7/1/90

#
# generic login file for a slip line. sliplogin invokes this w ith
# the parameters:
# 1 2 3 4 5 6 7-n
# slipunit ttyspeed loginname local-addr remote-addr mask opt-args
#
/sbin/ifconfig sl$1 inet $4 $5 netmask $6

❀YÇslip.login lý���Q�#aý�ùÏÇ��ZÙh{SLIPz=�qifconfig �

❀�*3û½&~�ARPS®�0*(
:�3{SLIP0�&~ÕÁ{��)Ç3
{/etc/sliphome/slip.login a�4YøÕ

#!/bin/sh -
#
# @(#)slip.login 5.1 (Berkeley) 7/1/90

#
# generic login file for a slip line. sliplogin invokes this w ith
# the parameters:
# 1 2 3 4 5 6 7-n
# slipunit ttyspeed loginname local-addr remote-addr mask opt-args
#
/sbin/ifconfig sl$1 inet $4 $5 netmask $6
# Answer ARP requests for the SLIP client with our Ethernet ad dr
/usr/sbin/arp -s $5 00:11:22:33:44:55 pub
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❀slip.login c�{qarp -s $5 00:11:22:33:44:55 pub óSLIPqÖì{ARP,¥��ê�Ç,1�
YÇARP1&z�hYÇ1Ô�Þ{ÙÇIP��éSLIP0�àIP���qARP>F�ÇSLIPqÖìÌ1
�.{1Ô�MAC��*�Ãa�

❀h&~1Þ{¾��Ç�½�R1Ô�MAC��Ã00:11:22:33:44:55 Ä�¦Ä3ø:��{MAC�
�Çd��ARPS®�Rq\Ã�Ó*¼3,1��netstat -i Qñ�*1Rz1Ô�MAC��;Qñ
{��qa�4YøÕ

ed0 1500 <Link>0.2.c1.28.5f.4a 191923 0 129457 0 116

❀Yq,ÒYÇø:{1Ô�MAC��400:02:c1:28:5f:4a −netstat -i Qñ{1Ô�MAC����
�Ä~�RÅ
Ç?%�\Ç���j��Þ�Y4arp(8)�F{Â*;k�arp(8){ÉåC~1ÜRqr{
&~0��

ÕÕÕ???: ó�U/etc/sliphome/slip.login Z/etc/sliphome/slip.logout �Ç�½�÷��,�q�

(execute) (¦Ó�Çchmod 755 /etc/sliphome/slip.login /etc/sliphome/slip. logout )Çd
�sliplogin RÃ��qÇ�

28.7.2.4.3 slip.logout{�

❀/etc/sliphome/slip.logout ?X4��{(ø:3&~ê�ARPS®�)Ç�*3ï÷
OÇÇY°�
�Çäý{slip.logout lý{¾�Õ

#!/bin/sh -
#
# slip.logout

#
# logout file for a slip line. sliplogin invokes this with
# the parameters:
# 1 2 3 4 5 6 7-n
# slipunit ttyspeed loginname local-addr remote-addr mask opt-args
#
/sbin/ifconfig sl$1 down

❀�*&~ê�S®ARP�Ç�,�æ�/etc/sliphome/slip.logout ó~�Õ=��Ä�SLIP0�àÍ
øARP1Õ

#!/bin/sh -
#
# @(#)slip.logout

#
# logout file for a slip line. sliplogin invokes this with
# the parameters:
# 1 2 3 4 5 6 7-n
# slipunit ttyspeed loginname local-addr remote-addr mask opt-args
#
/sbin/ifconfig sl$1 down
# Quit answering ARP requests for the SLIP client
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/usr/sbin/arp -d $5

❀arp -d $5 RÍø��S®ARP� slip.login óSLIP0�Ç�~9�Ä	Ä{ARP1�

❀ò'�®ÕOÁ/etc/sliphome/slip.logout ��Ç�½�÷�,�q (�Ò4�Çchmod 755

/etc/sliphome/slip.logout )�

28.7.2.5444������DDD

❀�*��&~�S®ARP�{0�uó3{SLIP0�åZ�d{Ù�\I(�,�4Internet)�-4�j
âÝÇ3,�����¬3!£{å�4�ì{·Õ4�Ç1"/,SLIPqÖìuóSLIP0�å��Þ�
q4��

28.7.2.5.1·Õ4�

❀53!£{å�4����Ç·Õ4�,1�4if&(ÝV�4X,�Ç�*3��Y!Y�))��*
ó3{��¥&~õ4�ì�dÇ�J4�ì(��CiscoZProteon	�{)Xb�{��5SLIP��{4
�Ç
%¤��{�RýJ·Õ4��ÉÙÇ{4�ì�Ä1�JÛ�?DZ¯��Ié�&ä�·Õ4

�,{4�t�Ó*i����
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Original work by Bill Lloyd. Rewritten by Jim Mock.

29.1���ccc
❀����G�ÇÝ/�Ä�{emailÇ4��&~!�-{/f0*���ý9Ré�[óFreeBSDÞä
q�GqÖÇ1ù�[&~FreeBSDuB����G*äý{�ëÖl
ÇÇ?X4�Pqr{k�C
~Ç"�ÞÇ�õ���D{­�/1Ñ��
ù�·¢M?ÖVÝÖ�9B¥{k�V÷Ç1Üzé�
Y\I{\Á�#�

❀ÖqY9Ç3Rê�Õ

• ýJ�G¦B����G���

• FreeBSD�{äýsendmail{�©Góý°�

• ý�ZÏÇ�'�-{K/�

• �[��mã�G��V:��&~3{�GqÖì*�Ý�¥��

• �[�ãZ{�~��Ssendmail{ÙÆ�G�QS®�

• �[ÿ®�D{�GqÖì¯��

• �[&~SMTPZUUCP�

• �[÷�ø:&Ù�����G�

• �[óCRËz�&~�G�

• �[{�SMTPèy1���\u�

• �[�ã?&~~��GS®Ç�mutt uB��G�

• �[,ÏÇ{POPÝIMAPqÖìÞ�ñ�G�

• �[ó��{�GÞ�Ä�a~,HìZ���

❀ÝÖý9��Ç3��Õ

• th�{�3{�dËz(�329).

• th��3{�GqÖì{�DNSfå(�309).

• �w�[�ã�®0�G(�59).

29.2&&&~~~���������GGG
❀�Gb¦,1I�5\I�Ç¢4Õ~�àÇ��qÖàE��Ç�DNS�ÏÇÝý�{�'�h
lÇ¤��GÌå���
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29.2.1~~~���àààÇÇÇ���

❀YÝi�Jä�×
q{Ç�Ç¾�mutt�alpine�elmZmail Ç1ù¡�balsa�xfmail Yø{GUIÇ
��$iÇ¤�·¢Í�Yç{�WWW¨�ìYø{Ç��YJÇ�;\�/,®~qÖE��Ç²�
G/ÖbÉý�{��GÌå�ÇÝV/,TCP²�G�ñV�

29.2.2���GGGÌÌÌåååÞÞÞ&&&~~~{{{qqqÖÖÖÇÇÇ���

❀FreeBSDå�<Y�f~sendmailÇbÇ�|Ñ�j¯õ{ÙÇ�GqÖÇ�ÇYÙ¥ÝiÕ

• exim;

• postfix;

• qmail.

❀�GqÖì�ÑE�Ç�/��ÜÇÕ�−zBiÁ�u{�GZ²�G��ñV�bÇXXX�	&~¡

�POPÝIMAPYø{NFuÐ3ÝÖ�GÇ�X�	Ëztý�{mboxÝMaildir f'�3,���ÙÇ
{qÖÇ�uqÄYJ�Ö�

´́́···: v�Çý{sendmail ��JÎ­{�\¯�ÇÆ¢,�s�ÔâV,ý�Z/ÝÏÇv*3{�
�3a�
h���&~{4!cÇý1�½YJ¯���iÇ�,1,FreeBSD Ports Collectionu�ãÙÇ{MTA�

29.2.3 Email ZZZDNS

❀­Öø:(DNS)ùÙqÖÇ�namedóemail{=�,Çh¥ÈÜøi­�{nº��ê�ê,3{5�
5ÙÇ{5����GÇqÖÇ���/,DNS�IzB�G{ÏÇ5�{ ��¡��ÇóÏÇ5�5
3{Ìå=��G��Ì�	Yø{�I�

❀DNS�	RÌåÖnó�IP��Ç3�Ç���â?���G�Ä��{fåÇYJfåÁ*MX �
9�MX (Mail eXchangerÇ�Gb¦)�9�½êýÇÇÝýJÌå�êzB�½­�{�G��*3��
�ÌåÖÝ­Ö÷�MX �9Ç��GRú�z�bÉÌåÖéaIPÄó{Ìå�

❀3,1/,host(1)×
u�I�[­ÝÌåÖéa{MX �9Ç��Á{¾�Ä+Õ

% host -t mx FreeBSD.org

FreeBSD.org mail is handled (pri=10) by mx1.FreeBSD.org

29.2.4zzzBBB���GGG

❀�3{­zB�G4/,�GqÖìuqÄ{�ÇBø��É3{­{�J�GÇ?â?tmbox (?û�
Gå�{0�)ÝMaildir Â*ÇYRû�3f~{{���`�Gúâ?�uÇÒ,1óý�/,¡
�mail(1)Ýmutt Yø{Ç�ÇÝóÏÇ/,POPÝIMAPYø{NFuÖRê�;\��Ç�*3�óý
�ÝÖ�GÇ�Ò�����ãPOPÝIMAPqÖ�
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29.2.4.1///,,,POPZZZIMAP 666¯̄̄ÏÏÏÇÇÇ{{{���GGG

❀�*æ�óÏÇ6¯�'ÇÒ��6¯POPÝIMAPqÖì�YJNFã�~�,ÏÇ0"�6¯Æ¢{
f'�¦�POPZIMAPÑã�~�,ÏÇ6¯f'ÇbIMAP �iõ��ÇYÝiÕ

• IMAP�,1,ÏÇqÖìÞØR�GÇ�,1²�G8ÞV�

• IMAP|Ñ?�Íc�

• IMAPé�&~�¤�d{~����~ÇO�Ç�êtYJ~�²�G{�è�ñ�VÇ
Ã�Áý�
ñrÇ�G�Ç¤,1óqÖìà�q¡��IYø{v*Ç1>è0�åZqÖì�-{/µÞ�

❀3,1�L�Á{Z½u�ãZ{�POPÝIMAPqÖìÕ

1.  
�Ç!n\��{IMAP ÝPOPqÖì��ïPOPZIMAPqÖì4!ÍÖ{Ç
%Ñ�iõÄÕ
�¾Õ

• qpopper;

• teapop;

• imap-uw;

• courier-imap;

• dovecot;

2. /,ports collection�ãPOPÝIMAP qÖ�

3. Êâ����/etc/inetd.conf u�ñPOPÝIMAPqÖ�

´́́···: $i¤aÕ?{4POPZIMAP��{fåÇÝi~�ÖZ=
��Ç/�Ñ4Ò©{�Y?�ø�*3æ
��·�Q,Ç¥{fåÇ,����D&~ssh(1)¸wÝV&~SSL����["�¸wó�15.10.8�¥�
qê-û�cÇSSL\Ió�15.8��

29.2.4.2vvv***ýýý���{{{fff'''

❀f',1ó�GqÖìý��z~MUA u�qv*�Y/�4/,mutt Ýmail(1)Yø{a~Ç�"�
{�

29.2.5���GGGqqqÖÖÖììì

❀�GqÖì4/,qÖìÉ{�ÇÖ	(HÕÕu#/Ìå)ÇY�t4Ç�ó3{ÌåZ�dÞ��Zz
B�G{ÆO�
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29.3 sendmail {{{���
*VÕChristopher Shumway.

❀sendmail(8)4FreeBSD¥{å��G�QS®(MTA)�sendmail{�Ö4,�G~�S®(MUA) zB�
Gl�Êâ{�©G{½B²Ç¢�É{�P{{
�Ç��sendmail��zI�dËzÇ?%���G
tý��'ÝV��ÇtÙÇÇ��

❀sendmail&~�ï{�©GÕ

©©©GGGÖÖÖ ÕÕÕ���

/etc/mail/access sendmail6¯jâE©G

/etc/mail/aliases �'/Ö

/etc/mail/local-host-names sendmailzB�GÌåï,

/etc/mail/mailer.conf �
{�Ç�

/etc/mail/mailertable �GI�ï,

/etc/mail/sendmail.cf sendmail{Ì{�©G

/etc/mail/virtusertable ��~�Z­ï,

29.3.1 /etc/mail/access

❀6¯jâE½Bê��ÌåÝVIP��,16¯ý��GqÖìZÇ¢4ý«¡n{6¯�Ìå,�Ì
ïñOK�REJECT�RELAYÝV;\{/,sendmail{ñFÿ®Ç�5��ÇÉ½{�GFØ�Ìåå�ï
ñOKÇã����GtÌåÇ���G{!�ø{�4ý�Ìå�ïñREJECTRáýÄ�{�GËz��

*Q�RELAY 1{ÌåRúã�/,YÇ�GqÖì���Gt�[�0�

¾¾¾29-1.{{{���sendmail{{{666¯̄̄���,,,jjjâââEEE

cyberspammer.com 550 We do not accept mail from spammers
FREE.STEALTH.MAILER@ 550 We do not accept mail from spammer s
another.source.of.spam REJECT
okay.cyberspammer.com OK
128.32 RELAY

❀óÞÁ{¾�¥·¢�5��9�¦&�ï,�{{�G|It��ï,Ä*{k/���{ÜÇ¾�É
ñêsendmail{ñFÿ®Ç�5�t{FØSh�h�Ç�G¦&�ï,#�{�ÇYÇfåÌúK\t
ÏÇÌåÞ�����9áýu�InternetÞ{�Ç�/Ìå{�Ganother.source.of.spam �z�u{

�9ã�u�okay.cyberspammer.com {�GËzÇY��9�ÞÁ�qcyberspammer.com Íïh�Í

õ{ïh�{&Xïh{�{ÃH�!��qã����G,ÌåZ128.32 
>{IP��Ý��YJÌå
Rúã�/,YÑ�GqÖì��ÙÇ�GqÖì���G�

❀hYÇ©Gú�ÿ{��Ç3��ó/etc/mail/ äqmake�ÿjâE�

29.3.2 /etc/mail/aliases

❀/ÖjâEÝ9�Çj0t~�ÇÇ�ÝVÙÇ/Ö{���'ï,��Á4�J

ó/etc/mail/aliases ¥&~{¾�Õ
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¾¾¾29-2.���GGG///ÖÖÖ

root: localuser
ftp-bugs: joe,eric,paul
bit.bucket: /dev/null
procmail: "|/usr/local/bin/procmail"

❀YÇ©G{Â*i;\Ö�R&�{�'ÖÇÌú0
Ä��{o*���Ç¾�;\�Rroot �'j

0�localuser Ç��R��ó/ÖjâE¥�q�I��*��It�{{�9Ç��GÌú�Éý�

~�localuser ���Ç¾�0+ê�Ç�Gï,���tftp-bugs {�GÌú0
Äjoe Çeric Zpaul

Y®Ç�'�Õ?�,1/,<user@example.com >Yø{o*u�½ÏÇ{�'�z�u{¾�0+ê
�[²�GU�t©G¥ÇYÇ¾�¥4/dev/null �!��Ç¾�0+ê�[R�G�É�ÇÇ�Çä

�
Ó4/,UNIX �w�t/usr/local/bin/procmail {)ïQ��

❀Íc$©G�Ç3��ó/etc/mail/ ¥&~makeuÍcjâE�

29.3.3 /etc/mail/local-host-names

❀Y4�Çsendmail(8)úzI��Çý�ÌåÖ{ÌåÖï,�,18��[sendmailR,�°B��G
{­ÖÝÌå�¾�Ç�*YÇ�GqÖì,­example.com ZÌåmail.example.com zB�GÇÇ

{local-host-names ©GÇ,1�åu6��YøÕ

example.com
mail.example.com

❀hYÇ©Gú�ÿÇsendmail(8)��­céÄÇ1"Íc÷��

29.3.4 /etc/mail/sendmail.cf

❀sendmail{Ì{�©Gsendmail.cf ;�øsendmail{Ä�q�ÇÝi,­U�G��tK\áýÏÇ
�GqÖìfå�Ä�/�hlÇ*��ÇX3{nºÇYÇ{�©G4#h�ì{ÇÇ{û�\I.²

§ñêý�{)��sä{4ÇYÇ©Gé�)ï{�GqÖìu�iè��ú�Ä�

❀sendmailÌ{�©G,1~m4(1)w½Bsendmail{�uZq��Ç{û�>
�/usr/src/contrib/sendmail/cf/README �

❀hYÇ©Gú���Çsendmail��­céÄ1"éc��	H�

29.3.5 /etc/mail/virtusertable

❀virtusertable nó��­ÖZ�'t]"{�'�YJ�',14ý�{�ÏÇ

{�/etc/mail/aliases ¥½B{/ÖÝ�Ç©G�

¾¾¾29-3.������­­­���GGGnnnóóó{{{¾¾¾���

root@example.com root
postmaster@example.com postmaster@noc.example.net
@example.com joe
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❀óÞÁYÇ¾�¥Ç·¢nóê�Ç­example.com �YÇ©G4�L,Þt�ÇDÇ�{{0*uÿ®

{���1R<root@example.com >nótý��'root ���1�R<postmaster@example.com >nó
t �noc.example.net {postmaster �!�Ç�*��u�example.com {�{Ç�R&~!���

nóÇÇ,+RÄ�{ÙÇ�G�Éexample.com ­{ìÇ|�YøÇRnótý�f'joe �

29.4���###333{{{���GGG���QQQSSS®®®ÇÇÇ���
Written by Andrew Boothman. Information taken from e-mailswritten by Gregory Neil Shapiro.

❀��.²
tÇFreeBSD¥{sendmail.²�ãê3{MTA (�G�QS®Ç�)�O$Ç�	ø3{B
��G{Ó*�

❀l
Çä�X3{®�Ç�Jø:�®Ê.��#Æ¢ø:{MTA�YJ®�,;\{.��A��
ÇMTAÇt���Ç�O{�uÝVpackage�vìÇ�
Ç����sä{4ÇX�4��®
�ÇFreeBSDÑ��4{�#Ç�

29.4.1���ããã���ÇÇÇccc{{{MTA

❀é�,~{MTA 3�iõ{ 
��ÇP{ñ��4FreeBSD Ports CollectionÇó�°3�Itiõ�h
l3,1,�[ �XI�[!�{&~MTAÇ��3�tÇäqóFreeBSD��

❀
)�ã3{cMTA��`Çú�ãÇÇ,1t3�åÌg½Ç4d�w�3{��Ç?%óÇz
�sendmail��t3�åÌ{�3{c�G�hqÄYJ��Ç3a�hf�ã{c�GXÌ�AÍ�ø
:{���©G¾�/usr/bin/sendmail �ø$1iÇ3{c�G�Gé~���.²{�PÇ�

❀ä�{�>k�3Ä 
{MTA �G{{�©lÝÙÇ#�ýî�

29.4.2¢¢¢~~~sendmail

´́́···: �*3K®¢~sendmail {�G�ñqÖÇâÑø:¥��Ç�SÇ{�,~{�G��ø:Ò:�­
���*3XYø){�Ç¡�periodic(8)Yø{ø:Õ�ÒÃ��½Ï{�øÇ/,�Gu��Ù�q�*�
3ø:¥{�õ\I,�Ñ"½�,~{sendmail -/�ø:��*YJa~Ç���&~sendmail {�q©G
u���GÇ
3�¢~êÇÇ��GR��sendmail {:Ù×(inactive)èïÇ
{ÏXÌú�H�

❀�´�¢~Ýi�G�ñqÖó�{Ä�sendmailÕ�Ç��R

sendmail_enable="NO"
sendmail_submit_enable="NO"
sendmail_outbound_enable="NO"
sendmail_msp_queue_enable="NO"

❀U�/etc/rc.conf �

❀�*�4.�*�sendmail{zB�GqÖÇ3a�ó/etc/rc.conf ©G¥÷�

sendmail_enable="NO"

❀Íõ{��sendmail,~{éÄ 1Çk�rc.sendmail(8)ÉåC~.
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29.4.3åååìììZZZsss���äääqqq333{{{cccMTA

❀,15/etc/rc.conf ¥��{�1&c{MTA óø:éÄ�äqÇ�Á4�Çpostfix{¾�Õ

# echo ’ postfix_enable= �YES�’ >> /etc/rc.conf

❀YøMTA Ò�óø:éÄ4�Ääqê�

29.4.4���¦¦¦øøø:::ååå���{{{���


ÇÇÇ���sendmail

❀O�sendmailÇ�4�ÇóUNIX ø:�Ê(?ó{�Ç)ï{�GÇ�J�GÒ"½Ç.²ú�ã?%
{�P�ä�YÇÆOÇ�õÙÇ{MTA 
ØVÑ
Øê/�sendmail{×
q�Áu�q�Y&Ç¢
4�×��sendmail�ø#{i�4=º�

❀O$Ç�*3&~ÙÇ{�
Ç�Ç3��h½YÇ�G4V�Aäq)ï{sendmail���ÇÒ
6/usr/bin/sendmail Ç¤4äq3�� 
{�¦�
Ç��sä{4ÇFreeBSD
Øê�Çø:®
~mailwrapper(8)ÇÇ��3)YGÓ*�

❀hsendmail�ã�úäqÇ3,1ó/etc/mail/mailer.conf ¥It��qÕ

sendmail /usr/libexec/sendmail/sendmail
send-mail /usr/libexec/sendmail/sendmail
mailq /usr/libexec/sendmail/sendmail
newaliases /usr/libexec/sendmail/sendmail
hoststat /usr/libexec/sendmail/sendmail
purgestat /usr/libexec/sendmail/sendmail

❀YÇ{?�Ò4hYJÚá×
(¾�sendmail Çýü)äq�Çø:"�Þ®~ê�Çsendmail �½

{mailwrapper{�ýÇÇ5�mailer.conf ?%äq/usr/libexec/sendmail/sendmail )��S�h

å�{sendmail Õ�ú®~Çø:Ri�4{�#"�Þäq{���©G�

❀O$�*3.�/usr/local/supermailer/bin/sendmail-compat �¦sendmailúäqÇ3a��
#/etc/mail/mailer.conf ©G�Õ

sendmail /usr/local/supermailer/bin/sendmail-compat
send-mail /usr/local/supermailer/bin/sendmail-compat
mailq /usr/local/supermailer/bin/mailq-compat
newaliases /usr/local/supermailer/bin/newaliases-com pat
hoststat /usr/local/supermailer/bin/hoststat-compat
purgestat /usr/local/supermailer/bin/purgestat-compa t

29.4.5!!!���

❀�`)q3.�{�{�G/Ç3a�À«sendmail�Ç?%éÄa�3{c�G{�ÇÇÝV;\{
­é�­é�RÉ3
Øêh�3{ø:.²�qêth{{�{åÌ�óZs{���Ä{äq3c

{MTA�
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29.5&&&


���III

1.�����ó·{5�{ÌåÞ&~FQDNÚ

3,�Ì��Ìå"�Þ4ó�i�Ç­°ÁÇ¾�Ç�*34ófoo.bar.edu °Ç
3�I�Ñ

wmumble{ÌåÇÇóbar.edu ­°Ç3Ò��~qr{­Ömumble.bar.edu Ç
X4~mumble�

�:ÞÇYóBSD BIND resolvers¥4,q{�l
ø�±FreeBSD�Q{BIND .X�3�­i
ØÀU
qÖ�Ä1ÇYÇXqr{ÌåÖmumble��1mumble.foo.bar.edu Y«o*b�úItÇÝVRóÊ

­¥�ÂÇ�

YË1�{ÿ®4X3{Ç1�ÇýRÌ��¯Imumble.bar.edu Zmumble.edu ��*3.�ê�Y«

0*4d4PÇÝVÇ����\0Á{&ÉÇ>kÝRFC 1535©l�

�*3.��ÇP{Ó*¢¸Ç3,1&~��qÕ

search foo.bar.edu bar.edu

�¦��Î{ÇýÕ

domain foo.bar.edu

²Yq8ó3{/etc/resolv.conf ©G¥�l
Ç>�½�h½Yø{�¯~�XÌ�ÄRFC 1535°

t{�boundary between local and public administration�¯��

2.

sendmail
+fåmail loops back to myself

�Á4sendmailFAQ¥{ÃIÕ

·ztê��{fåÕ

553 MX list for domain.net points back to relay.domain.net
554 <user@domain.net>... Local configuration error

·�[�ûYÇ¯�Ú

3.²/, MX �9�½²��É�½{­ (¾�Çdomain.net)
{�GúÝ
t�½{Ìå (óYÇ¾�¥Çrelay.domain.net) Ç


YÑåì?X��Ç��4 domain.net �>² domain.net ��t

/etc/mail/local-host-names ©G¥ [ ó 8.10 Ç��4 /etc/sendmail.cw]
(�*3&~ FEATURE(use_cw_file) {�) ÝVó /etc/mail/sendmail.cf
¥���Cw domain.net ��

sendmail{FAQ,1óhttp://www.sendmail.org/faq/ItÇ�*3.�é3{�G)�[{�®r�Ç�M
?D����Ç�

3.
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·�[ó�ÇCRÌåÞäq�Ç�GqÖÚ

3.�²Û­�Þ{FreeBSDÌåËzt�Ë�ÞÇ
YÑFreeBSDÌåRÌÄ�YÇÛ­�{�G�
�ÇYÇCRËzX���âÑóËzçÕ�

!è�Ü«0�,1w�3{�F��«0�Ò4&~UUCP�

��«0�4It�ÇÛ�{qÖìu�3{­
Ø�MX ÌåqÖ�¾�Ç�*3Ú�{­Ö
4example.com Ç3{�Ë�qÖ
ØV²example.net *�3­{�MX qÖÕ

example.com. MX 10 example.com.
MX 20 example.net.

���ÑÌåú�½h)3{!ªBfÌå(óexample.com Ìå{/etc/mail/sendmail.cf ©G¥�

�Cw example.com )�

hsendmail ACI��G{��ÇÇÌ�A/,modemËzt3(example.com )�O�3?Xó"ÇÄ1
�4Ìzt�Ç§�{FØ�sendmailRÌ²�G��t�MX ÌåÇ�Ò4�Ç3{�Ë�qÖ
Ø
V(example.net )��MX ÌåR±Ïu{�AËz?���Gt3{Ìå(example.com )�

3��.�&~�Á{YÇ~9lýÕ

#!/bin/sh
# Put me in /usr/local/bin/pppmyisp
( sleep 60 ; /usr/sbin/sendmail -q ) &
/usr/sbin/ppp -direct pppmyisp

�*3.���Ç~�OÁ�ÇI
~9{lýÇ3,1&~sendmail -qRexample.com �¦ÞÁ{l

ý�YøR&Ä�{�G�L3{example.com èïÁýúÿ®�

Íý�{0�,1k��ÁYãÕ

Yãfå4,FreeBSD InternetqÖ
ØÛ{�Gï, (http://lists.FreeBSD.org/mailman/listinfo/freebsd-isp)ü
u{�

> ·¢�~�
Ø� MX ÌåqÖ�~���ÑÌÞ"P�'
> ?%�Ä²fGRÃÌ MX Ìå
> (h�Æ¢{�G�·¢?��/�Æ¢)�
> ·¢{ mailqueue Ç�� 30 I¨8�'�Gèï��ã�-Æ¢
> Ò��Þ" 30 I¨1hâÆ¢{fG�HÆ¢{Ì MXÌå�
>
> ��[�
,1~ sendmail 
ñÄ��G�Ú

> Ê/~�ó·¢{åìÞhl�� root Y!�

ó sendmail.cf {�privacy flags �\IÇ�Yø{÷½

Opgoaway,restrictqrun

#ø restrictqrun ,1t: root ~�éÄèïÿ®{Ç��

3,���­c�\3{ MX÷½�·¢4~�{ MX ÌåÇ

%·¢¤÷½êYÇÕ

# If we are the best MX for a host, try directly instead of gener ating # local config error.
OwTrue
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Yø{�ÏÇåìÌ�z²f�É3Ç
XÌ�AËz3{~�{åì�

l�3Ò,1²�G��t3{~��YÇ÷½�é

�Ìå��HÇÄ13���t3{~�ó DNS¥²Æ¢{�GÌå÷��
�customer.com �ÝV

�hostname.customer.com ������customer.com �ó DNS
°���Ç A �9Ò,1ê�

4.���h·���GtÙÇÌå�4�Relaying Denied ñFfåÚ

å�{FreeBSD�ã¥ÇsendmailÌ{�����u�ÇÄóÌåÞ{�G�¾�Ç�*�,~{POPq
ÖìÇ�~�R,1,¦D�Ú�ÝÙÆ��/{�05��GÇbÆ¢�lÃ�,ÏÇ�z���G�

/�Çó�'�A��ÇMAILER-DAEMON R�ñ�UÝ95.7 Relaying Denied FØfå{�G�

�iõ0�,1�½Y«�6�!��êh{0�4²3{ISP{��8t/etc/mail/relay-domains ©

G¥�qÄY1Ó*{;\{0�4Õ

# echo "your.isp.example.com" > /etc/mail/relay-domains

OÁÝ�öYÇ©G1�3��­céÄsendmail��*34�Ç�®Ê?%Xæ�óý����GÇÝ
V.�óÙÇ{åì��ÙÇ{ISPÞ&~�Ç0�àø:ÇYÇ0�4i0"{��*3���tÜÇ�
GA�Ç�:�{�~��*�LÞ{������Ç3,1i;\{&~3õ¡{©ý�öìK
YÇ

©G��­ÖÇ�q�ÇÕ

your.isp.example.com
other.isp.example.net
users-isp.example.org
www.example.org

�ó�G,1/,3{ø:��ÇYÇï,¥?ó{Ìå(�
4~�ó3{ø:Þ.²��ÇA�)R,
1ÄÕ{���Y4�Çã�t�{ÏÇ~�,3{ø:���GÇ?%��ÙÇ:�~�/,3ø:�

�mã�G{P0��

29.6°°°ÿÿÿÌÌÌ���
❀�ÁY�R�ë�G{�Z�rÇ­�ã�G�

29.6.1äääýýý{{{���

❀ó�'iÇ��3÷�/etc/resolv.conf ÝVäq3��{Ö	qÖìÇ3Ò,1���Gti\{Ì

å��*3.�3{�G��ÉìÇ�½{MTA(¾�Çsendmail)ó3{FreeBSDÌåÞÇ�ÜÇ0�Õ

• äq3��{­ÖqÖìZ3��{­�¾�ÇFreeBSD.org

• Üz�zI�É3Ìå{�G�3,1�z&~3h�{DNSÖÁ�¾�Çexample.FreeBSD.org �

❀X�3 
ÞÁ�«0�Ç�ê�zó3{ÌåÞ���GÇ����Ç·Õ{IP��(X46PPPCR
�ø{ÄÕ��)��*3ó3Û��ÁÇÇ��tSMTPNF/,��*3.�ó3{ÌåÞ�z{BR
�GÇ3��h½ÜG/Õ
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•

h½ó3DNS¥{MX �9(!B�R{)�53{IP���

• h½ó3DNS¥{MX �9��¢�3{Ìå�

❀ÞÁ{���9Ñã�3ó3{Ìå�zzB�G�

❀AAYÇÕ

# hostname

example.FreeBSD.org
# host example.FreeBSD.org

example.FreeBSD.org has address 204.216.27.XX

❀�*3�tYJÇ��z��<yourlogin@example.FreeBSD.org >a�.²,1t�Ó*ê("
÷sendmail.²óexample.FreeBSD.org ÞthéÄê)�

❀�*3�tYJÕ

# host example.FreeBSD.org

example.FreeBSD.org has address 204.216.27.XX
example.FreeBSD.org mail is handled (pri=10) by hub.FreeB SD.org

❀Ä���tÌå(example.FreeBSD.org ){�Gó#3{~�Ö�RÌúhub ª�{BøÇ
X4�z

��t3{Ìå�

❀ÞÁ{få4/,3{DNSqÖìuÿ®{�|Ñ�G4�få{DNS�94���GGGbbb¦¦¦�9��*MX
�9X?óÇ�GR/,Ç��{IP��ú�z{��tÌå�

❀freefall.FreeBSD.org {MX�9��Ä+:

freefall MX 30 mail.crl.net
freefall MX 40 agora.rdrop.com
freefall MX 10 freefall.FreeBSD.org
freefall MX 20 who.cdrom.com

❀t�3��t{Çfreefall �iõMX �9�!B�R{MX �94�zzB�G{Ìå��*O��
JÆOÇX,~ÇÙÇ(��Ì6¯�backup MXes�)zBfåRÌö�z�?)ø�{\ï�

❀�ê�H{&~b¦*MX 5�Çah,3{åìÞI¬�JInternetËz�3{ISPÝVÙÇ�P{5�
,1���[¯�{�3
ØYÇqÖ�

29.6.2 Mail for Your Domain

❀�ê÷��Ç��GÌå�(�Á�GqÖì)3���²�õ�G��t¦Ç#Ë{�ÇÓ*5¥�äý
ÞÇ3.���F�ó3­{�ÇÌå{Ä��G(óYÇ¾�°4* .FreeBSD.org )Ý5t3{�GqÖ
ìÇ,
&3{~�,1óÌ�GqÖì°zBÆ¢{�G�

❀�&Ó*!;\ÇQ�3ø~~~���ÖÖÖ{A�a�3�?ó�ÜÑåìÞ�&~adduser(8)uYø)�

❀3R&~{�GÌå����ÇÓ*5�½�Ç�Gb¦�3,1óDNS¥Yø{�Õ

example.FreeBSD.org A 204.216.27.XX ; Workstation
MX 10 hub.FreeBSD.org ; Mailhost
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❀ÃXA�9�5ýÇYR�Ó*5­c½ t�GÌå��GRú��tMX Ìå�

❀3X���Yø)ø:3äqø�ÇDNSqÖì��*X4YøÇÝVX�äq3��{DNSqÖìÇ
·ª3{ISPÝVÉ3
ØDNSqÖ{|�

❀�*3tó&~���GÌåÇ�Á{fåRÌé3�~�óYÇ¾�°Ç·¢"½3��Ç0�?%

Æ���{­ÇYÇ¾�¥4customer1.org Ç3�²customer1.org Ä�{�G��t3{�GÌ

åmail.myhost.com �3{DNS�9a�4YøÕ

customer1.org MX 10 mail.myhost.com

❀3XXX���ÇA�9Ç�*3��­customer1.org ÿ®�G�

ÕÕÕ???: ��8ùcustomer1.org RX�Ó*Çø:?ó�ÇA�9�

❀!��G3���){/4·ªsendmailzI�G{4��­Z(Ý)ÌåÖ�Y°�P�«0���Á0
�,1� �«Õ

• ��3{Ìåt/etc/mail/local-host-names ©G¥Ç�*3&~{4FEATURE(use_cw_file) ��

*3&~sendmail8.10ÝVÍ°ÇýÇ©G4/etc/sendmail.cw �

• ���qCwyour.host.com t3{/etc/sendmail.cf Ý/etc/mail/sendmail.cf ©GÇ�*3&

~sendmail8.10ÝVÍ°Çý�

29.7 SMTP¦¦¦UUCP
❀sendmail{{�ÇóFreeBSD¥.²{�P�3{5��z{ËzInternet��*5�æ�Æ¢{�G/
,UUCPb¦Ç����ãÙÇ{sendmail{�©G�

❀CÓ{{�/etc/mail/sendmail.cf 4�Ç°ÿÌ��sendmail8Çý/,m4(1)½ÿ®	Ä�Ç{�
©GÇ"�ÞYÇ{��	ó�Ç�v°{ä6��m4(1){�©G,1ó/usr/share/sendmail/cf �

It�cf ø9¥{README©G4��m4(1){�{äý{�ë�

❀!P{|ÑUUCP��{0�4&~mailertable {���OÁ�ÇýîEtsendmail,1&~Ç��
{4�û|�

❀D�Ç3��OÁ3��{.mc ©G�/usr/share/sendmail/cf/cf ø9Ý9�J¾��"½3.²×

Ö��{©Gw)foo.mc Ç3�){�4²ÇÝ¦Ä�Ç�H{sendmail.cf Õ

# cd /etc/mail

# make foo.cf

# cp foo.cf /etc/mail/sendmail.cf

❀�Ç�n{.mc ©G�åu,�6YøÕ

VERSIONID(‘ Your version number’) OSTYPE(bsd4.4)

FEATURE(accept_unresolvable_domains)
FEATURE(nocanonify)
FEATURE(mailertable, ‘hash -o /etc/mail/mailertable’)
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define(‘UUCP_RELAY’, your.uucp.relay)
define(‘UUCP_MAX_SIZE’, 200000)
define(‘confDONT_PROBE_INTERFACES’)

MAILER(local)
MAILER(smtp)
MAILER(uucp)

Cw your.alias.host.name

Cw youruucpnodename.UUCP

❀accept_unresolvable_domains �nocanonify ZconfDONT_PROBE_INTERFACES�uR�½ó���G

�&~DNS{åÌ�UUCP_RELAY14|ÑUUCP��Ä��{�;\{8��ÇInternetÞ,1ÿ®UUCP
��­��{ÌåÖ�/�Ç3óY°��3ISP�G{Ã�ÿ�

❀�`3)qYJÇ3¤��YÇ/etc/mail/mailertable ©G��*3���Ç~u��Ä��G{é

i/w{�Ç1�{©GÒ�êêÕ

#
# makemap hash /etc/mail/mailertable.db < /etc/mail/mail ertable
. uucp-dom: your.uucp.relay

❀�ÇÍ�ì�{¾�6YøÕ

#
# makemap hash /etc/mail/mailertable.db < /etc/mail/mail ertable
#
horus.interface-business.de uucp-dom:horus
.interface-business.de uucp-dom:if-bus
interface-business.de uucp-dom:if-bus
.heep.sax.de smtp8:%1
horus.UUCP uucp-dom:horus
if-bus.UUCP uucp-dom:if-bus
. uucp-dom:

❀>®qÿ®­���GÇXa�ú��ñå�{4�Ç
�ìJUUCPùØRS{�O<YÇY4�ê
���»����qÿ®ý��{�GtÇ,1&~SMTPu���!�ÇUUCPùØ
å�UUCP��­
{�ñÇã��Çuucp-neighbor ! recipientM å����!��q�1�Ç\Õ{é�!��eÇ

1UUCP��t
Ø3Ä�{�G��{UUCPùØ�Ä�óuucp-dom: �E	°{��ÖÁ��4�H

{UUCPùØÇ3,1~uunameVh��

❀
r3YÇ©Gó&~���úÝ¦ÄDBM jâE©G�!Pómailertable !ÞÁ~Õ�Uñ×
q

uqÄYÇÓ*�h3�'Í¦3{mailertable �3�4���qYÇ×
�

❀!�
+Õ�*3Xh½ìÇ�½{4»,~Ç�z²-bt  1�tsendmail�YÌRsendmailéÄó���
���555���ÜÜÜ***�����3,0 ÇzøQ�3æ��A{�G4» ��!��q·ª3&~�GS®Ç�ÇS

®Ç�Ì/�ø{Ìå1ù(,�Ý¦)����¬
$Ü*>�Ctrl +D�

% sendmail -bt

ADDRESS TEST MODE (ruleset 3 NOT automatically invoked)
Enter <ruleset> <address>
> 3,0 foo@example.com

canonify input: foo @ example . com
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...
parse returns: $# uucp-dom $@ your.uucp.relay $: foo < @ example . com . >
> ^D

29.8������������GGG{{{{{{���
Contributed by Bill Moran.

❀�õ��Ç,��æ�/,Ý�qÖìu���G��n{<YÝiÕ

• &~óÁåÇbæ�/,¡�send-pr(1)Yø{Ç����G�YøÒ��&~ISP{�GÝ�qÖì�

• Xóý�ÿ®�G{qÖìÇbÇ��²�GbÉÝ�qÖìu�qÿ®�

❀���[�ÇMTA Ñ�ê��Yø{Ó*�l
Xs{4Ç�²�Ç\Õ�{MTA th�{���²�
GbÉÙÆqÖì4�Gih
{/<�&~sendmail1ùpostfixYø{Ç�Çõè�JÀï~:m{¡
ú�

❀$iÇ�*3&~�n{Internet6¯qÖÇ3{NF,�ÌÝ9¢�äq��GqÖì�{�Q�

❀w�YJ��!;\{Í�4�ãmail/ssmtp port�1root üP�q�Á{×
Õ

# cd /usr/ports/mail/ssmtp

# make install replace clean

❀�`ãPÇmail/ssmtp Ò,1~�q/usr/local/etc/ssmtp/ssmtp.conf u{�Õ

root=yourrealemail@example.com
mailhub=mail.example.com
rewriteDomain=example.com
hostname=_HOSTNAME_

❀>h�3�root &~ê]"{���G���~3{ISP
Ø{i��GÝ�qÖìÖÁÇ�¦
«mail.example.com (ìJISP,�RÙÁ��i��GqÖì�Ý�SMTPqÖì�)�

❀z�u��h�¢~êsendmailÇÝi�G�ñqÖó��>kD�29.4.2�1ê���Z{û��

❀mail/ssmtp �
Øê�JÙÆ 1�>kDó/usr/local/etc/ssmtp ¥{+¾{�ÇÝVssmtp{É
åC~uzt�J¾�ZÍõ{ÙÆfå�

❀1Y«0*{�ssmtpÇ�êt3�®åÞ{�[�����G{�GÑt�äÝÇ
X���'ISP{
&~u|ÇÝ&3{�
ú�Ñ~���mã�G{Z��

29.9CCCRRRËËËzzz���&&&~~~���GGG������
❀�*3�·Õ{IP��ÇÒa�X~���[å�{{��RÌåÖ÷��I{É3{InternetÖÁÇÙ
Æ{/<sendmailÑÌ�3)P�

❀�*3{IP��4ÄÕI{{Ç?&~PPPËzC�InternetÇ�3,�Ì,ISP{�GqÖìÞzt�Ç
f'�Y°·¢"÷3{ISP{­Ö4example.net Ç3{~�Ö4user Ç3²��{åìÁ

*bsd.home Ç
3{ISP·ª3,1&~relay.example.net uÝ��G�
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❀�ê,�'BR�GÇ���ã�ÇBfS®�fetchmail4�Ç�ê|Ñ�õ«X3NF{XF{ 

�YÇÇ�,1/,packageÝPorts Collection (mail/fetchmail )u�ã�/�Ç3{ISPÌ
ØPOP�
�*3&~~�PPPÇ3¤,1óInternetËzOÁ��Ä�ØR�GÇY,1/,
ó/etc/ppp/ppp.linkup ¥����{1u"�Õ

MYADDR:
!bg su user -c fetchmail

❀�*3t&~sendmail(��Ä+)u�:ý�~����GÇ�,���tsendmailó3{InternetËz
OÁ�Áý���Gèï��qÄY1Ó*Ça�²�Á{×
8t/etc/ppp/ppp.linkup ¥

{fetchmail ��

!bg su user -c "sendmail -q"

❀"÷3óbsd.home Þ��Çuser ~��óbsd.home Þ{user Ìø9¥
O�Ç.fetchmailrc ©GÕ

poll example.net protocol pop3 fetchall pass MySecret

❀O�Ý9ê·hMySecret ÇYÇ©Ga���user ,Ö�

❀�&~th{from: >u��©GÇ3��·ªsendmail&~<user@example.net >
X4i
<user@bsd.home >��iÇ3,�����Fsendmail/,relay.example.net u���GÇ1"ÍO�

��Ç¢�

❀1�{.mc ©Ga�,1w�3{�FÕ

VERSIONID(‘bsd.home.mc version 1.0’)
OSTYPE(bsd4.4)dnl
FEATURE(nouucp)dnl
MAILER(local)dnl
MAILER(smtp)dnl
Cwlocalhost
Cwbsd.home
MASQUERADE_AS(‘example.net’)dnl
FEATURE(allmasquerade)dnl
FEATURE(masquerade_envelope)dnl
FEATURE(nocanonify)dnl
FEATURE(nodns)dnl
define(‘SMART_HOST’, ‘relay.example.net’)
Dmbsd.home
define(‘confDOMAIN_NAME’,‘bsd.home’)dnl
define(‘confDELIVERY_MODE’,‘deferred’)dnl

❀�[Ý¦YÇ.mc ©Gtsendmail.cf ©G{û�Ç>k��Á{9���iÇóÍcsendmail.cf ©

G�ÇX���­ésendmail�

29.10 SMTPèèèyyy
*VÕJames Gorham.

❀ó3{�GqÖìÞé~SMTPèy�iõPÿ�SMTPèy,1tsendmailõ�­�\âFÇ
%�&
z&~X3åì{{�~��ê&~3�Ç�GqÖìÇ
X���'Ñ��Ç¢{�G0�à{��
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1. ,ports�ãsecurity/cyrus-sasl2 �YÇport 
�security/cyrus-sasl2 �security/cyrus-sasl2 port|Ñiõ,1ó�H��½{, 1���
·¢�&~SMTPüPèyÇO$�h���¢~LOGIN 1�

2. �ãqsecurity/cyrus-sasl2 ��Ç�ö/usr/local/lib/sasl2/Sendmail.conf (�*X?ó�O
Á�Ç)?óÙ¥���ï{�Õ

pwcheck_method: saslauthd

3. z�uÇ�ãsecurity/cyrus-sasl2-saslauthd Ç�ö/etc/rc.conf ?���ï{�Õ

saslauthd_enable="YES"

!�é~saslauthdqÖÕ

# /usr/local/etc/rc.d/saslauthd start

YÇqÖRßhsendmail&~FreeBSD{passwd jâEuqÄüPèy�{S®|nº�Y�½ê�

�Ç��&~SMTPüPèy{~�OÁéa{~�ÖZ=
{f&Ç�hâê~9¦�G{=
�
��

4. �ó�ö/etc/make.conf ©GÇ����qÕ

SENDMAIL_CFLAGS=-I/usr/local/include/sasl -DSASL
SENDMAIL_LDFLAGS=-L/usr/local/lib
SENDMAIL_LDADD=-lsasl2

YJ{�R·ªø:óÉ�sendmail�&~7h{{� 1uó�H,Ç¥Ë�cyrus-sasl2 .ó­c
�Hsendmail��Ç>h�.²�ãêcyrus-sasl2 �

5. ­c�Hsendmailäq��×
Õ

# cd /usr/src/lib/libsmutil

# make cleandir && make obj && make

# cd /usr/src/lib/libsm

# make cleandir && make obj && make

# cd /usr/src/usr.sbin/sendmail

# make cleandir && make obj && make && make install

�*/usr/src Zá0E��L{#�?%Ç¢Ñ��,~Çsendmail�Ha����[¯��

6. sendmailú­c�HZ�ã�Ç�ö3{/etc/mail/freebsd.mc ©G(ÝVÃX3 
&~{3{ý
Ç.mc ©G��õ�®Ê 
&~Ëhostname(1)�ø{��{.mc ©GQñ)���YJqóYÇ©
GÕ

dnl set SASL options
TRUST_AUTH_MECH(‘GSSAPI DIGEST-MD5 CRAM-MD5 LOGIN’)dnl
define(‘confAUTH_MECHANISMS’, ‘GSSAPI DIGEST-MD5 CRAM- MD5 LOGIN’)dnl

YJ 1{��X3{0�Çé�sendmailèy~���*3.�&~øpwcheck�i{0�Ç>k
�#�©l�

7. !�Çó/etc/mail äqmake(1)�ÇROÁ3{c.mc ©G?OÁ�Ç.cf ©G×Ö�freebsd.cf

(ÝV3.&~3{ÙÇÖ	{.mc©G)�zø&~×
make install restart ÇYR��©G

tsendmail.cf Ç?%th{­céÄsendmail�Íõ��YÇ,Ç{fåÇ3,1k
�/etc/mail/Makefile ©G�

❀�*Ä�ÇZ½Ñ)éêÇ3a�,1/,3{�G0�à��3{~9få?%���Ç�Afå�

Íõ{IÛÇ÷�sendmail{LogLevel t13?%��/var/log/maillog ¥{få�
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❀�¶ê�Íõ{fåÇ>k�sendmail�5Þ{��SMTPèy
(http://www.sendmail.org/~ca/email/auth.html){�ë�

29.11���GGG~~~���SSS®®®
Contributed by Marc Silver.

❀�G~�S®(MUA) 4�Ç~�B��G{a~Ç��Í��ZÇ±ø���G{�Ü��?µ��
ìÇMUA óZ���G#�\0Á#z�J�LÖY�~�
ØêÍõ{Õ�Z�Ùu�FreeBSDÝ9ê
é�¯õ�G~�S®{|ÑÇÄ�YJÑ,1/,FreeBSD Ports Collectionu4��ã�~�,1 
¡
�evolution1ùbalsaYø{Co�ÁÇ�Ç�,1 
¡�mutt�alpineÝmail Yø{;�ÑÇ�ÇÝ

VìJLnåè&~{web�Á�

29.11.1 mail

❀mail(1)4FreeBSD¥å�{�G~�S®(MUA)�Ç4�Çä�;�Ñ{MUAÇ
ØêÄ�~�B�©
ýo*{���GÄ�{äýÕ�Ç¯lÇÿ®�G{�Å�!Ç
%�|Ñý�{f'�

❀¯lmail ���O{POPÝIMAPqÖì|ÑÇl
YJf',1/,¡�fetchmailYø{a~Ç�Ç
u�ñtý�{mbox©G¥�Y�a~Ç�óý9{ã�\I(�29.12�)�qê�ë�

❀�B��GÇ��;\�&~mail ×
Ç��Ä+Õ

% mail

❀~�â?ó/var/mail ¥{f'{��Ìúmail Ç��Ä�ÖR��*f'48{ÇÇ�ÌRñ?Éñ

�Ç>å,+���G��`Öqêf'ÇRéÄa~Ç�{�ÁÇ?ïñ�G�Ä�{�GÌú�Ä�

RÇ¡��Á{ø�Õ

Mail version 8.1 6/6/93. Type ? for help.
"/var/mail/marcs": 3 messages 3 new
>N 1 root@localhost Mon Mar 8 14:05 14/510 "test"

N 2 root@localhost Mon Mar 8 14:05 14/509 "user account"
N 3 root@localhost Mon Mar 8 14:05 14/509 "sample"

❀�óÇ3/,&~mail {t ×
Ç?Éñ�G{�RÇÒ,1�t�Gê�óYÇ¾�¥Ç·¢RÝÖ�
�U�GÕ

& t 1

Message 1:
From root@localhost Mon Mar 8 14:05:52 2004
X-Original-To: marcs@localhost
Delivered-To: marcs@localhost
To: marcs@localhost
Subject: test
Date: Mon, 8 Mar 2004 14:05:52 +0200 (SAST)
From: root@localhost (Charlie Root)

This is a test message, please reply if you receive it.

❀t�óÞÁ{¾�¥Ä�t{Çt ER�+qr{�G>��ò'���G{ï,Ç,1&~hE�
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❀�*��Ã��GÇ�,1&~mail uqÄÇ0�4&~RÝr YÜÇmail E�REÌ�Fmail �Ã�

���G{|Ç
r X�Ã����G{|Ç
%�ÌRÃ�¨�ÉÆu�G{ÙÆzBV��*��Ç�
,1óYJ×
�Á�½�G{�R�)qYJ��ÇÒ,1Q�Ã�êÇó�G{!�a���Ç��

�Ç.{qÇ¾�Õ

& R 1

To: root@localhost
Subject: Re: test

Thank you, I did get your email.

.

EOT

❀��ñc�GÇ,1&~mÇ�ÁzBG|{�G���õÇBG|�-Ça�&~,Å
�z�u��
Q��G{Ì�Çl�4t©�3ø{Çó�G!����Ç��.{8q,+�e�

& mail root@localhost

Subject: I mastered mail

Now I can send and receive email using mail ... :)

.

EOT

❀ómail Óä¥Ç,1~?u�+ÐÏÇ
k�mail(1)ÉåC~�,1ÜzÍõ��mail {ÐÏfå�

ÕÕÕ???: t��ÁÄ
t{�øÇmail(1)×
ó÷�����Dt�ÿ®�GÇO
óY0ÁÆ{Õ�i¦�c
{MUAÇ�muttÇ�êÍP�ÿ®�G�b�*3�læ�&~mail ×
Ç��converters/mpack port�4�
Ç�z�D{��Óä�

29.11.2 mutt

❀mutt 4�ÇáB°D{�G~�S®ÇÇ
Øê�õòÖ{Õ�ÇÝiÕ

• �ê�"ÂÝÖ�GÖ

• |Ñ&~PGPé�G�qj	üÖZ�·Ö

• |ÑMIMEÖ

• |ÑMaildirÖ

• °Ý,½��

❀Ä�YJ�uÇÑ&zmutt z1	ü�ø�!��{�G~�S®{qï�>k�http://www.mutt.org1
ê�Íõ��mutt {ýî�

❀­½Çý{mutt ,1/,mail/mutt portu�ãÇ

�ÇýÇ�,1/,&~mail/mutt-devel port
�ã�/,port�ã��Ç,1/,�Á{×
uéÄmuttÕ

% mutt
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❀mutt Ì�ÄÖR/var/mail ¥{~�f'Ç?�+Ù����*~�f'¥���GÇ�mutt R�Vu
�~�{×
��Á{¾�0+êmutt ïñ�G{<oÕ

❀�ÝÖ�GÇ��~�)E 
ÇÇl��EnterE�1�4mutt �+�G{¾�Õ

❀Zmail(1)¡�Çmutt ã�~��Ã��G|ÇÝVÃ�Ä�|��*�.Ã��f|Ç&~r O�E�
�Ã�Ä�|(group reply)Ç,1~gO�E�

ÕÕÕ???: mutt Ì&~vi(1)×
*��öìÇ~�
OZÃ��G�Y�q�,1/,OÁ~���{.muttrc ©G

u¾�Ç0�4��editor #ÞÝ{�EDITOR¢¸#Þ�>kDhttp://www.mutt.org/1ê�{�mutt {��Z
få�

❀�ÞUc�GÇ��D��m�óQ�ê�H{�GÌ���Çmutt RéÄvi(1)Ç3,1óÙ¥ÞU�
G�UP�G{����Ç?c?Rñvi Ç�mutt R��Ç?�+�J��R�ñ{�G{!�få��
���GÇ���y��ÁÉñê!�få{�Ç¾�Õ
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❀mutt �
Øê#h-¦{ÐÏÇóýLõjh\¥ÇÑ,1&~?ERÙ�ñ�¶ôºq¥�ÌÉñ�
~{O�E�

29.11.3 alpine

❀alpineÌ�4béð¦V÷�{Çb�
Øê�J°ÿÕ��

´́́···: ,VÇalpine �Gú����õÏÇ&ÉÇYJ&ÉÌã�ÏÇ{ÔâVó~�{ý�ø:ÞÇ/,��
°eq�{�Gu�q�?{Sh�Ä�{...���¯�Ñ.²ú�têÇbalpine {Sh41iX�\{ZÂ�U
{Ç?%FreeBSD�\�#f�l��Jß�ú��{�\&É�3ah�D?ËZ�ãalpine ,�Qu{Z
��

❀!cÇý{alpine,1/,&~mail/alpine portu�ã�ãP��Çalpine,1/,�Á{×
éÄÕ

% alpine

❀��'éÄalpine�ÇÇÌ�+ñ�Ç¡h�Ç?Éñ;�{�ëÇ1ùalpine
�B��F~��Ö�
��U�GÇ1"ÐÏÆ¢ê��õè~�ó&~Æ¢
�{0�Ç�{>F����YU�Ö{�GÇ

>�EnterÇ3�,1�ERñÇ
X���Ö�G��Á4¡h�{�Ç¾�Õ

648



❀❀299❀���G

❀z�u0�É~�{R4Ìh\Ç,1i�4�/,�)EóÞÁ�q 
�YÇÌh\
Øê~�Þ

Uc�G�¨��Gø9Ç���®��[��{O�0*�Ìh\�Á4qÄÈ«Õ�{O�E�Ò�

❀�alpineK
{å�ø94inbox �����GÂZÇa�IÇÝ 
�ÁÄ+{MESSAGE INDEX 
1Õ

❀�GÂZ0+êh�ø9�{�GÇ,1&~�)E Ý��Enter EÝÖ°à ½{�G�
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❀óÞÁ{�¶¥Ç&~alpine�+ê�U+¾�G�ó¶ô�\��+êO�EØk��Ù¥{�Ç¾�
4r EÇÇ·ªMUA Ã�t�+{�G�

❀óalpine¥Ã��GÇ4/,pico�öìqÄ{Ç�Vå�<Y�Ì±alpine�å�ã�
picoÓä&z
¨��G#zÍ�;\Ç?%��vi(1)Ýmail(1)Í��}Øv*�Ã�UP��Ç,1~Ctrl +X u�ñ
Ç�$�ÇalpineÇ�Ì�Fh��
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❀alpineÇ�,1/,&~Ìh\¥{SETUP 1u�q½��>k�http://www.washington.edu/alpine/u
ê�Íõfå�

29.12&&&~~~fetchmail
Contributed by Marc Silver.

❀fetchmail4�Ç\Õ�{IMAP ZPOP0�Ç�ÇÇã�~��Ä�,ÏÇ{IMAPZPOPqÖìÞ�ñ
�GÇ?â?tý�{f'¥ÖYøÇ6¯YJ�GÒ#zÍ0"ê�fetchmail,1/,mail/fetchmail

port�ãÇÇ
Øê�õ�~{Õ�ÇÙ¥ÝiÕ

• |ÑPOP3�APOP�KPOP�IMAP�ETRN1ùODMRNF�

• /,SMTPÝ��GÇY&z,H�Ý�Ç1ù�G/Ö�êt�Ó*�

• �ê1qÖÇ�{0*äqÇ?±Ïu�5��G�

• �ê,õÇf'BR�GÇ?Êâ{�ÇRYJ�GÝ�ÉX3{ý�~��

❀¦��ë\\fetchmail{Õ�§ñêýV{)�ÇbY°�l�ëêÙäý{Õ��fetchmailÓä��
�ÇÖ�.fetchmailrc {{�©Gb�t�Ó*�YÇ©G¥Ý9êqÖìfåÇ1ù~9&~{³â�

��YÇ©GÝ9Ï¡��ÇOFRÙ÷����aÌÄ�Ç&~�Á{×
Õ

% chmod 600 .fetchmailrc

❀�Á{.fetchmailrc 
Øê�ÇRì�~�{f'/,POP�ñtý�{¾��Ç·ªfetchmailËz
texample.com Ç?&~~�Öjoesoap Z=
XXX�YÇ¾�"½joesoap 3��4ý�{ø:~��

poll example.com protocol pop3 username "joesoap" passwor d "XXX"

❀��Ç¾�RËzõÇPOPZIMAPqÖìÇ?Êâ��ÝtX3{ý�~�Õ

poll example.com proto pop3:
user "joesoap", with password "XXX", is "jsoap" here;
user "andrea", with password "XXXX";
poll example2.net proto imap:
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user "john", with password "XXXXX", is "myth" here;

❀�iÇfetchmail�,1/,�½-d kjÇ?ÉñfetchmailóS®.fetchmailrc ©G¥ïñ{qÖì{

�--ÅÇu1qÖÇ�{0*äq��Á{¾�Ìtfetchmail�600ÆS®�'Õ

% fetchmail -d 600

❀Íõ��fetchmail{ýîÇ,1óhttp://fetchmail.berlios.de/It�

29.13&&&~~~procmail
Contributed by Marc Silver.

❀procmail4�Ç�Lz¯|{,H���G{a~Ç��Çã�~�½B����Ç?~YJ��u�
{��{�GÇ�
�qìJ�½{Õ�ÇÝRYJ�GÝ�tÙÆf'Z/Ý�G���procmail,1/
,mail/procmail portu�ã�ãP��Ç,1�z²ÇøÄtýLõjMTA ¥Ö>k�3&~{MTA
{©lê�ä�{*���iÇprocmail,ã�/,²�Á{÷���t~�Ìø9¥{.forward ©G

¥Çué~procmailÕ�Õ

"|exec /usr/local/bin/procmail || exit 75"

❀z�u·¢R�ë�Jäý{procmail��Ç1ùÇ¢Ñ4)��{�È«Èø{��ÇÑa�U
t.procmailrc ©G¥Ç
YÇ©G���8ó~�{Ìø9��

❀Ì�{��Ç�,1óprocmailex(5)ÉåC~¥It�

❀RÄ�u�<user@example.com >{�GÇÝ�ti\��<goodmail@example2.com >Õ

:0

* ^From. * user@example.com
! goodmail@example2.com

❀Ý�Ä�X§,1000	�{�Gti\��<goodmail@example2.com >Õ

:0

* < 1000
! goodmail@example2.com

❀²Ä���t<alternate@example.com >{�G8tf'alternate ¥Õ

:0

* ^TOalternate@example.com
alternate

❀RÄ�)���Spam�{�G�t/dev/null Õ

:0
^Subject:. * Spam
/dev/null

❀RBt{Ä�FreeBSD.org �Gï,{�GÇÝ�tÈ�{f'Õ

:0
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* ^Sender:.owner-freebsd-\/[^@]+@FreeBSD.ORG
{

LISTNAME=${MATCH}
:0

* LISTNAME??^\/[^@]+
FreeBSD-${MATCH}

}
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���dddqqqÖÖÖììì
Reorganized by Murray Stokely.

30.1������
❀ý9R��ìJóUNIX ø:Þ�~{�dqÖ���RÌõù�[�ã�{���AZ��õ«X3¡
n{�dqÖ�ý9�¥R
ØLÞ{�©G{ø¾ÇÏ��êé3�Ä�C�

❀óÖqý9��Ç3RÌ�wÕ

• �[�®inetd�

• �[÷�äq�Ç�d©Gø:�

• �[{��Ç�dfåqÖì1á0~�AR�

• �[/,DHCP�Ä{��d�

• �[{��Ç­ÖqÖì�

• �[÷�ApacheHTTPqÖì�

• �[÷�©G�QÃFTPÄqÖì�

• �[&~Samba�Windows0�à÷�©GZK\qÖ�

• �[3Z�-Z�ÏÇ1ù�[÷�&~NTPNF{�-qÖì�

• �[{�)ï{��E��ÇÇsyslogd ÇzIÏÇÌå{���

❀óÝÖ$9���Ç3ahÕ

• ®���/etc/rc ¥lý{äý�#�

• Yçäý�dbª�

• Ãz�[�ã�i{�®0�GÃ�59Ä�

30.2 inetd ���§§§ÿÿÿqqqÖÖÖììì���
Contributed by Chern Lee.ÍcThe FreeBSD Documentation Project.

30.2.1������

❀inetd(8)���úÁ*�Internet§ÿqÖì�ÇO�Ç,1�õ«qÖ�®Ëz�hinetdBtËz�Ç
Ç�êh½ËzÄ�{Ç�ÇéÄ#a{�ÇÇ?²socketbÉÇ(qÖsocketÌ*�Ç�{)ïQ��Q
ñZFØQñÃcn)�&~inetduäq�J�ñX­{qÖ�Ï�\�ø:�ñÇO�ÇX����Çq
ÖÑéÄÕÁ{qÖÇ��
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❀�Ä�uÇinetdÌ�~�éÄÙÇqÖÇ�ÇbÇ���Å�zÿ®ìJ;\{qÖÇ¾
�chargen�authÇ1ùdaytime�

❀Y��R�ë���[/,×
q 1Ç1ù{�©G/etc/inetd.conf uéinetd�q{�{�Jäú
�#�

30.2.2÷÷÷���

❀inetd4/,rc(8)ø:éÄ{�inetd_enable  1å�÷�NOÇb,1ó�ãø:�Ç�~�Êâ��

/,sysinstalluK
�RÕ

inetd_enable="YES"

❀Ý

inetd_enable="NO"

❀U�/etc/rc.conf ,1é~Ý¢~ø:éÄ�inetd{�ÄéÄ�×
Õ

# /etc/rc.d/inetd rcvar

❀,1�+ø�{÷��

❀$iÇ3¤,1/,inetd_flags kju5inetd���i{ÙÇkj�

30.2.3×××


qqq   111

❀¦õjqÖÇ�¡�Çinetd�
Øê�j¯õ{~1;�Ùq�{kj�qr{kjï,��Õ

❀inetd [-d] [-l] [-w] [-W] [-c maximum] [-C rate] [-a address | hostname] [-p

filename] [-R rate] [-s maximum] [configuration file]

❀YJkjÑ,1/,/etc/rc.conf {inetd_flags  1u�Éinetd�å�<Y�Çinetd_flags ÷

�-wW -C 60ÇV,+æ��inetd{qÖé~TCP wrappingÇ?��u�3�IP�I¨§,60'{>F�

❀¯l·¢Ìó�Á�ë��!�ËzªG{ 1Çbð¦{~�,�Ìi°l���YJkj/�?X

���q���óBt§LÞ{Ëz>F�ÇYJ 1��,�Ì�¾*~�qr{kjï,Ç,1

óinetd(8)ÉåC~¥It�

-c maximum

�½\ÇqÖ{!L?�6¯jÞÇå��X!��,1ó$qÖ{ä�{�°Á/,max-child �

«�

-C rate

�½\ÇqÖ�I¨��ú\ÇIP��®~{!L'jÇå�X!��,1ó$qÖ{ä�{�°Á
/,max-connections-per-ip-per-minute �«�

-R rate

�½\ÇqÖ�I¨��ú®~{!L'jÇå��256�÷�0�ã�X!'j®~�
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-s maximum

�½3�IP3�>F3�qÖ�ã�{!L�Öå���X!��3,1/,max-child-per-ip k

ju1qÖ�\ �q!��

30.2.4 inetd.conf

❀é�inetd{{�Ç4/,/etc/inetd.conf ©GuqÄ{�

❀ó��ê/etc/inetd.conf ��Ç,1&~�Á{×
u��inetd­cÖR{�©GÕ

¾¾¾30-1.­­­ccc���ñññinetd{{{���©©©GGG

# /etc/rc.d/inetd reload

❀{�©G¥{��qÑ4�ÇÕÁ{qÖÇ��óYÇ©G¥Ç�Á��#�{��ú��4Õ
:�/etc/inetd.conf ©G{Â*��Õ

service-name
socket-type
protocol
{wait|nowait}[/max-child[/max-connections-per-ip-pe r-minute[/max-child-per-ip]]]
user[:group][/login-class]
server-program
server-program-arguments

❀�Á4béIPv4{ftpd(8)qÖ{¾�Õ

ftp stream tcp nowait root /usr/libexec/ftpd ftpd -l

service-name

�ÒÈÇqÖ{qÖÖ�ÙqÖÖ��¦/etc/services ¥ïñ{���YRû½inetdÌ)&ý
Çport��`�c{qÖ����Ç���ó/etc/services °Á���

socket-type

,14stream �dgram�rawÝVseqpacket �stream ~�ä�Ëz{TCPqÖÖ
dgram �~�&

~UDPNF{qÖ�

protocol

�ï��Õ

NNNFFF ���ÒÒÒ

tcpÇtcp4 TCP IPv4

udpÇudp4 UDP IPv4

tcp6 TCP IPv6

udp6 UDP IPv6

tcp46 Both TCP IPv4 and v6

udp46 Both UDP IPv4 and v6
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{wait|nowait}[/max-child[/max-connections-per-ip-per-minute[/max-child-per-ip]]]

wait|nowait �Ò,inetd°>®~{qÖ4d,1��ÿ®socket.dgram socket¡n��&~wait Ç


stream socket daemonsÇ��/�&~õ"Ç0*Çah&~nowait . wait /�²õÇsocket¿É\
ÇqÖ�ÇÇ
nowait �Ì��Çc{socket	Ä�Ç��Ç�

max-child  1�ê{�inetd��ýqÖ`	ñ{!L��ÇjÞ��*ì�½qÖ��!½!
°10Ç"¾Ç²/10 8tnowait �>Ò,1ê��½/0 ,+X!���Ç{jÞ�

øêmax-child �iÇ¤�ÜÇ 1,1!�u�3� �t�½qÖ{!LËz

j�max-connections-per-ip-per-minute ,1!��½IP���I¨{�ËzjÇ¾�Ç!��
[IP���I¨!õËz�'�max-child-per-ip �,1!��ì�IP��ó�[��ÄéÄ{�
�ÇjÞ�YJ 1é�3�béqÖì�?ÝÃ?{ýÍQ�ZáýqÖ(DoS)Ôâ�I�~�

YÇ	ã¥Ç���½wait Ýnowait ÜV���


max-child �max-connections-per-ip-per-minute Zmax-child-per-ip �4, 1�

�*õ"ÇqÖÇ?%X{��[max-child �max-connections-per-ip-per-minute

Ýmax-child-per-ip !��ÇÙ{��Õnowait �

3�ÇqÖÇbæ�RqÖéÄ{jÞ!���Ç�Ç�4Õnowait/10 �

3ø{�Ç!��ÇIP���I¨!õËz��'Ç
3�éÄ{��Ç!õ�ÇÇaU
*Õnowait/10/20 �

�Á4fingerd(8)qÖ{å�{�Õ

finger stream tcp nowait/3/10 nobody /usr/libexec/finger d fingerd -s

!�YÇ¾�¥ÇR��Çj!��100ÇÇ
�?IP!õ3�OÁ5ÇËzÕnowait/100/0/5 �

user

�
��½qÖR1��~�üPäq��Ä
ÓÇqÖäqüP4root �ä��\ø{Ç,1�t

�JqÖ1daemonüPÇÝV4!B�Y{nobodyüPäq�

server-program

hËztu�Ç�qqÖÇ�{\4»��*qÖ4�inetd��
Ø{Ç1internal S��

server-program-arguments

hserver-program ®~t�Ç�
�{�/,argv[0] /,��ÉqÖ
Ó*��*×
q

�Õmydaemon -dÇ�mydaemon -d�server-program-arguments 
�{��3ø{Ç�*qÖ4

�inetd��
Ø{ÇY°¤4internal �

30.2.5 Security

❀±�ã�Ä {Ü*X3Ç�õinetd{qÖ,�.²å�é~��*h"X��ìÇ�½{qÖÇ�a
�D¢~Ç�ó/etc/inetd.conf ¥ÇRéaqÖ{�q�Á�Þ�#�Çl�­c�ñinetd{�Ò,1
ê�ìJqÖÇ¾�fingerdÇ,�4q\X��{ÇO�Ç¢
Ø{få,�éÔâV�~�

❀ìJqÖó÷��4bè�\?#{ÇÝV�,�Ý¸Ê��Ëz>F{§�å��Y&zÔâV�ê

/,¥z�éYJqÖ�åËzÇ?Q¦,~{ýÍ�é�Y«<YÇ÷
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�max-connections-per-ip-per-minute �max-child Ýmax-child-per-ip !�Çu�ÕqÖ{q�4

ÇPÍ��

❀å�<Y�ÇTCP wrapping4K
{�k�hosts_access(5)C~Ç1ÜzÍõ��óÈ«inetd®~{q
ÖÞ÷�TCP!�{få�

30.2.6ììì111

❀daytime�time�echo�discard�chargenÇ1ùauthÑ4�inetd
Ø{�OqÖ�

❀authqÖ
Øê�düPqÖÇÇ,1{��
ØX3ÿ/{qÖÇ
ÙÇqÖ�/���;\{K

Ý���

❀k�inetd(8)C~ÜzÍõfå�

30.3���ddd©©©GGGøøø:::ÃÃÃNFSÄÄÄ
Reorganized and enhanced by Tom Rhodes. Written by Bill Swingle.

❀�d©Gø:4FreeBSD|Ñ{©Gø:¥{�«Ç�úÁ�NFS�NFSã��Çø:ó�dÞ¦Ç|á
0ø9Z©G�/,&~NFSÇ~�ZÇ�,166¯ý�©G�ø6¯Ïàø:Þ{©G�

❀1�4NFS!�
4D{PÿÕ

• ý�Ó*5&~Íè{�c8-ÇO�/�{jâ,1?8ó�ÑåìÞ
%,1/,�d6¯t�

• ~�X�ó�Ç�dÞåì°>Ñ��Çhomeø9�Homeø9,1ú8óNFSqÖìÞ?%ó�dÞÿ
ÿ,~�

• Ã��PÇCDROMÇZZip®�¡{?û÷÷,1ó�dÞÁú/{åì&~�Y,1>èrÇ�dÞ
{,#Ä��÷÷{jÞ�

30.3.1 NFS444���[[[ÓÓÓ***{{{

❀NFS�èÝiÜÇÌ�{\IÕ�ÑqÖìÇ1ù�è�Ñ0�åÇ0�åÏÇ�6¯â?óqÖìÞ
{jâ��tY�#äÝåuÇ��{�?äq�ÇÇ��

❀qÖì��äq1�qÖÕ

qqqÖÖÖ ÃÃÃccc

nfsd NFSÇ�u�NFS0�à{>FqÖ�

mountd NFS�ñqÖÇÿ®nfsd(8)�b,u{>F�

rpcbind $qÖã�NFS0�Ç��®tóúNFSqÖ&~{à=�

❀0�à3øäq�J�ÇÇ��nfsiod�nfsiodÿ®u�NFS{>F�Y4, {Ç
%,1
°u�Ç
é�Ê/Zth{v*u�?X4��{�k�nfsiod(8)C~ÜzÍõfå�
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30.3.2{{{���NFS

❀NFS{{�,Ç#é;\�YÇ,Ç���é/etc/rc.conf ©G*�J;\���

❀óNFSqÖìYàÇh�/etc/rc.conf ©G°>1�
�Ñ{Þê:

rpcbind_enable="YES"
nfs_server_enable="YES"
mountd_flags="-r"

❀��NFSqÖú��enableÇmountdÒ��Ääq�

❀ó0�à�}Çh��ÁYÇ
�ñ�ó/etc/rc.conf °>:

nfs_client_enable="YES"

❀/etc/exports ©G�½êýÇ©Gø:NFSa�QñÃ��úÁ��á0�Ä�/etc/exports °Á�q

�½�ÇQñ{©Gø:ZýJåì,16¯�©Gø:�ó�½åì6¯Y!{3�Ç6¯ 1
��

,1ú�½��iõ
�,1ú~óYÇ©G°>ÇX,XÌóY°-ûá�3,1/,ÝÖexports(5)C
~u��YJ
��

❀1�4�J/etc/exports {¾�Õ

❀�Á4�ÇQñ©Gø:{¾�ÇX,Y«{�¦3Äÿ{�d¢¸ùÙ{�·##��¾�Ç�*�

²/cdrom QñÉ¦qÖì­Ö#3{®Ñ�®å(O$¾�¥��åìÖÇ
��ÉñYJ�®å{­
Ö)ÇÝó/etc/hosts ©G¥�qêY«{��-ro )�,+²Qñ{©Gø:���Ö���&~êY

Ç)�ÇÏÇø:óQñ{©Gø:ÞÒX�U��[#Äê�

/cdrom -ro host1 host2 host3

❀�Á{¾�,1Qñ/homeÉ®Ç1IP��0*,+{Ìå�é�ó��{�DNSqÖì{���d°
>ÇYi�~�$iÇ/etc/hosts ©G�,1~1{�ÌåÖÖk�hosts(5)�-alldirs )�ã��ø9

ú*��ñ���Ò4�Ç0�à,1Êâ���ñ��{ø9�

/home -alldirs 10.0.0.2 10.0.0.3 10.0.0.4

❀�Á�qQñ/a Ç1"ÜÇu�X3­{0�à,16¯©Gø:�-maproot=root )�GYÏàø:

Þ{root ~�óúQñ{©Gø:Þ1root üP�qÖU��*���/�½-maproot=root )�Ç�

ý&~�óÏàø:Þ4root üPÇ�X���úQñ©Gø:Þ{©G�

/a -maproot=root host.example.com box.example.org

❀�ê�ê6¯túQñ{©Gø:Ç0�à��úGY�>h�0�àó3{/etc/exports úïñ�

❀ó/etc/exports °>Ç��q°ÁÇQñfåZ©Gø:��éa��ÇÏÇÌå�'��éa�Ç©

Gø:�
%����Çå��=���Ç"÷/usr 4ÕÁ{©Gø:�YÇ/etc/exports Ò4ÃH

{Õ

# Invalid when /usr is one file system
/usr/src client
/usr/ports client

❀�Ç©Gø:Ç/usr Ç�Üq�½Qñt3�ÌåÇclient .�ûY�¯�{th{Â*4Õ

/usr/src /usr/ports client
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❀ó3�©Gø:¥ÇQñt�½0�å{Ä�ø9ÇÑ��Ut3�qÞ����½0�å{qÌú�

�4\�Ìå�Y!�ê�,1�øQñ{©Gø:ÇbéýLõj|u�YX4¯��

❀�Á4�Ç�HQñï,{¾�Ç/usr Z/exports 4ý�©Gø:Õ

# Export src and ports to client01 and client02, but only
# client01 has root privileges on it
/usr/src /usr/ports -maproot=root client01
/usr/src /usr/ports client02
# The client machines have root and can mount anywhere
# on /exports. Anyone in the world can mount /exports/obj rea d-only
/exports -alldirs -maproot=root client01 client02
/exports/obj -ro

❀ó��ê/etc/exports ©G��ÇÒ��tmountdqÖ­c5�ÇÇ1"&��	H��«0�4/
,Étóäq{qÖÇ���HUPfRuqÄÕ

# kill -HUP ‘cat /var/run/mountd.pid‘

❀Ý�½7h{kjuäqmountd rc(8)lýÕ

# /etc/rc.d/mountd onereload

❀��&~rclý{û�Ç>kD�12.7��

❀�iÇø:­éÄ,1tFreeBSD²�#ÑAP�¦��$Ç­éX4��{�1root üP�q�Á{

×
,1´½�#�

❀óNFSqÖìàÕ

# rpcbind

# nfsd -u -t -n 4

# mountd -r

❀óNFS0�àÕ

# nfsiod -n 4

❀�ó�G/<Ña�Ò�Ç1÷�ñ�ÇÏà©Gø:�óYJ¾�°>ÇqÖìÖ	R4Õserver Ç


0�à{Ö	R4Õclient ��*3�K®ø��ñ�ÇÏà©Gø:ÝV�4K®*�A{�th¦

dÇ��ó0�à1root üP�q�Á{×
Õ

# mount server:/home /mnt

❀Y�×
Ì²qÖà{/home ø9�ñt0�à{/mnt Þ��*{�thÇ3a�,1��0�à

{/mnt ø9?%�tÄ�qÖà{©G�

❀�*3K®tø:�'ó­éÄ{��Ñ�Ä�ñÏà{©Gø:Ç²�Ç©Gø:�t/etc/fstab ©

G°>V��Á4¾�Õ

server:/home /mnt nfs rw 0 0

❀fstab(5)C~°�Ä�,~{
��
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30.3.3ÃÃÃ

❀ìJa~Ç�(¾�mutt )��©GÞÃ|Ñb�t�äq�ó&~NFS�Ç,1~rpc.lockdu|Ñ©G
ÞÃÕ���é~ÇÇ��óqÖìZ0�å{/etc/rc.conf ¥��("½Üàþ.{PêNFS)Õ

rpc_lockd_enable="YES"
rpc_statd_enable="YES"

❀l�&~�c×
éÄ�Ç�Õ

# /etc/rc.d/lockd start

# /etc/rc.d/statd start

❀�*?X��]{óNFS0�åZNFSqÖì-hâÞÃ{ªBÇ,1tNFS0�åóý�ÞÃÇ0�
4&~mount_nfs(8)��½-L kj�>kDmount_nfs(8)ÉåC~1ê�Íõû��

30.3.4"""���aaa~~~

❀NFS�iõ"�a~��Á4�v�D{�JÕ

• õÇåìá0�ÑCDROMÝVÙÆ÷÷�Yé�óõÑåì¥�ã�Gu�Í�"(Ë0"�

• óLn�d¥Ç{��Ñ¥eNFSqÖì~u8�Ä�~�{homeø9,�ÌQu"¼�YJø9�ú
Qñt�d1"~�X�óýÑÓ*5Þ~9Ç��zt#3{homeø9�

• �Ñåì,1�/~{/usr/ports/distfiles ø9�Yø{�Çh3��ó�ÑåìÞ�ãport�Ç3
,1Ã�ó�Ñ÷÷Þ�ñ
O¤6¯Íh�

30.3.5///,,,amd ���ÄÄÄ������zzz

Contributed by Wylie Stilwell. Rewritten by Chern Lee.

❀amd(8) (�Ä�zqÖ)�ê�Ä�ó6¯��zÏÇ{©Gø:��*©Gø:ó�ã�-����Ù
ÄÇ�Ìúamd�ÄW��/,&~amdÇ�ê
Ø�ÇÑÈ�z1i{ 
Ç
�V����ï
�/etc/fstab �

❀amd/,R��1NFSqÖì{o*Ç��t/host Z/net ø9ÞuÓ*�h6¯YJø9¥{©G

�ÇamdR�I#a{ÏÇ�z�Ç?�Ä��z�/net ~��zÏÇIP��Þsñ{©Gø:Ç

/host �~��zÏÇÌåÖÞ{©Gø:�

❀6¯/host/foobar/usr ¥{©GÇ#h�·ªamd�A�zóÌåfoobar Þsñ{/usr �

¾¾¾30-2.///,,,amduuu���zzzsssñññ{{{©©©GGGøøø:::

3,1/,&~showmount ×
u��ÏÇÌåÞsñ{©Gø:�¾�Ç���foobar Þsñ{©Gø

:Ç,1~Õ

% showmount -e foobar

Exports list on foobar:
/usr 10.10.10.0
/a 10.10.10.0
% cd /host/foobar/usr
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❀�3ó�Á¾�¥Ä�t{Çshowmount �+êsñ{/usr �h��/host/foobar/usr YÇø9

�ÇamdR�A�ÛÌåÖfoobar ?�Ä��z��{©Gø:sñ�

❀amd,1/,éÄlýuéÄÇ0�4ó/etc/rc.conf ¥��Õ

amd_enable="YES"

❀ø$�iÇ¤,1Éamd/,amd_flags  1u���i{kj�å�<Y�Çamd_flags �Õ

amd_flags="-a /.amd_mnt -l syslog /host /etc/amd.map /net /etc/amd.map"

❀/etc/amd.map ©G½Bê�zsñ©Gø:�Ä&~{å� 1�/etc/amd.conf ©GÇ�½BêÍõ

��amd{°ÿÕ� 1�

❀>k�amd(8)Zamd.conf(5)ÉåC~Ç1ê���Z{<Y�

30.3.6¦¦¦ÙÙÙÆÆÆøøø:::øøøÄÄÄ���{{{���DDD¯̄̄���

Contributed by John Lind.

❀ìJ�½{ISA PCø:Þ{1Ô�7{ìÞ��J!�ÇYJ!�,�Ìs�Î­{�d¯�Ç�/4
¦NFS{\&~��YJ¯�?:FreeBSDÄ��{ÇbFreeBSDø:ÌItYJ¯�{k/�

❀Yø{¯�Ç���4óh(FreeBSD) PCø:¦°u�{Ó*5Ç¾�Silicon Graphics, Inc.,ZSun
Microsystems, Inc.{Ó*5É���	�NFS�z�êt�Ó*Ç
%�Jv*�,�ÄÕÇbqÖìÌ
iO#zé0�åXÔ®ÌÇ¯léÙÆ0�å{>F�l�êt�ÿ®�Y«<Y/��	ó0�àÇ

ÃXÇ4�ÇFreeBSDø:Ý4ªà�ó�õø:ÞÇ�`�	êYø{¯�Ç/��Í�t����0
�å���{Í�/�4tªà� ÇO�Y�NFSçY��Í�ú�û�

❀¦��th{��ûÍ�Ç4�FreeBSDø:{÷�L°u�{�7~{1Ô�7{ìÇl
��Í�
w,¯�?zt#éw?{�*��*FreeBSDø:4qqqÖÖÖìììÇ�ó0�å�z�Ça��½-w=1024 �

�*FreeBSDø:4000���åååÇ�a��-r=1024 kj�YJ 1,1/,óéa{fstab {��Ç	ã�

�Ç1"t0�å�ê�Ä��zÇÝV/,mount(8){-o kjóCÓ�z��½�

❀¤��Õ?{4��Ç¯�Ç��ÌúØ��4ZÞÁ�ø{¯��YÇ¯�õD�NFSqÖìZ0�
åóX3{�dÞ���*4Y«<YÇ�½�hhh½½½3{4�ìh"²��{UDPfå4�têø{�Ç
d�3R���)Xê�

❀�Á{¾�¥Çfastws 4Ìå(z=){Ö	ÇÇ4�Ñ°u�{ªàÇ
freebox 4��ÑÌå(z=)
{Ö	ÇÇ4�Ç&~v�u�{1Ô�7{ì{FreeBSDø:�3�Ç/sharedfs RúsñÄ�NFS©
Gø:(kDexports(5))Ç
/project R40�åÞ�zY�sñ©Gø:{�z��Ä�{a~�µ¥Ç

>Õ?�� 1Ç¾�hard Ýsoft 1ùbg ,�43{a~Ä��{�

❀��FreeBSDø:(freebox )*�0�å{+)/etc/fstab ©GÇD�freebox �ÞÕ

fastws:/sharedfs /project nfs rw,-r=1024 0 0

❀ófreebox ÞCÓ�zÕ

# mount -t nfs -o -r=1024 fastws:/sharedfs /project

❀1FreeBSDø:*�qÖì{¾�Ç4fastws Þ{/etc/fstab Õ

freebox:/sharedfs /project nfs rw,-w=1024 0 0
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❀ófastws ÞCÓ�z{×
4Õ

# mount -t nfs -o -w=1024 freebox:/sharedfs /project

❀��Ä�{16- 1Ô�;�ìÇÑ�êó��ÞcÖUÚ@!�{<Y�t�Ó*�

❀é��J�et�4��¯�{|Ç�Á4�½�[�	{�:Ç3�Y��Òê���Y4�ÇÃ�

Á�{¯���n<Y�ÇNFSÌ&~�Ç�L��\ �qv*ÇÙÚ@48 K (¯lÇ,�ÌRv*I
ÄÍBÚ@{I¡)���!L{1Ô�ÝÚ@LÕ41500	�ÇO$NFS�L�ÌIÄõÇ1Ô�ÝÇ
¯lóÍ°�{Sh�uÇ�l4�Çqr{\ÃÇ?ózB0­c�ãÇ*��Çr�uhhh����°u�

{Ó*5Ç,1RèÄNFS\Ã{Ý·¤�ñÇÙ��ÌOt)ïã�{!L!Ý�ó�ÞvB{�ÞÇ
�u{ÝÌà«3�\Ã�{v�{ÝÇO
rÇ\ÃÃ�ú­OÝh��Ù�*4ÇÓ*5R§�?­

AÇb�l4qr{8 K\ÃÇY�,ÇRÃ~��­��V�

❀�*R\ÃÚ@!�ó1Ô�ÝÚ@��Ç·¢Ò�êhâ��Ç1Ô�ÝÑ�êúÕÁ�zBZh

�Ç,
�½êÞÁ{�Ã<o�

❀Dñó°u�Ó*5RjâE=5PCø:��Ì�	ÇbóÍP{��ÞÇ�êâyY¡DñXÌó�
�ÇNFS�\Ã�ÞÑ�	�hñ�Dñ�Çúk/{\Ãú­�ÇO
$��iL{åÌÇRúthz
B�­�Ç?h��

30.4���dddfffåååqqqÖÖÖ(NIS/YP)
Written by Bill Swingle. Enhanced by Eric OgrenZUdo Erdelhoff.

30.4.1ÇÇÇ444������ÚÚÚ

❀NISÇ,+�dfåqÖ(Network Information Services)Ç!ð�Sun Microsystems
�Ç~�UNIX (!ð
4SunOS)ø:{ø¥�®�ø�ÇÇäýÞ.²Ä�ê��)ïÖÄ�Ì�{¡UNIX ø:(Solaris,
HP-UX, AIX®, Linux, NetBSD, OpenBSD, FreeBSD,��)Ñ|ÑNIS�

❀NIS�Ò4|¢ÄY�{±�(Yellow Pages)Çb��Û){¯�ÇSunRÙ�Ö��ó{Ö	�Î{b
ª(1ùyp)Ç�l²�,1�tÇ?ú�-&~�

❀Y4�Çä�RPC{0�å/qÖìø:ÇÇã�ó�ÇNIS­¥{��åìá0�øï{�©G�Y
øÇø:�®ÊÒ,1{��Ý9!äý{�jâ{NIS0�åø:Ç?ó\�Þ���ÍøÝ��{�
jâ�

❀¦�"�{�\û��lX3ÇYZWindows NT®­ø::�¡�Ç1��,1RÜV{äýÕ�#�
¡��

30.4.2333aaa������www{{{bbbªªªZZZ���ÇÇÇ

❀��øïbªZ­�{~��ÇRó3óFreeBSDÞ"�NIS�~tÇÃX4ó
ONISqÖìÇÝ*
�NIS0�åÕ

bbbªªª ���ÒÒÒ

NIS­Ö NISÌqÖìZÄ�Ù0�å(Ýi,qÖì)Ì&~3�NIS­Ö�ZWindows
NT­Ö¡�ÇNIS­Ö¦DNSÃ��
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bbbªªª ���ÒÒÒ

rpcbind ��äqYÇÇ�Çb�êé~RPC (ÏÇ,Ç®~ÇNIS~t{�«�dN
F)��*��äqrpcbindÇ���Í�äqNISqÖìÇÝ*�NIS0�å�

ypbind �Ô½(bind)� NIS0�åtÇ{NISqÖìÞ�YøÇÇR,ø:¥ÜRNIS
­ÖÇ?&~RPCËztqÖìÞ�ypbind 4NIS¢¸¥Ç0�å-qÖì/
µ{XeÖ�*0�åÞ{ypbind �«{�ÇÇRÃ�6¯NISqÖì�

ypserv �aóNISqÖìÞäqÇÖY4NIS{qÖì�Ç��*ypserv(8)�«{
�Ç�qÖìRXòä�/aNIS>F{�Å($�Ç�*�,qÖì{�Ç�
Ìz�v*)���JNIS{"�(bX4FreeBSD{YÇ){0�åÞÇ�*�
�~,�ÇqÖìÇ
�ÑqÖì�«{�Ç?X�A­cËzt��ÇqÖ

ì�/�Ç�	Y«<Y�Ç��{Í�Ò4­céÄqÖì�Ç(ÝVÇ��
­céÄqÖì)Ý0�åÞ{ypbind �Ç�

rpc.yppasswdd ��Ç�aóNISÌqÖìÞäq{�ÇÖY4�ÇqÖÇ�ÇÙ*~4ã
�NIS0�å�#Ç¢{NIS=
��*��äqYÇqÖÇ~�R��~9
tNISÌqÖìÞÇ?ó�°��=
�

30.4.3ÇÇÇ444���[[[ÓÓÓ***{{{ÚÚÚ

❀óNIS¢¸¥Ç�®«¡n{ÌåÕÌqÖìÇ,qÖìÇ1ù0�å�qÖì{*~4ßhÌå{�f
å{¥êjâE�ÌqÖìÞâ?øYJfå{Y��ýÇ
,qÖì�4â?YJfå{���ý�0

�å�v�qÖì5Ç¢
ØYJfå�

❀�õ©G{få,1/,Y«0*uá0�/�<Y�Çmaster.passwd �group Ç1ùhosts 4/

,NISI�{�ÃX����Ç�*0�åÞ{ìÇ�Ç>FYJýaóý�{©G¥{ýî{��ÇÇ
ÑÌ5ÄÔ½{NISqÖì�ñ>FÇ
X&~ý�{Çý�

30.4.3.1åååììì¡¡¡nnn

• �ÑNISÌÌÌqqqÖÖÖììì�YÑqÖìÇZWindows NT­;�ì¡�ÇÌ��Ä�NIS0�åÄ&~{©
G�passwdÇgroup Ç1ù�õÙÆNIS0�åÄ&~{©GÇÑú?8tÌqÖìÞ�

ÕÕÕ???: ,1R�ÑNISÌqÖì~óõÇNIS­¥�l
ÇýVXK®éY«{��q�ëÇO�Y«{�Ç/
��ñ�óB�Ü{NIS¢¸¥�

•

NIS,,,qqqÖÖÖììì�Y��'Ç¦Windows NT{÷P­;�ì¡��NIS,qÖìÇ~���NISÌqÖì
{jâ©G�ý�NIS,qÖì
Øê�«��ÇYó�õ­�{¢¸¥4��{�$iÇÇ�ÐÏ>
4êÌqÖì{�VÕNIS0�å�4�zt!�/aÇ¢{NISqÖìÞÇ
Y�Ýiu�,qÖì{
/a�

•
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NIS000���ååå�NIS0�åÇZõjWindows NTÓ*5¡�Ç/,NISqÖì(Ýé�Windows NTÓ*
5Ç�4Windows NT­;�ì)uqÄ~9�{üPèy,Ç�

30.4.4&&&~~~NIS/YP

❀Y��R/,"¾�ë�[{�NIS¢¸�

30.4.4.1������

❀"½3tó�®L¦¥{�ÇBn"è?�óYÇ"è?¥Ç�15ÑFreeBSDåìÇø�ß��ø¥{
�®�Ö��ÑåìÞ���{/etc/passwd Z/etc/master.passwd �YJ©G/,|Ó�½{0�u

âÑ¦ÙÆåìÞÇý{3ZÖø�Ç�*3ó"è?¥���Ç~�ÇRXzXóÄ�15ÑåìÞCÓ
�qadduser ×
�Èt�&ÇY��ç���#ÇO$3û½RrÇ"è?Ý�&~NISÇ?&~ÜÑå
ì*�qÖì�

❀O$Ç"è?{{�a�4Yø{Õ

åååìììÖÖÖ IP������ åååììì{{{nnnººº

ellington 10.0.0.2 NISÌqÖì

coltrane 10.0.0.3 NIS,qÖì

basie 10.0.0.4 sÊÓ*5

bird 10.0.0.5 0�å

cli[1-11] 10.0.0.[6-17] ÙÆ0�å

❀�*34D'{�NISÇ�û���[�q��Ò�I­��ÃX3{�d{LB�[ÇÑ���q�Ç
û|�

30.4.4.1.1 
NIS­Ö

❀Y,�X43,V&~{�­Ö(domainname)��Ç{�){w�Ça�4�NIS­Ö��h0�å�B
é$få{>F�ÇÇÌRNIS­{Ö	*�>F{�\I�ñ�YøÇ:��dÞ{õÇqÖìÇÒ�
ê�wxa�Ãa>F�3,1²NIS­Ö.6Ä1ì«0*#�{��Ìå{Ö	�

❀�JåèÌ 
&~Ç¢{Internet­Öu*�NIS­Ö�?XM?Yø)ÇO�ó®A�d¯��ÇY
,�Ìs�X��{hv�NIS­Öa�4ó3�dÞ��{Ç?%�Ï�ê�ÇÄÃc{t�4ý��
åì�¾�é�AcmeÚ�{�Ó\ Ç,1�D&~�acme-art�Yø{NIS­Ö�óYÇ¾�¥Ç3&
~{­Ö4test-domain �

❀l
ÇìJv*ø:(!ÍÖ{4SunOS)Ì&~ÙNIS­Ö*�Internet­Ö��*3{�dÞ?óÝ9Y
¡!�{åìÇÒ������&~Internet­Öu*�3{NIS­Ö�

30.4.4.1.2qÖì{Ô®�F

❀ 
NISqÖì�Ç���/���JÀÜ�NIS{�ÇXÔP{�uÒ4Ù0�åé�qÖì{�vÇ
Ý��*0�åÃ�¦ÙNIS­{qÖìÉøÇ�YÑåì/�Ì �X,~{çÕ�bè~�Z�f
åÇÌ&ýLõjø:��áö{È�çÕ�ä�Yø{�DÇ3�� 
�ÑX²�­céÄÇÝ~�


�{åìuËZÙ	���*3{�dXÔ�Ç�,1&~äqøÙÆqÖ{åìu�8NISqÖÇ�
4��Õ?Ç�`NISqÖìX,~Ç�ÄÄÄ���{NIS0�åÑÌItk/�
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30.4.4.2 NISqqqÖÖÖììì

❀Ä�{NISfå{t�ÇýÇÑúâ?ó�Ñ\Õ{Á*NISÌqÖì{åìÞ�~�â?YJfå{j
âEÇÁ�NISnó(map)�óFreeBSD¥ÇYJnóúâ?ó/var/yp/[domainname] °ÇÙ

¥[domainname] 4
ØqÖ{NIS­{Ö	��ÑNISqÖìÇ,13�|ÑõÇ­ÇO$,1OÁiõ
Yø{ø9ÇÄ|À�Ç­éa�Ç���Ç­ÑÌ���ÕÁ{nó�

❀NISÌZ,qÖìÇ/,ypserv qÖÇ�uÿ®Ä�{NIS>F�ypserv �	�zBu�NIS0�å{
>FÇ H>F{­Ç?RÖ	nó�#�{jâE©G{4»Çl�Ru�jâE{jâ�Ã0�å�

30.4.4.2.1{�NISÌqÖì

❀{�ÌNISqÖì#é
Ó�I{;\Ç
Ùä�Z½�Rû�3{���FreeBSD
Øê�Zt 
{NIS|Ñ�3��){\\/<Ç�4ó/etc/rc.conf ¥���J{�ÇÙÆÓ*Ì�FreeBSDqÄ�

1.

nisdomainname="test-domain"

Y�qRó�déÄ(¾�­céÄ)�Ç²NIS­Ö{��test-domain �

2.

nis_server_enable="YES"

YR�FFreeBSDó�d�ø:éÄ��ÁýéÄNISqÖ�Ç�

3.

nis_yppasswdd_enable="YES"

YRé~rpc.yppasswdd qÖÇ�Ç��Á
t{ÇÇã�~�ó0�åÞ����{NIS=
�

ÕÕÕ???: ±NIS{�{X3Ç,�¤����ÙÆ�J1ø�>kD��NISqÖì3�ßhNIS0�åY��Ç1
ê���Z{<Y�

❀÷�P�ÁYJ{���Ç��1§ÿ~�üPäq/etc/netstart ×
�ÇÌÊâ/etc/rc.conf {÷

�u{�ø:¥{ÙÆ\I�!�Çóð)�NISnó��Ç¤��CÓéÄypservqÖÇ�Õ

# /etc/rc.d/ypserv start

30.4.4.2.2ð)�NISnó

❀NISnnnóóó4�JjâE©GÇÇ¢ �/var/yp ø9¥�YJ©GäýÞÑ4ÊâNISÌqÖì{/etc

ø9�Ä	Ä{Ç��{¾i4Õ/etc/master.passwd ©G��Äu�Ç3Ì�:�ßI{®�X

Rroot 1ùÙÆ�®AR{=
�tÄ�NIS­Þ{qÖìÞ�O$Çó
)ð)�NISnó��Ç·¢
a�Õ

# cp /etc/master.passwd /var/yp/master.passwd

# cd /var/yp

# vi master.passwd

❀Y°ÇÍø«Zø:��{ARéa{1(bin �tty �kmem�gamesÇ��)Ç1ùÙÆXæ�új±
tNIS0�å{AR(¾�root Z�[ÙÆUID 0 (§ÿ~�){AR)�
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ÕÕÕ???: h�/var/yp/master.passwd YÇ©G43�~�Ç1ùÙÆ~�X,Ö{(Ü*600)¼�*��{�Ç
~chmod×
u�Ç�

❀qÄYJÓ*��ÇÒ,1ð)�NISnóê¼FreeBSD
Øê�ÇÖ�ypinit {lýuÐÏ3qÄY

1Ó*(-ûfåÇ>DÙÉåC~)�>Õ?ÇYÇlýóýLõjUNIX v*ø:ÞÑ,1ItÇb?X
4Ä�v*ø:{Ñ
Ø�óDigital UNIX/Compaq Tru64 UNIXÞÇ{Ö	4ypsetup ���·¢tó	Ä

{4NISÌqÖì{nóÇO$a�&~ypinit {-mkj��*.²qÄêÞcZ½Ç�	ÄNISnóÇ
���qÕ

ellington # ypinit -m test-domain

Server Type: MASTER Domain: test-domain
Creating an YP server will require that you answer a few quest ions.
Questions will all be asked at the beginning of the procedure .
Do you want this procedure to quit on non-fatal errors? [y/n: n] n

Ok, please remember to go back and redo manually whatever fai ls.
If you don’t, something might not work.
At this point, we have to construct a list of this domains YP se rvers.
rod.darktech.org is already known as master server.
Please continue to add any slave servers, one per line. When y ou are
done with the list, type a <control D>.
master server : ellington
next host to add: coltrane

next host to add: ^D

The current list of NIS servers looks like this:
ellington
coltrane
Is this correct? [y/n: y] y

[..output from map generation..]

NIS Map update completed.
ellington has been setup as an YP master server without any er rors.

❀ypinit a�ÌÊâ/var/yp/Makefile.dist u
O/var/yp/Makefile ©G�
Oq��ÇYÇ©GÌ

"½3tóv*��FreeBSDåì{\qÖìNIS¢¸���test-domain ¤��Ç,qÖìÇ3���

ö/var/yp/Makefile Õ

ellington # vi /var/yp/Makefile

❀a��ê�tYø�qÇÙ��4

NOPUSH = "True"

❀(�*¤��Õ:«{�)�

30.4.4.2.3{�NIS,qÖì

❀{�NIS,qÖìÇ���{�ÌqÖì¤�;\�~9t,qÖìÞÇ?�L�Á{0�Ç�
ö/etc/rc.conf ©G���{K/4Çóäqypinit ���&~-s kj�Y°{-s  1Ç3��F


ØNISÌqÖì{Ö	ÇO$·¢{×
qa�4Õ
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coltrane # ypinit -s ellington test-domain

Server Type: SLAVE Domain: test-domain Master: ellington

Creating an YP server will require that you answer a few quest ions.
Questions will all be asked at the beginning of the procedure .

Do you want this procedure to quit on non-fatal errors? [y/n: n] n

Ok, please remember to go back and redo manually whatever fai ls.
If you don’t, something might not work.
There will be no further questions. The remainder of the proc edure
should take a few minutes, to copy the databases from ellingt on.
Transferring netgroup...
ypxfr: Exiting: Map successfully transferred
Transferring netgroup.byuser...
ypxfr: Exiting: Map successfully transferred
Transferring netgroup.byhost...
ypxfr: Exiting: Map successfully transferred
Transferring master.passwd.byuid...
ypxfr: Exiting: Map successfully transferred
Transferring passwd.byuid...
ypxfr: Exiting: Map successfully transferred
Transferring passwd.byname...
ypxfr: Exiting: Map successfully transferred
Transferring group.bygid...
ypxfr: Exiting: Map successfully transferred
Transferring group.byname...
ypxfr: Exiting: Map successfully transferred
Transferring services.byname...
ypxfr: Exiting: Map successfully transferred
Transferring rpc.bynumber...
ypxfr: Exiting: Map successfully transferred
Transferring rpc.byname...
ypxfr: Exiting: Map successfully transferred
Transferring protocols.byname...
ypxfr: Exiting: Map successfully transferred
Transferring master.passwd.byname...
ypxfr: Exiting: Map successfully transferred
Transferring networks.byname...
ypxfr: Exiting: Map successfully transferred
Transferring networks.byaddr...
ypxfr: Exiting: Map successfully transferred
Transferring netid.byname...
ypxfr: Exiting: Map successfully transferred
Transferring hosts.byaddr...
ypxfr: Exiting: Map successfully transferred
Transferring protocols.bynumber...
ypxfr: Exiting: Map successfully transferred
Transferring ypservers...
ypxfr: Exiting: Map successfully transferred
Transferring hosts.byname...
ypxfr: Exiting: Map successfully transferred
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coltrane has been setup as an YP slave server without any erro rs.
Don’t forget to update map ypservers on ellington.

❀�óa�Ì��Çw)/var/yp/test-domain {ø9�óYÇø9¥Ça�â?NISÌqÖìÞ{nó
{�ý�z�u��h½YJ©GÑù��3ZÍcê�ó,qÖìÞÇ�Á{/etc/crontab 1RÐÏ3

hâY��Õ

20 * * * * root /usr/libexec/ypxfr passwd.byname
21 * * * * root /usr/libexec/ypxfr passwd.byuid

❀YÜqR��,qÖìRnó¦ÌqÖì3Z���ÌqÖìÌ�AhâÄ�ÙNISnó{#ÄÑ�Ì,
qÖìÇO$YJ1?X4ýé��{�X,Ç��âÑÙÆ0�à{=
fåthu�I­�Ç
Y�

�v�,qÖìÇ�ñM?Òh�½tø:����Íc=
nó�é�$�{�d
ÓÇY���Ù­

�ÇO���,�ñ�nóÍcXq\{<Y�

❀�óÇó,qÖìÞ�q/etc/netstart ÇÒ,1éÄNISqÖê�

30.4.4.3 NIS000���ååå

❀NIS0�åÌ/,ypbind qÖÇ�u¦�½{NISqÖìOÁ�«Á*Ô½{Éø�ypbind Ì5�ø:

{å�­(Y4/,domainname ×
u÷�{)Ç?
)óý��dÞ�BRPC>F�YJ>FÌ�
½ypbind �AÔ½{­Ö��*.²{�êqÖìÇ?%YJqÖìztê�BÇÇRÃaypbind Ç�V

��9qÖì{����*�õÇ,~{qÖì(¾��ÇÌqÖìÇ�ÞõÇ,qÖì)Çypbind R&~

��Ç/a{���,Y��/
)Ç0�åÌ²Ä�{NIS>F�z�É�ÇqÖì�ypbind S�

Ì�ping�qÖì1h�Ù�lót�äq��*ó\®{�-���zt/aÇ�ypbind Ì²­)��

�Ô½Ç?ò'�å�BÇ1ÏIt��ÑqÖì�

30.4.4.3.1÷�NIS0�å

❀{��ÑFreeBSDåì*�NIS0�å4:�;\{�

1. �ö/etc/rc.conf ©GÇ?óÙ¥�Þ�Á�qÇ1÷�NIS­ÖÇ?ó�déÄ�éÄypbind Õ

nisdomainname="test-domain"
nis_client_enable="YES"

2. �,NISqÖìs�Ä�{=
1Ç��,3{/etc/master.passwd ©G¥ÍøÄ�~�Ç?&

~vipw óYÇ©G{!��q��Õ

+:::::::::

ÕÕÕ???: Y�qRtNFSqÖì{=
nó¥{AR�ê~9���iõ��Y�qu{�NIS0�å{Í
��>kDã�{netgroupsB�1ê���Z{<Y��ê�ÍõfåÇ,1kÝO’Reilly{Managing

NFS and NIS YýV�

ÕÕÕ???: ���èâ��Çý�AR(�Ò4X/,NISs�)ó3{/etc/master.passwd ©G¥Ç
YÇAR

a�4wheel �{ÄÊ��*NIS�	X�ÇYÇAR,1~uÏÇ~9ÇÄ�root Ç?�t¯��
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3. �,NISqÖìÞs��fåÇ��ó/etc/group ©Gâ���Õ

+: * ::

❀.�ÁýéÄNIS0�àÇ��1§ÿ~�üPäq�q�ï×
Õ

# /etc/netstart

# /etc/rc.d/ypbind start

❀qÄYJZ½��ÇÒa�,1/,äqypcat passwd u�tNISqÖì{=
nóê�

30.4.5 NIS{{{���\\\uuu

❀äýÞÇ�[ÏÇ~�Ñ,1�å�ÇRPCtypserv(8)?Üz3{NISnó{��Ç�*ÏÇ~�ê�
3{­Ö{����½Y¡�²GY{6¯Çypserv(8)|Ñ�ÇÁ��securenets�{�uÇ~1R6¯!
�ó���½{åìÞ�óéÄ,Ç¥Çypserv(8)Ì�A,/var/yp/securenets ¥�ñsecurenetfå�

ÕÕÕ???: YÇ4»±-p kj�#�YÇ©GÝ9ê�J1Ç��1¥Ý9ê�Ç�d)#Z��ÙhÇ¥-~8Â

I
�1�#�
>{qÌú��4Õ:�+){securenets©G��Ä+Õ

# allow connections from local host -- mandatory
127.0.0.1 255.255.255.255
# allow connections from any host
# on the 192.168.128.0 network
192.168.128.0 255.255.255.0
# allow connections from any host
# between 10.0.0.0 to 10.0.15.255
# this includes the machines in the testlab
10.0.0.0 255.255.240.0

❀�*ypserv(8)ztêu��{Þc����{��{>FÇ�ÇÌt�ÿ®>F�'�Ç�>FRú�
QÇ?�9��´·få��*/var/yp/securenets ©GX?óÇ�ypserv Ìã�u��?Ìå{>

F�

❀ypserv Ç��|ÑWietse Venema{TCP Wrapper �GÝ�YøÇ�®ÊÒ�ê&~TCP Wrapper {{
�©GuS�/var/yp/securenets qÄ6¯;��

ÕÕÕ???: ¦�YÜ«6¯;�å�Ñ�ê
Øì«ÇÝ{�\Çb4ÇZ�Yà=5��øÇÇ¢Ã��½�IP�
��Ôâ�3{3Û�a���Ä�¦NIS��{6¯�

&~/var/yp/securenets {qÖìÇ,�ÌÃ��ìJ&~½Î{TCP/IP"�{NIS0�åqÖ�YJ"�,
�Ìó�B�ÇRÌå Ñ÷��0ÇÝó�®�B����Q��Ùh�¦�YJ¯�,1/,��0�å{{
�u�ûÇÙÆ�J¯��,�s�XzXýÖ�J0�åø:ÇÝVX&~/var/yp/securenets �

ó&~½Î{TCP/IP"�{ø:ÞÇ&~/var/yp/securenets 4�Ç:�ü³{)�ÇO�YRs�3{�d

Þ{NIS´�L\IÕ��

&~TCP Wrapper �GÝÇÌs�3{NISqÖì{/aÒÔ���
��{ÒÔÇ�,�Ìs�0�àÇ�§
�Ç�/4ó$�{�dÝViz{NISqÖìÞ��*3{ìÇ0�åO$
�	�JI�Ç�aRYJ0�
å#�NIS,qÖìÇ?��ÙÔ½���
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30.4.6XXXããã���ìììJJJ~~~���~~~999

❀ó·¢{"è?¥Çbasie YÑåìÇ4�ÑsÊÛ~{Ó*5�·¢Xæ�RYÑåìüñNIS­Ç

ÌNISqÖìÞ{passwd ©GÇ�3�Ý9êsÊZ¦	{AR�Y�a���)Ú

❀��«Í�u¢��½{~�~9åìÇý&Æ¢üÿNISjâE�¥��qÄY�Ó*Ç���ó0�
å{/etc/master.passwd ©G¥���J- usernameYø{1ÇÙ¥Çusername4æ�¢�~9{~�

Ö��ÄM?&~vipw uqÄYÇÓ*ÇO�vipw Ìé3ó/etc/master.passwd ©GÞÄ*{���q

\�u5�Ç?ó�ö�e�­cèO=
jâE�¾�Ç�*æ�¢�~�bill ~9basie Ç·¢a

�Õ

basie # vipw

[óóóâââ��������� -billÇÇÇ ???RRRñññ]

vipw: rebuilding the database...
vipw: done

basie # cat /etc/master.passwd

root:[password]:0:0::0:0:The super-user:/root:/bin/c sh
toor:[password]:0:0::0:0:The other super-user:/root:/ bin/sh
daemon: * :1:1::0:0:Owner of many system processes:/root:/sbin/no login
operator: * :2:5::0:0:System &:/:/sbin/nologin
bin: * :3:7::0:0:Binaries Commands and Source„,:/:/sbin/nolog in
tty: * :4:65533::0:0:Tty Sandbox:/:/sbin/nologin
kmem:* :5:65533::0:0:KMem Sandbox:/:/sbin/nologin
games: * :7:13::0:0:Games pseudo-user:/usr/games:/sbin/nologi n
news: * :8:8::0:0:News Subsystem:/:/sbin/nologin
man: * :9:9::0:0:Mister Man Pages:/usr/share/man:/sbin/nolog in
bind: * :53:53::0:0:Bind Sandbox:/:/sbin/nologin
uucp: * :66:66::0:0:UUCP pseudo-user:/var/spool/uucppublic:/ usr/libexec/uucp/uucico
xten: * :67:67::0:0:X-10 daemon:/usr/local/xten:/sbin/nologi n
pop: * :68:6::0:0:Post Office Owner:/nonexistent:/sbin/nolog in
nobody: * :65534:65534::0:0:Unprivileged user:/nonexistent:/sb in/nologin
+:::::::::
-bill

basie #

30.4.7&&&~~~Netgroups

Contributed by Udo Erdelhoff.

❀����ë{0�Çó3���:�è{~�Z/Ýåì�q�O{��{��¤®.\�óÍL{�d
ÞÇ3���½½½ÌÌÌ��¢�ìJ~�~9tÏ¡{åìÞÇÝVÇ����\Õ�����Ñåì{{�ÇO


¿«êNIS!­�{�ÖuÕøøø¥¥¥***�®�
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❀NIS
�|Ê�YÇ¯�
Ø{�û0�ÇúÁ*netgroups�Ç¢{*~ZªBÇäýÞ,1�3
�UNIX ©Gø:Þ&~{��Ì�{K/4Ç¢��j	�{IDÇ1ù,1ónetgroup¥3�Ý9~�Z
ÙÆnetgroup�

❀Netgroupsú÷�~uÿ®L{��ì{Ý9jº~�Zåì{�d��0ÁÇó3XzXÿ®Y¡<o
�ÇY4�Çi�~{ÀÜ�
��0ÁÇÇ{�ìu�&z/,:�;\{¾�i
�:netgroupt�4
���Y��{Ù�\I{¾�R0+YÇ¯��

❀"÷3ó"è?¥ÄÕ�\]NISZåêÞ�{lU�3z�u{�Ö4RNIS­j0Ç1��DÉ¥{
�JÙÆ{åì��ÁÜÇ,Â¥Ýiêc~�ZcåìÇùÙ;��Ò�

~~~���ÖÖÖ ���ÒÒÒ

alpha , beta IT \ {Ê/üÊ

charlie , delta IT \ {¦D

echo , foxtrott , golf , ... Ê/üÊ

able , baker , ... ø�{"ó	

åååìììÖÖÖ ���ÒÒÒ

war , death , famine , pollution !­�{qÖì���IT \ {üÊbã�~9Y
Jåì�

pride , greed , envy , wrath , lust , sloth XÔ­�{qÖìÇÄ�IT \ {ÄÊÇÑ,1~
9YJåì�

one , two , three , four , ... Ê/Ó*5���]]]ttt{{{üÊbã�~9YJå

ì�

trashcan �ÑXÝ9�Ejâ{Îåì�ý&4"ó	Ç�

ã�~9Ç�

❀�*3�A/,�Ç�Ç���~�u"�YJ!�ÇÒ��ó��Çø:{passwd ©G¥Ç���Ç

Xã�~9�ø:{~���éa{- userq��*��ê�[�ÇÇÒ,�Ì�Ä¯��ó�qð){�

�Çth�{���X4��¯�Çb±ø�������c~�Ç������������3Ì���c~���ìÇ

q��¾ÇMurphy4�Ç�
{|�

❀&~netgroupsuÿ®Y�çY,1Qu�õPÿ�X��\Õ�ÿ®��Ç~�Ö3,1�£~��Ç
ÝõÇnetgroupsüPÇ?ã�Ý¢�ì�Çnetgroup{Ä�ÄÊ~9��*��êc{åìÇ���½
Bnetgroup{~9!���*��êc~�Ç����R~����ÇÝõÇnetgroup�YJ#�4#�Õ
Á{ÕXò���é��Ç~�Zåì�q�����*3{NIS{�²,ê��{��ÇÒ�����
�Ç¥ê{{�©GÇÒ�êã�Ý¢�6¯ìÑåì{Y!ê�

❀��Z4ð)�NISnónetgroup�FreeBSD{ypinit(8)å�<Y�?X
OYÇnóÇbÇ{NIS"��
êó
OYÇnó��ÁýéÙ
Ø|Ñ��
O8nóÇ;\�Q�

ellington # vi /var/yp/netgroup

❀?
)�����ó·¢{¾�¥Ç�è���ÇnergruopÕITüÊÇIT¦DÇÊ/üÊZ"ó	�

IT_EMP (,alpha,test-domain) (,beta,test-domain)
IT_APP (,charlie,test-domain) (,delta,test-domain)
USERS (,echo,test-domain) (,foxtrott,test-domain) \

(,golf,test-domain)
INTERNS (,able,test-domain) (,baker,test-domain)
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❀IT_EMP, IT_APP ��Ç4netgroup{Ö	���ÇiR¥{�¥ÇÑ��J~�AR��¥{®Ç	ã
4Õ

1.óýJåìÞ�ê&~YJ1��*X�½ÌåÖÇ�1óÄ�åìÞÑ�H��*�½êÌåÇ�i
�4�Ä×@�

2.a�YÇnetgroup{AR�

3.AR{NIS­�3,1,ÙÆNIS­¥²ARs�t3{netgroup¥Ç�*3�®õÇNIS­{��

❀��Ç	ãÑ,1Ýi/{n�kDnetgroup(5)ê�Íõû��

ÕÕÕ???: Netgroup{Ö	�Äu�Xa§,8Ç	nÇ�/4h3{NIS­¥�åìK®äqÙÇv*ø:{�
��Ö	4KILBU{Ö&~LU	ñ*�netgroup{Ö	Ç�êt3Í�4�KI~��åìZnetgroup{
Ö	�

ìJNIS0�Ç�(FreeBSD1i{�J),�Ã�ÿ®9�LÞ1{netgroup�¾�ÇìJ�ÏÇý{SunOSÌ
ónetgroup¥Ý9õ�15Ç111�ñ�¯���w,YÇ¯�Ç,1
OõÇ�netgroupÇ��Ç¥Ý9è�15
Ç~�Ç1ù�ÇÝ9Ä��netgroup{]t{netgroupÕ

BIGGRP1 (,joe1,domain) (,joe2,domain) (,joe3,domain) [. ..]
BIGGRP2 (,joe16,domain) (,joe17,domain) [...]
BIGGRP3 (,joe31,domain) (,joe32,domain)
BIGGROUP BIGGRP1 BIGGRP2 BIGGRP3

�*��§,225Ç~�Ç,1��­�ÞÁ{,Ç�

❀íÙ?I�c{NISnó:�;\Õ

ellington # cd /var/yp

ellington # make

❀YÇv*Ì	Ä®ÇNISnóÇýnetgroup �netgroup.byhost Znetgroup.byuser �~ypcat(1),1
5�YJNISnó4d,~êÕ

ellington % ypcat -k netgroup

ellington % ypcat -k netgroup.byhost

ellington % ypcat -k netgroup.byuser

❀��Ç×
{QñÇa�¦/var/yp/netgroup {��#£���Ç×
Ç�*���½ýåÛ�

{netgroupÇ�a���Qñ��®Ç×
Ç�~��+ìÇ~�éa{netgroupï,�

❀0�å{÷��i;\��{�qÖìwarÇ����vipw(8)?²

+:::::::::

❀��

+@IT_EMP:::::::::

❀�óÇ��netgroupIT_EMP¥½B{~�Ìús�twar {=
jâE¥ÇO$��YJ~��ê~

9�
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❀X,ÇYÇ!��Ì*~�shell{~Ç1ùÄ�ó~�ÖZj	~�ID �-"�Ý¦{<j{Õ��¦Ó
�Çcd ~ userRXÌt�Ó*Ç
ls -l �R�+j	{ID
X4~�ÖÇ?%find . -user joe

-print R�½Ç?ÉñNo such user {FØfå���tYÇ¯�Ç3��s�Ä�{~�1Ç
XXXããã

���ÆÆÆ¢¢¢~~~999qqqÖÖÖììì�

❀Y,1/,ó/etc/master.passwd ����quqÄ�Yq{��4Õ

❀+:::::::::/sbin/nologin Ç?�4�s�Ä�{1Çbs�1{shell��¦�/sbin/nologin ��/

,ó/etc/master.passwd ¥��å��Ç,1�¦«passwd ¥{�?	ã�

´́́···: Ö�h�+:::::::::/sbin/nologin Y�qñ�ó+@IT_EMP::::::::: ���d�ÇÄ�,NISs�{~
�ARR1/sbin/nologin *�~9shell�

❀qÄÞÁ{����ÇóIT\ �êcÊÓ�Ç�����ÇNISnóÒ�êê�3�,1~¡�{0
�ÇóXÔ­�{qÖìÞÇ²��ý�Çý{/etc/master.passwd ¥{+::::::::: ��Õ

+@IT_EMP:::::::::
+@IT_APP:::::::::
+:::::::::/sbin/nologin

❀#�{~�Ê/Ó*5{{��a4Õ

+@IT_EMP:::::::::
+@USERS:::::::::
+:::::::::/sbin/nologin

❀�#²�Ã/Ç�tj±�Ç���|Q�	ê#�ÕIT\ �
)GB"ó	ê�IT"ó	ã�&~
Ê/{ªàÇ1ùXÔ­�{qÖìÖ
IT¦DÇ�,1~9ÌqÖì�3��êc{netgroup
IT_INTERNÇ1ùc{IT"ó	tYÇnetgroup?
)����ÑåìÞ{{������zPÕ�ö�
�ÇÄ\ü��

❀NIS/,netgroupuOÁnetgroup{�ÅÇt,1�½Yø{<o��«,�{0�4OÁä�nº
{netgroup�¾�Ç3,1
OÁ�BIGSRV{netgroupÇ~�½B!­�{qÖìÞ{~9!�Ç1ù��
ÇÄ�SMALLSRV{netgroupÇ~1½B'­�{qÖìÇ1ù�®ÇÇ~�Ê/Ó*5{netgroup
USERBOX�Y®Çnetgroup¥{��ÇÇÑÝ9êã�~9tYJåìÞ{Ä�netgroup�3{NISnó¥
{c1��Ä+Õ

BIGSRV IT_EMP IT_APP
SMALLSRV IT_EMP IT_APP ITINTERN
USERBOX IT_EMP ITINTERN USERS

❀Y«½B~9!�{0�Çó3�êRåìI�?�1!�{��,1Ó*{#hP�Xs{4ÇY4

«¾iÇ
:��<Y�õj��Ç���åìV½B~9!��

❀¦åì#�{netgroup½BÇ4ÿ®Þc|Q�Ä{��«,�{0��$�Ç�Ñåì
{/etc/master.passwd ¥ÇÑÝ9ÜÇ�+�
>{q���Ç~���ã�~9{netgroupARÇ
�
�Ç�~���ÙÇARÇ?²shell÷��/sbin/nologin �&~�\LU�{åìÖ*�netgroupÖ4
ÇPÌ?�¦Ó�ÇYJqa�¡��Õ

+@BOXNAME:::::::::
+:::::::::/sbin/nologin
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❀�`óÄ�åìÞÑqÄêYø{��ÇÒò�X����ý�{/etc/master.passwd ê�Ä��u{

��Ñ,1óNISnó¥�q�Y°4�Ç¾�ÇÙ¥0+êóY�a~<µ¥Ä��{netgroupnóÇ1
ùÙÇ�J�~{��Õ

# Define groups of users first
IT_EMP (,alpha,test-domain) (,beta,test-domain)
IT_APP (,charlie,test-domain) (,delta,test-domain)
DEPT1 (,echo,test-domain) (,foxtrott,test-domain)
DEPT2 (,golf,test-domain) (,hotel,test-domain)
DEPT3 (,india,test-domain) (,juliet,test-domain)
ITINTERN (,kilo,test-domain) (,lima,test-domain)
D_INTERNS (,able,test-domain) (,baker,test-domain)
#
# Now, define some groups based on roles
USERS DEPT1 DEPT2 DEPT3
BIGSRV IT_EMP IT_APP
SMALLSRV IT_EMP IT_APP ITINTERN
USERBOX IT_EMP ITINTERN USERS
#
# And a groups for a special tasks
# Allow echo and golf to access our anti-virus-machine
SECURITY IT_EMP (,echo,test-domain) (,golf,test-domain )
#
# machine-based netgroups
# Our main servers
WAR BIGSRV
FAMINE BIGSRV
# User india needs access to this server
POLLUTION BIGSRV (,india,test-domain)
#
# This one is really important and needs more access restrict ions
DEATH IT_EMP
#
# The anti-virus-machine mentioned above
ONE SECURITY
#
# Restrict a machine to a single user
TWO (,hotel,test-domain)
# [...more groups to follow]

❀�*3t&~ì«jâEu�®ARÇa�,1&~3{jâE{ç·Óäu
Onó{��\I�Y

øÇc~�Ò�Ä�,16¯YJåìê�

❀!�{
rÕ&~ä�åì{netgroup?X�47~{��*tó�¦	"è?\]j�Ñ��ÞºÑ3
ø{åìÇ3a�&~ä�nº{netgroupÇ
X4ä�åì{netgroupÇ1"²NISnó{Ú@âÑó�
Ç\®{)���

30.4.8������������{{{///111

❀Y°4�JÙÇó&~NIS¢¸���Õ?{�0�
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• �'��ó"è?¥��c~��Ç�����óNISqÖìÞ��~�Ç
%���½½½������zzz­­­OOONISnnnóóó�
�*3��êYø)Çc~�RÃ�~9øNISÌqÖì�i{�[ÙÇåì�¾�Ç�*�ó"è?
��c~�jsmith Ç·¢��Õ

# pw useradd jsmith

# cd /var/yp

# make test-domain

�,1äqadduser jsmith 
X4pw useradd jsmith .

• RRR���®®®~~~{{{AAARRR\\\øøøóóóNIS nnnóóó���iii��Äu�Ç3Xæ�YJ�®ARZ=
új±t�JÝ9Xa
&~Ç¢{~�{åìÞ�

• hhhâââNISÌÌÌZZZ,,,qqqÖÖÖììì{{{���\\\ÇÇÇ???¦¦¦,,,���>>>èèèÙÙÙ***ååå���---��*�|Ô�Ý;\���YJåìÇ�r
Ç"è?{��ÒÃ�~9ê�

Y4ø¥*�®ø:¥!à¦{¢���*��â�PNISqÖìÇ3Ò�L�RD{~���é�
ê¼

30.4.9 NIS v1 ///���uuu

❀FreeBSD{ypserv
ØêìJ�NIS v10�
ØqÖ{|Ñ�Å�FreeBSD{NIS"�Ç�&~NIS v2
NFÇbÙÇ"�,�ÌÝ9v1NFÇ1
ØéÎø:{5�/��Å�±YJø:
Ø{ypbind qÖR
D��AÔ½NIS v1qÖìÇý&Ç¢?X]{��Ç(�J��,�Ì���B�Â>FÇý&.²,ì
Ñv2qÖìztêÃa�4�$)�Õ?Ç¦�|Ñ�Ä{0�å®~ÇYÇÇý{ypserv?X�ÿ®v1
{nó��>FÖO
ÇÇÒX�¦v�{|Ñv1NF{NISqÖì{\&~ÇÃX4*�ÌqÖì¤4
,qÖì�sä{4Ç��a�.²���ló~{Yø{qÖìê�

30.4.10333���***���NIS000���ååå{{{NISqqqÖÖÖììì

❀óõqÖì­{¢¸¥Ç�*qÖì3�*�NIS0�Çóäqypserv���/Be��Äu�Ç��q
ÖìÔ½����ã�Ç¢�BÔ½>F�PÇO�Y«<Y�Ç¢,�Ì#�Ô½�ìJ�I{ùFÇ

i,�4��ì�ÑqÖì*åÇ
ÙÇqÖìÑ�vÙqÖÄs�{�!ªÇÄ�{0�åÑÌ§�?

Ô½tÙÇqÖìÇbYÇÒÔ,�Ì#h,
Ç
%Á����l?óò'�	$¡¯�{[§�

❀3,1���ÑåìÔ½t�½{qÖìÇY4/,ypbind {-S kjuqÄ{��*Xæ��'é

ÄNISqÖì�ÑCÓqÄY1Ó*Ç,1ó/etc/rc.conf ¥��Õ

nis_client_enable="YES" # run client stuff as well
nis_client_flags="-S NIS domain, server"

❀kDypbind(8)1ê�Íõ<Y�

30.4.11===


ÂÂÂ***

❀ó"�NIS�Ç=
Â*{/�u¯�4�«!��D{¯��"�3{NISqÖì&~DES�·=
Ç
�Ç��|Ñ&~DES{0�å�¾�Ç�*3{�dÞ�Solaris NIS0�åÇ���2½��&~DES
�·=
�

❀�5�3{qÖìZ0�å&~{=
Â*Ç����/etc/login.conf ��*Ìåú{��&~DES
�·{=
Ç�default classRÝ9¡�Yø{1Õ
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default:\
:passwd_format=des:\
:copyright=/etc/COPYRIGHT:\
[Further entries elided]

❀ÙÆ�J,�{passwd_format Ýiblf Zmd5 (I/éa�BlowfishZMD5�·=
)�

❀�*��ê/etc/login.conf ÇÒ��­O~9u�jâEÇY4/,1root üPäq�Á{Ç�uq

Ä{Õ

# cap_mkdb /etc/login.conf

ÕÕÕ???: .²ó/etc/master.passwd ¥{=
{Â*XÌúÍcÇ�t~�ó~9u�jâE­O������D'��

=
���

❀z�uÇ�êhâÄ�{=
Ñ�L3 
{Â*�·êÇ¤��5�/etc/auth.conf

¥crypt_default Éñ{�� 
{=
Â*��qÄ$Ó*ÇR3 
{Â*8tï,{��1�¾

�Çh&~DES�·{=
�Çéa1a�Õ

crypt_default = des blf md5

❀ó��Ñä�FreeBSD{NISqÖìZ0�åÞqÄÞcÓ*��ÇÒ,12½3{�dÞÇ¢Ñó&~
3ø{=
Â*ê��*óNIS0�åÞ)üPèy��	¯�ÇY�4��Ç,�ñ�¯�{�0�Õ
?Õ�*3æ�ó×\{�dÞ\]NISqÖìÇ,�Ò��óÄ�ø:ÞÑ&~DESÇO�Y4Ä�ø:
Ñ�ê|Ñ{!�!Ý{Úá)ï�

30.5���ddd���ÄÄÄ{{{���(DHCP)
Written by Greg Sutter.

30.5.1������444DHCPÚÚÚ

❀DHCPÇÄÕÌå{�NFÇ4�«tø:z1Ëzt�dÞÇ?ÜRÄ��{{�kjCã�FreeBSD
&~u�OpenBSD 3.7{OpenBSDdhclient �Y°
Ø{Ä���dhclient {fåÇÑ41ISC
ÝOpenBSD DHCP0�àÇ��ï{�DHCPqÖì4ISC�GÝ{�\I�

30.5.2YYY������ÑÑÑ���ëëëýýýJJJ������

❀Y��ÃcêISCZDHCPø:¥{0�àÇ1ùZISC DHCPø:¥{qÖìà{�G�0�àÇ
�Çdhclient Ç4±FreeBSD*�Ç{�\I
Ø{Ö
qÖì\IÇ�,1/
,net/isc-dhcp31-server portzt�dhclient(8)�dhcp-options(5)�1ùdhclient.conf(5)ÉåC~Ç�Þ
�ÁÄ�ë{k�©�ÇÑ4:��~{ýÍ�
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30.5.3ÇÇÇ���[[[ÓÓÓ***

❀hDHCP0�Ç�Çdhclient ó0�åÞäq�ÇÇÌ
)�B>F{�få{>å�å�<Y�ÇY

J>F4óUDPà=68Þ�qÖì/,UDP 67Éñ/aÇ50�å
Ø�ÇIP��Ç1ùÙÆ��{{
�kjÇ¾���Ùh�4�ìÇ1ùDNSqÖì�Ä�YJfåÑÌ1DHCP�lease�{o*ÉñÇ?
%�ó�ã�½{�-��H(Y4�DHCPqÖì{��V{�{)�YøÇ�J.²ä
�d{0�å&
~{½Î{IP��Ò�ú�Ä�ÃBê�

❀DHCP0�Ç�,1,qÖìàÜRLÞ{få����Üz{få{-ûï,Ç>k
�dhcp-options(5)�

30.5.4 FreeBSD øøøÄÄÄ

❀FreeBSDq\�øÄêOpenBSD{DHCP0�àÇdhclient �DHCP0�à|Ñó�ãÇ�Zäýø:
¥þ�
ØÇY&z3Xò��Vê��J.²äqêDHCPqÖì{�d{ä�{�kj�

❀sysinstall�ê|ÑDHCP�ósysinstall¥{��dz=�ÇÇ®¯{��Ç¯�"4Õ�Do you want to
try DHCP configuration of the interface? (34dæ�ó$z=Þ�ADHCP{�?)���*)2½{ÃIÇ�
Räqdhclient Ç�`ÄÕÇ�R�Ä��U�d{�få�

❀�óø:éÄ�&~DHCPÇ3��)ÜG/Õ

• 3{�X¥Ç��Ý9bpf ÷÷��*��Yø)Ç��Rdevice bpf ��t�X{�H{�©G¥Ç

?­c�H�X��ê����H�X{��ZfåÇ>kD�99�

bpf ÷÷.²4FreeBSD�qÇ¥å�{GENERIC�X{�\IêÇO$�*3��é�X�q½�Ç

�X~
O�Pc{�X{�©GÇDHCPÒ�Ó*ê�

ÕÕÕ???: é��J�\?#i�{|u�Ç3a��wbpf �4Ýc&Óä�êthÓ*{�G��(hlÇÇ¢
¤��1root üPäqbq)�bpf 444&~DHCPÄ��{Çb�*3é�\:�Ï¡Ç�i,�Ì�®�X
²bpf ��t3{�X{�¥Ç�t3]{��&~DHCP���

• �ö3{/etc/rc.conf ?���Á{÷�Õ

ifconfig_fxp0="DHCP"

ÕÕÕ???: Ö�Rfxp0 �¦�3æ��Ä{�{�dz={Ö	Ç3,1ó�12.8�ItÍ��Z{�ë�

�*3æ�&~�� �{dhclient ÇÝV��Édhclient ��ÙÆkjÇ¤,1���Á{{�(Ê
â���q��)Õ

dhclient_program="/sbin/dhclient"
dhclient_flags=""

❀DHCPqÖìÇdhcpdÇ4*�net/isc-dhcp31-server port{�\I
Ø{�YÇportÝiêISC
DHCPqÖìùÙ©l�
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30.5.5©©©GGG

• /etc/dhclient.conf

dhclient ���Ç{�©GÇ/etc/dhclient.conf ��Ä�uÇYÇ©G¥�ÝiÕ:Ç
å��ä

ýÞÑ4\®{�YÇ{�©Gódhclient.conf(5)ÉåC~¥�qê��Z{�c�

• /sbin/dhclient

dhclient 4�Ç·ÕË�{ÇÇú�ãt/sbin ¥�dhclient(8)ÉåC~Éñê��dhclient {��Z

û��

• /sbin/dhclient-script

dhclient-script 4�ÇFreeBSDÛ~{DHCP0�à{�lý�ódhclient-script(8)¥éÇ�qêÃ
cÇb�Äu�Ç~�X��éÙ�q�[��ÇÒ�êt�#t�äÝê�

• /var/db/dhclient.leases

DHCP0�Ç�Ì���ÇjâEuâ?�H{leaseÇÇ¢ú1��{o*â?tYÇ©G
¥�dhclient.leases(5)ÉñêÍ�û�{�ë�

30.5.6���~~~ÖÖÖÔÔÔ

❀DHCPNF{qrÃc4RFC 2131 (http://www.freesoft.org/CIE/RFC/2131/)���Ç{ÙÆfåýÍ{5
�http://www.dhcp.org/�
Øê-¦{ýî�

30.5.7���ãããZZZ{{{���DHCPqqqÖÖÖììì

30.5.7.1YYY���999ÝÝÝ999ýýýJJJ������

❀Y�9
Øê���[óFreeBSDø:Þ&~ISC (Internetø:NÌ){DHCP"��Gu%÷DHCPqÖ
ì{få�

❀DHCP�G¥{qÖì\I?��*�FreeBSD{�\Iu
ØÇO$3���
ãnet/isc-dhcp31-server portb�
ØYÇqÖ�>kD�591ê����[&~Ports Collection{
��Z-<�

30.5.7.2���ãããDHCPqqqÖÖÖììì

❀�êó3{FreeBSDø:Þ�q{�1"*�DHCPqÖìu&~Ç��²bpf(4)÷÷�H��X��q
ÄY1Ó*Ç��Rdevice bpf ��t3{�X{�©G¥Ç?­cÉ��X��zt���[É��X

{��ZfåÇ>kD�99�

❀bpf ÷÷4FreeBSDÄ�Q{GENERIC�X¥.²É�{�GÇO$3?X���êtDHCPt�Ó*

�/�½��X�

ÕÕÕ???: �*3�v�{�\?#Ça�Õ?bpf 3��4t&ÝÇ��êthÓ*{÷÷(¦�Y¡Ç��l��
1�Y~�üPäq)�bpf 444&~DHCPÄ��{Çb�*3é�\:�Ï¡Ç3,�ÌXæ�Rbpf 8��

XÇ�t3]{��DHCP4��{���
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❀z�u�){4�ö+){dhcpd.conf ÇÇ�net/isc-dhcp31-server port�ã�å�<Y�ÇÇ{Ö
	a�4/usr/local/etc/dhcpd.conf.sample Çó
)����Ç3��²Ç��

�/usr/local/etc/dhcpd.conf �

30.5.7.3{{{���DHCPqqqÖÖÖììì

❀dhcpd.conf Ý9ê�øï����ZÌå{½BÇ�Á{¾�,1ÐÏ3®�ÇÕ

option domain-name "example.com"; ➊

option domain-name-servers 192.168.4.100; ➋

option subnet-mask 255.255.255.0; ➌

default-lease-time 3600; ➍

max-lease-time 86400; ➎

ddns-update-style none; ➏

subnet 192.168.4.0 netmask 255.255.255.0 {
range 192.168.4.129 192.168.4.254; ➐

option routers 192.168.4.1; ➑

}

host mailhost {
hardware ethernet 02:03:04:05:06:07; ➒

fixed-address mailhost.example.com; (10)
}

➊ YÇ 1�½ê
ØÉ0�å*�å��Â­{­Ö�>k�resolv.conf(5)1ê���Y��'{-
<�

➋ YÇ 1~��½��0�å&~{DNSqÖìÇÇ¢�-1ÏRIÅ�

➌ 
ØÉ0�å{��Ùh�

➍ 0�å,1>F�Õ{�HÏÇ
�*��Ç�qÖìR�½�Ç�Õ�HÏÇ�Ò4YÇ�(\ 4
Æ)�

➎ Y4qÖìã��ñ��{!L����*0�å>FêÍ�{�ÏÇ�ÇRzt�Ç��ÇbÙ�Ï

�!�max-lease-time Æ�

➏ YÇ 1~��½DHCPqÖìó�Ç��úzIÝ:8�4daéa�AÍcDNS�óISC"�¥Ç
Y� 14���������½½½{{{�

➐ �½��Ó¥,1~uI{É0�å{IP��)��óYÇ)��-Ç1ùÙ��{IP��RI{É
0�å�

➑ ½B0�å{å����

➒ Ìå{mGMAC ��(YøDHCPqÖìÒ�êózt>F��w>F{ÌåüP)�

(10)�½�4zt3�IP��{Ìå�>Õ?ó$ÿ&~ÌåÖ4é{ÇO�DHCPqÖìÌó(Ã��
��få���q�ÛÌåÖ�

❀ó{�Pdhcpd.conf ��Çaó/etc/rc.conf ¥é~DHCPqÖìÇ�Ò4��Õ

dhcpd_enable="YES"
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dhcpd_ifaces="dc0"

❀$ÿ{dc0 z=Öa��DHCPqÖì��)&DHCP0�à>F{z=(�*�õÇÇ�~8ÂI
)�

❀z�uÇ,1~�Á{×
uéÄqÖÕ

# /usr/local/etc/rc.d/isc-dhcpd start

❀�*�u3����qÖì{{�Ç>Ö�����SIGHUPfRÉdhcpd?XXXÌÌÌs�{�©G{­c�
ñÇ
YóÙÆqÖÇ�¥�4�vÊ({Õ½�3����SIGTERMfRu*��ÇÇl�&~ÞÁ{

×
u­céÄÇ�

30.5.7.4©©©GGG

• /usr/local/sbin/dhcpd

dhcpd4·ÕËz{Ç?�ãt/usr/local/sbin ¥�±port�ã{dhcpd(8)ÉåC~
Øê��dhcpd
Í�-¦{få�

• /usr/local/etc/dhcpd.conf

dhcpd��{�©GÇý/usr/local/etc/dhcpd.conf b�ê50�å
ØqÖ�YÇ©G��Ýia


ØÉ0�å{Ä�fåÇ1ù��qÖìäq{ÙÆfå�${�©G{-ûÃc,1ó±port�ã
{dhcpd.conf(5)ÉåC~ÞIt�

• /var/db/dhcpd.leases

DHCPqÖìÌ���ÇÇü�{�~��jâEÇ?â?óYÇ©G¥ÇYÇ©G41��{o*â
?{�±port�ã{dhcpd.leases(5)ÉåC~
ØêÍ-û{Ãc�

• /usr/local/sbin/dhcrelay

dhcrelayóÍ��ì{¢¸¥Ç,1~u|Ñ&~DHCPqÖìÝ�>FÉ��ÇÕÁ�dÞ{DHCPq
Öì��*3��YÇÕ�Ç���ãnet/isc-dhcp31-relay port�dhcrelay(8)ÉåC~
ØêÍ�-
¦{�ë�

30.6­­­ÖÖÖøøø:::(DNS)
Contributed by Chern Lee�Tom RhodesZDaniel Gerzo.

30.6.1������

❀FreeBSDóå�<Y�&~�ÇÇý{BIND (Berkeley Internet Name Domain)ÇY4ø�!��q{DNS
NF"��DNS4�«NFÇ,1/,ÇR­Ö3IP��#�éa�¾�Ç�®www.FreeBSD.org Rz

tFreeBSD Project{webqÖì{IP��Ç
�®ftp.FreeBSD.org �Rzt/a{FTPåì{IP���
¡��Ç�,1)#'{/<��®IP��,1ztÙÌåÖ�hlÇqÄDNS�®?X��óø:¥ä
q­ÖqÖì�

❀ø�Çå�<Y�FreeBSD&~{4BIND9 DNSqÖ�G�·¢�O�ø:¥{Çý
Øê��{�\
�u�c{©Gø9�èÇ1ù�Ä{chroot(8){��
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❀óInternetÞ{DNS4/,��v��ì{Y�Ê­Öø:Çºÿ­Ö(TLD)Ç1ù�øïB�Ü{Ç

ØèÞ­Ö�ÛqÖ?é­Öfå�q¥?{­ÖqÖì�Ä{�

❀ø�ÇBIND�Internet Systems Consortium https://www.isc.org/���

30.6.2bbbªªª

❀�®�YP©lÇ��D�ê��J#�{DNSbª�

bbbªªª ½½½BBB

t5DNS R­ÖnótIP��

Æ�(Origin) ,+�½­©GÄó{­

named, BIND óFreeBSD¥BIND­ÖqÖì�GÝ{�Dw��

�Ûì(Resolver) �®å~15­ÖqÖì�®­Öfå{�Çø:�Ç

'5DNS RIP��nó�ÌåÖ

Ê­ Internet­�'{å��Ä�{­ÑóÊ­��Ç¡�©Gø:¥Ç©GÑóÊ
ø9���ø�

­(Zone) ÕÁ{­Ç�­ÇÝV�3�åè�®{DNS{�\I�

❀­{¾�Õ

• . óý©l¥/��SÊ­�

• org. 4Ê­��{�Çºÿ­Ö(TLD)�

• example.org. 4óorg. TLD��{�Ç­�

• 1.168.192.in-addr.arpa 4�Ç,+Ä�192.168.1. * IP��8-¥IP��{­�

❀�3ÄDÇ­Ö¥Öû�{\IÌÖ"&ñ��¾�Çexample.org. Ò�org. )�ÍBÇ¡��org.

��Ê­ÍB�­ÖÈÇ\I{ÂÛ¦©Gø:�I¡�Õ/dev ø9óÊø9��Ç���

30.6.3äääqqq­­­ÖÖÖqqqÖÖÖììì{{{®®®���

❀­ÖqÖì/�Ì�Ü«o*ÕY�­ÖqÖìÇ1ù¥?­ÖqÖì�

❀�ï<Y���Y�­ÖqÖìÕ

• .�5\-�
ØDNSfåÇ?é>FÉñY�aI�

• Õ~ê¡�example.org {­Ç
��RIP�½tÙ�{ÌåÖÞ�

• ìÇIP��L��'5DNS1(IPtÌåÖ)�

• ÷PqÖìÇÝ��{,(slave)qÖìÇÌóÌqÖìñ�¯�ÝÃ�6¯�uaI�®>F�

❀�ï<Y���¥?­ÖqÖìÕ

• ý�{DNSqÖì�ê¥?Ç?��z5i�{­ÖqÖì>FÍO�ztaI�
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❀h�|�®www.FreeBSD.org �Ç�Ûì/�Ì5ÞÿISP{­ÖqÖì�ñ>FÇ?ÜzÃa��*
�ý�{¥?DNSqÖìÇ�®��ó��'ú¥?DNSqÖì�ti\-��ÙÆ{�®XÌ�5Û­
�iÇO�Ç¢.²�óý�{¥?ê�

30.6.4 DNS���[[[äää***

❀óFreeBSD¥ÇBIND qÖÇ�úÁ�named�

©©©GGG ÃÃÃccc

named(8) BIND qÖÇ�

rndc(8) ­ÖqÖ;�Ç�

/etc/namedb BIND ?8­Öfå{ ��

/etc/namedb/named.conf ­ÖqÖ{�©G

❀±óqÖìÞ{�{­{u�X3Ç­{½B©G�ÄÌ?8t/etc/namedb ø9¥

{master �slave ÇÝdynamic �ø9¥�YJ©G¥
Øê­ÖqÖìó/a�®�Ä��{DNSf
å�

30.6.5éééÄÄÄBIND

❀��BIND4å��ã{ÇO${�Ç#é
Ói;\�

❀å�{named{�Ç4óchroot(8)¢¸¥
Øäý{­Ö�ÛqÖÇ?%�!�)&ý�IPv4Ã¢�
�(127.0.0.1)��*æ�éÄY�{�Ç,1&~�Á{×
Õ

# /etc/rc.d/named onestart

❀�*æ�namedqÖó�'éÄ{��Ñ�êéÄÇ��ó/etc/rc.conf ¥��Õ

named_enable="YES"

❀hlÇøêYP©lÄ�ë{{� 1�iÇó/etc/namedb/named.conf ¥¤�iõÙÇ{ 1�X

,Ç�*3��ê�FreeBSD¥~�éÄnamed{�J 1{�Ç�,1��/etc/defaults/rc.conf ¥

{named_*kjÇ?k�rc.conf(5)ÉåC~�ø$�iÇ�12.7��4�ÇXF{å��

30.6.6{{{���©©©GGG

❀ø�Çnamed{{�©G?8�/etc/namedb ø9Çó&~�aÊâ���q��Çø:3�K®tÇ

qÄ;\{­Ö�ÛqÖ�YÇø93��43�qýLõj{�{�0�

30.6.6.1 /etc/namedb/named.conf

// $FreeBSD$
//
// Refer to the named.conf(5) and named(8) man pages, and the documentation
// in /usr/share/doc/bind9 for more details.
//
// If you are going to set up an authoritative server, make sur e you
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// understand the hairy details of how DNS works. Even with
// simple mistakes, you can break connectivity for affected parties,
// or cause huge amounts of useless Internet traffic.

options {
// Relative to the chroot directory, if any
directory "/etc/namedb";
pid-file "/var/run/named/pid";
dump-file "/var/dump/named_dump.db";
statistics-file "/var/stats/named.stats";

// If named is being used only as a local resolver, this is a saf e default.
// For named to be accessible to the network, comment this opt ion, specify
// the proper IP address, or delete this option.

listen-on { 127.0.0.1; };

// If you have IPv6 enabled on this system, uncomment this opt ion for
// use as a local resolver. To give access to the network, spec ify
// an IPv6 address, or the keyword "any".
// listen-on-v6 { ::1; };

// These zones are already covered by the empty zones listed b elow.
// If you remove the related empty zones below, comment these lines out.

disable-empty-zone "255.255.255.255.IN-ADDR.ARPA";
disable-empty-zone "0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0. 0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.IP6.ARPA";
disable-empty-zone "1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0. 0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.IP6.ARPA";

// If you’ve got a DNS server around at your upstream provider , enter
// its IP address here, and enable the line below. This will ma ke you
// benefit from its cache, thus reduce overall DNS traffic in the Internet.
/ *

forwarders {
127.0.0.1;

};

* /

// If the ’forwarders’ clause is not empty the default is to ’f orward first’
// which will fall back to sending a query from your local serv er if the name
// servers in ’forwarders’ do not have the answer. Alternati vely you can
// force your name server to never initiate queries of its own by enabling the
// following line:
// forward only;

// If you wish to have forwarding configured automatically b ased on
// the entries in /etc/resolv.conf, uncomment the followin g line and
// set named_auto_forward=yes in /etc/rc.conf. You can als o enable
// named_auto_forward_only (the effect of which is describ ed above).
// include "/etc/namedb/auto_forward.conf";

❀t�Õ:ÄÓÇ�*æ�,Þÿ¥?¥ICÇ,1ó$ÿé~forwarders �t�<Y�Ç­ÖqÖìÌ

Åÿ��®InternetuIt�½{­ÖqÖìÇ�tztI����YÇ 1RtÇD��®Þÿ­ÖqÖ
ì(Ý�i
Ø{­ÖqÖì)Ç,
,Ç¢{¥?¥zt�*��*Þÿ­ÖqÖì4�Ç$�{°¤­Ö
qÖìÇ�é~ÇR�Ï��ÕqÖ¬��
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´́́···: 127.0.0.1 XXXÌÌÌt�Ó*��½�²����3ÞÿqÖì{IP���

/ *
Modern versions of BIND use a random UDP port for each outgoin g
query by default in order to dramatically reduce the possibi lity
of cache poisoning. All users are strongly encouraged to uti lize
this feature, and to configure their firewalls to accommoda te it.

AS A LAST RESORT in order to get around a restrictive firewall
policy you can try enabling the option below. Use of this opti on
will significantly reduce your ability to withstand cache p oisoning
attacks, and should be avoided if at all possible.

Replace NNNNN in the example with a number between 49160 and 6 5530.

* /
// query-source address * port NNNNN;

};

// If you enable a local name server, don’t forget to enter 127 .0.0.1
// first in your /etc/resolv.conf so this server will be quer ied.
// Also, make sure to enable it in /etc/rc.conf.

// The traditional root hints mechanism. Use this, OR the sla ve zones below.
zone "." { type hint; file "named.root"; };

/ * Slaving the following zones from the root name servers has so me
significant advantages:
1. Faster local resolution for your users
2. No spurious traffic will be sent from your network to the ro ots
3. Greater resilience to any potential root server failure/ DDoS

On the other hand, this method requires more monitoring than the
hints file to be sure that an unexpected failure mode has not
incapacitated your server. Name servers that are serving a l ot
of clients will benefit more from this approach than individ ual
hosts. Use with caution.

To use this mechanism, uncomment the entries below, and comm ent
the hint zone above.

* /
/ *
zone "." {

type slave;
file "slave/root.slave";
masters {

192.5.5.241; // F.ROOT-SERVERS.NET.
};
notify no;

};
zone "arpa" {

type slave;
file "slave/arpa.slave";
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masters {
192.5.5.241; // F.ROOT-SERVERS.NET.

};
notify no;

};
zone "in-addr.arpa" {

type slave;
file "slave/in-addr.arpa.slave";
masters {

192.5.5.241; // F.ROOT-SERVERS.NET.
};
notify no;

};

* /

/ * Serving the following zones locally will prevent any querie s
for these zones leaving your network and going to the root
name servers. This has two significant advantages:
1. Faster local resolution for your users
2. No spurious traffic will be sent from your network to the ro ots

* /
// RFC 1912
zone "localhost" { type master; file "master/localhost-fo rward.db"; };
zone "127.in-addr.arpa" { type master; file "master/local host-reverse.db"; };
zone "255.in-addr.arpa" { type master; file "master/empty .db"; };

// RFC 1912-style zone for IPv6 localhost address
zone "0.ip6.arpa" { type master; file "master/localhost-r everse.db"; };

// "This" Network (RFCs 1912 and 3330)
zone "0.in-addr.arpa" { type master; file "master/empty.d b"; };

// Private Use Networks (RFC 1918)
zone "10.in-addr.arpa" { type master; file "master/empty. db"; };
zone "16.172.in-addr.arpa" { type master; file "master/em pty.db"; };
zone "17.172.in-addr.arpa" { type master; file "master/em pty.db"; };
zone "18.172.in-addr.arpa" { type master; file "master/em pty.db"; };
zone "19.172.in-addr.arpa" { type master; file "master/em pty.db"; };
zone "20.172.in-addr.arpa" { type master; file "master/em pty.db"; };
zone "21.172.in-addr.arpa" { type master; file "master/em pty.db"; };
zone "22.172.in-addr.arpa" { type master; file "master/em pty.db"; };
zone "23.172.in-addr.arpa" { type master; file "master/em pty.db"; };
zone "24.172.in-addr.arpa" { type master; file "master/em pty.db"; };
zone "25.172.in-addr.arpa" { type master; file "master/em pty.db"; };
zone "26.172.in-addr.arpa" { type master; file "master/em pty.db"; };
zone "27.172.in-addr.arpa" { type master; file "master/em pty.db"; };
zone "28.172.in-addr.arpa" { type master; file "master/em pty.db"; };
zone "29.172.in-addr.arpa" { type master; file "master/em pty.db"; };
zone "30.172.in-addr.arpa" { type master; file "master/em pty.db"; };
zone "31.172.in-addr.arpa" { type master; file "master/em pty.db"; };
zone "168.192.in-addr.arpa" { type master; file "master/e mpty.db"; };

// Link-local/APIPA (RFCs 3330 and 3927)
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zone "254.169.in-addr.arpa" { type master; file "master/e mpty.db"; };

// TEST-NET for Documentation (RFC 3330)
zone "2.0.192.in-addr.arpa" { type master; file "master/e mpty.db"; };

// Router Benchmark Testing (RFC 3330)
zone "18.198.in-addr.arpa" { type master; file "master/em pty.db"; };
zone "19.198.in-addr.arpa" { type master; file "master/em pty.db"; };

// IANA Reserved - Old Class E Space
zone "240.in-addr.arpa" { type master; file "master/empty .db"; };
zone "241.in-addr.arpa" { type master; file "master/empty .db"; };
zone "242.in-addr.arpa" { type master; file "master/empty .db"; };
zone "243.in-addr.arpa" { type master; file "master/empty .db"; };
zone "244.in-addr.arpa" { type master; file "master/empty .db"; };
zone "245.in-addr.arpa" { type master; file "master/empty .db"; };
zone "246.in-addr.arpa" { type master; file "master/empty .db"; };
zone "247.in-addr.arpa" { type master; file "master/empty .db"; };
zone "248.in-addr.arpa" { type master; file "master/empty .db"; };
zone "249.in-addr.arpa" { type master; file "master/empty .db"; };
zone "250.in-addr.arpa" { type master; file "master/empty .db"; };
zone "251.in-addr.arpa" { type master; file "master/empty .db"; };
zone "252.in-addr.arpa" { type master; file "master/empty .db"; };
zone "253.in-addr.arpa" { type master; file "master/empty .db"; };
zone "254.in-addr.arpa" { type master; file "master/empty .db"; };

// IPv6 Unassigned Addresses (RFC 4291)
zone "1.ip6.arpa" { type master; file "master/empty.db"; } ;
zone "3.ip6.arpa" { type master; file "master/empty.db"; } ;
zone "4.ip6.arpa" { type master; file "master/empty.db"; } ;
zone "5.ip6.arpa" { type master; file "master/empty.db"; } ;
zone "6.ip6.arpa" { type master; file "master/empty.db"; } ;
zone "7.ip6.arpa" { type master; file "master/empty.db"; } ;
zone "8.ip6.arpa" { type master; file "master/empty.db"; } ;
zone "9.ip6.arpa" { type master; file "master/empty.db"; } ;
zone "a.ip6.arpa" { type master; file "master/empty.db"; } ;
zone "b.ip6.arpa" { type master; file "master/empty.db"; } ;
zone "c.ip6.arpa" { type master; file "master/empty.db"; } ;
zone "d.ip6.arpa" { type master; file "master/empty.db"; } ;
zone "e.ip6.arpa" { type master; file "master/empty.db"; } ;
zone "0.f.ip6.arpa" { type master; file "master/empty.db" ; };
zone "1.f.ip6.arpa" { type master; file "master/empty.db" ; };
zone "2.f.ip6.arpa" { type master; file "master/empty.db" ; };
zone "3.f.ip6.arpa" { type master; file "master/empty.db" ; };
zone "4.f.ip6.arpa" { type master; file "master/empty.db" ; };
zone "5.f.ip6.arpa" { type master; file "master/empty.db" ; };
zone "6.f.ip6.arpa" { type master; file "master/empty.db" ; };
zone "7.f.ip6.arpa" { type master; file "master/empty.db" ; };
zone "8.f.ip6.arpa" { type master; file "master/empty.db" ; };
zone "9.f.ip6.arpa" { type master; file "master/empty.db" ; };
zone "a.f.ip6.arpa" { type master; file "master/empty.db" ; };
zone "b.f.ip6.arpa" { type master; file "master/empty.db" ; };
zone "0.e.f.ip6.arpa" { type master; file "master/empty.d b"; };
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zone "1.e.f.ip6.arpa" { type master; file "master/empty.d b"; };
zone "2.e.f.ip6.arpa" { type master; file "master/empty.d b"; };
zone "3.e.f.ip6.arpa" { type master; file "master/empty.d b"; };
zone "4.e.f.ip6.arpa" { type master; file "master/empty.d b"; };
zone "5.e.f.ip6.arpa" { type master; file "master/empty.d b"; };
zone "6.e.f.ip6.arpa" { type master; file "master/empty.d b"; };
zone "7.e.f.ip6.arpa" { type master; file "master/empty.d b"; };

// IPv6 ULA (RFC 4193)
zone "c.f.ip6.arpa" { type master; file "master/empty.db" ; };
zone "d.f.ip6.arpa" { type master; file "master/empty.db" ; };

// IPv6 Link Local (RFC 4291)
zone "8.e.f.ip6.arpa" { type master; file "master/empty.d b"; };
zone "9.e.f.ip6.arpa" { type master; file "master/empty.d b"; };
zone "a.e.f.ip6.arpa" { type master; file "master/empty.d b"; };
zone "b.e.f.ip6.arpa" { type master; file "master/empty.d b"; };

// IPv6 Deprecated Site-Local Addresses (RFC 3879)
zone "c.e.f.ip6.arpa" { type master; file "master/empty.d b"; };
zone "d.e.f.ip6.arpa" { type master; file "master/empty.d b"; };
zone "e.e.f.ip6.arpa" { type master; file "master/empty.d b"; };
zone "f.e.f.ip6.arpa" { type master; file "master/empty.d b"; };

// IP6.INT is Deprecated (RFC 4159)
zone "ip6.int" { type master; file "master/empty.db"; };

// NB: Do not use the IP addresses below, they are faked, and on ly
// serve demonstration/documentation purposes!
//
// Example slave zone config entries. It can be convenient to become
// a slave at least for the zone your own domain is in. Ask
// your network administrator for the IP address of the respo nsible
// master name server.
//
// Do not forget to include the reverse lookup zone!
// This is named after the first bytes of the IP address, in rev erse
// order, with ".IN-ADDR.ARPA" appended, or ".IP6.ARPA" fo r IPv6.
//
// Before starting to set up a master zone, make sure you fully
// understand how DNS and BIND work. There are sometimes
// non-obvious pitfalls. Setting up a slave zone is usually s impler.
//
// NB: Don’t blindly enable the examples below. :-) Use actua l names
// and addresses instead.

/ * An example dynamic zone
key "exampleorgkey" {

algorithm hmac-md5;
secret "sf87HJqjkqh8ac87a02lla==";

};
zone "example.org" {

type master;
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allow-update {
key "exampleorgkey";

};
file "dynamic/example.org";

};

* /

/ * Example of a slave reverse zone
zone "1.168.192.in-addr.arpa" {

type slave;
file "slave/1.168.192.in-addr.arpa";
masters {

192.168.1.1;
};

};

* /

❀ónamed.conf ¥Ç¤Éñê,­�Ý�­Z'�Û­{¾��

❀�*c�ê­ÇÒ��ónamed.conf ¥��éa{1ø�

❀¾�Ç~�example.org {­©G{Ãc¡��ÁYøÕ

zone "example.org" {
type master;
file "master/example.org";

};

❀�type ªéÄ)+{�øÇY4�ÇÌ­ÇÙfåâ?ó/etc/namedb/master/example.org ¥Ç

�file ªéÄ+�

zone "example.org" {
type slave;
file "slave/example.org";

};

❀ó,­{<o¥ÇÄ�½{­{fåÌ,Ì­ÖqÖì��,uÇ?â?téa{©G¥�hÌ­qÖ

ì�	¯�ÝX,H�Ç,­ÖqÖìÒ��P,~{­ÖfåÇ,
�êéi
ØqÖ�

30.6.6.2­­­©©©GGG

❀�Á{¾�0+ê~�example.org {Ì­©G(?8�/etc/namedb/master/example.org )Õ

$TTL 3600 ; 1 hour default TTL
example.org. IN SOA ns1.example.org. admin.example.org. (

2006051501 ; Serial
10800 ; Refresh
3600 ; Retry
604800 ; Expire
300 ; Negative Reponse TTL

)

; DNS Servers

689



❀❀309❀�dqÖì

IN NS ns1.example.org.
IN NS ns2.example.org.

; MX Records
IN MX 10 mx.example.org.
IN MX 20 mail.example.org.

IN A 192.168.1.1

; Machine Names
localhost IN A 127.0.0.1
ns1 IN A 192.168.1.2
ns2 IN A 192.168.1.3
mx IN A 192.168.1.4
mail IN A 192.168.1.5

; Aliases
www IN CNAME example.org.

❀>Õ?1�.���{ÌåÖ4\ÁÌåÖÇ
�����.�{�4#é�Æ�{ÌåÖ�¾�Çns1 R

úÝ¦�ns1. example.org.

❀­få©G{Â*��Õ

�9Ö IN �9¡n �

❀!�~{DNS�9Õ

SOA

­Y�
)

NS

Y�­ÖqÖì

A

Ìå��

CNAME

/Öéa{t�ÖÁ

MX

�G��qÖì

PTR

­Ö�b(~�'5DNS)

example.org. IN SOA ns1.example.org. admin.example.org. (
2006051501 ; Serial
10800 ; Refresh after 3 hours
3600 ; Retry after 1 hour
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604800 ; Expire after 1 week
300 ) ; Negative Reponse TTL

example.org.

­ÖÇ3��4YÇ­få©G{Æ��

ns1.example.org.

�­{Ì/Y�­ÖqÖì�

admin.example.org.

$­{�	|{���G��ÇÙ¥�@���¦«(<admin@example.org >é
aadmin.example.org )

2006051501

©G{�R��'��­©G�Ñ����YÇj	���Ç�õ�®ÊÌ�D&~yyyymmddrr Yø

{Â*u,+�R�2006051501 /�,+Þ'���05/15/2006Ç
�Á{01�,+ó��{��'

����R:�­�ÇÇ~�/�,­qÖìÍcjâ�

IN NS ns1.example.org.

❀Y4�ÇNS1��Çï÷
ØY�aI{qÖìÑ����Çéa1�

localhost IN A 127.0.0.1
ns1 IN A 192.168.1.2
ns2 IN A 192.168.1.3
mx IN A 192.168.1.4
mail IN A 192.168.1.5

❀A�9�ÒêåìÖ�t�ó�ÁÄ�t{Çns1.example.org R�Û�192.168.1.2 �

IN A 192.168.1.1

❀Y�q²h�Æ�example.org �½�&~IP��192.168.1.1 �

www IN CNAME @

❀t�Ö(CNAME)�9/�~��ìÑåì�½/Ö�óYÇ¾�¥ÇRwww�½Äê�Ì�åì{�Ç

/ÖÇ�V{Ö	¦­Öexample.org (192.168.1.1 )#3�CNAMEX�3¦��#3Ö	{�[ÙÇ
�9??�

IN MX 10 mail.example.org.

❀MX �9,+ýÇ�GqÖì�	zB�tYÇ­{�G�mail.example.org 4�GqÖì{ÌåÖÇ


10�4Ç{��ÿ�

❀,1�õÑ�GqÖìÇÙ��ÿI/410�20����A5example.org =��G{qÖìÇÌD�

�A��ÿ!°{MX (��ÿj�!B{�9)�zø�A'°{Ç?­�Y�,Ç�t�G�H���

❀in-addr.arpa­Öfå©G('5DNS)Çf~{Â*43ø{Ç�4PTR1S�êA ÝCNAME{ ��

$TTL 3600
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1.168.192.in-addr.arpa. IN SOA ns1.example.org. admin.e xample.org. (
2006051501 ; Serial
10800 ; Refresh
3600 ; Retry
604800 ; Expire
300 ) ; Negative Reponse TTL

IN NS ns1.example.org.
IN NS ns2.example.org.

1 IN PTR example.org.
2 IN PTR ns1.example.org.
3 IN PTR ns2.example.org.
4 IN PTR mx.example.org.
5 IN PTR mail.example.org.

❀YÇ©GÉñêÞc".­¥IP��t­Ö{nó�ø�

❀���Ò{4ÇóPTR�9�}{Ö	��4\Á­Ö(�Ò4��1�.��e)�

30.6.7¥¥¥???­­­ÖÖÖqqqÖÖÖììì

❀¥?­ÖqÖì4�«Ì�ËZ�Û���®nº{­ÖqÖì�Ç;\��q�q�®Ç?R�®�

*�Ô1÷��&~�

30.6.8���\\\

❀¦�BIND4!��~{DNS"�ÇbÇ�4��J�\¯����Ì�|���J,�{��,1¼~
{�\&É�

❀¦�FreeBSDÌ�ÄRnamed8tchroot(8)¢¸¥äqÇb���JÙÇ,~{�\å�uÐÏ3��
�ó{béDNSqÖ{Ôâ�

❀ÝÖCERT (http://www.cert.org/){�\Ú·Ç?¾Ýthe FreeBSD�\¯�/��Gï,
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-security-notifications)4�Ç�Ï�ÐÏ3ê�!cInternet
ùFreeBSD�\¯�{Pó��




+++: �*��ê¯�ÇhâÍSh4!c{Ç?­cÉ��Pnamed �,�Ì�ÄÐÏ�

30.6.9������ZZZÝÝÝÖÖÖ

❀BIND/namedÉåC~Õrndc(8) named(8) named.conf(5)

• �0{ISC BIND�Á (https://www.isc.org/software/bind)

• Official ISC BIND Forum (https://www.isc.org/software/guild)
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• O’Reilly DNSZBIND �5Ç (http://www.oreilly.com/catalog/dns5/)

• RFC1034 -­Ö-�'ZÓä (http://www.rfc-editor.org/rfc/rfc1034.txt)

• RFC1035 -­Ö-"�ùÙ)ï (http://www.rfc-editor.org/rfc/rfc1035.txt)

30.7 Apache HTTP qqqÖÖÖììì
Contributed by Murray Stokely.

30.7.1������

❀FreeBSDú~�äq�õ\E!�$�{web5��LõjInternetÞ{webqÖìÇÑ&~Apache
HTTP qqqÖÖÖììì�Apache�GÝ,1ó3{FreeBSD�ãcÞIt��*��óD'�ã��Q�
ãApacheÇ�,1/,www/apache13 Ýwww/apache22 portu�ã�

❀�`ÄÕ��ãêApacheÇÒ��éÙ�q{��

ÕÕÕ???: Y���ëê1.3.XÇý{Apache HTTP qqqÖÖÖììì{{�ÇO�Ç4±FreeBSD�3&~{!õ{Ç
ý�Apache 2.XZ�êiõc�bÇbó$?XÿX��ê���Apache 2.X{ÍõýîÇ>k
Dhttp://httpd.apache.org/�

30.7.2{{{���

❀Ì�{Apache HTTP Server{�©GÇóFreeBSDÞÌ�ã�/usr/local/etc/apache/httpd.conf �

Y4�Ç�n{UNIX ©ý{�©GÇÇ&~#*�Õ:n���\\{� 1{-¦�ë§ñêýV{)

�ÇY°R��ë!�ú��{�J�

ServerRoot "/usr/local"

Y�½êApache�ã{ºÿø9��q©Gú8tqÖìÊø9(server root){bin Zsbin �ø9

¥Ç
{�©G� �etc/apache �

ServerAdmin you@your.address

YÇ��4óqÖì�	¯��a�����G{��ÇÇÌñ�óqÖì	Ä{�ÁÞÇ¾�FØ

�Á�

ServerName www.example.com

ServerName ã�3{���Ã0�à{ÌåÖÇ�*3{qÖìú~�1/{Ö	6¯(¾�Ç&
~www
X4Ìåýü{]"Ö	)�

DocumentRoot "/usr/local/www/data"

DocumentRoot ÕYÇø943{©lÄó{ø9�å�<Y�ÇÄ�{>FÑÌ,YÇ �VÜRÇ

b�,1/,nRËzZ/Ö�½ÙÇ{ ��
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❀ó��{���÷PApache{{�©G{Ï4�ÇPó���`éð){�w?êÇÒ,1
)ä
qApacheê�

30.7.3äääqqqApache

❀¦�õÙÇ�dqÖX3ÇApache?X�vinetd§ÿqÖìuäq��Ä<Y�Ì²Ç{���ÇÕÁ
{qÖìÇ1Ïó0�{web¨�ìË�HTTP>F�Ç�êÜzÍP{u��Ç
Øê�Çshelllýu&
éÄ�*�Z­céÄqÖì#z¦,��;\�D'éÄApacheÇ���qÕ

# /usr/local/sbin/apachectl start

❀,1ó�[��&~�Á{×
u*�qÖÕ

# /usr/local/sbin/apachectl stop

❀h��ì«ÆO��ê{�©G��Ç��­éqÖìÕ

# /usr/local/sbin/apachectl restart

❀�ó­éApacheqÖì�X¥äh�{ËzÇ�aäqÕ

# /usr/local/sbin/apachectl graceful

❀Íõ{fåÇ,1óapachectl(8)ÉåC~¥It�

❀�óø:éÄ�éÄApacheÇ�aó/etc/rc.conf ¥��Õ

apache_enable="YES"

❀ÝVé�Apache2.2Õ

apache22_enable="YES"

❀�*3æ�óø:Zs�éÄApachehttpd Ç�?�½ÙÇ�J 1Ç�,1²�Á{q�

trc.conf Õ

apache_flags=""

❀�ówebqÖìÒ
)äqêÇ3,1&~web¨�ìK
http://localhost/ �å��+{web�Á
4/usr/local/www/data/index.html �

30.7.4������ÌÌÌååå

❀Apache|ÑÜ«X3¡n{��Ìå���«0�4ä�Ö	{��Ìå�ä�Ö	{��Ìå&~0
�å�u{HTTP/1.1>u%/ÌåÖ�Y&zX3{­z1á03�ÇIP���

❀�{�Apacheu&~ä�Ö	{��ÌåÇ��²¡��Á{1�t3{httpd.conf ¥Õ

NameVirtualHost *

❀�*3{webqÖì{Ö	4www.domain.tld Ç
3æ�OÁ�Çwww.someotherdomain.tld {��

­Ç�aóhttpd.conf ¥��Õ
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<VirtualHost * >
ServerName www.domain.tld
DocumentRoot /www/domain.tld
</VirtualHost>

<VirtualHost * >
ServerName www.someotherdomain.tld
DocumentRoot /www/someotherdomain.tld
</VirtualHost>

❀3��²ÞÁ{��Z©l4»��Ä&~{�J�

❀�ê�����Ìå{ÍõfåÇ>k��0{Apache©lÇYJ©l,1
óhttp://httpd.apache.org/docs/vhosts/It�

30.7.5 Apache ÜÜÜLLL

❀��õX3{ApacheÜLÇÇ¢,1óäý{qÖìäúÞ
Ø�õ��{Õ��FreeBSD{Ports
Collection��ãApacheZ�~{��ÜL
Øê:�0"{0��

30.7.5.1 mod_ssl

❀mod_sslYÇÜL&~OpenSSLEÇu
Ø/,�\�z	�(SSL v2/v3)Z�Q��\(TLS v1)NF{�
�·�Å�YÇÜL
Øê,ì�If{yVü]åèù>üÖyVÄ�{Ä�ÓäÇ3,1�$

óFreeBSDÞäq�\{webqÖì�

❀�*3���ãApacheÇ�,1�z�ã�PÝ9êmod_ssl{Çý{Apache1.3.XÇÙ0�4/
,www/apache13-modssl portu�q�SSL|Ñ.²*�Apache2.X{�\I
ØÇ3,1/
,www/apache22 portu�ã�V�

30.7.5.2ªªªÓÓÓÔÔÔ½½½

❀Apacheé��JÌ�{lýªÓÑ�#a{ÜL�YJÜL&zq\&~ì«lýªÓuUApacheÜL
Ä�,��Æ¢/��ú	�tqÖì*��Ç�×�?{�:ìÇ1�½éÄ�Çi\�:ìé���

�RÃc{ÄÕ�5Ä��-ZýÍÞ{
=�

30.7.6ÄÄÄÕÕÕ���555

❀ó,V{�#°ÇÖuÖõ{è��ê��BCZè�G
Ý5ê�É��Y�3���êé��Ä�

���{�F��JÚ�Ç��MicrosoftMñêä�Æ¢Û��¬{�û0�Ç
ÍöK�)ñêèô{
Ãa��v�ß{ 
ÝiDjangoÇRuby on RailsÇmod_perl, andmod_php.

30.7.6.1 Django

❀Django4�Ç1BSD�,y�Y{frameworkÇ�t
�VO¤Uñ°u�°¬�{weba~Ç��Ç

ØÉ�Çé6�ønó�GÇjâ¡n,1úhPython¥{é6ÇZ��T�{ÄÕjâE6¯APIÇ&

�V�½êUSQLªé�Ç3�¤
Øê,j0{ÜÆø:Çta~Ç�{\ö\I¦HTML {,��I
¬�
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❀Django�v¦mod_pythonÇApache,Z�Ç, {SQLjâEZ9�ó÷�ê�Jôh{)�
�ÇFreeBSD{Portø:RÌÐÏ��ãYJ��{�vE�

¾¾¾30-3.���ãããDjangoÇÇÇApache2ÇÇÇmod_python3ÇÇÇZZZPostgreSQL

# cd /usr/ports/www/py-django; make all install clean -DWITH_MOD_PYTHON3 -DWITH_POSTGRESQL

❀ó�ãêDjangoZ�J�v{�G��Ç���
O�ÇDjango1ø{ø9Çl�{�ApacheÇh�é
���5Þa~Ç�{ìJ�½{URL�®~�	{Python�:ì�

¾¾¾30-4. Django/mod_python������Apache\\\III{{{{{{���

���óApache{{�©Ghttpd.conf ��1�Y�qÇ²éìJURL{>F�É�{weba~Ç�Õ

<Location "/">
SetHandler python-program
PythonPath "[’/dir/to/your/django/packages/’] + sys.pa th"
PythonHandler django.core.handlers.modpython
SetEnv DJANGO_SETTINGS_MODULE mysite.settings
PythonAutoReload On
PythonDebug On

</Location>

30.7.6.2 Ruby on Rails

❀Ruby on Rails4�i�Ç
Í{web frameworkÇ
Øê�Ç\Á{
�U%Ç�ÐÏweb
�VÓ*Í
�ÄHZO¤Uñ�L{a~�Ç�:��4{,postsø:�ã�

# cd /usr/ports/www/rubygem-rails; make all install clean

30.7.6.3 mod_perl

❀Apache/PerløÄ��ÇRPerlÇ�÷�ªÓ{�LÕ�Ç¦Apache HTTPqqqÖÖÖììì�·��\tê�å�
/,mod_perlÜLÇ,1q\&~PerluÞUApacheÜL�$iÇqÖì¥	�{ÑÈu�:ìÇ>øê
��éÄi\{�:ì�Perllý{éÄÄ�Ä{u�»��

❀mod_perl/,õ«0*
Ø��&~mod_perlÇa�Õ?mod_perl 1.0��{\Apache1.3
mod_perl
2.0��{\Apache2.X&~�mod_perl 1.0,1/,www/mod_perl �ãÇ
1·Õ0*É�{ÇýÇ�

,1/,www/apache13-modperl u�ã�mod_perl 2.0�,1/,www/mod_perl2 �ã�

30.7.6.4 mod_php

Written by Tom Rhodes.

❀PHPÇ�Á��PHP: Hypertext Preprocessor�Ç4�«�/7\�Web
�{/~lýªÓ�Ç�êi�
4�	�tHTML �¥ÇÙª�z£�C�JavaÇ1ùPerlÇ1Ïtweb
�|Ê{�·¤ÞUÄÕ	Ä{
�Á�

❀�Üz~�ApachewebqÖì{PHP5|ÑÇ,1,�ãlang/php5 port
)�
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❀óD'�ãlang/php5 port{��Çø:Ì�Ä�+,~{�øïOPTIONS({� 1)��*3���t
h\Ç¾���,V�²�ã,lang/php5 port��Ç,1~�Á{×
ò'�+{�h\Çóport{ø
9¥�qÕ

# make config

❀ó{� 1é�U¥Ç ¥APACHEY�1ÇÒ,1É�ñ~�¦ApachewebqÖì{\&~{,ÄÕ�
ñ{mod_php5ÜLê�

ÕÕÕ???: ��È*Èø{ÆO(¾�Çñ�.²\]{weba~{/�u�D)Ç�õ�5�ó&~PHP4��*3�
�mod_php4 
X4mod_php5 Ç>&~lang/php4 port�lang/php4 port�|Ñ�õlang/php5 port
Ø{{
�Z�H� 1�

❀�Á·¢.²ÄÕ��ã?{�ê~�|ÑÄÕPHPa~Ä�{ÜL�>5�?h�3.R�c{��
�tê/usr/local/etc/apache/httpd.conf ¥Õ

LoadModule php5_module libexec/apache/libphp5.so

AddModule mod_php5.c
<IfModule mod_php5.c>

DirectoryIndex index.php index.html
</IfModule>
<IfModule mod_php5.c>

AddType application/x-httpd-php .php
AddType application/x-httpd-php-source .phps

</IfModule>

❀YJÓ*qÄ��Ç¤��&~apachectl ×
uqÄ�'graceful restart1"�ñPHPÜLÕ

# apachectl graceful

❀ó�u3�ÿPHP�Çmake config YZv*ÒXò4��{êÖ3Ä 
{OPTIONSÌ�FreeBSD
{PortsU%�Äâ?�

❀óFreeBSD¥{PHP|Ñ4°ÝÜL�{ÇO$äý�ã{Õ��I�!���ÙÆÕ�{|Ñ:�;
\Ç��/,lang/php5-extensions portý,qÄ�YÇport
Øê�Çh\PÄ{�ÁuÐÏqÄPHP
j0{�ã��iÇ�,1/,éa{portu\Õ�ãj0�

❀¾�Ç�Ré�MySQL jâEqÖì{|Ñ��PHP5Ç��;\��ãdatabases/php5-mysql �

❀�ãqj0��Ç��­céÄApacheqÖìÇu
Ù7ac{{�#ÍÕ

# apachectl graceful
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30.8©©©GGG���QQQNNNFFF(FTP)
Contributed by Murray Stokely.

30.8.1������

❀©G�QNF(FTP)�~�
Øê�Ç;\{Ç¦FTPqÖìb¦©G{0��FreeBSDø:¥Ý9
êFTPqÖ�GÇftpd�Y&zóFreeBSDÞOÁZ�®FTPqÖì#z:�;\�

30.8.2{{{���

❀!­�{{�Z½4û½ã�ýJAR6¯FTPqÖì��Ä{FreeBSDø:Ý9ê�øïø:ARI/
~��qX3{qÖÇ�Çb��{~�Xaúã�~9?&~YJAR�/etc/ftpusers ©G¥Çïñ

êXã�/,FTP6¯{~��å�<Y�ÇYÝ9ê�c{ø:ARÇb�,1óY°��ÙÇXa/
,FTP6¯{~��

❀3,�Ìæ�!�/,FTP~9{ìJ~�Ç
X4q\��Æ¢&~FTP�Y,1/
,/etc/ftpchroot ©GuqÄ�Y�©Gïñêæ�éFTP6¯�q!�{~�Z�{,�

óftpchroot(5)ÉåC~¥Ç.²é$�qê-¦{�ëÇù
Xòëc�

❀�*3.�óqÖìÞé~�Ö{FTP6¯Ç���OÁ�ÇÖ�ftp {FreeBSD~��YøÇ~�Ò,
1&~ftp Ýanonymous Z�?{=
(ó�ÞÇa�41�Ç~�{�G��*�=
)u~9Z6¯3
{FTPqÖì�FTPqÖìRó�Ö~�~9�®~chroot(2)Ç1"RÙ6¯!�óftp ~�{Ìø9¥�

❀�ÜÇ©ý©G,1~u�½�+óFTP0�Ç�¥{¡h©	�/etc/ftpwelcome ©G¥{��Ró

~�ËzÞ��Çó~9
+���+�óÄÕ{~9��ÇR�+/etc/ftpmotd ©G¥{���>Õ?

�V4#é�~9¢¸{ÇO$é��Ö~�
ÓÇR�+~ftp/etc/ftpmotd �

❀�`th�{�êFTPqÖìÇÒ��ó/etc/inetd.conf ¥é~Ç�Y°��){\\Ó*Ò4RÕ

:n�#�,.�{ftpd q��V«Õ

ftp stream tcp nowait root /usr/libexec/ftpd ftpd -l

❀�¾30-1Ä�ë{�øÇ��YÇ©G��Ç��tinetd­c�ñÇÇb�&c{÷�	H�>k
Ý�30.2.2�1ÜRÍõ���[ó�ø:Þé~inetd{-ûfå�

❀ftpd �,1*��ÇÕÁ{qÖéÄ�Yø{�Ò��ó/etc/rc.conf ¥÷���{#ÞÕ

ftpd_enable="YES"

❀ó÷�êÞc#Þ��ÇÕÁ{qÖRó�'ø:­é{��éÄÇÝV/,1root üPCÄ�q��

{×
éÄÕ

# /etc/rc.d/ftpd start

❀�ó,1/,Q��Á{×
u~93{FTPqÖìêÕ

% ftp localhost
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30.8.3������

❀ftpd qÖÇ�&~syslog(3)u�9>å�å�<Y�Çø:��R²ZFTP#�{>å�9
t/var/log/xferlog ©G¥�FTP��{ �Ç,1/,��/etc/syslog.conf ¥��Ä+{qu�

�Õ

ftp.info /var/log/xferlog

❀�½�BeéVó�ÖFTPqÖì¥,�±t{�ó¯���Ä
ÓÇã��Ö~�Þ�©Ga®��3
,�����{FTP5�Ä�êb4�²GY{Û��G{XÜÇÝ�	Íü³{<Y��*X���Ö
{FTPÞ�Ç,1ó©GÞ{�Y!Ç&z3�êóÙÇ�Ö~��ê�ñYJ©G����Ç¢�

30.9���Microsoft Windows 000���ååå


ØØØ©©©GGGZZZKKK\\\qqqÖÖÖ(Samba)
Contributed by Murray Stokely.

30.9.1������

❀Samba4�Ç�q{
Í�GÝÇÇ
ØêbéMicrosoft Windows0�å{©GZK\qÖ�Y¡0�
å,1Ëz?&~FreeBSDø:Þ{©G8-ÇÒ�3&~ý�{�c�øÇÝV4&~ý�K\å�ø
&~FreeBSDÞ{K\å�

❀Samba�GÝ,1ó3{FreeBSD�ãcÞIt��*3��óð'�ãFreeBSD��ãSambaÇ�,
1/,net/samba34 portÝpackageu�ã�

30.9.2{{{���

❀å�{Samba{�©GÌ1/usr/local/share/examples/samba34/smb.conf.default {Ö	�ã�

YÇ©G�����/usr/local/etc/smb.conf ?�q½�Çb�
)&~Samba�

❀smb.conf ©G¥Ý9êSamba{äq�{�fåÇ¾�é�K\å{½BÇ1ùæ�á0ÉWindows0
�å{�á0©Gø:��Samba�GÝÝ9ê�ÇÁ�swat{web�®ÓäÇ�V
Øê{�smb.conf

©G{;\0��

30.9.2.1&&&~~~Samba Web ���®®®ÓÓÓäää(SWAT)

❀Samba Web�®Óä(SWAT)4�Ç/,inetdäq{qÖÇ��O$Ç��²/etc/inetd.conf ¥�Á

�q{Õ:V«Çb�ê&~swatu{�SambaÕ

swat stream tcp nowait/400 root /usr/local/sbin/swat swat

❀�¾30-1¥Ä�ë{�øÇó��êYÇ{�©G��Ç��tinetd­c�ñ{�Çb�&Ù	H�

❀�`óinetd.conf ¥é~êswatÇÒ,1~¨�ì6¯connect to http://localhost:901ê�3RD�&~ø
:{root AR~9�

❀��ÄÕ�~9�êSamba{��ÁÇÒ,1¨�ø:{©lÇÝ,Globals(\Û) 1�
){�
ê�GlobalsB�éa�[global] B�¥{#ÞÇ�V �/usr/local/etc/smb.conf ¥�
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30.9.2.2\\\ÛÛÛ{{{���

❀ÃX4&~swatÇ¤4�z�ö/usr/local/etc/smb.conf Ç/�D��{�{Samba 1Ñ4Õ

workgroup

NT­ÖÝÓ*�ÖÇÙÆ�®åR/,YJÖ	uItqÖì�

netbios name

YÇ 1~�÷�SambaqÖì{NetBIOSÖ	�å�<Y�ÇY4ÄóÌå{DNSÖ	{��\
I�

server string

YÇ 1~�÷�/,net view ×
Ç1ùìJÙÆ�dÓä,1��t{��qÖì{�Òu©

	�

30.9.2.3���\\\{{{���

❀ó/usr/local/etc/smb.conf ¥{ÜÇ!­�{{�Ç4 ½{�\ÜnÇ1ù0�åÞ~�{=
?

8�à��Á{ªé;�YJ 1Õ

security

!�D{ 1o*4security = share Zsecurity = user ��*3{0�å&~~�ÖÇ?%Y

J~�Ö¦3{FreeBSDåì��Ç�Äa 
~�ÿ(user)�\�Y4å�{�\|QÇÇ�F0�
åD�~9Çl�b�6¯á0{ýÍ�

�*f~á0ÿ(share)�\Ç�0�åX��~�H{~�ÖZ=
~9qÖìÇÒ�êËzá0{
ýÍ�Y4v�Çý{Samba¥{å���

passdb backend

Samba
Øê¥�«X3{èy�àÜn�3,1/,LDAP�NIS+�SQLjâEÇÝ²,��{=

©GÇuqÄ0�à{üPèy�å�{èyÜ*4smbpasswdÇY�4ý9R�ë{\\���

❀"÷3&~{4å�{smbpasswd �àÇ���D�
O�Ç/usr/local/etc/samba/smbpasswd ©

GÇuã�Sambaé0��qüPèy��*3K®tUNIX ~�AR�ê,Windows0�åÞ~9Ç,
1&~�Á{×
Õ

# smbpasswd -a username

ÕÕÕ???: ø�M?&~{�à4tdbsamÇ3a&~�Á{×
u��~�ARÕ

# pdbedit -a -u username

❀>k��0{Samba HOWTO (http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/)1ê��
�{� 1{��Zfå��L�ÁÉñ{äýÃcÇ3a�.²,1éÄSambaê�
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30.9.3éééÄÄÄSamba

❀net/samba34 portÌ���Çc{~�;�Samba{éÄlý��é~YÇlýÇ1"~ÇuqÄé
Ä�*�Ý­éSamba{�ÖÇ��ó/etc/rc.conf ©G¥��Õ

samba_enable="YES"

❀$iÇ�,1�qÍûÂÝ{;�Õ

nmbd_enable="YES"

smbd_enable="YES"

ÕÕÕ???: Y�3�{�êóø:Zs�éÄSamba�

❀{�P��ÇÒ,1ó�[��/,�Á{×
uéÄSambaêÕ

# /usr/local/etc/rc.d/samba start

Starting SAMBA: removing stale tdbs :
Starting nmbd.
Starting smbd.

❀>kD�12.7�1ê���&~rclý{��Zfå�

❀Samba/"ÞÝ9ê®Ç#�ÕÁ{qÖÇ��3a��ê�tnmbdZsmbdÜÇqÖÇ�Ñ4/
,sambalýéÄ{��*ósmb.conf ¥é~êwinbindÖ	�ÛqÖÇ�a�,1�twinbindd qÖú
éÄåu�

❀,1ó�[��/,�Á{×
u*�äqSambaÕ

# /usr/local/etc/rc.d/samba stop

❀Samba4�Ç�ì{�GÝÇÇ
Øê~�¦Microsoft Windows�d�qøÄ{È*Èø{Õ���ê
���Y°Ä�ë{äý�ã1i{ÙÇÕ�Ç>6¯http://www.samba.org�

30.10///,,,NTP���qqq���¨̈̈333ZZZ
Contributed by Tom Hukins.

30.10.1������

❀±ø�-{M#Ç�®å{�¨Ì65�¤#��d�-NF(NTP)4�«hâ3{�¨âÑïh{0
��

❀�õInternetqÖ�v�ÝôL�IC�ý��®å�¨{ïhu�¾�ÇwebqÖì,�ÌzBt�Ç
>FÇ�F�*©Góì��/����,b��Ç�óÛ­�¢¸¥Çá0©G{�®å�-{�¨4

d3Z��­�ÇO�Yøb�&�-�âÑ���¡�cron(8)Yø{Ç�Ç��v�th{ø:�¨Ç
b�êïh��qv*�
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❀FreeBSD�Qêntpd(8) NTPqÖìÇÇ,1~��®ÙÇ{NTPqÖìÇ?{�ý��®å{�¨ÇÝ
V�ÙÇåì
ØqÖ�

30.10.2   


\\\777{{{NTPqqqÖÖÖììì

❀�ê3Z3{ø:�¨Ç��D�It�è�ÇNTPqÖì1Ø&~��d�®ÊÇÝISPÑ,�Ì
Ø
~�Yøø{{NTPqÖì−>��Æ¢{©l1ê�4d4Yø��iÇ���Çó"{Ú
{NTPq
Öìï, (http://ntp.isc.org/bin/view/Servers/WebHome)Ç3,1,¥ �Çv£{NTPqÖì�>h�3 

{qÖì{6¯|QÇ�*��{�Çù>��Ä�{�,�

❀ 
õÇ#�XËz{NTPqÖì4�ÇPÌ?ÇYøóìÇqÖìX,HÇÝV�¨X,"�Ò,1
�/{ 
�Y4O�Çntpd(8)Ì��� 
ÇBt{/a−ÇÌÍ65�&~,"{qÖì�

30.10.3{{{���333{{{åååììì

30.10.3.1äääýýý{{{���

❀�*�.óø:éÄ�3Z�¨Ç�,1&~ntpdate(8)�é�²�­céÄÇ?%X��²�3Z{ó
Áø:u�Y�v7\ÇbýLõjåìÑa�äqntpd(8)�

❀óZs�&~ntpdate(8)u{\äqntpd(8)�4�ÇPÌ?�ntpd(8)L���t�¨Ç
ntpdate(8)��
z÷��¨ÇÃXåì{h��-Zth�-�õL{ ��

❀�é~Zs�{ntpdate(8)Ç��²ntpdate_enable="YES" �t/etc/rc.conf ¥�$iÇ¤��/

,ntpdate_flags u÷�3Z{qÖìZ 1ÇÇ¢R��Éntpdate(8)�

30.10.3.2���ÄÄÄ{{{���

❀NTP4/,/etc/ntp.conf ©Gu�q{�{ÇÙÂ*óntp.conf(5)¥�qêÃc��Á4�Ç¾�Õ

server ntplocal.example.com prefer
server timeserver.example.org
server ntp2a.example.net

driftfile /var/db/ntp.drift

❀Y°Çserver  1�½ê&~ý�ÇqÖìÇ��ÇqÖìÑÕÁ�q��*ì�ÑqÖìÞ�½

êprefer ( P)kjÇ�ÞÁ{ntplocal.example.com Ç�Ì�� 
YÇqÖì��* P{qÖì

ZÙÆqÖì{/a?ó�Í{�/Ç�¿ïÇ{/aÇd�R&~u�Ç{/aÇ
X®ÌÙÆqÖ

ì��Äu�Çprefer kja�)Õó:�°h{NTP�ÍÇ¾��JÝ9�O{�-);mG{qÖì
Þ�

❀
driftfile  1Ç��½ê~uâ?ø:�¨ªG �{©G�ntpd(8)Ç�&~Çu�Ä�V �¨
{�l¤#Ç,
&�¨ý&ó#äêiu�Í{<Y�Ç��âÑ#h{ïhÝ�

❀�iÇdriftfile  1�â?Þ�'/aÄ&~{NTPqÖì{få�YÇ©GÝ9êNTP{�\f
åÇÇXaú�[ÙÆ�Ç���
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30.10.3.3;;;���333{{{qqqÖÖÖììì{{{666¯̄̄

❀å�<Y�ÇNTPqÖì,1úrÇInternetÞ{Ìå6¯��*ó/etc/ntp.conf ¥�½restrict k

jÇ�,1;�ã�ýJåì6¯3{qÖì�

❀�*æ�áýÄ�{åì6¯3{NTPqÖìÇ��ó/etc/ntp.conf ¥��Õ

restrict default ignore

ÕÕÕ???: Yø)Ì¢�3{qÖì6¯óý�{�¥ïñ{qÖì��*3��
NTPqÖì¦i�{NTPqÖì
3Z�-Ç�aã��½qÖì�>kDÉåC~ntp.conf(5)1ê���Z{û��

❀�*�æ����{åì/,3{qÖì3Z�¨Ç
Xã�Ç¢{��qÖìÇÝ*�3Z�¨{�

�u�~Ç���

restrict 192.168.1.0 mask 255.255.255.0 nomodify notrap

❀Y°Ç��²192.168.1.0 ��3�dÞ{IP��Ç?²255.255.255.0 ��3{��Ùh�

❀/etc/ntp.conf ,�Ý9õÇrestrict  1��ê���Z{û�Ç>kDntp.conf(5){Access

Control Support (6¯;�|Ñ)B��

30.10.4äääqqqNTPqqqÖÖÖììì

❀�tNTPqÖìóø:éÄ�±�
éÇ��²ntpd_enable="YES" ��t/etc/rc.conf ¥��*æ

�5ntpd(8)��ÍõkjÇ���ö/etc/rc.conf ¥{ntpd_flags �

❀�óX­céÄåì{�
�éÄqÖìÇ��CÓäqntpd Ç?QÞ/etc/rc.conf ¥{ntpd_flags

Ä�½{kj�¾�Õ

# ntpd -p /var/run/ntpd.pid

30.10.5óóóøøø���uuu{{{Internet ËËËzzzÞÞÞ&&&~~~ntpd

❀ntpd(8)Ç�{t�Ó*?X��{Èu{InternetËz�l
Ç�*3{ø�uËz4{����CR
{Ç��3�NTP/µª$þ�CRÇÝâÑËzÒ���ê��*3&~~�ÿPPPÇ,1&~filter

ªéÇó/etc/ppp/ppp.conf ¥�q��{÷��¾�Õ

set filter dial 0 deny udp src eq 123
# Prevent NTP traffic from initiating dial out
set filter dial 1 permit 0 0
set filter alive 0 deny udp src eq 123
# Prevent incoming NTP traffic from keeping the connection o pen
set filter alive 1 deny udp dst eq 123
# Prevent outgoing NTP traffic from keeping the connection o pen
set filter alive 2 permit 0/0 0/0

❀�ê���Z{fåÇ>k�ppp(8){PACKET FILTERING(Ý,H)B�Ç1
ù/usr/share/examples/ppp/ ¥{¾��
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ÕÕÕ???: ìJInternet6¯
ØÛÌ����R{à=ÇYÌs�NTPÃ�t�Ó*ÇO�/aÃ�tH3{åì�

30.10.6������ZZZ{{{fffååå

❀��NTPqÖì{©lÇ,1ó/usr/share/doc/ntp/ ItHTML Â*{Çý�

30.11&&&~~~syslogd���999ÏÏÏÇÇÇÌÌÌååå{{{������

Contributed by Tom Rhodes.

❀ÿ®ø:��é�ø:�\Z�®4�Ç­�0Á�h�õÑIYó¥nÝLn�d{åìÇòÝV4

ÿ�È«X3¡n{�d¥Ç)@Æ¢ÞÁ{��©G��z:�
1v*ÇóY«<Y�Ç{�ÏÇ�

��9�&rÇÿ®,Ç#zÍ�4��

❀ø¥�9��t�Ñ�½{åì�ê>4�J��©G�®{�Z���©G{BøÇ\?¦¬¢,1

ó�ÿ{�Ç&~FreeBSDÆ	{ÓäÇ��syslogd(8)Znewsyslog(8)�ó1�{{�+¾¥ÇÌåAÇ×

Ö�logserv.example.com ÇR~uBøý��d{��få�ÌåBÇ×Ö�logclient.example.com

R²��få��ÉqÖì�ó�"¥ÇYÜÇÌåÑ��{�th{t5Z'5{DNSÝV
ó/etc/hosts ¥�9�d�ÇjâRúqÖìáB�

30.11.1������qqqÖÖÖììì{{{{{{���

❀��qÖì4{�Ä~uzBÏÇÌå��få{åì�óLõj{<Y�Y4�ê0"{�ÇÝV4

�êÍP{�®�XX4[ÆOÇó��ý�����
�J���G�

❀�Çth{�{��qÖì��n\1��Ç!äý{�GÕ

• qÖìZ0�à{3Û���ã�514à=Þ{UDPç©/,�

• syslogdú{�ÄzI,ÏÇ0��u{>å�

• syslogdqÖìZÄ�{0�àÑ���{�th{t5Z'5DNSÇÝVó/etc/hosts ¥�#a{

��

❀{���qÖìÇ0�à��ó/etc/syslog.conf ¥ïñ,?�½��{facilityÕ

+logclient.example.com

* . * /var/log/logclient.log

ÕÕÕ???: Íõ��È«ú|Ñ?,~{facility �ósyslog.conf(5)C~�¥It�

❀�`��1�ÇÄ�$¡facility >åÑÌú�9t���½{©G/var/log/logclient.log �

❀
ØqÖ{åì¤��óÙ/etc/rc.conf ¥{�Õ

syslogd_enable="YES"
syslogd_flags="-a logclient.example.com -v -v"
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❀��Ç 1,+óø:éÄ�é~syslogd qÖÇ��Ç 1,+ã�qÖìzBu��½��Í0�

à{jâ���q{�¥!�{\IÇ&~-v -v Ç,+����>å{-ûÇÝ�ó®rfacility {�{�
�ÇYÇ{�:��~ÇO��®Ê�ê�týJ>åR*�ýÇfacility {��u�9�

❀,13��½õÇ-a  1uã�õÇ0�å�$iÇ¤,1�½IP��Ý�ãÇ>kÝsyslog(3)ÉåC
~1ê�,~{�{qrï,�

❀!�Ç��©Ga�ú
O�XX�~[«0�
OÇ��touch(1)�iP{qÄ$¡�ÖÕ

# touch /var/log/logclient.log

❀$�Ça�­é?h���syslogd E��ÇÕ

# /etc/rc.d/syslogd restart

# pgrep syslog

❀�*(Ãê�ÇPIC{�ÇqÖàa�úÄÕ­éê,?��
){�0�à��*qÖà��­é{
�Ç>ó/var/log/messages ��¥�Ý#�Qñ�

30.11.2������000���ààà{{{���

❀��0�à4�Ñ����fåt��qÖì{åìÇ?óý�â? ó�

❀¦��qÖì¡�Ç0�à���w��J!äý{�GÕ

• syslogd(8)��ú{�Ä���½¡n{>åt�zBÆ¢{��qÖì�

• 3Û���ã�514à=Þ{UDPÝ/,Ö

• ��{�t5¦'5DNSÇÝVó/etc/hosts ¥�th{�9�

❀#�qÖìu�{�0�àÍ4��J�0�à{åìó/etc/rc.conf ¥)��{÷�Õ

syslogd_enable="YES"
syslogd_flags="-s -v -v"

❀Z�Á¡�ÇYJ 1Ìóø:éÄ,Ç¥é~syslogd qÖÇ?����>å{-ûÇÝ�
-s  1

�,+¢�qÖzBu�ÙÆÌå{���

❀Facility4ÃcìÇ>å�ø:{ý\I	Ä{�Þ¾u�ÇftpZipfwÑ4facility�hYÜ1qÖ	Ä�
�>å�ÇÇ¢/�ó��>å¥Ý9êYÜ«Óä�Facility/�Q��Ç��ÿÝ�ÿÇÒ4~u)�
�Ç��>å{­�ÇÝ�!Ê/{�warning Zinfo �>kÝsyslog(3)C~�1Üz�Çqr,~
{facility ¦��ÿï,�

❀��qÖì��ó0�à{/etc/syslog.conf ¥�Ò�ó$¾¥Ç@nRú~u,+����jâtÏ

Ç{qÖìÇ�ÞV�Xõ��YøÕ

* . * @logserv.example.com

❀���Ç��­ésyslogd &zÞc��	HÕ

# /etc/rc.d/syslogd restart

❀�A��>å4d�/,�d��Çóï÷�ñ>å{0�åÞ~logger(1)u5syslogd �ñfåÕ
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# logger "Test message from logclient"

❀Yã>å�óa�3�ñ�ó0�å{/var/log/messages 1ù��qÖì

{/var/log/logclient.log ¥�

30.11.3®®®AAA������qqqÖÖÖììì

❀óìJ<Y�Ç�*��qÖì��Bt>å{�Ò��®A��ê���Ç,�{ÆOÇ!�D{Ü

Ç4�dËz{¯�ZDNS{¯���ê�AYJ¯�Ç>h�Ü�{åìÑ�&~/etc/rc.conf ¥Ä

÷½{ÌåÖ6¯té0��*YÇ�t�Ó*{�Ç��Ò��é/etc/rc.conf ¥{syslogd_flags

 1)J��ê�

❀ó1�{+¾¥Ç/var/log/logclient.log 48{Ç/var/log/message ¥���,Ò�[�½{Æ

O��ê��®A{QñÇ��ayalogd_flags  1�¡����{+¾Ç?­éqÖÕ

syslogd_flags="-d -a logclien.example.com -v -v"

# /etc/rc.d/syslogd restart

❀ó­éqÖ��Ç¶ôÞRÁ/Ð�¡�Yø{®AjâÕ

logmsg: pri 56, flags 4, from logserv.example.com, msg sysl ogd: restart
syslogd: restarted
logmsg: pri 6, flags 4, from logserv.example.com, msg syslo gd: kernel boot file is /boot/kernel/kernel
Logging to FILE /var/log/messages
syslogd: kernel boot file is /boot/kernel/kernel
cvthname(192.168.1.10)
validate: dgram from IP 192.168.1.10, port 514, name logcli ent.example.com;
rejected in rule 0 due to name mismatch.

❀iÒ�Ç>å4��ÌåÖX�{
úáB{�ó����{5�ê{�©G��Ç��

ê/etc/rc.conf ¥��Yq�Q�FØÕ

syslogd_flags="-d -a logclien.example.com -v -v"

❀Yqa�Ý:�logclient Ç
X4logclien �ó)êth{��?­é��"�Dt½Ï{H*êÕ

# /etc/rc.d/syslogd restart

logmsg: pri 56, flags 4, from logserv.example.com, msg sysl ogd: restart
syslogd: restarted
logmsg: pri 6, flags 4, from logserv.example.com, msg syslo gd: kernel boot file is /boot/kernel/kernel
syslogd: kernel boot file is /boot/kernel/kernel
logmsg: pri 166, flags 17, from logserv.example.com,
msg Dec 10 20:55:02 <syslog.err> logserv.example.com sysl ogd: exiting on signal 2
cvthname(192.168.1.10)
validate: dgram from IP 192.168.1.10, port 514, name logcli ent.example.com;
accepted in rule 0.
logmsg: pri 15, flags 0, from logclient.example.com, msg De c 11 02:01:28 trhodes: Test message 2
Logging to FILE /var/log/logclient.log
Logging to FILE /var/log/messages

❀$/Ç>å�êúthzB?â?�©Gê�
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30.11.4���\\\uuu000ÁÁÁ{{{������

❀Ò4ÙÆ{�dqÖ�øÇó"�{������D�\u�����©G�Ý9êÏ¡fåÇ��ý

�ÌåÞÄé~{qÖÇ~�ARZ{�jâ�,0�à�ñ{jâ²,�dtHqÖìÇYÏ-���

�·���·hâ���*��·��{�Ç,1&~security/stunnel ÇÇRó�Ç�·{¸w¥�Q

jâ�

❀ý��\�3ø4Ç¯����©Gó&~¥Ý¬¢Ý�Ñ��ú�·�ý�~�,�ÖRYJ©G1

Üzéø:Íý�{ê��é�Y¡<YÇÉYJ©G÷�th{Y!4:����{�newsyslog(8)Óä
|ÑÉc
OZ¬¢{��÷�Y!�²��©G{Y!÷��600 ���ý�~�X��{]æ�
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333ÛÛÛ���
Contributed by Joseph J. Barbish. Converted to SGML and updated by Brad Davis.

31.1���   
❀3Û�{?óÇ&z,Hñ�ø:{jâ�Ä�,��3Û�,1&~��Ýõ����(rules)�Çu5
�ñ�3{�dËz{jâÝÇ?û½ã�Ý��Ç¢/,�YJ��/�,15�jâÝ{ìÇÝìJ

�nÇYJ�nÝiÇbX�!�NF¡n�uÍÝø{Ìå��Ç1ùuÍÝø{à=�

❀3Û�,1LlÝ��ÕÌåÝ�d{�\�Ç,1~uqÄ�Á{�ÖÕ

• â�ZÅ¬a~Ç��qÖÇ�Ç1ù3�\�dÞ{åìÇXI�Ju�Úá{Internet�dÞ3ÄX
æ�{jâ�Þ{�v�

• !�Ý¢�,�\�6¯Úá{InternetÞ{qÖ�

• |Ñ�d��Ý¦(NAT)ÇÇ&z3{�\�d�ê&~��{IP��Ç?I0��/�Úá{Internet
{Ëz(&~�ÇIP��ÇÝV��Ú���)�

❀ÖqY9Ç3Rê�Õ

• �[th�½BÝ,H���

• FreeBSD¥�O{�«3Û��-{�I�

• �[&~Z{�OpenBSD{PF3Û��

• �[&~Z{�IPFILTER �

• �[&~Z{�IPFW�

❀ÝÖY9��Ç3��Õ

• ®�äý{FreeBSDZInternet�'�

31.2333ÛÛÛ���{{{���'''
❀OÁ3Û���ø{äý0��Ü«Õ�Ò+ã�(inclusive)�nÝ�Ò+¢�(exclusive)�n�Ò+¢�
{3Û���Çå�ã�Ä�jâ/,3Û�Ç
Y«��ø¥½B{Ç�4Xã�/,3Û�{�ÞÇ

¦Ó�Ç¦YJ��X�{{jâÇ\\4ã�/,3Û�{�Ò+ã�{3Û�tP#'ÇÇ�ã�n

\��ø¥½B��{�Þ/,Ç
ÙÆÄ�{�ÞÑú���

❀Ò+ã�n3Û��ê
Øé��ñ�ÞÍP{;�ÇY&ÙÍ7\�J�zéInternetÚ�
ØqÖ{
ø:{���Ç��ê;�u�InternetÚ�t3{���d{6¯¡n�Ä�Z��X�{{�ÞÑÌú
��?�9ó���Äu�Ò+ã�3Û���Ò+¢�3Û�Í�\ÇO�Ç¢�Í�>èêã�Xæ

�{�Þ/,,��Ä{Z��

ÕÕÕ???: ø:�/�ÒÇY�9{{�Z+){��øÑ4
OÒ+ã�3Û�{�
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❀&~ê�QçÕÕ�{3Û�(stateful firewall)�Ç,1��Z�B��\å��Y«3Û��ê�9/,
3Û�{ËzÇ�
�ã�¦��Ëz�{{ËzÇÝ
Oc{Ëz�QçÕÕ�{3Û�{b�4Çó

iá�-��LÞ{Ëz>F�ÇÇ¢,�ÌItáýqÖ(DoS)Ôâ�ýLõj3Û�Ñ
Øê3�é~
Ü«3Û�{�ÅÇ1"�5�
ØÍP{â��

31.3333ÛÛÛ������GGGÝÝÝ
❀FreeBSD{äýø:�Oê®«X3{3Û��GÝ�Ç¢4IPFILTER (�úÁ*IPF)�IPFIREWALL
(�úÁ*IPFW)Ç1ùOpenBSD{{{PacketFilter (�úÁ�PF)�FreeBSD�
ØêÜÇ�O{�~��Þ
ro(äýÞ4;�QP3~){�GÝÕaltq(4)Zdummynet(4)�Dummynetó,V��ZIPFW�·øÄÇ

ALTQ���{\PF&~�IPFILTER{�ÞroÕ�,1&~IPFILTER{NAT Z,HÕ�1ùIPFW
{dummynet(4){\,ÝÝÝVVV&~PFËALTQ{�\�IPFWÇ1ùPFÑ4~��u;�4dã�jâÝñ�
3{ø:Ç¯lÇ¢fRêX3{"�0�Z��ª��

❀FreeBSDÝ9õÇ�O{3Û��GÝ{ÆOó�ÇX3{|Ì�X3{�FZ P��[�Ç3Û��
GÝÑi
�4!P{�

❀*V65�&~IPFILTERÇO�Ç
Ø{çÕ*��ÇóNAT{¢¸¥�;\�õÇ
%Ç�OêftpS
®ÇY;�ê&~i\FTPqÖ�Ä�{{��

❀��Ä�{3Û�Ñä�5�Ä ½{Ý;�	ãu"�Õ�ÇÞU3Û���ø�ÇÒ��ê

�TCP/IP4�[Ó*{Ç1ùÝ{;�	ãót�Ì�b�¥{*~�3,1óYÇ�5It�PiP{
�:©lÕhttp://www.ipprimer.com/overview.cfm.

31.4 OpenBSD Packet Filter (PF) ZZZALTQ
Revised and updated by John Ferrell.

❀2003#7ÛÇOpenBSD{3Û�Ç�Ò4��{PFúÄÕ�#�têFreeBSDÞÇ?,1/,FreeBSD
Ports Collectionu�ãêÖ��ÇRPFøÄtäýø:¥{Çý42004#11Û�q{FreeBSD 5.3�PF4
�Çqr{
ØêLÞÕ�{3Û��GÇ?
Øê, {ALTQ (bFèïÇAlternate Queuing)Õ
��ALTQ
ØêqÖ¬�(QoS)QProÕ��

❀OpenBSD1ø:��ñ{��ø�PPF FAQ (http://www.openbsd.org/faq/pf/)�ÒÙýü
ÓÇY��Õ
­�FreeBSD{PFZ
Ø�J��&~0Á{�Ä�#�Í-û{&~få>kÝPF FAQ
(http://www.openbsd.org/faq/pf/)�

❀Íõ{-ûfåÇ,1óFreeBSDÇý{PF�5ÞItÕhttp://pf4freebsd.love2party.net/�

31.4.1&&&~~~PF,,,���ñññ{{{���XXXÜÜÜLLL

❀��ñPF�XÜLÇ,1ó/etc/rc.conf ¥���Á{÷�Õ

pf_enable="YES"

❀l�&~éÄlýu�ñÜLÕ

# /etc/rc.d/pf start
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❀���Ò{4Ç�*ø:¥����ø{�©GÇ�Þcv*XÌ�ñPFÜL�{�©G{å� �
4/etc/pf.conf ��*PF��øóÙÆ �Ç,1~�Á{/etc/rc.conf {�u·ªPFÕ

pf_rules=" /path/to/pf.conf"

❀pf.conf {¾�,1ó/usr/share/examples/pf/ It�

❀PFÜL�,1CÓ,×
q�ñÕ

# kldload pf.ko

❀PF{���9Õ�4�pflog.ko 
Ø{Ç/,ó/etc/rc.conf ¥���Á{÷�Õ

pflog_enable="YES"

❀l�&~éÄlýu�ñÜLÕ

# /etc/rc.d/pflog start

❀�*3��ÙÆPF�uÇ���RPF|ÑÉ���X�

31.4.2 PF���XXX   111

❀¯l�X�*�²éPF{|Ñ�H�FreeBSD�XÇb4����l��Y�)u&~tPF{ìJ��
úB9�,�ñÜL{°ÿ�uÇ��pfsync(4)�÷÷~u��ìJ�#tPFçÕ,�Ç�{\carp(4)&
~PFOÁ|ÑùFÝ#{3Û��Íõ��CARP{-ûfå,1kÝýC~{�32.14��

❀The PF kernel options can be found in/usr/src/sys/conf/NOTES and are reproduced below:

❀��PF{�X 1,1ó/usr/src/sys/conf/NOTES ¥ItÇ1��Q��cÕ

device pf
device pflog
device pfsync

❀device pf  1~�é~�Packet Filter�3Û�{|ÑÃpf(4)Ä�

❀device pflog é~, {pflog(4)��d÷÷Ç~1/,bpf(4)Ãcnu�9�Þ�pflogd(8)qÖ,1~
u?ûfåÇ?²Ç¢1��o*�9t�cÞ�

❀device pfsync  1é~, {pfsync(4)|ÑÇY4~�)@�çÕ#Í�{��d÷÷�

31.4.3,,,~~~{{{rc.conf   111

❀The following rc.conf(5) statements configure PF and pflog(4) at boot:

❀1�rc.conf(5)¥{ªé~�éÄ�{�PFZpflog(4)

pf_enable="YES" # é~ PF (�*��{�Ç �Ä�ñ�XÜL)
pf_rules="/etc/pf.conf" # pf &~{��½B©G

pf_flags="" # éÄ���É pfctl {ÙÆ 1

pflog_enable="YES" # éÄ pflogd(8)
pflog_logfile="/var/log/pflog" # pflogd ~��9��{©GÖ

pflog_flags="" # éÄ���É pflogd {ÙÆ 1
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❀�*3{3Û��Á��ÇLANÇ
%��/,ÇuÝ�LAN Þ{ÝÇÝ�qNATÇ¤��3�é~�
c 1Õ

gateway_enable="YES" # é~� LAN ��

31.4.4OOOÁÁÁ,,,HHH������

❀PFÌ,pf.conf(5) (å��/etc/pf.conf )©G¥ÖR{���Ç?Êâ�°{�����¿ïÝtjâ
Ý/,�å��ã{FreeBSD.²
Øê�J;\{¾�8ó/usr/share/examples/pf/ ø9��>k

ÝPF FAQ (http://www.openbsd.org/faq/pf/)ÜRqr{PF��få�

´́́···: ó¨�PF FAQ (http://www.openbsd.org/faq/pf/)�Ç>�/Õ?X3Çý{FreeBSD,�Ì&~X3Çý
{PF�ø�ÇFreeBSD 8.X Z��{ø:&~{4¦OpenBSD 4.1#3Çý{PF�FreeBSD 9.X Z��{ø:
&~{4¦OpenBSD 4.5#3Çý{PF�

❀FreeBSD packet filter�Gï, (http://lists.FreeBSD.org/mailman/listinfo/freebsd-pf)4�Ç
��{�&
~PF3Û�¯�{P�0�>ó
¯���Ý�Gï,{�l¼

31.4.5&&&~~~PF

❀&~pfctl(8),1;�PF�1�4�J"~{×
Ã>�Ýpfctl(8)Üz\\,~{ 1Ä:

×××


 ***~~~

pfctl -e é~PF

pfctl -d ¢~PF

pfctl -F all -f /etc/pf.conf 8øÄ���(nat, filter, state, table,���)?Ö
R/etc/pf.conf

pfctl -s [ rules | nat | state ] ïñfilter��, nat��,ÝçÕ,

pfctl -vnf /etc/pf.conf 5�/etc/pf.conf ¥{FØÇbX�ñ#�{��

31.4.6ééé~~~ALTQ

❀ALTQ��ó*��H 1��tFreeBSD�X�b�&~�ALTQ ø�¤X4Ä�{,~��PÄÑ�
ê|Ñ{�>kDaltq(4)ÉåC~ê�3t&~{FreeBSDÇý¥{PÄ|Ñ<Y�

❀�ÁYJ 1Ré~ALTQ1ù�J��{Õ�Õ

options ALTQ
options ALTQ_CBQ # ä�I¡{\ï (CBQ)
options ALTQ_RED # ±å�Ï5� (RED)
options ALTQ_RIO # é��Z�ñ{Ý�q RED
options ALTQ_HFSC # Q�ÿ{Ý®Ýì (HFSC)
options ALTQ_PRIQ # ���ÿ{\ï (PRIQ)
options ALTQ_NOPCC # óÉ� SMP�X���&~Ç¢�Ö�¨
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❀options ALTQ Ré~ALTQ U%{|Ñ�

❀options ALTQ_CBQ ~�é~äää���III¡¡¡{{{èèèïïï (CBQ)|Ñ�CBQã�3RËzIÄX3{¡/ÇÝV
�ÇèïÇ1"ó��¥�Ç¢�½X3{��ÿ�

❀options ALTQ_RED Ré~±±±ååå½½½555��� (RED)�RED4�«~�3��dp¬{�b�REDÝÞèï{
�ÝÇ?RÙ¦èï{!LZ!B�Ýk��q�v��*èï,�Ç�c{ÝRú¿ï��ÖÄ

+ÇRED,X3{Ëz¥±å�¿ïjâÝ�

❀options ALTQ_RIO Ré~ñññ���{{{±±±ååå½½½555����

❀options ALTQ_HFSC é~���'''***ÚÚÚ²²²qqqÖÖÖ²²²���ÝÝÝ®®®ÝÝÝììì��ê���HFSC��Z{fåÇ>k
Dhttp://www-2.cs.cmu.edu/~hzhang/HFSC/main.html�

❀options ALTQ_PRIQ é~������èèèïïï (PRIQ)�PRIQD�ã�°��ÿèï¥{Ý/,�

❀options ALTQ_NOPCC é~ALTQ {SMP|Ñ��*4SMPø:Ç���&~Ç�

31.5 IPFILTER (IPF) 333ÛÛÛ���
❀IPFILTER{*V4Darren Reed�IPFILTER4ÕÁ�v*ø:{ÕÇ4�Ç
8ÍSh{a~Ç?%.²
ú#�têFreeBSD�NetBSD�OpenBSD�SunOS�HP/UXÇ1ùSolarisv*ø:Þ�IPFILTER{|ÑZ
��Ñ#hÙ×Ç?%��F��YÍcÇý�

❀IPFILTER
Øê�XÜ*{3Û�ZNATå�ÇYJå�,1/,~�Ü*äq{z=Ç��q)@Z
;��3Û���,1&~ipf(8)ÓäuÄÕ�÷�ZÍø�NAT��,1/,ipnat(1)Óäu�
��ipfstat(8)Óä�,1~u�+IPFILTER�X\I{:�jâ�!�Ç&~ipmon(8)Ç�,1
²IPFILTER{Ä*�9tø:��©G¥�

❀IPF!ð4&~���1!��{{���ï�{|Qu"�{ÇY«0*��|ÑÃçÕ{���±ø
�S{�ZÇIPFúÅL��Ç?��ê�quick� 1Ç1ù|ÑçÕ{�keep state� 1ÇY&z��
ÿ®\ö#zÍ���Síå�IPF{�0©l��ëê�:{���U0�Z©Gÿ®\ö�c�{Õ�
�4*��J��{ 1ñ�Ç�*�q\®�YJÕ�Ç�é�OÁÍ�\{3Û�Òi�Pÿ�

❀Y��¥Ì�4bé�quick� 1Ç1ù|ÑçÕ{�keep state� 1{�ë�Y4Ò+ã�3Û��
�ø!äý{�U�£�

❀�Üz���:��ÿ®0*{-ûfåÇ>k�Õhttp://www.obfuscation.org/ipf/ipf-howto.html#TOC_1
1ùhttp://coombs.anu.edu.au/~avalon/ip-filter.html�

❀IPF FAQ,1óhttp://www.phildev.net/ipf/index.htmlIt�

❀ø$�iÇ3¤,1óhttp://marc.theaimsgroup.com/?l=ipfilterIt
8ÍSh{IPFilter{�Gï,?lÇ
?�q�Â�

31.5.1ééé~~~IPF

❀IPF*�FreeBSDäý�ã{�\IÇ1�ÇÕÁ{�XÜL{o*
Ø��*órc.conf ¥{�

êipfilter_enable="YES" Çø:ÒÌ�Ä�ÄÕ�ñIPF�XÜL�YÇ�XÜLó
O�é~ê��
|ÑÇ?��êdefault pass all  1��*�4��²å�{��÷��block all {�ÇÒX��

²IPF�Ht�X¥�;\�/,²block all Y�������{��øuHt3ø{ø{�
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31.5.2���XXX   111

❀�ÁYJFreeBSD�X�H 1?X4é~IPFÄ��{�Y°�4*�òµ�#u�1�c��*
RIPF��ê�XÇ�éa{�XÜLRXú&~�

❀��IPF 1ªé{�X�H{�{¾�Ç,1ó�XÍSh¥{/usr/src/sys/conf/NOTES It�$

ÿïÞ��Õ

options IPFILTER
options IPFILTER_LOG
options IPFILTER_DEFAULT_BLOCK

❀options IPFILTER ~�é~�IPFILTER�3Û�{|Ñ�

❀options IPFILTER_LOG ~�é~IPF{��|ÑÇÄ��{êÝ9log {��{ÝÇÑÌú�9tipl

YÇÝ�9�−÷÷¥�

❀options IPFILTER_DEFAULT_BLOCK R�#3Û�{å�Ä*Ç�
ÇÄ�X�{3Û�{pass ��{

ÝÑÌú���

❀YJ 1��ó3­c�H?�ãêÞc{�{�X��bÌ	H�

31.5.3,,,~~~{{{rc.conf   111

❀�óéÄ�íÙIPFÇ��ó/etc/rc.conf ¥���Á{÷�Õ

ipfilter_enable="YES" # éÄ ipf 3Û�

ipfilter_rules="/etc/ipf.rules" # Rú�ñ{��½BÇ Y4�Ç©ý©G

ipmon_enable="YES" # éÄ IP )@��

ipmon_flags="-Ds" # D = *�qÖÇ�éÄ

# s = &~ syslog �9

# v = �9 tcp 	=LB� ack Z~�R(seq)
# n = R IP Zà=nó�Ö	

❀�*ó3Û��Á�&~êâ�{��IP��)�{LANÇ¤�����Á{�J 1ué~NAT Õ
�Õ

gateway_enable="YES" # é~*� LAN ��{Õ�
ipnat_enable="YES" # éÄ ipnat Õ�

ipnat_rules="/etc/ipnat.rules" # ~� ipnat {��½B©G

31.5.4 IPF

❀ipf(8)×
,1~u�ñ3��{��©G��Ä<Y�Ç3,1OÁ�ÇÝi3�½B{��{©GÇ
?&~YÇ×
u�¦«tóäq{3Û�¥{�\��Õ

# ipf -Fa -f /etc/ipf.rules

❀-Fa ,+8øÄ�{�\��,�

❀-f ~��½R�úÖR{��½B©G�
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❀YÇÕ�&z3�ê���½B{��©GÇ/,äqÞÁ{IPF×
Ç,1Rtóäq{3Û�mc�
&~\c{��øÇ
X��­céÄø:�Yé��Ac{��u�Òi0"ÇO�3,1�?�qÞ

Á{×
�

❀>k�ipf(8)ÉåC~1ê�YÇ×

Ø{ÙÇ 1�

❀ipf(8)×
"½��©G4�Ç)ï{©ý©G�ÇX�ÿ®&~nRS¦{lý�

❀�h"�Í�¼~lý{:��L{nR�¦�ÅuèOIPF����ê���Z{û�Ç>k
��31.5.9��

31.5.5 IPFSTAT

❀å�<Y�Çipfstat(8)ÌÜR?�+Ä�{�è:�ÇYJ:�43Û�éÄ1u~�½B{���{{
ñ��ÞÇ3,1/,&~ipf -Z ×
uRYJ�jì8��

❀>kDipfstat(8)ÉåC~1ê���Z{û��

❀å�{ipfstat(8)×
Qñ¡���Á{ø�Õ

input packets: blocked 99286 passed 1255609 nomatch 14686 c ounted 0
output packets: blocked 4200 passed 1284345 nomatch 14687 c ounted 0
input packets logged: blocked 99286 passed 0
output packets logged: blocked 0 passed 0
packets logged: input 0 output 0
log failures: input 3898 output 0
fragment state(in): kept 0 lost 0
fragment state(out): kept 0 lost 0
packet state(in): kept 169364 lost 0
packet state(out): kept 431395 lost 0
ICMP replies: 0 TCP RSTs sent: 0
Result cache hits(in): 1215208 (out): 1098963
IN Pullups succeeded: 2 failed: 0
OUT Pullups succeeded: 0 failed: 0
Fastroute successes: 0 failures: 0
TCP cksum fails(in): 0 (out): 0
Packet log flags set: (0)

❀�*&~ê-i (���Þ)ÝV-o (Qñ�Þ)ÇYÇ×
Ò�ÜR?�+�X¥Ä�ã{éa,Hì��
{:�jâ�

❀ipfstat -in 1��R{o*�+��{�\��,�

❀ipfstat -on 1��R{o*�+�ñ{�\��,�

❀QñZ�Á{¡�Õ

@1 pass out on xl0 from any to any
@2 block out on dc0 from any to any
@3 pass out quick on dc0 proto tcp/udp from any to any keep stat e

❀ipfstat -ih �+�\��,¥{���ÞÇ��Ç�{���ÁÌ3��+�{{'j�

❀ipfstat -oh �+�\��,¥{�ñ�ÞÇ��Ç�{���ÁÌ3��+�{{'j�

❀QñZ�Á{¡�Õ
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2451423 pass out on xl0 from any to any
354727 block out on dc0 from any to any
430918 pass out quick on dc0 proto tcp/udp from any to any keep state

❀ipfstat ×
{�Ç­�{Õ�,1/,�½-t kju&~ÇÇÌ1¡�top(1){�+FreeBSDtäq{
�Ç,{0*u�+:�jâ�h3{3Û�tóItÔâ{��ÇYÇÕ�t3z1#/�AèÇ?�

�Ôâ{jâÝ�YÇ 1
¤
Øê"� 
æ�)@{ø{ÝÍIP�à=ÝNF{�Å�>k
Dipfstat(8)ÉåC~1ê�-ûfå�

31.5.6 IPMON

❀�ê&ipmon �êthÓ*Ç��K
IPFILTER_LOG YÇ�X 1�YÇ×

ØêÜ«X3{&~Ü

*��OÜ*4å�{Ü*Ç�*3X�½-D kjÇÒÌf~Y«Ü*�

❀qÖÜ*4Ñ��/,ø:��u�9{Ó*Ü*ÇYøÇ3Ò,1/,����uê�,V�²�	

,{/<�Y«Ü*4FreeBSDZIPFILTER{\Ó*{Ü*���óFreeBSD¥
Øê�Ç�O{ø:�
��ÄSÝÕ�ÇO$Ç&~syslogd(8)�å�{R��få�9t�ÇÊ/©G�P�óå�{rc.conf

©G¥Çipmon_flags ªéÌ�½-Ds )�Õ

ipmon_flags="-Ds" # D = *�qÖÇ�éÄ

# s = &~ syslog �9

# v = �9 tcp 	=LB� ack Z~�R(seq)
# n = R IP Zà=nó�Ö	

❀�9��{Pÿ4iÒ�{�Ç
Øêó/�­c��#�fåÇ¾�ýJÝú¿ïÇ1ùYJÝ{u

Í�����YR��IÔâV
Ø:��~{��Cýî�

❀ý&é~ê��å�ÇIPF�lXÌéÙ���q�[���9Ó*�3Û��®Ê,1û½��ø¥{
ýJa�9��Ç?óYJ��Þ��log�E	��Äu�Ç�a�9áýu{���

❀*��¾Ç/�Ì���å�{�áýÄ��d�Þ{��Ç?�½log�E	Ç*�3{��ø{!�
���YøÒ�ê�tÄ����{�[��{jâÝê�

31.5.7 IPMON{{{������

❀Syslogd&~�O{0�é��jâ�qI¡�Ç&~Á��facility�Z�level�{��1-Ds Ü*äq

{IPMONf~local0 *�å�{�facility�Ö��*��Ç,1~�ïlevelsu��ZKIjâÕ

LOG_INFO - &~ "log" �E	�½{/,Ý��Ä*

LOG_NOTICE - 3��9/,{�JjâÝ
LOG_WARNING -3��9��{jâÝ
LOG_ERR -��Z�99Xqr{Ý>{jâÝ

❀�÷�IPFILTERuRÄ�{jâ�9t/var/log/ipfilter.log Ç��D�OÁYÇ©G��Á{×


,1qÄYÇÓ*Õ

# touch /var/log/ipfilter.log

❀syslogd(8)Õ�,1/,ó/etc/syslog.conf ©G¥{ªéu½B�syslog.conf 
Øê#hõ{~1

;�syslog�[ÿ®¡�IPFYø{~~Ç�Ä�	{ø:>å{0��

❀3��R�ïªé�t/etc/syslog.conf Õ
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local0. * /var/log/ipfilter.log

❀Y°{local0. * ,+²Ä�{#���fåUt�½{©G¥�

❀�t/etc/syslog.conf ¥{��Áý	HÇ,1­céÄ�®åÇÝV/,�q/etc/rc.d/syslogd

reload utÇ­cÖR/etc/syslog.conf �

❀X��ê��/etc/newsyslog.conf ut¦
O{���qSÝ�

31.5.8���999>>>ååå{{{ÂÂÂ***

❀�ipmon 	Ä{>å�8ÂIÅ{jâ	ã�Ä�Ä�{>åÑÝ9{	ã4Õ

1.ztjâÝ{�Ï�

2.ztjâÝ{�-�ÙÂ*�HH:MM:SS.FÇI/4B��I¨�ÆÇ1ùIÆ(YÇj	,���õ
 )�

3.ÿ®jâÝ{�dz=Ö	Ç¾�dc0�

4.�Z��{�RÇ¾�@0:17�

❀,1/,ipfstat -in u��YJfå�

1.Ä*Õp,+/,Çb,+��ÇS,+Ý>X\Çn,+���{�[��ÇL ,+log����+Y
J)�{~�4ÕS, p, b, n, L�LU{PÝB,+�9Ý{ÆO4ìÇ\Û{��{�Ç
X4ìÇ�
½{���

2.���Y"�ÞÝi®\IÕÍ��Zà=(1ÏRI
)Ç�Ç->nRÇ1ùø{��Zà=Ç¾
�Õ209.53.17.22,80 -> 198.73.220.17,1722 �

3. PRÇ�ËNFÖÁÝ�RÇ¾�ÕPR tcp�

4. len Ç�ËÝ>{�ÝÇ1ùÝ{��ÝÇ¾�Õlen 20 40 �

❀é�TCPÝÇ�¤ÌÝi�Ç��{	ãÇ��ÇË	R
)Ç��4,+Ä÷�{)�{�Ç	ñ�
>kDipf(5)ÉåC~Ç1ê�YJ	ñÄéa{)��

❀é�ICMPÝÇ�ó!�Ì�ÜÇ	ã���Ç�4�ICMP�Ç
��Ç�4ICMP>åZ�>å{¡
nÇ¥-1R"I"Ç¾�ICMP 3/3,+à=X,H>å�

31.5.9èèèOOOfff~~~nnnRRR���¦¦¦{{{������lllýýý

❀�J�²è{IPFÌ
OÝ9��{©GÇ?²Ç�UÄ�ê¦nR�¦lý/�{0*�Yø)!L{
Pÿ4�êó������nRÖ	ÄS,{�Ç
ólý�q��z�¦«Ä�{Ön�*�lýÇ,

1&~nR�¦u²�J²�&~{��z~�õÇ����ÁRÉñ�Ç¾��

❀YÇlýÄ&~{ª�¦sh(1)�csh(1)Ç1ùtcsh(1)lý�

❀nR�¦{�í	ã4�ÃnRÕ$�

❀nR	ãX&~$�í�

❀æ��¦nR	ã{�Ç��&~vZR(" )iåu�

❀3{��©G{
>¡�YøÕ
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############# IPF ��lý{
> ########################
oif="dc0" # i�z={Ö	

odns="192.0.2.11" # ISP { DNSqÖì IP ��

myip="192.0.2.7" # u� ISP {·Õ IP ��

ks="keep state"
fks="flags S keep state"

# ,1&~YÇlýuOÁ /etc/ipf.rules ©GÇ

# �,1 "�z�" äqÇ�
#
# >ÍøÜÇÕ:R���
#
# 1) â��Á�qÇ �
O /etc/ipf.rules Õ

#cat > /etc/ipf.rules << EOF
#
# 2) â��Á�qÇ � "�z�" äqlýÕ
/sbin/ipf -Fa -f - << EOF

# ã��ñt·{ ISP {­ÖqÖì{6¯

pass out quick on $oif proto tcp from any to $odns port = 53 $fks
pass out quick on $oif proto udp from any to $odns port = 53 $ks

# ã��ñ��·{ www6¯>F
pass out quick on $oif proto tcp from $myip to any port = 80 $fks

# ã��ñ&~ TLS SSL �·{ https www 6¯>F

pass out quick on $oif proto tcp from $myip to any port = 443 $fk s
EOF
################## IPF ��lý{�e ########################

❀YÒ4Ä�{\\���YÇ��ýü?X­�ÇÇ¢Ì�4~����[&~nRS¦	ãÇ1ù�

[qÄ�{�¦��*ÞÁ{¾�{Ö	4/etc/ipf.rules.script ÇÒ,1/,Q��Á{×
u­c

�ñ��Õ

# sh /etc/ipf.rules.script

❀ó��©G¥	�nR��Ç¯�ÕIPFÃ�#/nR�¦ÇO$ÇX��z�ÖRYø{lý�

❀YÇlý,1&~�ÁÜ«0���u&~Õ

• V«cat ��{Õ:Ç?Õ:«/sbin/ipf 
>{��q�4ÙÆ{��øÇ

Ripfilter_enable="YES" 8t/etc/rc.conf ©G¥Ç?ó$�Á/�qlýÇ1
OÝÍ

c/etc/ipf.rules �

• /,²ipfilter_enable="NO" (Y4å��)�t/etc/rc.conf ¥Çu¢�ø:éÄlý


éIPFILTER�

ó/usr/local/etc/rc.d/ éÄø9¥���Ç¡��Á{lý�a�ÉÇå�Ç�
4D{Ö	Ç¾

�ipf.loadrules.sh �>Õ?Ç.sh j0Ö4��{�

#!/bin/sh
sh /etc/ipf.rules.script

lý©G��÷��a�root Ç?%aÌ,Ö�,U�,�q�
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# chmod 700 /usr/local/etc/rc.d/ipf.loadrules.sh

❀YøÇóø:éÄ�ÇÒÌ�Ä�ñ3{IPF��ê�

31.5.10 IPF������øøø

❀��ø4����UP{�âÝ{�û|ã�/,Ý��IPF���Ý{v5b¦�Äê�ÇÌ�b��
3Û���øÌ*~�u��InternetÚ�{Ý1ù�ø:�ñuÃaYJÝ{jâÝ���ÇTCP/IPq
Ö(¾�telnet, www,�G��)Ñ�NF½�½BêÙ�Y()&)à=��t�½qÖ{ÝÌ,Í��&~
:�Y(°�R)à=�ñÇ?�t�½qÖóø{��{éaà=�Ä�YJkj(¾�Õà=Z��ÄÑ
4,1�3Û���Ä¼~{Çg/4dã�qÖ/,{)ï�

❀IPF!ðúUÄ&~��Á*�1!��{{���ï�{ÿ®\öÇ%��ÿ®ÃçÕ{���±ø�
S{�0ÇIPF�qê��Ç?
Øê�quick� 1Ç1ù�Ç�çÕ{�keep state� 1��V&ÿ®
\ö·¤�ËÞê�S{Z��

❀Y��¥
Ø{�J�sÇ4ä�&~Ý9�quick� 1Z�çÕ{�keep state� 1u�q�c{�
YJ4�UÒ+ã�3Û���ø{äý�£�

´́́···: hé3Û����qv*�Ça������qqq///�ìJ{�,�ÌRRR333'''ÃÃÃóóóqÖìiÁ�â�åDÇ3,1�
Dó��'�q3Û�{��óý�;�ÑÞÇ
X4ÏÇÇ�/,ssh u�q�

31.5.11������ªªª���

❀Y°Éñ{��ª�.²;�t�ÿ®�Jc*{QçÕ��Ç?%Ñ4���Ç�{{��Ü��\

ö{��ê�qr{�:��ª�ÃcÇ>kDipf(8)ÉåC~�

❀1#	n
>{��Ìú��4Õ:�YJÕ:,1ñ�ó�q��{â�ÇÝVÕ3�q�8qÌú�

Q�

❀����E	�Ä�YJ�E	��1�½{~�Ç,&t�ñ�ó�qÞ�z�u{©	¥�E	R

&~/�,+�ìJ�E	,�
Øê� 1ÇYJ� 1ýü,��4�E	Ç
%,�Ì
ØÍõ{

� 1��Á{©	¥Ç�«ª�Ñ&~/�{B�)�Å�Ç?�ëêÙÞ�©�

❀ACTION IN-OUT OPTIONS SELECTION STATEFUL PROTO SRC_ADDR,DST_ADDR OBJECT PORT_NUM

TCP_FLAG STATEFUL

❀ACTION = block | pass

❀IN-OUT = in | out

❀OPTIONS = log | quick | on�dz={Ö	

❀SELECTION = protoNFÖÁ|Í/ø{IP | port =à=R| flags)��

❀PROTO = tcp/udp | udp | tcp | icmp

❀SRC_ADD,DST_ADDR = all | fromé6toé6

❀OBJECT = IP��| any

❀PORT_NUM = portà=R

❀TCP_FLAG = S
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❀STATEFUL = keep state

31.5.11.1 ACTION (ÄÄÄ***)

❀Ä*é,+�{��{ÝafR��Ä*���Ç��������Ý9�ÇÄ*�,1&~�ÁÜ«Ä*�

�Õ

❀block ,+�*��¦Ý�{Ç�¿ïÝ�

❀pass ,+�*��¦Ý�{Ç�ã�Ý/,3Û��

31.5.11.2 IN-OUT

❀�Ç,Hì��Ñ��Òh��½4��¤4�ñ{�����Ç�E	����4in Ç��4out Çd

�RÃ�/,ª�5��

❀in ,+��aúa~�¦¦,InternetÚ�ÞBt{jâÝ�

❀out ,+��aúa~�ýR�ñtInternet{jâÝ�

31.5.11.3 OPTIONS

ÕÕÕ???: YJ 1����Á�½{~�ñ��

❀log ,+Ý>aúU�tipl ��(��ÁLOGGINGB�Ä�ë{�ø)Ç�*Ç¦���{{��

❀quick ,+�*Éñ{kj¦Ý�{Ç�1YÇ���ïÇY&z�ê"á4" «�Á{���YÇ 1
é�&~c*{ÿ®\ö4��{�

❀on ,+R�dz={ÖÁ*�Ç kj{�\I�z={Ö	Ìóifconfig(8){Qñ¥�+�&~YÇ 
1Ç����Ìa~tì�Ç�dz=Þ{ñ�jâÝÞ��{�c*{ÿ®\öÇ��&~YÇ 1�

❀h�9Ý�ÇÝ{>ÌúU�tIPLÝ���÷÷¥��Ëlog �E	Ç,1&~�Á�Ç�;n(�L�
ï~�)Õ

❀body ,+a3��9Ý{�128	�{���

❀first �*log �E	Zkeep state  13�&~Ç�YÇ 1�ó��ÇÝÞþ�ÇYøÒX~�9

��Ç�keep state�Ýfåê�

31.5.11.4 SELECTION

❀Y��Ä�ë{�E	,1~�Ä5�{Ý{au���Ç�E	Ì�Ç1ù��� 1�E	Ç3�

�,Æ¢¥ 
�Ç�1�4�J/~{auÇÇ¢����Á{~�&~Õ

31.5.11.5 PROTO

❀proto 4�ÇÌ��E	ÇÇ��¦ìÇ#�{� 1�E	{\&~�YÇ�{*~4�{ìÇ�½{

NF��&~c*{��ÿ®\öÇÒ��&~YÇ 1�
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❀tcp/udp | udp | tcp | icmp ÝÙÆó/etc/protocols ¥½B{NF��O{NF�E	tcp/udp

,1~��{TCPÝUDPÝÇZ�YÇ�E	{*~44�½LÞ{­���{f&�

31.5.11.6 SRC_ADDR/DST_ADDR

❀&~all �E#ÇäýÞ#h��from any to any�ó��{\ÙÆ�E	{<o�

❀from src to dst Õfrom Zto �E	Ì�4~u�{IP���Ä�{��Ñ��333���ÉñÍZø{Ü
Çkj�any 4�Ç,1~��{�?IP��{�O�E	�¾�Ç3,1&~from any to any Ýfrom

0.0.0.0/0 to any Ýfrom any to 0.0.0.0/0 Ýfrom 0.0.0.0 to any 1ùfrom any to 0.0.0.0 �

❀�*Ã�&~��Ùhu,+IP{�Ç,H��ÒÌif&�&~net-mgmt/ipcalc port,1ÐÏ�q
�®�>kD�Á{��ê��[ÞU�ÝÙhÕhttp://jodies.de/ipcalc�

31.5.11.7 PORT

❀�*�ÍÝø{�½ê�{à=Ç��Ò��a~�TCPZUDPÝê�h�Uà=�v���Ç,1�
½/etc/services ¥Ä½B{Ö	Ç�,1�z~à=Ru�½��*à=Rñ�óÍé6�}Ç�ú�

�4Íà=RÖ'�Ç�ú��4ø{à=R��&~c*{��ÿ®\öÇÒ��¦to é6{\&~Y

Ç 1�&~{¾�Õfrom any to any port = 80

❀é\Çà={�v,1õ«0*�qÇ?,&~X3{�v®n�$iÇ¤,1�½à={)��

❀port "=" | "!=" | "<" | ">" | "<=" | ">=" | "eq" | "ne" | "lt" | "gt" | "le" | "ge".

❀��½à=)�Ç,1&~"<>" | "><"�

´́́···: óÍZø{�{kj��Ç��&~�ÁÜÇkjÇb�ê&~c*{��ÿ®\ö�

31.5.11.8 TCP_FLAG

❀)��éTCP,H�~�YJ	ñ~u,HTCPÝ>{)��

❀c*{��ÿ®\ö&~flags S kju#/tcpÌ�
){>F�

31.5.11.9 STATEFUL

❀keep state ,+�*��ÇÝ¦���{Ç�ÙÇ kjaíÙ�çÕ{,Hå��

ÕÕÕ???: �*&~c*{ÿ®\öÇ�YÇ 14��{�
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31.5.12���çççÕÕÕ,,,HHH

❀�çÕ,HR�d�Þh*�«v5{Ýb¦uÿ®��*íÙÇÇkeep-stateÌÄÕ����Ç#�{
Ýóv5Ì�b�,Ç¥�	�\���Ç�êh��åVZÝ{ø{��-{Ì�4�H{v5Ýb¦

,Ç{�\I��*Ý¦YJ��XnÇ�R�Ä�áý�

❀çÕâÑ�&zICMPÝ�ê¦TCPÝUDPÌ�#��O$Ç�*3ó¨��5�Btã�{çÕâÑ
���{{ICMP¡n3Sh4/aÇ�YJ/aÌú�Ä�ã����Ä�IPF�êÿ®{ÝÇÑ,1*
�ì«Ù×Ì�{�\IÇý&Ç4��«NF{Ç�Ìúã����

❀Ä�	{/<4Õ

❀R�/,Ë�InternetÚ�{�dz=�ñ{ÝÇD�Ì²,ÄÕçÕ,{5���*Ý¦Ì�¥½Ï{
��ÇÝ�{Ç3Û�ÒÌã�Ý/,Ç?ÍcçÕ,¥{Ì�{b��få�Xa�Ù×Ì�{ÝÇ�

;\�bÉQñ��øV5��

❀�tË�InternetÚ�z={ÝÇ�Ì�²,ÄÕçÕ,{5���*Ý¦Ì�¥½Ï{��ÇÝ�{Ç
3Û�ÒÌã�Ý/,Ç?ÍcçÕ,¥{Ì�{b��få�Xa�Ù×Ì�{ÝÇ�;\�bÉQ�

��øV5��

❀hÌ��e�Çéa{1ÌóÄÕçÕ,¥Íø�

❀�çÕ,H&z3�êø¥���/ã�c{Ì���`cÌ�úã�/,Ç�Ä���{ÝÒÑú�Ä
�ã�/,Ç
��{Ý�ú�Ä�áý��*c{Ì�ú��Ç���{Ý�ÑXÌúã�/,��ç

Õ,H,�bnÝ
ÓÇó��ø�ÔâV�~{vy*Ôâu�Çä�ÍP{�´�Å�

31.5.13ÒÒÒ+++ããã���������øøø{{{¾¾¾���

❀�Á{��ø4�[�U:��\{Ò+ã�3Û���ø{�Ç)¾�Ò+ã�3Û��tã�{q

Öpass (/,)Ç
Ä�ÙÆ{6¯ÑÌúå��áý�Ï�~uâ�ÙÆåì{3Û�Ç/��w)��
d3Û��Ça&~�èÜÇ�dz=Ç?%/����Çz�tIf{�à(LAN)Ç
��L�z�XI
f{�à(InternetÚ�)��iÇ3Û��,1{���â�ÇÄäq{�Çø:−Y«¡nÁ*�Ìå3

Û��Ç/�óz�XIf�d{qÖìÞ&~�

❀ÝiFreeBSDó�{Ä�¡UNIX ø:/�ÑÌ&~lo0 ZIP��127.0.0.1 ~�v*ø:¥�\{/

µ�3Û�����ã�YJÝÃ���/,�

❀z�InternetÚ�{�dz=Ç48���?ã�R6¯>F�tInternet1ùzB/a{�0�Y�,�
4~�Ü*{PPPtun0 z=Ç�*3{��3DSLÝ��®��®ì#É{��

❀�*���4�zz����ã{ÇYJ�dz=Ò,���{�ã�u�YJLAN {Ýó
$�-Ç
1ùti�(Internet)Þ{éa{/,���

❀�Ä�uÇ��aú���®ÇÌ�{B�ÕÄ�ã���/,{z=��Ç�tÚ�z={��Ç1

ù��Ú�z={���

❀��ÇÚ�z=��¥Ç²�Ì�{t{��a�8�ó¦,�"�{ ��
!��Ç��a�4�

�Ý/,Ç?�9Ç¢�

❀�Á3Û���ø¥ÇOutbound\I4�J&~pass {��ÇYJ���½êã�6¯{Ú�Internet
qÖÇ?%�½êquick �on�proto �port Ç1ùkeep state YJ 1�proto tcp ��¤�½êflag

YÇ 1ÇYøÌ�{��ÇÝRñ�çÕå��

❀zB\I�D���Ä�Xæ�{ÝÇYø)�ÜÇX3{ÆO�Ù�4�?{Ý,�ZìJã�{�

Þ��?ó\I�{Ç
·¢æ���Ç
X4tYJÝ��¦allow ��\I�{Òã�Ç¢���Ù

�4Ç.²hf���{ÝúáýYG/Ç��?X4·¢���Õ{ÇO$��;\�£1��ý,�
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3Û���ø¥{�Ç\I{!�����Ñ4��?�9ÝÇY�Ï��WSÔâV���FÄ�F{

yâ�

❀�i�Ç��Õ?{/<4hâø:éXæ�{jâÝX)Ãa�ÃH{Ýaú¿ïZ>��YøÇÔ

âV"Ã��wÝ4dtHê3{ø:�ÔâVéø:ê�{ÖèÇÔ ø:Ä�{�-�ÒÖõ�Ý

9log first  1{���Ì�9Ç¢��'úþ��{ÝÇó¾�¥YÇ 1ú~��9nmap OS�«

æ����security/nmap 4ÔâV�~{�«~�æ�ø)ø:Ä~v*ø:{Óä�

❀�*3�têlog first ��{��ÇÒa�~ipfstat -hio ×
u���Ç��ú�{{'j��*

jøvLÇ�,+ø:tóItvy*Ôâ�

❀�*�9{Ý{à=R?X43Ä�w{Ç,1ó/etc/services

Ýhttp://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbersê�à=R/�{~E�

❀k��Á{��Çê�÷j&~{à=Õhttp://www.sans.org/security-resources/idfaq/oddports.php�

❀�Á4·ó��{ø:¥&~{qr{Ç:��\{Ò+ã�3Û���ø��z&~YÇ��øXÌÉ

3�Ä¯�Ç3Ä�){�4Õ:«�J3X��pass (ã�/,){qÖ�

❀�*ó��¥��êæ���{�9Ç��óinboundB�¥��������ø,�

❀3��R��Ç��¥{dc0 �¦�3ø:Þz�Internet{�dz=ÖÁÇ¾�Ç~�¢¸�{PPPa
�4tun0 �

❀ó/etc/ipf.rules ¥���Á{��Õ

################################################### ##############
# No restrictions on Inside LAN Interface for private networ k
# Not needed unless you have LAN
################################################### ##############

#pass out quick on xl0 all
#pass in quick on xl0 all

################################################### ##############
# No restrictions on Loopback Interface
################################################### ##############
pass in quick on lo0 all
pass out quick on lo0 all

################################################### ##############
# Interface facing Public Internet (Outbound Section)
# Match session start requests originating from behind the
# firewall on the private network
# or from this gateway server destined for the public Interne t.
################################################### ##############

# Allow out access to my ISP’s Domain name server.
# xxx must be the IP address of your ISP’s DNS.
# Dup these lines if your ISP has more than one DNS server
# Get the IP addresses from /etc/resolv.conf file
pass out quick on dc0 proto tcp from any to xxx port = 53 flags S k eep state
pass out quick on dc0 proto udp from any to xxx port = 53 keep sta te

# Allow out access to my ISP’s DHCP server for cable or DSL netw orks.
# This rule is not needed for ’user ppp’ type connection to the
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# public Internet, so you can delete this whole group.
# Use the following rule and check log for IP address.
# Then put IP address in commented out rule & delete first rule
pass out log quick on dc0 proto udp from any to any port = 67 keep state
#pass out quick on dc0 proto udp from any to z.z.z.z port = 67 ke ep state

# Allow out non-secure standard www function
pass out quick on dc0 proto tcp from any to any port = 80 flags S k eep state

# Allow out secure www function https over TLS SSL
pass out quick on dc0 proto tcp from any to any port = 443 flags S keep state

# Allow out send & get email function
pass out quick on dc0 proto tcp from any to any port = 110 flags S keep state
pass out quick on dc0 proto tcp from any to any port = 25 flags S k eep state

# Allow out Time
pass out quick on dc0 proto tcp from any to any port = 37 flags S k eep state

# Allow out nntp news
pass out quick on dc0 proto tcp from any to any port = 119 flags S keep state

# Allow out gateway & LAN users’ non-secure FTP ( both passive & active modes)
# This function uses the IPNAT built in FTP proxy function cod ed in
# the nat rules file to make this single rule function correct ly.
# If you want to use the pkg_add command to install applicatio n packages
# on your gateway system you need this rule.
pass out quick on dc0 proto tcp from any to any port = 21 flags S k eep state

# Allow out ssh/sftp/scp (telnet/rlogin/FTP replacements )
# This function is using SSH (secure shell)
pass out quick on dc0 proto tcp from any to any port = 22 flags S k eep state

# Allow out insecure Telnet
pass out quick on dc0 proto tcp from any to any port = 23 flags S k eep state

# Allow out FreeBSD CVSup
pass out quick on dc0 proto tcp from any to any port = 5999 flags S keep state

# Allow out ping to public Internet
pass out quick on dc0 proto icmp from any to any icmp-type 8 kee p state

# Allow out whois from LAN to public Internet
pass out quick on dc0 proto tcp from any to any port = 43 flags S k eep state

# Block and log only the first occurrence of everything
# else that’s trying to get out.
# This rule implements the default block
block out log first quick on dc0 all

################################################### ##############
# Interface facing Public Internet (Inbound Section)
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# Match packets originating from the public Internet
# destined for this gateway server or the private network.
################################################### ##############

# Block all inbound traffic from non-routable or reserved ad dress spaces
block in quick on dc0 from 192.168.0.0/16 to any #RFC 1918 pri vate IP
block in quick on dc0 from 172.16.0.0/12 to any #RFC 1918 priv ate IP
block in quick on dc0 from 10.0.0.0/8 to any #RFC 1918 private IP
block in quick on dc0 from 127.0.0.0/8 to any #loopback
block in quick on dc0 from 0.0.0.0/8 to any #loopback
block in quick on dc0 from 169.254.0.0/16 to any #DHCP auto-c onfig
block in quick on dc0 from 192.0.2.0/24 to any #reserved for d ocs
block in quick on dc0 from 204.152.64.0/23 to any #Sun cluste r interconnect
block in quick on dc0 from 224.0.0.0/3 to any #Class D & E multi cast

##### Block a bunch of different nasty things. ############
# That I do not want to see in the log

# Block frags
block in quick on dc0 all with frags

# Block short tcp packets
block in quick on dc0 proto tcp all with short

# block source routed packets
block in quick on dc0 all with opt lsrr
block in quick on dc0 all with opt ssrr

# Block nmap OS fingerprint attempts
# Log first occurrence of these so I can get their IP address
block in log first quick on dc0 proto tcp from any to any flags F UP

# Block anything with special options
block in quick on dc0 all with ipopts

# Block public pings
block in quick on dc0 proto icmp all icmp-type 8

# Block ident
block in quick on dc0 proto tcp from any to any port = 113

# Block all Netbios service. 137=name, 138=datagram, 139=s ession
# Netbios is MS/Windows sharing services.
# Block MS/Windows hosts2 name server requests 81
block in log first quick on dc0 proto tcp/udp from any to any po rt = 137
block in log first quick on dc0 proto tcp/udp from any to any po rt = 138
block in log first quick on dc0 proto tcp/udp from any to any po rt = 139
block in log first quick on dc0 proto tcp/udp from any to any po rt = 81

# Allow traffic in from ISP’s DHCP server. This rule must cont ain
# the IP address of your ISP’s DHCP server as it’s the only
# authorized source to send this packet type. Only necessary for
# cable or DSL configurations. This rule is not needed for
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# ’user ppp’ type connection to the public Internet.
# This is the same IP address you captured and
# used in the outbound section.
pass in quick on dc0 proto udp from z.z.z.z to any port = 68 keep state

# Allow in standard www function because I have apache server
pass in quick on dc0 proto tcp from any to any port = 80 flags S ke ep state

# Allow in non-secure Telnet session from public Internet
# labeled non-secure because ID/PW passed over public Inter net as clear text.
# Delete this sample group if you do not have telnet server ena bled.
#pass in quick on dc0 proto tcp from any to any port = 23 flags S k eep state

# Allow in secure FTP, Telnet, and SCP from public Internet
# This function is using SSH (secure shell)
pass in quick on dc0 proto tcp from any to any port = 22 flags S ke ep state

# Block and log only first occurrence of all remaining traffi c
# coming into the firewall. The logging of only the first
# occurrence avoids filling up disk with Denial of Service lo gs.
# This rule implements the default block.
block in log first quick on dc0 all
################### End of rules file ################## ###################

31.5.14 NAT

❀NAT4�d��Ý¦(Network Address Translation){ÀU�é��JYçLinux{|u�ÇYÇ�'w
)IP�ã(Masquerading)ÖNATZIP�ã4q\�ø{�'��IPF{NAT 
Ø{�1Õ�4ÇR3Û��
{ý�Û­�(LAN) á0�ÇISP
Ø{IP��uz�InternetÚ��

❀�J|,�Ì¯Ç�����Y�)��Ä
ÓÇISPÌ�:Û�~�
ØÄÕ{IP���ÄÕ��?�
ø�'~9tISPÑ�,�ztX3{IP��ÇÃX4f~��CR~9ÇÝ&~cable1ùDSL®��®
ì{0*�YÇIP43¦InternetÚ�b��&~{üP�

❀�ó�D�¥�ÊÑPC��6¯Internet{<o�3,���5ISP���ÑPCÄ&~{ÕÁ{Internet
BR�DÇ?%p�ÊÊ��"�

❀�êNATÇ3Ò����ÇISPBRÇl�R�i�ÑPC{��/,b¦åËzåuÇ?/,ä
qFreeBSDø:{�Ñåì*���ËzñV�NATÌ�Ä�R��ÑPCó��{LAN IP ��Çó¬

3Û��Ý¦�Ú�{IP���$iÇhjâÝ(Ã�Ç�R�q�5{Ý¦�

❀óIP��8-¥Ç��J�O{)�4â�Ø²,NAT {��LAN IP ��&~{�ÊâRFC 1918Ç,1
&~�ÁYJIP)�~���ÇÇ¢XÌóInternetÚ�Þ4�Õ

å)IP 10.0.0.0 - �eIP 10.255.255.255

å)IP 172.16.0.0 - �eIP 172.31.255.255

å)IP 192.168.0.0 - �eIP 192.168.255.255
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31.5.15 IPNAT

❀NAT��4/,ipnat ×
�ñ{�å�<Y�ÇNAT��Ìâ?ó/etc/ipnat.rules ©G¥�>k

Dipnat(1)ê�Íõ{-<�

❀�*óNAT.²éÄ��.���NAT��Ç,1��â?NAT ��{�Ç©GÇl�ó�qipnat ×


��Þ-CF kjÇ1Íøó~{NAT �\��,Ç1ùÄ��� H,¥.�{1�

❀�­c�ñNAT��Ç,1&~¡��Á{×
Õ

# ipnat -CF -f /etc/ipnat.rules

❀�*.���3ø:ÞNAT{:�fåÇ,1~�Á{×
Õ

# ipnat -s

❀�ïñh�{NAT,{nó�øÇ&~�Á{×
Õ

# ipnat -l

❀��+-û{få?�+¦��ÿ®Zh�{��/,1Õ

# ipnat -v

31.5.16 IPNAT ������

❀NAT��:�{�ÙÇ�ê7aÛ�~�Z�,~�{È«X3{�F�

❀Y°Ä�ë{��ª�.²ú;�Ç17a:Û~¢¸¥{�Ä<Y�qr{��ª�ÃcÇ>k

�ipnat(5)ÉåC~¥{�ë�

❀NAT��{U�¦�Á{¾�¡�Õ

map IF LAN_IP_RANGE -> PUBLIC_ADDRESS

❀�E#mapñ�ó��{!�Á�

❀RIF�¦�éi{�dz=Ö�

❀LAN_IP_RANGE4��¥{0�å&~{��)��/�<Y�ÇYa�4¡�192.168.1.0/24 {�

��

❀PUBLIC_ADDRESS�,14i�{IP��Ç�,140/32 YÇ�O{�E	ÇÇ,+I{tIF Þ{Ä�

���

31.5.17 NAT {{{ÓÓÓ***ÆÆÆ®®®

❀hÝ,LAN tH3Û�Ç
ø{��4Ú����ÇÇD�Ì/,outbound,H���z�uÇNATÌ
ztÝÇ?��º5�{~�ÿ®��Ç
��Ç�{{��R	H�NAT z�uÌÊâÝéa{z=Ö
	ZÍIP��5�Ä�{����*ÝZìÇNAT ���{Ç�Ì5�Ý{(ÍIP��Ç¾�Ç��{IP
��)4dóNAT ��¥F>&}�½{IP��)��{��*�{Ç�Ý{Æ��RúÊâ~0/32 �E

	�½{IP��­U�NATR5Ç{�\NAT,��$��ÇYøÇhÝ,InternetÚ�¥(Ã�ÇÒ�ê
²��nóÃÆ�{��IP��Ç?ó±�&~,Hì��uÿ®�
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31.5.18ééé~~~IPNAT

❀�é~IPNATÇ��ó/etc/rc.conf ¥���Á�Jªé�

❀&åì�êóX3{�dz=�-�qÝ{Ý�Ç��Õ

gateway_enable="YES"

❀�'
å��ÄéÄIPNATÕ

ipnat_enable="YES"

❀�½IPNAT��ø©GÕ

ipnat_rules="/etc/ipnat.rules"

31.5.19LLLnnnLAN ¥¥¥{{{NAT

❀é�ó�ÇLAN ¥�LÞPCÇ1ùÝ9õÇLAN {<oÇ²Ä�{��IP��Ñnót3�ÇÚ�IP
ÞÌs�ýÍXê{¯�ÇO�3�Çà=,�ó�õ)êNAT {LAN PCÞúõ'&~Ç?s��å�
�Ü«0�u¥�YÇ
��

31.5.19.1���½½½&&&~~~ýýýJJJààà===

❀Ê/{NAT��¡��Õ

map dc0 192.168.1.0/24 -> 0/32

❀ÞÁ{��¥ÇÝ{Íà=óÝ/,IPNAT��XÌ�	#�{�/,&~portmap �E	Ç3,1�

FIPNAT�&~�½)��{à=������Ç�Á{��RtIPNAT²Íà=���½)��{à
=Õ

map dc0 192.168.1.0/24 -> 0/32 portmap tcp/udp 20000:60000

❀&~auto �E	,1t{�#zÍ;\�JÇÇÌ�FIPNAT�Ä�5�,~{à=?&~Õ

map dc0 192.168.1.0/24 -> 0/32 portmap tcp/udp auto

31.5.19.2&&&~~~ÚÚÚ���������ÓÓÓ

❀éiL{LAN 
ÓÇ����ÌHtYø�Çø��Ç$�{LAN ��.²õtêÃ��~�ÇÚ��
�,�{ÇÝ��*�,~{�LÚ�IP��Ç�,1RYJ��*��Ç���Ó�u&~ÇtIPNAT
u,YJÚ�IP��¥� ~��Ý{��Ç?RÙ�YJÝ
Onó�ø�

❀¾�Ç�*R�ÁYÇ²Ä�ÝÑnót3�Ú�IP��{��Õ

map dc0 192.168.1.0/24 -> 204.134.75.1

❀ã*��ÇÒ,1~��Ùhu,HIP��)�Õ

map dc0 192.168.1.0/24 -> 204.134.75.0/255.255.255.0
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❀ÝV~CIDR��u�½{����êÕ

map dc0 192.168.1.0/24 -> 204.134.75.0/24

31.5.20ààà===­­­½½½555

❀:��q{�«)�4ÇRwebqÖì��GqÖì�jâEqÖì1ùDNSI/8tLAN Þ{X3
{PCÞ�Y«<Y�Çu�YJqÖì{�d�Þ�la�úNATÇb���Í�²��{�Þ�téa
{Û­�{PCÞ�IPNAT
ØêNAT ­½5å�u�ûYÇ¯���D�Á{<YÇ3{webqÖì
{LAN ��410.0.10.25 Ç
3{��{Ú�IP��420.20.20.5 Ç�,1�UYø{��Õ

rdr dc0 20.20.20.5/32 port 80 -> 10.0.10.25 port 80

❀ÝVÕ

rdr dc0 0.0.0.0/0 port 80 -> 10.0.10.25 port 80

❀�iÇ�,1tLAN ��10.0.10.33 Þäq{LAN DNSqÖìuÿ®Ú�Þ{DNS>FÕ

rdr dc0 20.20.20.5/32 port 53 -> 10.0.10.33 port 53 udp

31.5.21 FTPZZZNAT

❀FTP4�ÇóInternet���Yø�|ÄY���Ò.²ñ�{9�Ç��ÇÏÄåèZL¦4/,�~
{"4Ët�å{Ç
FTP�ú~�ó)Ï|Ê�-á0L©G���Çjâ{�\u?X4���D{
/<�¥�#��ÇFTPNF�ún�êtóoÄ¥{Internetö�Ç
Ç&~Ò©ub¦~�ÖZ=
{
b�Ç?��±øcñ�{�J�\�F
zt�#�FTP
ØêÜ«X3{ZÂÇýÌÄÜ*ZúÄÜ
*�ÜV{K/ó�jâ/w{OÁ0*�úÄÜ*#é
Ó�Í��\ÇO�jâ/w4��åftpÌ�
{�0OÁ{���FTP1ùÇÄ
Ø{X3Ü*Çóhttp://www.slacksite.com/other/ftp.html�qêiP{
�c�

31.5.21.1 IPNAT ������

❀IPNAT
Øê�Ç�O{FTPS® 1ÇÇ,1óNAT map��¥�½�Ç�ê)@Ä�i�{FTPÌ
ÄÝúÄÜ*{Ì�
)>FÇ?ÄÕ�
Oø�u{,Hì��Ç�K
~�jâ/w{à=R�Y

øÇÒ>øêFTP�ÄÌÉ3Û�Qu{Ç��L)��K
°à=Ä,�Qu{�\[§�

❀�Á{��,1ÿ®u���{FTP6¯Õ

map dc0 10.0.10.0/29 -> 0/32 proxy port 21 ftp/tcp

❀YÇ���êÿ®u���{FTP6¯Õ

map dc0 0.0.0.0/0 -> 0/32 proxy port 21 ftp/tcp

❀YÇ�ÿ®Ä�u���{:FTP�d�ÞÕ

map dc0 10.0.10.0/29 -> 0/32
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❀FTP map��a�óÊ/{map����ñ��Ä�{ÝÌ,!ÞÁ{��Ç��
)�q5���{{
~�4��ÖÁÇ��ÍIP��Ç1ùÇ4d4FTPÝ��*Ä�YJ��Ñ�{ÄÕÇ�FTPS®RO
Á�Çø�{,H��Ç1"tFTPÌ�{jâÝ�êt�ñ�Ç3�éYJÝ�qNAT�Ä�{LAN j
âÝÇ�*���{�����Ç�Ì���A�{�Á{��Ç?!ªúNAT�

31.5.21.2 IPNAT FTP ,,,HHH������

❀�*&~êNAT FTPS®Ç�����FTP
O�Ç���

❀�*X&~FTPS®ÇÒ���ÁY®Ç��Õ

# Allow out LAN PC client FTP to public Internet
# Active and passive modes
pass out quick on rl0 proto tcp from any to any port = 21 flags S k eep state

# Allow out passive mode data channel high order port numbers
pass out quick on rl0 proto tcp from any to any port > 1024 flags S keep state

# Active mode let data channel in from FTP server
pass in quick on rl0 proto tcp from any to any port = 20 flags S ke ep state

31.6 IPFW
❀IPFIREWALL (IPFW)4�Ç�FreeBSD�å{3Û�a~�GÇÇ�FreeBSD{�ÑVÄÊ�UZ�
��Ç&~ê�:{ÃçÕ��Z���U0*Ç1ÏHt;\çÕ\öÄÏ�{ø)�

❀)ï{FreeBSD�ã¥ÇIPFWÄÉñ{��øø¾(,1ó/etc/rc.firewall Z/etc/rc.firewall6

¥It):�;\ÇOFX�X�����z&~��ø¾¥��&~çÕ,HÇ
�Õ�óL\I{{�
¥Ñ4:��~{ÇO$Y��?X1ø:�Q{ø¾*�äú�

❀IPFW{ÃçÕ��ª�Ç4��«
Ø�ì{ 
�Å{�b|Ñ{ÇY«�bÏÏ§ñê�Ä{3Û
��ã|Ê{�#y²�IPFW4�w�Û�~�Ç1ù=º���b{�
�PV¢é�°ÿ{Ý 
�
F
÷�{��q\:8IPFW{��Äp�{�L�ÅÇ��éX3{NF{û��ý�{ê�Ç?Êâ
Ç¢Õ�{Ý>fåu�U���Y�ÿ/{-û�c§ñêYýC~{)��

❀IPFW�ÔÇ\I�ÄÇÙÌ��G4�X{3Û�,H��ÿ®ìÇùÙøÄ{jâÝ�AÓä���
Óä�~1þ�NATÓä{divert (Ý�)���°ÿ�O~EÓä�dummynet�Þroå�Çfwd rule

Ý�ÓäÇ�zÓäÇ1ùipstealthÓä�IPFW|ÑIPv4ZIPv6�

31.6.1ééé~~~IPFW

❀IPFW4äý{FreeBSD�ã{�\IÇ1\Õ{,�ñ�XÜL{o*
Ø��*órc.conf ¥�

�firewall_enable="YES" ªéÇÒÌ�Ä��ñéa{�XÜL�ø:3K®&~�Ç
Ø{NAT Õ
�Ç�Ä<Y�?X��²IPFW��FreeBSD{�X�

❀�*Rfirewall_enable="YES" ��trc.conf ¥?­céÄø:Ç��ïfåRóéÄ,Ç¥Ç1°

à{¸º�+ñuÕ

ipfw2 initialized, divert disabled, rule-based forwardin g disabled, default to deny, logging disabled
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❀,�ñ�XÜLó�H���ê�9��{�Å��é~��Õ�Ç?{�-û���9{!�Ç��

ó/etc/sysctl.conf ¥���J{��YJ÷�Ró­céÄ��	HÕ

net.inet.ip.fw.verbose=1
net.inet.ip.fw.verbose_limit=5

31.6.2���XXX   111

❀²�ï 1ó�HFreeBSD�X�Ò��Ç?X4é~IPFWÄ��{Çø:3��&~NATÕ��Y°
�4RYJ 1*�òµ�#u�ë�

options IPFIREWALL

❀YÇ 1RIPFW*��X{�\Iué~�

options IPFIREWALL_VERBOSE

❀YÇ 1Ré~�9/,IPFW{�{êÝ9log �E	��{��ÇÝ{Õ��

options IPFIREWALL_VERBOSE_LIMIT=5

❀1�1{0*Ç!�/,syslogd(8)�9{Ý{Çj��*ó�v�ò{¢¸��93Û�{ÙÄ,�Ì
��YÇ 1�Ç�ê�½�ó{bésyslog{vy*áýqÖÔâ�

options IPFIREWALL_DEFAULT_TO_ACCEPT

❀YÇ 1å��ã�Ä�{Ý/,3Û�Ç�*34��'{�3Û�Ç&~YÇ 1R4�ÇXF{

Ì?�

options IPDIVERT

❀Y� 1é~NATÕ��

ÕÕÕ???: �*�X 1¥����IPFIREWALL_DEFAULT_TO_ACCEPTÇ
{�&~{��ø¥���Òh��½ã

�Ëz��{��Çå�<Y�Ç�týåZ,ýå�ñ{Ä�ÝÑÌú���

31.6.3 /etc/rc.conf Options

❀é~3Û�Õ

firewall_enable="YES"

❀� 
�FreeBSD
Ø{�«3Û�¡n¥{�«u*�å�{�Ç3��ÝÖ/etc/rc.firewall ©G

? ñ\7{¡nÇl�ó/etc/rc.conf ¥��¡��Á{{�Õ

firewall_type="open"

❀3¤,1�½�ï{�����Õ
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• open −ã�Ä��Þ/,�

• client −�â�ýå�

• simple −â�rÇ�d�

• closed −q\¢�øÃ¢÷÷�i{\\IP�Þ�

• UNKNOWN−¢��ñ3Û����

• filename −t3Û���©G{ýé4»�

❀�Ü«�ñ�½Bipfw 3Û���{0��Ù�4R#Þfirewall_type ÷�Ý9XQipfw(8)×
q 
1{333ÛÛÛ���������©G{qr4»��Á4�Ç;\{��ø¾�Õ

add deny in
add deny out

❀ø$�iÇ�,1Rfirewall_script #Þ÷�Ý9ipfw ×
{,�qlýÇYøYÇlýÌóéÄ�

�Ä�q�¦�Á��ø©G�${��lý��Õ

❀ipfw ×
4ó3Û�äq�Ç~�óÙ�\��,¥CÓÅ���ÝÍø3Û���{)ïÓä�Y�

0�{¯�ó�Ç�`3{���®åÝ*åÇ�Ä���ÝÍøÝ��{���Ò¿«ê�²Ä�{�

�ÑUt�Ç©G¥Ç?óéÄ�&~YÇ©Gu�ñ��ÇÝ�'L�Þ��¦3Û���Ç��M?

&~Y°�ë{0��

❀ipfw {��Ç:�"~{Õ�4RÄ�tóäq{3Û����+ñu�IPFW{�Bå�Ì���Ç
��ÄÕ�
O�jìÇ~1�9¦Ç¢�{{Ý{jÞ�ó�A��{,Ç¥Çïñ��ùÙ�jì4

ê�Ç¢4dÓ*t�{­�Cã�

❀�~�ïñÄ�{��Õ

# ipfw list

❀ïñÄ�{��Ç3�Éñ!��'�{{�-�Õ

# ipfw -t list

❀ïñÄ�{�Bfå��{��{Ý{jÞÇ1ù��ýü���ï4��{�RÇ±�4�ñÝ�{

{jÞÇ��Ý{�{jÞÇ!�4��ýü�

# ipfw -a list

❀ïñÄ�{ÄÕ��Z·Õ��Õ

# ipfw -d list

❀3��+.,Ï{ÄÕ��Õ

# ipfw -d -e list

❀R�jì8�Õ

# ipfw zero

❀�²��R�NUM {�jì8�Õ

# ipfw zero NUM
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31.6.4 IPFW������øøø

❀��ø4����UP{�âÝ{�û|ã�/,Ý��IPFW���Ý{v5b¦�Äê�ÇÌ�b
��3Û���øÌ*~�u��InternetÚ�{Ý1ù�ø:�ñuÃaYJÝ{jâÝ���ÇTCP/IP
qÖ(¾�telnet, www,�G��)Ñ�NF½�½BêÙ�Y()&)à=��t�½qÖ{ÝÌ,Í��&
~:�Y(°�R)à=�ñÇ?�t�½qÖóø{��{éaà=�Ä�YJkj(¾�Õà=Z��Ä
Ñ4,1�3Û���Ä¼~{Çg/4dã�qÖ/,{)ï�

❀h�jâÝ��3Û��ÇÌ,��ø°{��Ç��
)�q�vÇ?�º5���q�{�hÝ¦

ìÇ 
��kj#�{�ÇRÌ�q��Ä½B{Ä*Ç?*���ø�Â�Y«|QÇ/��úÁ

*�!��{VÜ��{�Â0���*���[¦Ý#�{{��Ç��ÇÒÌÊâ��{IPFWå�
��Ç�Ò465535R���Ü��Ä<Y�YÇ��4��ÝÇ
%XÉñ�[Ãa�

ÕÕÕ???: �*��½B{Ä*4count �skipto Ýtee ��{�Ç�ÂÌ���

❀Y°Ä�ë{��ÇÑ4&~ê�JÝ9çÕÕ�{Ç�Ò4keep state �limit �in �out 1ùvia  

1{���Y4�UÒ+ã�3Û���øÄ�{äýU%�

´́́···: óv*3Û����a��q/Ç�*v*XhÇi�4R��'ÃóiÁ�

31.6.4.1������ªªª���

❀Y°Ä�ë{��ª�.²²,ê;�Ç�ÝiêOÁ)ï{Ò+ã�3Û���øÄ��{�J��

ê�qr{��ª��ÒÇ>kDipfw(8)ÉåC~�

❀��4��E	�Ä{ÕYJ�E	��1�½{~�,&t�VU��Á{�ë¥Ç�E	&~/�

,+�ìJ�E	¤Ýiê� 1ÇYJ� 1ýü,��4�E	Ç�J¤,1Ý9Íõ{� 1�

❀#~�,+
)�ãÕ:�Ç,1ñ�ó�Ç��{�ÁÇ�,1Õ3�q�8qÌú�Q�

❀CMD RULE_NUMBER ACTION LOGGING SELECTION STATEFUL

31.6.4.1.1 CMD

❀��Çc{��Ña1add*��íÇÇ,+R�����\,�

31.6.4.1.2 RULE_NUMBER

❀�����Ñ¦�Ç)�ó1t65535�-{���R#�É�

31.6.4.1.3 ACTION

❀��Ç��,1¦�ï{Ä*��#�ÉÇÄ�½{Ä*Ró��{jâÝ¦��Ä�½{ 
)ï#

�{��q�

❀allow | accept | pass | permit

❀YJ�E	Ñ,+ã��{��{Ý/,3Û�Ç?*����Â���

❀check-state
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❀ÊâÄÕ��,5�jâÝ��*�{Ç��q��Ä�½{Ä*Ç=ý	ÄÄÕ��Öd�ÇÝ#t

��Ç���check-state���� 
)ï��*��ø¥��check-state��Ç�Ìó��Çkeep-state
Ýlimit ��ÿÇéÄÕ��,"�5��

❀deny | drop

❀YÜÇ�E	Ñ,+¿ï�{��{Ý�3�Ç*����Â���

31.6.4.1.4 LOGGING

❀log or logamount

❀hjâÝ¦Qlog �E	{���{�ÇR/,Ö�SECURITY{facility u²>å�9tsyslogd(8)��
�ó�9{'j��§,logamountkjÄ�½{'j�ÇbÌ�9����*���½logamount Ç�Ì

1sysctl#Þnet.inet.ip.fw.verbose_limit Ä�½{!��ï��*RYÜ«!�����½��Ç

�,+X*!���*Htê!�jÇ,1/,R��{���jÝÝ�j8�u­cé~��Ç>k

Dipfw reset log ×
uê�û��

ÕÕÕ???: ��4óÄ�ÙÆ�{�GÑèyÄÕ��ÇóbéÝ"�!ªÄ*(accept, deny)���q{�3,1�
qû½ýJ��aé~���

31.6.4.1.5 SELECTION

❀Y��Ä�ë{�E	Ì�~uÃc5�Ý{ýJauÇ~1gäÝ4d¦��#�{��Á4�J/

~{~��{Ý�n{auÇÇ¢���~�&~Õ

❀udp | tcp | icmp

❀�,1�½ó/etc/protocols ¥Ä½B{NF�YÇ�½B{4�{{NFÇó��¥���½Ç�

❀from src to dst

❀from Zto �E	~��{IP�����¥��333����½ÍZø{ÜÇkj��*���{�?IP�
�Ç,1&~�O�E	any�¤��Ç�O�E	ÇýmeÇ~��{3{FreeBSDø:ÞÄ��dz=Þ
Ä{�{IP��ÇÇ,1~�,H�dÞ{ÙÆ�®åt3Û�(�Ò4ýå)Ç¾�from me to any

Ýfrom any to me Ýfrom 0.0.0.0/0 to any Ýfrom any to 0.0.0.0/0 Ýfrom 0.0.0.0 to any

Ýfrom any to 0.0.0.0 1ùfrom me to 0.0.0.0 �IP��,1/,Q�{IP��/Ùh�Ý(CIDR�
�)ÇÝV�ÇQ�{IP��{o*u�½�Y4�U���Ä��{�&~net-mgmt/ipcalc port,1~
u;��®���YÇÓä{ÍõfåÇ�,k�Ç{Ì�Õhttp://jodies.de/ipcalc�

❀port number

❀YÇkjÌ�~��J|Ñà=R{NF(¾�TCPZUDP)��*�/,à=R�{ìÇNFÇÒ���
½YÇkj�$iÇ�,1/,qÖ{Ö	(Êâ/etc/services )u�½qÖÇYøÌ�&~j	�½à
=R�
�J�

❀in | out

❀#a�Ç�{��Z�ñ{Ý�Y°{in Zout Ñ4�E	Çó�U�{���Ç��*�ÙÆ�G{

�\Iu&~�

❀via IF
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❀Êâ�½{�dz={ÖÁ°h��{�ñ{Ý�Y°{via �E	R&zz=ÖÁÄ��{,Ç{�\

I�

❀setup

❀��{TCPÌ�{�å>FÇÒ��&~Ç�

❀keep-state

❀Y4�Ç��&~{�E	�ó�	�{�Ç3Û�R
O�ÇÄÕ��ÇÙå�q�4Ç�{&~3

�NF{�,Ítø{IP/à={v5�d�Þ�

❀limit {src-addr | src-port | dst-addr | dst-port}

❀3Û��ã��{���Ç¦�½{kj#3{N ÇËz�,1�½�è�ÇÍÝø{��ùà

=�limit Zkeep-state X�ó3���¥3�&~�limit 
Øê¦keep-state #3{Õ�Ç?��

ê�JÕ�{�Å�

31.6.4.2çççÕÕÕ������   111

❀�çÕ,HR�d�Þh*�«v5{Ýb¦uÿ®�Ç
Øê�«�i{5��ÅÇ~15�Ì�¥

{Ý4du�!ð{��VÇ?ó$¬v5Ýb¦{���qÌ���*Ý¦YJ��XnÇ�R�Ä�

áýÇ¢�

❀check-state ~u#/óIPFW��ø¥{Ý4dn\ÄÕ��å�{����*�{Ç�ã�Ý/,Ç
$�3Û�R
O�Çc{ÄÕ��u�{v5b¦¥{��ÇÝ��*X�{Ç�R���A��ø¥

{��Ç���

❀ÄÕ��å�óSYN-floodÔâ�49¦{ÇO�Y«<YÌ�	LÞ{ÄÕ��Ç,
Q¦ýÍ��ê
��Y«ÔâÇ,FreeBSD¥��ê�Çw)limit {c 1�YÇ 1,1~u!�n\��{Ì�ã

�{?�Ëzj��*ÄÕ��,¥{��j§,limit {!�jÞÇ�ÝRú¿ï�

31.6.4.3���999333ÛÛÛ���>>>ååå

❀�9��{Pÿ4�
4D{ÕÇ
Øêó/�5�Ä�	{çY{0�Ç¾�ýJÝú¿ïêÇYJ

Ý{uÍZø{�Ç,
�3
ØItÔâVÄ�{yâ�

❀ý&é~ê��å�ÇIPFW�XÌ�q	Ä�[��{���3Û��®Ê���½��ø¥{ýJ�
�a��9��Ç?óYJ��Þ��log Ä*��Äu�Ç��deny��a�9��Ç¾�é���
{ICMP ping{deny����iÇ���å�{ipfwªôdeny���Ç?��log Ä*u*�3{��ø

{!������4i�D{~��YøÇ3Ò��t���{�[����{�JjâÝ�

❀��4�²v�JÇ�*X����1¼~Ç�,�Ì �,õ{��jâ¥Ç?s��cú��¬

w�R�c�w4DoSÔâ!���{C������syslogdøêÌR��U��c�iÇ¤ÌQñ
troot{;�Ñ¶ôÞÇO$�,õ{��få4it|�Û{/<�

❀IPFIREWALL_VERBOSE_LIMIT=5�X 1R!�3�Ç���tø:��Ç�syslogd(8){Ë�>å{j
Þ�h�Xé~êYÇ 1�Çì��½��Ä�	{Ë�>å{jÞRUº�YÇj	��Äu�Ç�

�Í�,Ë�200��Ü�ø{��få¥ÜRÍõ�~{få�Þ¾u�Ç�*3�Ç���	ê5'>
å?ú�9tsyslogdÇ��{#3{>åRú�jÇ?4�ÁYø�ÉsyslogdÕ

last message repeated 45 times
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❀Ä��9{jâÝÝ>åÇå�<Y�Ì!ªUt/var/log/security ©G¥Ç�V

ó/etc/syslog.conf ©G°�qê½B�

31.6.4.4���UUU������lllýýý

❀ýLõj�²è{IPFW~�Ì
O�ÇÝ9��{©GÇ?%Ç��ê1lýo*äq{0*uVU�
Yø)!L{�ÇPÿ4Ç,1L�Þ�mc3Û���Ç
Ã�­céÄø:Ò�êíÙÇ¢�Y«0

�ó�Ac���Ì:�0"ÇO�3�,Çó���,1õ'�q�*�lýÇ3,1&~nR�¦u

ÞU�J²���&~{�Ç?~3�ÇnRóõÇ��¥'��,HÇ��ÁRÉñ�Ç¾��

❀YÇlý&~{ª�3sh(1)�csh(1)1ùtcsh(1)lý/��nR�¦	ã&~�ÃnR$*��í�nR
	ãýü?X&~$�í�nR�¦	ã{���&~"vZR" iåu�

❀,1&~¡��Á{��©GÕ

############### start of example ipfw rules script ####### ######
#
ipfw -q -f flush # Delete all rules
# Set defaults
oif="tun0" # out interface
odns="192.0.2.11" # ISP’s DNS server IP address
cmd="ipfw -q add " # build rule prefix
ks="keep-state" # just too lazy to key this each time
$cmd 00500 check-state
$cmd 00502 deny all from any to any frag
$cmd 00501 deny tcp from any to any established
$cmd 00600 allow tcp from any to any 80 out via $oif setup $ks
$cmd 00610 allow tcp from any to $odns 53 out via $oif setup $ks
$cmd 00611 allow udp from any to $odns 53 out via $oif $ks
################### End of example ipfw rules script ##### #######

❀YÒ4Ä�){\\/<ê�¾�¥{��?X­�ÇÇ¢Ì�4~u,+�[&~nR�¦�

❀�*²ÞÁ{¾�â?t/etc/ipfw.rules ©G¥��Á{×
uÌ­c�ñ���

# sh /etc/ipfw.rules

❀/etc/ipfw.rules YÇ©G,18t�[ �Ç�,1×Ö�±"��/{Ö	�

❀�,1CÓ�q�Á{×
uHt¡�{ø{Õ

# ipfw -q -f flush

# ipfw -q add check-state

# ipfw -q add deny all from any to any frag

# ipfw -q add deny tcp from any to any established

# ipfw -q add allow tcp from any to any 80 out via tun0 setup keep-state

# ipfw -q add allow tcp from any to 192.0.2.11 53 out via tun0 setup keep-state

# ipfw -q add 00611 allow udp from any to 192.0.2.11 53 out via tun0 keep-state
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31.6.4.5QQQçççÕÕÕ������øøø

❀1�{Y�:-NAT��øÇ4�[�U:��\{’Ò+ã�’ 3Û�{�Ç¾��Ò+ã�3Û��ã
��{êpass��{Ý/,Ç
å���Ä�{ÙÆjâÝ�~uâ�rÇ�ã{3Û�Ç�è���Ü
Ç�dz=Ç?%ÙÞ��{���Ç1"t3Û�t�Ó*�

❀Ä�¡UNIX v*ø:Ç�ÝiFreeBSDÇÑ÷��ã�&~�dz=lo0 ZIP��127.0.0.1 uqÄv

*ø:�\{/µ�3Û���Ý9����Ç&YJjâÝ�êÃF��B��

❀z�InternetÚ�{�Ç�dz=ÞÇa�{�GYZ6¯;�Çu!�éi{6¯Ç1ùu�InternetÚ
�{6¯�YÇz=i,�43{~�ÕPPPz=Ç¾�tun0 ÇÝV3zóDSLÝ��modemÞ{���

❀�*��è�Ç��z�ê3Û��{��LANÇ����YJz={���Ç1"tYJz=�-{
Ý�ê~¤�/,�

❀Ä�{��aú���®Ç\IÇÄ�aÃ���/,{��ÇÚ�{�ñ��Ç1ùÚ�{zB�

��

❀Ú�z=#�{��{~�Ça�4!²�~t{8ó¦,�"�{ �Ç
!��Ç��Ç�a�4

���Çz=ó��05Þ{Ý�

❀�ñ\I{���Ý9�Jallow ��Çã� ½{�J��KINF{à=RÄ�½{NF/,Ç1ã

�6¯InternetÚ�Þ{YJqÖ�Ä�{��¥Ñ�½êproto �port �in/out �via 1ùkeep state

YJ 1�proto tcp ��3��½setup  1ÇuKI
)NFÌ�{ÝÇ1þ�RÝ8�keep state�
�,¥{Ä*�

❀zB\I�D���Ä�Xæ�{ÝÇYø)�ÜÇX3{ÆO�Ù�4�?{Ý,�ZìJã�{�

Þ��?ó\I�{Ç
·¢æ���Ç
X4tYJÝ��¦allow ��\I�{Òã�Ç¢���Ù

�4Ç.²hf���{ÝúáýYG/Ç��?X4·¢���Õ{ÇO$��;\�£1��ý,�

3Û���ø¥{�Ç\I{!�����Ñ4��?�9ÝÇY�Ï��WSÔâV���FÄ�F{

yâ�

❀�i�Ç��Õ?{/<4hâø:éXæ�{jâÝX)Ãa�ÃH{Ýaú¿ïZ>��YøÇÔ

âV"Ã��wÝ4dtHê3{ø:�ÔâVéø:ê�{ÖèÇÙÔâ{
Ý�ÒÖL��*X�w

à=RÇ,1�Ý/etc/services/ Ýthttp://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers?
�I��à=RÇ1ê�Ù~E��iÇ3�,1óYÇ��Þê��D÷jÄ&~{à

=Õhttp://www.sans.org/security-resources/idfaq/oddports.php�

31.6.4.6ÒÒÒ+++ããã���������øøø{{{¾¾¾���

❀�Á4�Ç:-NAT{��øÇÇ4�Çqr{Ò+ã���ø�&~Ç*�3{��øXÌ���¯
����²�JX��{qÖéa{pass��Õ:«Ò,1ê��*3ó��¥�t>åÇ
%X.ò�
tÇ¢Ç��ózB\I���Ç�Çdeny ���3,���²dc0 ��z�Ú�{z={Ö	�é�&

~~�ÕPPP{~�
ÓÇa�4tun0 �

❀YJ��$¬�½{Ü*�

• Ä�>FInternetÚ�ÞqÖ{Ì�
)ÝÇÑ&~êkeep-state �

• Ä�u�Internet{GYqÖ>FÇÑf~êlimit  1u3�vy*Ôâ�

• Ä�{��Ñ&~êin ÝVout u�Ò05�

• Ä�{��Ñ&~êvia z=Öu�½a��{/,ý�Çz={Ý�

❀YJ��Ña8t/etc/ipfw.rules �
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################ Start of IPFW rules file ############### ################
# Flush out the list before we begin.
ipfw -q -f flush

# Set rules command prefix
cmd="ipfw -q add"
pif="dc0" # public interface name of NIC

# facing the public Internet

################################################### ##############
# No restrictions on Inside LAN Interface for private networ k
# Not needed unless you have LAN.
# Change xl0 to your LAN NIC interface name
################################################### ##############
#$cmd 00005 allow all from any to any via xl0

################################################### ##############
# No restrictions on Loopback Interface
################################################### ##############
$cmd 00010 allow all from any to any via lo0

################################################### ##############
# Allow the packet through if it has previous been added to the
# the "dynamic" rules table by a allow keep-state statement.
################################################### ##############
$cmd 00015 check-state

################################################### ##############
# Interface facing Public Internet (Outbound Section)
# Interrogate session start requests originating from behi nd the
# firewall on the private network or from this gateway server
# destined for the public Internet.
################################################### ##############

# Allow out access to my ISP’s Domain name server.
# x.x.x.x must be the IP address of your ISP.s DNS
# Dup these lines if your ISP has more than one DNS server
# Get the IP addresses from /etc/resolv.conf file
$cmd 00110 allow tcp from any to x.x.x.x 53 out via $pif setup k eep-state
$cmd 00111 allow udp from any to x.x.x.x 53 out via $pif keep-s tate

# Allow out access to my ISP’s DHCP server for cable/DSL confi gurations.
# This rule is not needed for .user ppp. connection to the publ ic Internet.
# so you can delete this whole group.
# Use the following rule and check log for IP address.
# Then put IP address in commented out rule & delete first rule
$cmd 00120 allow log udp from any to any 67 out via $pif keep-st ate
#$cmd 00120 allow udp from any to x.x.x.x 67 out via $pif keep- state

# Allow out non-secure standard www function
$cmd 00200 allow tcp from any to any 80 out via $pif setup keep- state

# Allow out secure www function https over TLS SSL
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$cmd 00220 allow tcp from any to any 443 out via $pif setup keep -state

# Allow out send & get email function
$cmd 00230 allow tcp from any to any 25 out via $pif setup keep- state
$cmd 00231 allow tcp from any to any 110 out via $pif setup keep -state

# Allow out FBSD (make install & CVSUP) functions
# Basically give user root "GOD" privileges.
$cmd 00240 allow tcp from me to any out via $pif setup keep-sta te uid root

# Allow out ping
$cmd 00250 allow icmp from any to any out via $pif keep-state

# Allow out Time
$cmd 00260 allow tcp from any to any 37 out via $pif setup keep- state

# Allow out nntp news (i.e., news groups)
$cmd 00270 allow tcp from any to any 119 out via $pif setup keep -state

# Allow out secure FTP, Telnet, and SCP
# This function is using SSH (secure shell)
$cmd 00280 allow tcp from any to any 22 out via $pif setup keep- state

# Allow out whois
$cmd 00290 allow tcp from any to any 43 out via $pif setup keep- state

# deny and log everything else that.s trying to get out.
# This rule enforces the block all by default logic.
$cmd 00299 deny log all from any to any out via $pif

################################################### ##############
# Interface facing Public Internet (Inbound Section)
# Check packets originating from the public Internet
# destined for this gateway server or the private network.
################################################### ##############

# Deny all inbound traffic from non-routable reserved addre ss spaces
$cmd 00300 deny all from 192.168.0.0/16 to any in via $pif #RF C 1918 private IP
$cmd 00301 deny all from 172.16.0.0/12 to any in via $pif #RFC 1918 private IP
$cmd 00302 deny all from 10.0.0.0/8 to any in via $pif #RFC 191 8 private IP
$cmd 00303 deny all from 127.0.0.0/8 to any in via $pif #loopb ack
$cmd 00304 deny all from 0.0.0.0/8 to any in via $pif #loopbac k
$cmd 00305 deny all from 169.254.0.0/16 to any in via $pif #DH CP auto-config
$cmd 00306 deny all from 192.0.2.0/24 to any in via $pif #rese rved for docs
$cmd 00307 deny all from 204.152.64.0/23 to any in via $pif #S un cluster interconnect
$cmd 00308 deny all from 224.0.0.0/3 to any in via $pif #Class D & E multicast

# Deny public pings
$cmd 00310 deny icmp from any to any in via $pif

# Deny ident
$cmd 00315 deny tcp from any to any 113 in via $pif
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# Deny all Netbios service. 137=name, 138=datagram, 139=se ssion
# Netbios is MS/Windows sharing services.
# Block MS/Windows hosts2 name server requests 81
$cmd 00320 deny tcp from any to any 137 in via $pif
$cmd 00321 deny tcp from any to any 138 in via $pif
$cmd 00322 deny tcp from any to any 139 in via $pif
$cmd 00323 deny tcp from any to any 81 in via $pif

# Deny any late arriving packets
$cmd 00330 deny all from any to any frag in via $pif

# Deny ACK packets that did not match the dynamic rule table
$cmd 00332 deny tcp from any to any established in via $pif

# Allow traffic in from ISP’s DHCP server. This rule must cont ain
# the IP address of your ISP.s DHCP server as it.s the only
# authorized source to send this packet type.
# Only necessary for cable or DSL configurations.
# This rule is not needed for .user ppp. type connection to
# the public Internet. This is the same IP address you capture d
# and used in the outbound section.
#$cmd 00360 allow udp from any to x.x.x.x 67 in via $pif keep-s tate

# Allow in standard www function because I have apache server
$cmd 00400 allow tcp from any to me 80 in via $pif setup limit sr c-addr 2

# Allow in secure FTP, Telnet, and SCP from public Internet
$cmd 00410 allow tcp from any to me 22 in via $pif setup limit sr c-addr 2

# Allow in non-secure Telnet session from public Internet
# labeled non-secure because ID & PW are passed over public
# Internet as clear text.
# Delete this sample group if you do not have telnet server ena bled.
$cmd 00420 allow tcp from any to me 23 in via $pif setup limit sr c-addr 2

# Reject & Log all incoming connections from the outside
$cmd 00499 deny log all from any to any in via $pif

# Everything else is denied by default
# deny and log all packets that fell through to see what they ar e
$cmd 00999 deny log all from any to any
################ End of IPFW rules file ################# ##############

31.6.4.7���ÇÇÇNAT ZZZQQQçççÕÕÕ������øøø{{{¾¾¾���

❀�&~IPFW{NATÕ�Ç¤���q�J�i{{��øêÙÆIPFIREWALLªé�iÇ¤��ó�X
�H{�¥�Þoption IPDIVERT ªé�

❀ó/etc/rc.conf ¥ÇøêÊ/{IPFW{��iÇ¤����Õ

natd_enable="YES" # Enable NATD function
natd_interface="rl0" # interface name of public Internet N IC
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natd_flags="-dynamic -m" # -m = preserve port numbers if pos sible

❀RQçÕ��¦divert natd ��(�d��Ý¦)Ì&��ø{�U#z:��ì�check-state { 

�Ç1ùdivert natd ��R#z:��E�Yø�uÇÒXò�;\{~�ÿ®\ö�Çê�
Øê�

«c{Ä*¡nÇÁ�skipto ��&~skipto ×
ÇÒ��É��Ç���q�RÇ1h½skipto ��

R43æ�!Ýt{ ��

❀�ÁÉñê�J��Õ:{¾�u�Ò�[�UYø{��Ç~1ÐÏ3®�Ýÿ®��ø{ÿ®~

��

❀ÿ®�Ç,��©G!Þ�{��Ç��
)ÿ®Ç?�º5���A��Ç��Ç�tIt�{{�

�Ç%jâÝ,3Û�¥8ñ���>Õ?��R100 101Ç450Ç500Ç1ù510{ �:�­��YJ�
�;��ñZzB{Ý{��Ý¦,ÇÇYøÇ¢ókeep-stateÄÕ,¥{éa1¥Ò�ê¦��{LAN IP
���É���Ç��Õ?{4ÇÄ�{allowZdeny��Ñ�½êÝ{05(�Ò4outboundÝinbound)
1ù�dz=�!�Ç>Õ?Ä��ñ{Ì�>FÑÌ>Fskipto rule 500 1qÄ�d��Ý¦�

❀�Á1LAN ~�&~web¨�ì6¯�Çweb�Á�¾�Web�Á&~80uqÄ/µ�hÝ��3Û�
�Ç��100?X�{ÇO�Ç4�ñ
X4Bt{Ý�Ç�ê/,��101ÇO�Y4��ÇÝÇO
Ç
¤����ÄÕçÕâÑ,�Ý!ªtH��125Ç?�{����!ªÇÇÌ/,z�InternetÚ�{�
��ñ�Y��ÇÝ{Í���l4��IP����`�{YÇ��ÇÒÌþ�ÜÇÄ*�keep-state  

1Ì²YÇ���tkeep-stateÄÕ��,¥Ç?�qÄ�½{Ä*�Ä*4�t��,¥{få{�\
I�óYÇ¾�¥ÇYÇÄ*4skipto rule 500 ���500 NATÝ{IP��Ç?RÙ�ñ�>Ö��
�ÇY�Z:�­��z�uÇjâÝRtHø{�Ç��(Ã?,��ø{�����
)ÿ®�Y�

'ÇÇR¦��100�{ÇÙø{IP��RúnóÃéa{��LAN IP���Ù�ÇÇÌúcheck-state

��ÿ®Ç�
ó¸?Ì�,¥Itéa1Ç?�tLAN�jâÝz�u�tê��LAN PCÞÇ
�V
�Ì��,ÏÇqÖì>F��ãjâ{cjâÝ�YÇÝÌò'�check-state ��5�Ç?It�ñ

{,1Ç?�qÙ�É{Ä*Çýskipto 500 �Ý!Ýt��500?úNAT��ñ�

❀ózB�}Ç.²?ó{Ì�{jâÝÌúcheck-state ���Ä�ÿ®Ç?Ýtdivert nat ���·

¢���û{¯�4Ç��Ä�{ jâÝÇ
�ã�GY{qÖ�¾�ó3Û�ÞäqêApacheqÖÇ

·¢æ�|¢ó6¯InternetÚ�{3�Ç��ê6¯ý�{web5��c{z�
)>FÝR�{�
�100Ç
IP����3Û�Äó{qÖì
nótêLAN IP�$�ÇÝÌ�{Ä�·¢æ�5�{�J

|	à{ÀÜÇ?!ª�{��425��`�	�{ÇÌ�	ÜG/�jâÝÌú�tkeep-stateÄÕ,Ç
b$�ÇÄ�u��ÇÍIP{Ì�>F{jÞÌú!��2�Y�)��êE½bé�½à=ÞqÖ{DoS
Ôâ�Ä*3��½êallow Ýaú�tLAN Þ�Ý(Ã�Çcheck-state ��Ì#/ñÝa�ì�.²

?ó{Ì�b�Ç?�z²Ç�t��500)NATÇ?�t�ñz=�

❀+)��ø#1:

#!/bin/sh
cmd="ipfw -q add"
skip="skipto 500"
pif=rl0
ks="keep-state"
good_tcpo="22,25,37,43,53,80,443,110,119"

ipfw -q -f flush

$cmd 002 allow all from any to any via xl0 # exclude LAN traffic
$cmd 003 allow all from any to any via lo0 # exclude loopback tr affic

$cmd 100 divert natd ip from any to any in via $pif
$cmd 101 check-state
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# Authorized outbound packets
$cmd 120 $skip udp from any to xx.168.240.2 53 out via $pif $ks
$cmd 121 $skip udp from any to xx.168.240.5 53 out via $pif $ks
$cmd 125 $skip tcp from any to any $good_tcpo out via $pif setu p $ks
$cmd 130 $skip icmp from any to any out via $pif $ks
$cmd 135 $skip udp from any to any 123 out via $pif $ks

# Deny all inbound traffic from non-routable reserved addre ss spaces
$cmd 300 deny all from 192.168.0.0/16 to any in via $pif #RFC 1 918 private IP
$cmd 301 deny all from 172.16.0.0/12 to any in via $pif #RFC 19 18 private IP
$cmd 302 deny all from 10.0.0.0/8 to any in via $pif #RFC 1918 p rivate IP
$cmd 303 deny all from 127.0.0.0/8 to any in via $pif #loopbac k
$cmd 304 deny all from 0.0.0.0/8 to any in via $pif #loopback
$cmd 305 deny all from 169.254.0.0/16 to any in via $pif #DHCP auto-config
$cmd 306 deny all from 192.0.2.0/24 to any in via $pif #reserv ed for docs
$cmd 307 deny all from 204.152.64.0/23 to any in via $pif #Sun cluster
$cmd 308 deny all from 224.0.0.0/3 to any in via $pif #Class D & E multicast

# Authorized inbound packets
$cmd 400 allow udp from xx.70.207.54 to any 68 in $ks
$cmd 420 allow tcp from any to me 80 in via $pif setup limit src- addr 1

$cmd 450 deny log ip from any to any

# This is skipto location for outbound stateful rules
$cmd 500 divert natd ip from any to any out via $pif
$cmd 510 allow ip from any to any

######################## end of rules ################# #

❀�Á{YÇ��øäýÞZÞÁ�øÇb&~ê4�ÖÃ{�U0*Ç?Éñê#hõ{Õ�Ç1ÐÏ

²èvè{IPFW���UVÍP�®�YJ��t�ó)���

❀+)��ø#2Õ

#!/bin/sh
################ Start of IPFW rules file ############### ################
# Flush out the list before we begin.
ipfw -q -f flush

# Set rules command prefix
cmd="ipfw -q add"
skip="skipto 800"
pif="rl0" # public interface name of NIC

# facing the public Internet

################################################### ##############
# No restrictions on Inside LAN Interface for private networ k
# Change xl0 to your LAN NIC interface name
################################################### ##############
$cmd 005 allow all from any to any via xl0
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################################################### ##############
# No restrictions on Loopback Interface
################################################### ##############
$cmd 010 allow all from any to any via lo0

################################################### ##############
# check if packet is inbound and nat address if it is
################################################### ##############
$cmd 014 divert natd ip from any to any in via $pif

################################################### ##############
# Allow the packet through if it has previous been added to the
# the "dynamic" rules table by a allow keep-state statement.
################################################### ##############
$cmd 015 check-state

################################################### ##############
# Interface facing Public Internet (Outbound Section)
# Check session start requests originating from behind the
# firewall on the private network or from this gateway server
# destined for the public Internet.
################################################### ##############

# Allow out access to my ISP’s Domain name server.
# x.x.x.x must be the IP address of your ISP’s DNS
# Dup these lines if your ISP has more than one DNS server
# Get the IP addresses from /etc/resolv.conf file
$cmd 020 $skip tcp from any to x.x.x.x 53 out via $pif setup kee p-state

# Allow out access to my ISP’s DHCP server for cable/DSL confi gurations.
$cmd 030 $skip udp from any to x.x.x.x 67 out via $pif keep-sta te

# Allow out non-secure standard www function
$cmd 040 $skip tcp from any to any 80 out via $pif setup keep-st ate

# Allow out secure www function https over TLS SSL
$cmd 050 $skip tcp from any to any 443 out via $pif setup keep-s tate

# Allow out send & get email function
$cmd 060 $skip tcp from any to any 25 out via $pif setup keep-st ate
$cmd 061 $skip tcp from any to any 110 out via $pif setup keep-s tate

# Allow out FreeBSD (make install & CVSUP) functions
# Basically give user root "GOD" privileges.
$cmd 070 $skip tcp from me to any out via $pif setup keep-state uid root

# Allow out ping
$cmd 080 $skip icmp from any to any out via $pif keep-state

# Allow out Time
$cmd 090 $skip tcp from any to any 37 out via $pif setup keep-st ate
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# Allow out nntp news (i.e., news groups)
$cmd 100 $skip tcp from any to any 119 out via $pif setup keep-s tate

# Allow out secure FTP, Telnet, and SCP
# This function is using SSH (secure shell)
$cmd 110 $skip tcp from any to any 22 out via $pif setup keep-st ate

# Allow out whois
$cmd 120 $skip tcp from any to any 43 out via $pif setup keep-st ate

# Allow ntp time server
$cmd 130 $skip udp from any to any 123 out via $pif keep-state

################################################### ##############
# Interface facing Public Internet (Inbound Section)
# Check packets originating from the public Internet
# destined for this gateway server or the private network.
################################################### ##############

# Deny all inbound traffic from non-routable reserved addre ss spaces
$cmd 300 deny all from 192.168.0.0/16 to any in via $pif #RFC 1 918 private IP
$cmd 301 deny all from 172.16.0.0/12 to any in via $pif #RFC 19 18 private IP
$cmd 302 deny all from 10.0.0.0/8 to any in via $pif #RFC 1918 p rivate IP
$cmd 303 deny all from 127.0.0.0/8 to any in via $pif #loopbac k
$cmd 304 deny all from 0.0.0.0/8 to any in via $pif #loopback
$cmd 305 deny all from 169.254.0.0/16 to any in via $pif #DHCP auto-config
$cmd 306 deny all from 192.0.2.0/24 to any in via $pif #reserv ed for docs
$cmd 307 deny all from 204.152.64.0/23 to any in via $pif #Sun cluster
$cmd 308 deny all from 224.0.0.0/3 to any in via $pif #Class D & E multicast

# Deny ident
$cmd 315 deny tcp from any to any 113 in via $pif

# Deny all Netbios service. 137=name, 138=datagram, 139=se ssion
# Netbios is MS/Windows sharing services.
# Block MS/Windows hosts2 name server requests 81
$cmd 320 deny tcp from any to any 137 in via $pif
$cmd 321 deny tcp from any to any 138 in via $pif
$cmd 322 deny tcp from any to any 139 in via $pif
$cmd 323 deny tcp from any to any 81 in via $pif

# Deny any late arriving packets
$cmd 330 deny all from any to any frag in via $pif

# Deny ACK packets that did not match the dynamic rule table
$cmd 332 deny tcp from any to any established in via $pif

# Allow traffic in from ISP’s DHCP server. This rule must cont ain
# the IP address of your ISP’s DHCP server as it’s the only
# authorized source to send this packet type.
# Only necessary for cable or DSL configurations.
# This rule is not needed for ’user ppp’ type connection to
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# the public Internet. This is the same IP address you capture d
# and used in the outbound section.
$cmd 360 allow udp from x.x.x.x to any 68 in via $pif keep-stat e

# Allow in standard www function because I have Apache server
$cmd 370 allow tcp from any to me 80 in via $pif setup limit src- addr 2

# Allow in secure FTP, Telnet, and SCP from public Internet
$cmd 380 allow tcp from any to me 22 in via $pif setup limit src- addr 2

# Allow in non-secure Telnet session from public Internet
# labeled non-secure because ID & PW are passed over public
# Internet as clear text.
# Delete this sample group if you do not have telnet server ena bled.
$cmd 390 allow tcp from any to me 23 in via $pif setup limit src- addr 2

# Reject & Log all unauthorized incoming connections from th e public Internet
$cmd 400 deny log all from any to any in via $pif

# Reject & Log all unauthorized out going connections to the p ublic Internet
$cmd 450 deny log all from any to any out via $pif

# This is skipto location for outbound stateful rules
$cmd 800 divert natd ip from any to any out via $pif
$cmd 801 allow ip from any to any

# Everything else is denied by default
# deny and log all packets that fell through to see what they ar e
$cmd 999 deny log all from any to any
################ End of IPFW rules file ################# ##############
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°°°ÿÿÿ���ddd

32.1���ccc
❀ý9RÒ�øï¦�d��{°ÿ���qÿX�

❀ÖqY9Ç3Rê�Õ

• ����Z4�{äú�#�

• �[{�IEEE® 802.11ZBluetooth÷÷�

• �[~FreeBSD)���

• �[�ÃcåÞ{��déÄ�

• �[{�,�dPXEéÄ�ÇNFSÊ©Gø:�

• �[{��d��Ý¦(NAT)�

• �[&~PLIPËzÜÑ�®å�

• �[óäqFreeBSD{�®åÞ{�IPv6�

• �[{�ATM�

• �[¼~CARPÇFreeBSD|Ñ{Common Address Redundancy Protocol (á~����NF)

❀óÖY9��Ç3aÕ

• ®�/etc/rc lý{äý�#�

• Yçäý{�dbª�

• ê��[{�Z�ãc{FreeBSD�X(�99)�

• ê��[�ã�®0�G(�59)�

32.2������ZZZ444���
à�VÕCoranth Gryphon.¥© HÕ<¨²ZÅ B.

❀�t�dÞ{ÜÑ�®å�ê#�/µÇÒ����«�êÃc�[,�Ñ�®åt��Ñ�®å{å

�ÇY�å�Á*4� 
(routing)��4�1�4�é½�½B{��Õ�ø{�(destination)�Z��
�(gateway)��YÇ��éÄ,H{?B4Ç/,�������êqÄ¦øøø{{{���{/f��®«¡n{ø{�
�Õ\ÇÌå����1ù�å����*��,~{ÙÇ4�ÇÒÌ&~�å�4��Ç��å�4�

{��ÇRóã�{9�¥�qÿX�����®«¡nÕ\ÇÌåÇ�dz=(�w�Ó4(links)�)Z1
Ô�mG��(MAC��)�
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32.2.1"""¾¾¾

❀�ê�Ò4� 
{ÈÇ\IÇD�u���Á{¾��Y4netstat ×
{QñÕ

% netstat -r

Routing tables

Destination Gateway Flags Refs Use Netif Expire

default outside-gw UGSc 37 418 ppp0
localhost localhost UH 0 181 lo0
test0 0:e0:b5:36:cf:4f UHLW 5 63288 ed0 77
10.20.30.255 link#1 UHLW 1 2421
example.com link#1 UC 0 0
host1 0:e0:a8:37:8:1e UHLW 3 4601 lo0
host2 0:e0:a8:37:8:1e UHLW 0 5 lo0 =>
host2.example.com link#1 UC 0 0
224 link#1 UC 0 0

❀>ÜqÉñêh�{�¥{å�4�(Ró���¥�q�ë)Zlocalhost ( ýå) 4��

❀Y°{4�,¥Éñ{~�localhost {z=(Netif ï)4lo0 Ç�Ò4L�Y�{�Ã¢÷÷��Ç,

+Ä�1$��ø{��{/fÑ�óýåÇ
X/,LAN �ñÇO�YJ�Þ!ªÌÃtå��

❀zøñ�{410:e0: 
>{���YJ41Ô�mG��Ç�Á�MAC ���FreeBSDÌ�Ä#/ó
3�Ç1Ô�¥{�[Ìå(�test0 )Ç?�Ùc��Ç4�Ç?/,�Ç1Ô�z=− ed0 �z¦Ç/

µ(HVÕÕ�ÑÌå)�¦Y¡4�,#�{���Ç§�1(Expire ï)Çh·¢ó�½�-���Bt,
�ÇÌå�u{fåÇY1Ò`Þ~�ê�Y«<Y�ÇtYÇÌå{4�ÒÌú�ÄÍø�YJÌåú

&~�«w)RIP(4�fåNF--Routing Information Protocol){å�Ä#/ÇY«å�¼~ä��!á4»
 
(shortest path determination)�{Í��®ñtý�Ìå{4��

❀FreeBSD�Ì�ý�������4�(10.20.30.255 4��10.20.30 {�B��Ç
example.com 4

YÇ��#É{­Ö)�ÖÁlink#1 S,ÌåÞ{��L1Ô���3Ì��Çé�Ç¢���½�i{

z=�

❀YÜÇ�(ý��dÌåZý���){4�4�E��Çrouted�Ä{�{��*Ç��äqÇ�Ò��
ú·Õ½B(¾�ÇÒhQ�{){4�b?óê�

❀host1 qS,·¢{ÌåÇÇ/,1Ô���u#/�O�·¢4��àÇFreeBSD�w&~Ã¢z
=(lo0 )
X4/,1Ô�z=u�q���

❀ÜÇhost2 q4·¢&~ifconfig(8)/Ö(>���1Ô�{�\IÒÌ�w·¢���Y�))��	{
�Ç"¾�ólo0 z=��{=>nR,Ò·¢X�&~êÃ¢(O�YÇ���õùêý�Ìå)Ç
%Ò
h�ñÇ4Ç/Ö�Y¡4���ó|Ñ/Ö{ÌåÞb���ñu�Ä�ý��Þ{ÙÇ{Ìåé�Y

¡4��Ì;\p�link#1 �

❀!��q(ø)��224 )~�ÿ®õBÇÌ��tÙÇ{K­�

❀!�Ç�Ç4�{X3au,1óFlags ï¥�t���4Ç��YJ)�ZÇ¢{9B{�Ç;,Õ

U Up:4�ÿ�ÙÄçÕ�

H Host:4�ø)4\ÇÌå�

G Gateway:Ä��tø{�{�d�tY�ÏÇø:ÞÇ?�Çû½!��tý°�

S Static:YÇ4�4CÓ{�{ÇX4�ø:�Ä	Ä{�
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C Clone:	Ä�Çc{4�Ç/,YÇ4�·¢,1ËzÞYJå��Y«¡n{4
�/�~�ý��d�

W WasCloned:�Ò�Ç4�Ç4ä�ý�K­�d(.�)4��Ä{�{�

L Link: 4�õùtê1Ô�mG�

32.2.2ååå���444���

❀hý�ø:��¦ÏÇÌåOÁËz�ÇÇÌ5�4�,1û½4d�.�{4»?ó��*ÏÇÌå

a��Ç·¢.��[tH(.�{4�){���Ç��ø:Ì5��×ø�Çz=4d�êËz�

❀�*Ä�.�4»Ñ�½Çø:¤�!��Ç 
Õ�å��4��YÇ4�4�O¡n{��4�(/
����Ç?ó�ø:°)Ç?%�4ó)�y&~�Çcu�q)#�é�ý�K­�d°{ÌåÇYÇ

��ú÷�t�[¦i���zËz{å�°(ÃX4/,PPP�DSL�cable modem�T1ÝÙÇ{�dz=
Ëz)�

❀�*3t�ìÑýüÒ)���Ëzi�{å�{�å�4�{�Ç���å�4�a�43{��É

�qÖÛ(ISP)��0{��å��

❀t·¢u��Ç��å�4�{¾��Y4ÇiÊ({{�Õ

Local2
Ethernet

Local1
PPP

ISP-Serv
Ethernet

T1-GW

❀ÌåLocal1 ZLocal2 ó3���Local1 /,PPPCRËztêISP�YÇPPPqÖì/,�ÇÛ­�Ë
zt��Ñ��å�Ç�/,�Çi\z=ËztISP
Ø{�É�Þ�

❀3{��Ñå�{å�4�a�4Õ

Host Default Gateway Interface

Local2 Local1 Ethernet

Local1 T1-GW PPP

❀�Ç�D{¯�4�·¢���(Ý�ø)�RT1-GW÷�Ä�Local1 å���Ç
X4ÇÄËzISPq
ÖìÚ�

❀�ÔÇO�PPPz=&~{�Ç��4óISP{Û­�°{Ç~�3��{ËzÇé�ISP{Û­�°{
ÙÇå�ÇÙ4�Ì�Ä�	�O$Ç3Ò.²�wê�[tHå�T1-GWÇ���Ò���¥-��Zê

��/fÉISPqÖì�

❀/�&~��X.X.X.1 )��ÇÛ­�{���O$(&~#3{¾�)Ç�*3ý�{C¡��8-
410.20.30 Ç
3{ISP&~{410.9.9 Ç��å�4�,R4Õ

Host Default Route

Local2 (10.20.30.2) Local1 (10.20.30.1)

Local1 (10.20.30.1, 10.9.9.30) T1-GW (10.9.9.1)

❀3,1i44�/,/etc/rc.conf ©G÷½å�4��ó·¢{"¾°ÇóÌåLocal2 °Ç·¢ó©

G/etc/rc.conf °��ê����Õ

defaultrouter="10.20.30.1"
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❀�,1�zó×
q&~route(8)×
:

# route add default 10.20.30.1

❀�ê����[CÓ���d4�,{��Zû�Ç>k�route(8)ÉåC~�

32.2.3­­­©©©ÌÌÌååå(Dual Homed Hosts)

❀¤��«ÙÇ{¡n{{�4·¢�
ù{ÇYÒ4�ÇÌåÿ�ÜÇX3{�d��bÞÇ�[*�

��(Þ�{"¾¥Ç&~êPPPËz){å�Ò®*4­©Ìå�bYÇ#"�Þ�~u��«ÿ�ÜÇ
Û­��¥{å��

❀��«<oÇ�Ñå��ÜÇ��Çé�ÈÇ��Ñ�È�{�Ç�����«<YÇYÑå����

<��Çb&~ifconfig(8))ê/Ö��*�ÜÇÕÁ{1Ô�ó&~{<oÒ&~�VÇ�*���ÇÔ
®�ãÇb\öÞIÄêÜÇÕÁ{��ÇÒ&~�V�

❀�«<YÑ�÷�4�,1"Ü��Ñ�wYÑÌå4tÙÇ��{���54�(inbound route)�R�
ÑÌå{�ÄÜÇ��-{4�ìÇY«{�²�ó·¢��"�\5Ýv5{Ý,HÝ3Û��ú~

t�

❀�*.tÌåóÜÇz=-Ý�jâÝÇ3��íÙFreBSD{Y1Õ������)Ç>���\Iê
�Íõ�

32.2.4OOOÁÁÁ444���ììì

❀�d4�ì�4�ÇRjâÝ,�Çz=Ý�t��Çz={ø:��É�)ïZÛP{ÓÇ"B��

êFreeBSD��óFreeBSD¥²Ç�Äå���3ó,1órc.conf(5)¥�#�ï#Þ{��YESÇ&YÇÕ

�	HÕ

gateway_enable="YES" # Set to YES if this host will be a gatew ay

❀YÇ 1Ì²sysctl(8)#Þnet.inet.ip.forwarding ÷�Ä1��*3�ø��*�4�Ç3,1²Ç

­÷�0�

❀c{4�ì���4�b�wRjâ�5[ÿ��*�dê;\Ç3,1&~·Õ4��FreeBSD��Q
�Ç)ï{BSD4� 
E��Çrouted(8)ÇÁ��RIP ( version 1Zversion 2)ZIRDP�éBGP v4ÇOSPF
v2ZÙÇ�ì4� 
NF{|Ñ,1,net/zebra Ý¥zt�4GateD®�ø{Û��¬�
ØêÍ�
ì{�d4��û0��

32.2.5÷÷÷���···ÕÕÕ444���

à�VÕCoranth Gryphon.¥© HÕ<¨²ZÅ B.

32.2.5.1CCCÄÄÄ{{{���

❀"÷��Yø�Ç�dÕ
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Internet

(10.0.0.1/24) Default Router to Internet

RouterA

Interface xl0, 10.0.0.10/24

Interface xl1, 192.168.1.1/24

FreeBSD gateway

RouterB

192.168.1.2/24

192.168.2.1/24

Internal Net 2

Internal Net 1

❀óY°ÇRouterA 4·¢{FreeBSDå�ÇÇßhËzt�É�ÙÇ\I{4�ì{nº�å�4�÷�
�10.0.0.1 ÇÇÒã�¦i�Ëz�·¢"½.²th{�êRouterB Ç?%�w�[Ëzt.V{�[

�0�(óYÇC°i;\���óRouterB Þ��å�4�Ç&~192.168.1.1 )����)

❀�*·¢����RouterA {4�,Ç·¢ÒÌ�t���J��Õ

% netstat -nr

Routing tables

Internet:
Destination Gateway Flags Refs Use Netif Expire
default 10.0.0.1 UGS 0 49378 xl0
127.0.0.1 127.0.0.1 UH 0 6 lo0
10.0.0.0/24 link#1 UC 0 0 xl0
192.168.1.0/24 link#2 UC 0 0 xl1

❀&~h�{4�,ÇRouterA 4X�tH·¢{��Internal Net 2{�Ç��t192.168.2.0/24 {4

���«,1zI{0�4CÓ��Y�4��1�{×
Ì²Internal Net 2�d��tRouterA {4�,

¥Ç&~192.168.1.2 )���Ç!×Õ

# route add -net 192.168.2.0/24 192.168.1.2

❀�óRouterA Ò,1tH192.168.2.0/24 �dÞ{�[Ìåê�

32.2.5.2{{{ÈÈÈ{{{���

❀ÞÁ{"¾é�äqø{ø:u�{�·Õ4�4#hXFê��4Ç��Ç¯��*3­é3

{FreeBSDå�Ç4�fåÒÌ>��ÿ®��{·Õ4�{0�4²Ç8t3{/etc/rc.conf ©G°

V�

# Add Internal Net 2 as a static route
static_routes="internalnet2"
route_internalnet2="-net 192.168.2.0/24 192.168.1.2"

❀{�#Þstatic_routes 4��18ÂÅ
{	n�����,+�Ç4�Ö	�óÞÁ{¾�¥·¢

¥��Ç�óstatic_routes °�YÇ	n�¥internalnet2�l�·¢c��Ç{�#

Þroute_ internalnet2ÇY°·¢²Ä��Éroute(8)×
{kjüê,u�óÞÁ{"¾¥{·&~{×

4Õ

# route add -net 192.168.2.0/24 192.168.1.2
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❀O$Ç·¢��{4"-net 192.168.2.0/24 192.168.1.2" �

❀��.²
tÇ,1²õÇ·Õ4�{ÖÁÇ8tstatic_routes °��zø·¢ÒuOÁõÇ·Õ4

���Á�qÄ0+{Ç4ó�Ç".{4�ìÞ��192.168.0.0/24 Z192.168.1.0/24 �-·Õ4�

{¾�Õ

static_routes="net1 net2"
route_net1="-net 192.168.0.0/24 192.168.0.1"
route_net2="-net 192.168.1.0/24 192.168.1.1"

32.2.6444������BBB

❀·¢.²ÿXê�[½B/5i�{4�Çb�áùi�4�[It·¢{�

❀·¢.²�w,1÷�4�,ÇYø�[�5�½��8-(ó·¢{¾�¥4�ÇC¡��){jâÑÌ
ú���dÞ�½{ÌåÇl��YÑÌå5��8-�\Ý�jâ�

❀h3zt�ÇI{É3{�d{��8-�ÇISP(�dqÖÛ)Ì÷�Ç¢{4�,ÇYø�53��{
jâÒÌ/,PPPËz��t3{�d�b4ÙÇJÖ)�{�d4�[�wRjâ�É3{ISP{�Ú

❀��Çø:(i4IY*DNSfåø:)ÇÇ��Ë�úI{{��8-Ç?�ÒÇ¢Ëzt�É�ö
�(Internet backbone){���ö�(Backbone)��{4�	\-�ZJ){�Q{Ì��"���Ñö�Ì
å(backbone machine)��PÌ�,ø{�ýÇÇR��É�½�d{jâs5#a{ö�ñ�Þ(backbone
carrier)Ç,����(»qÖ
ØÛÓÇ�tjâtH3{�d�

❀qÖ
ØÛ{�Ö45ö��d�BÇ1�ÒÇ¢Ò4/53{��{Ëz��(1ù��{4»)�YÒ
44��B�

32.2.7 ¯̄̄������III

❀���Ç4��BÌ��Ç¯�Ç�J�dÃ�¦3Ëz�Ý��Ð3Iñ4�4óý°¥ä{!�~

{×
Ò4traceroute(8)ê�h3Ã�¦ÏÇÌåËz�ÇYÇ×
�ø�~(¾�ping(8)�½)�

❀traceroute(8)×
R13.Ëz{Ìå{Ö	*�kj�q�X�4tHêø)Ç¤4O���Ëz
ª
�ÇÇÑÌ�+Ä²,{Ä���Ìå�

❀.ê�Íõ{fåÇ��traceroute(8){C~�

32.2.8õõõBBB444���

❀FreeBSD�
)Ò|ÑõBa~�GZõB4� 
�õBÇ�?X�FFreeBSD{�[�O{{�ÇÒ
,1Ó*ziP�õB4���|Ñú�H��XÕ

options MROUTING

❀�iÇõB4�E��Çmrouted(8)��/,/etc/mrouted.conf {�u
é/wZDVMRP�Íõ��
õB4�{�{få,1ómrouted(8){C~°It�
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ÕÕÕ???: õB4�qÖmrouted(8)"�êDVMRPõB4�NFÇó�õf~õB{�\ÇÇ.úpim(4)R
S�mrouted(8)1ù#�{map-mbone(8)Zmrinfo(8)Óä,1óFreeBSD{Ports Collection net/mrouted ¥

It�

32.3ÃÃÃ"""���ddd
½t��Marc FonvieilleZMurray Stokely.

32.3.1ÃÃÃ"""���dddäääúúú

❀ýLõjÃ"�dÑf~êIEEE 802.11)ï�äý{Ã"�d¥ÇÑÝ9õÇ12.4GHzÝ5GHzªã{
Ã"�E�B{5�(X,Ç±Äÿ�­{X3ÇÝV�ê�êÍP��q/µÇä�{ªGÌó2.3GHz
Z4.9GHz{)��#�)�

❀802.11�d�Ü«��0*Õóinfrastructure ÜÜÜ***¥Ç�Ç/µ5*�Ì5ÇÙÆ/µ5Ñ¦Ù�ÉÖ
Y«�dÁ�BSSÇ
Ì5�Ä�Ã"6¯�(AP)�óBSS¥ÇÄ�{/µÑ4/,APuqÄ{Öý&/
µ5�-�#�/µÇ���R>å�ÉAP�ó��«o*{�d¥Ç?X?óÌ5Ç/µ5�-4�z
/µ{�Y«�do*Á*IBSSÇ/��w)ad-hoc���ddd�

❀802.11�d!ðó2.4GHzªãÞ\]Ç?f~ê�IEEE 802.11Z802.11b)ïÄ½B{NF�YJ)ï
½Bêf~{v*ªG�ÝiIvZ�Q¤G(/µ,Ç¥,1&~X3{¤G)ó�{MAC��u��ã
�{802.11a)ï½Bê&~5GHzªã�qv*Ç1ùX3{fRå�ZÍ°{�Q¤G�Ù�½B
{802.11g)ïé~êó2.4GHzÞ�[&~802.11afRZ�Qå�Ç1
Øév�{802.11b�d{5�/
��

❀802.11�d¥f~{È¡���Qå�
ØêX3¡n{�\å��!ð{802.11)ï½Bê�«Á
�WEP{;\�\NF�YÇNFf~û½{½�Y·ØÇ?&~RC4�·®�uéó�dÞ�Q{jâ
�q�h�\\/µ5Ñ��f~3ø{û½·Øb�/µ�Y�ÂÛ.²úyÒi�4úÔ»ÇO$ø

�.²iè&~êÇf~Y«0���t�Jz��d{~�·¤ä
�!c{�\"B4�IEEE 802.11i
)ïÉñ{ÇÇ½Bêc{�·®�Ç?/,�«��{NFut/µ55Ã"6¯�èyüPÇ?b¦

~��qjâ/µ{·Ø�Í��ZÇ~��·{·ØÌ½Ï�mcÇ
%�å��ê)��){�A(?
��Y«�A)�Ã"�d¥��«�~{�\NF)ï4WPA�Y4ó802.11i�������½B{�«
,Þu)ï�WPA½Bêó802.11i¥Ä�½{�F{�øÇ?ú÷�~uóÎ*mGÞ"���/
�ÇWPA�F�&~�!ðWEPÄf~{®�`	{TKIP�·®��802.11i�Xbã�&~TKIPÇ
%
¤�F|ÑÍ�{�·®�AES-CCMu~��·jâ�(óWPA¥?���F&~AES�·®�ÇO�ó
Î*mGÞ"�Y«®��Ä�{�®�ìuÔ°�)

❀øê�Á�ë{�JNF)ï�iÇ¤��«���ë{)ï4802.11e�Ç½Bê~�ó802.11�dÞ
äqõ��a~Ç�@ª�Z&~IP��{ªQ(VoIP){NF�¦802.11i¡�Ç802.11e���Ç�ü)
ïÇ/�Á*WME (��Ö�WMM)ÇÇ�4�����½B{802.11e{�øÇ1"�êóÎ*mG¥&
~õ��a~���802.11e¦WME/WMM �-{��1­�K/4Ç�Vã�é�Þ/,qÖ¬�(QoS)
NFZ����6¯NFu�\��ÿ�é�YJNF{th"�Ç�ê"�°¤B�jâZ�ÞIÿ�

❀FreeBSD|Ñf~802.11a, 802.11bZ802.11g{�d�¡��ÇÇ�|ÑWPAZ802.11i�\N
F(¦11a�11bZ11g{\)Ç
WME/WMM Ä��{QoSZ�ÞIÿÇ�ó\IÃ"÷÷Þ
Øê|Ñ�
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32.3.2äääýýý���ããã

32.3.2.1���XXX{{{���

❀�&~Ã"�dÇ3���LÃ"��Ç?7h�{��X
Ù
ØÃ"�d|Ñ��VúIÄêõÇ

ÜLÇO$3��{�&~3Ä��{�GÒ,1ê�

❀D�3��{4�ÇÃ"÷÷�!��~{�«Ã"{G4Atheros	�{�YJ÷÷�ath(4)PÄÇ�

Ø|ÑÇ3��²�Á{{���t/boot/loader.conf ©G¥Õ

if_ath_load="YES"

❀AtherosPÄI�®Ç\IÕPÄ\I(ath(4))�~�ÿ®_¡Û�Õ�{|Ñ�(ath_hal(4))Ç1ù��~
1 
�Qv¤G{®�(ath_rate_sample here)�h1ÜL0*�ñY�|Ñ�ÇÄ�{ÙÇÜLÌ�Ä�
ñ��*3&~{X4Atheros÷÷Ç�a 
éa{ÜLÖ¾�Õ

if_wi_load="YES"

❀,+&~ä�Intersil Prism�¬{Ã"÷÷(wi(4)PÄ)�

ÕÕÕ???: óY�©l��{\I¥Ç·¢R1ath(4)�u�q+)Ç�*��~YJ{�{�Ç,���Êâ3"�
{{�<Yu��+¾¥{÷÷ÖÁ�óFreeBSD/�mG�Ò¥
Øêø�,~{Ã"�dPÄÇ1ù/�m
G{ï,�béX3ÇýZmG²Ñ{�Ò,1óFreeBSD�5{Release Information
(http://www.FreeBSD.org/releases/index.html)�ÁIt��*3{Ã"÷÷��¦�éa{FreeBSDÛ~PÄÇ
�Ç�,1�A&~NDISPÄUãå�u�z&~WindowsPÄ�

❀é�FreeBSD 7.XÇó{�P÷÷PÄ��Ç3¤��Z�PÄÇ�Ä��{802.11�d|Ñ�é�ath(4)
PÄ
ÓÇ�è��wlan(4)wlan_scan_ap Zwlan_scan_sta ÜLÖwlan(4)ÜLÌ�Ä±Ã"÷÷PÄ�
3�ñÇ��{ÜL���óø:Zs��ñÇÒ��ó/boot/loader.conf ¥���Á{{�Õ

wlan_scan_ap_load="YES"
wlan_scan_sta_load="YES"

❀,FreeBSD 8.0åÇYJÜLÄ�êwlan(4)PÄ{äú�GÇ?Ì±7{ìPÄ�åÄÕ�ñ�

❀ø$�iÇ3¤��
Ø3æ�&~{�\NFÄ�{�·|ÑÜL�YJÜL4÷�utwlan(4)ÜL
Êâ���Ä�ñ{Çbø�¤��CÓ�q{��3,1&~�ÁYJÜ

LÕwlan_wep(4)�wlan_ccmp(4)Zwlan_tkip(4)�wlan_ccmp(4)Zwlan_tkip(4)YÜÇPÄÑ��ó3æ�
f~WPAZ/Ý802.11i�\NF�b����*3{�dXf~�·ÇÒX��wlan_wep(4)|Ñê��ó
ø:Zs��ñYJÜLÇ��ó/boot/loader.conf ¥���Á{{�Õ

wlan_wep_load="YES"
wlan_ccmp_load="YES"
wlan_tkip_load="YES"

❀/,ø:Zs{�©G(�Ò4/boot/loader.conf )¥{YJfå	HÇ3��­céÄäqFreeBSD
{�®å��*X.Á/­céÄÇ�,1&~kldload(8)uCÓ�ñ�

ÕÕÕ???: �*X.�ñÜLÇ�,1RYJPÄ�Ht�X¥Ç0�4ó�X{�H{�©G¥���Á{{�Õ

device wlan # 802.11 support
device wlan_wep # 802.11 WEP support
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device wlan_ccmp # 802.11 CCMP support
device wlan_tkip # 802.11 TKIP support
device wlan_amrr # AMRR transmit rate control algorithm
device ath # Atheros pci/cardbus NIC’s
device ath_hal # pci/cardbus chip support
options AH_SUPPORT_AR5416 # enable AR5416 tx/rx descripto rs
device ath_rate_sample # SampleRate tx rate control for ath

&~FreeBSD 7.X�Ç¤��{��ÁYÜqÖFreeBSD{ÙÆÇýX��Ç¢�

device wlan_scan_ap # 802.11 AP mode scanning
device wlan_scan_sta # 802.11 STA mode scanning

RYJfåUt�X�H{�©G¥��Ç3��­c�H�XÇ?­céÄäqFreeBSD{�®å�

❀óø:éÄ��Ç3ÌóZs�Éñ{få¥ÇIt¡��ÁYø{��Ã"÷÷{fåÕ

ath0: <Atheros 5212> mem 0x88000000-0x8800ffff irq 11 at de vice 0.0 on cardbus1
ath0: [ITHREAD]
ath0: AR2413 mac 7.9 RF2413 phy 4.5

32.3.3 Infrastructure ÜÜÜ***

❀/�{<o¥&~{4infrastructureÜ*ÝÁBSSÜ*�óY«Ü*¥Ç��øïÃ"6¯�z�ê�"
�d��ÇÃ"�ÑÌ���{Ö	ÇYÇÖ	Á*�d{SSID�Ã"0�àÑ/,Ã"6¯�uqÄz
��

32.3.3.1 FreeBSD 000���ååå

32.3.3.1.1�[�IÃ"6¯�

❀3,1/,&~ifconfig ×
u·Ã�d���ø:��óv*,Ç¥#¦X3{Ã"ªG?æ�,~

{Ã"6¯�ÇY«>F,���jI¨b�qÄ���§ÿ~�b�éÄY«·ÃÕ

# ifconfig wlan0 create wlandev ath0

# ifconfig wlan0 up scan

SSID/MESH ID BSSID CHAN RATE S:N INT CAPS
dlinkap 00:13:46:49:41:76 11 54M -90:96 100 EPS WPA WME
freebsdap 00:11:95:c3:0d:ac 1 54M -83:96 100 EPS WPA

ÕÕÕ???: ó
)·Ã��Ç��R�dz=÷�up���{·Ã>FÒX��òR�dz=÷�upê�

ÕÕÕ???: óFreeBSD 7.X¥ÇÌ�z7{ì÷÷Ç¾�ath0Ç
X4wlan 0÷÷�O$3��²�Á{×
q��Õ

# ifconfig ath0 up scan

óYP©l��{\I¥Ç3���Õ?FreeBSD 7.XÞ{YJ�IÇ?é×
q+¾�q¡�{�Ä�
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❀·ÃÌïñÄ>Ft{Ä�BSS/IBSS�dï,�øê�d{Ö	SSID �iÇ·¢¤Ì�tBSSIDýÃ"

6¯�{MAC���
CAPS	ã�Éñê�d¡nùÙ
Ø{Õ�ÇÙ¥ÝiÕ

,,,32-1.///µµµ555ÕÕÕ���SSShhh

ÕÕÕ���SSShhh 999BBB

E Extended Service Set (ESS)�,+/µ5
4infrastructure�d(#é�IBSS/ad-hoc�d){Ä
Ê�

I IBSS/ad-hoc�d�,+/µ54ad-hoc�d(#é
�ESS�d){ÄÊ�

P �·�óBSS¥b¦{\\jâvþ�âyjââ
·u�Y,+BSS��/µ5&~�·®�Ç¾
�WEP�TKIPÝAES-CCMPu�·/�·¦ÙÆ/
µ5b¦{jâv�

S á�sh(Short Preamble)�,+�df~{4á�
sh(�802.11b High Rate/DSSS PHY½BÇá�s
hf~56- 3Z	ãÇ
X4ó��shÜ*¥Ä
f~{128- 	ã)�

s á�åx�-(Short slot time)�,+��X?óÎ
*(802.11b)/µ5Ç802.11g�dt&~á�åx�
-�

❀��+ø�.�{�dÇ,1&~�Á{×
Õ

# ifconfig wlan0 list scan

❀YJfå,�Ì�Ã"7{ì�ÄÍcÇ�,&~scan CÄÍc�OR¥?¥{ÎjâÌ�ÄÍøÇO

$ø:�qÍõ·ÃÇYÇï,ÌÅLÀB�

32.3.3.1.2äý{�

❀óY��¥·¢R0+�Ç;\{¾�u�ë�[tÃ"�d7{ìóFreeBSD¥1X�·{0*Ó*�
ó3YçêYJ�'��Ç·¢�ñOF3ó"�{&~¥f~WPAu{��d�

❀{�Ã"�d{,Ç,I�®ÇäýZ½Õ 
Ã"6¯��èy3{/µ5üPÇ1ù{�IP���
�Á{��¥RIZ½��ëÇ¢�

32.3.3.1.2.1 
Ã"6¯�

❀õj��tø:1�O{æ�0* 
Ã"6¯�Ò,1ê�Y4ó3R�dz=��upÝ
ó/etc/rc.conf ¥{�IP���{å�0*Ç¾�Õ

wlans_ath0="wlan0"
ifconfig_wlan0="DHCP"

ÕÕÕ???: ��Á
t{�øÇFreeBSD 7.X����q{�Õ
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ifconfig_ath0="DHCP"

❀�*?óõÇÃ"6¯�Ç
3æ�,¥ 
ä�{�ÇÇ�,1/,�½SSIDu"�Õ

wlans_ath0="wlan0"
ifconfig_wlan0="ssid your_ssid_here DHCP"

❀óìJ¢¸¥ÇõÇ6¯�,�Ì&~3ø{SSID (/�ÇYø){ø{4;�{�)ÇY�,�Ò��
¦ìÇä�{÷÷�Éê�Y«<Y�Ç3¤a�½Ã"6¯�{BSSID (Y�,1X�½SSID)Õ

wlans_ath0="wlan0"
ifconfig_wlan0="ssid your_ssid_here bssid xx:xx:xx:xx:xx:xx DHCP"

❀ø$�iÇ¤��JÙÇ{0��êÕe�IÃ"6¯�{)�Ç¾�!�ø:·Ã{ªãÇ����

*3{Ã"��|ÑõÇªãÇYø),�Ì:��~ÇO�·Ã\\,~ªã4�Ç�IQ�{,Ç�

�Rv*!�óìÇä�{ªãÇ,1&~modekjÖ¾�Õ

wlans_ath0="wlan0"
ifconfig_wlan0="mode 11g ssid your_ssid_here DHCP"

❀ÒÌ���&~f~2.4GHz{802.11gÇYøó·Ã{��ÇÒXÌ�D�J5GHz{ªãê�ø$�
iÇ¤,1/,channel kjuRv*Ã½ó�½ªGÇ1ù/,chanlist kju�½·Ã{ªãï,�

��YJkj{��ZfåÇ,1óÉåC~ifconfig(8)¥It�

32.3.3.1.2.2èyüP

❀�`3 ½êÃ"6¯�Ç3{/µ5Ò��qÄüPèyÇ1"
)��ZzBjâ�üPèy,1

/,�õ0*�qÇ!�~{�«0*Á�
8*èyÇÇã��?/µ5���d?#�/f�Y«è

y0*�aó3��'{�Ã"�d�q�A�&~�ÙÇ{èy0*���ó�qjâ/µ��ÇD�

�q·ØNÛºCÖYJ0*��&~½�I�{·ØÝ·hÇ��4~Í�ì�J{�ÑqÖÇ

�RADIUS�ýLõj~�Ì&~å�{
8*èyÇ
��õ{�4WPA-PSKÇÇ�Á�Ç|WPAÇ
ó�Á{9�¥R�q�ë�

ÕÕÕ???: �*3&~Apple AirPort® Extremeä5*�Ã"6¯�Ç�,���3�óÜà{�WEPá0·Øè
y�Y,1/,ó/etc/rc.conf ©G¥�q÷�ÇÝ&~wpa_supplicant(8)Ç�uCÓqÄ��*3���
ÇAirPortä5Ç�,1~¡��Á{0�u{�Õ

wlans_ath0="wlan0"
ifconfig_wlan0="authmode shared wepmode on weptxkey 1 wepkey 01234567 DHCP"

�Ä
ÓÇa¦Þ�½&~á0·ØY«èy0�ÇO�Ç1:�I!{0*&~WEP·ØÇ&zÔâV�êi
�4�»�·Ø��*��&~WEP (¾�Ç�ê/�Î*{÷÷)!P&~WEP{\open èy0*���WEP
{Íõýî>kD�32.3.3.1.4��
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32.3.3.1.2.3/,DHCPÜRIP��

❀ó3 ½êÃ"6¯�Ç?{�êèykj��Ç¤��ÜzIP��b�]t
)/µ�õj��Ç3
Ì/,DHCPuÜzÃ"IP����HtYÇø{Ç���ö/etc/rc.conf ?ó{�¥��DHCPÕ

wlans_ath0="wlan0"
ifconfig_wlan0="DHCP"

❀�ó3.²qÄêé~Ã"�dz={\\ï÷Ó*êÇ�Á{v*Ré~ÇÕ

# /etc/rc.d/netif start

❀�`�dz=
)äqÇÒ,1&~ifconfig u���dz=ath0 {çÕêÕ

# ifconfig wlan0

wlan0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTI CAST> mtu 1500
ether 00:11:95:d5:43:62
inet 192.168.1.100 netmask 0xffffff00 broadcast 192.168. 1.255
media: IEEE 802.11 Wireless Ethernet OFDM/54Mbps mode 11g
status: associated
ssid dlinkap channel 11 (2462 Mhz 11g) bssid 00:13:46:49:41 :76
country US ecm authmode OPEN privacy OFF txpower 21.5 bmiss 7
scanvalid 60 bgscan bgscanintvl 300 bgscanidle 250 roam:rs si 7
roam:rate 5 protmode CTS wme burst

❀Y°{status: associated ,+3.²ËztêÃ"�d(óYÇ¾�¥ÇYÇ�d{Ö	
4dlinkap )�bssid 00:13:46:49:41:76 4�3Ä~Ã"6¯�{MAC ��Öauthmode OPEN,+3/

µ{��RRX�·�

32.3.3.1.2.4·ÕIP��

❀�*Ã�,ìÇDHCPqÖìÜzIP��Ç�,1{��Ç·ÕIP��Ç0�4R�Á{DHCP�E	�

¦���få�>Ö�âÑÙÆ~�ËzÃ"6¯�{kjÕ

wlans_ath0="wlan0"
ifconfig_wlan0="inet 192.168.1.100 netmask 255.255.255.0 ssid your_ssid_here"

32.3.3.1.3 WPA

❀WPA (Wi-Fiâ�6¯)4�«¦802.11�d{\&~{�\NFÇÙø{4>øWEP¥bèüPèy�
Å{¯�Ç1ù�JÙÇ{�\¦��WPAf~ê802.1X�yNFÇ?f~,õ«¦WEPX3{�·®
�¥ 
�«uâyjââ·u�WPA|Ñ{���«�·®�4TKIP (ø�·ØqruNF)ÇTKIP4
�«éWEPÄf~{äýRC4�·®�{j0Çø$�i¤
Øêé5�t{�){/aå��TKIPú
÷�~u¦Î*mG�3Ó*Ç����q\I�G��ÖÇ
Øê�«�Õ�\u{R©0�Çb��

,�ItÔâ�WPA��½êAES-CCMP�·*�TKIP{�S¬Çó,��65�&~Y«�·Ö,H
Y��){�~bª4WPA2 (ÝRSN)�

❀WPA½BêèyZ�·NF�èy/�4&~Ü«0���uqÄ{Õ/,802.1XÝ¡�RADIUSYø
{�àèyqÖÇÝ/,ó/µ5ZÃ"6¯��-/,/�I�{·hu�q!BºC���«/�Á
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*è�WPAÇ
�V/��w)Ç|WPA�O�õj|XÌ�Ã"�d{�RADIUS�àqÖìÇO
$WPA-PSK4óWPA¥!��D{�«�

❀éÃ"Ëz{;�ZüPèyÓ*(·ØNÛÝ/,qÖìèy)4/,wpa_supplicant(8)ÓäuqÄ{�
YÇÇ�äq����Ç{�©GÇ/etc/wpa_supplicant.conf ���YÇ©G{ÍõfåÇ>k�É

åC~wpa_supplicant.conf(5)�

32.3.3.1.3.1 WPA-PSK

❀WPA-PSK�Á*Ç|-WPAÇÇä�½�I�{·Ø(PSK)ÇYÇ·Ø4Êâ*�Ã"�dÞ&~{Ì·
Ø{·h	Ä{�Y,+�ÇÃ"~�ÑÌ&~3ø{·Ø�WPA-PSKÌ�~�Bn�dÇóY«�d
¥Ç/�X��Ý��Í�%÷èyqÖì�

´́́···: ÃX[�ÇÑa&~�ê�Ç%Ýi¦,�õ	ñZj	{�=
Ç1½ú_ñZ/ÝÔâ�

❀��Z4��{�©G/etc/wpa_supplicant.conf Ç?óÙ¥��ó3�dÞ&~{SSIDZ/�I�
{·ØÕ

network={
ssid="freebsdap"
psk="freebsdmall"

}

❀z�uÇó/etc/rc.conf ¥Ç·¢R�½Ã"÷÷{{�Ç
Ùf~WPAÇ?/,DHCPuÜRIP�
�Õ

wlans_ath0="wlan0"
ifconfig_wlan0="WPA DHCP"

❀�Áé~Ã"�dz=Õ

# /etc/rc.d/netif start

Starting wpa_supplicant.
DHCPDISCOVER on wlan0 to 255.255.255.255 port 67 interval 5
DHCPDISCOVER on wlan0 to 255.255.255.255 port 67 interval 6
DHCPOFFER from 192.168.0.1
DHCPREQUEST on wlan0 to 255.255.255.255 port 67
DHCPACK from 192.168.0.1
bound to 192.168.0.254 -- renewal in 300 seconds.
wlan0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTI CAST> mtu 1500

ether 00:11:95:d5:43:62
inet 192.168.0.254 netmask 0xffffff00 broadcast 192.168. 0.255
media: IEEE 802.11 Wireless Ethernet OFDM/36Mbps mode 11g
status: associated
ssid freebsdap channel 1 (2412 Mhz 11g) bssid 00:11:95:c3:0 d:ac
country US ecm authmode WPA2/802.11i privacy ON deftxkey UN DEF
AES-CCM 3:128-bit txpower 21.5 bmiss 7 scanvalid 450 bgscan
bgscanintvl 300 bgscanidle 250 roam:rssi 7 roam:rate 5 prot mode CTS
wme burst roaming MANUAL

❀ø$�iÇ3�,1CÄ�&~above¥�P/etc/wpa_supplicant.conf u{�Ç0�4�qÕ
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# wpa_supplicant -i wlan0 -c /etc/wpa_supplicant.conf

Trying to associate with 00:11:95:c3:0d:ac (SSID=’freebs dap’ freq=2412 MHz)
Associated with 00:11:95:c3:0d:ac
WPA: Key negotiation completed with 00:11:95:c3:0d:ac [PT K=CCMP GTK=CCMP]
CTRL-EVENT-CONNECTED - Connection to 00:11:95:c3:0d:ac c ompleted (auth) [id=0 id_str=]

❀z�u{v*Ç4äqdhclient ×
u,DHCPqÖìÜRIPÕ

# dhclient wlan0

DHCPREQUEST on wlan0 to 255.255.255.255 port 67
DHCPACK from 192.168.0.1
bound to 192.168.0.254 -- renewal in 300 seconds.
# ifconfig wlan0

wlan0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTI CAST> mtu 1500
ether 00:11:95:d5:43:62
inet 192.168.0.254 netmask 0xffffff00 broadcast 192.168. 0.255
media: IEEE 802.11 Wireless Ethernet OFDM/36Mbps mode 11g
status: associated
ssid freebsdap channel 1 (2412 Mhz 11g) bssid 00:11:95:c3:0 d:ac
country US ecm authmode WPA2/802.11i privacy ON deftxkey UN DEF
AES-CCM 3:128-bit txpower 21.5 bmiss 7 scanvalid 450 bgscan
bgscanintvl 300 bgscanidle 250 roam:rssi 7 roam:rate 5 prot mode CTS
wme burst roaming MANUAL

ÕÕÕ???: �*ó/etc/rc.conf ¥²ifconfig_wlan0 ÷�ÄêDHCP(4ifconfig_wlan0="DHCP" Yø)Ç��
ówpa_supplicant ËÞêÃ"z��(AP)��Ç�Ì�Ääqdhclient �

❀�*XK®&~DHCPÝVDHCPX,~Ç3,1ówpa_supplicant �/µ5qÄêüP�y��Ç�

½·ÕIP��Õ

# ifconfig wlan0 inet 192.168.0.100 netmask 255.255.255.0

# ifconfig wlan0

wlan0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTI CAST> mtu 1500
ether 00:11:95:d5:43:62
inet 192.168.0.100 netmask 0xffffff00 broadcast 192.168. 0.255
media: IEEE 802.11 Wireless Ethernet OFDM/36Mbps mode 11g
status: associated
ssid freebsdap channel 1 (2412 Mhz 11g) bssid 00:11:95:c3:0 d:ac
country US ecm authmode WPA2/802.11i privacy ON deftxkey UN DEF
AES-CCM 3:128-bit txpower 21.5 bmiss 7 scanvalid 450 bgscan
bgscanintvl 300 bgscanidle 250 roam:rssi 7 roam:rate 5 prot mode CTS
wme burst roaming MANUAL

❀�*��&~DHCPÇ¤��CÓ{�å���Ç1ù­ÖqÖìÕ

# route add default your_default_router

# echo "nameserver your_DNS_server" >> /etc/resolv.conf
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32.3.3.1.3.2&~EAP-TLS{WPA

❀&~WPA{��«0*4&~802.1X�àèyqÖì�óYÇ¾�¥ÇWPA�Á*è�-WPAÇ1"¦
�\uv��f~/�I�·Ø{Ç|-WPAKI
u�óè�-WPA¥Çèyv*4f~EAPqÄ{(,
j0�yNF)�

❀EAP?��Q�·0��O$÷�Vû½REAP8ó�·fw¥�q���ø���õEAPèy0�Ç
!�~{0�4EAP-TLS�EAP-TTLSZEAP-PEAP�

❀EAP-TLS (Q�Q��\{EAP)4�«óÃ"-�¥ztê�-|Ñ{èyNFÇO�Ç4Wi-Fi É¦
(http://www.wi-fi.org/)Xï{��ÇEAP0��EAP-TLS��&~®ÇyVÕCAyV(óÄ��®åÞ�
ã)�~153yÒqÖìüP{qÖìyVÇ1ù�ÇÃ"0�à~�yÒüP{0�åyV�óY
«EAP0*¥ÇèyqÖìZÃ"0�àþ/,��{yV5é0yÒüPÇÇ¢þèyé0{yV4ý
åè{yV�yåè(CA)ü�{�

❀¦���ë{0�¡�Ç{��4/,/etc/wpa_supplicant.conf uqÄ{Õ

network={
ssid="freebsdap" ➊

proto=RSN ➋

key_mgmt=WPA-EAP ➌

eap=TLS ➍

identity="loader" ➎

ca_cert="/etc/certs/cacert.pem" ➏

client_cert="/etc/certs/clientcert.pem" ➐

private_key="/etc/certs/clientkey.pem" ➑

private_key_passwd="freebsdmallclient" ➒

}

➊ YÇ	ã,+�dÖ(SSID)�

➋ Y°Ç·¢&~RSN (IEEE 802.11i)NFÇ�Ò4WPA2�

➌ key_mgmt Yq,+Ä~{·Ø�®NF�ó·¢{¾�¥ÇÇ4&~EAPèy{WPAÕWPA-EAP�

➍ YÇ	ã¥Ç
tê·¢{Ëzf~EAP0*�

➎ identity 	ãÝ9êEAP{"���

➏ ca_cert 	ãÉñêCAyV©G{4»Ö�óèyqÖìyV�ÇYÇ©G4��{�

➐ client_cert YqÉñê0�åyV{4»Ö�é�ÇÃ"0�à
ÓÇYÇyVÑ4ó\�)��

��{�

➑ private_key 	ã40�åyV�Ø©G{4»Ö�

➒ private_key_passwd 	ã4�Ø{=
	�

❀zøÇ²�Á{{�U�/etc/rc.conf Õ

wlans_ath0="wlan0"
ifconfig_wlan0="WPA DHCP"

❀��Z4&~rc.d å�ué~�dz=Õ

# /etc/rc.d/netif start

Starting wpa_supplicant.
DHCPREQUEST on wlan0 to 255.255.255.255 port 67 interval 7
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DHCPREQUEST on wlan0 to 255.255.255.255 port 67 interval 15
DHCPACK from 192.168.0.20
bound to 192.168.0.254 -- renewal in 300 seconds.
wlan0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTI CAST> mtu 1500

ether 00:11:95:d5:43:62
inet 192.168.0.254 netmask 0xffffff00 broadcast 192.168. 0.255
media: IEEE 802.11 Wireless Ethernet DS/11Mbps mode 11g
status: associated
ssid freebsdap channel 1 (2412 Mhz 11g) bssid 00:11:95:c3:0 d:ac
country US ecm authmode WPA2/802.11i privacy ON deftxkey UN DEF
AES-CCM 3:128-bit txpower 21.5 bmiss 7 scanvalid 450 bgscan
bgscanintvl 300 bgscanidle 250 roam:rssi 7 roam:rate 5 prot mode CTS
wme burst roaming MANUAL

❀��Á
t{�øÇ�,1CÓ/,wpa_supplicant Zifconfig ×
Ht¡�{ø{�

32.3.3.1.3.3&~EAP-TTLS{WPA

❀ó&~EAP-TLS�Çk¦èy,Ç{qÖìZ0�åÑ��yVÇ
ó&~EAP-TTLS (Q�Q��\¸
w{EAP)�Ç0�åyV�4, {�Y«0*¦ìJ�\web5�Í�z£Çý&6¯V��0�ày
VÇYJwebqÖì��OÁ�\{SSL¸w�EAP-TTLSÌ&~�·{TLS¸wu��èyfå�

❀é�Ç{{�Ç3ø4/,/etc/wpa_supplicant.conf ©Gu�q{Õ

network={
ssid="freebsdap"
proto=RSN
key_mgmt=WPA-EAP
eap=TTLS ➊

identity="test" ➋

password="test" ➌

ca_cert="/etc/certs/cacert.pem" ➍

phase2="auth=MD5" ➎

}

➊ YÇ	ã4·¢{ËzÄf~{EAP0*�

➋ identity 	ã¥4ó�·TLS¸w¥~�EAPèy{üP��

➌ password 	ã¥4~�EAPèy{=
	�

➍ ca_cert 	ãÉñêCAyV©G{4»Ö�óèyqÖìyV�ÇYÇ©G4��{�

➎ YÇ	ã¥Éñê�·TLS¸w¥&~{èy0*�óYÇ¾�¥Ç·¢&~{4QMD5-�·=

{EAP��inner authentication� (HÕÕ�\A½)/��w�phase2��

❀3¤��²�Á{{�U�/etc/rc.conf Õ

wlans_ath0="wlan0"
ifconfig_wlan0="WPA DHCP"

❀��Z4é~�dz=Õ

# /etc/rc.d/netif start
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Starting wpa_supplicant.
DHCPREQUEST on wlan0 to 255.255.255.255 port 67 interval 7
DHCPREQUEST on wlan0 to 255.255.255.255 port 67 interval 15
DHCPREQUEST on wlan0 to 255.255.255.255 port 67 interval 21
DHCPACK from 192.168.0.20
bound to 192.168.0.254 -- renewal in 300 seconds.
wlan0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTI CAST> mtu 1500

ether 00:11:95:d5:43:62
inet 192.168.0.254 netmask 0xffffff00 broadcast 192.168. 0.255
media: IEEE 802.11 Wireless Ethernet DS/11Mbps mode 11g
status: associated
ssid freebsdap channel 1 (2412 Mhz 11g) bssid 00:11:95:c3:0 d:ac
country US ecm authmode WPA2/802.11i privacy ON deftxkey UN DEF
AES-CCM 3:128-bit txpower 21.5 bmiss 7 scanvalid 450 bgscan
bgscanintvl 300 bgscanidle 250 roam:rssi 7 roam:rate 5 prot mode CTS
wme burst roaming MANUAL

32.3.3.1.3.4&~EAP-PEAP {WPA

ÕÕÕ???: PEAPv0/EAP-MSCHAPv24!�D{PEAP0��$©l{1�\IR&~PEAP�SYJ0��

❀PEAP (Iâ�{EAP)ú÷�~1�SEAP-TTLSÇ?%4óEAP-TLS��!��~{EAP)ï�¦Ó
�Ç�*3{�d¥�õ«X3{v*ø:ÇPEAPR4�'�EAP-TLS{|Ñ!�{)ï�

❀PEAP¦EAP-TTLSi4ÕÇ&~qÖìàyVÇ/,ó0�à¦èyqÖì�-OÁ�·{TLS¸wu
5~�èyüPÇYâ�êèyfå{b¦,Ç�ó�\0ÁÇEAP-TTLS¦PEAP{K/4PEAPÌ1Ò
©�B~�ÖÇ��=
4/,�·TLS¸w��{�
EAP-TTLSó��~�ÖZ=
�ÇÑ&~TLS
¸w�

❀·¢���ö/etc/wpa_supplicant.conf ©GÇ?��¦EAP-PEAP��{{�Õ

network={
ssid="freebsdap"
proto=RSN
key_mgmt=WPA-EAP
eap=PEAP ➊

identity="test" ➋

password="test" ➌

ca_cert="/etc/certs/cacert.pem" ➍

phase1="peaplabel=0" ➎

phase2="auth=MSCHAPV2" ➏

}

➊ YÇ	ã{��4~�Ëz{EAP0*�

➋ identity 	ã¥4ó�·TLS¸w¥~�EAPèy{üP��

➌ password 	ã¥4~�EAPèy{=
	�

➍ ca_cert 	ãÉñêCAyV©G{4»Ö�óèyqÖìyV�ÇYÇ©G4��{�
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➎ YÇ	ãÝ9ê��~ãèy(TLS¸w){kj�±3&~{èyqÖì{X3Ç3���½èy{)
ü�õj��Ç)üa�4�0�àEAP�·�ÇY,1/,&~peaplabel=0 u�½�Íõfå,

1óÉåC~wpa_supplicant.conf(5)¥It�

➏ YÇ	ã{��4èyNFó�·{TLS¸w¥&~{få�éPEAP
ÓÇY4auth=MSCHAPV2�

❀3¤��²�Á{{���t/etc/rc.conf Õ

wlans_ath0="wlan0"
ifconfig_wlan0="WPA DHCP"

❀��Z4é~�dz=Õ

# /etc/rc.d/netif start

Starting wpa_supplicant.
DHCPREQUEST on wlan0 to 255.255.255.255 port 67 interval 7
DHCPREQUEST on wlan0 to 255.255.255.255 port 67 interval 15
DHCPREQUEST on wlan0 to 255.255.255.255 port 67 interval 21
DHCPACK from 192.168.0.20
bound to 192.168.0.254 -- renewal in 300 seconds.
wlan0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTI CAST> mtu 1500

ether 00:11:95:d5:43:62
inet 192.168.0.254 netmask 0xffffff00 broadcast 192.168. 0.255
media: IEEE 802.11 Wireless Ethernet DS/11Mbps mode 11g
status: associated
ssid freebsdap channel 1 (2412 Mhz 11g) bssid 00:11:95:c3:0 d:ac
country US ecm authmode WPA2/802.11i privacy ON deftxkey UN DEF
AES-CCM 3:128-bit txpower 21.5 bmiss 7 scanvalid 450 bgscan
bgscanintvl 300 bgscanidle 250 roam:rssi 7 roam:rate 5 prot mode CTS
wme burst roaming MANUAL

32.3.3.1.4 WEP

❀WEP (�"�HNF)4!ð802.11)ï{�\I�Ù¥��
ØüPèyå�Ç�
Øê¦6¯;�Ç

%i�4»��

❀WEP,1/,ifconfig {�Õ

# ifconfig wlan0 create wlandev ath0

# ifconfig wlan0 inet 192.168.1.100 netmask 255.255.255.0 \

ssid my_net wepmode on weptxkey 3 wepkey 3:0x3456789012

• weptxkey �Òê&~ýÇWEP·Øu�qjâ�Q�Y°·¢&~�®Ç·Ø�Ç��¦Ã"z��
{{�����*�X8ù�{Ã"z��Ç�A~1ÃÒ4���Ç·ØÄu÷�YÇ#Þ�

• wepkey ~� 
WEP·Ø�ÙÂ*a�index:keyÇkeyå��1;�*��÷�{·ØX4��ÇÇÒ
���½indexê�

ÕÕÕ???: 3��R0x3456789012 ��óÃ"z��Þ{�{�Ç�
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❀·¢OF3ÝÖÉåC~ifconfig(8)uê���Z{få�

❀wpa_supplicant å��,1~u{�3{Ã"��&~WEP��Á{¾��,1/,
ó/etc/wpa_supplicant.conf ¥���c÷�u"�Õ

network={
ssid="my_net"
key_mgmt=NONE
wep_key3=3456789012
wep_tx_keyidx=3

}

❀zøÕ

# wpa_supplicant -i wlan0 -c /etc/wpa_supplicant.conf

Trying to associate with 00:13:46:49:41:76 (SSID=’dlinka p’ freq=2437 MHz)
Associated with 00:13:46:49:41:76

32.3.4 Ad-hoc ÜÜÜ***

❀IBSSÜ*Ç�Á�ad-hocÜ*Ç4��é�Ëz÷�{�¾�Ç�*æ�ó�®åAZB�-OÁad-hoc
�dÇ·¢�� 
ÜÇIP��Z�ÇSSIDÒ,1ê�

❀ó�®åAÞÕ

# ifconfig wlan0 create wlandev ath0 wlanmode adhoc

# ifconfig wlan0 inet 192.168.0.1 netmask 255.255.255.0 ssid freebsdap

# ifconfig wlan0

wlan0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTI CAST> metric 0 mtu 1500
ether 00:11:95:c3:0d:ac
inet 192.168.0.1 netmask 0xffffff00 broadcast 192.168.0. 255
media: IEEE 802.11 Wireless Ethernet autoselect mode 11g <a dhoc>
status: running
ssid freebsdap channel 2 (2417 Mhz 11g) bssid 02:11:95:c3:0 d:ac
country US ecm authmode OPEN privacy OFF txpower 21.5 scanva lid 60
protmode CTS wme burst

❀$ÿ{adhoc kj,+Ã"�dz=a1IBSSÜ*äÝ�

❀$�ÇóBÞa��ê5�tA{?óêÕ

# ifconfig wlan0 create wlandev ath0 wlanmode adhoc

# ifconfig wlan0 up scan

SSID/MESH ID BSSID CHAN RATE S:N INT CAPS
freebsdap 02:11:95:c3:0d:ac 2 54M -64:-96 100 IS WME

❀óQñ¥{I ò'h�êAå41ad-hocÜ*äq{�·¢��ÉB{��X3{IP��Õ

# ifconfig wlan0 inet 192.168.0.2 netmask 255.255.255.0 ssid freebsdap

# ifconfig wlan0
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wlan0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTI CAST> metric 0 mtu 1500
ether 00:11:95:d5:43:62
inet 192.168.0.2 netmask 0xffffff00 broadcast 192.168.0. 255
media: IEEE 802.11 Wireless Ethernet autoselect mode 11g <a dhoc>
status: running
ssid freebsdap channel 2 (2417 Mhz 11g) bssid 02:11:95:c3:0 d:ac
country US ecm authmode OPEN privacy OFF txpower 21.5 scanva lid 60
protmode CTS wme burst

❀YøÇAZBÒ,1b¦fåê�

32.3.5 FreeBSD äää���ÌÌÌååå{{{ÃÃÃÃÃÃ"""ÄÄÄ666¯̄̄zzz������

❀FreeBSD,1*��ÇÃÃ"Ä6¯z��ÃAPÄÇYø,1X�òVo�ÇmGAPÝV&~ad-hocÜ
*{�d�h�{FreeBSDåì*���Ëzt�i�Ç�d{��R:��~�

32.3.5.1äääýýý{{{���

❀ó²�{FreeBSDåì{�Ä�ÇAP1�Ç�D����ó�X{�Pé�{Ã"��{Ã"�d|
Ñ�hl�¤���Þ�.~{�\NF�.ÜzÍ-û{fåÇ>kÝ�32.3.2��

ÕÕÕ???: ø�¤X|Ñ&~WindowsPÄZNDISPÄÝã{��)�AP&~���FreeBSDÆ	{Ã"PÄ�ê
|ÑAPÜ*�

❀�`ãñêÃ"�d{|ÑÇ�Ò,15������{Ã"÷÷4d|Ñä�Ìå{Ã"6¯z�Ü

*Ã/��úÁ�hostapÜ*ÄÕ

# ifconfig wlan0 create wlandev ath0

# ifconfig wlan0 list caps

drivercaps=6f85edc1<STA,FF,TURBOP,IBSS,HOSTAP,AHDEM O,TXPMGT,SHSLOT,SHPREAMBLE,MONITOR,MBSS,WPA1,WPA2,BU
cryptocaps=1f<WEP,TKIP,AES,AES_CCM,TKIPMIC>

❀YãQñ�+ê��Ä|Ñ{È«Õ�ÖÙ¥{�E	HOSTAP,+YL��,1*�Ã"�dz��u

&~�$iÇY°¤ÌÉñÄ|Ñ{�·®�ÕWEP�TKIP�AESÇ���YJfåé��wó6¯z�
�Þ&~[«�\NF:�­��

❀��
O�d�÷÷��ê{�Ã"÷÷4d1hostapÜ*äqÇ�*��.²?óê#a{÷÷Ç��
�D�RÙ=ÄÕ

# ifconfig wlan0 destroy

❀zøÇó{�ÙÇkj�Ç1th{ 1­c	Ä÷÷Õ

# ifconfig wlan0 create wlandev ath0 wlanmode hostap

# ifconfig wlan0 inet 192.168.0.1 netmask 255.255.255.0 ssid freebsdap mode 11g channel 1

❀ò'&~ifconfig 5�wlan0 �dz={çÕÕ

# ifconfig wlan0

wlan0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTI CAST> metric 0 mtu 1500
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ether 00:11:95:c3:0d:ac
inet 192.168.0.1 netmask 0xffffff00 broadcast 192.168.0. 255
media: IEEE 802.11 Wireless Ethernet autoselect mode 11g <h ostap>
status: running
ssid freebsdap channel 1 (2412 Mhz 11g) bssid 00:11:95:c3:0 d:ac
country US ecm authmode OPEN privacy OFF txpower 21.5 scanva lid 60
protmode CTS wme burst dtimperiod 1 -dfs

❀hostap kj�½êz=1Ìåz��{0*äq�

❀/,ó/etc/rc.conf ¥���Á{{�Ç�,1óø:Zs{,Ç¥�ÄqÄé��dz={{�Õ

wlans_ath0="wlan0"
create_args_wlan0="wlanmode hostap"
ifconfig_wlan0="inet 192.168.0.1 netmask 255.255.255.0 ssid freebsdap mode 11g channel 1"

32.3.5.2XXX&&&~~~���yyyÝÝÝ���···{{{ÃÃÃÃÃÃ"""ÄÄÄ666¯̄̄zzz������

❀¦�·¢XM?äq�ÇX&~�[�yÝ�·{APÇbY4�Ç:�;\{5�AP4dt�Ó*{0
��Yø{�é�®A0�à¯��:�­��

❀�`APú{�Äê·¢�ÁÄ0+{�øÇÒ,1ó�i�ÑÃ"åìÞð)��'·ÃuItY
ÇAPÕ

# ifconfig wlan0 create wlandev ath0

# ifconfig wlan0 up scan

SSID/MESH ID BSSID CHAN RATE S:N INT CAPS
freebsdap 00:11:95:c3:0d:ac 1 54M -66:-96 100 ES WME

❀ó0�åÞ��t.²ËzÞêÃÃ"Ä6¯z��Õ

# ifconfig wlan0 inet 192.168.0.2 netmask 255.255.255.0 ssid freebsdap

# ifconfig wlan0

wlan0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTI CAST> metric 0 mtu 1500
ether 00:11:95:d5:43:62
inet 192.168.0.2 netmask 0xffffff00 broadcast 192.168.0. 255
media: IEEE 802.11 Wireless Ethernet OFDM/54Mbps mode 11g
status: associated
ssid freebsdap channel 1 (2412 Mhz 11g) bssid 00:11:95:c3:0 d:ac
country US ecm authmode OPEN privacy OFF txpower 21.5 bmiss 7
scanvalid 60 bgscan bgscanintvl 300 bgscanidle 250 roam:rs si 7
roam:rate 5 protmode CTS wme burst

32.3.5.3&&&~~~WPA {{{ÃÃÃÃÃÃ"""ÄÄÄ666¯̄̄zzz������

❀Y�ãRÕ­�ëóFreeBSDÃÃ"Ä6¯z��Þ{�&~WPA�\NF�Íõ��WPAZ{�ä
�WPAÃ"0�à{û�>kÝ�32.3.3.1.3��

❀hostapdE��ÇRú~�ÿ®¦0�à{�yZóé~WPAÃÃ"Ä6¯z��Þ{·Ø�®�

❀z�uÇÄ�{{�v*ÑRó*�AP{FreeBSDåìÞqÄ��`AP�êth{Ó*êÇ"²��
Yq��/etc/rc.conf &zhostapd�óåìéÄ{���ÄäqÕ
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hostapd_enable="YES"

❀ó{�hostapd1�Ç>hâ�.²qÄêäý{�¥Ä�ë{Z½�32.3.5.1��

32.3.5.3.1 WPA-PSK

❀WPA-PSK�ó����yqÖì{Bn�d
÷�{�

❀{�©G�/etc/hostapd.conf fileÕ

interface=wlan0 ➊

debug=1 ➋

ctrl_interface=/var/run/hostapd ➌

ctrl_interface_group=wheel ➍

ssid=freebsdap ➎

wpa=1 ➏

wpa_passphrase=freebsdmall ➐

wpa_key_mgmt=WPA-PSK ➑

wpa_pairwise=CCMP TKIP ➒

➊ Y�1)Òê6¯z��Ä&~{Ã"z=�

➋ Y�1÷�ê�qhostapd���+#�få{-ûÇÝ�1,+!B{ÿ/�

➌ ctrl_interface Y1Éñêhostapd?û¦ÙÆi\Ç�Ã��hostapd_cli(8))/f{­�z=©G4
»�Y°&~êå���

➍ ctrl_interface_group Yq÷�êã�6¯;��Á©G{�auÃY°·¢&~êwheel �Ä�

➎ Y�14÷��d{ÖÁ�

➏ wpaY1,+é~êWPA
%�Ò�&~[«WPA�yNF��1,+APR&~WPA-PSK�

➐ wpa_passphrase Y1Ý9~�WPA�y{ASCII·h�

´́́···: /�&~,T�{	ñ,	Ä�ê�Ý{�æ·hÇ1X��ú44{_�ÝÔât�

➑ wpa_key_mgmt Yq,Òê·¢Ä&~{·Ø�®NF�óYÇ¾�¥4WPA-PSK�

➒ wpa_pairwise Y1,+ÃÃ"Ä6¯z��ÄzI{�·®��óYÇ¾�¥ÇTKIP(WPA)
ZCCMP(WPA2)·hÑÌúzI�CCMP·h4øTKIPi{��« 
ÇCCMP�Ä*�D ·hÖ
��óCCMPX�ú&~{¢¸¥ 
TKIP�

❀z�u{�ZÒ4äqhostapdÕ

# /etc/rc.d/hostapd forcestart

# ifconfig wlan0

wlan0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTI CAST> mtu 2290
inet 192.168.0.1 netmask 0xffffff00 broadcast 192.168.0. 255
inet6 fe80::211:95ff:fec3:dac%ath0 prefixlen 64 scopeid 0x4
ether 00:11:95:c3:0d:ac
media: IEEE 802.11 Wireless Ethernet autoselect mode 11g <h ostap>
status: associated
ssid freebsdap channel 1 bssid 00:11:95:c3:0d:ac
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authmode WPA2/802.11i privacy MIXED deftxkey 2 TKIP 2:128- bit txpowmax 36 protmode CTS dtimperiod

❀�ó0�à�êËzÞäq{ÃÃ"Ä6¯z��êÇÍõû�,1kÝ�32.3.3.1.3�����ýJ0
�ËzÞêAP,1äq×
ifconfig wlan0 list sta �

32.3.5.4&&&~~~WEP{{{ÃÃÃÃÃÃ"""ÄÄÄ666¯̄̄zzz������

❀·¢XM?&~WEPu÷��ÇÃÃ"Ä6¯z��ÇO����y{å�?�4ú»���J»$"
��{Ã"���|ÑWEP*��\NFÇYJ���ã�GOX9�yÝWEPNF{AP�

❀ó÷�êth{SSIDZIP���ÇÃ"÷÷Ò,1��hostapÜ*êÕ

# ifconfig wlan0 create wlandev ath0 wlanmode hostap

# ifconfig wlan0 inet 192.168.0.1 netmask 255.255.255.0 \

ssid freebsdap wepmode on weptxkey 3 wepkey 3:0x3456789012 mode 11g

• weptxkey ,+�Q¥&~ý�ÇWEP·Ø�YÇ¾�¥~ê�3²·ØÃ>Õ?·Ø{�R,1


)Ä�YÇkj��÷�1~u�·jâ�

• wepkey ,+÷�Ä&~{WEP·Ø�Ça�n\index:key Yø{Â*��*���½indexÇ��å
���1�YÒ4��*·¢&~êø��²1i{·ØÇ��Ò���½index�

❀ò&~�'ifconfig ×
��wlan0 z={çÕÕ

# ifconfig wlan0

wlan0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTI CAST> metric 0 mtu 1500
ether 00:11:95:c3:0d:ac
inet 192.168.0.1 netmask 0xffffff00 broadcast 192.168.0. 255
media: IEEE 802.11 Wireless Ethernet autoselect mode 11g <h ostap>
status: running
ssid freebsdap channel 4 (2427 Mhz 11g) bssid 00:11:95:c3:0 d:ac
country US ecm authmode OPEN privacy ON deftxkey 3 wepkey 3:4 0-bit
txpower 21.5 scanvalid 60 protmode CTS wme burst dtimperiod 1 -dfs

❀�ó,1,�i�ÑÃ"åìÞð)��'·ÃuItYÇAPêÕ

# ifconfig wlan0 create wlandev ath0

# ifconfig wlan0 up scan

SSID BSSID CHAN RATE S:N INT CAPS
freebsdap 00:11:95:c3:0d:ac 1 54M 22:1 100 EPS

❀�ó0�å�ê&~th{kjÃ·Ø�ÄIt?ËÞÃÃ"Ä6¯z��êÇÍõû�>k

Ý�32.3.3.1.4��

32.3.6333���&&&~~~���"""ZZZÃÃÃ"""ËËËzzz

❀�Ä
ÓÇ�"�d{¤ÝÍO
%Í,"Ç
Ã"�d�
ØÍP{�ÙùåÄuÇ&~	�ý{~

�Ç��Ìæ��\ÜV{��Ç?�êóÜ«Ëz�-Ã_#¦�
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❀óFreeBSDÞ,1RõÇ�dz=\?t�åÇ?1�ùFÝ#�{0*�Ä#¦Ç�Ò4�ÇY��
�dz=��½{��~�Ç
v*ø:óÓ4çÕ�	#����Ä�q#¦Ç¾�h3�?ó�"Z

Ã"Ëz{����&~�"�dÇ
h�"�dä
�Ç��Ä#¦tÃ"�d�

❀·¢Róã�{�32.6�¥�ëÓ4à\ZùFÝ#Ç?ó¾32-3¥éY«{�0*�q+)�

32.3.7ùùùFFF\\\øøø

❀�*3ó&~Ã"�d�±têf&Ç$ÿ
Øê�øï~1ÐÏ\øùF{Z½�

• �*3óï,¥IXtÃ"6¯�Ç>h�3��RÃ"÷÷{��&~�!{��ªã�

• �*3Ã��ÉtÃ"6¯�Ç>h�3{/µ5{�¦Ã"6¯�{{����YÝi�yÜ*1ù

�\NF�¦,�;�3{{���*3t&~¡�WPAÝWEPYø{�\NFÇ>RÃ"6¯�{�
�
8èyZXf~�\D�Ç?5�4djâ�ê/,�

• �`3�ê�ÉtÃ"6¯���ÇÒ,1&~;\{Óä�ping(8)ufä�\{�ê�

wpa_supplicant 
Øê�õ®A|ÑÖ�ACÓäqÇÇóéÄ��½-dd  1Ç?��Qñ�*�

• ø$�i¤��õÙÇ{��®AÓä�3,1&~/usr/src/tools/tools/net80211 ¥{wlandebug

×
ué~802.11NF|Ñ�{®AÕ��¾�Õ

# wlandebug -i ath0 +scan+auth+debug+assoc

net.wlan.0.debug: 0 => 0xc80000<assoc,auth,scan>

,1~ué~¦·ÃÃ"6¯�Z802.11NFó�\/µ�¦ºC��{;�Ñfå�

¤��õ�~{:�få4�802.11���{Öwlanstats Óä,1�+YJfå�YJ:�jâ�ê

�ñ�802.11�#/ñu{FØ�>Õ?ìJFØ,�4�÷÷PÄó802.11���#/ñu{ÇO$
YJFØ,�?X�+��fä¦÷÷��{¯�Ç3��k�÷÷PÄÇ�{©l�

❀�*Þcfå��ÐÏ3Itä�{¯�ÄóÇ>
b¯�ç·Ç?óÙ¥�ÞYJÓä{Qñ�

32.4www¿¿¿
*VÕPav Lucistnik.¥© HÕ<¨²ZÅ B.

32.4.1;;;���

❀Bluetooth (w¿)4�1Ã"�bÇ~�OÁQP�2.4GHZÇE��10²{���d��d�Ä4�"P
*÷÷Ç��Cå(cellular phone)Ç=Þ�
(handhelds)ZèÞ�
(laptops))1ad-hoco*�Ä�X6ÙÇ
�q{Ã"�bWi-FiÇBluetooth
ØêÍ°ÿ{qÖ�ÁÇ4¡FTP{©GqÖ�©GM�(file
pushing)�ªQ����q"Ü����

❀óFreeBSD°Çw¿2(Bluetooth stack)/,&~NetgraphU%(>�netgraph(4))u{"��LÞ
{"Bluetooth USB dongle"�ng_ubt(4)PÄÇ�|Ñ�ä�Broadcom BCM2033_¡�{Bluetooth÷÷,1
/,ubtbcmfw(4)Zng_ubt(4)PÄÇ�|Ñ�3Com Bluetooth PC�3CRWB60-A�ng_bt3c(4)PÄÇ�|
Ñ�ä�SerialZUART{w¿÷÷�sio(4)�ng_h4(4)Zhcseriald(8)�ý��ëUSB Bluetooth dongle{&
~�
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32.4.2������÷÷÷÷÷÷

❀å�{Bluetooth÷÷PÄÇ�.?ó��XÜL°�z�÷÷�Ç3��RPÄÇ��ñ��XÕ

# kldload ng_ubt

❀�*ø:éÄ�Bluetooth÷÷.²?ó�ø:°Ç��,/boot/loader.conf °�ñYÇÜLÕ

ng_ubt_load="YES"

❀��USB dongle�;�Ñ(console)(Ýsyslog¥)Ìñ�¡���{fåÕ

ubt0: vendor 0x0a12 product 0x0001, rev 1.10/5.25, addr 2
ubt0: Interface 0 endpoints: interrupt=0x81, bulk-in=0x8 2, bulk-out=0x2
ubt0: Interface 1 (alt.config 5) endpoints: isoc-in=0x83, isoc-out=0x3,

wMaxPacketSize=49, nframes=6, buffer size=294

❀lý/etc/rc.d/bluetooth 4~uéÄZ*�Bluetooth stack (w¿2){�!Pó¯ñ÷÷�*
�stack(stack)Çhl�X4:)X,�éÄstack (2)�ÇÌzt��{QñÕ

# /etc/rc.d/bluetooth start ubt0

BD_ADDR: 00:02:72:00:d4:1a
Features: 0xff 0xff 0xf 00 00 00 00 00
<3-Slot> <5-Slot> <Encryption> <Slot offset>
<Timing accuracy> <Switch> <Hold mode> <Sniff mode>
<Park mode> <RSSI> <Channel quality> <SCO link>
<HV2 packets> <HV3 packets> <u-law log> <A-law log> <CVSD>
<Paging scheme> <Power control> <Transparent SCO data>
Max. ACL packet size: 192 bytes
Number of ACL packets: 8
Max. SCO packet size: 64 bytes
Number of SCO packets: 8

32.4.3ÌÌÌ;;;���ìììzzz===(HCI)

❀Ì;�ìz=(HCI)
Øê/5äQ;�ìZËz�®ì{×
z=ù6¯mGçÕ	Z;�
?ì{/
w�YÇz=
Øê6¯w¿äQ(Bluetooth baseband)Õ�{:�0*�ÌåÞ{HCI�¦w¿mGÞ
{HCIûGb¦jâZ×
�Ì;�ì{�Q�(�Ô®�")PÄÇ�
ØÜÇHCI�b¦få{�Å�

❀��Çw¿(Bluetooth)÷÷
O�Çhci¡n{Netgraph���HCI���ÄËzw¿÷÷{PÄ��(�
q�)ZL2CAP��(Þq�)�Ä�{HCIv*��óHCI��Þ�q
X4÷÷PÄ���HCI��{å
�Ö4�devicehci��Íõû�>k�ng_hci(4){ÉåC~�

❀!�D{�Ö4��óRF proximity¥{w¿(Bluetooth)÷÷�YÇÒw)���®®®(inquiry)��®ùHCI#
�{v*,1�hccontrol(8)ÓäuqÄ�1�{¾�0+�[Iñ)��{w¿÷÷�ó�Æ¨�3a�
zt�<÷÷ï,�Õ?ÏÇÌå��ú��discoverable(,,,������)Ü*b�Ia�®�

% hccontrol -n ubt0hci inquiry

Inquiry result, num_responses=1
Inquiry result #0

BD_ADDR: 00:80:37:29:19:a4
Page Scan Rep. Mode: 0x1
Page Scan Period Mode: 00
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Page Scan Mode: 00
Class: 52:02:04
Clock offset: 0x78ef

Inquiry complete. Status: No error [00]

❀BD_ADDR4w¿÷÷{�½��Ç¡����{MAC �����~$��¦ìÇ÷÷��Z�/f�,
1�BD_ADDRI{�|,Ö{Ö	(human readable name)�©G/etc/bluetooth/hosts Ý9.�w¿Ì

å{få��Á{¾�0+�[ÜzI{ÉÏÇ÷÷{,ÖÖ�

% hccontrol -n ubt0hci remote_name_request 00:80:37:29:19:a4

BD_ADDR: 00:80:37:29:19:a4
Name: Pav’s T39

❀�*óÏÇw¿Þäq�®Ç3Ì��3{�®å4�your.host.name (ubt0)��I{Éý�÷÷{Ö	,
±��#�

❀w¿ø:
Ø�é�Ëz(��ÜÇw¿÷÷k¦)Z�éõ�Ëz�ó�éõ�Ëz¥ÇËz�õÇw¿
÷÷á0�1�{¾�0+�[Rzý�÷÷{ÙÄäQ(baseband)Ëzï,�

% hccontrol -n ubt0hci read_connection_list

Remote BD_ADDR Handle Type Mode Role Encrypt Pending Queue S tate
00:80:37:29:19:a4 41 ACL 0 MAST NONE 0 0 OPEN

❀connection handle(ËËËzzz999)ó��ª�äQËz��~�Õ?Õ�ÄX��CÄqÄ�2(stack)Ì�Äª
�XÙÄ{äQËz�

# hccontrol -n ubt0hci disconnect 41

Connection handle: 41
Reason: Connection terminated by local host [0x16]

❀k�hccontrol help ÜRqr{HCI×
ï,�L\IHCI×
X��§ÿ~�Y!�

32.4.4\\\öööËËËzzz;;;���ZZZ777{{{NNNFFF(L2CAP)

❀\öËz;�Z7{NF(L2CAP)�Þ�NF
ØÁ5ËzZÃËz{jâqÖÇ?
ØõNFÕ�ZI
¿­�v*�L2CAPß�Þ�NFZa~�G�QZzB!L�Ý�64K{L2CAPjâÝ�

❀L2CAPä�///www(channel){�'�/w(Channel)4 �äQ(baseband)Ëz�Þ{\öËz��Ç/w
1õé�{0*Ô½�Ç\�NF(single protocol)�õÇ/w,1Ô½3�ÇNFÇb�Ç/wX,1Ô½
õÇNF��Çó/w°zBt{L2CAPjâÝú�t#a{Þ�NF�õÇ/w,á03�ÇäQË
z�

❀��Çw¿(Bluetooth)÷÷
O�Çl2cap¡n{Netgraph���L2CAP���ÄËzHCI��(�q
�)Zw¿÷÷{PÄ��(Þq�)�L2CAP��{å�Ö4�devicel2cap��Íõû�>k�ng_l2cap(4)
{ÉåC~�

❀�Ç�~{×
4l2ping(8)ÇÇ,1~upingÙÇ÷÷��Jw¿"�,�XÌ(ÃÄ���ÉÇ¢{j
âÇÄ1�¾¥{0 bytes 4t�{�

# l2ping -a 00:80:37:29:19:a4

0 bytes from 0:80:37:29:19:a4 seq_no=0 time=48.633 ms resu lt=0
0 bytes from 0:80:37:29:19:a4 seq_no=1 time=37.551 ms resu lt=0
0 bytes from 0:80:37:29:19:a4 seq_no=2 time=28.324 ms resu lt=0
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0 bytes from 0:80:37:29:19:a4 seq_no=3 time=46.150 ms resu lt=0

❀l2control(8)Óä~�óL2CAPÞ�qõ«v*�1�YÇ¾�0+�[Rzý�÷÷{\öËz(/w)
ZäQËz{ï,Õ

% l2control -a 00:02:72:00:d4:1a read_channel_list

L2CAP channels:
Remote BD_ADDR SCID/ DCID PSM IMTU/ OMTU State
00:07:e0:00:0b:ca 66/ 64 3 132/ 672 OPEN
% l2control -a 00:02:72:00:d4:1a read_connection_list

L2CAP connections:
Remote BD_ADDR Handle Flags Pending State
00:07:e0:00:0b:ca 41 O 0 OPEN

❀��ÇfäÓä4btsockstat(1)�ÇqÄ¦netstat(1)¡�{v*Ç�4~êw¿�d#�{jâ�è�1
�YÇ¾��+¦l2control(8)#3{\öËz�

% btsockstat

Active L2CAP sockets
PCB Recv-Q Send-Q Local address/PSM Foreign address CID Sta te
c2afe900 0 0 00:02:72:00:d4:1a/3 00:07:e0:00:0b:ca 66 OPE N
Active RFCOMM sessions
L2PCB PCB Flag MTU Out-Q DLCs State
c2afe900 c2b53380 1 127 0 Yes OPEN
Active RFCOMM sockets
PCB Recv-Q Send-Q Local address Foreign address Chan DLCI St ate
c2e8bc80 0 250 00:02:72:00:d4:1a 00:07:e0:00:0b:ca 3 6 OPE N

32.4.5 RFCOMMNNNFFF

❀RFCOMMNF
Øä�L2CAPNF{�qà=Ü���NFä�ETSI TS 07.10)ï�RFCOMM4�Ç
;\{�QNFÇ��êÙ�9bRS-232(EIATIA-232-E)�qà={½B�RFCOMMNF!õ|Ñ60Ç?
�Ëz(RFCOMM/w)�

❀�ê"�RFCOMMÇäq�X3÷÷Þ{a~Ç�OÁå����Ç¢�-/fã{/f4
»�RFCOMM"�Þ7~�&~�qà={a~�G�/fã4�Ç÷÷t��Ç÷÷{w¿Ëz(�zË
z)�

❀RFCOMM�e{�4�zËz÷÷�-{ËzÇÝó�d°�Ç÷÷¦modem�-{Ëz�RFCOMM
�|ÑÙÇ{{�Ç��ó�à/,w¿Ã"�b/µ
ó��à&~�"z=�

❀óFreeBSDÇRFCOMMNFów¿�z	�(Bluetooth sockets layer)"��

32.4.6÷÷÷÷÷÷{{{���ééé(Pairing of Devices)

❀å�<Y�Çw¿/f4X��èy{Ç�[÷÷,¦ÙÇ�[÷÷é���Çw¿÷÷(��Cå),1
 
/,èy1
Øì«�OqÖ(��CRqÖ)�w¿èy�Ä&~PINhhh(PIN codes)��ÇPINh4!
��16Ç	n{ASCII	n��~���óÜÇ÷÷¥Q�#3{PINh�~�Q�êPINh�ÇÜÇ÷÷
Ì	Ä�ÇËËËzzz···ÒÒÒ(link key)�zøËz·Ø,1?ûó÷÷Ý?ûì¥�Ëz�ÜÇ÷÷Ì&~��	
Ä{Ëz·Ø�1Þ�ë{,ÇúÁ����ééé(pairing)�Õ?�*�[�0¿�êËz·ØÇ��­c�q
�é�
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❀E��Çhcsecd(8)�	ÿ®Ä�w¿èy>F�å�{{�©G4/etc/bluetooth/hcsecd.conf ��

Á{¾��+�ÇCå{PINhú½÷��1234�Õ

device {
bdaddr 00:80:37:29:19:a4;
name "Pav’s T39";
key nokey;
pin "1234";

}

❀PINh��!�(øê�Ý)��J÷÷(¾�w¿�å)Ì��Ç½�{PINh�-d 
���hcsecd(8)E�
�Çÿ��ÑÇO$i�4�8�	ê���÷�Ïà÷÷ï÷zB�é(pairing)Çl�éÄw¿ËztÏ
à÷÷�Ïà÷÷a�ÃazBê�é?>FPINh�Q�¦hcsecd.conf ¥�ø{PINh��ó3{Ç|
�®å.²¦ÏÇ÷÷�éê��i3�,1óÏÇ÷÷Þð)���

❀,1/,ó/etc/rc.conf ©G¥���Á{qÇ1"thcsecdóø:éÄ��ÄäqÕ

hcsecd_enable="YES"

❀1�4;\{hcsecdqÖQñøýÕ

hcsecd[16484]: Got Link_Key_Request event from ’ubt0hci’ , remote bdaddr 0:80:37:29:19:a4
hcsecd[16484]: Found matching entry, remote bdaddr 0:80:3 7:29:19:a4, name ’Pav’s T39’, link key doesn’t
hcsecd[16484]: Sending Link_Key_Negative_Reply to ’ubt0 hci’ for remote bdaddr 0:80:37:29:19:a4
hcsecd[16484]: Got PIN_Code_Request event from ’ubt0hci’ , remote bdaddr 0:80:37:29:19:a4
hcsecd[16484]: Found matching entry, remote bdaddr 0:80:3 7:29:19:a4, name ’Pav’s T39’, PIN code exists
hcsecd[16484]: Sending PIN_Code_Reply to ’ubt0hci’ for re mote bdaddr 0:80:37:29:19:a4

32.4.7qqqÖÖÖ������NNNFFF(SDP)

❀qÖ��NF(SDP)
ØÉ0�à�G�«0�ÇÇ����qÖì�G
Ø{qÖùau�qÖ{au
ÝiÄ
ØqÖ{¡nÝ¡/Ç&~�qÖÄ��{å�ÝNF�

❀SDPÝiSDPqÖìZSDP0�à�-{/f�qÖì���<qÖ�9ï,ÇÇ�ëqÖìÞqÖ{
�u��ÇqÖ�9Ý9��\ÇqÖ{få�/,�ñSDP>FÇ0�àÌztqÖ�9ï,{få�
�*0�à(ÝV0�àÞ{a~�G)û½&~�ÇqÖÇ�ê&~YÇqÖÇ��¦qÖ
ØÑOÁ�
ÇÕÁ{Ëz�SDP
Øê��qÖùÙau{å�ÇbÇ?X
Ø&~YJqÖ{å��

❀�Ä�ÇSDP0�à�LqÖ{ì«Ï��nu�ÂqÖ�b4Çý&���[���SDPqÖà
Ø{
qÖ{½÷fåÇ����
|w?���Ç{qÖ�9°ÄÃc{4ý«qÖ¡n�Y«��Ä
Øq

Ö{,ÇÁ�¨̈̈���(browsing)�

❀w¿SDPqÖàsdpd(8)Z×
q0�àsdpcontrol(8)ÑÝióê)ï{FreeBSD�ã°��Á{¾�0+
�[�qSDP¨��®�

% sdpcontrol -a 00:01:03:fc:6e:ec browse

Record Handle: 00000000
Service Class ID List:

Service Discovery Server (0x1000)
Protocol Descriptor List:

L2CAP (0x0100)
Protocol specific parameter #1: u/int/uuid16 1
Protocol specific parameter #2: u/int/uuid16 1
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Record Handle: 0x00000001
Service Class ID List:

Browse Group Descriptor (0x1001)

Record Handle: 0x00000002
Service Class ID List:

LAN Access Using PPP (0x1102)
Protocol Descriptor List:

L2CAP (0x0100)
RFCOMM (0x0003)

Protocol specific parameter #1: u/int8/bool 1
Bluetooth Profile Descriptor List:

LAN Access Using PPP (0x1102) ver. 1.0

❀...���Õ?�ÇqÖ��Çau(��RFCOMM/w)ï,�ÊâqÖ3,�����Jau)ÇÕ
:��J�w¿"�(Bluetooth implementation)�X|ÑqÖ¨�Ç,�Ì(Ã�Ç8ï,�Y«<YÇ,
1�Â�½{qÖ��Á{¾�0+�[�ÂOBEX Object Push (OPUSH)qÖÕ

% sdpcontrol -a 00:01:03:fc:6e:ec search OPUSH

❀�óFreeBSD°�w¿0�à
ØqÖÇ,1&~sdpd(8)qÖ�3,1/,ó/etc/rc.conf ¥���Á

{qÕ

sdpd_enable="YES"

❀l�~�Á{×
uéÄsdpdqÖÕ

# /etc/rc.d/sdpd start

❀���Ïà
Øw¿qÖ{ý�{qÖÇ�Ì&~ý�SDP�ÇÕ~qÖ�4Yø{Ç�Ò
�rfcomm_pppd(8)��`éÄÇÇÒÌ&~ý�SDP�ÇÕ~w¿LAN qÖ�

❀&~ý�SDP�ÇÕ~{qÖï,Ç,1/,ý�;�/w�ñSDP¨��®ÜzÕ

# sdpcontrol -l browse

32.4.8CCCRRR���ddd(DUN)ZZZ&&&~~~PPP(LAN) ���ÁÁÁ{{{���dddzzz���

❀CR�d(DUN){�/�¦modemZCå�å&~���4Y�{�Äõù{��Õ

• �®å&~CåÝmodem*�Ã"modemuËzCRO��Ë�qÖìÇÝV&~ÙÇ{CRqÖÖ

• �®å&~CåÝmodemzBjâ>F�

❀&~PPP(LAN)�Á{�dz��&~ó��<oÕ

• \Çw¿÷÷{Û­�Ë�Ö

• õÇw¿÷÷{Û­�z�Ö

• PCtPC (&~ä��q"Ü�{PPP�d)�
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❀óFreeBSD¥ÇÜÇ�Á&~ppp(8)Zrfcomm_pppd(8) (�«UãìÇ,1RRFCOMMw¿ËzÝ¦
�PPP,v*{ÀÜ)u"��ó&~�[�Á��Ç�Çc{PPP)#��ó/etc/ppp/ppp.conf ¥O

Á�.�"¾>k�rfcomm_pppd(8)�

❀ó�Á{¾�¥Çrfcomm_pppd(8)~uóNUN RFCOMM/wÞK
�ÇtBD_ADDR
�00:80:37:29:19:a4{÷÷{RFCOMMËz�ä�{RFCOMM/wR�/,SDP,Ïà÷÷Üz��,
1CÄ�½/RFCOMMÇY«<Y�rfcomm_pppd(8)RX��qSDP�®�&~sdpcontrol(8)u�IÏà
÷÷Þ{RFCOMM/w�

# rfcomm_pppd -a 00:80:37:29:19:a4 -c -C dun -l rfcomm-dialup

❀�ê
ØPPP(LAN)�dz�qÖÇ��äqsdpd(8)qÖ��Çc{LAN 0�à�ø��
ó/etc/ppp/ppp.conf ©G¥OÁ�.�"¾>k�rfcomm_pppd(8)�!�Çó�H�/wRÞ

)RFCOMM PPPqÖ�RFCOMM PPPqÖÌ&~ý�SDP�Ç�ÄÕ~w¿LAN qÖ��Á{¾�0+
�[éÄRFCOMM PPPqÖ�

# rfcomm_pppd -s -C 7 -l rfcomm-server

32.4.9 OBEX ééé666MMM���(OBEX Object Push - OPUSH) ���ÁÁÁ

❀OBEXNFú�-�~�#Ä÷÷�-;\{©G�Q�Ç{Ì�~ÿ4óyi"/f�­Çú~�	�
ýÝCÑ÷÷�-{�Ä©G�Q�

❀OBEXqÖìZ0�à��®0�GÝobexapp"�ÇÇ,1,comms/obexapp port�ã�

❀OBEX0�à~�5OBEXqÖìM�Ýzñé6��Çé4,14(ÞÇ¾�)Û��¡ÝÕÌ�OBEX
0��/,SDP,ÏÇ÷÷RzRFCOMM/wR�Y,1/,�½qÖÖS�RFCOMM/wRuqÄ�
|Ñ{qÖÖ4�ÕIrMC�FTRNZOPUSH��,1~j	u�½RFCOMM/wR��Á4�ÇOBEX
Ì�{¾�Ç�Ç÷÷fåé4,Cå¥únñÇ�Çc{é4úM�Cå{ø9�

% obexapp -a 00:80:37:29:19:a4 -C IrMC

obex> get telecom/devinfo.txt devinfo-t39.txt
Success, response: OK, Success (0x20)
obex> put new.vcf
Success, response: OK, Success (0x20)
obex> di
Success, response: OK, Success (0x20)

❀�ê
ØOBEXM�qÖÇsdpd(8)��ÿ�äqçÕ���
O�ÇÊø9~�?8Ä���{é6�
Ê©G�{å�4»4/var/spool/obex �!�Çó�H{RFCOMM/wRÞ
)OBEXqÖ�OBEXq
ÖÌ&~SDP�Ç�ÄÕ~OBEXé6M�(OBEX Object Push)qÖ��Á{¾�0+�[éÄOBEXq
Ö�

# obexapp -s -C 10

32.4.10���===(SP)���ÁÁÁ

❀�=(SP)�Áã�w¿÷÷qÄRS232 (Ý¡�)�="{5]�YÇ�ÁÄõùt<o4Ç/,���=
&~w¿S�"�uÿ®1�{Ç��
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❀Óärfcomm_sppd(1)u"��=���Pseudo tty�~u*���{�=��Á{¾�0+�[ËzÏÇ
÷÷{�=qÖ�Õ?3X��½RFCOMM/wrfcomm_sppd(1)�ê/,SDP,Ïà÷÷�°Üz��*
3.S�Ç{�Ç,1ó×
q°�½RFCOMM/wu"�Õ

# rfcomm_sppd -a 00:07:E0:00:0B:CA -t /dev/ttyp6

rfcomm_sppd[94692]: Starting on /dev/ttyp6...

❀�`ËzÞÇ�pseudo tty�Ò,1ßh�=êÕ

# cu -l ttyp6

32.4.11 ¯̄̄������III

32.4.11.1XXX���ËËËzzzÏÏÏààà÷÷÷÷÷÷

❀�Jv�{w¿÷÷?X|ÑnºÝ¦(role switching)�å�<Y�ÇFreeBSDzI�Çc{Ëz�ÇÇ
Ì�A�qnºÝ¦?Ä�Ì;à(master)�X|ÑnºÝ¦{÷÷RÃ�Ëz�Õ?nºÝ¦4ócËz
OÁ�äq{ÇO$�*ÏÇ÷÷X|ÑnºÝ¦ÇÒX,�5Ç�ñ>F��ÇHCI 1~uóý�à
¢~nºÝ¦�

# hccontrol -n ubt0hci write_node_role_switch 0

32.4.11.2���***���FFFÇÇÇ���ddd���wwwttt���tttóóó���			������ÚÚÚ

❀,1����Ï�®0�GÝhcidumpÇÇ,1/,comms/hcidump portu�ã�hcidumpÓä
Ztcpdump(1):�#4�Ç,1~u�+w¿jâÝ{��Ç?RÙ�9t©G¥�

32.5���zzz
Æ*Andrew Thompson.

32.5.1;;;���

❀��ÇÌ���R�ÇÔ®�dIÄÜÇÕÁ{�ãÇ
X4
Oc{IP��Ç?RÙ/,4�ì#
Ë�1Y«0*ËzÜÇ�d{÷÷Á����(bridge)���ÜÇ�dz={FreeBSDø:,1*���
u&~�

❀��/,¦ó�Ç�dz=Þ{MAC���(1Ô���)Ó*��hjâÝ{Í��Zø)��ÿ�X
3{�d�Ç��b�qÝ��

❀óiõ0ÁÇ��Ò4�ÇQ�ièà={1Ô�b¦å�

32.5.2777\\\���zzz{{{<<<YYY

❀7\&~��{Ç��õ«X3{<Y�
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32.5.2.1&&&õõõÇÇÇ���ddd###���ÉÉÉ///

❀��{äýv*4RÜÇÝõÇ�ãËzó�å���È*Èø{ÆOÇ|¢Ìæ�&~�Ñ]t{�

®åÇ
X4�d÷÷uß���{nºÇ�D{ÆOÝi"�{!�����q3Û�ÇÝ���å�

dz=Ëz���d����,1RÃ"��1hostapÜ*z��"�d�

32.5.2.2,,,HHH/jjjââârrrooo333ÛÛÛ���

❀&~3Û�{�D<o4Ã��q4�Ý�d��Ý¦{<Y(NAT)�

❀Þ¾u�Ç��/,DSLÝISDNËztISP{BÚ�Çp�13ÇISPI{{\ÛIP��Z10ÑPC�óY
«<Y�Ç���I��{¯�Çf~4�u"�3Û�Ì�vh
�

❀ä���{3Û�,1�zóDSL/ISDN4�ì{�ÁÇ
Ã��DIP��{¯��

32.5.2.3���ddd)))@@@

❀��,1~�ËzÜÇX3{�ãÇ?~�)@�({1Ô�v�Y,1/,ó��z=Þ&

~bpf(4)/tcpdump(1)ÇÝ/,R\\1Ô�v��t��Ç�dz=(span=)u"��

32.5.2.4 2���VPN

❀/,IPËz{��Ç,1¼~EtherIP¸wÝä�tap(4){�û0�Ç�OpenVPN,1RÜÇ1Ô�Ëz
t�å�

32.5.2.5 2���������

❀�d,1/,õ�Ó4Ëzó�åÇ?&~	ÄdNF(Spanning Tree Protocol)u��õ�{/4��&
1Ô��êthÓ*ÇÜÇ÷÷�-a�����íÙ/4Ç
	Äd�ê5�¢4Ç?Rõ�{Ó4�

��äçÕ�híÙ/4ä
�ÇNF�ê�®�i�&dÇ?­cíÙ�ä{/4Ç1Á�t�dÈ�

{Ë/u�

32.5.3���XXX{{{���

❀Y��Ì��ëif_bridge(4)��"��ø$�iÇ¤��Çä�netgraph{��"�Ç�¶ê���Zû
�Ç>kDÉåC~ng_bridge(4)�

❀��PÄ4�Ç�XÜLÇ?Ì±&~ifconfig(8)
O��z=��Ä�ñ�3�,1Rdevice

if_bridge ��t�X{�©G¥Ç1"RÙ·ÕÉ���X�

❀Ý,H,1/,&~êpfil(9)U%{�?�«3Û��GÝuqÄ�YJ3Û�,11ÜLo*�ñÇ�
,1·ÕÉ���X�

❀/,{\altq(4)Zdummynet(4)Ç���,1~��Þ;��
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32.5.4ééé~~~������

❀��4/,z=��u
O{�3,1&~ifconfig(8)u
O��z=Ç�*�XXÝi��PÄÇ�Ç
Ì�ÄRÙñ��

# ifconfig bridge create

bridge0
# ifconfig bridge0

bridge0: flags=8802<BROADCAST,SIMPLEX,MULTICAST> metr ic 0 mtu 1500
ether 96:3d:4b:f1:79:7a
id 00:00:00:00:00:00 priority 32768 hellotime 2 fwddelay 1 5
maxage 20 holdcnt 6 proto rstp maxaddr 100 timeout 1200
root id 00:00:00:00:00:00 priority 0 ifcost 0 port 0

❀�$ÒOÁê�Ç��z=Ç?�Ù±åI{ê1Ô����maxaddr Ztimeout kj�ê;���ó

Ý�,¥â?õèÇMAC ��Ç1ù,1¥Ìå{,Ï�-�ÙÆkj;�	Äd{äÝ0*�

❀RÄÊ�dz=������êt���ê�Ä���ÄÊz=Ý�ÝÇ��z=ZÄ�ÄÊz=Ñ�

�ÿ�é~çÕÕ

# ifconfig bridge0 addm fxp0 addm fxp1 up

# ifconfig fxp0 up

# ifconfig fxp1 up

❀���óÌófxp0 Zfxp1 �-Ý�1Ô�v��H{/etc/rc.conf {���Ç�${�Róø:éÄ

�
O3ø{���

cloned_interfaces="bridge0"
ifconfig_bridge0="addm fxp0 addm fxp1 up"
ifconfig_fxp0="up"
ifconfig_fxp1="up"

❀�*��Ìå��IP��Ç�aRÙÔó��÷÷ýüÇ
X4ìÇÄÊ÷÷Þ�Y,1/,·Õ÷�
ÝDHCPuqÄÕ

# ifconfig bridge0 inet 192.168.0.1/24

❀ø$�iÇ�,1���z=�½IPv6���

32.5.5333ÛÛÛ���

❀hé~Ý,H�Ç/,��{Ý,1I/ó��{�dz=���z=Z�ñ{�dz=Þ�q,H�

YJ~ãþ,¢~�hÝ{�5i­��Ç!PóÄÊz=
:��z=Þ{�3Û��

❀��Þ,1�q�õ{�1û½:IPùARPÝ�d/,Ç1ù/,IPFW"���3Û��>k
Dif_bridge(4)ÉåC~1ê���Z{û��

32.5.6			ÄÄÄddd

❀��PÄ"�êO¤	ÄdNF(RSTPÝ802.1w)Ç?¦v�{	ÄdNF(STP)/��	Äd,1~uó
�d_À¥5�?>ø¢4�RSTP
Øê��:STPÍO{	Äd��¤ÝÇY«NFÌó#ù{b¦å
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�-b¦fåÇ1·¤��Ý�çÕÇ?�½�	¢4�FreeBSD|Ñ1RSTPZSTPÜ*äqÇ
RSTP
4å�Ü*�

❀&~stp ×
,1óÄÊz=Þé~	Äd�éÝ9fxp0 Zfxp1 {��Ç,1~�ï×
é~STPÕ

# ifconfig bridge0 stp fxp0 stp fxp1

bridge0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MUL TICAST> metric 0 mtu 1500
ether d6:cf:d5:a0:94:6d
id 00:01:02:4b:d4:50 priority 32768 hellotime 2 fwddelay 1 5
maxage 20 holdcnt 6 proto rstp maxaddr 100 timeout 1200
root id 00:01:02:4b:d4:50 priority 32768 ifcost 0 port 0
member: fxp0 flags=1c7<LEARNING,DISCOVER,STP,AUTOEDGE ,PTP,AUTOPTP>

port 3 priority 128 path cost 200000 proto rstp
role designated state forwarding

member: fxp1 flags=1c7<LEARNING,DISCOVER,STP,AUTOEDGE ,PTP,AUTOPTP>
port 4 priority 128 path cost 200000 proto rstp
role designated state forwarding

❀��{	ÄdID�00:01:02:4b:d4:50 
��ÿ�32768�Ù¥root id ¦	Äd#3Ç,+Y4*�

	ÄdÊ{���

❀��Ç���é~ê	ÄdÕ

bridge0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MUL TICAST> metric 0 mtu 1500
ether 96:3d:4b:f1:79:7a
id 00:13:d4:9a:06:7a priority 32768 hellotime 2 fwddelay 1 5
maxage 20 holdcnt 6 proto rstp maxaddr 100 timeout 1200
root id 00:01:02:4b:d4:50 priority 32768 ifcost 400000 por t 4
member: fxp0 flags=1c7<LEARNING,DISCOVER,STP,AUTOEDGE ,PTP,AUTOPTP>

port 4 priority 128 path cost 200000 proto rstp
role root state forwarding

member: fxp1 flags=1c7<LEARNING,DISCOVER,STP,AUTOEDGE ,PTP,AUTOPTP>
port 5 priority 128 path cost 200000 proto rstp
role designated state forwarding

❀Y°{root id 00:01:02:4b:d4:50 priority 32768 ifcost 400000 por t 4 ,+Ê��4�Á

{00:01:02:4b:d4:50 Ç
,$��ñ�{/4S$�400000 ,$/4tÊ��4/,port 4 ýfxp0 Ëz

{�

32.5.7������{{{°°°ÿÿÿ~~~���

32.5.7.1­­­OOO���ÞÞÞ���

❀��|Ñ)@Ü*Çóbpf(4)ÿ®��ÌRÝ¿ïÇ
X4��ÿ®ÝÝ��Y,1~�RÜÇÝõÇz
=Þ{Q�Ý���Çbpf(4)��óRÜÇÕÁ{z=Þ{�Q{RX/TX fR­r��Ç�ÇYÌ:��
~�

❀�*æ�R�Ç�dz=Þ{Q�ÝÄ�Ç�Õ

# ifconfig bridge0 addm fxp0 addm fxp1 addm fxp2 addm fxp3 monitor up

# tcpdump -i bridge0
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32.5.7.2ººº444===(Span port)

❀��Bt{�Ç1Ô�vÑ,1�tº4=Þ���Þ{º4=jÞ��!�Ç�*�Çz=.²ú{

��º4=Ç�ÇÒX�ò*���{ÄÊ=u&~�Y«~�Ì�4�¦��º4=#Ë{)&å{\

&~�

❀�*æ�RÄ�v�tÖ�fxp4 {z=ÞÕ

# ifconfig bridge0 span fxp4

32.5.7.3ÛÛÛ~~~zzz===(Private interface)

❀Û~z=XÌÝ��ÞtøÛ~z=�i{ÙÆà=�YJ�ÞÌÃ�G��äÇO$ÝiARPó�{
1Ô�vþXÌúÝ���*�� 
u��ä�ÞÇ�a&~3Û��

32.5.7.4���¦¦¦óóózzz===(Sticky Interfaces)

❀�*��{ÄÊz=)���¦óÇ�ÄÕ¦ó{��1�`��Ý�OR¥?Çýú��4·Õ1�

�¦ó1XÌ,OR¥?¥,ÏÝ�¦«Çý&��ó��z=Þñ��4�$�Y&zX�/��YÝ

�,Ç��Êâ¦ó�*zt·Õ1{��ÇbóYJ�ãú���t{0�åÇÒX�{�����ã

ê�

❀��«~�4R��¦VLAN Õ�Ë~ÇYø0��dÌúÅ¬ó��Ç
XÌ�DIP��8-��
DCustomerA óvlan100 ÞÇ
CustomerB �óvlan101 Þ������192.168.0.1 Ç3�*�internet
4�ì&~�

# ifconfig bridge0 addm vlan100 sticky vlan100 addm vlan101 sticky vlan101

# ifconfig bridge0 inet 192.168.0.1/24

❀ÜÑ0�åþR192.168.0.1 *�å���Ç����OR¥?4�¦ó{ÇO
Ç¢Ã���MAC �
�u�RÙÆ0�å{�d�Þ�

❀óVLAN �-{/µ,1/,Û~z=(Ý3Û�)u�äÕ

# ifconfig bridge0 private vlan100 private vlan101

❀YøYJ0�åÒq\#�Å¬ê�,1&~rÇ{/24 ��8-Ç
Ã��I���

32.5.7.5������!!!���

❀z=�{ÍMAC��jÞ4,1;�{��`tHê!���Í��{ÝRÌú¿ïÇ����¥?¥
{�1,ÏÝú#ø�

❀�Á{¾�4÷�CustomerA óvlan100 Þ,Ëz{1Ô�÷÷!L��10�

# ifconfig bridge0 ifmaxaddr vlan100 10

32.5.7.6 SNMP���®®®

❀��z=ZSTPkj�ê�FreeBSDäýø:{SNMPE��Ç�q�®�sñ{��MIB nZIETF)
ïÇÄ1�[SNMP0�àÝ�®ÝÑ,1ú~uzBjâ�
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❀ó��åìÞ,/etc/snmp.config ©G¥V«1�Yq{Õ:begemotSnmpdModulePath."bridge" =

"/usr/lib/snmp_bridge.so" ?éÄbsnmpdE��Ç�ÙÆ{{� 1Ã�community namesZaccess
lists,���������kÝbsnmpd(1)Zsnmp_bridge(3)ÜRÍõfå�

❀1�{¾�¥&~êNet-SNMP�G(net-mgmt/net-snmp )u�®�Ç��Çhl3ø��ê&~port
net-mgmt/bsnmptools �óSNMP0�àNet-SNMP{{�©G$HOME/.snmp/snmp.conf ¥��1��q

us���{MIB ½BÕ

mibdirs +/usr/share/snmp/mibs
mibs +BRIDGE-MIB:RSTP-MIB:BEGEMOT-MIB:BEGEMOT-BRIDGE-MIB

❀/,IETF BRIDGE-MIB(RFC4188))��Ç\Õ{��

% snmpwalk -v 2c -c public bridge1.example.com mib-2.dot1dBridge

BRIDGE-MIB::dot1dBaseBridgeAddress.0 = STRING: 66:fb:9 b:6e:5c:44
BRIDGE-MIB::dot1dBaseNumPorts.0 = INTEGER: 1 ports
BRIDGE-MIB::dot1dStpTimeSinceTopologyChange.0 = Timet icks: (189959) 0:31:39.59 centi-seconds
BRIDGE-MIB::dot1dStpTopChanges.0 = Counter32: 2
BRIDGE-MIB::dot1dStpDesignatedRoot.0 = Hex-STRING: 80 0 0 00 01 02 4B D4 50
...
BRIDGE-MIB::dot1dStpPortState.3 = INTEGER: forwarding( 5)
BRIDGE-MIB::dot1dStpPortEnable.3 = INTEGER: enabled(1)
BRIDGE-MIB::dot1dStpPortPathCost.3 = INTEGER: 200000
BRIDGE-MIB::dot1dStpPortDesignatedRoot.3 = Hex-STRING : 80 00 00 01 02 4B D4 50
BRIDGE-MIB::dot1dStpPortDesignatedCost.3 = INTEGER: 0
BRIDGE-MIB::dot1dStpPortDesignatedBridge.3 = Hex-STRI NG: 80 00 00 01 02 4B D4 50
BRIDGE-MIB::dot1dStpPortDesignatedPort.3 = Hex-STRING : 03 80
BRIDGE-MIB::dot1dStpPortForwardTransitions.3 = Counte r32: 1
RSTP-MIB::dot1dStpVersion.0 = INTEGER: rstp(2)

❀dot1dStpTopChanges.0 {��2?�øSTP��_À�#ê2'Ç_À{�#,+1ÇÝõÇ�d¥{Ë
z�#Ý�H?%��Çcd	Ä�dot1dStpTimeSinceTopologyChange.0 {���ê�+Y4[��

#{�

❀)�õÇ��z=,1&~private BEGEMOT-BRIDGE-MIBÕ

% snmpwalk -v 2c -c public bridge1.example.com

enterprises.fokus.begemot.begemotBridge
BEGEMOT-BRIDGE-MIB::begemotBridgeBaseName."bridge0" = STRING: bridge0
BEGEMOT-BRIDGE-MIB::begemotBridgeBaseName."bridge2" = STRING: bridge2
BEGEMOT-BRIDGE-MIB::begemotBridgeBaseAddress."bridg e0" = STRING: e:ce:3b:5a:9e:13
BEGEMOT-BRIDGE-MIB::begemotBridgeBaseAddress."bridg e2" = STRING: 12:5e:4d:74:d:fc
BEGEMOT-BRIDGE-MIB::begemotBridgeBaseNumPorts."brid ge0" = INTEGER: 1
BEGEMOT-BRIDGE-MIB::begemotBridgeBaseNumPorts."brid ge2" = INTEGER: 1
...
BEGEMOT-BRIDGE-MIB::begemotBridgeStpTimeSinceTopolo gyChange."bridge0" = Timeticks: (116927) 0:19:29.27
BEGEMOT-BRIDGE-MIB::begemotBridgeStpTimeSinceTopolo gyChange."bridge2" = Timeticks: (82773) 0:13:47.73
BEGEMOT-BRIDGE-MIB::begemotBridgeStpTopChanges."bri dge0" = Counter32: 1
BEGEMOT-BRIDGE-MIB::begemotBridgeStpTopChanges."bri dge2" = Counter32: 1
BEGEMOT-BRIDGE-MIB::begemotBridgeStpDesignatedRoot. "bridge0" = Hex-STRING: 80 00 00 40 95 30 5E 31
BEGEMOT-BRIDGE-MIB::begemotBridgeStpDesignatedRoot. "bridge2" = Hex-STRING: 80 00 00 50 8B B8 C6 A9

❀/,mib-2.dot1dBridge �d�#tóú)�{��z=Õ
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% snmpset -v 2c -c private bridge1.example.com

BEGEMOT-BRIDGE-MIB::begemotBridgeDefaultBridgeIf.0 s bridge2

32.6ÓÓÓ444ààà\\\¦¦¦ùùùFFFÝÝÝ###
Written by Andrew Thompson.

32.6.1���ëëë

❀&~lagg(4)z=Ç�êRõÇ�dz=à\��Ç��z=Ç1
Ø�ïZ°¤Ëz{�Å�

32.6.2äääqqqÜÜÜ***

Failover (ùFÝ#)

�/,Ì�=B�jâ��*Ì�=X,~Ç�&~��ÇíÙ{�=�3óY°��{��Ç�=

"Ìú@�Ì�=Ö$���{ÙÆ�=Ç�Ìú@�ùFÝ#{÷~�=��*�	ùFÝ#�

�ÇÆ�{�=�Á�ê,~çÕÇ�Ç�Ì*�Ì�=&~�

Cisco® Fast EtherChannel®

Cisco Fast EtherChannel (FEC)4�«·Õ{�Ç?X�q��-NÛÝb¦1Ô�vu);Ó4<
Y��*b¦å|ÑLACPÇ�a&~�V
:Y«{��

FECRQñ�ÞóíÙ{�=�-1NF>±ïfå��âI�Ç?zBu��?íÙ�={��
Þ�±ïfåÝ91Ô�Í���ø{��Ç1ù(�*�{�) VLAN tagZIPv4/IPv6Í��ùø{�
�få�

LACP

|ÑIEEE 802.3adÓ4à\;�NF(LACP)Z)�NF�LACP�êó��¦¥�Ó4à\��-N
ÛÓ4���ÇÓ4à\�(LAG)���#3¤Ý�1\vÓÜ*äq{�=�Ä��ÞóLAG ¥{
�=�-ÇÌ1�¤Ý!L{Æ��qIØ�hÔ®Ó4�	#��ÇÓ4à\Ì·¤7a#ÄoÄ

c{{��

LACP�4RQñ�ÞóíÙ{�=�-1NF>±ïfå��âI�Ç?zBu��?íÙ�={�
�Þ�±ïfåÝ91Ô�Í���ø{��Ç1ù(�*�{�) VLAN tagZIPv4/IPv6Í��ùø{
��få�

Loadbalance (�ñþo)

Y4FECÜ*{/Ö�

Round-robin (SÝ)

RQñ�Þ1SÝ0*óÄ�íÙà=�-®ÝÇ?,�?íÙà=zB���Þ�Y«Ü*�'ê

1Ô�v\���ÇO$aBe&~�
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32.6.3¾¾¾���

¾¾¾32-1.¦¦¦Cisco®bbb¦¦¦ååå{{{\\\qqqÄÄÄLACP ÓÓÓ444ààà\\\

óYÇ¾�¥Ç·¢RFreeBSD{ÜÇ�=*��Ç�ñþoZùFÝ#Ó4à\�ztb¦åÞ�ó$
äúÞÇ¤,1��Íõ{�=Ç1
°SIÞZùF�ï�Å���1Ô�Ó4ÞÜ��-{v�4�

�u{ÇO$ÜÇ���-{Ëz¤ÝÇÌRû��L��{!L¤Ý��Q®�Ì¦Þf~Íõ{f

åÇ1"RX3{�d�ÞIØtX3{�dz=ÞÇ?²oX3�={�ñ�

óCiscob¦åÞRFastEthernet0/1ZFastEthernet0/2YÜÇ�=��tchannel-group1Õ

interface FastEthernet0/1

channel-group 1 mode active

channel-protocol lacp

!
interface FastEthernet0/2

channel-group 1 mode active

channel-protocol lacp

&~fxp0Zfxp1
Olagg(4)z=Çé~YÇz=?{�IP��10.0.0.3/24Õ

# ifconfig fxp0 up

# ifconfig fxp1 up

# ifconfig lagg0 create

# ifconfig lagg0 up laggproto lacp laggport fxp0 laggport fxp1 10.0.0.3/24

~�Á{×
��z=çÕÕ

# ifconfig lagg0

)��ACTIVE {z=4íÙâ\�{\IÇY,+Ç¢.²qÄê¦ÏÇb¦å{NÛÇ3�Ç�ÞR
/,YJz=uB��óifconfig(8){-ûQñ¥ÌÉñLAG{)#�

lagg0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTI CAST> metric 0 mtu 1500
options=8<VLAN_MTU>
ether 00:05:5d:71:8d:b8
media: Ethernet autoselect
status: active
laggproto lacp
laggport: fxp1 flags=1c<ACTIVE,COLLECTING,DISTRIBUTIN G>
laggport: fxp0 flags=1c<ACTIVE,COLLECTING,DISTRIBUTIN G>

�*����b¦åÞ{à=çÕÇ�a&~show lacp neighbor×
Õ

switch# show lacp neighbor
Flags: S - Device is requesting Slow LACPDUs

F - Device is requesting Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode

Channel group 1 neighbors

Partner’s information:

LACP port Oper Port Port
Port Flags Priority Dev ID Age Key Number State
Fa0/1 SA 32768 0005.5d71.8db8 29s 0x146 0x3 0x3D
Fa0/2 SA 32768 0005.5d71.8db8 29s 0x146 0x4 0x3D
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�¶����Z{-<Ç���&~show lacp neighbor detail×
�

�*æ�óø:­é�âÑYJ÷�Çaó/etc/rc.conf ¥����{�Õ

ifconfig_ fxp0="up"
ifconfig_ fxp1="up"
cloned_interfaces=" lagg 0"
ifconfig_ lagg 0="laggproto lacp laggport fxp0 laggport fxp1 10.0.0.3/24"

¾¾¾32-2.ùùùFFFÝÝÝ###ÜÜÜ***

ùFÝ#Ü*¥ÇhD Ó4�	¯��ÇÌ�Ä#¦t÷~à=�D�é~ÄÊz=Çzø4{

�lagg(4)z=ÇÙ¥Ç&~fxp0*�D z=Çfxp1*�÷~z=Ç?órÇz=Þ{�IP�
�10.0.0.15/24Õ

# ifconfig fxp0 up

# ifconfig fxp1 up

# ifconfig lagg0 create

# ifconfig lagg0 up laggproto failover laggport fxp0 laggport fxp1 10.0.0.15/24


OÄÕ��Çz=çÕÌ4¡��ÁYøÇÌ�{K/4MAC ��Z÷÷ÖÕ

# ifconfig lagg0

lagg0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTI CAST> metric 0 mtu 1500
options=8<VLAN_MTU>
ether 00:05:5d:71:8d:b8
inet 10.0.0.15 netmask 0xffffff00 broadcast 10.0.0.255
media: Ethernet autoselect
status: active
laggproto failover
laggport: fxp1 flags=0<>
laggport: fxp0 flags=5<MASTER,ACTIVE>

ø:Rófxp0Þ�q�Þ{B���*fxp0{Ëz¥äÇ�fxp1Ì�ÄÄ�íÙËz��*Ìà={Ë

zÁ�Ç�Ç�ÌÄ�íÙËz�

�*æ�óø:­é�âÑYJ÷�Çaó/etc/rc.conf ¥����{�Õ

ifconfig_ fxp0="up"
ifconfig_ fxp1="up"
cloned_interfaces=" lagg 0"
ifconfig_ lagg 0="laggproto failover laggport fxp0 laggport fxp1 10.0.0.15/24"

¾¾¾32-3.���"""���dddZZZÃÃÃ"""���dddzzz===---{{{���ÄÄÄ###¦¦¦

é�&~	�ý{~�u�Ç/�Ìæ�&~Ã"�dz=*�÷~z=Ç1"ó�"�dX,~���

âÑ�dËz�/,&~lagg(4)Ç·¢,1�&~�ÇIP��{<Y�Ç��&~u�Z�\uÑÍP{
�"�dÇ3�âÑ/,Ã"�dËzu�Qjâ{�Å�

�"�Yø{ø{ÇÒ��R~�ËzÃ"�d{Ô®z={MAC �����¦Ä{�{lagg(4)��Ç�
V4,Ì�dz=Ç�Ò4�"�dz=Ç�Ë
u�

óYÇ{�¥Ç·¢R��&~�"�dz=bge0*�Ì�dz=Ç
RÃ"�dz=wlan0*�÷~�

dz=�Y°{wlan0&~{Ô®÷÷4iwn0Ç·¢��RÇ{MAC�����¦�"�dz=����
êHtYÇø{D��zt�"�dz=Þ{MAC ��Õ
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# ifconfig bge0

bge0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTIC AST> metric 0 mtu 1500
options=19b<RXCSUM,TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM,TSO4>
ether 00:21:70:da:ae:37
inet6 fe80::221:70ff:feda:ae37%bge0 prefixlen 64 scopei d 0x2
nd6 options=29<PERFORMNUD,IFDISABLED,AUTO_LINKLOCAL>
media: Ethernet autoselect (1000baseT <full-duplex>)
status: active

3,���Rbge0��3ø:Þ"�&~{z=Ç?,Qñ�*¥{ether YqIñ�"�d{MAC �
��zø4��Ô®{Ã"�dz=Çiwn0Õ

# ifconfig iwn0 ether 00:21:70:da:ae:37

é~Ã"�dz=ÇbXóÙÞ{�IP��Õ

# ifconfig wlan0 create wlandev iwn0 ssid my_router up

é~bge0z=�
Olagg(4)z=ÇÙ¥bge0*�Ì�dz=Ç
1wlan0*�÷ z=Õ

# ifconfig bge0 up

# ifconfig lagg0 create

# ifconfig lagg0 up laggproto failover laggport bge0 laggport wlan0

c
O{z={çÕ��Ç3ø:Þ{MAC ��Z÷÷Ö�,�Ì�ÄX3Õ

# ifconfig lagg0

lagg0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTI CAST> metric 0 mtu 1500
options=8<VLAN_MTU>
ether 00:21:70:da:ae:37
media: Ethernet autoselect
status: active
laggproto failover
laggport: wlan0 flags=0<>
laggport: bge0 flags=5<MASTER,ACTIVE>

zø~DHCP0�àuÜRIP��Õ

# dhclient lagg0

�*æ�óø:­é�âÑYJ÷�Çaó/etc/rc.conf ¥����{�Õ

ifconfig_bge0="up"
ifconfig_iwn0="ether 00:21:70:da:ae:37"
wlans_iwn0="wlan0"
ifconfig_wlan0="WPA"
cloned_interfaces=" lagg 0"
ifconfig_ lagg 0="laggproto failover laggport bge0 laggport wlan0 DHCP"

32.7ÃÃÃcccvvv***
ÍcÕJean-François Dock̀es.­c��ù��ÕAlex Dupre.¥© HÕ<¨²ZÅ B.

❀FreeBSDÌå,1,�déÄ
Ã�ý��cÒ,v*Ç&~{4,NFSqÖìãñ{©Gø:�øê
)ï{{�©GÇÃ��[{ø:���i�4÷�Yø{ø:O�Ä���{Ã£Ñi�4ztÕ
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• �è�Ü«,�{0�,�d�ñ�XÕ

• PXEÕIntel{�éÄ�q¢¸(Preboot eXecution Environment)ø:4�«�Ù{ZsROMÜ*ÇY
ÇROM�Oó�J��ÝÌÆ{¥���pxeboot(8)1ÜRÍõû��

• Etherboot port (net/etherboot )�	/,�d�ñ�X{,ROMSh�YJSh,1ä���Þ
{PROMÞÇÝ,ý��c(Ýmc)PÄì�ñÇÝ,äqø{MS-DOSø:�ñ�Ç|Ñõ«�
��

• �ÇøÆlý(/usr/share/examples/diskless/clone_root );�êéqÖìÞ{Ó*5Ê©Gø:
{
OZ���YÇlý��èÞ{�½BÇb3�iO{YçÇ�

• /etc ?ó)ï{ø:éÄ©G~�c�Z|ÑÃc{ø:éÄ�

• ,15NFS©GÝý��c�qb¦(�*��{�)�

❀÷�ÃcÓ*5��õ0���iõ#�{Ã£L\I,1�½B17\ý�<Y�1�R�ë�Çq

rø:{�ãÇ�®{4;\uZ¦)ïFreeBSDéÄlý{/���ë{ø:�1��uÕ

• ÃcÓ*5&~�Çá0{�Ö/ ©Gø:Z�Çá0{�Ö/usr �

root©Gø:4�P)ï{FreeBSDÊ©Gø:(�Ä4qÖì{)Ç�4�J{�©Gú�½�Ãcv*
{{�©G���

root©Gø:��,U{\Iúmd(4)©Gø:����[{�Uó­é�ÑÌ¿��

• �X�etherbootÝPXE��Z�ñÇ�J<Y,�Ì�½&~Ù¥���

BBBeee: �ÞÄcÇYÇø:4X�\{�Ça�ÿ��d{Iâ�K­?XúÙÇÌåf��

❀Y\IÄ�{fåþó5.2.1-RELEASEÞ�A,�

32.7.1òòòµµµfffååå

❀÷�ÃcÓ*5#é�;\
�4ñF���IÛ�JÆO4i
{�¾�Õ

• �H� 1óäq�,��	X3{q��

• ñFfå²�4�·ê{ÝÊýÒ���

❀óY°Çõùt{�Jòµ�#é�,�ñ�{¯�{�û4i�ÐÏ{�

❀�ÄÕ�Zsø:¤�Jv*��)�

• å���ÜRð){kjÇ�Ç{IP����q©G�qÖìÖ�Ê4»�YÇ,1&~ÝBOOTPNF
uqÄ�DHCP4BOOTP{/�j0Ç?&~#3{à=ZäýÝÂ*�

�&~BOOTPu{�ø:�4,q{�bootpd(8)qÖÇ�úÝ9óäý{FreeBSDø:°�

X,ÇDHCP#�BOOTP��ÇPÿ(ÍP{{�©GÇ&~PXE{,�uÇ1ù�õÙÇ?X�z#
�{Ãcv*)Çzø·¢Ì�Ãc�ÇDHCP{�Ç,�{�Ì¼~¦&~bootpd(8)#3{¾��YÇ
øÆ{�Ì&~ISC DHCP�GÝ(3.0.1.r12�qÇ�ãó�AqÖìÞ)�
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• å������ÇÝõÇÇ�tý��?�TFTPÝNFSÌú&~� 
TFTP¤4NFS��ó�Ç�0
{��H�-� 1°÷��/�{FØÍ4�©GÖ�½êFØ{NFÕTFTP/�,qÖì°{�Ç
\�ø9��Ä�©GÇ?��#éYÇø9{©GÖ�NFS��{4ýé©G4»�

• ��éÄÇ�Z�X�-{,�{\I��úð)�?�q�óY\I��Ç­�{#ÞÕ

• PXEÌã�pxeboot(8)Ç4FreeBSD�®~ããñì{��Ç�loader(8)ÌÜz�õkj~�ø:é
ÄÇ?ó��;���²Ç¢�ó�X¢¸°�óY«<Y�Ç&~GENERIC�XÒ,�ê�

• EtherbootÌ)iè{ï÷�zãñ�X�3�&~�½{ 1OÁ(build)�X�

PXEZEtherbootÓ*z�ø{P�X,ÇO��Ä<Y��Xæ�loader(8))êÍõ{/<ÇPXE4M
?{0��

�*3{BIOSZ��Ñ|ÑPXEÇÒa�&~Ç�

• !�Çå���6¯Ç{©Gø:�NFS&~óÄ�{<Y��

❀��diskless(8)C~��

32.7.2���ããã���ÒÒÒ

32.7.2.1{{{���&&&~~~ISC DHCP

❀ISC DHCPqÖì,1ÃaBOOTPZDHCP{>F�

❀ISC DHCP 4.2?Xa�äýø:�D�3���ãnet/isc-dhcp42-server portÝ#a{�Ý��

❀�`�ãêISC DHCPÇ¤���Ç{�©Gb�äq(/�Öw/usr/local/etc/dhcpd.conf )�Y°�
ÇÕ:,{¾�Ç°�Ìåmargaux &~EtherbootÇ
Ìåcorbieres &~PXEÕ

default-lease-time 600;
max-lease-time 7200;
authoritative;

option domain-name "example.com";
option domain-name-servers 192.168.4.1;
option routers 192.168.4.1;

subnet 192.168.4.0 netmask 255.255.255.0 {
use-host-decl-names on; ➊

option subnet-mask 255.255.255.0;
option broadcast-address 192.168.4.255;

host margaux {
hardware ethernet 01:23:45:67:89:ab;
fixed-address margaux.example.com;
next-server 192.168.4.4; ➋

filename "/data/misc/kernel.diskless"; ➌

option root-path "192.168.4.4:/data/misc/diskless"; ➍

}
host corbieres {

hardware ethernet 00:02:b3:27:62:df;
fixed-address corbieres.example.com;
next-server 192.168.4.4;
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filename "pxeboot";
option root-path "192.168.4.4:/data/misc/diskless";

}
}

➊ YÇ 1·ªdhcpd��host °�Ò{~�ÃcÌå{ÌåÖ{���i,�Ì���Çoption

host-name margaux thost �Ò°�

➋ next-server t*�½TFTPÝNFSqÖ~�ñ�ãñìÝ�X©G(å�&~{4#3{Ìå*
�DHCPqÖì)�

➌ filename t*½BYø{©GetherbootÝPXE��q��ZRãñÇ�Êâ&~{�Q0*ÇÇ�
���½�Etherboot,1ú�Hu&~NFSÝTFTP�FreeBSD portå�{�êNFS�PXE&
~TFTPÇYÒ4���óY°&~#é©GÖ(Y,��v�TFTPqÖì{�ÇX,Ì#h�n)�3
øÇPXEÌãñpxeboot Ç
X4�X��i��Çi�?�{,�Ç�,FreeBSD CD-ROM{/boot

ø9ãñpxeboot (O�pxeboot(8)�êãñGENERIC�XÇYÒ&z,1&~PXE,ÏÇ{CD-ROM
°éÄ)�

➍ root-path  1½BtÊ(root)©Gø:{4»Ç/�4NFSnR�h&~PXE�Ç��3Xé~�X
°{BOOTP 1Ç,1X�Ìå{IP�NFSqÖìl�Ò�3TFTP�ø�

32.7.2.2{{{���&&&~~~BOOTP

❀Y°�Ë{4�Ç�H{bootpd{�(>èt�Ç0�à)�YÇ,1ó/etc/bootptab °It�

❀>Õ?Õ�ê&~BOOTPÇetherboot��&~:å� 1NO_DHCP_SUPPORTu�q�HÇ
%PXE ���
��� DHCP�bootpd{��,D{Pÿ4Ç?ó�äýø:¥�

.def100:\
:hn:ht=1:sa=192.168.4.4:vm=rfc1048:\
:sm=255.255.255.0:\
:ds=192.168.4.1:\
:gw=192.168.4.1:\
:hd="/tftpboot":\
:bf="/kernel.diskless":\
:rp="192.168.4.4:/data/misc/diskless":

margaux:ha=0123456789ab:tc=.def100

32.7.2.3&&&~~~Etherboot ïïï÷÷÷éééÄÄÄÇÇÇ���

❀Etherboot{�5 (http://etherboot.sourceforge.net)Ý9�Íõ{©l
(http://etherboot.sourceforge.net/doc/html/userman/t1.html)Ì�Äï{4Linuxø:ÇbÃ&Ý9��~{f
å���ïñ{4��óFreeBSDø:°&~Etherboot�

❀D�3���ãnet/etherboot ÝÝport�

❀3,1�#Etherboot{{�(�&~TFTPuS�NFS)Ç0�4��Config ©GóEtherbootÍø9°�

❀é�·¢{÷�Ç·¢�&~�<éÄ�c�é�ÙÇ{0�(PROMÇÝMS-DOSÇ�)Ç>k
�Etherboot©l�

787



❀❀329❀°ÿ�d

❀.�&~éÄ�cÇ����<�ct�ã�Etherboot{åì{PÄì°Çl�²h�4»�tsrc ø

9óEtherbootd�ÇzøQ�Õ

# gmake bin32/devicetype.fd0

❀devicetype�v�ÃcÓ*5Þ{1Ô��{¡n�k�ó3�Çø9�{NIC ©Gh�th

{devicetype�

32.7.2.4&&&~~~PXEéééÄÄÄ

❀å��Çpxeboot(8)ãñì/,NFSãñ�X�Ç,1�Hu&~TFTP/,ó©G/etc/make.conf °�

½LOADER_TFTP_SUPPORT 1uS��>kD/usr/share/examples/etc/make.conf °{Õ:ê��[

{��

❀ø$�i¤�ÜÇ��Ò{make.conf  1Ç,�é�÷��øï;�ÑÃcåìÌ�

~ÕBOOT_PXELDR_PROBE_KEYBOARDZBOOT_PXELDR_ALWAYS_SERIAL�

❀håìéÄ°Ç�&~PXEÇ/��� 
Boot from network  1óBIOS÷�°ÇÝVóPCð)�
{��Q��ÇÕ�E(function key)�

32.7.2.5{{{���TFTPZZZNFSqqqÖÖÖììì

❀�*3tó&~PXEÝEtherboot{�&~êTFTPÇ��3��ó©GqÖìÞé~tftpdÕ

1. OÁ�Çø9,�°tftpd ,1
Ø©GqÖÇ�/tftpboot �

2. ²Y�q��t/etc/inetd.conf °Õ

tftp dgram udp wait root /usr/libexec/tftpd tftpd -l -s /tft pboot

ÕÕÕ???: P4��JÇý{PXE��TCPÇý{TFTP�óY«<Y�Ç����qÇ&~stream tcp uS

�dgram udp�

3. tinetd­ÖÙ{�©G��th�qYÇ×
Çó/etc/rc.conf ©G¥���

�inetd_enable="YES" Õ

# /etc/rc.d/inetd restart

❀3,²tftpboot ø98tqÖìÞ{�[�0�h½YÇ �÷�óinetd.conf Zdhcpd.conf °�

❀óÄ�{<Y�Ç3Ñ��é~NFSÇ?%NFSqÖìÞsñ#a{©Gø:�

1. ²Y�q��t/etc/rc.conf °Õ

nfs_server_enable="YES"

2. /,�/etc/exports °���Á�q(®r�ñ���ïÇ?%&~ÃcÓ*5{Ö	�¦margaux

corbieres)Çsñ©Gø:ÃcÊø9?ó�$Õ

/data/misc -alldirs -ro margaux corbieres
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3. tmountd­ÖÇ{{�©G��*3]{��é~��Z{/etc/rc.conf °NFSÇ3,�Ò�­é
ø:ê�

# /etc/rc.d/mountd restart

32.7.2.6OOOÁÁÁÃÃÃccc���XXX

❀�*3ó&~EtherbootÇ3���Ãc0�àOÁ�X{�©GÇ&~�� 1(øê�&~{i)Õ

options BOOTP # Use BOOTP to obtain IP address/hostname
options BOOTP_NFSROOT # NFS mount root filesystem using BOO TP info

❀3,��.&~BOOTP_NFSV3ÇBOOT_COMPATZBOOTP_WIRED_TO(k�NOTES©G)�

❀YJÖ	ä�»$uÇ?%�J�JØsÇO�Ç¢"�Þé~ê�X°(Ç,���!�BOOTP
ÝDHCP{&~)Ç¦DHCPZBOOTP{Ã�{a~�

❀�H�X(k��99)Çl�RÇ��tdhcpd.conf °�½{�0�

ÕÕÕ???: h&~PXE°Ç&~1Þ 1OÁ�X?X)ÎÂ�F(¦�OFYø))�é~Ç¢Ìó�XéÄ�ZåÍ
õ{DHCP
ù,{>FÇQu{BB{Z�4ó�J�O<Y�c�Z�pxeboot(8)RÃ{��-{X��
u�&~Ç¢{Pÿ4ÌåÖÌú�Q÷��d�Ç3Ò��&~ÙÇ{0�u÷�ÌåÖÇ�ó0�à�½

{rc.conf ©G°�

ÕÕÕ???: �ê&Q�Etherboot {�X,ZsÇÒ��²÷÷
+(device hint)�H�V�/��ó{�©G(�
�NOTES{�Õ:©G)°÷��ï 1Õ

hints "GENERIC.hints"

32.7.2.7ïïï÷÷÷ÊÊÊ(root)©©©GGGøøø:::

❀3���ÃcÓ*5OÁÊ©Gø:ÇÇÒ4dhcpd.conf °{root-path Ä�½{ø9�

32.7.2.7.1&~make world u��Ê©Gø:

❀Y«0�,1·¤�ã�Ç´��À{ø:(X��4Ê©Gø:)tDESTDIR�3�){Ò4;\��q

�Á{lýÕ

#!/bin/sh
export DESTDIR=/data/misc/diskless
mkdir -p ${DESTDIR}
cd /usr/src; make buildworld && make buildkernel
make installworld && make installkernel
cd /usr/src/etc; make distribution

❀�`qÄÇ3,���½�/etc/rc.conf Z/etc/fstab Êâ3{��8tDESTDIR°�

789



❀❀329❀°ÿ�d

32.7.2.8{{{���swap(bbb¦¦¦)

❀�*��Ç �qÖìÞ{b¦©G,1/,NFSu6¯�

32.7.2.8.1 NFS b¦K

❀�X?X|ÑóZs�é~NFSb¦K�b¦K��/,éÄlýé~ÇÙ,Ç4�z�Ç,U{©G
ø:Ç?óÙÞ
O?é~b¦©G��OÁÚ@\7{b¦©GÇ,1Yø)Õ

# dd if=/dev/zero of=/path/to/swapfile bs=1k count=1 oseek=100000

❀�é~ÇÇ3��²�Á�q�trc.conf °Õ

swapfile= /path/to/swapfile

32.7.2.9ììì111¯̄̄���

32.7.2.9.1äq�/usr 4�Öó

❀�*ÃcÓ*54{�u|ÑXÇ��3Ò��®rXDM {�©GÇO�Çå�²FØfåUt/usr �

32.7.2.9.2&~:FreeBSDqÖì

❀h~*Ê©Gø:{qÖìäq{4XFreeBSDÇ3��óFreeBSDåìÞOÁÊ©Gø:Çl�²Ç�
�tÇ{ø{�Ç&~{×
,14tar Ýcpio �

❀óY«<Y�Ç��é�/dev °{�J�O{©GÌ�¯�ÇÆOÒ4X3{�!L/!B�rjLB�
�«�û{0�Ò4,:FreeBSDqÖ°sñ�Çø9Ç?²Çñ�FreeBSDtå�ÞÇ?&~devfs(5)u
�~�?Ò�I`÷÷���

32.8,,,PXEéééÄÄÄ���ÇÇÇNFSÊÊÊ©©©GGGøøø:::
Æ*VCraig Rodrigues.

❀Intel½éÄ�q¢¸ÃPXEÄ�tv*ø:,�déÄ�/��£SÌÆ{BIOS
ØPXE|ÑÇÇ,1
/,óBIOS÷�° 
,�déÄ
é��ÇÕ�qr{PXE{�¤��th�÷�DHCPZTFTPq
Ö�

❀h�®åéÄ{��Ç/,DHCPÜR��,TFTPztZs�ñìÃboot loaderÄ{få�ó�®åz
I$få1�Ç"/,TFTP�ñ?�qZs�ñì�YJ�ñ�½éÄ�q¢¸(PXE)�)
(http://download.intel.com/design/archives/wfm/downloads/pxespec.pdf){2.2.19�¥�óFreeBSD¥ÇóPXE
,Ç¥ÜR{Zs�ñì�/boot/pxeboot �ó/boot/pxeboot �q��ÇFreeBSD{�Xú�ñÇzø
4ÙÆ{FreeBSD#�Zs\I�'ú�q�Íõ��FreeBSDéÄ,Ç{-ûfå>kÝ�139�
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32.8.1{{{���~~~���NFSÊÊÊ©©©GGGøøø:::{{{chroot¢¢¢¸̧̧

1. Choose a directory which will have a FreeBSD installationwhich will be NFS mountable. For example, a
directory such as/b/tftpboot/FreeBSD/install can be used.

 
�Ç,ú~�NFS�ñ?�ã�FreeBSD{ø9���,1&~
4/b/tftpboot/FreeBSD/install Yø{�Çø9�

# export NFSROOTDIR=/b/tftpboot/FreeBSD/install

# mkdir -p ${NFSROOTDIR}

2. &~��{×

éNFSqÖ�30.3.2�.

3. R�ÁYq��/etc/exports ~1/,NFSsñ$ø9Õ

/b -ro -alldirs

4. ­åNFSqÖÕ

# /etc/rc.d/nfsd restart

5. �L�30.2.2�¥)Ò{Z½é~inetd(8)�

6. R��Yq��t/etc/inetd.conf Õ

tftp dgram udp wait root /usr/libexec/tftpd tftpd -l -s /b/t ftpboot

7. ­éinetdÕ

# /etc/rc.d/inetd restart

8. ­c�HFreeBSD�XZ~�ÕÕ

# cd /usr/src

# make buildworld

# make buildkernel

9. ²FreeBSD�ãtNFS�ñø9Õ

# make installworld DESTDIR=${NFSROOTDIR}

# make installkernel DESTDIR=${NFSROOTDIR}

# make distribution DESTDIR=${NFSROOTDIR}

10. �ATFTPqÖ4d��ñR,PXEÜR{Zs�ñìÕ

# tftp localhost

tftp> get FreeBSD/install/boot/pxeboot

Received 264951 bytes in 0.1 seconds

11. �ö${NFSROOTDIR}/etc/fstab ?��1�Yq�ñNFSÊ©Gø:Õ

# Device Mountpoint FSType Options Dump Pass
myhost.example.com:/b/tftpboot/FreeBSD/install / nfs r o 0 0

~�{NFSqÖìÌåÖÝVIP���¦myhost.example.com�ó$¾¥ÇÊ©Gø:41��Ö�

{0*�ñ~u3�NFS0�à,�?iÍøÊ©Gø:Þ{©G�

12. ÷�chroot(8)¢¸¥{root·h�

# chroot ${NFSROOTDIR}

# passwd

791



❀❀329❀°ÿ�d

$�÷�,PXEéÄ{0�å{root·h�

13. ã�ssh root~9,PXEéÄ{0�åÇ�ö${NFSROOTDIR}/etc/ssh/sshd_config ?


éPermitRootLogin  1���$ 1{�Ò>kÝsshd_config(5)�

14. é${NFSROOTDIR}{chroot(8)¢¸)JÙÆ{½��Y,144&~pkg_add(1)�ã���ÝÇ&
~vipw(8)��·hÇÝV�öamd.conf(5)nó�Ä�ñ��¾�Õ

# chroot ${NFSROOTDIR}

# pkg_add -r bash

32.8.2{{{���/etc/rc.initdiskless¥¥¥~~~ttt{{{���???©©©GGGøøø:::

❀�*�,�ÇNFSÊòéÄÇ/etc/rc �*5�t4,NFSéÄ"Ìäq/etc/rc.initdiskless l

ý�>ÝÖ$lý¥{Õ:\I1"ê�t��	ê���·¢��²/etc Z/var )Ä�?©Gø:{Æ

O4YJø9���úU�ÇbNFSÊ©Gø:4�Ö{�

# chroot ${NFSROOTDIR}

# mkdir -p conf/base

# tar -c -v -f conf/base/etc.cpio.gz --format cpio --gzip etc

# tar -c -v -f conf/base/var.cpio.gz --format cpio --gzip var

❀hø:éÄ{��Ç/etc Z/var �?©Gø:ÒÌú
O?�ñÇcpio.gz ÒÌú���V�

32.8.3{{{���DHCPqqqÖÖÖ

❀PXE��{��ÇTFTPqÖìZ�ÇDHCPqÖì�DHCPqÖ?X�F¦TFTPqÖó3�Ñåì
ÞÇb4���ê,�{�d6¯tÇ�

1. �L$©lÿ�30.5.7�0��ãDHCPqÖ�hâ/etc/rc.conf Z/usr/local/etc/dhcpd.conf

Ñ{�th�

2. ó/usr/local/etc/dhcpd.conf ¥{�next-server Çfilename Çoption root-path  1�5�

{TFTPqÖì{IP��Ç1ùTFTPÞ/boot/pxeboot ©G{4»ÇZNFSÊ©Gø:{4»�Y°
�Pdhcpd.conf "¾Õ

subnet 192.168.0.0 netmask 255.255.255.0 {
range 192.168.0.2 192.168.0.3 ;
option subnet-mask 255.255.255.0 ;
option routers 192.168.0.1 ;
option broadcast-address 192.168.0.255 ;
option domain-name-server 192.168.35.35, 192.168.35.36 ;
option domain-name "example.com";

# IP address of TFTP server
next-server 192.168.0.1 ;

# path of boot loader obtained
# via tftp
filename "FreeBSD/install/boot/pxeboot" ;

# pxeboot boot loader will try to NFS mount this directory for root FS
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option root-path "192.168.0.1:/b/tftpboot/FreeBSD/ins tall/" ;

}

32.8.4{{{���PXE000���ààà¦¦¦®®®AAAËËËzzz¯̄̄���

1. h0�àéÄ{��Ç��BIOS{�h\�÷�BIOS,�déÄ��*���Ä�{{�Z½Ñt
h{�Ç��Ä�\Ia��"t�Ó*"�

2. &~net/wireshark port��DHCPZTFTP{�d�Þu®AÈ«¯��

3. hâpxeboot �,TFTPÜR�ó�{TFTPqÖìÞ5�/var/log/xferlog ��hâpxeboot ú,

th{ �ÜR�,1Yø�AÞÁ¾�dhcpd.conf ¥Ä÷�{Õ

# tftp 192.168.0.1

tftp> get FreeBSD/install/boot/pxeboot

Received 264951 bytes in 0.1 seconds

>ÝÖtftpd(8)Ztftp(1)�Ù¥{BUGSïñêTFTP{�J!��

4. hâÊ©Gø:�ê,NFS�ñ�,1Yø�AÞÁ¾�dhcpd.conf ¥Ä÷�{Õ

# mount -t nfs 192.168.0.1:/b/tftpboot/FreeBSD/install /mnt

5. ÝÖsrc/sys/boot/i386/libi386/pxe.c ¥{Sh1ê�pxeboot �ñì�[÷�Ã

�boot.nfsroot.server Zboot.nfsroot.path �¡{#Þ�YJ#Þú~ó

êsrc/sys/nfsclient/nfs_diskless.c {NFSÃcÊ�ñSh¥�

6. Read pxeboot(8) and loader(8).

32.9 ISDN
❀��ISDN�bZmG{�ÇP{ýÍ4Dan Kegel{ISDNÌ�
(http://www.alumni.caltech.edu/~dank/isdn/)�

❀�ÇO¤;\{tISDN{4"C��Õ

• �*3ÔóN³Ç3,������ISDN�\I�

• �*3t��D��&~ISDNä�CR:Û~"4ËztQ�
ØÛ{�É�Ç3,��ê���ªà
7{ì��*3Í�
ØÛ{�ÇYÌÉ3Qu!L{�Ùu�!B{f&�

• �*3ËzêÜÇÛ­�(LAN)ÇÝ&~êÛ~{ISDNË"Ëzt�É�Ç3,���D 
\Õ{4
�ì/���

❀óû½ 
ý�«0�{��Ç$Â4Çi�E{O£��Áï�,X®"t!"{ 
Õ
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32.9.1 ISDN���

à�VÕHellmuth Michaelis.¥© HÕ<¨².

❀FreeBSD{ISDNÓä/,úÄ�(passive card)�|ÑDSS1/Q.931(ÝEuro-ISDN))ï�$i�|Ñ�
Jactive cardÇÇ¢{ûG�|ÑÙÇfRNFÇYÙ¥Ýi!�zt|Ñ{�Primary Rate (PRI) ISDN�
��

❀isdn4bsd�Gã�ËztÙÇISDN4�ìÇ&~{4Æ){HDLCÞ{IPÝ¼~3ZPPPÕ&~Q
�isppp (�Ç��,{sppp(4)PÄÇ�){PPP�XÇÝ&~~�K(userland) ppp(8)�/,&~userland
ppp(8)ÇÜÇÝÍõISDN{B/wÉ�#z,��øê�õ�300E�(Baud){�modem�ø{ÓäiÇ
¤,1"���aIåa~�

❀óFreeBSD°Çt�Íõ{PC ISDN�ú|ÑÖç·�+órÇN³ù-�{ÙÇ�õ�K,1ÄÕ&
~�

❀ú|Ñ{ÌÄnISDN�Ì�4Q�Infineon (1�{Siemens) ISAC/HSCX/IPAC ISDN_¡�Ç�i¤�Q
�Cologne (��ISA�")_¡{ISDN��Q�Winbond W6692_¡{PCI���\IQ
�Tiger300/320/ISAC_¡�{�1ùQ��JÛ�Û�{_¡�{�(�AVM Fritz!Card PCI V.1.0Zthe
AVM Fritz!Card PnP)�

❀h�èô{|Ñ{ISDN��AVM B1 (ISA ZPCI) BRI�ZAVM T1 PCI PRI��

❀��isdn4bsd{©lÇ>��isdn4bsd{Ì� (http://www.freebsd-support.de/i4b/)Ç�°��
+��Ø,
1ùÍõ{©l(�isdn4bsdC~ (http://people.FreeBSD.org/~hm/))�

❀�43�lU��éX3ISDNNF{|ÑÇéh�¤X|Ñ{ISDN PC�{|ÑÝ.��isdn4bsd{u
�Ç>ÉøHellmuth Michaelis <hm@FreeBSD.org >�

❀é��ã�{�1ùisdn4bsdùF\ø{¯�Ç,1¼~freebsd-isdn
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-isdn)�Gï,�

32.9.2 ISDNªªªààà777{{{ììì

❀ªà7{ì(TA) é�ISDNÒP�modemé�����"�

❀�õTA&~)ï{Hayes modem AT×
øÇ?%,1\ÿuS�modem�

❀TAäý{ä*3modem�øÇX3�ÿ4ËzZrÇ¤ÝÍ��modemÍO�3modem{�ã�øÇ
3���{�PPP�h�3{�=¤Ý.�ê°�

❀&~TAËz�É�
ØÛ{Ì�Pÿ43,1)ÄÕ{PPP���IP��8-#zÖuÖ�<Ç�õ

ØÛÑXÑò
Ø·ÕIP��õ{ÕÁ{4�ì4X|ÑÄÕIPI{{�

❀TAq\�v�3óäq{PPP�ÇÇ1qÄÇ¢{Õ�Z­½{Ëz�Y,1t3óFreeBSDå�°4
4�,&~modem�ÿtISDNÇ�43.²�ãêPPP{���4Çó3&~PPPÇ��Ä�èt�[¯
�3��?ó�

❀�*3.�!L{­½uÇ>&~PPP�X 1Ç
X�&~userland PPP�

❀�Á{TAÒ,13FreeBSD�åÓ*Õ

• Motorola BitSurferZBitsurfer Pro

• Adtran

❀L\IÙÇ{TA�,�Ó*ÇTA 
ØÛACtÆ¢{�¬,1zIL\I{)ïmodem AT×
ø�
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❀é�i�TA{"�¯�4Õ6modem��øÇ3å�����ÇP{�q��

❀.�Íý��®��q÷÷1ùIZZ3Z�=Y-{X3�Ç3Ò�ÖÖFreeBSD�qmG
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/articles/serial-uart/index.html)sÇê�

❀TAR)ï{PC�=(3Z{)!�tê115.2 KbsÇý&3�128 Kbs{Ëz�.�q\¼~ISDN��Å
Ht{128 KbsÇ3Ò��²TA #t3Z�q�Þ�

❀heú¢Vo�Ç��{TA1ù���,1�½3Z/IZ¯����{TA �4;\�R�<)ïPC�
=_¡�Oó°��Ä){YJ�4t3�Vo��Ê�q"1ù�V¯I��Ç8{�:�

❀Q�TA{3Z��èZ�ÇÕÁ{4�ì3�øO�Ç
%�&~�Ç;\{386 FreeBSD]PÄÇ�

❀ 
3Z�/TA¤4ÕÁ{4�ìÇ4Ç�°Ý��{¯��ó�Gï,°�J#�{ÿX�·¢OF3
V�Â����qrÿX{�9 (http://www.FreeBSD.org/search/index.html)�

32.9.3\\\ÕÕÕ{{{ISDN���/444���ììì

❀ISDN�Ý4�ìÊýÒ���½�FreeBSDÝÙÇ�[{v*ø:�Íõqr{��4�Z�z�b{
ÃcÇ>k��d��{V÷�

❀Y\I{��°Ç4�ìZ�zYÜÇ#ÎRÌb��&~�

❀±øISDN4�ì/�{$Â��ÇéÇ¢{ 
�Ì#zÖuÖ�q�ISDN4�ì4�ÇB]�Ç,1
�z�z�3{ý�1Ô�Ç?%�·�®tÙÇ�/4�ì{Ëz�Ç�Ç�O{�G~�¦/f/
,PPPZÙÇ�q{NF�

❀4�ì��)ïTAÍO{SIÞÇO�ÇÌ&~q\3Z{ISDNËz�

❀&~ISDN4�ìZ�{Ì�¯�4ÜÇ	�Û�-{N3u�?ó¯���*3��Ëzt�É�
Ø
ÛÇ3a�ËÆ¢�qbõ�

❀�*3��ËzÜÇÛ­��ãÇ�3{�,�ZÍÚ�ÇYR4!;\!���{�û0��O�3

o{÷÷4~�ËzÜ�{Ç,1âyY«Ëz�½ÌÄÕ�

❀¾�Ëzt�°{�®åÇÝV4ÍÚ�°{�ÇI|ËztÍÚÌ�Ç���Á{÷�Ò,�~tÕ

¾¾¾32-4.ÍÍÍÚÚÚ???ÛÛÛ\\\ÝÝÝ���,,,���

�d&~ä��"_À{10 base 21Ô�(�J�(thinnet)�)��*���Ç~�"Ëz4�ìZAUI/10BT
B�ì�

Router

Windows 95

Sun Workstation

FreeBSD Box

ISDN BRI Line The
Internet

The
Internet

�*3{�°ÝÍÚ?|\°���Ñ�®åÇ3,1&~�Êb�{vq"�zËz�ÑÕÁ4�ì�
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¾¾¾32-5.ÌÌÌÍÍÍÚÚÚ???ÝÝÝÙÙÙÇÇÇ���ddd

�d&~{4ho_À{10 base T1Ô�(�vq"�)�

Hub Router

Novell Server Windows 95 Sun Workstation

FreeBSD Box

ISDN BRI Line The
Internet

The
Internet

❀L\I4�ì/����LPÿÒ4ÇÇ¢ã�3ó333����-Ç�ÜÇIII


ÕÕÕÁÁÁ{{{ PPPËztÜÇI
{
�Þ�Y�ó�õ{TA Þ4X|Ñ{Çø:Q�ÜÇ�={�½Ü*(/�Ñi")�>X�²Ç¦/wË
z�MPP�#×@�

❀Y4Ç:��~{Õ�Ç¾�Ç�*ó3{ÍÚ?°3�ÇÛ�{ISDNËzÇ
%3.z�t°�Çb
~.t��ÊISDN"��Ó*�ÍÚ?°{4�ì�ê�®Û�{B/wËzt�É�(64 Kbps)1ù&~
��Ç/wBuqÄ\Õ{jâËz���ÇB/w,1~�C��CñÝÄÕ¦��ÇB/w�qË
z(MPP�)Ç1ÜRÍLPQ�

❀1Ô���ã�3�Q{X��4IP/f�3�,1��IPX/SPXÝÙÇ�[3Ä&~{NF�

32.10���ddd������ÝÝÝ¦¦¦
*VÕChern Lee.HVÕ¯c.

32.10.1������

❀FreeBSD{�d��Ý¦qÖÇ/��úw)natd(8)Ç4�Ç�êzBË�{�ÿ®IPÝÇRÍ����
�ýÿ��l�­cRYJÝÕ�t�ñIPÝ�¥�natd(8)3���Í��Zà=ÇhzBt/ajâ
�ÇÇ*�5Ý¦1"²jâ�ÃÆ�{>FV�

❀NAT!�D{~E4�|¢ÄY�{InternetËzá0�

32.10.2���ããã

❀±øIPv4{IP��8-{�C@�Ç1ù&~�DSLZ���°¤Ëz{~�{ÅL�õÇÖuÖõ{
|
)��InternetËzá0Yø{�û0�����êR�õ�®å/,�Çéi{IP���qz
�Çnatd(8)Ä�ê�Ç®.{ 
�

❀Í��D{<YÇ�Ç~�/,��ÝVDSL"4z�Ç?p��ÇIP��Ç3�Çæ�/,YÑz
�Internet{�®åu�LAN ÞÍõ{�®å
Øz�qÖ�

❀�êqÄY��ÖÇz�Internet{FreeBSDåì��ÈÜ��{nº�YÑ�����ÜL��−�L

~�ËzInternet4�ìÇ��L~uËzLAN�Ä�LAN Þ{åì/,HubÝb¦å�qËz�

ÕÕÕ???: �õ«0��ê/,FreeBSD��RLANz�Internet�YÇ¾���ëê��èÜL��{���
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Hub Router

Client A
Client B

(FreeBSD Gateway)

The
Internet

The
Internet

❀Þc{�ú�-�~�á0InternetËz�LAN ¥{�ÑåìËztInternet¥�Ù�{�®å�/,�
Ñ����åuËzInternet�

32.10.3ZZZsss���ñññììì{{{���

❀óå�{GENERIC�X¥Ç?��é~/,natd(8)�q�� H{Õ�ÇX,ÇY�Õ�,1/,
ó/boot/loader.conf ¥��Ü1{�uóZs��Ä£1�ñÕ

ipfw_load="YES"
ipdivert_load="YES"

❀$iÇ¤,1RZs�ñì#Þnet.inet.ip.fw.default_to_accept ÷�1Õ

net.inet.ip.fw.default_to_accept="1"

ÕÕÕ???: ó¦
){�3Û�ZNAT���Ç��YÇ{�4ÇPÌ?�å�{ipfw(8)��R4allow ip from

any to any 
X4å�{deny ip from any to any ÇYøÇóø:­é�Ç�ÒXÔ�4ú'ÃóiÁ�

32.10.4���XXX{{{���

❀hX�&~�XÜLÇÝÍæ�R\\��{Õ�É���X�Ç,1ó�X{�¥���Á{÷�u

"�Õ

options IPFIREWALL
options IPDIVERT

❀$iÇ�ï4�J, { 1Õ

options IPFIREWALL_DEFAULT_TO_ACCEPT
options IPFIREWALL_VERBOSE

32.10.5øøø:::ZZZsss���{{{{{{���

❀�*æ�óø:Zs,Ç¥é~3Û�ZNAT|ÑÇaó/etc/rc.conf ¥���ï{�Õ

gateway_enable="YES" ➊

firewall_enable="YES" ➋

firewall_type="OPEN" ➌

natd_enable="YES"
natd_interface=" fxp0" ➍

natd_flags="" ➎
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➊ Råì{������qsysctl net.inet.ip.forwarding=1 H*#3�

➋ óéÄ�é~/etc/rc.firewall ¥{3Û����

➌ �½�Ç½½B{ã�Ä�Ý��{3Û���ø�kD/etc/rc.firewall 1ê�ÙÆ¡n{��

ø�

➍ �½/,ýÇ�dz=Ý�Ý(z�Internet{��Ç)�

➎ ÙÆæ�óéÄ���Énatd(8){kj�

❀ó/etc/rc.conf ¥��Þc 1Róø:éÄ�äqnatd -interface fxp0 �Y�Ó*�,1CÓq

Ä�

ÕÕÕ???: h�Ôõ 1����Ç�,1&~�Çnatd(8){{�©GuqÄ�Y«<Y�ÇYÇ{�©G��/,
ó/etc/rc.conf °���Á��u½BÕ

natd_flags="-f /etc/natd.conf"

/etc/natd.conf ©GÌÝ9�Ç{� 1ï,Ç�q�Ç�ó�Ë\I{¾�°R&~�Á{©GÕ

redirect_port tcp 192.168.0.2:6667 6667
redirect_port tcp 192.168.0.3:80 80

��{�©G{ÍõfåÇk�natd(8)C~�¥��-f  1��\I�

❀óLAN�Á{��Ñå�Zz=a�úI{����8-(�RFC 1918
(ftp://ftp.isi.edu/in-notes/rfc1918.txt)½B)°{IP��Ç?%å���÷Änatdå�{�ËIP���

❀¾�Õ0�àAZBóLAN �ÁÇIP��4192.168.0.2 Z192.168.0.3 Ç3�natdå�{LAN z=Þ
{IP��4192.168.0.1 �0�àAZB{å������÷Änatdå�{IP192.168.0.1 �natdå�i
ËÇÝ�É�z=X���ênatd(8)
)�[�/{��Ò,Ó*�

32.10.6ààà===­­­½½½555

❀&~natd(8){b�Ò4LAN 0�X�,�É�6¯�LAN Þ{0�,1�qtiÁ{ËzÇ
X�zB
�u{Ëz��*.óLAN {0�àå�Þäq�É�qÖÇYÒÌ�¯��é${�«;\0�4
ónatdå�Þ­½5 ½{�É�à=tLAN 0�à�

❀¾�Õó0�àAÞäqIRCqÖÇ
ó0�àBÞäqwebqÖ�.�th{Ó*Çóà=6667 (IRC)
Z80 (web)ÞzBt{ËzÒ��­½5t#a{å�Þ�

❀-redirect_port ��&~7h{ 1��Énatd(8)�ª���Õ

-redirect_port proto targetIP:targetPORT[-targetPORT]
[aliasIP:]aliasPORT[-aliasPORT]
[remoteIP[:remotePORT[-remotePORT]]]

❀óÞÁ{¾�¥Çkja�4Õ

-redirect_port tcp 192.168.0.2:6667 6667
-redirect_port tcp 192.168.0.3:80 80

❀YÒÌ­½57h{tcpà=tLAN Þ{0�àå��
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❀-redirect_port kj,1~u�ñà=)�uS�\Çà=�¾�Çtcp 192.168.0.2:2000-3000

2000-3000ÒÌ²Ä�óà=2000t3000ÞzBt{Ëz­½5tÌåAÞ{à=2000t3000�

❀h�zäqnatd(8)�ÇÒ,1&~YJ 1Ç²Ç¢8t/etc/rc.conf °{natd_flags=""  1ÞÇ

Ý/,�Ç{�©G�q���

❀.�Íõ{� 1Ç>k�natd(8)�

32.10.7������­­­½½½555

❀�*��ÇIP��
ØÇ����­½5ÒÌi�~Çl
Æ¢��ó�Çå�Þ�&~ÇÇnatd(8)Ò
,1I{É��ÇLAN 0�àÇ¢��{i\IP���natd(8)l�Ì&~7h{ÿ\IP��­U,LAN
0�àiñ{jâÝÇ1ù­½5Ä��u{jâÝ�½{IP��Ãt�½{LAN 0�à�Y�w)·
ÕNAT�¾�ÇIP��128.1.1.1 �128.1.1.2 Z128.1.1.3 a�natd��å��128.1.1.1 ,1~u

*natd��å�{iËIP��Ç
128.1.1.2 Z128.1.1.3 ~uÝ�ÃLAN 0�àAZB�

❀-redirect_address ª���Õ

-redirect_address localIP publicIP

localIP LAN 0�à{�\IP���

publicIP #aLAN 0�à{i\IP���

❀óYÇ¾�°Çkj4Õ

-redirect_address 192.168.0.2 128.1.1.2 -redirect_addr ess 192.168.0.3 128.1.1.3

❀6-redirect_port �øÇYJkj�48ó/etc/rc.conf °{natd_flags=""  1ÞÇÝ/,�Ç{

�©G��ÉÇ�&~��­½5ÇÒ����~à=­½5êÇO�Ä�óìÇIP��ÞBt{jâÑ
ú­½5ê�

❀ónatdå�Þ{i\IP����íÙ?%/Öt(aliased)iËz=��Y)Ò��rc.conf(5)�

32.11???===������IP (PLIP)
❀PLIPã�·¢óÜÇ?=-äqTCP/IP�ó&~	�ý�
ÇÝ����{�®å�ÇYÌ:��~�
Y��¥Ç·¢RÿXÕ

• �*~�?={(laplink)"��

• &~PLIPËzÜÑ�®å�

32.11.1���***???===���������

❀3,1ó�õ�®åØa¡°ot?=����*oXtÇÝVæ��q�*Ç�,1kÝ�Á{,

ÂÇÇ�ëê�[¼~Ê/{K\å?=��u��Õ
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,,,32-2.~~~������dddËËËzzz{{{???===������zzz"""000***

A-name A ààà B ààà ÃÃÃccc Post/Bit

DATA0 -ERROR 2 15 15 2 jâ 0/0x01 1/0x08

DATA1 +SLCT 3 13 13 3 jâ 0/0x02 1/0x10

DATA2 +PE 4 12 12 4 jâ 0/0x04 1/0x20

DATA3 -ACK 5 10 10 5 sà(Strobe) 0/0x08 1/0x40

DATA4 BUSY 6 11 11 6 jâ 0/0x10 1/0x80

GND 18-25 18-25 GND -

32.11.2÷÷÷���PLIP

❀D�Ç3���Êlaplink"�l�Çh�ÜÑ�®å{�XÑ�élpt(4)PÄÇ�{|ÑÕ

# grep lp /var/run/dmesg.boot

lpt0: <Printer> on ppbus0
lpt0: Interrupt-driven port

❀?=��4�Ç¥äPÄ{à=Ç3aó/boot/device.hints ©G¥{�Õ

hint.ppc.0.at="isa"
hint.ppc.0.irq="7"

❀l�5��X{�©G¥4d��qdevice plip Ý�ñêplip.ko �XÜL�YÜ«<Y�Çó&

~ifconfig(8)×
�ÑÌ�+?=éa{�dz=Ç¡�YøÕ

# ifconfig plip0

plip0: flags=8810<POINTOPOINT,SIMPLEX,MULTICAST> mtu 1 500

❀~laplink"z/ÜÑ�®å{?=�

❀óÜ�1root üP{�/µkj�¾�Ç�*�æ�Rhost1 /,��Ñåìhost2 ËzÕ

host1 <-----> host2
IP Address 10.0.0.1 10.0.0.2

❀{�host1 Þ{�dz=ÇL$)Õ

# ifconfig plip0 10.0.0.1 10.0.0.2

❀{�host2 Þ{�dz=ÇL$)Õ

# ifconfig plip0 10.0.0.2 10.0.0.1

❀3�óa��ÇÓ*{Ëzê�.�Í-û{fåÇ>ÝÖlp(4)Zlpt(4)C~��

❀3¤a���ÜÇÌåt/etc/hosts Õ

127.0.0.1 localhost.my.domain localhost
10.0.0.1 host1.my.domain host1
10.0.0.2 host2.my.domain host2
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❀�h�Ëz4dÓ*Ç,1t��Ñå�ÞÇl�ping�i�Ñ�¾�Çóhost1 ÞÕ

# ifconfig plip0

plip0: flags=8851<UP,POINTOPOINT,RUNNING,SIMPLEX,MUL TICAST> mtu 1500
inet 10.0.0.1 --> 10.0.0.2 netmask 0xff000000

# netstat -r

Routing tables

Internet:
Destination Gateway Flags Refs Use Netif Expire
host2 host1 UH 0 0 plip0
# ping -c 4 host2

PING host2 (10.0.0.2): 56 data bytes
64 bytes from 10.0.0.2: icmp_seq=0 ttl=255 time=2.774 ms
64 bytes from 10.0.0.2: icmp_seq=1 ttl=255 time=2.530 ms
64 bytes from 10.0.0.2: icmp_seq=2 ttl=255 time=2.556 ms
64 bytes from 10.0.0.2: icmp_seq=3 ttl=255 time=2.714 ms

--- host2 ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max/stddev = 2.530/2.643/2.774/0.10 3 ms

32.12 IPv6
Æ)*VÕAaron Kaplan.­c��Z��ÕTom Rhodes.¥© HÕ<¨². Extended by Brad Davis.

❀IPv6 (�úÁ*IPng���SIP�)4¯Ä±�{IPNF(�wIPv4){cÇý�ZÙÆ�S{*BSDø:�
øÇFreeBSDÝ9êKAME {IPv6k�"��O$Ç3{FreeBSDø:Ý9ê�AIPv6Ä��{Ä�Ó
ä�Y��Ì�ø¥ÿX�[{�Z&~IPv6�

❀ó1990#S�ÏÇ|¢
)Ze,~{IPv4��8-óXä�ÀB�±øInternet{ë�*�0ÇÌ�{
ÜÇZe4Õ

• ~¦Ä�{���hl�óYÇ¯�.²Xò�ø+¢ÇO�RFC1918����8
-(10.0.0.0/8 �172.16.0.0/12 Ç1ù192.168.0.0/16 )Z�d��Ý¦(NAT)�b.²ú�-f~�

• 4�,�ø#zÔL�Y����l4`��

❀IPv6�ûYJZÙÇ�õ{¯�Õ

• 128 ��8-�¦é�Ç®XÞ�340,282,366,920,938,463,463,374,607,431,768,211,456Ç��,1&

~�Y?�øó·¢{hEÞ�²0²LÕ�6.67 * 10^27ÇIPv6���

• 4�ì�óÇ¢{4�,°?8�d��øÇYÒ>è4�,{²þ8-t8192Ç�ø�

❀IPv6¤�ÙÇ�õ�~{Õ�Ç�Õ

• ���Ä{�(RFC2462 (http://www.ietf.org/rfc/rfc2462.txt))

• Anycast (�?B)��(��éõ�)

• ��{õB��
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• IPsec (IP�\)

• ;\{>�è

• #Ä{(Mobile) IP

• IPv6tIPv4{Ý¦å�

❀�ÍõfåÇ>��Õ

• IPv6�
Çó playground.sun.com (http://playground.sun.com/pub/ipng/html/ipng-main.html)

• KAME.net (http://www.kame.net)

32.12.1������IPv6 ������{{{òòòµµµ���###

❀��«X3¡n{IPv6��ÕUnicastÇAnycastZMulticast�

❀Unicast��4�|¢ÄY�{����Çú��tunicast��{Ý"�ÞÌtHa�YÇ��{z=�

❀Anycast��ªBÞ¦unicast�����/Ç�4Ç¢�®��z=��½�anycast��{ÝÌtH!£
{(14��\ )z=�Anycast��,��ú4�ì&~�

❀Multicast��)#��z=��½�multicast��{ÝÌtHa�multicast�{Ä�{z=�

ÕÕÕ???: IPv4�B��(/��xxx.xxx.xxx.255 ) �IPv6{multicast��u,+�

,,,32-3.âââ���{{{IPv6������

IPv6 ������ ½½½½½½���ÝÝÝ(bits) ÃÃÃccc ÷÷÷ÕÕÕ

:: 128 bits ��½ ¡�IPv4¥{0.0.0.0

::1 128 bits ¢Ã�� ¡�IPv4¥{127.0.0.1

::00:xx:xx:xx:xx 96 bits 	�{IPv4 �32 bits4IPv4���Y
�Á*�IPv4/�IPv6
���

::ff:xx:xx:xx:xx 96 bits IPv4kó{IPv6�� �{32 bits4IPv4���
~��JX|ÑIPv6{
Ìå�

fe80:: - feb:: 10 bits Ó4¢Ã ¡�IPv4{¢Ã���

fec0:: - fef:: 10 bits 5�¢Ã

ff:: 8 bits õB

001 (base 2) 3 bits \EõB Ä�{\EõB��Ñ�

½tYÇ��Ó¥��®

Ç��� 4�001��
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32.12.2 IPv6 ������{{{ÖÖÖ���

❀�)o*úÃc�Õx:x:x:x:x:x:x:x Ç��Ç�x�Ò4�Ç16 {16����hlÇ�Ç����
L1®Ç�0�
)>{�,1�Q��FEBC:A574:382B:23C1:AA49:4592:4EFE:9982

❀/��Ç��Ì�i�{��\\��ÇO$�Ç��{Y«���ú;U��::��¾�Õfe80::1 é

a{�)o*4fe80:0000:0000:0000:0000:0000:0000:0001 �

❀�®«o*41¯Ä±�{~��.�*�IÅn{���IPv4o*ÇUñ!�32 Bit{\I�¾
�2002::10.0.0.1 éa{���t�,H0*42002:0000:0000:0000:0000:0000:0a00:0001 Ç�#

h�UÄ2002::a00:1 .

❀t�óÇÖVa��®��Á{��êÕ

# ifconfig

rl0: flags=8943<UP,BROADCAST,RUNNING,PROMISC,SIMPLEX ,MULTICAST> mtu 1500
inet 10.0.0.10 netmask 0xffffff00 broadcast 10.0.0.255
inet6 fe80::200:21ff:fe03:8e1%rl0 prefixlen 64 scopeid 0 x1
ether 00:00:21:03:08:e1
media: Ethernet autoselect (100baseTX )
status: active

❀fe80::200:21ff:fe03:8e1%rl0 4�Ç�Ä{�{Ó4¢Ã���Ç*��Ä{�{�\I�MAC 	
Ä�

❀��IPv6��{�è{ÍõfåÇ>k�RFC3513 (http://www.ietf.org/rfc/rfc3513.txt)�

32.12.3���qqqËËËzzz

❀ø�Ç��«0*,1ËztÙÇIPv6ÌåZ�dÕ

• ü®�{�É�qÖ
ØÛ4d
ØIPv6�

• SixXS (http://www.sixxs.net)5\E)�
Ø/w�

• &~6-to-4/w(RFC3068 (http://www.ietf.org/rfc/rfc3068.txt))

• �*3&~{4CRËzÇ�,1&~net/freenet6 port�

32.12.4 IPv6 ---���°°°{{{DNS

❀é�IPv6�Ü«¡n{DNS�9ÕIETF.²�YA64,�)ïÖ�q{)ï4AAAA �9�

❀&~AAAA�94i;\{�/,���Á��ÇÉ3{ÌåI{�3¦bzBt{c{IPv6��Õ

MYHOSTNAME AAAA MYIPv6ADDR

❀t3{Ì­DNS©G°ÇÒ,1qÄ��43�.��DNS­qÖÇ3,1®¯3{DNS
ØÛ�ø�
{bind Çý(version 8.3¦9)Zdns/djbdns (9IPv6V¶)|ÑAAAA �9�
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32.12.5óóó/etc/rc.conf¥¥¥���qqqÄÄÄ���{{{������

32.12.5.1 IPv6 000���ååå÷÷÷���

❀YJ÷�RÐÏ3²�Ñ3LAN Þ{åì{���Ñ0�åÇ
X44�ì��trtsol(8)óéÄ��Ä
{�3{��Ç����Õ

ipv6_enable="YES"

❀��Ä�·Õ�½IP��Ç¾� 2001:471:1f11:251:290:27ff:fee0:2093 Çtfxp0 ÞÇ�UÞÕ

ipv6_ifconfig_fxp0="2001:471:1f11:251:290:27ff:fee0 :2093"

❀��½2001:471:1f11:251::1 *�å�4�Ç��ó/etc/rc.conf ¥��Õ

ipv6_defaultrouter="2001:471:1f11:251::1"

32.12.5.2 IPv6 444���ììì/������{{{���

❀YRÐÏ3,¸w
ØÛ�°Rz��{ýîÇ?RYJýîÝ��ó­é��êâÑÔ{÷���ó

éÄ�Á�3{¸wÇ��ó/etc/rc.conf ¥��Õ

❀ïñ�{�{/~¸wz=Ç¾�gif0 Õ

gif_interfaces="gif0"

❀{��z=&~ý�à��MY_IPv4_ADDRZÏÇà��REMOTE_IPv4_ADDRÕ

gifconfig_gif0=" MY_IPv4_ADDR REMOTE_IPv4_ADDR"

❀a~I{É3~�IPv6¸wÏà{IPv6��Ç����Õ

ipv6_ifconfig_gif0=" MY_ASSIGNED_IPv6_TUNNEL_ENDPOINT_ADDR"

❀$��÷�IPv6{å�4��Y4IPv6¸w{��àÕ

ipv6_defaultrouter=" MY_IPv6_REMOTE_TUNNEL_ENDPOINT_ADDR"

32.12.5.3 IPv6 ¸̧̧www{{{���

❀�*qÖìR3{�d/,IPv64�t-�{ÙÆnaÇ3��ó/etc/rc.conf ¥���Á{{�Õ

ipv6_gateway_enable="YES"

32.12.6444������···ZZZÌÌÌååå���ÄÄÄ{{{���

❀Y�RÐÏ3{�rtadvd(8)u�+å�{IPv64��

❀�é~rtadvd(8)3��ó/etc/rc.conf ¥��Õ
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rtadvd_enable="YES"

❀�½�ýÇ�dz=uqÄIPv64�>F:�­��Þ¾u�Çtrtadvd(8)&~fxp0 Õ

rtadvd_interfaces="fxp0"

❀z�u·¢��
O{�©GÇ/etc/rtadvd.conf �+¾��Õ

fxp0:\
:addrs#1:addr="2001:471:1f11:246::":prefixlen#64:tc =ether:

❀Rfxp0 ��3K®&~{z=Ö�

❀z�uÇR2001:471:1f11:246:: ��I{É3{���í�

❀�*3p�Û~{/64 ��Ç�X����ÙÆ÷��'�Ç3��²prefixlen# ��th{��

32.13IIIZZZ���QQQÜÜÜ***(ATM)
à�VÕHarti Brandt.¥© HÕ<¨².

32.13.1{{{���classical IP over ATM (PVCs)

❀Classical IP over ATM (CLIP)4�«!;\{&~QIP{ATM {0��Y«0�,1~ób¦*Ë
z(SVC)Z{ÈËz(PVC)Þ�Y\IÃc{Ò4{�ä�PVC{�d�

32.13.1.1qqq\\\���ËËË{{{{{{���

❀��«&~PVCu÷�CLIP{0*Ò4/,Û~{PVCt�d°{��Ñå�Ñ�Ëó�å�¦�Yø
{�åui;\Çbé�jÞÍõ��{å�u�Ò�JX#"�ê�¾�·¢��Ñå�ó�d°Ç�

�ÑÑ&~�<ATM 7{ì�ËztATM �d���ZÒ4��IP��Zå�-{ATM Ëz�·¢&~
�Á{Õ

ÌÌÌååå IP������

hostA 192.168.173.1

hostB 192.168.173.2

hostC 192.168.173.3

hostD 192.168.173.4

❀�êO�q\bF{�dÇ·¢��ó��éå�-��ÇATM ËzÕ

åååììì VPI.VCI ééé

hostA - hostB 0.100

hostA - hostC 0.101

hostA - hostD 0.102

hostB - hostC 0.103

hostB - hostD 0.104
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åååììì VPI.VCI ééé

hostC - hostD 0.105

❀ó��ÇËzàVPIZVCI {�Ñ,�ÌX3Ç�4�ê;\åDÇ·¢"½Ç¢4�ø{���Z·¢
��{���ÇÌåÞ{ATM z=Õ

hostA # ifconfig hatm0 192.168.173.1 up

hostB # ifconfig hatm0 192.168.173.2 up

hostC # ifconfig hatm0 192.168.173.3 up

hostD # ifconfig hatm0 192.168.173.4 up

❀"½Ä�ÌåÞ{ATM z=Ñ4hatm0��óPVC��{�thostA Þ(·¢"½Ç¢Ñ.²{�ó
êATM b¦åÞÇ����){Ç3Ò��k����b¦å{C~ê)�

hostA # atmconfig natm add 192.168.173.2 hatm0 0 100 llc/snap ubr

hostA # atmconfig natm add 192.168.173.3 hatm0 0 101 llc/snap ubr

hostA # atmconfig natm add 192.168.173.4 hatm0 0 102 llc/snap ubr

hostB # atmconfig natm add 192.168.173.1 hatm0 0 100 llc/snap ubr

hostB # atmconfig natm add 192.168.173.3 hatm0 0 103 llc/snap ubr

hostB # atmconfig natm add 192.168.173.4 hatm0 0 104 llc/snap ubr

hostC # atmconfig natm add 192.168.173.1 hatm0 0 101 llc/snap ubr

hostC # atmconfig natm add 192.168.173.2 hatm0 0 103 llc/snap ubr

hostC # atmconfig natm add 192.168.173.4 hatm0 0 105 llc/snap ubr

hostD # atmconfig natm add 192.168.173.1 hatm0 0 102 llc/snap ubr

hostD # atmconfig natm add 192.168.173.2 hatm0 0 104 llc/snap ubr

hostD # atmconfig natm add 192.168.173.3 hatm0 0 105 llc/snap ubr

❀hlÇøUBRiÙÇ{/fN½�,tATM 7{ì|ÑYJ�$«<Y�Ç/fN½{Ö	�Ë|/f
kj���Óäatmconfig(8){ÐÏ,1YøztÕ

# atmconfig help natm add

❀ÝVóatmconfig(8)C~�°zt�

❀#3{{��,1/,/etc/rc.conf uqÄ�é�hostA Ç�åuÒ6YøÕ

network_interfaces="lo0 hatm0"
ifconfig_hatm0="inet 192.168.173.1 up"
natm_static_routes="hostB hostC hostD"
route_hostB="192.168.173.2 hatm0 0 100 llc/snap ubr"
route_hostC="192.168.173.3 hatm0 0 101 llc/snap ubr"
route_hostD="192.168.173.4 hatm0 0 102 llc/snap ubr"

❀Ä�CLIP4�{h�çÕ,1&~��×
ÜzÕ

hostA # atmconfig natm show

806



❀❀329❀°ÿ�d

32.14 Common Address Redundancy Protocol (CARP ÇÇÇááá~~~���������

���NNNFFF)
Æ*Tom Rhodes.

❀Common Address Redundancy ProtocolÇÝ;ÁCARP�ê&õÑÌåá03�IP���óìJ{�¥Ç
Yø),1
°,~uÇÝ"��ñþo��Á{¾�¥ÇYJÌå�,13�&~ÙÆ{X3{IP�
��

❀�é~CARP|ÑÇ��óFreeBSD�X{�¥���ï 1Ç?�L�999��ë{0�­cÉ��
XÕ

device carp

❀�i{�Ç0�4óéÄ��ñif_carp.ko ÜL�²��{Yq��t/boot/loader.conf Õ

if_carp_load="YES"

❀YøÒ,1&~CARPÕ�êÇ�Jä�{kjÇ,1/,�øïsysctl OIDu®r�

OID ÃÃÃccc

net.inet.carp.allow zI�u{CARPÝ�å�é~�

net.inet.carp.preempt hÌå¥��ÇCARP�dz=�V/a�ÇYÇ
 1R*�YÑÌåÞÄ�{CARPz=�å�¢
~�

net.inet.carp.log h��0,+¢��9Ä������1,+�9»

 {CARPÝ��[L�1,+�9CARP�dz=
{çÕ#��å���1�

net.inet.carp.arpbalance &~ARPþoý��d�Þ�å�¢~�

net.inet.carp.suppress_preempt $�ÖOID�+3��3{çÕ��*�Çz=Þ
{Ëz�V/a,��3Ìú3��hYÇ#Þ{�
�0�Ç,+�3�ú3���[¯�ÑÌ&OID�
��

❀CARP÷÷,1/,ifconfig ×
u
O�

# ifconfig carp0 create

❀ó]"¢¸¥ÇYJz=���ÇÁ*VHID {)#�R�YÇVHID ÝVirtual Host Identification (��Ì
å)#)~�ó�dÞKIÌå�

32.14.1&&&~~~CARP uuu���ÕÕÕqqqÖÖÖ{{{,,,~~~uuu(CARP)

❀��Á
t{�øÇCARP{*~��4�ÕqÖ{,~u�YÇ¾�¥ÇR�®ÑÌå
ØùFÝ#q
ÖÇY®ÑqÖìÈ��ÕÁ{IP��Ç?
Øq\�ø{web���®Ñåì1DNSS®{0*
Øq
Ö�~�ùFÝ#{åì�ÜÇCARPz=ÇI/{��iÜÑqÖì{IP���h�qÖì�	ùF
�ÇYÑåìÌ�ÄztùFå{IP���Yø1uÇ~�Òq\¡úXt�	êùF�ùFÝ#{qÖ
ì
Ø{��ZqÖÇa¦Ù��
Øy÷P{qÖì���

❀ÜÑåì{{�ÇøêÌåÖZVHID �iaq\���ó·¢{¾�¥ÇYÜÑåì{ÌåÖI/
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4hosta.example.org Zhostb.example.org �D�Ç��RCARP{���trc.conf �é

�hosta.example.org 
ÓÇrc.conf ©G¥aÝ9�ï{�Õ

hostname="hosta.example.org"
ifconfig_fxp0="inet 192.168.1.3 netmask 255.255.255.0"
cloned_interfaces="carp0"
ifconfig_carp0="vhid 1 pass testpass 192.168.1.50/24"

❀óhostb.example.org ÞÇéa{rc.conf {��4Õ

hostname="hostb.example.org"
ifconfig_fxp0="inet 192.168.1.4 netmask 255.255.255.0"
cloned_interfaces="carp0"
ifconfig_carp0="vhid 2 pass testpass 192.168.1.51/24"

ÕÕÕ???: óÜÑåìÞ�ifconfig {pass  1�½{·h��4��{ÇY��:�­��carp ÷÷�Ì)&Z

zIu�Ñ�th·h{åì{Ú·�$iÇX3��Ìå{VHID��X3�

❀�®ÑåìÇprovider.example.org ���q{�Ç1"ó�iÜÑåìñ�¯��z��YÑåì

��ÜÇcarp ÷÷ÇI/ÿ®ÜÇåì�éa{rc.conf {�¡��ÁYøÕ

hostname="provider.example.org"
ifconfig_fxp0="inet 192.168.1.5 netmask 255.255.255.0"
cloned_interfaces="carp0 carp1"
ifconfig_carp0="vhid 1 advskew 100 pass testpass 192.168. 1.50/24"
ifconfig_carp1="vhid 2 advskew 100 pass testpass 192.168. 1.51/24"

❀{�ÜÇcarp ÷÷Ç�êtprovider.example.org óÜÑåì¥{�[�Ç*�/a�ÇÁýz�

ÙIP���

ÕÕÕ???: å�{FreeBSD�X,,,���é~êÌå-�3��*4Yø{�Çprovider.example.org ,�ót*{�

�qÖìÁ��X:8IP���$�Ç�®Ê��CÓ��IPÃtÆu��qÖì�ä�)�4
óprovider.example.org Þ&~�Á{×
Õ

# ifconfig carp0 down && ifconfig carp0 up

YÇv*��ó¦ñ�¯�{Ìåéa{�Çcarp z=Þ�q�

❀�ó3.²qÄêCARP{{�Ç?,1
)�Aê��A,Ç¥Ç,1±�­éÝ#äÜÑåì{�
d�

❀�¶ê�Íõû�Ç>kDcarp(4)ÉåC~�

808



V.���999



���999A.

ÜÜÜRRRFreeBSD

A.1 CDROM ZZZDVD���qqqÛÛÛ

A.1.1 ���HHH]]]ããã���¬¬¬

❀,1,�Á�Ç�HÛ�°otFreeBSD{]ã�¬(FreeBSD CDÇ���GÇ\m©l)Õ

• CompUSA
WWW: http://www.compusa.com/

• Frys Electronics
WWW: http://www.frys.com/

A.1.2 CD ZZZDVD���ccc

❀FreeBSD CDZDVD �c,1,�õó"�HÛ�°otÕ

• FreeBSD Mall, Inc.
700 Harvest Park Ste F
Brentwood, CA 94513
USA
Phone: +1 925 240-6652
Fax: +1 925 674-0821
Email: <info@freebsdmall.com >
WWW: http://www.freebsdmall.com/

• Dr. Hinner EDV
St. Augustinus-Str. 10
D-81825 München
Germany
Phone: (089) 428 419
WWW: http://www.hinner.de/linux/freebsd.html

• Ikarios
22-24 rue Voltaire
92000 Nanterre
France
WWW: http://ikarios.com/form/#freebsd

• JMC Software
Ireland
Phone: 353 1 6291282
WWW: http://www.thelinuxmall.com
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• The Linux Emporium
Hilliard House, Lester Way
Wallingford
OX10 9TA
United Kingdom
Phone: +44 1491 837010
Fax: +44 1491 837016
WWW: http://www.linuxemporium.co.uk/products/bsd/

• Linux+ DVD Magazine
Lewartowskiego 6
Warsaw
00-190
Poland
Phone: +48 22 860 18 18
Email: <editors@lpmagazine.org >
WWW: http://www.lpmagazine.org/

• Linux System Labs Australia
21 Ray Drive
Balwyn North
VIC - 3104
Australia
Phone: +61 3 9857 5918
Fax: +61 3 9857 8974
WWW: http://www.lsl.com.au

• LinuxCenter.Ru
Galernaya Street, 55
Saint-Petersburg
190000
Russia
Phone: +7-812-3125208
Email: <info@linuxcenter.ru >
WWW: http://linuxcenter.ru/shop/freebsd

A.1.3 ���qqq|||

❀�*34=HÛ?%.=HFreeBSD CDROM�¬Ç>Z�q|ÉøÕ

• Cylogistics
809B Cuesta Dr., #2149
Mountain View, CA 94040
USA
Phone: +1 650 694-4949
Fax: +1 650 694-4953
Email: <sales@cylogistics.com >
WWW: http://www.cylogistics.com/

811



�9A.ÜRFreeBSD

• Ingram Micro
1600 E. St. Andrew Place
Santa Ana, CA 92705-4926
USA
Phone: 1 (800) 456-8000
WWW: http://www.ingrammicro.com/

• Kudzu, LLC
7375 Washington Ave. S.
Edina, MN 55439
USA
Phone: +1 952 947-0822
Fax: +1 952 947-0876
Email: <sales@kudzuenterprises.com >

• LinuxCenter.Kz
Ust-Kamenogorsk
Kazakhstan
Phone: +7-705-501-6001
Email: <info@linuxcenter.kz >
WWW: http://linuxcenter.kz/page.php?page=fr

• LinuxCenter.Ru
Galernaya Street, 55
Saint-Petersburg
190000
Russia
Phone: +7-812-3125208
Email: <info@linuxcenter.ru >
WWW: http://linuxcenter.ru/freebsd

• Navarre Corp
7400 49th Ave South
New Hope, MN 55428
USA
Phone: +1 763 535-8333
Fax: +1 763 535-0341
WWW: http://www.navarre.com/

A.2 FTP 555���
❀�0{FreeBSDÍSh,1,(Y\E{º45�/,�ÖFTP�ñ�5
�ftp://ftp.FreeBSD.org/pub/FreeBSD/�øÛP{�dËz?%ã�LÞ{?�ËzÇb43Ý�Í.I�
Ç�Í£{�º45�(�/4h3.�qì«o*{º4{��)�

❀FreeBSD,1,�ÁYJº45�/,�ÖFTP�ñ��*3 
ê/,�ÖFTPÜRFreeBSDÇ>¦Þ
&~¬3�v£{5��úï��Ìº45��{º45��ÄÑ�qr{FreeBSD©G(bé�«�ø�
è{Ä�h�,~{Çý)Ç3Ý�,3Äó{)�Ý�K{5��ñÌztÍO{�ñ¤Ý��Ç5�
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Øê!�q{�ø�è{!£{Çý
�,�X
Øqr{FreeBSD?l�Ä�{5�Ñ
Ø�ÖFTP6
¯
�J5��
ØÙÆ{6¯0*�é�Ç5�,~{6¯0*óÙÌåÖ��Ä�Ò�

❀¥êqÖì,Ì�º45�, Armenia, Israel,��},�Â�Æ,£�¼,¥L¼Æ,®Ü,8q,E},[p,
y),�[�,�),E},8),V},�üL,�.áZ),nX�Æ,Áþw,[j�Æ,�),�:,I�,
Äú¿,�ý,¡�,¡,,Â��nK,�b�.áZ),�b©�Æ,H�Ù,¿.},ÜÁ¿,æq,cÜ},
?L¼,]),¥)L:,¥)Ñl,¥)&¬.

❀( UTCÍc)

¥êqÖì

• ftp://ftp.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 / http (http://ftp.FreeBSD.org/pub/FreeBSD/) / httpv6
(http://ftp.FreeBSD.org/pub/FreeBSD/))

Ì�º45�

��¯�Ç>Z�	#��­qÖì{�®Ê<mirror-admin@FreeBSD.org >Éø�

• ftp://ftp1.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp3.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp4.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 / http (http://ftp4.FreeBSD.org/pub/FreeBSD/) / httpv6
(http://ftp4.FreeBSD.org/pub/FreeBSD/))

• ftp://ftp5.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp6.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp7.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp8.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp9.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp10.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 / http(http://ftp10.FreeBSD.org/pub/FreeBSD/) / httpv6
(http://ftp10.FreeBSD.org/pub/FreeBSD/))

• ftp://ftp11.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp12.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp13.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp14.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp14.FreeBSD.org/pub/FreeBSD/))

Armenia

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@am.FreeBSD.org >Éø�

• ftp://ftp1.am.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp1.am.FreeBSD.org/pub/FreeBSD/) / rsync)
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Israel

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@il.FreeBSD.org >Éø�

• ftp://ftp.il.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6)

��}

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@ie.FreeBSD.org >Éø�

• ftp://ftp.ie.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.ie.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp2.ie.FreeBSD.org/pub/FreeBSD/) / rsync)

• ftp://ftp3.ie.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp3.ie.FreeBSD.org/pub/FreeBSD/) / rsync)

�Â�Æ

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@ee.FreeBSD.org >Éø�

• ftp://ftp.ee.FreeBSD.org/pub/FreeBSD/ (ftp)

£�¼

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@at.FreeBSD.org >Éø�

• ftp://ftp.at.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 / http (http://ftp.at.FreeBSD.org/pub/FreeBSD/) / httpv6
(http://ftp.at.FreeBSD.org/pub/FreeBSD/))

¥L¼Æ

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@au.FreeBSD.org >Éø�

• ftp://ftp.au.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.au.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp3.au.FreeBSD.org/pub/FreeBSD/ (ftp)

®Ü

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@br.FreeBSD.org >Éø�

• ftp://ftp.br.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.br.FreeBSD.org/pub/FreeBSD/))

• ftp://ftp2.br.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp2.br.FreeBSD.org/))

• ftp://ftp3.br.FreeBSD.org/pub/FreeBSD/ (ftp / rsync)

• ftp://ftp4.br.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp5.br.FreeBSD.org

• ftp://ftp6.br.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp7.br.FreeBSD.org/pub/FreeBSD/ (ftp)
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8q

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@is.FreeBSD.org >Éø�

• ftp://ftp.is.FreeBSD.org/pub/FreeBSD/ (ftp / rsync)

E}

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@pl.FreeBSD.org >Éø�

• ftp://ftp.pl.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.pl.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 (ftp://ftp2.pl.FreeBSD.org/pub/FreeBSD/) / http
(http://ftp2.pl.FreeBSD.org/pub/FreeBSD/) / httpv6 (http://ftp2.pl.FreeBSD.org/pub/FreeBSD/) / rsync /
rsyncv6)

[p

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@dk.FreeBSD.org >Éø�

• ftp://ftp.dk.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 / http (http://ftp.dk.FreeBSD.org/pub/FreeBSD/) / httpv6
(http://ftp.dk.FreeBSD.org/pub/FreeBSD/))

y)

��¯�Ç>Z�	#��­qÖì{�®Ê<de-bsd-hubs@de.FreeBSD.org >Éø�

• ftp://ftp.de.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp1.de.FreeBSD.org/freebsd/ (ftp / http (http://www1.de.FreeBSD.org/freebsd/) / rsync
(rsync://rsync3.de.FreeBSD.org/freebsd/))

• ftp://ftp2.de.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp2.de.FreeBSD.org/pub/FreeBSD/) / rsync)

• ftp://ftp3.de.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp4.de.FreeBSD.org/FreeBSD/ (ftp / http (http://ftp4.de.FreeBSD.org/pub/FreeBSD/) / rsync)

• ftp://ftp5.de.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp6.de.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp7.de.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp7.de.FreeBSD.org/pub/FreeBSD/))

• ftp://ftp8.de.FreeBSD.org/pub/FreeBSD/ (ftp)

�[�

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@ru.FreeBSD.org >Éø�

• ftp://ftp.ru.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.ru.FreeBSD.org/FreeBSD/) / rsync)

• ftp://ftp2.ru.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp2.ru.FreeBSD.org/pub/FreeBSD/) / rsync)
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• ftp://ftp3.ru.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp4.ru.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp5.ru.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp5.ru.FreeBSD.org/pub/FreeBSD/) / rsync)

• ftp://ftp6.ru.FreeBSD.org/pub/FreeBSD/ (ftp)

�)

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@fr.FreeBSD.org >Éø�

• ftp://ftp.fr.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp1.fr.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp1.fr.FreeBSD.org/pub/FreeBSD/) / rsync)

• ftp://ftp2.fr.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp3.fr.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp4.fr.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 (ftp://ftp4.fr.FreeBSD.org/pub/FreeBSD/) / http
(http://ftp4.fr.FreeBSD.org/pub/FreeBSD/) / httpv6 (http://ftp4.fr.FreeBSD.org/pub/FreeBSD/) / rsync
(rsync://ftp4.fr.FreeBSD.org/FreeBSD/) / rsyncv6 (rsync://ftp4.fr.FreeBSD.org/FreeBSD/))

• ftp://ftp5.fr.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp6.fr.FreeBSD.org/pub/FreeBSD/ (ftp / rsync)

• ftp://ftp7.fr.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp8.fr.FreeBSD.org/pub/FreeBSD/ (ftp)

E}

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@fi.FreeBSD.org >Éø�

• ftp://ftp.fi.FreeBSD.org/pub/FreeBSD/ (ftp)

8)

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@kr.FreeBSD.org >Éø�

• ftp://ftp.kr.FreeBSD.org/pub/FreeBSD/ (ftp / rsync)

• ftp://ftp2.kr.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp2.kr.FreeBSD.org/pub/FreeBSD/))

V}

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@nl.FreeBSD.org >Éø�

• ftp://ftp.nl.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.nl.FreeBSD.org/os/FreeBSD/) / rsync)

• ftp://ftp2.nl.FreeBSD.org/pub/FreeBSD/ (ftp)
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�üL

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@ca.FreeBSD.org >Éø�

• ftp://ftp.ca.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.ca.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp3.ca.FreeBSD.org/pub/FreeBSD/ (ftp)

�.áZ)

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@cz.FreeBSD.org >Éø�

• ftp://ftp.cz.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 (ftp://ftp.cz.FreeBSD.org/pub/FreeBSD/) / http
(http://ftp.cz.FreeBSD.org/pub/FreeBSD/) / httpv6 (http://ftp.cz.FreeBSD.org/pub/FreeBSD/) / rsync /
rsyncv6)

• ftp://ftp2.cz.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp2.cz.FreeBSD.org/pub/FreeBSD/))

nX�Æ

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@lv.FreeBSD.org >Éø�

• ftp://ftp.lv.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.lv.FreeBSD.org/pub/FreeBSD/))

• ftp://ftp2.lv.FreeBSD.org/pub/FreeBSD/ (ftp)

Áþw

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@lt.FreeBSD.org >Éø�

• ftp://ftp.lt.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.lt.FreeBSD.org/pub/FreeBSD/))

[j�Æ

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@ro.FreeBSD.org >Éø�

• ftp://ftp.ro.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp1.ro.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 / http (http://ftp1.ro.FreeBSD.org/pub/FreeBSD/) /
httpv6 (http://ftp1.ro.FreeBSD.org/pub/FreeBSD/))

�)

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@us.FreeBSD.org >Éø�

• ftp://ftp1.us.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.us.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp3.us.FreeBSD.org/pub/FreeBSD/ (ftp)

817



�9A.ÜRFreeBSD

• ftp://ftp4.us.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 / http (http://ftp4.us.FreeBSD.org/pub/FreeBSD/) /
httpv6 (http://ftp4.us.FreeBSD.org/pub/FreeBSD/))

• ftp://ftp5.us.FreeBSD.org/pub/FreeBSD/ (ftp / rsync)

• ftp://ftp6.us.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp7.us.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp7.us.FreeBSD.org/pub/FreeBSD/) / rsync)

• ftp://ftp8.us.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp9.us.FreeBSD.org

• ftp://ftp10.us.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp11.us.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp12.us.FreeBSD.org/pub/FreeBSD/ (ftp / rsync)

• ftp://ftp13.us.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp13.us.FreeBSD.org/pub/FreeBSD/) / rsync)

• ftp://ftp14.us.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp14.us.FreeBSD.org/pub/FreeBSD/))

• ftp://ftp15.us.FreeBSD.org/pub/FreeBSD/ (ftp)

�:

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@za.FreeBSD.org >Éø�

• ftp://ftp.za.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.za.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp3.za.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp4.za.FreeBSD.org/pub/FreeBSD/ (ftp)

I�

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@no.FreeBSD.org >Éø�

• ftp://ftp.no.FreeBSD.org/pub/FreeBSD/ (ftp / rsync)

• ftp://ftp3.no.FreeBSD.org/pub/FreeBSD/ (ftp)

Äú¿

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@pt.FreeBSD.org >Éø�

• ftp://ftp.pt.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.pt.FreeBSD.org/pub/freebsd/ (ftp)

• ftp://ftp4.pt.FreeBSD.org/pub/ISO/FreeBSD/ (ftp)
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�ý

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@jp.FreeBSD.org >Éø�

• ftp://ftp.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp3.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp4.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp5.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp6.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp7.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp8.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp9.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

¡�

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@se.FreeBSD.org >Éø�

• ftp://ftp.se.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.se.FreeBSD.org/pub/FreeBSD/ (ftp / rsync (rsync://ftp2.se.FreeBSD.org/))

• ftp://ftp3.se.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp4.se.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 (ftp://ftp4.se.FreeBSD.org/pub/FreeBSD/) / http
(http://ftp4.se.FreeBSD.org/pub/FreeBSD/) / httpv6 (http://ftp4.se.FreeBSD.org/pub/FreeBSD/) / rsync
(rsync://ftp4.se.FreeBSD.org/pub/FreeBSD/) / rsyncv6 (rsync://ftp4.se.FreeBSD.org/pub/FreeBSD/))

• ftp://ftp5.se.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp5.se.FreeBSD.org/) / rsync)

• ftp://ftp6.se.FreeBSD.org/pub/FreeBSD (ftp / http (http://ftp6.se.FreeBSD.org/pub/FreeBSD))

¡,

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@ch.FreeBSD.org >Éø�

• ftp://ftp.ch.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.ch.FreeBSD.org/pub/FreeBSD/))

Â��nK

��¯�Ç>Z�	#��­qÖì{�®Ê<ftpadmin@isu.net.sa >Éø�

• ftp://ftp.isu.net.sa/pub/ftp.freebsd.org/ (ftp)

�b�.áZ)

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@sk.FreeBSD.org >Éø�
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• ftp://ftp.sk.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 (ftp://ftp.sk.FreeBSD.org/pub/FreeBSD/) / http
(http://ftp.sk.FreeBSD.org/pub/FreeBSD/) / httpv6 (http://ftp.sk.FreeBSD.org/pub/FreeBSD/) / rsync /
rsyncv6)

• ftp://ftp2.sk.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 (ftp://ftp2.sk.FreeBSD.org/pub/FreeBSD/) / http
(http://ftp2.sk.FreeBSD.org/pub/FreeBSD/) / httpv6 (http://ftp2.sk.FreeBSD.org/pub/FreeBSD/))

�b©�Æ

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@si.FreeBSD.org >Éø�

• ftp://ftp.si.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.si.FreeBSD.org/pub/FreeBSD/ (ftp)

H�Ù

• ftp://ftp.tr.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.tr.FreeBSD.org/pub/FreeBSD/) / rsync)

• ftp://ftp2.tr.FreeBSD.org/pub/FreeBSD/ (ftp / rsync)

¿.}

• ftp://ftp.ua.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.ua.FreeBSD.org/pub/FreeBSD/))

• ftp://ftp2.ua.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp2.ua.FreeBSD.org/pub/FreeBSD/))

• ftp://ftp7.ua.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp8.ua.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp8.ua.FreeBSD.org/FreeBSD/))

• ftp://ftp11.ua.FreeBSD.org/pub/FreeBSD/ (ftp)

ÜÁ¿

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@es.FreeBSD.org >Éø�

• ftp://ftp.es.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.es.FreeBSD.org/pub/FreeBSD/))

• ftp://ftp2.es.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp3.es.FreeBSD.org/pub/FreeBSD/ (ftp)

æq

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@gr.FreeBSD.org >Éø�

• ftp://ftp.gr.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.gr.FreeBSD.org/pub/FreeBSD/ (ftp)
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cÜ}

• ftp://ftp.nz.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.nz.FreeBSD.org/pub/FreeBSD/))

?L¼

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@it.FreeBSD.org >Éø�

• ftp://ftp.it.FreeBSD.org/pub/FreeBSD/ (ftp)

])

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@uk.FreeBSD.org >Éø�

• ftp://ftp.uk.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.uk.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp2.uk.FreeBSD.org/) / rsync)

• ftp://ftp3.uk.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp4.uk.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp5.uk.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp6.uk.FreeBSD.org/pub/FreeBSD/ (ftp)

¥)L:

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@cn.FreeBSD.org >Éø�

• ftp://ftp.cn.FreeBSD.org/pub/FreeBSD/ (ftp)

¥)Ñl

��¯�Ç>Z�	#��­qÖì{�®Ê<hostmaster@tw.FreeBSD.org >Éø�

• ftp://ftp.tw.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 (ftp://ftp.tw.FreeBSD.org/pub/FreeBSD/) / rsync /
rsyncv6)

• ftp://ftp2.tw.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 (ftp://ftp2.tw.FreeBSD.org/pub/FreeBSD/) / http
(http://ftp2.tw.FreeBSD.org/pub/FreeBSD/) / httpv6 (http://ftp2.tw.FreeBSD.org/pub/FreeBSD/) / rsync /
rsyncv6)

• ftp://ftp3.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp4.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp5.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp6.tw.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp6.tw.FreeBSD.org/) / rsync)

• ftp://ftp7.tw.FreeBSD.org/pub/FreeBSD/ (ftp)
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• ftp://ftp8.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp9.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp10.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp11.tw.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp11.tw.FreeBSD.org/FreeBSD/))

• ftp://ftp12.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp13.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp14.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp15.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

¥)&¬

• ftp://ftp.hk.FreeBSD.org/pub/FreeBSD/ (ftp)

A.3 BitTorrent
❀äý�qÇCD{ISOº4�,1/,BitTorrentÜz�~��ñº4{torrent©G�êóY°I
thttp://torrents.freebsd.org:8080 (http://torrents.freebsd.org:8080/)

❀BitTorrent0�à�G,1,YÇportnet-p2p/py-bittorrent Ý½�H{���Ý�ã�

❀ó/,BitTorrent�ñêISOº4��Ç�,1Lø�19.6.3�burncd¥{ÄÃc{0�ä9tCDÝDVD
��Þ�

A.4 ���ÖÖÖCVS

A.4.1 ���ccc

❀�ÖCVS(Ý|¢��{anoncvs)4�ZFreeBSD�Q{CVS"~Óä
Ø{~�ZÏÇ{CVSShE3
Z{�«�u��Ù4ÇÇã�FreeBSD~�X���O{Y!é�[�ÑFreeBSD1ø{�0anoncvsq
Öì�q�Ö{CVSv*��&~ÇÇ;\{÷�CVSROOT¢¸#Þ�57h{anoncvsqÖìÇQ�cvs

login ×
?
Ø��|�{·h�anoncvs�Çl�&~cvs(1)×
46¯�[ý�sE�øu6¯Ç�

ÕÕÕ???: cvs login ×
²~u~9CVSqÖì{·hû?ó3{HOMEø9¥�Çw.cvspass {©G°��*Y

Ç©GX?óÇ��'&~cvs login {��,�ÌñF�>
O�Ç8{.cvspass ©GÇl�AA­c~9�

❀�,1Y��CVSupZanoncvsqÖý�Þ
Øê3ø{Õ�Çb4�È«ÈøX3{�\,1k/~�
é3Z0*{ 
�;\u�ÇCVSupó�dýÍ¼~0ÁÍ��HÇ
%4tø���óÜV�¥�b
ÞÍÄY{øêÄý0Á��&~CVSupÇó�ñ�[ÀÜ����D��ã{��½{0�àÇ
%�
�~��ñ#hLL{CVSupÁ*collections�
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❀#���Çanoncvs,1/,CVSÜLÖu,\Ç©G°5ñ�[ÀÜ?�É�½{Ç�(��ls Ý

Vgrep )�hlÇanoncvs��7~�éCVSsE{�Öv*ÇÄ1�*34.~ZFreeBSD1øá0{s
E
Øý�
�{�ÇCVSup��43��{ 
�

A.4.2 &&&~~~���ÖÖÖCVS

❀{�cvs(1)&~�ÖCVSsE,1;\{÷½CVSROOT¢¸#Þ�5FreeBSD1ø{anoncvsqÖì�
��t$VU*��Ç�Á{qÖìÑ4,~{Õ

• ���))): :pserver:anoncvs@anoncvs.fr.FreeBSD.org:/home/ncvs(&~pserverÜ*�Ç~cvs login {\=


�anoncvs�u~9��*&~{4sshÇ�X��=
�)

• ÑÑÑlll�K: :pserver:anoncvs@anoncvs.tw.FreeBSD.org:/home/ncvs(&~pserverÜ*�Ç~cvs login {\

=
�anoncvs�u~9��*&~{4sshÇ�X��=
�)

SSH2 HostKey: 1024 02:ed:1b:17:d6:97:2b:58:5e:5c:e2:da :3b:89:88:26 /etc/ssh/ssh_host_rsa_key.pub
SSH2 HostKey: 1024 e8:3b:29:7b:ca:9f:ac:e9:45:cb:c8:17 :ae:9b:eb:55 /etc/ssh/ssh_host_dsa_key.pub

• ���))): anoncvs@anoncvs1.FreeBSD.org:/home/ncvs (&~ssh�Ç>&~NFÇý2ÇX��=
�)

SSH2 HostKey: 2048 53:1f:15:a3:72:5c:43:f6:44:0e:6a:e9 :bb:f8:01:62 /etc/ssh/ssh_host_dsa_key.pub

❀O�CVS"�Þã��5ñ��²?ó{(ÝVÇì«<Y�RÌ?ó) FreeBSDÍSh{�?ÇýÇ3
��Yçcvs(1){Çý(-r )kjÇ1ùóFreeBSDShE¥,~{��

❀�Ü«)üÇ�¾)üZI|)ü��¾)ü���Ç�½{�¾Çý�9B)ª4X#{�I|)

üÇ��0ÁÇ�SÉ½�-É½
�I|{!c�¾ÇO�I|)üXõù�½{�¾ÇýÇÇÒ�Ä

S,{9BÒ,�Z��{X3�

❀�A.7�Ýiê~�,�¡lU{�¾)ü�>Õ?ÇYJ)ü?X7~�Ports CollectionÇO�Ç?X
Ý9õÇ
�I|�

❀h3�½�ÇI|)üÇ3/�Ìzt�Ç
�I|{©G{!cÇý��*3æ�zt�JÎ{Ç

ýÇ3,1~-D date )��½�Ç�Ï���cvs(1)C~�ê�Íõû��

A.4.3 +++¾¾¾

❀óY���ñOF3/Öcvs(1){C~�ÇY°��J;\{¾�u0+�[&~�ÖCVSÕ

¾¾¾A-1.,,,-CURRENT 555ñññJJJÀÀÀÜÜÜ(ls(1))ÕÕÕ

% setenv CVSROOT :pserver:anoncvs@anoncvs.tw.FreeBSD.org:/home/ncvs

% cvs login

>óóó


+++nnnÿÿÿÇÇÇQQQ������???···hhh �password �.
% cvs co ls

¾¾¾A-2.///,,,SSH555ñññrrrÇÇÇsrc/SSShhhdddÕÕÕ

% cvs -d anoncvs@anoncvs1.FreeBSD.org:/home/ncvs co src

The authenticity of host ’anoncvs1.freebsd.org (216.87.7 8.137)’ can’t be established.
DSA key fingerprint is 53:1f:15:a3:72:5c:43:f6:44:0e:6a :e9:bb:f8:01:62.
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Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added ’anoncvs1.freebsd.org’ (DSA) to the list of known hosts.

¾¾¾A-3.555ñññ8-STABLE III|||¥¥¥{{{ls(1)ÇÇÇýýýÕÕÕ

% setenv CVSROOT :pserver:anoncvs@anoncvs.tw.FreeBSD.org:/home/ncvs

% cvs login

óóó


+++nnnÿÿÿÇÇÇQQQ������???···hhh �password ��
% cvs co -rRELENG_8 ls

¾¾¾A-4.


OOOls(1){{{###���ïïï,,,(~~~)))ïïï{{{diff)

% setenv CVSROOT :pserver:anoncvs@anoncvs.tw.FreeBSD.org:/home/ncvs

% cvs login

óóó


+++nnnÿÿÿÇÇÇQQQ������???···hhh �password ��
% cvs rdiff -u -rRELENG_8_0_0_RELEASE -rRELENG_8_1_0_RELEASE ls

¾¾¾A-5.IIIñññ,,,111&&&~~~{{{ÙÙÙÇÇÇ{{{ÜÜÜLLLÖÖÖÕÕÕ

% setenv CVSROOT :pserver:anoncvs@anoncvs.tw.FreeBSD.org:/home/ncvs

% cvs login

óóó


+++nnnÿÿÿÇÇÇQQQ������???···hhh �password ��
% cvs co modules

% more modules/modules

A.4.4 ÙÙÙÆÆÆýýýÍÍÍ

❀�Á��{ýÍ,�é¦óCVS�ÐÏÕ

• CVSsÇ (http://users.csc.calpoly.edu/~gfisher/classes/308/handouts/cvs-basics.html)Çu��²²Á®ÓL
¦�

• CVSÌ� (http://ximbiot.com/cvs/wiki/)ÇCVS
�Z|ÑöK�

• CVSweb (http://www.FreeBSD.org/cgi/cvsweb.cgi)4FreeBSD1ø{CVS web�Á�

A.5 &&&~~~CTM
❀CTM 4âÑÏÇø9dZ¥êqÖìø9d3Z{�«0��Çú
�~�FreeBSD{ÍShdÇ¯l
ÙÆ|±ø�-M#Ì��Ç,1~�ÙÆø{�h�����Ç�ÝV��iè{©lYc
Odeltas{
Z½ÇÄ1�*3æ�&~CTM V)ÙÇ/<Ç>Éøctm-users
(http://lists.FreeBSD.org/mailman/listinfo/ctm-users)�Gï,ê�Íõfå�
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A.5.1 ���������···���&&&~~~CTM?

❀CTM ÌÉ3�PFreeBSDÍShd{ý��ý�Shd�iõ{�flavors�,~�X�34æ�Ë�q
r{CVSd¤4�4�ÇI|ÇCTM ÑÌÉ3
Øfå��*34FreeBSDÞ{�ÇÙ×{
�VÇb4
b�ÝVX?óTCP/IPËzÇÝV�4æ�²#��Ä��É3ÇCTM Ò47\3{�é�!èô{I
|3RÌ��Üz®Ç1Þ{deltas�l
Ç3a��D/,�Gu�Ä����ÿ{LB�4ây¦,�
{B�/�B�5KÇ�Sl(�I��,�)Ì�10-50KÇ�X���ÇL{100K+��ÍL{�

❀3���t��ê��zZ
�Sh
X4½�qÇýKbw{È«´·�Y«<YÌi�ÍÇ�*3

 
ê�current�Sh{���ñOF3ÝÖZFreeBSDâÑ3Z�

A.5.2 &&&~~~CTM···������)))������ÚÚÚ

❀3��ÜøÀÜÕCTM Ç�Ç¤�ð){deltasufeed it(Ht�current�ÿ/)�

❀CTM Ç�,Çý2.0�Y1u.²4FreeBSD{�\IêÇ�*3�ãêÍSh�ý{�ÇÇ 
�/usr/src/usr.sbin/ctm �

❀3�ÉCTM {�deltas�,1�Ü«0*ÇFTPÝVemail��*3�Ê/{6¯Internet{FTPY!Ç�
��Á{FTP5�|Ñ6¯CTMÕ

❀ftp://ftp.FreeBSD.org/pub/FreeBSD/CTM/

❀ÝV��Y�B�º4�

❀FTP6¯#�{ø9?RzREADME©GÇ,�°
)�

❀�*3æ�/,emailzt3{deltasÕ

❀¾Ý�ÇCTM I�ï,�ctm-cvs-cur (http://lists.FreeBSD.org/mailman/listinfo/ctm-cvs-cur)|Ñqr{CVS
d�ctm-src-cur (http://lists.FreeBSD.org/mailman/listinfo/ctm-src-cur)|Ñ!c{
�I|�ctm-src-7
(http://lists.FreeBSD.org/mailman/listinfo/ctm-src-7)|Ñ7.X�qI|Ç����(�*3X�w�[¾Ý�G
ï,Ç�âÞÁ{ï,ÖÝVthttp://lists.FreeBSD.org/mailman/listinfo�â3æ�¾Ý{ï,�ï,�Ý9
êÄ���{¾Ý�s�)

❀h3
)zBt3�G¥{CTM �ÿ�Ç3,1&~ctm_rmail Ç�u�¸?a~Ç¢�/"Þ�*3

.�t�Ç1\�Ä{o*äq{�Ç3,1/,ó/etc/aliases ¥÷��z&~ctm_rmail Ç���

�ctm_rmail C~�ê�Íõû��

ÕÕÕ???: X�3&~��0�ztCTM deltasÇ3Ña�¾Ýctm-announce
(http://lists.FreeBSD.org/mailman/listinfo/ctm-announce)�Gï,�1�Ì�\Õ{�0
b��CTMø:{v
*{Ú·��âÞÁ{�Gï,Ö?�L�+¾Ý�Gï,�

A.5.3 ������'''&&&~~~CTM

❀ó3
)&~CTM delta��Ç3��Üz�Çå)��

❀D�3a�h½3.²�ê����Ç|Ñ,1,�Ç�8�ø9
)�3��~�Çð){�8{�

deltau
)3{CTM |Ñd��²�ê3{"¼YJ�å)� deltasú�?{/,CDu�qÇl
�ó
.²XYø)ê�

825



�9A.ÜRFreeBSD

❀O�Shd�j�N	�Ç3a�Íõ¡,C>Þ.²�{ÀÜ
)��*3��<-RELEASE CD�
cÇ3,1,°Á��ÝV�¸À�Pð)Shñu�YÌ��:�õ{jâ�QÞ�

❀3Ì��YJ�ð){� deltasÖ	{j	�ÁÑ�ÇX (��src-cur.3210XEmpty.gz )��Á��ÇX

{÷�n\3{ð)�seed�{�u�Empty 4�Ç8ø9�/��Çäý{,Empty 
){Ý¦�100
ÇdeltasèÄ�~"���ÇÆ¢ÑiL¼70t80N	�{gzip ¸À{jâé�XEmpty deltas4i²�
{�

❀�`3.² ½ê�Çäý{delta
)Ç3Ò���YÇj°{Ä�{delta�

A.5.4 óóó333{{{������			ÙÙÙ¥¥¥&&&~~~CTM

❀�a~deltasÇ;\{E�Õ

# cd /where/ever/you/want/the/stuff

# ctm -v -v /where/you/store/your/deltas/src-xxx.*

❀CTM �ê®�úgzip ¸À{deltasÇÄ13X���gunzip Æ¢ÇY,1���c8-�

❀ø:úzrÇ,Ç:�,"ÇCTM XÌõùt3{Shd{�3�,1&~-c )�uDèdeltaÇY
øCTM ÒXÌõùShdÖÇÌ�Dèdelta{qru��4d,1�\{~�3{h�Shd�

❀CTM ¤�ÙÆ{�JkjÇ��C~�ÝVÍShê�Íõfå�

❀Y]{Ò4\\{/<ê��'zt�Çc{deltaÇÒ/,CTM äqÇuây3{Sh4!c{�

❀�*YJdeltasi
­c�ñ{�X�ÍøÇ¢��JÀÜ «{��3Ì.tâ�Ç¢{�ý&3��
�cÇ�>�D&~fdwrite u)�P�ý�

A.5.5 ���ÑÑÑ333ýýý���{{{###ÄÄÄ

❀*��Ö
�Võ¡"èÇ�ÄShd¥{©G�CTM ~�«I!{0*|Ñý���Õò5�©
Gfoo ?ó��ÇD��Ifoo.ctm ��*YÇ©G?óÇCTM ÌéÇv*
X4foo �

❀Y«q�É·¢
Øê�«;\{0*u�Ñý�{�ÄÕ����3����{©G?~.ctm {�í

­c×Ö�l�Ò,1��{��ShêÇCTM ÌÍc.ctm ©Gt!cÇý�

A.5.6 ÙÙÙÆÆÆ���UUU{{{CTM   111

A.5.6.1 ttthhh{{{IIIñññýýýJJJRRRúúúÍÍÍccc

❀3,1h½#Äï,ÇCTM ,1)tÇó3{ShEÞ&~CTM {-l  1�

❀Yi�~�*3.�â?�Ä{��Çpre-ÝVpost-~È«ZÂÿ®��{©G{�9ÇÝV��4.
¡I��/�Ä{[T�

A.5.6.2 óóó���ÿÿÿ������***÷÷÷PPP

❀��3,�.÷PR�úCTM �ÿÄ�Ä{Ä�©G�

❀�½-B backup-file  1Ìs�CTM ÷PR�úÉ½{CTM delta�Ä{Ä�©Gtbackup-file �
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A.5.6.3 !!!½½½III���ÿÿÿkkk///{{{©©©GGG

❀��3,�é!½�ÇÉ½{CTM �ÿ{)�¡lUÇ��,�.�w�ø,�ïdeltas¥�¸À�\
I©G�

❀3,1/,&~-e Z-x  1�½,H��,H*u;�CTM ýRé�v*{©Gï,�

❀¾�Ç�,3â?{CTM deltasø°�¸Àñ�Ç!c{lib/libc/Makefile ©GÇäqYÇ×
Õ

# cd /where/ever/you/want/to/extract/it/

# ctm -e ’^lib/libc/Makefile’ ~ctm/src-xxx.*

❀é���ÇóCTM delta¥�½{©GÇ-e Z-x  1�L×
qÉ½{~�a~�©G��óÄ�{-e

Z-x úa~��)��\Â��b�úCTM v*�

A.5.7 CTM ���uuu{{{������

❀Ù¥�1Õ

• óCTM ¥&~�J�y0*ÇYøuã��ú�ß{CTM V¶�

• r®CTM { 1ÇÇ¢#zìO
�'�úê�

A.5.8 ììì111

❀���øï{ports collection{deltasÇb4|¢éÇ{l�¤����°�

A.5.9 CTM ººº444

❀CTM/FreeBSD,1ó�Á{º45�/,�ÖFTP�ñ��*3 
/,�ÖFTPÜRCTMÇ>Aø&
~�Ç¬3v£{5��

❀�*�¯�Ç>Éøctm-users (http://lists.FreeBSD.org/mailman/listinfo/ctm-users)�Gï,�

�¼t�Æ²ÇÎ�ÌlKÇ�0ÍSh

• ftp://ftp.FreeBSD.org/pub/FreeBSD/development/CTM/

�:ÇÎ{deltas{÷PqÖì

• ftp://ftp.za.FreeBSD.org/pub/FreeBSD/CTM/
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¥)Ñl

• ftp://ctm.tw.FreeBSD.org/pub/FreeBSD/development/CTM/

• ftp://ctm2.tw.FreeBSD.org/pub/FreeBSD/development/CTM/

• ftp://ctm3.tw.FreeBSD.org/pub/FreeBSD/development/CTM/

❀�*3ó3�£IXtº4ÝVº4XqrÇAø&~�ÂZ9��alltheweb (http://www.alltheweb.com/).

A.6 &&&~~~CVSup

A.6.1 ���ccc

❀CVSup4�Ç~�,ÏÇqÖìÌåÞ{ÌCVSsE�YZ�ÿÍShd{�GÝ�FreeBSD{ÍSh
��ó�¼t�Æ²�ÑÌ
�qÖì{CVSsE°��êCVSupÇFreeBSD~�,1i�4{âÑÆ¢
��{ÍShdÍc�

❀CVSup&~Ä¢{�ÿpull Ü*�ópullÜ*�Ç0�àó��{��5qÖìà>FÍc�qÖìú
Ä{�V0�à{�ÿ>F�O$Ä�{�ÿÑ40�à�å{�qÖìûXÌ���>F{�ÿ�~�

��CÄäqCVSup0�àÜRÍcÇÝV÷��Çcron *�utÇ1û½{�F�Ääq�

❀bªCVSup~LU	ñUt4,+ÇS,êqr{�GÝ�Ç{Ì��G4äqó�Ç~�åìÞ{0
�àcvsup ÇZäqó�ÇFreeBSDº45�Þ{qÖìàcvsupd �

❀h3ÝÖFreeBSD©lZ�Gï,�Ç3,�Ì�Dsup�Sup4CVSup{�üÇ�ø#�{ø
{�CVSup&~iõZsup#3{0*Ç
%ÇÇ¤4~&~Zsup {/�{{�©G�Sup.²Xò
úFreeBSD1ø&~êÇO�CVSup�O��ÍP{�Ùu�

ÕÕÕ???: csup 4~CªÓéCVSup �G{­U�Ç!L{Pÿ4ÇYÇÇ�ÍO�JÇ?%�X���v
�Modula-3ªÓÇO$�ÒX���ã�V��iÇ3,1�z&~ÇÇO�Ç4äýø:{�\I�"�3û
½&~csupÇ�,1!,�ãCVSup Y�ZÇ?ó©9¥��\I
t{CVSup ��csup�

A.6.2 ���ããã

❀�ãCVSup!;\{0*Ò4&~FreeBSDpackages collection¥½�H{net/cvsup Ý��*3.,Í

ShèOCVSupÇ3,1&~net/cvsup port�b4½�´·��Õnet/cvsup port�v�Modula-3ø
:ÇÌ�D#h{�-Z�c8-u�ñ�H�

ÕÕÕ???: �*.ó���ãXorg {�®åÇ¾�qÖìÞ&~CVSupÇ���&~XÝ9CVSup GUI
{net/cvsup-without-gui �
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A.6.3 CVSup {{{���

❀CVSup{v*ú�Çw)supfile {{�©GÄ;��óø9/usr/share/examples/cvsup/ �Á��

J+¾{supfiles �

❀supfile ¥{få�IêCVSup�Á{�Ç¯�Õ

• 3.zBýJ©GÚ

• 3.�Ç¢{ýÇÇýÚ

• 3.,ý°ÜRÇ¢Ú

• 3.²Ç¢8ó3��åì{���0Ú

• 3.²3{çÕ©G8óýÚ

❀ó�Á{9�°Ç·¢/,�'ÃIYJ¯�u
O�Ç�n{supfile ©G�D�Ç·¢Ãc�

�supfile {r�èÄ�

❀supfile 4Ç©ý©G�Õ:~#
>Ç�q��H�8qZ�Ý9Õ:{qÌú�Q�

❀�Çâ�qÃc��~�æ�zB{©G��q1�collection�Ç�qÖìà½B{\®{©GI�Ç{
Ö	
>�collection{Ö	·ªqÖì3.�{©G�collectionÖ	�eÝV�Íõ{	ãÇ~8ÂI
Å�YJ	ãÃIêÞÁïñ{¯��	ã¡n�Ü«Õ)�	ãZ�	ã�)�	ã�ÕÁ{�E	�

ÄÇ��Çdelete ÝVcompress ��	ã�~�E	
>Ç�E	�ÁË=Z��Ç#
��8Â�¾

�Çrelease=cvs 4�Ç�	ã�

❀�Ç�n{supfile ��zBõ��Ç{collection�
Osupfile {�«0*4Òh{���Çcollection
�½#�{	ã�l
ÇYø&zsupfile {q#z�/�ÇiX0"ÇO�supfile ¥{Ä�collection
{L\I	ãÑ4#3{�CVSup
Øê�Çå�å�u�½YJ¯��~�½{�collection
Ö* default 
>{q,1ú~u÷�)�Z��supfile ¥±�{collection¥{å���å��,1/,
�YÇcollection�ü�½X3{�ué\Ç{collection��÷�Ç�,1ómid-supfile¥/,��
{* default q�#Ýjß�

❀�wêYJÇ·¢�óÒ,1
)
O�Ç~�zBZ�ÿFreeBSD-CURRENTÌÍShd{supfile ©

Gê�

• 3.zBýJ©GÚ

/,CVSup,~{©G��Äw)�collections�{ÖÁ��YJ,~{collectionó±�{9�¥Ã
c�óYÇ¾�°Ç·¢æ�zBFreeBSDø:{qr{ÌShd���Ç\Õ{L{collection
src-all t·¢qÄYÇ�
O·¢{supfile {��ZÇ·¢;\{ïñYJcollectionÇ�Ç�q(ó
YÇ¾�°Ç���q)Õ

src-all

• 3.�Æ¢{ýÇÇýÚ

/,CVSupÇ3"�Þ,1zB�²?ó{ÍSh{�[Çý�Y4�,�{ÇO�cvsupdqÖì�z
/,CVSsEÓ*Ç�Ý9êÄ�{Çý�3,1~tag= Zdate= �	ã�½�Ç3.�{Çý�

´́́···: �û{th�½�[tag= 	ã���Jtag�é�½{collection©G\���*3�½ê�ÇXth{
ÝV©UFØ{tagÇCVSup ÌÍø3,�X.Íø{©G��/�Çéports- * collection���&~tag=. �
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tag= 	ãósE¥,+��ÇnR)ü��Ü«)üÇ�¾)üZI|)ü��¾)üS,�Ç�½{

�¾Çý�Ç{9B4�ÄX#{�I|)üÇ��0ÁÇS,É½
�"ÞÉ½�-{!c�¾�O

�I|)üXS,�Ç�½{�¾ÇýÇÇÒ�{9BÒ,�Z��{�ÄX3�

�A.7�Ý9ê~�,�¡lU{I|)ü�hóCVSup{{�©G¥�½)ü{��Ç��~tag= 


>(RELENG_8Ì#Ätag=RELENG_8)��Ô��tag=. ,1~�Ports Collection�

´́́···: Õ?4�t{�øth{Q�)üÖ�CVSup X�%/\�ZX\�)ü��*3©UFê)ü
ÖÇCVSup Ì43�½ê�Ç���[©G{\�)ü�øÓ*Ç�ÌÍø3.²?ó{Sh�

h3�½�ÇI|)ü{��Ç3/�ÌBt
�"Þ©G{!cÇý��*3æ�zB�J,�{Ç

ýÇ3,1/,~date= �	ã�½�Ç�Ïu)t�cvsup(1)C~��:ê�[u)�

é�·¢{+¾u�Ç·¢æ�zBFreeBSD-CURRENT�·¢ó·¢{supfile {
>��YqÕ

* default tag=.

��Ç­�{�¾Ç�*3���½tag= 	ã���½date= 	ã{<Y�Y«<Y�Ç3ÌBt�z

u��qÖìCVSsE{]"{RCS©GÇ
X4ì��½Çý�
�|Ê�Äõ¡Y«v*Ü*�/
,óÆ¢{ø:Þ���PsE�ü{�ýÇÆ¢,1¨��¾»$1ù5�©G,V{Çý�l
Ç

YÇPÿ41LÞ{�c8-�S${�

• 3.,ý°ÜRÆ¢Ú

·¢&~host= 	ãu·ªcvsup ,ý°ÜRÍc��[�ÇCVSupº45�Ñ,1Ç¯l3a� 

�Ç¬3�v£{5��óYÇ¾�°·¢R&~�Ç��{FreeBSD�Y5
�Çcvsup99.FreeBSD.org Õ

* default host=cvsup99.FreeBSD.org

3��óäqCVSup��²YÇ�Ä�Ç"�?ó{5��ó�[cvsup äq{�½�/Ç3Ñ,1ó

×
qÞ&~-h hostname 1u��Ìå÷��

• 3.²Ç¢8ó3��åì{���0Ú

prefix= 	ã·ªcvsup ²zB{©G8óý°�óYÇ¾�°Ç·¢²ÍSh©G�z8�·¢{Ì

ÍShdÇ/usr/src �src ø9.²[9ó·¢ 
zB{collection°êÇÄ1th{U�4Õ

* default prefix=/usr

• cvsup óý°��Ç{çÕ©GÚ

CVSup0�àóúw)�base�{ø9°��ê�ÇçÕ©G�YJ©GÐÏCVSupÍ�H{Ó*Ç/
,Ë�3.²zBtýJÍc{0*�·¢R&~)ï{baseø9Ç/var/db Õ

* default base=/var/db

�*3{baseø9¤X?óÇ�ó!P
OÇ��*baseø9X?óÇcvsup 0�àÌáýÓ*�

• ÙÆ{supfile ÷�Õ

ósupfile ¥��JÙÆ 1���ë��Õ

* default release=cvs delete use-rel-suffix compress

release=cvs �+qÖìa�,FreeBSD{ÌCVSsE¥ÜRfå�/"Þ�4Yø{Çb4��,�
Ì§ñYÇÿX{)��
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delete ÉCVSupY!Íø©G�3a��4�½YÇÇYøCVSup,1ây3{ÍShdq\Í
c�CVSupiBe{�Íø�JXò�v{©G�3p�{�[�i{©GÌúÎÂ{â��

use-rel-suffix 4...X,�F{��*3]{.ê�ÇÇ��cvsup(1)C~��d�ÇÒ�½
X~Z
eYÇ�

compress é~gzipZÂ{fw¸À��*3{�dËz4T1ÝVÍOÇ3,�X.&~¸À�d�Ç
Ç:��ÐÏ�

• ²Ç¢8ó�åÕ

Y4·¢{+¾{qrsupfile ©GÕ

* default tag=.

* default host=cvsup99.FreeBSD.org

* default prefix=/usr

* default base=/var/db

* default release=cvs delete use-rel-suffix compress

src-all

A.6.3.1 refuse©©©GGG

❀4ÞÁ
t{ÇCVSup&~�«pull 000����äýÞÇY?�ø3�ËztCVSupqÖìÇqÖì
�Ç�Y�J3��ñ{ÀÜ...�Çl�3{0�à'a�PÇ·�YÇÇYÇÇYÇÇ¤�YÇ��óå
�{{�¥ÇCVSup0�àÌRÃ3ó{�©G¥ ½{collectionZ)ü{�Ç©G�l
Ç?X�43
.�{Ç�Ù43ó3ZdocÇports ÇÝVwwwd−L\I|ÑX�ÝÖ�«ÝVÊ«ªÓÇO$Æ¢X

���ñ�½ªÓ{©G��*3óCVSup Ports CollectionÇ3,1/,\Õ�½�Çcollectionu�½Y
Ç(��Çports-astrologyÇports-biologyÇ��RS;\{�Òports-all)�l
ÇO�doc Zwwwd���

½ªÓ{collectionÇ3��&~CVSup�õôP{�u��Õrefuse ©G�

❀refuse ©Gý�Þ4·ªCVSupÇXa�,collection¥RzìJ©GÖ¦é��ÇÇ·ª0�àáááýýý
u�qÖì{�½{©G�refuse ©G,1óbase/sup/ ¥It(ÝVÇ�*3��Ça�
O�
Ç)�baseó3{supfile ¥½BÖå�<Y�ÇbaseÒ4/var/db ÇY?�øå�{refuse ©GÒ

4/var/db/sup/refuse �

❀refuse ©G{Â*i;\ÖÇ��Ý93Xæ��ñ{©GZø9Ö�¾�Ç�*3øê]ªZyª�

iXÌYÙÆªÓÇ
%�XK®ÝÖy©{©l HÇýÇ�,1²�ÁYJ8ó3{refuse ©G°Õ

doc/bn_ *
doc/da_ *
doc/de_ *
doc/el_ *
doc/es_ *
doc/fr_ *
doc/hu_ *
doc/it_ *
doc/ja_ *
doc/mn_ *
doc/nl_ *
doc/no_ *
doc/pl_ *
doc/pt_ *
doc/ru_ *
doc/sr_ *
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doc/tr_ *
doc/zh_ *

❀��ÙÆªÓ(3,1/,¨�FreeBSD CVSsE (http://www.FreeBSD.org/cgi/cvsweb.cgi/)Itqr{ï
,)�

❀�YÇ:��~{�uÇ�Jz¤ËzÝV��Æ¢{InternetËz���D{~�Ò,1��å"{�
-O�Æ¢Xò���ñ�J,uX~{©G��ê�refuse ©G{Íõfå1ùÙÇCVSup{�Ä{
�uÇ>¨�Ç{C~��

A.6.4 äääqqqCVSup

❀3�óï÷�A�ÿê�×
i;\Õ

# cvsup supfile

❀supfile{ �hlÒ43¦¦
O{supfile ©GÖs��*3óX11�ÁäqÇcvsup Ì�+�Ç�

�J,1)²�/<{�<{GUI	=��go�<Çl��øÇäq�

❀óYÇ¾�°3R��ÿ3ø�{/usr/src dÇ3R��~root uäqÇ�ÇYøcvsup ���{Y!

uÍc3{©G�¦¦
Oê3{{�©GÇ�,u��&~,YÇÇ�Ç�<X�4,1®�{���

Ç;\{0�X�#3h�{©Gu)�'Aèu{äq���ó0"{�0
O�Ç8ø9Ç?ó×


qÞ*��Ç�i{kj�ÒÕ

# mkdir /var/tmp/dest

# cvsup supfile /var/tmp/dest

❀3�½{ø9Ì*�Ä�©GÍc{ø{4»�CVSupÌ5�3ó/usr/src ¥{©GÇb4XÌ��Ý

Íø��[©GÍcÑÌú8t/var/tmp/dest/usr/src °ê�óY«0*�äqCVSup�Ì²Ç{base
ø9çÕ©GâÑÆø�YJ©G{cÇýÌúUt�½{ø9�O�3�/usr/src ø9{ÖY!ÇÄ1

�qY«Aèu{äq��X��&~root ~��

❀�*3��äqX11ÝVXõ¡GUIÇh3äqcvsup {����ó×
q��ÜÇ 1Õ

# cvsup -g -L 2 supfile

❀-g ·ªCVSupX�&~GUI��*3�óäqX11YÇ4�Ä{Çd�3���½Ç�

❀-L 2 ·ªCVSupQñÄ�tó�ÿ{©G{û���®Ç�ÿ,1 
Ç,-L 0 t-L 2 �å�40Ç?
�øøêFØ>å��ÑXQñ�

❀¤��õÙÇ{ 1,~�.��Ç;á{ï,ÇQ�cvsup -H ����Í-û{ÃcÇ>��C~

��

❀�`3é�ÿÓ*{0*w?êÇ3Ò,1&~cron(8)u�\��{äqCVSup�i�l{Ç3Xa�
tCVSup/,cron(8)äq{��&~Ç{GUI�

A.6.5 CVSup ©©©GGGcollection

❀CVSup,~{©Gcollection4Iÿ��{���ÇL{collectionÇl�Ç¢�IÄÍB{�collection�
zB�ÇL{collection�3�zBÇ{��Ç�collection�collection{�ÿ�øó�Áï,¥/,À�{
&~'nñu�
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❀!�~{collection4src-all ÇZports-all �ÙÇ{collection�ú�ø�½ø{{B\I|&~Ç�
J5�,�X\\|Ñ�

cvs-all release=cvs

FreeBSDÌCVSsEÇÝ9·hø:{Sh�

distrib release=cvs

FreeBSD�qÇýZº4#�{©G�

doc-all release=cvs

FreeBSD&~C~ZÙÇ©l{ÍSh�Ù¥XÝ9FreeBSD web5�{©G�

ports-all release=cvs

FreeBSD Ports Collection�

­­­���: �*3X.�ÿ\\{ports-all (rÇportsd)Ç
�4&~�Áïñ{�Ç�øÇ>hâ3���
444�ÿêports-base �collection¼ÃX[�óportsèO��è��Ä�#{��ÑÌ/
,ports-base ,�ñuÇ/"ÞìJ�#ÌiO{ú�"�{� ports&~ÇO$Ç�*3��ÿ
ê�"�{� ports
Æ¢&~ê�Jc{�uÇÒ�ôL{,��HÌO�J�³{FØfå
�
½�Y«<Y�:::���OOO¤¤¤{{{�){/<Ò4hâ3{ports-base �collectionÍct!c�

­­­���: ��qèOports/INDEX Ç3������zIports-all (qr{ports tree)�ó\Iports treeÞè
Oports/INDEX 4Xú|Ñ{�>kD FAQ
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/books/faq/applications.html#MAKE-INDEX)�

ports-accessibility release=cvs

~1ÐÏmû~�{�G�

ports-arabic release=cvs

�nKª|Ñ�

ports-archivers release=cvs

?lÓä�

ports-astro release=cvs

�©#�{ports�

ports-audio release=cvs

�Q|Ñ�
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ports-base release=cvs

Ports CollectionèO�\è�- �/usr/ports {Mk/ ZTools/ �ø9{È«Èø{©G�

ÕÕÕ???: >��­�´·Õ3a����444ÍcYÇ�collectionÇÃX3ÍcFreeBSD Ports Collection
{�[\I{��¼

ports-benchmarks release=cvs

äï�

ports-biology release=cvs

	Ô¦�

ports-cad release=cvs

�®åyÏ÷�Óä�

ports-chinese release=cvs

¥©ªÓ|Ñ�

ports-comms release=cvs

/f�G�

ports-converters release=cvs

	n�hÝ¦�

ports-databases release=cvs

jâE

ports-deskutils release=cvs

�®å�Ò��ñ�óóÁÞ{ÀÜ�

ports-devel release=cvs


�Óä�

ports-dns release=cvs

DNS#��G�

ports-editors release=cvs

�öì

ports-emulators release=cvs

ÙÇv*ø:{Ü�ì
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ports-finance release=cvs

à�Ç��#�a~Ç��

ports-ftp release=cvs

FTP0�àZqÖìàÓä�

ports-games release=cvs

�ú

ports-german release=cvs

yª|Ñ�

ports-graphics release=cvs

CoC4Óä�

ports-hebrew release=cvs

æKuª|Ñ�

ports-hungarian release=cvs

z¿¼ªÓ|Ñ�

ports-irc release=cvs

Internetõ"bá(IRC)Óä�

ports-japanese release=cvs

�ª|Ñ�

ports-java release=cvs

JavaÓä�

ports-korean release=cvs

8)ªÓ|Ñ�

ports-lang release=cvs

�ÇªÓ�

ports-mail release=cvs

�G�G�

ports-math release=cvs

j��®�G�

ports-misc release=cvs

ìøÓä�
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ports-multimedia release=cvs

õ���G�

ports-net release=cvs

�d�G�

ports-net-im release=cvs

ý�>å�G�

ports-net-mgmt release=cvs

���G�

ports-net-p2p release=cvs

é��(peer to peer network)a~�

ports-news release=cvs

USENETcª�G�

ports-palm release=cvs

PalmTMøï�G|Ñ�

ports-polish release=cvs

E}ª|Ñ�

ports-ports-mgmt release=cvs

~��®portsZ½�HÝ{Óä�

ports-portuguese release=cvs

Äú¿ª|Ñ�

ports-print release=cvs

K\�G�

ports-russian release=cvs

�ª|Ñ�

ports-science release=cvs

)¦�®�

ports-security release=cvs

�\Óä�

ports-shells release=cvs

×
qshell�
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ports-sysutils release=cvs

ø:"~Óä�

ports-textproc release=cvs

©ýÿ®Óä(XÝ9óÁñÇ)�

ports-ukrainian release=cvs

¿.}ª|Ñ�

ports-vietnamese release=cvs

Ö�ª|Ñ�

ports-www release=cvs

y��(WWW)#��G�

ports-x11 release=cvs

|ÑX windowø:{ports�

ports-x11-clocks release=cvs

X11�¨�

ports-x11-drivers release=cvs

X11PÄÇ��

ports-x11-fm release=cvs

X11©G�®ì�

ports-x11-fonts release=cvs

X11	�Z	�Óä�

ports-x11-toolkits release=cvs

X11ÓäÝ�

ports-x11-servers release=cvs

X11qÖì�

ports-x11-themes release=cvs

X11Ì��

ports-x11-wm release=cvs

X11	=�®ì�

projects-all release=cvs

FreeBSD�\1ø{ShE�
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src-all release=cvs

FreeBSDÌShÇÝ9·hø:{Sh�

src-base release=cvs

/usr/src º�{È*Èø{©G�

src-bin release=cvs

\~�Ü*�,�~t{~�Óä(/usr/src/bin )�

src-cddl release=cvs

f~êCDDLGY{"~ÓäZ<jE(/usr/src/cddl )�

src-contrib release=cvs

FreeBSD1ø�i{ÓäZEÇ/�óFreeBSD¥X*��(/usr/src/contrib )�

src-crypto release=cvs

FreeBSD1ø�i{·hø:ÓäZEÇ/�óFreeBSD¥X*��(/usr/src/crypto )�

src-eBones release=cvs

KerberosZDES (/usr/src/eBones )�ø�{FreeBSD¥Xò&~&~�

src-etc release=cvs

ø:{�©G(/usr/src/etc )�

src-games release=cvs

�ú(/usr/src/games )�

src-gnu release=cvs

GNUÚá�,NF{Óä(/usr/src/gnu )�

src-include release=cvs

>©G(/usr/src/include )�

src-kerberos5 release=cvs

Kerberos5�\Ý(/usr/src/kerberos5 )�

src-kerberosIV release=cvs

KerberosIV�\Ý(/usr/src/kerberosIV )�

src-lib release=cvs

E(/usr/src/lib )�

src-libexec release=cvs

/�úÙÇÇ�®~{ø:Ç�(/usr/src/libexec )�
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src-release release=cvs

	ÄFreeBSDÇý��{©G(/usr/src/release )�

src-rescue release=cvs

~��ú��{·ÕÉ�{Ç�Ö>kDrescue(8) (/usr/src/rescue )�

src-sbin release=cvs

\~�Ü*{ø:Óä(/usr/src/sbin )�

src-secure release=cvs

·h#�EZ×
(/usr/src/secure )�

src-share release=cvs

JõÇ²Ñ{á0{©G(/usr/src/share )�

src-sys release=cvs

�X(/usr/src/sys )�

src-sys-crypto release=cvs

�X·hø:Sh(/usr/src/sys/crypto )�

src-tools release=cvs

��FreeBSD{È«Èø{Óä(/usr/src/tools )�

src-usrbin release=cvs

~�Óä(/usr/src/usr.bin )�

src-usrsbin release=cvs

ø:Óä(/usr/src/usr.sbin )�

www release=cvs

FreeBSD WWW5�{ÍSh�

distrib release=self

CVSupqÖì{{�©G�~�CVSupº45��

gnats release=current

GNATS bugË�jâE�

mail-archive release=current

FreeBSD�Gï,?l�
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www release=current

½ÿ®,{FreeBSD WWW5�©G(X4Í©G)�~�WWWº45��

A.6.6 ÍÍÍõõõfffååå

❀CVSup FAQ1ù��CVSup{ÙÆfåÇ>��CVSupÌ� (http://www.cvsup.org)�

❀õj¦FreeBSD��{CVSupÿXÌóFreeBSD�bÿX�Gï,
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-hackers)�q�YÇ�G{cÇýÌó�°ZFreeBSDÚ·
�Gï, (http://lists.FreeBSD.org/mailman/listinfo/freebsd-announce)ÚY�

❀�*é�CVSup��[¯�ÇÝæ�
bbugç·Ç>kÝ CVSup FAQ
(http://www.cvsup.org/faq.html#bugreports)�

A.6.7 CVSup 555���

❀FreeBSD{CVSupqÖìäq��ï5�Õ

❀¥êqÖì,Ì�º45�, Armenia, Israel,��},�Â�Æ,£�¼,¥L¼Æ,®Ü,8q,E},[p,
y),�[�,�),9F5,E},¸�H©�,8),V},ó�ó��â,�üL,�.áZ),)��,
nX�Æ,Áþw,[j�Æ,�),�:,I�,Äú¿,�ý,¡�,¡,,�jÅL,�b�.áZ),
�b©�Æ,Ò),H�Ù,¿.},ÜÁ¿,æq,cÜ},?L¼,]),¥)L:,¥)Ñl.

❀( UTCÍc)

¥êqÖì

• cvsup.FreeBSD.org

Ì�º45�

• cvsup1.FreeBSD.org

• cvsup2.FreeBSD.org

• cvsup3.FreeBSD.org

• cvsup4.FreeBSD.org

• cvsup5.FreeBSD.org

• cvsup6.FreeBSD.org

• cvsup7.FreeBSD.org

• cvsup8.FreeBSD.org

• cvsup9.FreeBSD.org

• cvsup10.FreeBSD.org

• cvsup11.FreeBSD.org
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• cvsup12.FreeBSD.org

• cvsup13.FreeBSD.org

• cvsup14.FreeBSD.org

• cvsup15.FreeBSD.org

• cvsup16.FreeBSD.org

• cvsup18.FreeBSD.org

Armenia

• cvsup1.am.FreeBSD.org

Israel

• cvsup.il.FreeBSD.org

��}

• cvsup.ie.FreeBSD.org

• cvsup2.ie.FreeBSD.org

�Â�Æ

• cvsup.ee.FreeBSD.org

£�¼

• cvsup.at.FreeBSD.org

¥L¼Æ

• cvsup.au.FreeBSD.org
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®Ü

• cvsup.br.FreeBSD.org

• cvsup2.br.FreeBSD.org

• cvsup3.br.FreeBSD.org

• cvsup4.br.FreeBSD.org

• cvsup5.br.FreeBSD.org

8q

• cvsup.is.FreeBSD.org

E}

• cvsup.pl.FreeBSD.org

• cvsup2.pl.FreeBSD.org

• cvsup3.pl.FreeBSD.org

[p

• cvsup.dk.FreeBSD.org

• cvsup2.dk.FreeBSD.org

y)

• cvsup.de.FreeBSD.org

• cvsup2.de.FreeBSD.org

• cvsup3.de.FreeBSD.org

• cvsup4.de.FreeBSD.org

• cvsup5.de.FreeBSD.org

• cvsup6.de.FreeBSD.org

• cvsup7.de.FreeBSD.org

• cvsup8.de.FreeBSD.org
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�[�

• cvsup.ru.FreeBSD.org

• cvsup2.ru.FreeBSD.org

• cvsup3.ru.FreeBSD.org

• cvsup4.ru.FreeBSD.org

• cvsup5.ru.FreeBSD.org

• cvsup6.ru.FreeBSD.org

• cvsup7.ru.FreeBSD.org

�)

• cvsup.fr.FreeBSD.org

• cvsup1.fr.FreeBSD.org

• cvsup2.fr.FreeBSD.org

• cvsup3.fr.FreeBSD.org

• cvsup4.fr.FreeBSD.org

• cvsup5.fr.FreeBSD.org

• cvsup8.fr.FreeBSD.org

9F5

• cvsup1.ph.FreeBSD.org

E}

• cvsup.fi.FreeBSD.org

• cvsup2.fi.FreeBSD.org

¸�H©�

• cvsup1.cr.FreeBSD.org
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8)

• cvsup.kr.FreeBSD.org

• cvsup2.kr.FreeBSD.org

• cvsup3.kr.FreeBSD.org

V}

• cvsup.nl.FreeBSD.org

• cvsup2.nl.FreeBSD.org

• cvsup3.nl.FreeBSD.org

ó�ó��â

• cvsup.kg.FreeBSD.org

�üL

• cvsup1.ca.FreeBSD.org

�.áZ)

• cvsup.cz.FreeBSD.org

)��

• cvsup1.kw.FreeBSD.org

nX�Æ

• cvsup.lv.FreeBSD.org

• cvsup2.lv.FreeBSD.org
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Áþw

• cvsup.lt.FreeBSD.org

• cvsup2.lt.FreeBSD.org

• cvsup3.lt.FreeBSD.org

[j�Æ

• cvsup.ro.FreeBSD.org

• cvsup1.ro.FreeBSD.org

• cvsup2.ro.FreeBSD.org

• cvsup3.ro.FreeBSD.org

�)

• cvsup1.us.FreeBSD.org

• cvsup2.us.FreeBSD.org

• cvsup3.us.FreeBSD.org

• cvsup4.us.FreeBSD.org

• cvsup5.us.FreeBSD.org

• cvsup6.us.FreeBSD.org

• cvsup7.us.FreeBSD.org

• cvsup8.us.FreeBSD.org

• cvsup9.us.FreeBSD.org

• cvsup10.us.FreeBSD.org

• cvsup11.us.FreeBSD.org

• cvsup12.us.FreeBSD.org

• cvsup13.us.FreeBSD.org

• cvsup14.us.FreeBSD.org

• cvsup15.us.FreeBSD.org

• cvsup16.us.FreeBSD.org

• cvsup18.us.FreeBSD.org
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�:

• cvsup.za.FreeBSD.org

• cvsup2.za.FreeBSD.org

I�

• cvsup.no.FreeBSD.org

Äú¿

• cvsup.pt.FreeBSD.org

• cvsup2.pt.FreeBSD.org

• cvsup3.pt.FreeBSD.org

�ý

• cvsup.jp.FreeBSD.org

• cvsup2.jp.FreeBSD.org

• cvsup3.jp.FreeBSD.org

• cvsup4.jp.FreeBSD.org

• cvsup5.jp.FreeBSD.org

• cvsup6.jp.FreeBSD.org

¡�

• cvsup.se.FreeBSD.org

• cvsup2.se.FreeBSD.org

¡,

• cvsup.ch.FreeBSD.org
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�jÅL

• cvsup.sm.FreeBSD.org

�b�.áZ)

• cvsup.sk.FreeBSD.org

�b©�Æ

• cvsup.si.FreeBSD.org

• cvsup2.si.FreeBSD.org

Ò)

• cvsup.th.FreeBSD.org

H�Ù

• cvsup.tr.FreeBSD.org

• cvsup2.tr.FreeBSD.org

¿.}

• cvsup3.ua.FreeBSD.org

• cvsup5.ua.FreeBSD.org

• cvsup6.ua.FreeBSD.org

ÜÁ¿

• cvsup.es.FreeBSD.org

• cvsup2.es.FreeBSD.org

• cvsup3.es.FreeBSD.org
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æq

• cvsup.gr.FreeBSD.org

• cvsup2.gr.FreeBSD.org

cÜ}

• cvsup.nz.FreeBSD.org

?L¼

• cvsup.it.FreeBSD.org

])

• cvsup.uk.FreeBSD.org

• cvsup2.uk.FreeBSD.org

• cvsup3.uk.FreeBSD.org

• cvsup4.uk.FreeBSD.org

¥)L:

• cvsup.cn.FreeBSD.org

• cvsup2.cn.FreeBSD.org

¥)Ñl

• cvsup.tw.FreeBSD.org

• cvsup3.tw.FreeBSD.org

• cvsup4.tw.FreeBSD.org

• cvsup5.tw.FreeBSD.org

• cvsup6.tw.FreeBSD.org
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• cvsup7.tw.FreeBSD.org

• cvsup8.tw.FreeBSD.org

• cvsup9.tw.FreeBSD.org

• cvsup10.tw.FreeBSD.org

• cvsup11.tw.FreeBSD.org

• cvsup12.tw.FreeBSD.org

• cvsup13.tw.FreeBSD.org

• cvsup14.tw.FreeBSD.org

A.7 CVS )))üüü
❀h&~cvsÝVCVSupÜRZ�ÿÍSh{��Ç���½�Ç�¾)ü��¾)üS,FreeBSD
�{
�Ç�½I|ÇÝV�Ç�½{�-����«w)�I|)ü�Ç��«w)�Çý)ü��

A.7.1 III|||)))üüü

❀Ä�YJÇøêHEAD(YÇ�4\�)ü)1iÇ�7~�src/ d�ports/ Çdoc/ ÇZwww/d��I

|�

HEAD

Ì"{nRÖÇÝV�FreeBSD-CURRENT�h���½�¾Çý{���4å�{�

óCVSup°ÇYÇ)ü/,�Ç. u'nñu(X4)�Ç
4�Ç. 	n)�

ÕÕÕ???: óCVS°Çh���¾)ü�½�Y4å�{�ó�ÑSTABLEåìÞ5ñÝV�ÿtCURRENTÍ
Sh/�XXX444�ÇPÌ?Çø:Y43{ý?�

RELENG_8

Y4FreeBSD-8.X{
�I|Ç�úÁ*FreeBSD 8-STABLE�

RELENG_8_2

Y4FreeBSD-8.2�qÇI|Ç�~��\Ú·Ç1ùÙÆ­�Íc�

RELENG_8_1

FreeBSD-8.1{�qÇI|Ç�~��\Ú·Ç1ùÙÆ­�Íc�

RELENG_8_0

FreeBSD-8.0{�qÇI|Ç�~��\Ú·Ç1ùÙÆ­�Íc�
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RELENG_7

Y4FreeBSD-7.X{
�I|Ç�úÁ*FreeBSD 7-STABLE�

RELENG_7_4

FreeBSD-7.4{�qÇI|Ç�~��\Ú·Ç1ùÙÆ­�Íc�

RELENG_7_3

FreeBSD-7.3{�qÇI|Ç�~��\Ú·Ç1ùÙÆ­�Íc�

RELENG_7_2

FreeBSD-7.2{�qÇI|Ç�~��\Ú·Ç1ùÙÆ­�Íc�

RELENG_7_1

FreeBSD-7.1{�qÇI|Ç�~��\Ú·Ç1ùÙÆ­�Íc�

RELENG_7_0

FreeBSD-7.0{�qÇI|Ç�~��\Ú·Ç1ùÙÆ­�Íc�

RELENG_6

Y4FreeBSD-6.X{
�I|Ç�úÁ*FreeBSD 6-STABLE�

RELENG_6_4

FreeBSD-6.4{�qÇI|Ç�~��\Ú·Ç1ùÙÆ­�Íc�

RELENG_6_3

FreeBSD-6.3{�qÇI|Ç�~��\Ú·Ç1ùÙÆ­�Íc�

RELENG_6_2

FreeBSD-6.2{�qÇI|Ç�~��\Ú·Ç1ùÙÆ­�Íc�

RELENG_6_1

FreeBSD-6.1{�qÇI|Ç�~��\Ú·Ç1ùÙÆ­�Íc�

RELENG_6_0

FreeBSD-6.0{�qÇI|Ç�~��\Ú·Ç1ùÙÆ­�Íc�

RELENG_5

Y4FreeBSD-5.X{
�I|Ç�úÁ*FreeBSD 5-STABLE�

RELENG_5_5

FreeBSD-5.5�\I|��ú�\Ú·ZÙÇ­�Íc&~�

RELENG_5_4

FreeBSD-5.4�\I|��ú�\Ú·ZÙÇ­�Íc&~�
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RELENG_5_3

FreeBSD-5.3�\I|��ú�\Ú·ZÙÇ­�Íc&~�

RELENG_5_2

béFreeBSD-5.2ZFreeBSD-5.2.1{�\I|Ç�ú�\Ú·ZÙÇ­�Íc&~�

RELENG_5_1

béFreeBSD-5.1{�qÇýI|Ç�ú�\Ú·ZÙÇ­�Íc&~�

RELENG_5_0

béFreeBSD-5.0{�qÇýI|Ç�ú�\Ú·ZÙÇ­�Íc&~�

RELENG_4

FreeBSD-4.X
�"Ç�úw)FreeBSD-STABLE�

RELENG_4_11

FreeBSD-4.11�\I|��ú�\Ú·ZÙÇ­�Íc&~�

RELENG_4_10

FreeBSD-4.10�\I|��ú�\Ú·ZÙÇ­�Íc&~�

RELENG_4_9

FreeBSD-4.9�\I|��ú�\Ú·ZÙÇ­�Íc&~�

RELENG_4_8

FreeBSD-4.8�\I|��ú�\Ú·ZÙÇ­�Íc&~�

RELENG_4_7

FreeBSD-4.7�\I|��ú�\Ú·ZÙÇ­�Íc&~�

RELENG_4_6

FreeBSD-4.6Z4.6.2{�\I|��ú�\Ú·ZÙÇ­�Íc&~�

RELENG_4_5

FreeBSD-4.5�\I|��ú�\Ú·ZÙÇ­�Íc&~�

RELENG_4_4

FreeBSD-4.4�\I|��ú�\Ú·ZÙÇ­�Íc&~�

RELENG_4_3

FreeBSD-4.3�\I|��ú�\Ú·ZÙÇ­�Íc&~�

RELENG_3

FreeBSD-3.X{
�"Ç�úw)3.X-STABLE�
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RELENG_2_2

FreeBSD-2.2.X{
�"Ç�úw)2.2-STABLE�YÇI|äýÞ.²,�ê�

A.7.2 ÇÇÇýýý)))üüü

❀h�Ç�½{FreeBSDÇý�q�ÇYJ)üS,ê�Ç�½{�-���YÓÇ�ÇóRelease
Engineering Information (http://www.FreeBSD.org/releng/)ZRelease Process
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/articles/releng/release-proc.html)©l¥ú-ûÃc�src d&

~1RELENG_
>{)ü�ports Zdoc d&~1RELEASE
>{)ü�!�ÇwwwdÞXÌ��[�½�

qÇ{)ü�

RELENG_8_2_0_RELEASE

FreeBSD 8.2

RELENG_8_1_0_RELEASE

FreeBSD 8.1

RELENG_8_0_0_RELEASE

FreeBSD 8.0

RELENG_7_4_0_RELEASE

FreeBSD 7.4

RELENG_7_3_0_RELEASE

FreeBSD 7.3

RELENG_7_2_0_RELEASE

FreeBSD 7.2

RELENG_7_1_0_RELEASE

FreeBSD 7.1

RELENG_7_0_0_RELEASE

FreeBSD 7.0

RELENG_6_4_0_RELEASE

FreeBSD 6.4

RELENG_6_3_0_RELEASE

FreeBSD 6.3

RELENG_6_2_0_RELEASE

FreeBSD 6.2
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RELENG_6_1_0_RELEASE

FreeBSD 6.1

RELENG_6_0_0_RELEASE

FreeBSD 6.0

RELENG_5_5_0_RELEASE

FreeBSD 5.5

RELENG_5_4_0_RELEASE

FreeBSD 5.4

RELENG_4_11_0_RELEASE

FreeBSD 4.11

RELENG_5_3_0_RELEASE

FreeBSD 5.3

RELENG_4_10_0_RELEASE

FreeBSD 4.10

RELENG_5_2_1_RELEASE

FreeBSD 5.2.1

RELENG_5_2_0_RELEASE

FreeBSD 5.2

RELENG_4_9_0_RELEASE

FreeBSD 4.9

RELENG_5_1_0_RELEASE

FreeBSD 5.1

RELENG_4_8_0_RELEASE

FreeBSD 4.8

RELENG_5_0_0_RELEASE

FreeBSD 5.0

RELENG_4_7_0_RELEASE

FreeBSD 4.7

RELENG_4_6_2_RELEASE

FreeBSD 4.6.2
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RELENG_4_6_1_RELEASE

FreeBSD 4.6.1

RELENG_4_6_0_RELEASE

FreeBSD 4.6

RELENG_4_5_0_RELEASE

FreeBSD 4.5

RELENG_4_4_0_RELEASE

FreeBSD 4.4

RELENG_4_3_0_RELEASE

FreeBSD 4.3

RELENG_4_2_0_RELEASE

FreeBSD 4.2

RELENG_4_1_1_RELEASE

FreeBSD 4.1.1

RELENG_4_1_0_RELEASE

FreeBSD 4.1

RELENG_4_0_0_RELEASE

FreeBSD 4.0

RELENG_3_5_0_RELEASE

FreeBSD-3.5

RELENG_3_4_0_RELEASE

FreeBSD-3.4

RELENG_3_3_0_RELEASE

FreeBSD-3.3

RELENG_3_2_0_RELEASE

FreeBSD-3.2

RELENG_3_1_0_RELEASE

FreeBSD-3.1

RELENG_3_0_0_RELEASE

FreeBSD-3.0
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RELENG_2_2_8_RELEASE

FreeBSD-2.2.8

RELENG_2_2_7_RELEASE

FreeBSD-2.2.7

RELENG_2_2_6_RELEASE

FreeBSD-2.2.6

RELENG_2_2_5_RELEASE

FreeBSD-2.2.5

RELENG_2_2_2_RELEASE

FreeBSD-2.2.2

RELENG_2_2_1_RELEASE

FreeBSD-2.2.1

RELENG_2_2_0_RELEASE

FreeBSD-2.2.0

A.8 AFS 555���
❀FreeBSD{AFSqÖìäq��Á{5�Õ

¡�

©G{4»4Õ/afs/stacken.kth.se/ftp/pub/FreeBSD/

stacken.kth.se # Stacken Computer Club, KTH, Sweden
130.237.234.43 #hot.stacken.kth.se
130.237.237.230 #fishburger.stacken.kth.se
130.237.234.3 #milko.stacken.kth.se

��V<ftp@stacken.kth.se >

A.9 rsync 555���
❀�Á{5�tFreeBSD,1/,rsyncNF�ñ�rsync"~Ç�Zrcp(1){Ó*0*i#4Çb4�Íõ
{ 1Ç&~rsyncÏÇÍcNF��QÜP©G{X3�ÿÇO$�êLlÝ{
°�d3Z¤G��*
34FreeBSD FTPqÖìÝVCVSsE{º45�ÇY��:��~�rsync�G,1Ó*ó�õ«v*ø
:ÞÇóFreeBSDÞÇ��net/rsync portÝV&~package�
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�.áZ)

rsync://ftp.cz.FreeBSD.org/

,~{collectionÕ

• ftpÕFreeBSD FTPqÖì{\Iº4�

• FreeBSDÕFreeBSD FTPqÖì{qrº4�

V}

rsync://ftp.nl.FreeBSD.org/

,~{collectionÕ

• FreeBSD:é�FreeBSD FTPqÖì{qrº4�

�[�

rsync://ftp.mtu.ru/

,~{collections:

• FreeBSD:qr{FreeBSD FTPqÖìº4�

• FreeBSD-gnats: GNATS̄ �ê�jâE�

• FreeBSD-Archive: FreeBSDl�{FTPqÖìº4�

¡�

rsync://ftp4.se.freebsd.org/

,~{collectionsÕ

• FreeBSDÕFreeBSD FTPqÖì{qrº4�

Ñl�K(¥))

rsync://ftp.tw.FreeBSD.org/

rsync://ftp2.tw.FreeBSD.org/

rsync://ftp6.tw.FreeBSD.org/

,~{collectionÕ

• FreeBSDÕFreeBSD FTPqÖì{qrº4�

])

rsync://rsync.mirrorservice.org/

,~{collectionÕ
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• sites/ftp.FreeBSD.org: FreeBSD FTPqÖì{qrº4�

�)

rsync://ftp-master.FreeBSD.org/

qÖì�ØFreeBSDÌº45�&~�

,~{collectionÕ

• FreeBSDÕFreeBSD FTPqÖì{Ì�?l�

• aclÕFreeBSDÌACL ï,�

rsync://ftp13.FreeBSD.org/

,~{collectionÕ

• FreeBSDÕFreeBSD FTPqÖì{qrº4�
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kkk���©©©���
¦�C~��ê
Øé�FreeBSDv*ø:!�Y�{k�ýîÇÇ¢��eX�·ª·¢�[trÇø
:iP�äÝåu�O$Ç�ý��UNIX ø:�®{PVÇ1ù�PP{~�C~4X,Ýb{�

B.1 ������FreeBSD {{{ÛÛÛ���VVV÷÷÷¦¦¦ììì���
❀:::]]]©©©{{{VVV÷÷÷ZZZììì���ÕÕÕ

• FreeBSD� ¦a~ (http://jdli.tw.FreeBSD.org/publication/book/freebsd2/index.htm) ($�¥©)ÇñÇ
ÛÕDrmaster (http://www.drmaster.com.tw/)Ç1997. ISBN 9-578-39435-7.

• FreeBSD�b�ô(;�¥©Hý)ÇåVÓ�ñÇö (http://www.hzbook.com/)�ISBN 7-111-10201-0�

• FreeBSD&~L\��ÇÃ;�¥©ÄÇåVÓ�ñÇö�ISBN 7-111-07482-3�

• FreeBSD&~L\��ÇÃ;�¥©ÄÇåVÓ�ñÇö�ISBN 7-111-10286-X�

• FreeBSD Handbook (��Ç;�¥©Hý)Ç|Ì��ñÇö (http://www.ptpress.com.cn/)�ISBN
7-115-10541-3�

• FreeBSD 3.x Internet°ÿqÖì{%÷¦�®Ã;�¥©ÄÇ8�L¦ñÇö
(http://www.tup.tsinghua.edu.cn/)�ISBN 7-900625-66-6�

• FreeBSD & WindowsøÄ��"ÖÃ;�¥©ÄÇ¥)#wñÇö (http://www.tdpress.com/)�ISBN
7-113-03845-X�

• FreeBSD�5%÷"ÖÃ;�¥©ÄÇ¥)#wñÇö�ISBN 7-113-03423-3�

• FreeBSD for PC 98’ers (�©,ñÇÛÕSHUWA System Co, LTD. ISBN 4-87966-468-5 C3055 P2900E�

• FreeBSD (�©,ñÇÛÕCUTT. ISBN 4-906391-22-2 C3055 P2400E.

• Complete Introduction to FreeBSD (http://www.shoeisha.com/book/Detail.asp?bid=650)Ã�©Ä,ñÇ
ÛÕShoeisha Co., Ltd (http://www.shoeisha.co.jp/). ISBN 4-88135-473-6 P3600E.

• Personal UNIX Starter Kit FreeBSD (http://www.ascii.co.jp/pb/book1/shinkan/detail/1322785.html)Ã�©Ä,
ñÇÛÕASCII (http://www.ascii.co.jp/). ISBN 4-7561-1733-3 P3000E.

• FreeBSD HandbookÃ�©HýÄ,ñÇÛÕASCII (http://www.ascii.co.jp/). ISBN 4-7561-1580-2 P3800E.

• FreeBSD mit MethodeÃy©Ä,ñÇÛÕComputer und Literatur Verlag (http://www.cul.de)/Vertrieb Hanser,
1998. ISBN 3-932311-31-0.

• FreeBSD 4 - Installieren, Konfigurieren, Administrieren (http://www.cul.de/freebsd.html)Ãy©Ä,ñÇ
ÛÕComputer und Literatur Verlag (http://www.cul.de), 2001.ISBN 3-932311-88-4.

• FreeBSD 5 - Installieren, Konfigurieren, Administrieren (http://www.cul.de/freebsd.html)Ãy©Ä,ñÇ
ÛÕComputer und Literatur Verlag (http://www.cul.de), 2003.ISBN 3-936546-06-1.

• FreeBSD de Luxe (http://www.mitp.de/vmi/mitp/detail/pWert/1343/) (y©),ñÇÛÕVerlag Modere Industrie
(http://www.mitp.de), 2003. ISBN 3-8266-1343-0.
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• FreeBSD Install and Utilization Manual (http://www.pc.mycom.co.jp/FreeBSD/install-manual.html)Ã�©Ä,
ñÇÛÕMainichi Communications Inc. (http://www.pc.mycom.co.jp/)Ç1998. ISBN 4-8399-0112-0.

• Onno W Purbo, Dodi Maryanto, Syahrial Hubbany, Widjil Widodo Building Internet Server with FreeBSD
(http://maxwell.itb.ac.id/)Ã\�©Ä,ñÇÛÕElex Media Komputindo (http://www.elexmedia.co.id/).

• Absolute BSD: The Ultimate Guide to FreeBSDÃ$�¥©ÄñÇÛÕGrandTech Press
(http://www.grandtech.com.tw/), 2003. ISBN 986-7944-92-5.

• The FreeBSD 6.0 Book (http://www.twbsd.org/cht/book/)Ã$�¥©ÄÇñÇÛÕDrmaster, 2006. ISBN
9-575-27878-X.

❀]]]©©©ÇÇÇ{{{VVV÷÷÷ZZZììì���ÕÕÕ

• Absolute FreeBSD, 2nd Edition: The Complete Guide to FreeBSD (http://www.absoluteFreeBSD.com/),ñÇ
ÛÕNo Starch Press (http://www.nostarch.com/), 2007. ISBN: 978-1-59327-151-0

• The Complete FreeBSD (http://www.freebsdmall.com/cgi-bin/fm/bsdcomp),ñÇÛÕO’Reilly
(http://www.oreilly.com/), 2003. ISBN: 0596005164

• The FreeBSD Corporate Networker’s Guide (http://www.freebsd-corp-net-guide.com/),ñÇÛÕAddison-Wesley
(http://www.awl.com/aw/), 2000. ISBN: 0201704811

• FreeBSD: An Open-Source Operating System for Your PersonalComputer
(http://andrsn.stanford.edu/FreeBSD/introbook/)ÇñÇÛÕThe Bit Tree Press, 2001. ISBN: 0971204500

• Teach Yourself FreeBSD in 24 Hours,ñÇÛÕSams (http://www.samspublishing.com/), 2002. ISBN:
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freebsd-office (http://lists.FreeBSD.org/mailman/listinfo/freebsd-office)

FreeBSDÞÞÞ{{{ÍÍÍÚÚÚ���GGGaaa~~~

��ÍÚ�Ga~ÇÇ¢{�ã�
�ZFreeBSD|Ñ{ÿX¥e�

freebsd-performance (http://lists.FreeBSD.org/mailman/listinfo/freebsd-performance)

ÿÿÿXXX������®®®rrrùùù°°°¤¤¤äääqqqFreeBSD

YÇ�Gï,
Øê�Ç�g0Ç�®ÊZ��{L�VÿX¦FreeBSDu�#�{Ì�{8-�,1
óY°�qÿX{Ýió�?°�ñ�Ç�èÇ�ÝV4�!�{�G��ãFreeBSD�:�ó¹�Ñ
��ê��FreeBSDu�{#�L�V¾ÝYÇï,�Y4Ç°�b9Þ{ï,®XÞ�7\�T�²
è{FreeBSD~�Çg0ÇÝéFreeBSD{¤Ý�u���ÿ¡lU{�®Ê�YX4�Ç¯I*{ï
,Ç��YJa�VÖ#�©lÇbÆ4�Ç,1=¶{�0ÇÝVê���V�û{¦u�#�{

Ì��

freebsd-pf (http://lists.FreeBSD.org/mailman/listinfo/freebsd-pf)

������packet filter333ÛÛÛ���øøø:::{{{¯̄̄���ZZZÿÿÿXXX

��FreeBSD¢¸�packet filter (pf)3Û�ø:{ÿX�Y°¡h�bÿXÇ1ù�Ä{a~¯��$
iÇY°�4ÿXALTQ QoSU%{\7�Ä�

freebsd-platforms (http://lists.FreeBSD.org/mailman/listinfo/freebsd-platforms)

###���ttt:::Intel ²²²ÑÑÑÞÞÞ

J²Ñ{FreeBSD̄ �Ç��:Intel FreeBSD#�Çý{ÿXZ
F�Y4�Ç��bu{�Gï
,ÇÙÿX��ÎÂ!���b�

freebsd-policy (http://lists.FreeBSD.org/mailman/listinfo/freebsd-policy)

XXXeeeLLLèèè|||QQQ{{{ûûû½½½

Y4�ÇiB{�Ö{��XeLè|Qû½{�Gï,�

freebsd-ports (http://lists.FreeBSD.org/mailman/listinfo/freebsd-ports)

���ports���{{{ÿÿÿXXX

��FreeBSD{�ports collection� (/usr/ports ){ÿX, ports{äúè�Z®r,{ports�è�Y4�
Ç��b{�Gï,�

freebsd-ports-bugs (http://lists.FreeBSD.org/mailman/listinfo/freebsd-ports-bugs)

���ports��� bugs{{{ÿÿÿXXX

ÿX��FreeBSD{�ports collection� (/usr/ports ),¯�ç·portsOFÇÝVports{�t�Y4�Ç
��b{�Gï,�

freebsd-proliant (http://lists.FreeBSD.org/mailman/listinfo/freebsd-proliant)

������FreeBSDóóóHP ProLiant qqqÖÖÖììì²²²ÑÑÑÞÞÞ{{{���bbbÿÿÿXXX
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YÇ�Gï,~uÿXóHP ProLiantqÖìÞ&~FreeBSDÇÝiÿXProLiantÛ~{PÄ��®�
G�{�ÓäÇ1ùBIOSÍc��3ø�ÇY°�4ÿXhpasmd�hpasmcliÇ1ùhpacucliÜL{Ì
��Ä�

freebsd-python (http://lists.FreeBSD.org/mailman/listinfo/freebsd-python)

FreeBSDÞÞÞ{{{Python

Y4�ÇÿX���[óFreeBSDÞ�ÕPython|Ñ{�Gï,�Y4�Ç��b{�Gï,�Ç4
��J#�Python�Ù�®0ÜLÇ1ùZope#��GtFreeBSDÞ{|ï÷{�Y°�¡hk¦�
bÿX{|�

freebsd-questions (http://lists.FreeBSD.org/mailman/listinfo/freebsd-questions)

~~~���¯̄̄���

Y4�Ç��FreeBSD̄ �{�Gï,�3Xah���how to�¯�É�bï,Çø:3��YÇ¯
�4:�,�{�b¯��

freebsd-ruby (http://lists.FreeBSD.org/mailman/listinfo/freebsd-ruby)

������FreeBSDÞÞÞRuby{{{ÿÿÿXXX

Y4�ÇÿX��RubyóFreeBSDÞ|Ñ{�Gï,�Y4�Ç��b{�Gï,�Ç4��J#
�Ruby��®0E1ùÈ«frameworkï÷{�

Y°�¡hk¦�bÿX{|�

freebsd-scsi (http://lists.FreeBSD.org/mailman/listinfo/freebsd-scsi)

SCSI���øøø:::

Y4�ÇÿXFreeBSD{SCSI�ø:{�Gï,�Y4�Ç��b{ï,�

freebsd-security (http://lists.FreeBSD.org/mailman/listinfo/freebsd-security)

���\\\¯̄̄���

FreeBSD{�®å�\¯�ÃDES,Kerberos,.�{�\&ÉZ���Ä�Y4�Ç��b{�Gï,�
Õ?ÕYX4�Ç¯ZI{ï,Çb43�Éñ¯�ZI�tFAQ4¡h{�

freebsd-security-notifications (http://lists.FreeBSD.org/mailman/listinfo/freebsd-security-notifications)

���\\\///���

FreeBSD�\¯�Z��{/��YX4�ÇÿXï,ÇÿX{ï,ah4FreeBSD-security

freebsd-small (http://lists.FreeBSD.org/mailman/listinfo/freebsd-small)

óóó			���***aaa~~~ÇÇÇ���¥¥¥&&&~~~FreeBSD

YÇï,ÿXê¦ôB{Z	�{FreeBSD�ã{ÿXÌ��Y4�Ç��b{ï,�

ÕÕÕ???: Y�ï,.úfreebsd-embedded (http://lists.FreeBSD.org/mailman/listinfo/freebsd-embedded)S��
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freebsd-stable (http://lists.FreeBSD.org/mailman/listinfo/freebsd-stable)

ÿÿÿXXX������FreeBSD-STABLEÇÇÇ{{{&&&~~~

Y4�ÇFreeBSD-STABLE~�{�Gï,�ÇÝi-STABLE{c�u,�Ìk/~�{´·��[ä
q�STABLE�{|ah²��ÕYÇï,�Y4�Ç��b{ï,�

freebsd-standards (http://lists.FreeBSD.org/mailman/listinfo/freebsd-standards)

C99 & POSIX������

Y4��FreeBSD~aC99ZPOSIX)ï{�bÿXXÜ�

freebsd-toolchain (http://lists.FreeBSD.org/mailman/listinfo/freebsd-toolchain)

������FreeBSD¥¥¥øøøÄÄÄ{{{ÉÉÉ���ÓÓÓäääøøø

Y4����FreeBSD¥øÄ{É�Óäø{XÜ�Y°�ÝiClangZGCCÇ1ùÙÆ¡�Î�ì�
ËzìZ®Aì��G{ÿX�

freebsd-usb (http://lists.FreeBSD.org/mailman/listinfo/freebsd-usb)

ÿÿÿXXXFreeBSD{{{USB|||ÑÑÑ

YÇ�Gï,4��FreeBSDÞ{USB|Ñ{�buÿX�

freebsd-user-groups (http://lists.FreeBSD.org/mailman/listinfo/freebsd-user-groups)

~~~������®®®rrrïïï,,,

YÇ�Gï,�N®,È�{&~k�t
$#�ÿX¯�Z,XeLè¥�½Ç|�YÇ�Gï,

aú!�tLªZN®~����{)����

freebsd-vendors (http://lists.FreeBSD.org/mailman/listinfo/freebsd-vendors)

ÛÛÛ���

ÿXFreeBSD��ZFreeBSD�mGÛ�{N®�

freebsd-virtualization (http://lists.FreeBSD.org/mailman/listinfo/freebsd-virtualization)

ÿÿÿXXXÈÈÈ«««FreeBSD|||ÑÑÑ{{{������������bbb

ÿXFreeBSDÄ|Ñ{È«����b{�Gï,�óÕ­"�äýÕ�Ç��c�u{3�Ç��
~�
Øê�Ç¯FÐÏZÿXÆ¢{&~²è{�Ä�

freebsd-wip-status (http://lists.FreeBSD.org/mailman/listinfo/freebsd-wip-status)

FreeBSD111øøø���ÝÝÝçççÕÕÕ

YÇ�Gï,4~u�YFreeBSD#�1ø{
OZÓ*�Ý{���YÇï,{>åRÌ�ú�
X�/�OF²>å~"To:"�É�ÇÍ�n{FreeBSDï,Ç
���"BCC:"ÉYÇï,�Yø�{
Ó*�ÝÒ�ó�n{ï,ÞÿXÇO�YÇï,4Xã�ÿX¯�{�

�����l¥\7{>å*�¾��

,��Å�ÇÛÇÌ,YÇï,¥{>å¥
Rñ�ÇµXu{>å!��tFreeBSD�5)�çÕ
ç·{�\I1����,�°ItÍõ{¾�Z1�{ç·�
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freebsd-wireless (http://lists.FreeBSD.org/mailman/listinfo/freebsd-wireless)

ÿÿÿXXX802.11222ÇÇÇÓÓÓäääPPPÄÄÄ


���

FreeBSD-wireless�Gï,ø¥ÿX802.112(sys/net80211)ÇPÄÇ�ZÓä{
��

freebsd-xen (http://lists.FreeBSD.org/mailman/listinfo/freebsd-xen)

ÿÿÿXXXFreeBSD������XenÞÞÞ{{{###���−"""���ZZZ&&&~~~

YÇ�Gï,ø¥ÿXFreeBSD{Xen#��½Ï{�ÞÌiBÇÄ1YÇï,�ó3��÷�¦"
�û�{�bÿXZ�®\a¯�
Ø�ÇÿX{�Ä�

freebsd-xfce (http://lists.FreeBSD.org/mailman/listinfo/freebsd-xfce)

XFCE

Y4ÿX��5FreeBSD#�XFCE {XÜ�Y4�Ç�bu{�Gï,�ÙÄÊ4ø�tÙ×��
qFreeBSDXFCE#�{
�|ÊÇÌ�~�
ñ¯�ÝÿXÙÆ�û0��$iÇ�¡hæ��Õ
#��bÿX{ÙÆ|,�

C.1.4,,,HHH���GGGïïï,,,

❀FreeBSD�Gï,4&~êõ«,H0�V>ømã�G�>ÓZÙÆ�~{���G�Y\IÄÃc{
?XÝiÄ��~{â��Gï,{>ø0��

❀�Gï,�Ý9�Jã�{�G¡n�Ä�óï,¥�MIME¡n{�G{���Gó�Gï,¥úÝ�
��Rú,H«�

• application/octet-stream

• application/pdf

• application/pgp-signature

• application/x-pkcs7-signature

• message/rfc822

• multipart/alternative

• multipart/related

• multipart/signed

• text/html

• text/plain

• text/x-diff

• text/x-patch

ÕÕÕ???: �J�Gï,,1ã��G�ÙÆMIME¡nÇb41Þïñ{a�úõj{�Gï,Äf~�

❀�*�Ç���GÝ9HTMLZ�©ýo*ÇHTML{o*RúÍø��*�Ç���G���
4HTMLo*ÇÆRúÝ¦��©ýÂ*�
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C.2 Usenetcccªªª���
❀øêFreeBSDÜÇ�O{cª�Ç¤�iõÿXFreeBSDÝ¦FreeBSD~�#�{ÙÆÿX���Jcª
�{�E#�Âl� (http://minnie.tuhs.org/BSD-info/bsdnews_search.html)4,1&~{Ç���¯�,1
¦Warren Toomey <wkt@cs.adfa.edu.au >Éø�

C.2.1 BSD���OOO{{{cccªªª���

• comp.unix.bsd.freebsd.announce (news:comp.unix.bsd.freebsd.announce)

• comp.unix.bsd.freebsd.misc (news:comp.unix.bsd.freebsd.misc)

• de.comp.os.unix.bsd (news:de.comp.os.unix.bsd) (yª)

• fr.comp.os.bsd (news:fr.comp.os.bsd) (�ª)

• it.comp.os.freebsd (news:it.comp.os.freebsd) (?L¼ª)

• tw.bbs.comp.386bsd (news:tw.bbs.comp.386bsd) ($�¥©)

C.2.2 InternetÞÞÞÙÙÙÆÆÆ{{{UNIXcccªªª���

• comp.unix (news:comp.unix)

• comp.unix.questions (news:comp.unix.questions)

• comp.unix.admin (news:comp.unix.admin)

• comp.unix.programmer (news:comp.unix.programmer)

• comp.unix.shell (news:comp.unix.shell)

• comp.unix.user-friendly (news:comp.unix.user-friendly)

• comp.security.unix (news:comp.security.unix)

• comp.sources.unix (news:comp.sources.unix)

• comp.unix.advocacy (news:comp.unix.advocacy)

• comp.unix.misc (news:comp.unix.misc)

• comp.bugs.4bsd (news:comp.bugs.4bsd)

• comp.bugs.4bsd.ucb-fixes (news:comp.bugs.4bsd.ucb-fixes)

• comp.unix.bsd (news:comp.unix.bsd)

C.2.3 X Windowøøø:::

• comp.windows.x.i386unix (news:comp.windows.x.i386unix)

• comp.windows.x (news:comp.windows.x)

• comp.windows.x.apps (news:comp.windows.x.apps)

883



�9C. InternetÞ{ýÍ

• comp.windows.x.announce (news:comp.windows.x.announce)

• comp.windows.x.intrinsics (news:comp.windows.x.intrinsics)

• comp.windows.x.motif (news:comp.windows.x.motif)

• comp.windows.x.pex (news:comp.windows.x.pex)

• comp.emulators.ms-windows.wine (news:comp.emulators.ms-windows.wine)

C.3 World Wide Web qqqÖÖÖììì

C.3.1XXXÜÜÜÇÇÇ\\\aaaÂÂÂÇÇÇöööÌÌÌuuu���ddd

• The FreeBSD Forums (http://forums.freebsd.org/)
Øê�Çä�web{XÜ~1ÿXFreeBSD#�¯�¦
�b�

• Planet FreeBSD (http://planet.freebsdish.org/)
Øê¯õ�FreeBSD
�V\aÂ!�{ø\�iõ{
�
VÑóÞÁ�,��Æ¢Ó*;�{	�Çc{V¶ZÓ*�Ý�

• The BSDConferences YouTube Channel (http://www.youtube.com/bsdconferences)
Øê��-�È�BSD
XÌ{°�Þ@ª�YÇ4�ÇXF{
�­�
�V0+!cFreeBSD��Ä*{0��

C.3.2 Official Mirrors

❀¥êqÖì, Armenia,�Â�Æ,£�¼,¥L¼Æ,®Ü,�¼�,8q,[p,y),�[�,�),9F5,
E},¸�H©�,8),V},ó�ó��â,�üL,�.áZ),)��,nX�Æ,Áþw,[j�Æ,�),
�:,I�,Äú¿,�ý,¡�,¡,,�jÅL,�b�.áZ),�b©�Æ,Ò),H�Ù,¿.},ÜÁ¿,
æq,?L¼,]),¥)L:,¥)Ñl,¥)&¬.

❀( UTCÍc)

•

¥êqÖì

• http://www.FreeBSD.org/

•

Armenia

• http://www1.am.FreeBSD.org/ (IPv6)

•

�Â�Æ

• http://www.ee.FreeBSD.org/
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•

£�¼

• http://www.at.FreeBSD.org/ (IPv6)

•

¥L¼Æ

• http://www.au.FreeBSD.org/

• http://www2.au.FreeBSD.org/

•

®Ü

• http://www.br.FreeBSD.org/ (IPv6)

• http://www2.br.FreeBSD.org/www.freebsd.org/

• http://www3.br.FreeBSD.org/

•

�¼�

• http://freebsd.unixtech.be/

•

8q

• http://www.is.FreeBSD.org/

•

[p

• http://www.dk.FreeBSD.org/ (IPv6)

•

y)

• http://www.de.FreeBSD.org/

•

�[�

• http://www.ru.FreeBSD.org/

• http://www2.ru.FreeBSD.org/
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• http://www3.ru.FreeBSD.org/

• http://www4.ru.FreeBSD.org/

• http://www5.ru.FreeBSD.org/

•

�)

• http://www.fr.FreeBSD.org/

• http://www1.fr.FreeBSD.org/

•

9F5

• http://www.FreeBSD.org.ph/

•

E}

• http://www.fi.FreeBSD.org/

• http://www2.fi.FreeBSD.org/

•

¸�H©�

• http://www1.cr.FreeBSD.org/

•

8)

• http://www.kr.FreeBSD.org/

• http://www2.kr.FreeBSD.org/

•

V}

• http://www.nl.FreeBSD.org/

• http://www2.nl.FreeBSD.org/

•

ó�ó��â

• http://www.kg.FreeBSD.org/
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•

�üL

• http://www.ca.FreeBSD.org/

• http://www2.ca.FreeBSD.org/

•

�.áZ)

• http://www.cz.FreeBSD.org/ (IPv6)

•

)��

• http://www.kw.FreeBSD.org/

•

nX�Æ

• http://www.lv.FreeBSD.org/

• http://www2.lv.FreeBSD.org/

•

Áþw

• http://www.lt.FreeBSD.org/

•

[j�Æ

• http://www.ro.FreeBSD.org/

• http://www1.ro.FreeBSD.org/

• http://www2.ro.FreeBSD.org/

• http://www3.ro.FreeBSD.org/

•

�)

• http://www2.us.FreeBSD.org/

• http://www5.us.FreeBSD.org/ (IPv6)
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•

�:

• http://www.za.FreeBSD.org/

• http://www2.za.FreeBSD.org/

•

I�

• http://www.no.FreeBSD.org/

•

Äú¿

• http://www.pt.FreeBSD.org/

• http://www1.pt.FreeBSD.org/

• http://www4.pt.FreeBSD.org/

• http://www5.pt.FreeBSD.org/

•

�ý

• http://www.jp.FreeBSD.org/www.FreeBSD.org/ (IPv6)

•

¡�

• http://www.se.FreeBSD.org/

• http://www2.se.FreeBSD.org/

•

¡,

• http://www.ch.FreeBSD.org/ (IPv6)

• http://www2.ch.FreeBSD.org/ (IPv6)

•

�jÅL

• http://www.sm.FreeBSD.org/

•
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�b�.áZ)

• http://www.sk.FreeBSD.org/

•

�b©�Æ

• http://www.si.FreeBSD.org/

• http://www2.si.FreeBSD.org/

•

Ò)

• http://www.th.FreeBSD.org/

•

H�Ù

• http://www.tr.FreeBSD.org/

• http://www2.tr.FreeBSD.org/

• http://www3.tr.FreeBSD.org/ (IPv6)

•

¿.}

• http://www.ua.FreeBSD.org/

• http://www2.ua.FreeBSD.org/

• http://www5.ua.FreeBSD.org/

• http://www4.ua.FreeBSD.org/

•

ÜÁ¿

• http://www.es.FreeBSD.org/

• http://www2.es.FreeBSD.org/

• http://www3.es.FreeBSD.org/

•

æq

• http://www.gr.FreeBSD.org/
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•

?L¼

• http://www.it.FreeBSD.org/

• http://www.gufi.org/mirrors/www.freebsd.org/data/

•

])

• http://www1.uk.FreeBSD.org/

• http://www3.uk.FreeBSD.org/

•

¥)L:

• http://www.cn.FreeBSD.org/

•

¥)Ñl

• http://www.tw.FreeBSD.org/ (IPv6)

• http://www2.tw.FreeBSD.org/

• http://www3.tw.FreeBSD.org/

• http://www4.tw.FreeBSD.org/

• http://www5.tw.FreeBSD.org/ (IPv6)

• http://www6.tw.FreeBSD.org/

• http://www7.tw.FreeBSD.org/

•

¥)&¬

• http://www.hk.FreeBSD.org/

C.4 Email������
❀�Á{~��
Øê¦FreeBSD#�{�G����*Æú�~{�ÇYÇï,{�®Ê�BÃ{Y¼�

­­­ ÓÓÓäää ~~~������ ���®®®ÊÊÊ
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­­­ ÓÓÓäää ~~~������ ���®®®ÊÊÊ

ukug.uk.FreeBSD.org Forwarding only <ukfreebsd@uk.FreeBSD.org >Lee Johnston
<lee@uk.FreeBSD.org >

÷÷÷ÕÕÕ

1. http://www.freebsd.org/news/status/
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PGPÚÚÚØØØ
�J��Ç3,���DèüÖÝV���·{�GÉ�ÊÝV
�VÇY°�ê0"3

Øê�J·

Ø�qr{FreeBSD.org ~�·Ø,1óhttp://www.FreeBSD.org/doc/pgpkeyring.txt�ñ�

D.1���ÊÊÊ

D.1.1 Security Officer LLLèèè<security-officer@FreeBSD.org>

pub 1024D/CA6CDFB2 2002-08-27 FreeBSD Security Officer <s ecurity-officer@FreeBSD.org>
Key fingerprint = C374 0FC5 69A6 FBB1 4AED B131 15D6 8804 CA6C DFB2

sub 2048g/A3071809 2002-08-27

D.1.2XXXeeeLLLèèè³³³VVV<core-secretary@FreeBSD.org>

pub 2048R/2CA49776 2012-07-23
Key fingerprint = 89F6 C031 B4E3 D472 E4CE 8372 4D58 FDCD 2CA4 9776

uid FreeBSD Core Team Secretary <core-secretary@freebsd. org>
sub 2048R/BBAD1C98 2012-07-23

D.1.3 Ports ���®®®LLLèèè³³³VVV<portmgr-secretary@FreeBSD.org>

pub 2048R/BBC4D7D5 2012-07-24
Key fingerprint = FB37 45C8 6F15 E8ED AC81 32FC D829 4EC3 BBC4 D7D5

uid FreeBSD Ports Management Team Secretary <portmgr-secr etary@FreeBSD.org>
sub 2048R/5F65CFE7 2012-07-24

D.2XXXeeeLLLèèèÄÄÄÊÊÊ

D.2.1 Thomas Abthorpe < tabthorpe@FreeBSD.org>

pub 2048R/A473C990 2010-05-28
Key fingerprint = D883 2D7C EB78 944A 69FC 36A6 D937 1097 A473 C990

uid Thomas Abthorpe (FreeBSD Committer) <tabthorpe@FreeB SD.org>
uid Thomas Abthorpe <tabthorpe@abthorpe.org>
uid Thomas Abthorpe <tabthorpe@goodking.ca>
uid Thomas Abthorpe <tabthorpe@goodking.org>
uid Thomas Abthorpe <thomas@goodking.ca>
sub 2048R/8CA60EE0 2010-05-28
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D.2.2 Gavin Atkinson < gavin@FreeBSD.org>

pub 1024D/A093262B 2005-02-18
Key fingerprint = 313A A79F 697D 3A5C 216A EDF5 935D EF44 A093 262B

uid Gavin Atkinson <gavin@16squared.co.uk>
uid Gavin Atkinson (FreeBSD key) <gavin@FreeBSD.org>
uid Gavin Atkinson (Work e-mail) <ga9@york.ac.uk>
uid Gavin Atkinson <gavin.atkinson@ury.york.ac.uk>
sub 2048g/58F40B3D 2005-02-18

D.2.3 John Baldwin < jhb@FreeBSD.org>

pub 1024R/C10A874D 1999-01-13 John Baldwin <jbaldwin@wea ther.com>
Key fingerprint = 43 33 1D 37 72 B1 EF 5B 9B 5F 39 F8 BD C1 7C B5

uid John Baldwin <john@baldwin.cx>
uid John Baldwin <jhb@FreeBSD.org>
uid John Baldwin <jobaldwi@vt.edu>

D.2.4 Konstantin Belousov < kib@FreeBSD.org>

pub 4096R/C1BCAD41 2012-11-17
Key fingerprint = 7DE0 3388 64AC 53C3 7B88 3A79 90C2 B92B C1BC AD41

uid Konstantin Belousov <kib@FreeBSD.org>
uid Konstantin Belousov <kostikbel@gmail.com>
uid Konstantin Belousov <kib@kib.kiev.ua>
sub 4096R/3BBC8F64 2012-11-17

D.2.5 David Chisnall < theraven@FreeBSD.org>

pub 4096R/65C4F55D 2012-11-28
Key fingerprint = 3E8F 5E9F 7586 F090 AC2C 58C2 BA06 FF14 65C4 F55D

uid David Chisnall <theraven@FreeBSD.org>
sub 4096R/04B2A21D 2012-11-28

D.2.6 Hiroki Sato < hrs@FreeBSD.org>

pub 1024D/2793CF2D 2001-06-12
Key fingerprint = BDB3 443F A5DD B3D0 A530 FFD7 4F2C D3D8 2793 CF2D

uid Hiroki Sato <hrs@allbsd.org>
uid Hiroki Sato <hrs@eos.ocn.ne.jp>
uid Hiroki Sato <hrs@ring.gr.jp>
uid Hiroki Sato <hrs@FreeBSD.org>
uid Hiroki Sato <hrs@jp.FreeBSD.org>
uid Hiroki Sato <hrs@vlsi.ee.noda.tus.ac.jp>
uid Hiroki Sato <hrs@jp.NetBSD.org>
uid Hiroki Sato <hrs@NetBSD.org>
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uid Hiroki Sato <hrs@ec.ss.titech.ac.jp>
uid Hiroki Sato <hrs@ieee.org>
uid Hiroki Sato <hrs@acm.org>
uid Hiroki Sato <hrs@bsdconsulting.co.jp>
uid Hiroki Sato <hrs@bsdresearch.org>
uid Hiroki Sato <hrs@ec.ce.titech.ac.jp>
sub 1024g/8CD251FF 2001-06-12

D.2.7 Peter Wemm < peter@FreeBSD.org>

pub 1024D/7277717F 2003-12-14 Peter Wemm <peter@wemm.org >
Key fingerprint = 622B 2282 E92B 3BAB 57D1 A417 1512 AE52 7277 717F

uid Peter Wemm <peter@FreeBSD.ORG>
sub 1024g/8B40D9D1 2003-12-14
pub 1024R/D89CE319 1995-04-02 Peter Wemm <peter@netplex. com.au>

Key fingerprint = 47 05 04 CA 4C EE F8 93 F6 DB 02 92 6D F5 58 8A
uid Peter Wemm <peter@perth.dialix.oz.au>
uid Peter Wemm <peter@haywire.dialix.com>

D.2.8 Martin Wilke < miwi@FreeBSD.org>

pub 1024D/B1E6FCE9 2009-01-31
Key fingerprint = C022 7D60 F598 8188 2635 0F6E 74B2 4884 B1E6 FCE9

uid Martin Wilke <miwi@FreeBSD.org>
sub 4096g/096DA69D 2009-01-31

D.3


���VVV

D.3.1 Ariff Abdullah < ariff@FreeBSD.org>

pub 1024D/C5304CDA 2005-10-01
Key fingerprint = 5C7C 6BF4 8293 DE76 27D9 FD57 96BF 9D78 C530 4CDA

uid Ariff Abdullah <skywizard@MyBSD.org.my>
uid Ariff Abdullah <ariff@MyBSD.org.my>
uid Ariff Abdullah <ariff@FreeBSD.org>
sub 2048g/8958C1D3 2005-10-01

D.3.2 Thomas Abthorpe < tabthorpe@FreeBSD.org>

pub 2048R/A473C990 2010-05-28
Key fingerprint = D883 2D7C EB78 944A 69FC 36A6 D937 1097 A473 C990

uid Thomas Abthorpe (FreeBSD Committer) <tabthorpe@FreeB SD.org>
uid Thomas Abthorpe <tabthorpe@abthorpe.org>
uid Thomas Abthorpe <tabthorpe@goodking.ca>
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uid Thomas Abthorpe <tabthorpe@goodking.org>
uid Thomas Abthorpe <thomas@goodking.ca>
sub 2048R/8CA60EE0 2010-05-28

D.3.3 Eitan Adler < eadler@FreeBSD.org>

pub 4096R/8FC8196C 2011-02-11
Key fingerprint = 49C7 29DF E09C 0FC7 A1C4 6ECB A338 A6FC 8FC8 196C

uid Eitan Adler <lists@eitanadler.com>
sub 4096R/18763D51 2011-02-11
sub 4096R/DAB9CF9B 2011-02-11

D.3.4 Shaun Amott < shaun@FreeBSD.org>

pub 1024D/6B387A9A 2001-03-19
Key fingerprint = B506 E6C7 74A1 CC11 9A23 5C13 9268 5D08 6B38 7A9A

uid Shaun Amott <shaun@inerd.com>
uid Shaun Amott <shaun@FreeBSD.org>
sub 2048g/26FA8703 2001-03-19
sub 2048R/7FFF5151 2005-11-06
sub 2048R/27C54137 2005-11-06

D.3.5 Henrik Brix Andersen < brix@FreeBSD.org>

pub 1024D/54E278F8 2003-04-09
Key fingerprint = 7B63 EF32 7831 A704 220D 7E61 BFE4 387E 54E2 78F8

uid Henrik Brix Andersen <henrik@brixandersen.dk>
uid Henrik Brix Andersen <brix@FreeBSD.org>
uid Henrik Brix Andersen <hbn@terma.com>
uid Henrik Brix Andersen <brix@osaa.dk>
sub 1024g/3B13C209 2003-04-09

D.3.6 Matthias Andree < mandree@FreeBSD.org>

pub 1024D/052E7D95 2003-08-28
Key fingerprint = FDD0 0C43 6E33 07E1 0758 C6A8 BE61 8339 052E 7D95

uid Matthias Andree <mandree@freebsd.org>
uid Matthias Andree <matthias.andree@gmx.de>
sub 1536g/E65A83DA 2003-08-28
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D.3.7 Will Andrews < will@FreeBSD.org>

pub 1024D/F81672C5 2000-05-22 Will Andrews (Key for offici al matters) <will@FreeBSD.org>
Key fingerprint = 661F BBF7 9F5D 3D02 C862 5F6C 178E E274 F816 72C5

uid Will Andrews <will@physics.purdue.edu>
uid Will Andrews <will@puck.firepipe.net>
uid Will Andrews <will@c-60.org>
uid Will Andrews <will@csociety.org>
uid Will Andrews <will@csociety.ecn.purdue.edu>
uid Will Andrews <will@telperion.openpackages.org>
sub 1024g/55472804 2000-05-22

D.3.8 Dimitry Andric < dim@FreeBSD.org>

pub 1024D/2E2096A3 1997-11-17
Key fingerprint = 7AB4 62D2 CE35 FC6D 4239 4FCD B05E A30A 2E20 96A3

uid Dimitry Andric <dimitry@andric.com>
uid Dimitry Andric <dim@xs4all.nl>
uid Dimitry Andric <dimitry.andric@tomtom.com>
uid [jpeg image of size 5132]
uid Dimitry Andric <dim@nah6.com>
uid Dimitry Andric <dim@FreeBSD.org>
sub 4096g/6852A5C5 1997-11-17

D.3.9 Eric Anholt < anholt@FreeBSD.org>

pub 1024D/6CF0EAF7 2003-09-08
Key fingerprint = 76FE 2475 820B B75F DCA4 0F3E 1D47 6F60 6CF0 EAF7

uid Eric Anholt <eta@lclark.edu>
uid Eric Anholt <anholt@FreeBSD.org>
sub 1024g/80B404C1 2003-09-08

D.3.10 Marcus von Appen < mva@FreeBSD.org>

pub 1024D/B267A647 2009-02-14
Key fingerprint = C7CC 1853 D8C5 E580 7795 B654 8BAF 3F12 B267 A647

uid Marcus von Appen <freebsd@sysfault.org>
uid Marcus von Appen <mva@freebsd.org>
sub 2048g/D34A3BAF 2009-02-14

D.3.11 Marcelo Araujo < araujo@FreeBSD.org>

pub 1024D/53E4CFA8 2007-04-27
Key fingerprint = 9D6A 2339 925C 4F61 ED88 ED8B A2FC 4977 53E4 CFA8

uid Marcelo Araujo (Ports Committer) <araujo@FreeBSD.org >
sub 2048g/63CC012D 2007-04-27
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D.3.12 Mathieu Arnold < mat@FreeBSD.org>

pub 1024D/FE6D850F 2005-04-25
Key fingerprint = 2771 11F4 0A7E 73F9 ADDD A542 26A4 7C6A FE6D 850F

uid Mathieu Arnold <mat@FreeBSD.org>
uid Mathieu Arnold <mat@mat.cc>
uid Mathieu Arnold <mat@cpan.org>
uid Mathieu Arnold <m@absolight.fr>
uid Mathieu Arnold <m@absolight.net>
uid Mathieu Arnold <mat@club-internet.fr>
uid Mathieu Arnold <marnold@april.org>
uid Mathieu Arnold <paypal@mat.cc>
sub 2048g/EAD18BD9 2005-04-25

D.3.13 Takuya ASADA < syuu@FreeBSD.org>

pub 2048R/43788F78 2012-11-21
Key fingerprint = 31CE 242E 6F4F F24F EEF4 D9BB 0890 2C5F 4378 8F78

uid Takuya ASADA <syuu@freebsd.org>
sub 2048R/A87B0906 2012-11-21

D.3.14 Satoshi Asami < asami@FreeBSD.org>

pub 1024R/1E08D889 1997-07-23 Satoshi Asami <asami@cs.be rkeley.edu>
Key fingerprint = EB 3C 68 9E FB 6C EB 3F DB 2E 0F 10 8F CE 79 CA

uid Satoshi Asami <asami@FreeBSD.ORG>

D.3.15 Gavin Atkinson < gavin@FreeBSD.org>

pub 1024D/A093262B 2005-02-18
Key fingerprint = 313A A79F 697D 3A5C 216A EDF5 935D EF44 A093 262B

uid Gavin Atkinson <gavin@16squared.co.uk>
uid Gavin Atkinson (FreeBSD key) <gavin@FreeBSD.org>
uid Gavin Atkinson (Work e-mail) <ga9@york.ac.uk>
uid Gavin Atkinson <gavin.atkinson@ury.york.ac.uk>
sub 2048g/58F40B3D 2005-02-18

D.3.16 Joseph S. Atkinson < jsa@FreeBSD.org>

pub 2048R/21AA7B06 2010-07-14
Key fingerprint = 5B38 63B0 9CCA 12BE 3919 9412 CC9D FC84 21AA 7B06

uid Joseph S. Atkinson <jsa@FreeBSD.org>
uid Joseph S. Atkinson <jsa.bsd@gmail.com>
uid Joseph S. Atkinson <jsa@wickedmachine.net>
sub 2048R/5601C3E3 2010-07-14
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D.3.17 Philippe Audeoud < jadawin@FreeBSD.org>

pub 1024D/C835D40E 2005-04-13
Key fingerprint = D090 8C96 3612 15C9 4E3E 7A4A E498 FC2B C835 D40E

uid Philippe Audeoud <jadawin@tuxaco.net>
uid Philippe Audeoud <philippe@tuxaco.net>
uid Philippe Audeoud <philippe.audeoud@sitadelle.com>
uid Philippe Audeoud <jadawin@freebsd.org>
sub 2048g/EF8EA329 2005-04-13

D.3.18 Timur I. Bakeyev < timur@FreeBSD.org>

pub 1024D/60BA1F47 2002-04-27
Key fingerprint = 84BF EAD1 607D 362F 210E 69B3 0BF0 6412 60BA 1F47

uid Timur I. Bakeyev (BaT) <timur@bat.ru>
uid Timur I. Bakeyev <timur@gnu.org>
uid Timur I. Bakeyev (BaT) <bat@cpan.org>
uid Timur I. Bakeyev (BaT) <timur@FreeBSD.org>
uid Timur I. Bakeyev (BaT) <timur@gnome.org>
uid Timur I. Bakeyev <timur@gnome.org>
sub 2048g/8A5B0042 2002-04-27

D.3.19 Glen Barber < gjb@FreeBSD.org>

pub 2048R/A0B946A3 2010-08-03 [expires: 2017-04-25]
Key fingerprint = 78B3 42BA 26C7 B2AC 681E A7BE 524F 0C37 A0B9 46A3

uid Glen Barber <gjb@FreeBSD.org>
uid Glen Barber <glen.j.barber@gmail.com>
uid Glen Barber <gjb@glenbarber.us>
sub 2048R/6C0527E5 2010-08-03

D.3.20 Nick Barkas < snb@FreeBSD.org>

pub 2048R/DDADB9DC 2010-07-27
Key fingerprint = B678 6ECB 303D F580 A050 098F BDFF 4F3D DDAD B9DC

uid S. Nicholas Barkas <snb@freebsd.org>
sub 2048R/36E181FB 2010-07-27
sub 2048R/BDA4BED3 2010-07-29
sub 2048R/782A8737 2010-07-29

D.3.21 Simon Barner < barner@FreeBSD.org>

pub 1024D/EBADA82A 2000-11-10
Key fingerprint = 67D1 3562 9A2F 3177 E46A 35ED 0A49 FEFD EBAD A82A

uid Simon Barner <barner@FreeBSD.org>
uid Simon Barner <barner@in.tum.de>
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uid Simon Barner <barner@informatik.tu-muenchen.de>
uid Simon Barner <barner@gmx.de>
sub 2048g/F63052DE 2000-11-10

D.3.22 Artem Belevich < art@FreeBSD.org>

pub 2048R/9ED4C836 2011-03-28
Key fingerprint = 7400 D541 07ED 3DF3 3E97 F2D5 8BDF 101C 9ED4 C836

uid Artem Belevich <artemb@gmail.com>
uid Artem Belevich <art@freebsd.org>
sub 2048R/55B0E4EB 2011-03-28

D.3.23 Anton Berezin < tobez@FreeBSD.org>

pub 1024D/7A7BA3C0 2000-05-25 Anton Berezin <tobez@catpi pe.net>
Key fingerprint = CDD8 560C 174B D8E5 0323 83CE 22CA 584C 7A7B A3C0

uid Anton Berezin <tobez@tobez.org>
uid Anton Berezin <tobez@FreeBSD.org>
sub 1024g/ADC71E87 2000-05-25

D.3.24 Damien Bergamini < damien@FreeBSD.org>

pub 2048R/D129F093 2005-03-02
Key fingerprint = D3AB 28C3 1A4A E219 3145 54FE 220A 7486 D129 F093

uid Damien Bergamini <damien.bergamini@free.fr>
uid Damien Bergamini <damien@FreeBSD.org>
sub 2048R/9FBA73A4 2005-03-02

D.3.25 Tim Bishop < tdb@FreeBSD.org>

pub 1024D/5AE7D984 2000-10-07
Key fingerprint = 1453 086E 9376 1A50 ECF6 AE05 7DCE D659 5AE7 D984

uid Tim Bishop <tim@bishnet.net>
uid Tim Bishop <T.D.Bishop@kent.ac.uk>
uid Tim Bishop <tdb@i-scream.org>
uid Tim Bishop <tdb@FreeBSD.org>
sub 4096g/7F886031 2000-10-07

D.3.26 Grzegorz Blach < gblach@FreeBSD.org>

pub 2048R/D25B0682 2012-11-03 [expires: 2014-11-03]
Key fingerprint = 225B 941C A886 05C6 1C87 9C03 DE72 593D D25B 0682

uid Grzegorz Blach <gblach@FreeBSD.org>
sub 2048R/5DE28719 2012-11-03 [expires: 2014-11-03]
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D.3.27 Martin Blapp < mbr@FreeBSD.org>

pub 1024D/D300551E 2001-12-20 Martin Blapp <mb@imp.ch>
Key fingerprint = B434 53FC C87C FE7B 0A18 B84C 8686 EF22 D300 551E

sub 1024g/998281C8 2001-12-20

D.3.28 Warren Block < wblock@FreeBSD.org>

pub 2048R/A1F360A3 2011-09-14
Key fingerprint = 3A44 4DEC B304 5191 8A41 C317 5117 4BB6 A1F3 60A3

uid Warren Block <wblock@FreeBSD.org>
uid Warren Block <wblock@wonkity.com>
sub 2048R/51F483F3 2011-09-14

D.3.29 Vitaly Bogdanov < bvs@FreeBSD.org>

pub 1024D/B32017F7 2005-10-02 Vitaly Bogdanov <gad@gad.g lazov.net>
Key fingerprint = 402E B8E4 53CB 22FF BE62 AE35 A0BF B077 B320 17F7

uid Vitaly Bogdanov <bvs@freebsd.org>
sub 1024g/0E88C62E 2005-10-02

D.3.30 Roman Bogorodskiy < novel@FreeBSD.org>

pub 2048R/08C2226A 2010-12-03
Key fingerprint = 8BA4 DF2A D14F 99B6 37E0 0070 C96D 5FFE 08C2 226A

uid Roman Bogorodskiy <bogorodskiy@gmail.com>
uid Roman Bogorodskiy <novel@FreeBSD.org>
uid Roman Bogorodskiy <rbogorodskiy@apache.org>
uid Roman Bogorodskiy <rbogorodskiy@griddynamics.com>
sub 2048R/EC4ED237 2010-12-03

D.3.31 Renato Botelho < garga@FreeBSD.org>

pub 4096R/9F625790 2012-11-28 [expires: 2017-11-27]
Key fingerprint = E3DA 9B2A 6160 99CB 4B31 7641 F1F0 E7A1 9F62 5790

uid Renato Botelho (FreeBSD) <garga@FreeBSD.org>
uid Renato Botelho (Personal) <rbgarga@gmail.com>
uid Renato Botelho (FreeBSD) <garga.bsd@gmail.com>
sub 4096R/473CC82A 2012-11-28 [expires: 2017-11-27]
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D.3.32 Alexander Botero-Lowry < alexbl@FreeBSD.org>

pub 1024D/12A95A7B 2006-09-13
Key fingerprint = D0C3 47F8 AE87 C829 0613 3586 24DF F52B 12A9 5A7B

uid Alexander Botero-Lowry <alexbl@FreeBSD.org>
sub 2048g/CA287923 2006-09-13

D.3.33 Sofian Brabez < sbz@FreeBSD.org>

pub 1024D/2487E57E 2011-03-15 [expires: 2016-03-14]
Key fingerprint = 05BA DC7E F628 DE3F B241 BFBB 7363 51F4 2487 E57E

uid Sofian Brabez <sbrabez@gmail.com>
uid Sofian Brabez <sbz@FreeBSD.org>
uid Sofian Brabez <sbz@6dev.net>

D.3.34 Edson Brandi < ebrandi@FreeBSD.org>

pub 3072R/FFD3035B 2012-11-26 [expires: 2017-11-25]
Key fingerprint = 443B 5363 564F 06C3 EA54 9482 209E 9B54 FFD3 035B

uid Edson Brandi <ebrandi@FreeBSD.org>
uid Edson Brandi <ebrandi@fugspbr.org>
uid Edson Brandi <ebrandi@ebrandi.eti.br>
uid Edson Brandi <edson.brandi@gmail.com>
uid Edson Brandi <ebrandi@primeirospassos.org>
uid Edson Brandi <ebrandi@gmail.com>
uid Edson Brandi <ebrandi@fug.com.br>
uid Edson Brandi <contato@edsonbrandi.com>
uid Edson Brandi (Born 1977-08-14 in S. S. DA GRAMA, SP - Brazi l)
sub 3072R/A34B8175 2012-11-26 [expires: 2013-11-26]
sub 3072R/4EB0E0EA 2012-11-26 [expires: 2013-11-26]
sub 3072R/89917E73 2012-11-26 [expires: 2013-11-26]

D.3.35 Hartmut Brandt < harti@FreeBSD.org>

pub 1024D/5920099F 2003-01-29 Hartmut Brandt <brandt@fok us.fraunhofer.de>
Key fingerprint = F60D 09A0 76B7 31EE 794B BB91 082F 291D 5920 099F

uid Hartmut Brandt <harti@freebsd.org>
sub 1024g/21D30205 2003-01-29

D.3.36 Oliver Braun < obraun@FreeBSD.org>

pub 1024D/EF25B1BA 2001-05-06 Oliver Braun <obraun@unsan e.org>
Key fingerprint = 6A3B 042A 732E 17E4 B6E7 3EAF C0B1 6B7D EF25 B1BA

uid Oliver Braun <obraun@obraun.net>
uid Oliver Braun <obraun@freebsd.org>
uid Oliver Braun <obraun@haskell.org>
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sub 1024g/09D28582 2001-05-06

D.3.37 Max Brazhnikov < makc@FreeBSD.org>

pub 1024D/ACB3CD12 2008-08-18
Key fingerprint = 4BAA 200E 720A 0BD1 7BB0 9DFD FBD9 08C2 ACB3 CD12

uid Max Brazhnikov <makc@FreeBSD.org>
uid Max Brazhnikov <makc@issp.ac.ru>
sub 1024g/5FAA4088 2008-08-18

D.3.38 Jonathan M. Bresler < jmb@FreeBSD.org>

pub 1024R/97E638DD 1996-06-05 Jonathan M. Bresler <jmb@Br esler.org>
Key fingerprint = 31 57 41 56 06 C1 40 13 C5 1C E3 E5 DC 62 0E FB

uid Jonathan M. Bresler <jmb@FreeBSD.ORG>
uid Jonathan M. Bresler
uid Jonathan M. Bresler <Jonathan.Bresler@USi.net>
uid Jonathan M. Bresler <jmb@Frb.GOV>

D.3.39 Antoine Brodin < antoine@FreeBSD.org>

pub 1024D/50CC2671 2008-02-03
Key fingerprint = F3F7 72F0 9C4C 9E56 4BE9 44EA 1B80 31F3 50CC 2671

uid Antoine Brodin <antoine@FreeBSD.org>
sub 2048g/6F4AFBE5 2008-02-03

D.3.40 Diane Bruce < db@FreeBSD.org>

pub 2048R/8E9CAA7B 2012-05-16
Key fingerprint = 8B08 E022 705D 0083 64C4 5E60 5148 0C74 8E9C AA7B

uid Diane Bruce <db@db.net>
uid Diane Bruce <db@FreeBSD.org>
sub 2048R/932E5985 2012-05-16

D.3.41 Christian Brüffer < brueffer@FreeBSD.org>

pub 1024D/A0ED982D 2002-10-14 Christian Brueffer <chris@ unixpages.org>
Key fingerprint = A5C8 2099 19FF AACA F41B B29B 6C76 178C A0ED 982D

uid Christian Brueffer <brueffer@hitnet.rwth-aachen.de>
uid Christian Brueffer <brueffer@FreeBSD.org>
sub 4096g/1DCC100F 2002-10-14
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D.3.42 Markus Brüffer < markus@FreeBSD.org>

pub 1024D/78F8A8D4 2002-10-21
Key fingerprint = 3F9B EBE8 F290 E5CC 1447 8760 D48D 1072 78F8 A8D4

uid Markus Brueffer <markus@brueffer.de>
uid Markus Brueffer <buff@hitnet.rwth-aachen.de>
uid Markus Brueffer <mbrueffer@mi.rwth-aachen.de>
uid Markus Brueffer <markus@FreeBSD.org>
sub 4096g/B7E5C7B6 2002-10-21

D.3.43 Sean Bruno < sbruno@FreeBSD.org>

pub 2048R/08E81687 2012-10-15
Key fingerprint = B9F9 138F 349C D3B2 2AA4 1398 1909 45DC 08E8 1687

uid Sean Bruno (clusteradm and developer key) <sbruno@free bsd.org>
sub 2048R/BCC23981 2012-10-15

D.3.44 Oleg Bulyzhin < oleg@FreeBSD.org>

pub 1024D/78CE105F 2004-02-06
Key fingerprint = 98CC 3E66 26DE 50A8 DBC4 EB27 AF22 DCEF 78CE 105F

uid Oleg Bulyzhin <oleg@FreeBSD.org>
uid Oleg Bulyzhin <oleg@rinet.ru>
sub 1024g/F747C159 2004-02-06

D.3.45 Michael Bushkov < bushman@FreeBSD.org>

pub 1024D/F694C6E4 2007-03-11 [expires: 2008-03-10]
Key fingerprint = 4278 4392 BF6B 2864 C48E 0FA9 7216 C73C F694 C6E4

uid Michael Bushkov <bushman@rsu.ru>
uid Michael Bushkov <bushman@freebsd.org>
sub 2048g/5A783997 2007-03-11 [expires: 2008-03-10]

D.3.46 Jayachandran C. < jchandra@FreeBSD.org>

pub 1024D/3316E465 2010-05-19
Key fingerprint = 320B DB08 4FE3 BCFD 60AF E4DB F486 015F 3316 E465

uid Jayachandran C. <jchandra@freebsd.org>
sub 2048g/1F7755F9 2010-05-19
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D.3.47 Jesus R. Camou < jcamou@FreeBSD.org>

pub 1024D/C2161947 2005-03-01
Key fingerprint = 274C B265 48EC 42AE A2CA 47D9 7D98 588A C216 1947

uid Jesus R. Camou <jcamou@FreeBSD.org>
sub 2048g/F8D2A8DF 2005-03-01

D.3.48 Jos é Alonso C árdenas M árquez < acm@FreeBSD.org>

pub 1024D/9B21BC19 2006-07-18
Key fingerprint = 4156 2EAC A11C 9651 713B 3FC1 195F D4A8 9B21 BC19

uid Jose Alonso Cardenas Marquez <acm@FreeBSD.org>
sub 2048g/ADA16C52 2006-07-18

D.3.49 Pietro Cerutti < gahr@FreeBSD.org>

pub 1024D/9571F78E 2006-05-17
Key fingerprint = 1203 92B5 3919 AF84 9B97 28D6 C0C2 6A98 9571 F78E

uid Pietro Cerutti <gahr@gahr.ch>
uid Pietro Cerutti (The FreeBSD Project) <gahr@FreeBSD.or g>
sub 2048g/F24227D5 2006-05-17 [expires: 2011-05-16]

D.3.50 Dmitry Chagin < dchagin@FreeBSD.org>

pub 1024D/738EFCED 2009-02-27
Key fingerprint = 3F3F 8B87 CE09 9E10 3606 6ACA D2DD 936F 738E FCED

uid Dmitry Chagin <dchagin@freebsd.org>
uid Dmitry Chagin (dchagin key) <chagin.dmitry@gmail.com >
sub 2048g/6A3FDFF9 2009-02-27

D.3.51 Hye-Shik Chang < perky@FreeBSD.org>

pub 1024D/CFDB4BA4 1999-04-23 Hye-Shik Chang <perky@Free BSD.org>
Key fingerprint = 09D9 57D6 58BA 44DD CAEC 71CD 0D65 2C59 CFDB 4BA4

uid Hye-Shik Chang <hyeshik@gmail.com>
sub 1024g/A94A8ED1 1999-04-23

D.3.52 Jonathan Chen < jon@FreeBSD.org>

pub 1024D/2539468B 1999-10-11 Jonathan Chen <jon@spock.o rg>
Key fingerprint = EE31 CDA1 A105 C8C9 5365 3DB5 C2FC 86AA 2539 468B

uid Jonathan Chen <jon@freebsd.org>
uid Jonathan Chen <chenj@rpi.edu>
uid Jonathan Chen <spock@acm.rpi.edu>
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uid Jonathan Chen <jon@cs.rpi.edu>
sub 3072g/B81EF1DB 1999-10-11

D.3.53 Jonathan Anderson < jonathan@FreeBSD.org>

pub 1024D/E3BBCA48 2006-06-17
Key fingerprint = D7C6 9096 874F 707E 48F8 FAB7 22A6 6E53 E3BB CA48

uid Jonathan Anderson <jonathan@FreeBSD.org>
uid Jonathan Anderson <jonathan.anderson@ieee.org>
uid Jonathan Anderson <anderson@engr.mun.ca>
uid Jonathan Anderson <jonathan.anderson@mun.ca>
sub 2048g/A703650D 2006-06-17

D.3.54 Fukang Chen < loader@FreeBSD.org>

pub 4096R/6BD4DDE6 2012-10-26
Key fingerprint = A33E 88AB D358 DA49 59A6 B263 A9A2 599C 6BD4 DDE6

uid loader <loader@FreeBSD.org>
uid loader <loader@FreeBSDMall.com>
sub 4096R/1036D26C 2012-10-26

D.3.55 Luoqi Chen < luoqi@FreeBSD.org>

pub 1024D/2926F3BE 2002-02-22 Luoqi Chen <luoqi@FreeBSD. org>
Key fingerprint = B470 A815 5917 D9F4 37F3 CE2A 4D75 3BD1 2926 F3BE

uid Luoqi Chen <luoqi@bricore.com>
uid Luoqi Chen <lchen@onetta.com>
sub 1024g/5446EB72 2002-02-22

D.3.56 Andrey A. Chernov < ache@FreeBSD.org>

pub 1024D/964474DD 2006-12-26
Key fingerprint = 0F63 1B61 D76D AA23 1591 EA09 560E 582B 9644 74DD

uid Andrey Chernov <ache@freebsd.org>
uid [jpeg image of size 4092]
sub 2048g/08331894 2006-12-26

D.3.57 Alexander V. Chernikov < melifaro@FreeBSD.org>

pub 1024D/2675AB69 2008-02-17
Key fingerprint = 00D2 E063 2FB0 2990 C602 50FD C1C2 7889 2675 AB69

uid Alexander V. Chernikov <melifaro@yandex-team.ru>
uid Alexander V. Chernikov <melifaro@ipfw.ru>
uid Alexander V. Chernikov <melifaro@freebsd.org>
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sub 4096g/BC64F40C 2008-02-17

D.3.58 Sean Chittenden < seanc@FreeBSD.org>

pub 1024D/EE278A28 2004-02-08 Sean Chittenden <sean@chit tenden.org>
Key fingerprint = E41F F441 7E91 6CBA 1844 65CF B939 3C78 EE27 8A28

sub 2048g/55321853 2004-02-08

D.3.59 Junho CHOI < cjh@FreeBSD.org>

pub 1024D/E60260F5 2002-10-14 CHOI Junho (Work) <cjh@wdb. co.kr>
Key fingerprint = 1369 7374 A45F F41A F3C0 07E3 4A01 C020 E602 60F5

uid CHOI Junho (Personal) <cjh@kr.FreeBSD.org>
uid CHOI Junho (FreeBSD) <cjh@FreeBSD.org>
sub 1024g/04A4FDD8 2002-10-14

D.3.60 Crist J. Clark < cjc@FreeBSD.org>

pub 1024D/FE886AD3 2002-01-25 Crist J. Clark <cjclark@jhu .edu>
Key fingerprint = F04E CCD7 3834 72C2 707F 0A8F 259F 8F4B FE88 6AD3

uid Crist J. Clark <cjclark@alum.mit.edu>
uid Crist J. Clark <cjc@freebsd.org>
sub 1024g/9B6BAB99 2002-01-25

D.3.61 Joe Marcus Clarke < marcus@FreeBSD.org>

pub 1024D/FE14CF87 2002-03-04 Joe Marcus Clarke (FreeBSD c ommitter address) <marcus@FreeBSD.org>
Key fingerprint = CC89 6407 73CC 0286 28E4 AFB9 6F68 8F8A FE14 CF87

uid Joe Marcus Clarke <marcus@marcuscom.com>
sub 1024g/B9ACE4D2 2002-03-04

D.3.62 Nik Clayton < nik@FreeBSD.org>

pub 1024D/2C37E375 2000-11-09 Nik Clayton <nik@freebsd.o rg>
Key fingerprint = 15B8 3FFC DDB4 34B0 AA5F 94B7 93A8 0764 2C37 E375

uid Nik Clayton <nik@slashdot.org>
uid Nik Clayton <nik@crf-consulting.co.uk>
uid Nik Clayton <nik@ngo.org.uk>
uid Nik Clayton <nik@bsdi.com>
sub 1024g/769E298A 2000-11-09

906



�9D. PGPÚØ

D.3.63 Benjamin Close < benjsc@FreeBSD.org>

pub 1024D/4842B5B4 2002-04-10
Key fingerprint = F00D C83D 5F7E 5561 DF91 B74D E602 CAA3 4842 B5B4

uid Benjamin Simon Close <Benjamin.Close@clearchain.com >
uid Benjamin Simon Close <benjsc@FreeBSD.org>
uid Benjamin Simon Close <benjsc@clearchain.com>
sub 2048g/3FA8A57E 2002-04-10

D.3.64 Tijl Coosemans < tijl@FreeBSD.org>

pub 2048D/20A0B62B 2010-07-13
Key fingerprint = 39AA F580 6B44 5161 9F86 ED49 7E80 92D8 20A0 B62B

uid Tijl Coosemans <tijl@coosemans.org>
uid Tijl Coosemans <tijl@freebsd.org>
sub 2048g/7D71BA74 2010-07-13

D.3.65 Raphael Kubo da Costa < rakuco@FreeBSD.org>

pub 4096R/18DCEED6 2011-10-03
Key fingerprint = 6911 54FE BA6E 6106 5789 7099 8DD0 7D21 18DC EED6

uid Raphael Kubo da Costa (Personal key) <rakuco@FreeBSD.o rg>

D.3.66 Alan L. Cox < alc@FreeBSD.org>

pub 2048R/33E2893B 2013-06-15
Key fingerprint = FC7C 93FD 2C2C ABA5 C1D1 3E74 8513 043C 33E2 893B

uid Alan Cox <alc@FreeBSD.org>
uid Alan Cox <alc@cs.rice.edu>
uid Alan Cox <alc@rice.edu>
sub 2048R/693757AA 2013-06-15

D.3.67 Bruce Cran < brucec@FreeBSD.org>

pub 2048R/6AF6F99E 2010-01-29
Key fingerprint = 9A3C AE57 2706 B0E3 4B8A 8374 5787 A72B 6AF6 F99E

uid Bruce Cran <brucec@FreeBSD.org>
uid Bruce Cran <bruce@cran.org.uk>
sub 2048R/1D665CEE 2010-01-29
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D.3.68 Frederic Culot < culot@FreeBSD.org>

pub 1024D/34876C5B 2006-08-26
Key fingerprint = 50EE CE94 E43E BA85 CB67 262B B739 1A26 3487 6C5B

uid Frederic Culot <culot@FreeBSD.org>
uid Frederic Culot <frederic@culot.org>
sub 2048g/F1EF901F 2006-08-26

D.3.69 Aaron Dalton < aaron@FreeBSD.org>

pub 1024D/8811D2A4 2006-06-21 [expires: 2011-06-20]
Key fingerprint = 8DE0 3CBB 3692 992F 53EF ACC7 BE56 0A4D 8811 D2A4

uid Aaron Dalton <aaron@freebsd.org>
sub 2048g/304EE8E5 2006-06-21 [expires: 2011-06-20]

D.3.70 Baptiste Daroussin < bapt@FreeBSD.org>

pub 1024D/49A4E84C 2008-11-19
Key fingerprint = A14B A5FC B860 86DE 73E2 B24C F244 ED31 49A4 E84C

uid Baptiste Daroussin <bapt@etoilebsd.net>
uid Baptiste Daroussin <baptiste.daroussin@gmail.com>
uid Baptiste Daroussin <bapt@FreeBSD.org>
sub 2048g/54AB46B4 2008-11-19

D.3.71 Ceri Davies < ceri@FreeBSD.org>

pub 1024D/34B7245F 2002-03-08
Key fingerprint = 9C88 EB05 A908 1058 A4AE 9959 A1C7 DCC1 34B7 245F

uid Ceri Davies <ceri@submonkey.net>
uid Ceri Davies <ceri@FreeBSD.org>
uid Ceri Davies <ceri@opensolaris.org>
sub 1024g/0C482CBC 2002-03-08

D.3.72 Brad Davis < brd@FreeBSD.org>

pub 1024D/ED0A754D 2005-05-14 [expires: 2014-02-21]
Key fingerprint = 5DFD D1A6 BEEE A6D4 B3F5 4236 D362 3291 ED0A 754D

uid Brad Davis <so14k@so14k.com>
uid Brad Davis <brd@FreeBSD.org>
sub 2048g/1F29D404 2005-05-14 [expires: 2014-02-21]
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D.3.73 Pawel Jakub Dawidek < pjd@FreeBSD.org>

pub 1024D/B1293F34 2004-02-02 Pawel Jakub Dawidek <Pawel@ Dawidek.net>
Key fingerprint = A3A3 5B4D 9CF9 2312 0783 1B1D 168A EF5D B129 3F34

uid Pawel Jakub Dawidek <pjd@FreeBSD.org>
uid Pawel Jakub Dawidek <pjd@FreeBSD.pl>
sub 2048g/3EEC50A7 2004-02-02 [expires: 2006-02-01]

D.3.74 Brian S. Dean < bsd@FreeBSD.org>

pub 1024D/723BDEE9 2002-01-23 Brian S. Dean <bsd@FreeBSD. org>
Key fingerprint = EF49 7ABE 47ED 91B3 FC3D 7EA5 4D90 2FF7 723B DEE9

sub 1024g/4B02F876 2002-01-23

D.3.75 Carl Delsey < carl@FreeBSD.org>

pub 4096R/FB3B5D38 2013-01-15
Key fingerprint = F0E5 3849 C6C3 668B 68A3 BCC7 6031 E963 FB3B 5D38

uid Carl Delsey <carl@FreeBSD.org>
sub 4096R/256F29D3 2013-01-15

D.3.76 Vasil Dimov < vd@FreeBSD.org>

pub 1024D/F6C1A420 2004-12-08
Key fingerprint = B1D5 04C6 26CC 0D20 9525 14B8 170E 923F F6C1 A420

uid Vasil Dimov <vd@FreeBSD.org>
uid Vasil Dimov <vd@datamax.bg>
sub 4096g/A0148C94 2004-12-08

D.3.77 Roman Divacky < rdivacky@FreeBSD.org>

pub 1024D/3DC2044C 2006-11-15
Key fingerprint = 6B61 25CA 49BC AAC5 21A9 FA7A 2D51 23E8 3DC2 044C

uid Roman Divacky <rdivacky@freebsd.org>
sub 2048g/39BDCE16 2006-11-15

D.3.78 Alexey Dokuchaev < danfe@FreeBSD.org>

pub 1024D/3C060B44 2004-08-23 Alexey Dokuchaev <danfe@Fr eeBSD.org>
Key fingerprint = D970 08A4 922C 8D63 0C19 8D27 F421 76EE 3C06 0B44

sub 1024g/70BAE967 2004-08-23
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D.3.79 Dima Dorfman < dd@FreeBSD.org>

pub 1024D/69FAE582 2001-09-04
Key fingerprint = B340 8338 7DA3 4D61 7632 098E 0730 055B 69FA E582

uid Dima Dorfman <dima@trit.org>
uid Dima Dorfman <dima@unixfreak.org>
uid Dima Dorfman <dd@freebsd.org>
sub 2048g/65AF3B89 2003-08-19 [expires: 2005-08-18]
sub 2048g/8DB0CF2C 2005-05-29 [expires: 2007-05-29]

D.3.80 Bryan Drewery < bdrewery@FreeBSD.org>

pub 4096R/3C9B0CF9 2012-04-06 [expires: 2017-04-05]
Key fingerprint = 36FE BE99 2F52 80DF 4811 362A 6E78 2AC0 3C9B 0CF9

uid Bryan Drewery <bryan@shatow.net>
uid Bryan Drewery <bdrewery@gmail.com>
uid Bryan Drewery <bryan@xzibition.com>
uid Bryan Drewery <bdrewery@FreeBSD.org>
sub 4096R/9E2CE2D3 2012-04-06 [expires: 2017-04-05]

D.3.81 Olivier Duchateau < olivierd@FreeBSD.org>

pub 2048R/22431859 2012-05-28 [expires: 2017-05-27]
Key fingerprint = C057 112A 4A27 B5F2 CD8F 6C9A FC5A 0167 2243 1859

uid Olivier Duchateau <duchateau.olivier@gmail.com>
sub 2048R/63A85BDF 2012-05-28 [expires: 2017-05-27]

D.3.82 Bruno Ducrot < bruno@FreeBSD.org>

pub 1024D/7F463187 2000-12-29
Key fingerprint = 7B79 E1D6 F5A1 6614 792F D906 899B 4D28 7F46 3187

uid Ducrot Bruno (Poup Master) <ducrot@poupinou.org>
sub 1024g/40282874 2000-12-29

D.3.83 Alex Dupre < ale@FreeBSD.org>

pub 1024D/CE5F554D 1999-06-27 Alex Dupre <sysadmin@alexd upre.com>
Key fingerprint = DE23 02EA 5927 D5A9 D793 2BA2 8115 E9D8 CE5F 554D

uid Alex Dupre <ale@FreeBSD.org>
uid [jpeg image of size 5544]
uid Alex Dupre <ICQ:5431856>
sub 2048g/FD5E2D21 1999-06-27
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D.3.84 Peter Edwards < peadar@FreeBSD.org>

pub 1024D/D80B4B3F 2004-03-01 Peter Edwards <peadar@Free BSD.org>
Key fingerprint = 7A8A 9756 903E BEF2 4D9E 3C94 EE52 52F7 D80B 4B3F

uid Peter Edwards <pmedwards@eircom.net>

D.3.85 Daniel Eischen < deischen@FreeBSD.org>

pub 4096R/7D15560B 2012-11-17
Key fingerprint = 0039 2133 69CA 14D3 236A E331 361A 68B2 7D15 560B

uid Daniel Eischen <deischen@FreeBSD.org>
sub 4096R/A51F81F7 2012-11-17

D.3.86 Josef El-Rayes < josef@FreeBSD.org>

pub 2048R/A79DB53C 2004-01-04 Josef El-Rayes <josef@Free BSD.org>
Key fingerprint = 58EB F5B7 2AB9 37FE 33C8 716B 59C5 22D9 A79D B53C

uid Josef El-Rayes <josef@daemon.li>

D.3.87 Lars Engels < lme@FreeBSD.org>

pub 1024D/C0F769F8 2004-08-27
Key fingerprint = 17FC 08E1 5E09 BD21 489E 2050 29CE 75DA C0F7 69F8

uid Lars Engels <lars.engels@0x20.net>
sub 1024g/8AD5BF9D 2004-08-27

D.3.88 Udo Erdelhoff < ue@FreeBSD.org>

pub 1024R/E74FA871 1994-07-19 Udo Erdelhoff <uer@de.uu.n et>
Key fingerprint = 8C B1 80 CA 2C 52 73 81 FB A7 B4 03 C5 32 C8 67

uid Udo Erdelhoff <ue@nathan.ruhr.de>
uid Udo Erdelhoff <ue@freebsd.org>
uid Udo Erdelhoff <uerdelho@eu.uu.net>
uid Udo Erdelhoff <uerdelho@uu.net>

D.3.89 Ruslan Ermilov < ru@FreeBSD.org>

pub 1024D/996E145E 2004-06-02 Ruslan Ermilov (FreeBSD) <r u@FreeBSD.org>
Key fingerprint = 274E D201 71ED 11F6 9CCB 0194 A917 E9CC 996E 145E

uid Ruslan Ermilov (FreeBSD Ukraine) <ru@FreeBSD.org.ua>
uid Ruslan Ermilov (IPNet) <ru@ip.net.ua>
sub 1024g/557E3390 2004-06-02 [expires: 2007-06-02]
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