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The following statement applies to the IBM Token-Ring Network and to the IBM PC
Network Baseband.

Federal Communications Commission (FCC) Statement

Note: This equipment has been tested and found to comply with the limits for a
Class A digital device, pursuant to Part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference when the
equipment is operated in a commercial environment. This equipment generates,
uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to
cause harmful interference, in which case the user will be required to correct the
interference at his own expense.

Properly shielded and grounded cables and connectors must be used in order to
meet FCC emission limits. IBM is not responsible for any radio or television
interference caused by using other than recommended cables and connectors or
by unauthorized changes or modifications to this equipment. Unauthorized
changes or modifications could void the user’s authority to operate the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) this device may not cause harmful interference, and
(2) this device must accept any interference received, including interference that
may cause undesired operation.

The following statement applies to the IBM PC Network Broadband.

Federal Communications Commission (FCC) Statement

Note: This equipment has been tested and found to comply with the limits for a
Class B digital device, pursuant to Part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to
try to correct the interference by one or more of the following measures:

* Reorient or relocate the receiving antenna.

¢ Increase the separation between the equipment and receiver.

¢ Connect the equipment into an outlet on a circuit different from that to which
the receiver is connected.

¢ Consult an authorized IBM dealer or service representative for help.

Properly shielded and grounded cables and connectors must be used in order to
meet FCC emission limits. Proper cables and connectors are available from
authorized IBM dealers. IBM is not responsible for any radio or television
interference caused by using other than recommended cables and connectors or
by unauthorized changes or modifications to this equipment. Unauthorized
changes or modifications could void the user’s authority to operate the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) this device may not cause harmful interference, and
(2) this device must accept any interference received, including interference that
may cause undesired operation.
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Special Notices

The following special notices apply to this publication.

System Security Advice
The products described in this book are intended for use within a single
establishment and within a single, homogeneous user population. For sensitive
applications requiring isolation from each other, management may wish to provide
isolated cabling or to encrypt the sensitive data before putting it on the network.

Trademarks
The following terms, denoted by an asterisk (*) in this publication, are trademarks
of the IBM Corporation in the United States and/or other countries:

ACF

ACF/VTAM

Advanced Interactive Executive
AIX

AS/400

IBM

Micro Channel
NetView

Operating System/2
Operating System/400
0s/2

PC Network

Personal Computer AT
Personal Computer XT
Personal System/2
Personal System/55
Professional Editor
PS/2

RISC System/6000

RT PC

RT Personal Computer
Series/1

System/370
System/390.

® © © o e o o o © o ° o oo & o o o o o o o 0o o o

The following terms, denoted by a double asterisk (**) in this publication, are
trademarks of other companies as follows:

e ROLM ROLM Corporation
¢ UNIX UNIX System Laboratories, Inc.
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Preface

This manual provides information helpful to the administrator of a local area
network (LAN) in performing the activities involved in planning, installation, and
management of the network.
The network administrator needs a thorough understanding of:

* LAN concepts and operation

* The requirements and functioning of the establishment

e Concepts, use, and operation of the attaching products (hardware and

programs) used in the network.

The administrator has the primary responsibility of managing the daily operation
and workload of the network. This person may also have responsibility for or
participate in the following administrative activities:

¢ Software selection, installation, and documentation for the network

¢ Assistance to the network planner in network hardware layout, instaliation, and
documentation

¢ Selection and implementation of devices and software used to connect multiple
LANs and to connect LANs to other types of networks

¢ Education and training for network users and operators
* Network access and use procedures

¢ Network security

¢ Network problem analysis and resolution.

System planners, installation planners, system programmers, consultants, and
customer assistance groups may also refer to this manual.

© Copyright IBM Corp. 1986, 1991 vii



Using This Manual
To use this manual most effectively, you should:

* First, read Chapter 1to become familiar with the terms and concepts that
apply to IBM LANS.

These terms and concepts are repeated in the rest of the manual as they apply
to specific networks.

* Then, locate and read the chapters or sections in each part of the manual that
apply to your networks and your assigned responsibilities as a network
administrator.

Manual Contents
Part 1 describes terms and concepts associated with IBM LANS, including
topologies, hardware and software components, protocols, addressing, network
management, and problem resolution.

Chapter 1 contains an overview of IBM LANs.

Chapter 2 provides an overview of the IBM Token-Ring Network.
Chapter 3 provides an overview of the IBM PC Network Broadband.
Chapter 4 provides an overview of the IBM PC Network Baseband.

Chapter 5 provides an overview of the Manufacturing Automation Protocol
(MAP) network.

Chapter 6 provides an overview of the Ethernet LAN.

Part 2 describes the role and activities of a local area network administrator and
discusses the administration activities involved in network planning, installation,
daily management and operation, and problem resolution.

Chapter 7 describes briefly the role of the network administrator and the
activities and responsibilities that might be involved in the administration of a
LAN.

Chapter 8 describes the administrative activities related to planning the
organization, installation, and modification of a LAN.

Chapter 9 describes the administrative activities involved in network hardware
and software installation.

Chapter 10 describes the activities necessary to the daily management and
administration of network operation and workload.

Chapter 11 describes activities related to network problem determination and
resolution.
Part 3 describes IBM programs, interfaces, and operating systems that:

* Support application programs in their use of the network
* Provide interconnection of networks and systems
* Provide diagnostics, error indications, and performance statistics.

The description of each program includes its major purpose in the network, its

functions and options, and its network requirements, restrictions, and other
considerations.
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Chapter 12 describes programs that provide standard interfaces and support
for communication across the network and communication between application
programs and LAN adapters.

Chapter 13 describes programs that provide information about malfunctioning
hardware; network problems and error conditions; and network traffic flow,
performance, and utilization.

Chapter 14 describes programs that provide network management functions,
either on a LAN or from a remote host or another network.

Chapter 15 describes the products that are used to bridge single LANs
together into larger networks.

Chapter 16 describes the programs that provide gateway functions, device
emulation, server functions, and connections to remote stations, controllers,
and hosts.

Chapter 17 describes operating systems used by LAN-attaching devices and
remote processors.

Appendix A contains a list of related publications for IBM LANSs, a brief description
of each publication, and instructions for obtaining them.

Appendix B contains bridge performance analysis and calculation worksheets
used to evaluate traffic flow through a bridge.

Appendix C contains a checklist and summary of administrative tasks and
activities, with references to publications and chapters of this manual that discuss

or explain the activities.

A list of abbreviations, a glossary, and an index are provided at the back of this
manual.

Preface IX



Related Publications

X

In addition to this IBM Local Area Network Administrator’s Guide, the network
administrator will consult many of the publications related to IBM LAN planning,
installation, operation, software, and problem analysis and resolution. The
following lists include the IBM publications most often needed.
For the IBM Token-Ring Network:

* |BM Token-Ring Network Introduction and Planning Guide

* |BM Token-Ring Network Installation Guide

* Guide to Operations and Installation Instructions for adapters and attachment
features

* |BM Local Area Network Support Program User’s Guide

* |BM Token-Ring Network Problem Determination Guide.

For the IBM PC Network*:

IBM PC Network Broadband Planning Guide

IBM PC Network Baseband Planning Guide

Installation Instructions for adapters and attachment features
IBM Local Area Network Support Program User’s Guide.

For a MAP Network:

e o o o

e |BM 3172 Interconnect Controller Operator’s Guide.
For an Ethernet Network:

* |BM 3172 Interconnect Controller Operator’'s Guide
e |BM 8209 LAN Bridge Attachment Module Guide for Ethernet and IEEE 802.3
LANs.

The network administrator may also refer to manuals discussing similar topics for
the IBM Cabling System, IBM Personal Computers, IBM Industrial Computers, IBM
Personal System/2* (PS/2*) computers, attaching products, and application
programs used in the network.
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Summary of Changes

This revision includes:
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Addition of Manufacturing Automation Protocol (MAP) and Ethernet/IEEE 802.3
LAN overviews and support program descriptions

Discussion of new and enhanced LAN hardware components

— |BM 8230 Token-Ring Network Controlled Access Units
— IBM 3172 Interconnect Controller
— IBM 8209 LAN Bridge

Additional descriptions of controliers and host processors, their support
programs, and their connection to LANs

Addition of operating system overviews, including Operating System/2* (0S/2%)
Extended Edition 1.2

Descriptions of new and revised network support programs:
IBM Interconnect Controller Program

— Enables communication between a host and an IBM 4 or 16 Mbps
Token-Ring Network, Ethernet Network, or MAP 3.0 Network

IBM LAN Network Manager
— Uses a 0S/2 Presentation Manager-based user interface.

— Provides network management for the IBM PC Network Broadband,
IBM PC Network Baseband, and the IBM Token-Ring Network across
bridges

— Responds to NetView* operator commands for LAN segment and
adapter status and for error recovery and control functions

— Provides the auto-link feature for bridging
— Supports the IBM 8209 LAN Bridge

— Provides asset management and access control functions to prevent
unauthorized adapters from being present on the network

IBM Local Area Network Asynchronous Connection Server (LANACS)

— Operates on an IBM Token-Ring Network, IBM PC Network, or Ethernet
Network )

— Provides Disk Operating System (DOS) or OS/2 LAN-attached
workstations access to Off-Net Asynchronous ASCII functions

IBM 8209 LAN Bridge Utility Program (Versions 1.0, 2.0, and 3.0)

— Provides advanced configuration functions to change the values of IBM
8209 configuration parameters (all versions)

— Provides the Bridge Profile functions to display current configuration
parameter values (all versions)

— Can load a filter program into the IBM 8209 (Version 3.0 token-ring to
token-ring only)
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IBM Local Area Network Support Program (Version 1.2)

— Provides adapter support and associated program interfaces for the
IBM PC Network, the IBM Token-Ring Network, and the Ethernet/IEEE
802.3 LANs

— Allows network application programs to access the adapters and allow
the user to run programs written for one type of network on another
type of network

IBM PC Network Bridge Program
— Provides support for the IBM PC Network Baseband
IBM Token-Ring Network 16/4 Trace and Performance Program

— Provides functions that monitor and analyze trace data and ring
utilization on a single 4 or 16 Mbps IBM Token-Ring Network Segment

— Collects ring station traffic statistics
IBM Token-Ring Network Bridge Program Version 2.2

— Supports increased frame sizes (to 8144)
— Provides a remote-dial feature for the remote bridge function

IBM LAN to LAN Wide Area Network Program

— Allows NETBIOS LANS to communicate using an existing
telecommunications network.

— Allows stations that use the NETBIOS interface to communicate on
LANs connected through an existing wide area network.
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Figure 1-1. A Composite LAN
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Overview of Local Area Networks

Modern computer technology has made it possible for us to use small but powerful
individual workstations, such as word processors and personal computers, to
increase the speed and efficiency of data processing tasks.

One of the most recent technological advances is the network. Network hardware
and software components connect individual workstations, controllers, and host
computers (collectively called stations or devices) to allow the exchange of
information and sharing of resources.

A local area network (LAN) provides direct data connection among devices within
the user’s premises (or establishment), usually without crossing any public right of
way.

Figure 1-1 shows a composite LAN. This composite network includes an IBM*
Token-Ring Network portion, an IBM PC Network Broadband portion, an IBM PC
Network Baseband portion, an Ethernet network, and a Manufacturing Automation
Protocol (MAP) portion. The figure also shows many of the devices that may be
connected to these types of LANSs.

LANs have the following characteristics:

¢ Data transmission occurs serially from one station to another over small
distances, usually less than 10 km (6.2 mi.).

e Data transmission rates are between 1 and 100 Mbps.
¢ The establishment usually owns the internal cabling between stations.

e Users may be able to access, but do not function as part of, wide area and
public switched (telephone) networks.

* All stations are capable of
— Supporting complicated protocols
— 8Sensing network and media status
— Participating in network control and management functions.
In comparison, wide area networks (WANs) have these characteristics:
¢ Can extend over much larger distances (thousands of miles)

e Usually have lower data transmission rates

* Do not require stations to be capable of supporting complicated protocols or of
handling network control functions; one or a few hosts provide central points of
network control.

Public switched networks can provide voice and data connections to many users.
The connected parties have exclusive use of the connection until it is released.
Public switched networks generally have these characteristics:

¢ Cover great distances

e Use a variety of transmission media (wires, optical fiber, microwaves, and
satellites, for example)

¢ Provide public circuit access equipment and services, equipment for private
dedicated use, and a combination of both.
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LANSs can increase their information exchange and resource sharing capabilities
through communication with wide area and public switched networks.
The following conditions must be met for communication to occur on a LAN:

* The stations must be connected by a physical medium that can carry
information from one station to another.

e Each station must have a method of accessing the medium.

¢ All stations on the network must have a common and standard way of sending,
receiving, and interpreting information carried by the network.
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Topologies

Topology refers to the physical, geometrical layout of cable to connect devices in a
network.

The technology used for any of the network topologies imposes a limit on the
number of devices that can be physically connected to one LAN. However, the
technology does provide bridging products for connecting LANs together to form
larger networks. The smaller networks then become segments of the larger
network. The technology allows connection of the same or different types of LAN
segments in topologies providing single or multiple (also called parallel) paths
between any two LAN segments.

LAN Segment Topology
Most LAN segments use some variation or combination of three basic topologies:
star, bus, and ring.

[ ]

Star

In a star-wired network, every device is directly connected to a central
switching point. For example, telephones connected to a private branch
exchange form a star network. A device sends a connection request to the
switch, and the switch sets up the two-way connection with the requested
device. Failure of the switch disables the network.

Bus

A bus is a two-way transmission path with defined end points. For example,
the IBM PC Network Baseband, Ethernet, and MAP LAN segments use bus
topology. All devices connect directly to the bus. A transmission from one
device travels in both directions to the ends of the bus and thus to every device
on the bus. Each station looks at identifying information in each transmission,
and accepts transmissions that contain its assigned identifier (or address).
Other transmissions are ignored. A break in the bus disables the network.

Ring

A ring is a logically circular, one-way transmission path without defined ends.
A transmission generated at a device passes to the next device, where the
signal is regenerated before being passed on to the next device. Each device
looks for its identifier in the transmission, and accepts transmissions
containing its identifier. The sender can get confirmation that the transmission
was received by checking the transmission as it comes back around the ring.
Breaks are easily identified through failure of the sender to receive
confirmations, timing checks, and interrogation of the status of each device.

Tree

A tree is an extension of bus topology. The main bus connects smaller branch
buses to which devices are connected. For example, cable television (which
uses community antenna television, or CATV), the IBM PC Network Broadband,
and MAP use tree topology.
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e Star-wired ring

This topology combines the physical wiring of a star and the logical wiring of a
ring, providing flexibility in connecting devices and easier failure detection.
For example, the IBM Token-Ring Network uses star-wired ring topology. Each
device is connected to a switching point (or access unit), and switching points
can be connected to form a larger ring. The switching points connect the
devices into a logical ring, and can electrically attach devices to and remove
devices from the ring as required (the device remains physically connected).

Network Topology

1-6

Topologies also describe the way LAN segments are connected together to form
larger LANs.

LANs may include products that bridge LAN segments of the same or different
types. For an organization (or enterprise) that consists of two or more
establishments separated by great distances or by public rights of way, LANs may
include products that use public switched networks to provide remote connections
between LAN segments located in separate establishments.

LAN segments may be interconnected in many different ways to form networks.

¢ Mesh

A mesh network provides multiple paths through intermediate LAN segments
between a source LAN segment and a destination LAN segment.

¢ Hierarchical

A hierarchical network provides only one path through intermediate LAN
segments between a source LAN segment and a destination LAN segment.

Eridge DY l'gg
A
LAN L_ LAN LAN LAN

Segment 1 Segment 2 Segment 1 Segment 2

Bridg Bridg

LB N 5

Bridgej BridgeJ
D D
LAN IBridge K:\N
Segment 3 Segment 4 | E Segment 4
Hierarchical Netwoer Mesh Network

Figure 1-2. Hierarchical and Mesh Network Configurations
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A hierarchical or mesh topology can include a central or backbone LAN segment to
which multiple LAN segments are connected. A backbone LAN segment can
provide:

¢ The shortest average path between two devices in the network
¢ The most direct path to shared devices and resources.

LAN
Segment
1
LAN
Segment
A
LAN
Segment
3

Figure 1-3. A Backbone Connection
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Hardware Components

Three categories of physical (or hardware) components are used to construct LANs
and connect stations to them.

Transmission Media

1-8

Transmission Cables containing copper wire or optical fiber.

media

Network Collections of circuitry and microcode that are installed in the
adapters and devices that use the network in order to connect a device
attachment physically to the network and to send and receive information
features over the network.

Access, These units provide one or more of the following network
translation, functions:

:‘%enerauon, Connect devices to the network

conversion ¢ Strengthen and retransmit electrical signals to allow greater
units . distances between devices or access units

* Translate information signals from one electrical frequency
to another

* Convert information signals from one transmission medium
to another.

The physical medium used to carry information between stations in a LAN is cable.
LANs can use copper wire cable and optical fiber cable.

The type of cable used in a network depends on a number of factors, including:

Data transmission rates

LAN data transmission rates vary between 1 and 100 Mbps, depending on the
type of network and the components used to construct it.

Distances

“Local” usually refers to distances of less than 10 km (6.2 mi.) either between
network units and devices or in the total length of cable used in the network.
“Extended runs” are usually greater than a few hundred feet or meters.

Electrical noise, interference, and emissions

The signals carried by copper wire are susceptible to outside electrical
interference and can emit such interference if cable shielding is insufficient.
Optical signals are immune to and do not emit electrical interference.

Signal loss (attenuation)

The characteristics of copper wire and its susceptibility to electrical
interference cause degeneration of the transmitted signal. Regeneration of the
signal to preserve data integrity can be done by the stations or by units
designed for that purpose. Optical fiber cable can carry a signal over much
greater distances than copper wire before experiencing signal attenuation.
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¢ Transmission technique

IBM LANs use two transmission techniques (see “Transmission Techniques”
on page 1-13):

— Broadband networks use analog signal technology with frequency
modulation of the signal.

— Baseband networks use digital signal technology to transmit data in
patterns of binary digits (or bits).
Media Types
The following is a list of the types of cable and their characteristics used in LANs:
* Telephone twisted-pair

— One or more twisted pairs of copper wire in the unshielded voice-grade
cable commonly used for connecting a telephone to its wall jack

— Can transmit data when the signal strength is filtered, distances are short,
and data transmission rate is relatively low

— Susceptible to electrical interference and high signal attenuation; can
radiate radio-frequency (RF) emissions

— Used for data transmission rates not greater than 4 Mbps
— Supports only baseband transmission
* Coaxial cable

— High data rates for relatively long distances

— Low attenuation

— Low RF emissions and interference susceptibility

— Supports broadband and baseband transmission

— Comes in several types, including those commonly used for CATV

¢ Shielded twisted-pair

— One or more twisted pairs of copper wire in a shielded data-grade cable
— Less interference susceptibility and RF emissions than unshielded cable
— Used for data transmission rates under 20 Mbps
— Supports baseband and broadband transmission

¢ Optical fiber

— High data rates (exceeding 100 Mbps) over longer distances than with
copper wire cable, without signal regeneration

— Immune to electrical interference and does not radiate emissions
— Very little signal attenuation

— Used for baseband transmission; can be used for broadband transmission
if time-division multiplexing (TDM) is used to distinguish frequency
channels.
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Network Adapters and Attachment Features

Attaching Devices

Each device (or station) that uses a LAN must have installed in it at least one
network adapter or attachment feature. For simplicity, the remainder of this book
refers to “network adapters” and “network attachment features or modules” as
“adapters.” An adapter consists of:

* A circuit card containing electrical components and a cable connector

* Microcode (usually on the circuit card) that controls sending and receiving
information on the network.

One or more adapters can be installed in a device by the user or at the time the
device is manufactured. One end of a cable connects to the adapter. The other
end of the cable connects to a network connection point or to the adapter of
another network station.

Software runs in the device in which an adapter is installed, in order to:
¢ Operate the device
* Generate and receive the information carried on the network
e Direct the adapter to become active on the network (attach or insert) or to
cease being active on the network (remove).
Hardware switches, hardware jumpers, or software allow the user to define
adapter functions, parameters, and options, such as:

* The name or address by which other adapters and stations on the network can
recognize this adapter and station

* The methods or functions by which the network adapter and device circuitry,
software, and microcode will exchange control and information

¢ The device and adapter resources that are needed for communication and
information (especially those that may be shared, like computer memory and
buffer space).

In order to connect to and use a LAN, a device must be able to:

e Support the complex protocols used for network communication, through
adapter and device microcode, support programs, and application programs

¢ Participate in network management and control processes, through adapter
microcode, support programs, and network application programs.

Most of the devices that connect directly to LANs are types of personal computers
or workstations, including:

¢ IBM Personal Computers

IBM Industrial Computers

IBM Personal System/2* (PS/2*) computers
IBM RT Personal Computer* (RT PC*).

IBM RISC System/6000.

Workstations can function as host computers or controllers, but they are not
designed exclusively for that purpose.
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Controllers and small host computers can also connect directly to a LAN if they can
accommodate installation of a network adapter or attachment feature and
appropriate support software.

Controllers that can connect directly to IBM LANSs include:

¢ |BM 3720 Communications Controller
e |BM 3725 Communications Controller
¢ |BM 3745 Communications Controller
¢ IBM 3174 Establishment Controller

¢ [BM 3172 Interconnect Controller.

Host computers that can connect directly to IBM LANs include:

* [BM 9370 Information System
¢ |BM AS/400*
* IBM Series/1*.

Peripheral devices (including printers, tape units, cassettes, disk drives, scanners,
and plotters) usually cannot connect directly to a LAN. They cannot accommodate
installation of a network adapter and cannot support the network protocols and
management and control functions. They require the support of a network
workstation, host, or controller to which they are connected.

Some terminals (such as System/36 or 38 terminals) and displays (including 327X
displays) designed to connect to a host computer or controller, cannot
accommodate a network adapter or support network protocols. When the host or
controller is connected to a LAN, such terminals and displays may be used to
initiate and conduct communication with LAN workstations that emulate similar
functions. A workstation with the required combination of adapters and software
can emulate the function of such a terminal, host, or controller. Device emulation
allows:

¢ Use on a LAN of applications originally written for these devices

e Communication from a workstation on a LAN with application programs that
use such a device on another type of network.

Access, Translator, Regeneration, and Conversion Units
Some LANs are constructed simply by connecting each network adapter to its
neighbors with cables. Either the last station connects to the first one to complete
the physical path, or the two end stations contain a means to “wrap” or
“terminate” the connection. No other hardware components are required to
enable communication on the network.

Most LANs, however, use additional pieces of hardware to provide physical
connection points to the network adapters and to provide signal conversion,
translation, and regeneration. These pieces of hardware include:

* Access units

Access units provide connectors for the opposite ends of the cables that are
connected to network adapters. They can serve as wiring concentrators,
providing a central connection and switching point (as is done in star-wired
networks). Some types of access units can also be connected to one another
to allow more devices to use a network. Some access units may also provide
intelligence and can aid in problem determination, access management, and
security.
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Transceivers, extenders, splitters, and couplers are other types of hardware
used to provide direct access to a network and to increase the number of
adapters that can connect to a network.

Modems, private branch exchanges, and other types of telecommunication
equipment provide access to public switched networks from LANs. Devices on
the LANs can then communicate with devices on wide area networks (WANs)
and on remote LANSs. '

Translator units

Networks that use more than one signal frequency require a translator unit to
allow communication between frequencies. Stations on networks using
broadband transmission often use one frequency for sending information to the
network and another frequency for receiving information from the network.
This allows simultaneous sending and receiving at a station, but requires a
translator unit at some point in the network to convert the sending signal to the
receiving frequency.

Some translator units handle only one pair of frequencies. Other translator
units can handle two or more frequency pairs, allowing devices using different
frequency pairs to use the same transmission medium. Most translator units
convert signals only between the sending and receiving frequency of a pair,
not between different pairs. Multiple frequency pairs can share the same
network, but communication cannot occur between them unless a bridging
product is used in the network to connect different frequency pairs.

Regeneration units

Some LANSs require the signal to be regenerated or repeated periodically to
preserve data integrity. The stations on these networks usually have the
function to regenerate the signal before they send it to the next station.

If the distance between two stations or access units is greater than the
maximum allowed to preserve the signal, a piece of hardware (such as a
repeater) is used between the two stations or access units to regenerate the
signal. The maximum distance allowed between stations is thereby increased.

Conversion units

Converters make it possible to use copper wire and optical fiber cables in the
same network. Converters change an electrical signal from a copper wire into
a light signal on an optical fiber and vice versa.

Optical fiber is generally used over long distances between access units to
allow for higher data rates and less signal loss. Copper wire cable is usually
used between adapters, and between an adapter and an access unit.
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Data Transmission
A LAN transmits information over the network physical media at a rate between 1
and 100 Mbps. Information is always transmitted at the same rate on a given LAN
segment. The network adapters and cable types used in a LAN segment determine
the rate at which the LAN segment can carry information.

The IBM PC Networks (Broadband and Baseband) transmit data at 2 Mbps. The
IBM Token-Ring Network transmits data at 4 or 16 Mbps, depending on the type of
adapter used. Ethernet networks transmit data at 10 Mbps. MAP LANs transmit
data at either 5 or 10 Mbps depending on the hardware used.

Transmission Techniques
IBM LANs use three techniques to transmit information as signals over the physical
medium (or cable): broadband, baseband, and carrierband.

¢ Broadband transmission

Broadband transmission uses radio frequency modems to generate analog
signals of multiple frequencies on the same physical medium. The cable
bandwidth is divided into frequency ranges or channels (through Frequency
Division Multiplexing or FDM), allowing multiple transmissions to occur in the
same cable and in both directions at once. Users can share each channel by
using it during allocated time slices (Time Division Multiplexing or TDM).
Voice, data, and video signals can share a single cabling system. Only devices
using the same range or channel can communicate with each other unless the
network includes equipment to translate signals from one frequency range to
another.

e Baseband transmission

Baseband transmission generates a single signal on the transmission medium
without the use of modems. Users share the channel through TDM. Each user
accesses the entire bandwidth during his time slice.

e Carrierband Transmission

A carrierband transmission is a frequency band in which the modulated signal
is superimposed on a carrier signal (as differentiated from baseband), but only
one channel is present on the medium (as differentiated from broadband).

Media Access Methods
IBM LANs use variations of two basic methods to access the network physical
medium: contention and token-passing.

Contention

The IBM PC Network Broadband and the IBM PC Network Baseband (and the
Ethernet/IEEE 802.3 LANs) use the carrier sense multiple access with collision
detection (CSMA/CD) method of contention.

Each station continually senses the carrier or signal on the bus to determine
whether another station is transmitting. If no other station is transmitting, a station
can begin its transmission and risk that another station will also begin to transmit
at the same time.

If two stations do begin simultaneous transmission, their transmissions will collide
on the medium. Each station detects that a collision has occurred, stops
transmitting data, sends out a temporary jamming signal, waits a random length of
time, and attempts the transmission again.
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Token-Passing Ring
A token is a unique sequence of bits in 3 bytes transmitted on the LAN segment.
The token consists of a start delimiter, a control field, and an end delimiter.

Token-passing rings transmit data in only one direction on the network. A station
that is ready to transmit information must wait until it receives the token. The
station inserts data and control information into the token to convert the token bit
pattern to a frame, and transmits the frame over the network. The control
information includes routing addresses and frame checking information.

The receiving station copies the frame from the network, marks it as received, and
returns a copy to the sending station. The sending station removes the frame from
the network and sends out a new token onto the network. The IBM Token-Ring
Network uses a token-passing ring.

Most LANs that use token-passing allow only one token or one frame to circulate
on the network at a time. The IBM Token-Ring Network 16/4 adapters support a
data transmission rate of 16 Mbps and provide the Early Token Release function,
which allows one token and one or more frames to circulate at the same time.
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Network Architecture

The hardware components and physical media in a LAN provide the connection or
vehicle over which communication takes place.

The use of that vehicle to accomplish an orderly exchange of information on a
network further depends on the use of a common network architecture: a standard
structure and set of operating principles for network access, function, and
management.

Such a structure and set of operating principles can be represented in a reference
model, which:

Divides the tasks to be accomplished in communication on a network into
groups, or layers

Describes the tasks that each layer is to accomplish

Describes the exchange of information that needs to occur between the layers.

Reference models for networks are:

The IBM Systems Network Architecture (SNA) Reference Model

IBM developed SNA for WANs connected to System/370 hosts. SNA is a
proprietary seven-layer architecture.

The International Standards Organization (ISO) Open Systems Interconnection
(OSI) Reference Model

The Open Systems Interconnection (OSI) Reference Model:

— Outlines the tasks performed at seven levels or layers of network
communication and management

— Defines the relationship of each user to the system.

The OSI Reference Model is similar to the SNA model and includes WANs and
LANSs.

The MAP task force under the leadership of General Motors defined a uniform
set of protocols. MAP uses the OSI reference model as a basis for their
architecture.

The Institute of Electrical and Electronics Engineers, Inc. (IEEE) 802 Reference
Model

The IEEE established Project 802, a group of committees working on LAN
standards. The IEEE 802 Reference Model specifically defines two layers for
LANSs that correspond to the two lowest layers of the SNA and OSI Reference
Models. Although the IEEE 802 Reference Model considers the five higher
layers for LANs, the precise definition of these layers depends on the
interfaces and protocols being used by an application program on the network.

XEROX, Intel, and Digital Equipment Corporations jointly defined the Ethernet
specification. The current revisions of the IEEE 802.3 standard and the
Ethernet specifications are compatible.

The table on page 1-16 summarizes the reference models. The sections following
the table describe layers, protocols, and interfaces in more detail.
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Table

1-1. Conceptual Summary of Network Architecture Reference Models

SNA

osi

MAP

Transaction Services

Presentation Services

Data flow control

Transmission Control

Path Control

Application and end-user services
(IBM Office Architecture - DIA,
SNADS)

Configuration, session, and
management services

Representation of data (application,
end user, systems)
Program-to-program protocols
Conversation-level communication
between transaction programs

Flow control for LU-LU sessions
Protocols, sequence numbers,
request/response correlation

Transmission resource control
Verifies sequence numbers
Manages session level pacing

Message routing protocols
SNI protocols

Application layer

* User access to lower functions
¢ Semantic changes between
applications

Presentation Layer

* Representation of user or system
data

* Conversions and code translation
(printers; ASCII/EBCDIC)

Session layer

* Mechanisms for structuring the
interaction between applications
and/or devices

Transport layer

* End-to-end data transfer
(transparent, reliable)

Network layer

* Network addressing and routing
* Message unit segmenting, blocking,
and sequencing

Application Layer

* |SO FTAM (DP) 8571 File Transfer
Protocol

* Manufacturing Messaging Format
Standard (MMFS)

¢ Common Application Service
Elements (CASE)

Presentation Layer
NULL (ASCIl and Binary Encoding)

Session Layer

Network Layer

(SNDCP)

Transport Layer
ISO Transport (IS) 8073 Class 4

ISO Session (IS) 8372 Basic
Combined Subset and Session
Kernel, Full Duplex

I1SO Internet (DIS) 8473 Connection-
less and for X.25— Subnetwork
Dependent Convergence Protocol

SNA IEEE 802

0osi

MAP

Ethernet

Data link control

Physical control

Link level flow .
control and error .

LLC sublayer

recovery -CSMA/CD fer data between
Physical link -Token-passing bus network entities
message transfer -Token-passing * Detect (correct)
protocols ring errors in physical

Physical layer

Transmission ¢ CSMA/CD media * Physical trans-
media interface * Token-passing mission on com-
Electrical bus media munications link
characteristics for * Token-passing ¢ Mechanical,
attachment ring media (IBM electrical,
physical Cabling System) functional,
connections procedural
standards to
access the

Data link control layer

MAC sublayer

Data link layer

* Functions and
protocols to trans-

layer

Physical layer

physical medium

Data Link Layer

1SO Logical Link
Control (DIS)
8802/2 (IEEE
802.2) Type 1,
Class 1

Physical Layer

ISO Token
Passing Bus (DIS)
8802/4 (IEEE
802.4) Token
Passing Bus
Media Access
Control

Data Link Layer

Control
information
allowing for
transfer of data
between devices
on the network
Link management

Physical Layer

Data encoding
Channel access
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Each layer of a reference model is assigned certain tasks in the operation of a
network. The tasks are performed by the programs, microcode, and circuitry in
network stations, and by the components and media that form the network.

The reference models define the protocols and interfaces required to accomplish
the tasks in each layer and to exchange information with the other layers.

Interface A set of verbs or commands and a control block structure through which
to express them.

The verbs or commands indicate the tasks requested and convey
parameters, identification, and instructions needed to accomplish the
tasks.

Protocol A set of rules for the sequencing and interaction of behavior and events
which must occur to accomplish the tasks requested by a verb or
command.

Support programs, operating systems, subsystems, application programs, and
microcode use:

* The verbs, commands, and control blocks to initiate the tasks assigned to each
layer of the reference models

* The protocol rules to execute the verbs or commands; that is, to perform the
sequence of events and behaviors required to accomplish the requested tasks.

Although it varies with each network and with each reference model, typically:

¢ Application programs and appiication programming interfaces (APis) provide
the functions to accomplish the tasks of the Application and Presentation
layers, including

— User interfaces such as panels, menus, and key functions
— Printer and graphics code sets, character fonts, and character conversion

* Operating systems and interface programs handle the tasks of the middle three
layers, including

— Establishment, management, and termination of sessions or conversations
between network users

— Management of program and device resources

¢ Adapter microcode, support programs, and the physical network transmission
media accomplish the tasks of the physical and data link layers, including

— Actual physical transfer of data from one device to another on the network
— Detecting and presenting network status and error information.

Communication between two devices on a network can occur when programs are
loaded and running in the correct combination and sequence in each device. The
programs must use the same protocols and interfaces, or must provide conversion
between different protocols and interfaces.

Some standard protocols and interfaces have been developed for use in LANSs.
Some of the protocols and interfaces that were originally written for WANs have
been adapted to use on LANs and to allow communication between the different
types of networks. “Protocols and Interfaces” on page 1-19 describes some of the
protocols and interfaces used on IBM LANs.
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Architecture and Network Administration
As network administrator, your main concern with architecture reference models is
to make sure that the correct combination and sequence of programs run in each
device to provide the required protocols and interfaces for network communication.
Some knowledge of the functions of the layers can also help in problem isolation
on the network.

A detailed understanding of the functioning of layers, various protocols, and

interfaces is necessary only to those who need to write programs and interfaces
that are used on the network with or instead of purchased programs.
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Protocols and Interfaces

Each reference model defines one or more protocols and interfaces for the
accomplishment of the tasks assigned to layers of the model.

In a set of standards for LANs, the IEEE 802 Project committees define two layers
of protocols and interfaces, and describe the interface between the data link
control layer and the network layer:

e |EEE 802.1 — Higher Level Interface (overview, architecture, addressing,
internetworking, and network management) Standard

* |EEE 802.2 — Logical Link Control
* |EEE 802.3 — CSMA/CD Access Method and Physical Layer Specifications

* |EEE 802.4 — Token-Passing Bus Access Method and Physical Layer
Specifications

* |EEE 802.5 — Token-Passing Ring Access Method and Physical Layer
Specifications.

The IEEE 802 Data Link Control Layer
The data link control (DLC) layer of the IEEE 802 Reference Model provides the
protocols and interfaces required to:

¢ Attach a device to the network and remove a device from the network
e Send information onto the network and receive information from the network

* Exchange data and control information with the higher level interfaces and
protocols that support network application programs.

The DLC layer is divided into two sublayers:

¢ Logical link control
¢ Medium access control.

The Logical Link Control Sublayer
The logical link control (LLC) sublayer of DLC controls and schedules the exchange
of message units between two devices over the network.

For sequential connection-oriented data transfer, LLC uses sets of resources and
data link protocols called /ink stations to:

* Transfer message units in the correct sequence
¢ Acknowledge to the sender that message units were received correctly
* Retransmit message units if errors occurred during transmission.

For non-sequential connectionless data transfer, LLC provides a user datagram
service for broadcast and datagram message units. Message receipt is not
acknowledged and no transmission error recovery is provided.

The Medium Access Control Sublayer
The medium access control (MAC) sublayer of DLC controls routing of information
between LLC and the physical network. MAC protocol functions include:

* Adapter address recognition
* Copying of message units from the physical network
¢ Message unit type and format recognition
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Message unit verification and status generation

Routing of message units within the device for processing
Physical medium access method management

LAN segment and adapter status reporting.

The MAC sublayer contains the protocols for the media access methods used by
LANs. IBM has implemented the token-passing ring method and a proprietary
version of the CSMA/CD method in its LANs. (See “Media Access Methods” on
page 1-13.)

Network Adapter Support
IBM LAN adapters provide two levels of communication with support programs and
application programs:

* The direct interface defines a set of commands used by programs to handle:

— Basic adapter functions (the ability to open and close an adapter, obtain
error status, and set addresses, for example)

— Transmission of frames directly without LLC protocol assistance.

¢ The DLC interface defines command control blocks (CCBs) that specify
commands, parameters, and control information for the two types of
communication provided by the LLC sublayer:

— Connectionless communication (through the DLC service access point
interface) between devices, providing no guarantee of delivery. These are
primarily datagram and broadcast messages.

— Connection-oriented services (through the DLC station interface) using LLC
protocol. This is reliable data transfer, with acknowledgment and
retransmission if desired.

Network adapter hardware and microcode implement functions defined in the
physical layer and the MAC sublayer. Adapter microcode and adapter support
software provide MAC sublayer and LLC sublayer functions.

Application programs can be written to communicate directly with network
adapters. However, the use of adapter support programs can free the application
program from such responsibilities as handling basic adapter functions, moving
data between computer memory and adapter shared random access memory
(RAM), and handling interrupts to transfer processing control between the adapter
and the device.

The IEEE 802 Physical Layer

The physical layer in IBM LANs consists of cabie, cable connection points, and
physical circuitry used to:

¢ Connect a device to the network

* Encode, transmit, and react to signals on the network

¢ Provide the master clock for network timing requirements
Provide the phantom circuit for network attachment voltage.
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Higher Layer Protocols and Interfaces
The IEEE 802 Reference Model supports the use of a number of different higher
layer protocols and interfaces. Some were developed for LANs. Others are
adaptations of protocols and interfaces used on WANs or for specific devices. The
higher layer protocols and interfaces supported by IBM LANs are described in the
following section.

NETBIOS
The Network Basic Input/Output System (NETBIOS) interface is a message
interface used on LANs to provide message, print server, and file server functions.

The following products provide NETBIOS interface support for programs that run in
IBM LAN workstations:

¢ IBM LAN Support Program
¢ IBM 0S/2 Extended Edition.

NETBIOS control block and command formats, contents, and sequences are
discussed in the IBM Local Area Network Technical Reference.

SNA
Systems Network Architecture (SNA) supports three types of data link control
protocols:

¢ System/370 or System/390* data channels

Data channels are direct physical connections between two hosts or between a
host and a device.

¢ Synchronous Data Link Control (SDLC)
SDLC is a set of data link protocols that:

— Conform to subsets of the Advanced Data Communication Control
Procedures (ADCCP) of the American National Standards Institute (ANSI)
and High-level Data Link Control (HDLC) of the ISO.

— Manage synchronous, code-transparent, serial-by-bit information transfer
over a link connection independently of the type of physical link.

A link connection is the physical link between two devices. The
configuration of the link connection may be point-to-point, multipoint, or
loop. Transmission exchanges may be duplex or half-duplex over switched
or nonswitched links.

Telephone lines, microwave links, and other voice-quality communication
media can use SDLC protocols.
¢ |EEE 802.2 DLC connection-oriented data transmission

SNA applications on the IBM Token-Ring Network use the error recovery
sequencing, and flow control of the LLC sublayer connection-oriented data
transfer.
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NCP Network Token-Ring Interface (NTRI)

The Network Control Program (NCP) contains support to allow the IBM 3725, 3720,
and 3745 Communications Controllers to attach to the IBM Token-Ring Network.
The NCP NTRI supports the exchange of data between application programs on the
IBM Token-Ring Network and those in an SNA host computer.

APPC

Advanced program-to-program communications (APPC) describes the protocols
used by programs in separate hosts or workstations to communicate with each
other in the execution of a unit of processing called a transaction.

Versions of APPC for several IBM hosts and workstations provide a common API to
transaction programs using the SNA logical unit (LU) 6.2 program-to-program
interface.

Device Emulation
Device emulation allows one type of device to function as though it were another
type of device.

IBM LAN workstations can use emulation adapters and software to emulate
functions of terminals, displays, and controllers. The workstations can run
application programs originally written to run in a host to which such terminals,
displays, and controllers are connected. Users of the workstations can initiate and
conduct communication between the workstation application programs and
application programs in such a host. The host may access the LAN through a
direct connection to the network or through connection to an intermediary network
device (such as a controller or a workstation emulating a controller).

TCP/IP

Transmission Control Protocol/Internet Protocol (TCP/IP) is a set of
telecommunication standards introduced by the U.S. Department of Defense.
Because TCP/IP has been implemented by IBM and many other companies, it
provides a common interconnection to link a variety of different products. TCP/IP,
when used in an IBM virtual machine (VM) environment, provides communication
between hosts and workstations on several LANSs, including the IBM PC Network
Broadband, the IBM Token-Ring Network, and Ethernet.

X.25 Packet Switching

X.25 packet switching is a set of protocols that defines the interface between data
terminal equipment and packet switching networks. Packet switching routes and
transfers data by means of addressed packets so that a circuit is occupied only
during transmission of a packet. Upon completion of the transmission, the channel
is available for the transfer of other packets.
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Asynchronous Communication

Asynchronous communication protocols allow LAN communication application
programs to communicate with remote non-SNA application programs and devices,
including:

Information services

ASCII host computers

ASCII terminals

Workstations not directly connected to the LAN

Devices attached to a ROLM** computerized branch exchange (CBX).

Asynchronous communication protocols used on IBM LANs include:

The Asynchronous Communication Server Protocol

LAN communication applications can use the Asynchronous Communication
Server Protocol to communicate with a server on the network, through which
connections are made to devices and applications not directly connected to the
network.

Enhanced BIOS Interface (EBI)

In an IBM personal computer, the Basic Input/Output System (BIOS) is
microcode that

— Controls basic hardware operations such as interactions with diskette
drives, fixed disk drives, and the keyboard

— Allows the user to write programs and add or remove devices without
concern for characteristics such as device address

— Can contain device or adapter diagnostic tests that execute each time the
device power is turned on or the device is reset

— Can control the remote loading of programs and files from the memory or
disk of one device into the memory of another device (Remote Program
Load).

EBI provides an enhancement to the BIOS interrupt X'14' service and an
interrupt handler for serial asynchronous communication lines. Applications
written to use the BIOS interrupt X'14' can use EBI to communicate with and
through a communication server on the network.

LAN communication application programs and remote application programs must
use compatible protocols in their communications.
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Non-IBM Networks

IBM workstations and hosts can use combinations of adapters, attachment
features, and programs to communicate with some non-IBM LANs that implement
O8I or Project 802 protocols and interfaces. Such implementations include:

¢ Manufacturing Automation Protocol (MAP)

MAP is a seven-layer architecture based on the OSI reference model. MAP
uses a broadband token-passing bus to accommodate various manufacturing
environments. The MAP model separates application programs tasks from
communications tasks, and assigns the communications tasks to the seven
layers of the model.

When running in an IBM 8232, the IBM MAP LAN Channel Support Program
enables communication between a host computer and a MAP 2.1 network.

The IBM Series/1 can be an Application Server or Communication Server on a
MAP network, to provide messaging, file server, network management, and
host communication functions.

The IBM 3172 Interconnect Controller can connect to a MAP network to provide
communication between a MAP network and an IBM host.

For more information about MAP, see Chapter 5.
¢ Ethernet/IEEE 802.3

Ethernet and IEEE 802.3 LANs are baseband bus networks that use CSMA/CD
to access the bus. IBM LAN products that connect to or communicate with
Ethernet/IEEE 802.3 networks include:

— IBM LAN Channel Support Program (IBM 8232)
— TCP/IP

— IBM RT PC, running Advanced Interactive Executive* (AIX*) and SNA
application programs

— IBM Local Area Network Support Program, Version 1.2
— |IBM 8209 LAN Bridge.
For more information about Ethernet/IEEE 802.3 LANs, see Chapter 6.
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IBM LAN Network Addressing

Just as we use our names and mailing addresses to identify us to the postal
service when we send and receive letters, the programs and adapters that use a
LAN must be able to identify each other in order to communicate and exchange
information.

There are two major categories of addressing in LANs:

Adapter addresses identify each unique adapter or groups of adapters on the
network.

Names or addresses identify application programs, support programs, and
interfaces to each other on the network.

Network Adapter Addresses
Communication between adapters on an IBM LAN requires that each adapter can
be recognized by a unique 12-digit hexadecimal address.

Most adapters used in stations on the network have a 12-digit hexadecimal
unjversally administered address that is permanently encoded in the adapter’s
microcode when it is manufactured. The universally administered address can be
overridden by a 12-digit hexadecimal locally administered address that you assign.

Some types of network adapters and attachment features do not have universally
administered addresses. For those adapters, you need to assign a unique locally
administered address to each adapter. The format you must use may contain
fewer than 12 hexadecimal digits, or decimal digits only, or some other character
pattern. Other adapters that communicate with an adapter requiring a specific
address format may also need to have locally administered addresses assigned
that are compatible with that specific format. A support program or the adapter
microcode will convert the character pattern to 12 hexadecimal digits for use on
the network.

The documentation packaged with devices, adapters, and programs explains the
address formats and values used by and required for each adapter.’

1 The universally administered address is referred to in IBM LAN publications by the following terms: the
permanent address, the permanent node address, the local node address, the node address, the individual
address, the specific address, the adapter ring address, or the “burned-in” address. The locally administered
address may be referred to as the local node address, the node address, or the individual address.
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Adapter Address Formats

BYTE

BIT

Figure

BYTE
BIT

Figure
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01234567

In addition to universally and locally administered (individual) addresses, most
network adapters also support the use of group addresses, functional addresses,
and broadcast addresses. This section describes the purpose and format of each
type of address.

Universally Administered Addresses

A universally administered address is permanently encoded in the microcode on
an adapter when it is manufactured. Blocks of these addresses are assigned to
each manufacturer by the IEEE; each address in a block contains a block
identification code. The manufacturer is responsible for assigning an address from
one of those blocks to each adapter, and ensuring that the address on each
adapter is unique. Universally administered addresses consist of 12 hexadecimal
digits.

The “Block identifier” field contains the block identification code assigned to the
block of addresses by the IEEE.
012345670125 “isel01254557/01254567
01234567/, 01234567{01234567|01234567/01234567

| | | | | |

012345617

L Block Identifier ]

—> '0’B = Universally Administered
'0’B = Individual Address

1-4. Universally Administered Address Format

Locally Administered Addresses
Most network adapters allow you to assign your own 12-digit hexadecimal locally
administered address to override the universally administered address encoded on
an adapter. You must make sure that each locally administered address you
assign is unique in the network.
1 2 3 4 5
|01 234567‘01 234567'01 234567!01234567‘01234567‘

| | | | | |

Recommended - Range: 0000 0000 Through 7FFF FFFF ———— |
all zeroes

1"B = Locally Administered
'0’B = Individual Address

1-5. Locally Administered Address Format

The 12-digit locally administered addresses for IBM LAN adapters can be in the
range X'4000 0000 0000' through X'4000 7FFF FFFF', although some devices and
application programs limit the addresses they can use to a smaller range (for
example, only decimal digits, making the highest valid value X'4000 7999 9999').
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Some network adapters and attachment features allow or require you to specify
locally administered addresses that do not contain 12 hexadecimal digits. The
formats and ranges of these addresses vary depending on the programs and
adapters that use them. These addresses are generally used by devices and
programs that were not originally designed for use by IBM LANs, but have
enhancements added to allow them to connect to LANs. An address in the format
and range originally used by the programs in a device is usually assigned, and a
conversion occurs to make the address compatible with other LAN addresses. For
example, if an 8-character alphanumeric address was originally assigned, the use
of that address on a LAN may require that the 8 characters be restricted to
hexadecimal digits in the range X'0000 0000' through X'7FFF FFFF'. This allows
4000 to be appended to the front of the 8 characters to create a 12-digit locally
administered address.

The use of a locally administered address to override the universally administered
adapter address may be indicated to an adapter in several ways, including:

* As a parameter in the command used to load adapter support code

¢ As a parameter in a configuration file read by a program as it is loaded

¢ |n a command sent to the adapter by an application program or support

program.

You might choose to use locally administered addresses to more easily:

¢ ldentify adapters, by assigning sequential values to related groups of adapters

¢ I|dentify use of a device or an application program, by assigning values that
have significance in your establishment (such as location, cabling, user, or
application program identifiers)

¢ Associate names and addresses on the network, by assigning compatible
values to the locally administered address and to the name or address used to
identify an application program, support program, or interface on the network

* Replace adapters, without having to modify programs or rerun system or
subsystem generations for programs that recognize adapter addresses.

The documentation packaged with each adapter, program, or interface should
indicate whether locally administered adapter addresses can be used by the
program or interface.
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Group Addresses
LAN adapters that support group addresses, let a program or interface send a
single broadcast or datagram message that will be received by all attaching
devices having the same group address. The same message does not have to be
sent to each adapter individually.
B o1 23% s67l012345067/0125as587001 25 56701254567
BIT |101234567|01234567/01234567/01234567/01234567/{01234567

I | | | | | |
It

Figure 1-6. Group Address Format

Locally Administered
Group Address

Functional Addresses
A functional address is a special group address that allows:

* Programs and interfaces to request a particular service from another program
or interface

¢ The adapter used by a providing program or interface to recognize the request
for the service.

Programs and interfaces written for LANs enable the functional address on the
adapter they are using to indicate the services they can provide to other programs
and interfaces on the network. Programs and interfaces wanting to use those
services specify the appropriate functional address in the requesting frame,
instead of a specific adapter address. Any adapter on the LAN segment that can
provide the service will read the frame, recognize the address, and pass the frame
to the program or interface providing the service.

The functional address contains a variable bit pattern, with each bit representing a
different service. Each provider of a service can set the bit assigned to that
service, leaving unchanged the bits that have already been enabled by other
providers of services in the same device. Some bits (functional addresses) are
permanently assigned to certain services provided by programs and interfaces that
you can purchase. Twelve bits are available for assignment by the programs and
interfaces you might write.

M Jo 125 isorlorasaserlorassserlorasaserorasaser

BIT 01234567|]01234567/01234567|/01234567|/01234567/01234567

1 | o | | | l
‘; Function Bit Pattern I
Locally Administered Functional Address

Group Address

Figure 1-7. Functional Address Format
The IBM Token-Ring Network Architecture Reference and the IBM Local Area

Network Technical Reference explain the use, format, and bit assignments of
functional addresses.
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Names and Addresses
Most application programs, support programs, and interfaces are identified for
communication and data exchange by means of one or more assigned names or
addresses.

Communication between two application programs on a network occurs as follows:

1. The sending application program prepares a message for the receiving
application program, containing the receiver’s name or address.

2. The sender passes the message, usually through a support program or
interface, to its adapter.

3. The support program or interface and the adapter associate the receiver’s
name or address with the address of the receiver’s adapter.

4. The sender’s adapter sends the message around the network to the receiver’s
adapter.

5. The receiver’s adapter and support programs or interfaces determine the
receiving application program’s name or address from the message.

6. The receiver’s adapter passes the message to the receiving application
program.

Thus, the application program does not usually need to put adapter addresses in
its messages. One of the functions of the support programs and interfaces is to
associate an adapter address with a sending or receiving application program.

Generally, each program or interface contains a table or list of:

* The name or names by which it and its functions or services are identified by
other programs and interfaces on the network

* The name or names by which it can identify other programs and interfaces on
the network, and their functions or services.

Most names can be recognizable words or combinations of letters and numbers.
Some programs can use the device’s network adapter address as an identifying
name. Other programs require names of a specific format or convention, which is
different from adapter addresses. A table or list is also used to correlate a
program name with the address of the adapter the program uses to communicate
on the network. Many of these programs or interfaces provide a function or file
with which you assign the required names to create the lists or tables.

You must determine from the documentation packaged with each program or
interface the required format for the names and addresses, and how to assign
them. As you determine the types of addresses to be used in the network, you
must make sure that addresses are compatible between the communicating
programs and interfaces:

* On the same LAN segment
¢ Across connected LAN segments
¢ Between LAN segments and other types of networks.

Programs and interfaces that allow communication with other types of networks

particularly need careful consideration, so that the names and addresses assigned
are compatible on both networks.
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Ethernet Addressing

Ethernet provides for universally administered, locally administered,
network-specific, functional, and multicast addressing. Universally administered
addressing is described in “IBM LAN Network Addressing” on page 1-25.

Ethernet Universally Administered Adapter Addressing
The XEROX Corporation provides blocks of addresses for use in Ethernet adapters.
Each Ethernet adapter has a unique 48-bit universally administered address
assigned to it at the time of manufacture.

Ethernet specifies the use of 48-bit addresses. (IEEE 802.3 allows either 16-bit or
48-bit addresses.)

Ethernet Locally Administered Adapter Addresses
The IBM LAN Support Program, Version 1.2 and some network applications allow
you to override the universally administered address with a locally administered
address that you assign.

In communication with hosts and controllers through gateway workstations, there
may be a requirement for adapter addresses to be assigned in a certain format or
in a certain range of characters.

The documentation packaged with devices, adapters, and programs explains the
address formats and values used by and required for each adapter.

Network-Specific Addressing
For local addressing, each station is assigned a unique number within the network.
However, this local address could be the same as the local address for another
station on another network. In the case of interconnected networks, a unique
network identifier must be included.

Note: Ethernet does not specify how the 48 bits of the address are used.
Network-specific addressing is possible, but the higher level network layers must
implement it.

Ethernet Multicast Addressing
Ethernet supports the use of multicast addressing. A multicast address is
associated with a group of stations. A multicast address is identified by the value 1
in the first bit of the address.

Stations have multicast mode either on or off. If it is on, the station accepts any
frame with multicast addresses. As with network-specific addresses, it is the
responsibility of higher level network layers to determine if the station is part of the
group for a particular multicast address.

Broadcast Addressing
Ethernet supports broadcast addresses. An address consisting of all 1 bits is
defined as the broadcast address. Frames containing the broadcast address are
received by all stations.
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Names and Addresses

One or more assigned names or addresses identify most application programs,
support programs, and interfaces for communication and data exchange.

Most names can be recognizable words or combinations of letters and numbers.
Some programs can use the device’s network adapter address as an identifying
name. Other programs require names of a specific format or convention, which is
different from adapter addresses.

Support programs and interfaces often use a table or list to associate an adapter
address with a sending or receiving application program name or address. Many
of these programs or interfaces provide a function or file with which you assign the
required names to create the lists or tables.

You must determine from the documentation packaged with each program or
interface the required format for the names and addresses, and how to assign
them.

MAP Addressing

Since a single universal addressing standard does not exist, MAP has adopted an
approach allowing the use of different address formats. The MAP address
structure is shown in Figure 1-8. The first byte of a MAP address is a value that
identifies the particular format used for the address. The network ID portion
identifies a domain or area. The domain or area can consist of a collection of
networks. The primary subnet ID in combination with the network ID identifies the
specific network. The end system address portion identifies a process
communicating at the network level on a particular device. For a network
implementing the IEEE 802.2 LLC standard, this part of the address consists of the
MAC address, the link station identifier, and a network user identifier.

Authority
and
Format ID

Primary
Network ID Subnet ID End System Address

Figure 1-8. MAP Address Format
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Network Management

Every station that connects directly to a LAN must have the capability to support
network protocols and participate in network control and management. There is no
built-in central point of control for a LAN or segment. A network user or
administrator must depend on the programs and operating systems running in
each network station to detect and report station, program, adapter, and network
status and error conditions.

Workstations that have a display and hosts that have a display or console can
present messages and codes to indicate status and errors. Devices that cannot
communicate so easily with a user or operator (for example, a controller) usually
pass their information to a program in a host or workstation that does have a
display or console for presentation.

Network adapters exchange information about their own status and the status of
the network. The application programs and operating systems running in each
station collect and report:

¢ [nformation about their own operating status and error conditions
* The operating status of the device in which they are running
¢ Status and error information received from network adapters in the stations.

IBM has developed some network application programs to help you manage LANs
more easily and efficiently. Although these programs do not provide status and
error information about the programs running in other stations or about the devices
using the network (other than their own), they provide a more centralized means of
obtaining:

* Network and adapter status for one or multiple LAN segments

* [ogs, traces, and error indicators to use in network problem isolation and
resolution

¢ Performance and utilization information to help in evaluating network traffic
flow and distribution.

Network Management Programs

1-32

Most IBM network management products provide one or more of the following
capabilities:

* Collect, log, and display network and adapter status and error information

* Execute operator commands to remove malfunctioning adapters from the
network

* Report network and adapter status to network management functions at a host.

Some LAN management programs collect information only for the LAN segment to
which they are connected. Others can provide information for multiple LAN
segments connected by bridging products. Most IBM bridging products collect and
display status and error information for the bridging station, the bridging product,
and the two LAN segments connected by the product. Most IBM bridging products
can pass status and error information to LAN management programs with which a
communication link has been established. For LAN segments that contain
connections to System/370 or System/390 hosts, some LAN management programs
can send alerts to the host, if the host is running the NetView* program. An alert is
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an indication of a problem or an impending condition that, if not corrected, will
soon result in a problem on a portion of the network.

Trace, Performance, and Utilization
Some IBM bridging products:

* Provide performance counts and statistics to help you evaluate the traffic flow
through a bridge

* Report status, performance, and error information to network manager
programs.
Other IBM programs include functions to:

* Trace and count frames and bytes sent over a LAN segment
* Present LAN segment utilization in graphs, panels, or tables.

Network and Adapter Status
Network adapters exchange information about their own status and the status of
the network, which can include:

* Notification that an adapter has become active on the network
* Notification that an adapter has ceased being active on the network

* Detection by one adapter of a possible problem with an active adapter adjacent
to it on the network

e Detection by an adapter of a network error condition (such as a malfunctioning
hardware component or excessive soft errors)

* The condition of the signal carried by the network physical medium.
The network and adapter status differ slightly for each type of LAN. Chapter 2,

Chapter 3, and Chapter 4 describe the status presented for each type of IBM LAN.
Chapter 5 and Chapter 6 describe the status presented for some non-IBM LANs.
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Problem Determination and Resolution

Recognizing, isolating, and resolving problems on a LAN involves:

1-34

Determining that there is a problem
Indications of problems on a LAN can come from four main sources:

— A network user report that a device or application program is no longer
working, is not working normally, or is indicating an error condition.

— A status or error indicator from a LAN manager program or other network
application program (such as a bridging product).

— A status or error indicator from a host network management tool and call
to you from the host operator.

— Analysis of trace, performance, and utilization information.
Determining the nature of the problem

Reported symptoms and status and error information will help you determine
the type or nature of the problem. The nature of the problem usually indicates
the tools and procedures to use to isolate and resolve the problem.

You will need to determine:

— Whether the problem is a hard or soft error, a hardware or software error,
or a user error.

— What portion and component of the network is having the problem; a user,
a program, a device, a network adapter, or another network component.

Using the required tools and procedures to resolve the problem

— Users may require instructions or other assistance in use of programs and
devices on the network.

— Publications packaged with programs, devices, and network components
describe actions and procedures to use to correct malfunctions.

— Diagnostic tests and trace tools help you isolate a problem to the failing
hardware or software.

— Network documentation and problem determination procedures help you
locate and repair or replace a failing network hardware component.

— Network manager programs, network application programs, and user
application programs can provide a first indication of a problem and
additional information helpful in resolving the problem.

The following chapters describe problem determination and resolution in more
detail for each LAN and in relation to the tasks of network administration:

® o o o o o

Chapter 2, “IBM Token-Ring Network”

Chapter 3, “IBM PC Network Broadband”

Chapter 4, “IBM PC Network Baseband”

Chapter 5, “Ethernet”

Chapter 6, “MAP (Manufacturing Automation Protocol)”
Chapter 11, “Network Problem Analysis and Resolution.”
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Interconnection
LAN technology provides for communication between:
¢ Devices on the same LAN segment, over the network itself
¢ Devices on different LAN segments, through bridging products
¢ Devices on the LAN and devices on another type of network, through gateways

* Devices on the network and devices not directly connected to the network,
through communication servers and other remote connections.

Bridging Products
Bridge

¢ Two networks of the same or similar architecture
¢ Two LAN segments that use the same LLC protocol, but may use the same or
different MAC protocols.

Several IBM bridging products are available that connect two LAN segments,
either two of the same type or one each of two different types.
The functions provided by bridging products include:

¢ Forwarding frames from devices on each LAN segment to the devices on the
other LAN segment

¢ Coilecting and dispiaying status and error information about the bridging
product and about the two connected LAN segments

¢ Passing product and LAN segment status and error information to network
manager programs

¢ Providing traffic flow and performance information for traffic evaluation and
problem resolution.

Chapter 15 describes IBM bridging products, including network considerations for
selecting bridge configuration parameter values. Chapter 8, “Network Planning”
discusses the placement of bridging products in a LAN.
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Gateways

Gateway A functional unit that connects:

¢ Networks that use different network architecture
* A LAN with another network that uses different protocols.

Gateway connections from IBM LANs are usually to WANs that use SNA or to
asynchronous or ASCIl hosts. Some use the NETBIOS interface; some use device
emulation. IBM LAN gateway connections are usually provided as a function or
feature of a program running in the gateway device. The gateway connection can
be a direct connection between the LAN device and the host or other network, or
the gateway connection can include a remote connection over a
telecommunications link or public switched network.

Chapter 16 describes programs and devices that provide gateway functions on
IBM LANs.

Remote Connections

Remote Connection A device on a LAN that provides a connection to:

* A device that cannot connect directly to the network
because of

— An interface that is incompatible with the network

— Incapability to support network connection and
protocols.

¢ A device that is geographically unable to connect
directly to the network, but can connect over a remote
transmission link.

IBM communication servers provide communication between workstations on a
LAN and “remote” devices that cannot connect directly to the network. The remote
devices are usually:

e Asynchronous devices
¢ ASCIl hosts
e Other workstations that are not physically close enough to connect to the

network.

The remote devices can connect directly to the communication server device or
can communicate with the server over a transmission link or public switched
network. Most IBM communication servers support communication between
applications that use the NETBIOS interface.

Chapter 16 describes IBM LAN programs that provide communication server
functions.
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Network Software

The software used in devices that connect to a LAN can be described in three
major categories:

¢ Application programs
* Operating systems and subsystems
e Support programs and interfaces.

Your primary concerns with network software are to:

¢ Select the correct combination of programs for each device to accomplish the
required work and provide the required protocols and interfaces

¢ |[nstall the programs in each device in the correct sequence
¢ Specify the addresses, names, and parameters required for operation and

communication.

Chapter 8 and Chapter 9 discuss software selection and installation.

Application Programs
Application programs accomplish the work done on the network by performing
such tasks as word and text processing, scientific calculation, graphic illustration,
database entry and management, and data inquiry and presentation.

Application programs can also provide services on the network such as:

¢ Network management

e Bridging between two LAN segments

* Messaging, server, and resource-sharing functions
¢ Network status and error information reporting.

Chapter 14, Chapter 15, and Chapter 16 describe application programs that
provide network services.

Operating Systems and Subsystems
Operating systems and subsystems:

¢ Control the operation of devices

* Control the operation of devices connected peripherally to the device
containing the operating system or subsystem

¢ Manage device and program resources
¢ Provide error and status information.
Chapter 17 describes operating systems and subsystems that run in devices

connected directly to LANs and in devices accessed through gateways and remote
connections.
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Support Programs and Interfaces
These programs can:

* Provide simplified communication between devices and application programs
that

— Use interfaces and protocols to exchange data rather than the exchange
being done directly through the adapters

— Do not use the same protocol or interface.

* Relieve application programs and operating systems of the burden of handling
basic adapter functions and communication directly with an adapter.

Chapter 12 describes programs that provide network device and adapter support.
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Overview of the IBM Token-Ring Network

The IBM Token-Ring Network uses a star-wired ring topology. The stations
physically connect to access units that electrically connect the stations together in
a logical ring. The access units act as switching and concentration points, allowing
stations logically to attach to and remove from the ring without disrupting ring
operation. The access units can be connected together to form larger single rings
up to the following maximum sizes:

¢ Up to 260 attaching devices per ring when permanently installed IBM Cabling
System cables are used

¢ Up to 96 attaching devices per ring when only patch cables are used in small
networks (instead of permanent building wiring)

¢ Up to 72 attaching devices per ring operating at 4 Mbps that contains telephone
twisted-pair cables.

For more information, consult the IBM Token-Ring Network Introduction and
Planning Guide.

Bridging products can be used to connect rings to each other and to buses to form
larger networks. Figure 2-1 highlights the IBM Token-Ring Network portions of a
composite LAN.

A device is attached to (is active on) the network when an application program
running in the device directs the network adapter to send an electrical signal to the
access unit to which the adapter is connected. The device is removed from the
network (not active, but still physically connected by a cable to the access unit)
when the application program directs the adapter to cease sending the electrical
signal to the access unit.

Hardware Components
Cable connects attaching devices to access units and access units to one another.
The IBM Token-Ring Network can use any of the cable types specified in the IBM
Cabling System, including telephone twisted-pair media and optical fiber cables.

Access units allow devices to attach to a ring. Each IBM 8230 Token-Ring Network
Controlled Access Unit connects up to 80 stations. Each IBM 8228 Multistation
Access Unit connects up to eight stations. IBM 8230s and IBM 8228s can be
connected together to form larger rings.

Network adapters are installed in attaching devices to enable the devices to
communicate with one another on the network. Network adapters (and attachment
features) provide the cable connector used to connect a station to an access unit,
and control the station’s transmission and receipt of information on the ring. Each
station that directly connects to an access unit must have an adapter installed in it.

The type of adapters used and the adapter configuration parameter settings
determine whether a ring transmits data at 4 or 16 Mbps. See “Network Adapters
and Attachment Features” on page 2-5 for more about adapters and attachment
features.
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Access Units

Software support programs, interfaces, operating systems, and subsystems
provide functions such as:

¢ Protocol conversion
¢ Adapter or feature configuration

* Association between application program addressing and adapter or feature
addressing

¢ Network access.

Part 3 of this manual describes support programs, interfaces, subsystems, and
operating systems used by IBM Token-Ring Network attaching devices.

Remote Program Load (RPL) Modules can be installed by the user on workstation
adapters to enable programs and files to be sent from one workstation and loaded
into the memory of another workstation without the use of a disk or diskette at the
receiving workstation. The user must write the programs that accomplish the
sending and receiving of programs and files between the workstations.

Repeaters and converters increase the geographical coverage of the network.

¢ The IBM Token-Ring Network 8218 Copper Repeater compensates for cable
and access unit attenuation by regenerating the signal on copper wire cables
that connect access units (on 4-Mbps LAN segments only).

¢ The IBM Token-Ring Network 8219 Optical Fiber Repeater

— Handles conversion between electrical and optical signals when optical
fiber is used for long distances between access units (on 4-Mbps LAN
segments only)

— Compensates for optical fiber light signal attenuation.
¢ The IBM Token-Ring Network 8220 Optical Fiber Converter
— Compensates for optical fiber light signal attenuation

— Handles conversion between optical and electrical signals when optical
fiber is used between access units on 4 and 16-Mbps LAN segments

— Can sense signal loss in the optical fiber path and switch to a backup path
without manual intervention

— Has a universally administered address and can report status and error
information to network manager programs.

Devices connected to a Token-Ring Network must be connected in a logical ring.
Although it is possible to connect the devices in a serial manner, wiring
concentrators (called access units) allow a number of attaching devices access to
the ring at a central point. Use of access units minimizes the distance around the
ring when only a few attaching devices are in use. Use of access units also
simplifies adding new devices, moving existing ones, or changing network
configuration.

There are two kinds of access units:

e |[BM 8228 Multistation Access Units
¢ [BM 8230 Controlled Access Units.
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The IBM 8228 Token-Ring Network Multistation Access Unit allows up to eight
devices to have access to a ring.
The IBM 8230 Token-Ring Network Controlled Access Unit:

¢ (Can sense signal loss in the main circuit path and switch to a backup path
without manual intervention

¢ Has three universally administered addresses and can report status and error
information to network management programs

¢ Has optical fiber modules to allow for a mixture of copper and fiber cabling in
the main ring path

¢ Supports copper and fiber optic cabling
¢ Is switchable between 4 and 16 Mbps

¢ Provides automatic error recovery resulting in less network downtime and
quicker problem isolation and repair.

Network Adapters and Attachment Features
Each device that connects directly to an IBM Token-Ring Network must have a
network adapter or attachment feature installed in it. Adapters plug into slots or
positions in the attaching devices. IBM Token-Ring Network attaching devices and
the adapters and attachment features used in them include those listed in
Table 2-1 on page 2-6.
Most adapters provide:
* An interface to communicate with the ring
* A protocol handler to process information going to and coming from the ring
* An interface through which the computer and the adapter may share RAM and
exchange processing control.
The IBM Token-Ring Network Busmaster Server Adapter/A requires:

* A user-written microcode loader
* A user-written adapter support interface.
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Table 2-1. Some IBM Token-Ring Network Device and Adapter Combinations

Type of Device

Method of Attaching to Network

IBM Personal Computers

IBM Personal System/2
computers with PC 1/0
Channel architecture

IBM Industrial Computers

IBM 8232 LAN Channel
Station

IBM Token-Ring Network PC Adapter Ii
IBM Token-Ring Network 16/4 Adapter

IBM Personal System/2
computers with Micro
Channel* architecture

Industrial Computers

IBM Token-Ring Network Adapter/A

IBM Token-Ring Network 16/4 Adapter/A
IBM Token-Ring Network 16/4 Busmaster
Service Adapter/A

IBM RT PC
IBM RISC System/6000

IBM Token-Ring Network RT PC Adapter

IBM 3172 Interconnect

IBM 3172 Interconnect Controller Token-Ring

Controller Network 16/4 Adapter
IBM 3174 Establishment IBM Token-Ring Network 3270 Gateway Feature
Controller (Token-Ring Network adapter)

IBM 3720 Communications
Controller

Token-Ring Interface Coupler (TIC)

IBM 3725 Communications
Controller

Token-Ring Interface Coupler (TIC)

IBM 3745 Communications

Token-Ring Adapter (TRA) Feature (Token-Ring

Controller Network adapter)
IBM System/36 or 38 S/36 or 38 LAN Attachment Feature
(IBM Token-Ring Network PC Adapter II)
IBM AS/400 Integrated Token-Ring Network adapter
IBM 9370 Information IBM Token-Ring Network Subsystem Controller
System — Communication Processor Card (CPC)
— Token-Ring Network adapter (1 only per
CPC)
IBM Series/1 IBM Series/1 Token-Ring Interface Feature

(Token-Ring Network adapter)
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IBM Token-Ring Network Adapter Configuration Parameters
Hardware switches, jumpers, and software configuration parameters allow you to
define or set configuration options for each adapter, in order to:

¢ Enable or disable adapter features and functions
* Assign values for adapter resource allocation
e Accommodate installation of multiple adapters in one device.

Workstation Adapters IBM Token-Ring Network adapters for workstations (personal
computers) with PC/IO Channel architecture have switches that must be set before
installing an adapter in a workstation. (The IBM Token-Ring Network RT PC
Adapter has jumpers instead of switches.): IBM Token-Ring Network adapters for
workstations that use Micro Channel architecture do not have switches or jumpers.
Modules copied from the adapter’s Option Diskette to the computer’'s Reference
Diskette provide a software configuration process after the adapter is installed in
the computer.

The publications packaged with the adapters explain how to install each adapter,
set its configuration parameters, and verify its operation.

Adapter diagnostic tests, support programs, and some network application
programs display information indicating the result of setting the adapter switches
and configuration parameters (such as the current adapter interrupt level),
allowing you to verify the settings.

Workstation adapter configuration options and parameters include:

Primary/Alternate Adapter: If there are two network adapters installed in a
computer, one is designated as the primary adapter and the other is the alternate
adapter. The primary adapter is also referred to as adapter 0; the alternate
adapter is adapter 1.

Some products and programs have specific requirements for an adapter being
primary or alternate. For example, if an IBM PC Network adapter and an IBM
Token-Ring Network adapter are installed in the same device to be used by the
same application program, the IBM PC Network adapter must be the primary
adapter and the IBM Token-Ring Network adapter must be the alternate adapter.

The device type, the networks to which the device can attach, and the number of
adapters in the device, determine how to set the primary/alternate option for each
network adapter in your network.

The publications for the computer, the adapter, and the application program
contain requirements for setting the primary/alternate adapter option.
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Interrupt Levels: There are several interrupt levels that the adapter, the computer,
interfaces, support programs, and application programs use to transfer processing
control from one to the other. The interrupt level to be used is set for each
adapter.

IBM Token-Ring Network workstation adapters and support code can use interrupt
levels 2, 3, 6, and 7 for the IBM Token-Ring Network Adapter 16/4 and Adapter |,
and levels 2, 3, 10, and 11 for the IBM Token-Ring Network Adapter/As (the IBM
Token-Ring Network RT PC Adapter can use levels 11 and 12).

Many application programs that use network adapters require the adapter to be set
to a specific interrupt level (usually 2, 3, or 4). In choosing the interrupt level for
each adapter in your network, you will need to consider the interrupt levels
required and allowed for all the adapters installed in one device. For example:

¢ Printers frequently require level 7.
¢ Diskette drives use level 6; this level should not be used for other adapters.

¢ Emulation packages often require level 2. Level 2 cannot be used for an IBM
Token-Ring Network adapter if it shares the computer with 3278-79 Emulation.

Remember that:

* Unless the adapters support interrupt sharing, no two adapters installed in a
single device can use the same interrupt level

¢ Each adapter must use an allowed or required level.

See the publications for programs, interfaces, and adapters for information on
allowed and required interrupt levels.

Read-Only Memory (ROM): The IBM Token-Ring Network adapters use an area in
the computer’s memory to locate adapter read-only memory (ROM).

Adapter switches or a Reference Diskette configuration parameter indicate to the
computer the memory address the adapter will recognize as the beginning of its
ROM. An address on an 8 KB or 16 KB boundary above X'A0000' is used for the
start of adapter ROM.

X'CCO000' is the recommended address for the primary adapter; X'DC000' is
recommended for the alternate adapter. If other adapters in the device also
require addresses for sections of computer memory, the ROM address for each
adapter must be set so that no two adapters in the same device use the same
computer memory address.
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Publications packaged with the adapters and support programs should indicate the
required and allowed addresses. The Guide to Operations manuals for adapters
used in computers with PC I/0 Channel architecture list valid addresses on 8 KB
and 16 KB boundaries, and the addresses used by some other IBM personal
computer products. The Personal System/2 computer Reference Diskette provides
a list of valid ROM addresses for an Adapter/A.

Jumpers on the IBM Token-Ring Network RT PC adapter indicate which ROM (of
two) to enable.

Shared RAM Size: The IBM Token-Ring Network 16/4 Adapter and 16/4 Adapter/A
have up to 64 KB of random access memory (RAM). The IBM Token-Ring Network
16/4 Busmaster Server Adapter/A has 128 KB of RAM. Switches or software
configuration parameters allow you to select an adapter RAM size of 8, 16, 32, or
64 KB.

The computer in which the adapter is installed allocates up to 128 KB of its
memory for the collective use of all of its installed adapters. The adapter RAM size
you select is mapped to the same memory size within 128 KB of computer memory,
with one exception.

If you select a RAM size of 16 KB on a 16/4 adapter, the RAM paging adapter
function is enabled. Adapter RAM is divided into four equal pages of 16 KB each
(total of 64 KB). A pointer allows the computer to access one 16 KB page at a time.
The pointer is updated each time the computer needs to access a different page.

The IBM LAN Support Program and IBM Operating System/2* Extended Edition 1.1
or higher (0S/2* EE 1.1 or higher) provide software support for RAM paging.

Adapter Data Rate: The IBM Token-Ring Network 16/4 Adapter and 16/4 Adapter/A
can transmit data to the network at 4 or 16 Mbps. An adapter switch or software
parameter indicates the data rate you select.

Every network adapter on a LAN segment must transmit data at the same rate. If
16/4 adapters are used on the same LAN segment with adapters that can transmit
at only 4 Mbps, the 16/4 adapters must be set to transmit at 4 Mbps. |If you have
IBM 8230s in a 4-Mbps LAN segment, each IBM 8230 must be set at 4 Mbps.

When you set a 16/4 adapter to transmit at 16 Mbps, the Early Token Release
adapter function is automatically enabled. (You can disable it through a support
program parameter.) Early Token Release allows a station that has just
transmitted a frame to release a new token without waiting for the acknowiedged
frame to return from the receiving station. Allowing one token and one or more
frames to circulate on the network at one time increases network utilization and
performance.
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Host and Controller Adapters and Attachment Features
Controllers and host computers access an IBM Token-Ring Network in two ways:

¢ Direct attachment through a network adapter or attachment feature
¢ Connection through an intermediary device, such as a workstation, that
contains a network adapter and a connection to the controller or host.

The adapter or attachment features in hosts and controllers are usually installed as
the device is manufactured or inserted by a service person at the establishment.
Adapter configuration options and parameters are usually set through either
microcode or support program functions. Some host and controller adapters have
a universally administered address; some do not. Most allow or require you to
assign a locally administered adapter address during adapter configuration.
The hosts and controliers that access a LAN through a network workstation usually:
e Contain a feature that allows connection to the workstation

* Require corresponding support programs in the workstation and in the host or
controller for interface and protocol support.

Chapter 12 describes support programs used for host and controller access to an
IBM Token-Ring Network.

Data Transmission
The IBM Token-Ring Network:

* Transmits data at 4 or 16 Mbps, depending on the type of adapters used and
software parameter settings

¢ Uses the baseband transmission technique

¢ Uses token-passing to access the transmission media.
On a 4-Mbps ring and on a 16-Mbps ring that is not using Early Token Release,
token access operates as follows:

¢ An adapter with data to send on the network (the sender)

- Receives the first available token
— Adds the data and routing information to make a frame
— Sends a copy of the updated frame out on the network.

¢ The frame travels to its destination. The receiving adapter

— Copies the frame from the network
— Updates the frame to indicate that the frame has been copied
— Sends the frame back out on the network.

* The sender

— Receives the frame
— Removes the frame from the network
— Releases a new free token on the network.
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On a 4-Mbps LAN segment, there can be only one token or one frame on the
network at a time. The sender cannot release the new token until the
acknowledged frame is received.

On a 16-Mbps LAN segment, there can be one or more frames and one free token
on the network at the same time.

Early Token Release is an adapter configuration option used only in 16-Mbps IBM
Token-Ring Network segments. Early Token Release gives network adapters more
frequent access to a free token by allowing one token and one or more frames to
circulate on the network at once. The use of Early Token Release allows the
sender to release a new token without waiting for the acknowledged frame to
return.

In deciding whether to set Early Token Release on or off for the network adapters,
consider the following:

¢ Each token contains a priority indicator. If a program requires more frequent
access to tokens than other programs on the network, the program can indicate
the required priority to its network adapter. The adapter then uses tokens that
have a priority indicator equal to or lower than the program’s required priority.
The adapter follows a procedure for setting the priority indicator in the new
tokens it releases so that adapters with lower priorities are not prevented from
getting tokens.

¢ If all of the adapters on a LAN segment use Early Token Release, the priority
process no longer functions normally (it is essentially disabled).

¢ If some but not all of the adapters on a LAN segment use Early Token Release,
priority functioning is unpredictable.

e |f there are programs on a LAN segment connected to a bridge, that must use a
higher priority to acquire tokens more frequently than other programs, then
Early Token Release must be set OFF for all adapters on the LAN segment
(including the bridge adapters).

e |f priority token access is not required by the programs on the LAN segment,
then Early Token Release can be set ON for any adapters on the LAN segment.

e Though some programs written to run on the IBM Token-Ring Network do set a
higher than normal priority (IBM bridging products do), most of these programs
should function normally with Early Token Release active.
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Transmission of Data on the Network

2-12

To use an attaching device to communicate on the network, the device must
contain:

¢ An operating system or subsystem
* A network adapter

Note: All IBM Token-Ring Network adapters on the same LAN segment must
use the same data transmission rate.

¢ A cable to connect the adapter to the IBM Token-Ring Network through an
access unit

* One or more application programs that can send and receive data on the
network.

* A support program or interface that handles communication between the
adapter and the application programs.

Although application programs can be written to communicate directly with the
adapter, most require a support program. Part 3 of this manual describes
support programs and interfaces used on the IBM Token-Ring Network.

When the network adapter is instructed by an application program to “initialize”
and “open,” the adapter goes through a series of diagnostic tests before
attempting to attach to the network. The diagnostic tests verify that:

* The adapter is operating correctly
* There is a cable between the attaching device and the access unit

* A test message sent along that cable can pass through the cable and return
unchanged.

The “open” command tells the adapter to send a direct current signal to the access
unit to which it is attached. This causes the attaching device to become an active
part of the ring: receiving, monitoring, and retransmitting ring traffic.

To communicate on the network, a network adapter participates in the process of
obtaining a token from the ring, changing the token to a frame containing control
information and data, sending the frame out on the network, removing the
acknowledged frame from the network, and generating a new token.
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Network Architecture

The IBM Token-Ring Network architecture is an implementation of the logical link
control (LLC) and medium access control (MAC) sublayers of the data link control
(DLC) Layer of the Project 802 Reference Model, compatible with:

e |EEE Standards for Token-Ring Networks: Logical Link Control, ANSI/IEEE Std
802.2-1985 (ISO 8802-2)

e |EEE Standards for Token-Ring Networks: Token-Ring Access Method,
ANSV/IEEE Std 802.5-1985 (ISO 8802-5).

The IBM Token-Ring Network implementation includes the two levels of
communication with network adapters, although not all adapters use both levels or
all functions of both levels:

¢ The direct interface, which provides

— Basic adapter functions (the ability to open and close an adapter, obtain
error status, and set addresses, for example)

— Transmission of frames directly without LLC protocol assistance.
¢ The DLC interface, which provides

— Connectionless communication between devices providing no guarantee of
delivery (through the DLC Service Access Point interface). These are
primarily datagram and broadcast messages.

— Connection-oriented services using LLC protocol (through the DLC station
interface). This is reliable data transfer, with acknowledgment and
retransmission if desired.

Implementation of DLC and MAC protocols for the IBM Token-Ring Network is
explained in the IBM Token-Ring Network Architecture Reference. The use of the
DLC and direct interfaces and the DLC, LLC, and MAC protocols by IBM
Token-Ring Network application and support programs for workstation adapters is
described in the IBM Local Area Network Technical Reference.

The publications packaged with and related to adapters for hosts and controllers
contain information about their use of IBM Token-Ring Network adapter interfaces
and protocols.

Protocols and Interfaces
The IBM Token-Ring Network uses the MAC sublayer of Data Link Control protocol
to control data flow, monitor ring conditions, and encapsulate and route data for
devices attached to the physical ring. Token-passing is the method used for
access to the physical medium.
To communicate over the network, the adapter in an attaching device must:

e Capture the token

¢ Convert the token to a frame by adding control information and the data to be
transmitted

¢ Send the frame onto the physical medium to the intended receiver.

Chapter 2. IBM Token-Ring Network 2-13



The frame may be either of two types:
* MAC frame

MAC frames contain information about the status of an adapter or of the ring
itself.

Certain MAC frames may be received by the adapter and provided to the
application program at the direct interface. Some MAC frames may be sent to
the adapter for transmission on the ring using the direct interface of either an
adapter support program or the adapter.

e Non-MAC frame.

Some non-MAC frames contain data and messages that users transmit to one
another.

Some non-MAC frames contain DLC protocol-only information. Frames used
with DLC operations are defined as LLC frames.

Higher Level Protocols and Interfaces

2-14

The IBM Token-Ring Network supports products that use all of the higher level
protocols and interfaces described in “Higher Layer Protocols and Interfaces” on
page 1-21.

NETBIOS

The Network Basic Input/Output System (NETBIOS) interface is used by
applications on an IBM Token-Ring Network particularly for messaging, file server,
and print server applications.

Device Emulation
Device emulation is used on the IBM Token-Ring Network for:
* Access to hosts and controllers that cannot connect directly to the network.

¢ Use of applications on the LAN that were originally written for devices other
than workstations, and communication with such devices on other hosts or
networks.

Workstations using 3270 emulation can communicate with:

— A System/370 or System/390 host through a connection to an IBM 3174
Establishment Controller or an IBM 3720, 3725, or 3745 Communications
Controller.

— An IBM 9370 host through a direct or remote host connection to the
workstation, or through a controller connected to the host and to the
workstation.

— A System/36 or 38 host through a remote gateway connection to the host.
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APPC

Advanced Program-to-Program Communication (APPC) provides a common
Application Program Interface to transaction programs using the SNA LU 6.2
program-to-program interface.

Asynchronous Communication

Workstations on an IBM Token-Ring Network can function as asynchronous
communication servers to connect LAN communication application programs and
remote non-SNA application programs and devices.

SNA
Protocols and interfaces for SNA application programs on the IBM Token-Ring
Network and in hosts and controllers that access the network are provided by:

e 3270 emulation
e APPC applications
e |IBM Series/1 office server

* Network Token-Ring Interface (NTRI) for the IBM 3720, 3725, and 3745
Communications Controllers.

TCP/IP

Transmission Control Protocol/Internet Protocol (TCP/IP) is used in workstations
and hosts with VM. The IBM 3172 Interconnect Controller provides direct channel
connection between LANs and a host using VM. The IBM 8232 LAN Channel
Station provides a direct channel connection between the IBM Token-Ring Network
workstations and a host using TCP/iP with VM. The Advanced interactive
Executive program (AlX) provides TCP/IP support for the IBM RT PC.

Non-IBM Networks

The IBM Series/1 can be an Application Server or Communication Server on a
MAP network and on an IBM Token-Ring Network to provide messaging, file
server, network management, and host communication functions. The Series/1
support programs do not automatically provide bridging between the two networks.
Applications must handle data transfer from each network to the Series/1, through
the Series/1, and to the other network.

The IBM 3172 Interconnect Controller allows IBM System/370 or System/390 host
processors to connect to processors from other equipment manufacturers attached
to LANs. The connectivity is provided by supporting industry-standard
communications protocols, including MAP 3.1 and Ethernet, and interconnections
between IBM and DEC network protocols. The 3172 does not provide a bridging or
routing function between the LANs or a direct channel-to-channel connection
between the two hosts. Host communications must be over a LAN.

The IBM 8232 LAN Channel Station provides a direct channel connection to
Ethernet and to the IBM Token-Ring Network. The IBM LAN Channel Support
Program does not automatically provide bridging between the two networks.
Applications on the networks and in the host connected to the IBM 8232 must
handle data transfer from one network to the other.

The IBM 8209 LAN Bridge provides a connection between an IBM Token-Ring
Network and an Ethernet Network.
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Network Addressing

The IBM Token-Ring Network uses both major categories of LAN addressing
described in “IBM LAN Network Addressing” on page 1-25:

Adapter addresses identify each unique adapter, groups of adapters, and
functions provided by adapters on the network from one attaching device’s
adapter to another.

Names or addresses identify application programs, support programs, and
interfaces to each other on the network.

Network Adapter Addresses

2-16

Adapters that communicate on an IBM Token-Ring Network must be identified on
the network by a 12-digit hexadecimal adapter address.

IBM Token-Ring Network workstation adapters have a 12-digit hexadecimal
universally administered address that is permanently encoded in the adapter’s
microcode when it is manufactured.

The IBM LAN Support Program and some network applications (including the IBM
bridge programs) allow you to override the universally administered address with
a locally administered address that you assign.

For hosts and controllers that connect directly to the IBM Token-Ring Network,
some of their attachment features or adapters have universally administered
addresses; some do not.

Host and controller attachment features that do not have a universally
administered address require that you assign a locally administered adapter
address during adapter configuration.

Some applications, hosts, and controllers have a requirement for adapter
addresses to be assigned in a certain format or in a certain range of characters.
The format you must use may contain fewer than 12 hexadecimal digits, or decimal
digits only, or some other character pattern. A support program or the adapter
microcode will convert short character patterns to 12 hexadecimal digits for use on
the network.

Use of the NETBIOS interface usually requires the assignment of a NETBIOS name
corresponding to each adapter address. Either the support program providing the
NETBIOS interface support or the applications themselves maintain tables of the
NETBIOS names and corresponding adapter addresses used in communication on
the network.

The documentation packaged with devices, adapters, and programs explains the
address formats and values used by and required for each adapter.

In addition to universally and locally administered (individual) addresses, IBM

Token-Ring Network adapters also support the use of adapter group addresses and
functional addresses.
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Names and Addresses
One or more assigned names or addresses identify most application programs,
support programs, and interfaces for communication and data exchange.

Most names can be recognizable words or combinations of letters and numbers.
Some programs can use the device’'s network adapter address as an identifying
name. Other programs require names of a specific format or convention, which is
different from adapter addresses. Such names and addresses include network
names, node names, and resource names used for host and controller
communication and network management.

Support programs and interfaces often use a table or list to associate an adapter
address with a sending or receiving application program name or address. Many
of these programs or interfaces provide a function or file with which you assign the
required names to create the lists or tables.

You must determine from the documentation packaged with each program or
interface the required format for the names and addresses, and how to assign
them.

Application programs that use gateway connections to communicate with remote
hosts and with other types of networks particularly need careful consideration, so
that the names and addresses assigned provide compatibility and uniqueness
where required.
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Network Management

IBM network application programs for the IBM Token-Ring Network include
network management programs that provide a central point for obtaining:

* Network and adapter status for one or multiple LAN segments

¢ |logs, traces, and error indicators to use in network problem isolation and
resolution

¢ Performance and utilization information to help in evaluating network traffic
flow and distribution.

IBM Token-Ring Network adapters and interfaces are designed to obtain and
provide certain status and error information.

Because each adapter periodically learns the adapter address of its nearest active
upstream neighbor (NAUN), the adapter can detect that its NAUN has changed. The
change in NAUN address may indicate that a device (that was formerly the NAUN)
is no longer active or that it is having problems transmitting information on the
ring.

The adapter detecting the address change can collect and transmit information on
the ring indicating that it or its NAUN is not operating normally. Each adapter can
also collect and provide information about soft and hard errors on its ring. The
adapter addresses and error information can be used to determine the fault
domain of a problem (or the portion of the ring most likely to contain a failing
component).

Network Management Programs
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The IBM Token-Ring Network can use the following IBM network management
programs:

¢ |[BM LAN Manager

IBM LAN Manager Version 1.0 provides network management functions for
single and multiple IBM Token-Ring Network LAN segments, including

— Collecting and displaying network status

— Logging network events (such as insertion and removal of stations, soft
error reports, or alerts)

— Reporting alerts to a NetView host

— Communicating with bridges in the network to receive status and error
information for the LAN segments connected by the bridges.

IBM LAN Manager Version 2.0 provides network management functions for
single and multiple IBM Token-Ring Network LAN segments, including:

— Collecting and displaying network status

— Logging network events (such as insertion and removal of stations, bridge
performance notifications, soft error reports, or alerts)

— Reporting alerts to a NetView host (using either NetView/PC or the IBM
08/2 Communications Manager)
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Responding to NetView operator commands that request additional
network status or removal of a malfunctioning adapter from the network

Communicating with bridges in the network to receive status and error
information for the LAN segments connected by the bridges

Changing bridge configuration parameters from the IBM LAN Manager
station or from the NetView console through the IBM LAN Manager

Monitoring adapter addresses and generating an alert if an address fails to
respond.

IBM LAN Network Manager

The IBM LAN Network Manager Version 1.0 is an enhancement to the IBM LAN
Manager Version 2.0. It provides network management functions for single
and multiple IBM Token-Ring Network LAN segments, including:

Collecting and displaying network status

Logging network events (such as insertion and removal of stations, bridge
performance notifications, soft error reports, or alerts)

Reporting alerts to a NetView host (using either NetView/PC or the IBM
0S/2 Communications Manager)

Responding to NetView operator commands that request additional
network status or removal of a malfunctioning adapter from the network

Communicating with bridges in the network to receive status and error
information for the LAN segments connected by the bridges

Changing bridge configuration parameters from the IBM LAN Network
Manager station or from the NetView console through the IBM LAN
Network Manager

Automatically re-linking to specified bridges if the communication link is
lost

Communicating with IBM 8230 Token-Ring Network Controlled Access
Units to aid in problem determination on the network

Comparing adapter insertion on the network with the Configuration Table
to ensure that all adapters present are authorized to be on the network

Monitoring adapter addresses and generating an alert if an address fails to
respond.

IBM PC 3270 Emulation LAN Management Program

The IBM PC 3270 Emulation LAN Management Program reports network error
conditions in the form of alerts to a NetView host. It reports alerts only for the
LAN segment to which it is connected.

IBM LAN Manager Entry

The IBM LAN Manager Entry program:

Provides network management functions only for the LAN segment to
which it is connected

Reports network error conditions in the form of alerts to a NetView host

Responds to SPCS commands from the NetView operator requesting
network and adapter status or the removal of a malfunctioning adapter
from the network.
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IBM bridging products can pass adapter and network status to network
management programs for the LAN segments connected by a bridge.
Chapter 15 describes IBM bridging products. Chapter 14 describes IBM LAN
management programs.

Performance, Utilization, and Trace
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IBM bridging products provide performance information to help you evaluate the
flow of traffic through a bridge:

* Indications of when a excessive number of frames could not be forwarded
through a bridge and of the possible cause for the problem

¢ Counts of frames and bytes that were and were not forwarded through a bridge

¢ Notification to requesting network manager programs of performance counts
and statistics.

The IBM Token-Ring Network Trace and Performance Program helps you trace and
analyze ring traffic and utilization (on a single 4-Mbps ring) by:

¢ Tracing and counting frames and bytes sent over a LAN segment
¢ Presenting LAN segment utilization in graphs, panels, or tables.

The IBM Token-Ring Network 16/4 Trace and Performance Program enables you to
monitor and analyze trace data, monitor and analyze a real time view of ring
utilization, and collect ring station traffic statistics on either a 4- or 16-Mbps
Token-Ring Network by:

¢ Tracing and counting frames and bytes sent over a LAN segment
* Presenting ring performance and utilization in panels, graphs, and tables

e (Collecting and presenting traffic information about non-MAC frames sent
between pairs of stations on the ring.

LAN administrators, engineers responsible for LAN subsystems, LAN consultants,
and system and application programmers can use the Trace and Performance
Programs to:

Analyze application programs that use different protocols on the ring

Find errors application programs by analyzing data

Identify data errors when production networks are experiencing problems
Solve gateway, server, and printer problems

Obtain data throughput measurements

Determine ring utilization by all or by a subset of stations

Compile statistics on traffic handled by different ring stations.

Chapter 13 discusses bridge performance analysis and the Trace and Performance
Programs.
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Problem Determination and Resolution

Recognizing, isolating, and resolving problems on an IBM Token-Ring Network
involves:

e Determining that there is a problem
¢ Determining the nature of the problem
e Using the required tools and procedures to resolve the problem.

To resolve a network hardware component failure, the procedures contained in the
IBM Token-Ring Network Problem Determination Guide:

¢ Require information about the operating and error status of a ring and its
components

* Use the ring and error status information and the network planning charts to
isolate the problem to a portion of the ring

¢ Remove that portion from the ring, allowing the rest of the ring to continue to
operate

¢ Isolate the problem to a component in the removed ring portion
¢ Indicate how to repair or replace the component

¢ Insert the repaired portion back into the ring.

The procedures are designed mainly for use in networks that contain at least one
IBM workstation and use the Ring Diagnostic or a network management program to
provide ring status and error information. There are, however, procedures
included for networks that contain no IBM workstations and/or that have no
program to provide ring and error status.

You and other persons responsible for network problem determination should
review the IBM Token-Ring Network Problem Determination Guide before having to
resolve a problem.

Note: Once a problem has been isolated to a segment of the network that uses
telephone twisted-pair media, slightly different problem determination
procedures may be required to complete resolution. See the IBM
Token-Ring Network Telephone Twisted-Pair Media Guide for more
information.

The IBM Token-Ring Network problem determination procedures are performed

most easily and efficiently when certain materials and information are available to
use with them. The following sections describe those materials and information.
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Determining Whether There Is a Problem
Indications of problems on an IBM Token-Ring Network can come from four main
sources:

2-22

A network user report that a device or application is no longer working, is not
working normally, or is indicating an error condition.

Providing training and assistance in the use of devices and programs on the
network can minimize user errors. Establishing user problem reporting
procedures helps resolve problems quickly and preserves the indicators and
other information needed for problem resolution.

A status or error indicator from a LAN manager program or other network
application program (such as a bridging product).

Status and error indicators that can be obtained at an IBM LAN Manager or
IBM LAN Network Manager station include:

— Network status (such as normal operation or beaconing)

— Adapters currently active on the network, and information about when
adapters become active and cease to be active on the network

— Messages and alerts indicating soft errors, hard errors, and network
component malfunctions

— Notifications and log entries from bridges indicating bridge traffic flow
statistics and status for the LAN segments connected to the bridges.

A status or error indicator from a host network management tool and call to
you from the host operator.

IBM network manager programs can send alerts to NetView, containing
information about:

— The type of LAN problem or condition reported by the alert

— The portion of the network involved (such as adapter addresses, or
network names of stations or applications)

— Recommended action to resolve the problem or condition. The
recommended action often includes or consists of an instruction to call the
administrator of the local area network, so that the required problem
resolution can be done at the problem location.

Analysis of performance and utilization information.

Bridge performance information and ring utilization information from the IBM
Trace and Performance Programs can help you evaluate traffic flow and
distribution on the network.
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Determining the Nature of the Problem
Reported symptoms and status and error information will help you determine the
type or nature of the problem.

The nature of the problem usually indicates the tools and procedures that you must
use to isolate and resolve the problem.

You will need to determine:

Whether the problem is a hard or soft error, a hardware or software error, or a
user error.

What portion and component of the network is having the problem: a user, a
program, a device, a network adapter, or another network component.

Using application program or device error indications and problem
determination procedures should resolve application program functional
problems (such as program checks and incorrect configuration parameter
values). It may also resolve some device and adapter failures and some data
transmission problems.

If not, the problem may be a network hardware failure (some data transmission
problems can be caused by hardware failures) requiring use of procedures
described in the IBM Token-Ring Network Problem Determination Guide.
These procedures help you isolate and repair or replace a failing hardware
component.

The alerts sent to a host from an IBM Token-Ring Network program provide an
indication of the nature and lccation of the problem. But further investigation
is usually required at the problem location to completely isolate and resolve it.

You will need to put procedures in place in your establishment for locating
problems, removing portions of the network while problems are resolved, and
returning portions of the network to operation.
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Using the Required Tools and Procedures to Resolve the Problem
Procedures, publications, diagnostic tools, programs and network documentation
all play a part in resolving network problems:

Users may require instructions or other assistance in use of programs and
devices on the network.

User’s guides, operator’s guides, and reference manuals packaged with
programs, devices, and network components describe actions and procedures
to use to correct malfunctions.

Diagnostic tests help you isolate a problem to the failing hardware or software.

IBM Token-Ring Network problem determination procedures and diagnostic
tests are used primarily to isolate and correct problems in adapters and
network components.

Network layout charts, building floor plans, and address-to-physical location
charts help you locate failing components. The IBM Token-Ring Network
Introduction and Planning Guide contains network planning charts and
instructions for their use.

In using network manager programs in an IBM Token-Ring Network, consider
the location of the program in the network and how much information the
program will provide.

The IBM LAN Manager Versions 1.0 and 2.0, the IBM LAN Network Manager
Version 1.0, the IBM LAN Manager Entry program, and the IBM PC 3270
Emulation LAN Management Program all report alerts to a NetView host.

The IBM LAN Manager (Versions 1.0 and 2.0) and the IBM LAN Network Manager
Version 1.0 provide:

Network and adapter information for a single IBM Token-Ring Network
segment (the LAN segment to which the IBM LAN Manager or IBM LAN
Network Manager is connected).

The IBM LAN Manager Entry and the IBM PC 3270 Emulation LAN Management
Program do not provide any network or adapter information at their
workstations; they only report alerts to a NetView host for the single LAN
segment to which they are connected.

Network and adapter information for multiple LAN segments connected by
bridges.

The bridge products can report status and error information for the LAN
segments they connect, and report bridge performance information helpful in
evaluating traffic flow through a bridge.

Chapter 10 contains more information about user training and assistance.
Chapter 11 discusses local area network problem reporting and resolution in more
detail.
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Interconnection
There are IBM products for use on the IBM Token-Ring Network that support:

¢ Bridging of LAN segments
¢ Gateways to hosts and other types of networks
* Remote connections to devices not directly connected to the network.

Bridging
IBM bridging products that can be used on the IBM Token-Ring Network include:

* The IBM Token-Ring Network Bridge Program (Versions 1.1, 2.0, 2.1, and 2.2)

The IBM Token-Ring Network Bridge Program connects two IBM Token-Ring
Network segments. The Bridge Program can communicate with the IBM LAN
Manager (Versions 1.0 and 2.0) and the IBM LAN Network Manager either on
one of the LAN segments connected to the bridge or through other bridges.
Bridge Program Versions 2.1 and 2.2 provide remote bridge function, which
connects two LAN segments through a telecommunications link between two
halves of the bridge.

¢ The IBM PC Network Bridge Program

The IBM PC Network Bridge Program connects either two IBM PC Network
segments, one IBM PC Network segment and one IBM Token-Ring Network
segment, or two IBM Token-Ring Network segments. The Bridge Program can
communicate with the IBM LAN Manager (Version 1.0 if the IBM LAN Manager
is on one of the LAN segments connected to the bridge; Version 2.0 either on
one of the LAN segments connected to the bridge or through other bridges) and
with the IBM LAN Network Manager (either on one of the LAN segments
connected to the bridge or through other bridges).

e The IBM 8209 Local Area Network Bridge

The IBM 8209 LAN Bridge connects either two IBM Token-Ring Network
segments or an IBM Token-Ring segment and another kind of LAN segment,
such as an Ethernet or IEEE 802.3 LAN segment. The IBM 8209 can
communicate with the IBM LAN Manager or the IBM LAN Network Manager
either on one of the LAN segments connected to the bridge or through other
bridges.

* The IBM Token-Ring Network/PC Network Interconnect Program

The Interconnect Program connects two IBM PC Network segments or one IBM
PC Network segment and one IBM Token-Ring Network segment. Application
programs use the NETBIOS interface to communicate through the Interconnect
Program. The Interconnect Program maintains a table of NETBIOS symbolic
names for the adapters sending and receiving information through the
Interconnect Program.

Chapter 15 describes IBM bridging products for LANSs.
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Gateways

Workstations and controllers with appropriate software and adapters can provide
gateway connections to a variety of networks and hosts. The gateway functions
are usually included in programs that provide 3270 emulation, APPC support, and
asynchronous communication, such as:

IBM PC 3270 Emulation Program

IBM Local Area Network Asynchronous Connection Server Program (LANACS)
IBM Asynchronous Communications Server Program

IBM 3172 Interconnect Controller Program

¢ [BM LAN to LAN Wide Area Network Program (LTLW).

Chapter 16 describes IBM LAN products that provide gateway connections.

Remote Connections

Three IBM products provide asynchronous communication server functions to
allow LAN communication application programs to communicate with devices not
directly connected to the network:

e LANACS
¢ [IBM Asynchronous Communications Server Program
* |BM Remote NETBIOS Access Facility Program.

The remote device may actually be close enough to connect directly to the LAN,
but cannot support the network protocols. If the device can be too far away for a
direct connection, the connection is made through a PABX, CBX, or public switched
network.

Chapter 16 describes the programs that provide asynchronous communication
server functions.
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Network Software
The software used in devices that connect to an IBM Token-Ring Network includes:

* Application programs
¢ QOperating systems and subsystems
* Support programs and interfaces.

Application Programs
Application programs that communicate over an IBM Token-Ring Network vary
with the work to be accomplished.

Application programs that provide services on the network include:
* Network management
— IBM LAN Network Manager

— IBM LAN Manager Version 1.0 (for multiple rings through bridges or for a
single bus)

— IBM LAN Manager Version 2.0 (for a single LAN segment or for multiple
LAN segments through bridges and for responding to SPCS commands
from NetView)

— IBM LAN Network Manager Version 1.0 (for a single LAN segment or for
multiple LAN segments through bridges and for responding to the LAN
Network Manager Command List commands from NetView).

— |IBM 3270 PC Emulation LAN Management Program (for sending alerts to a
NetView host from a single LAN segment)

— IBM Personal Communications/3270 Emulation Program

— IBM LAN Manager Entry (for sending alerts to a NetView host from a single
LAN segment, and for responding to SPCS commands from NetView)

— IBM Token-Ring Network Manager Version 1.1 (for a single ring only)?
* Interconnecting LAN segments

— |IBM Token-Ring Network Bridge Program (Versions 1.1, 2.0, 2.1, and 2.2)2
— IBM PC Network Bridge Program

— IBM Token-Ring Network/PC Network Interconnect Program

— IBM LAN to LAN Wide Area Network Program

* Messaging, server, and resource sharing functions

— IBM PC LAN Program

— IBM Personal Services/PC

— IBM 0S/2 LAN Server Program

— IBM TCP/IP Program

— IBM APPC and APPC/PC Programs

1 The IBM Token-Ring Network Manager program is no longer available from IBM.

2 The IBM Token-Ring Network Bridge Program, Versions 1.1, 2.0, and 2.1 are no longer available from IBM.
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¢ Network status and error information reporting
— IBM LAN Network Manager

— IBM LAN Manager Version 1.0 (for multiple rings through bridges or for a
single bus)

— IBM LAN Manager Version 2.0 (for multiple LAN segments through
bridges)

— IBM LAN Network Manager Version 1.0 (for multiple LAN segments through
bridges)

— IBM Token-Ring Network Bridge Program (Versions 1.1, 2.0, 2.1, and 2.2)

— |IBM Token-Ring Network Ring Diagnostic

— |IBM PC Network Bridge Program

— IBM Token-Ring Network Trace and Performance Programs

¢ Asynchronous communication servers

— IBM Asynchronous Communications Server Program

— LANACS Version 2.0

— |IBM Remote NETBIOS Access Facility Program.

Chapter 14, Chapter 15, and Chapter 16 describe application programs that
provide network services.

Operating Systems and Subsystems
IBM PC DOS, IBM 0S/2 EE, and AIX are the operating systems that run in
workstations that connect to the IBM Token-Ring Network.

Products that use the network may require the features and support provided by a
particular operating system at a particular level or version. The descriptions on
the product packages and the publications included in the packages indicate the
operating system requirements for the product, including:

¢ Which operating system

* Level or version

¢ System, data, configuration, and batch file formats and contents
¢ Program load commands and parameters.

Chapter 17 describes operating systems and subsystems that run in devices
connected directly to the IBM Token-Ring Network and in hosts and controllers that
access the network through workstations.

Support Programs and Interfaces
A number of IBM products provide adapter, protocol, and interface support for
devices and applications that use the IBM Token-Ring Network.

Adapter Support
Workstations
The IBM LAN Support Program provides adapter support for the IBM Token-Ring
Network adapters used in IBM Personal Computers, Industrial Computers, and
Personal System/2 computers.
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* [BM bridge programs, the IBM LAN Manager, and the IBM LAN Network
Manager provide their own adapter support, similar to that provided by the
IBM LAN Support Program. (The IBM 8209 Utility Program requires either the
IBM LAN Support Program or the support included when a LAN Manager
program shares the computer with the Utility Program.)

* The IBM RT PC has its own support code for its IBM Token-Ring Adapters.

* The IBM Token-Ring Network adapters first marketed by IBM used the Adapter
Support Interface (TOKREUIL.COM) supplied on the diskette packaged with each
adapter. The IBM LAN Support Program replaces the function of
TOKREUI.COM, which is no longer available from IBM.

Chapter 12 describes programs that provide network device and adapter support.

Hosts and Controllers
Host computers and controllers that communicate over token-ring networks fall into
two categories.

1. Those that connect directly to the network
2. Those that access the network through an intermediary workstation.

For direct connection to the IBM Token-Ring Network, hosts require either
operating system or program support, or both, for network attachment features and
interfaces. Controllers also require attachment feature support and interface
support, through microcode, control programs, and/or host operating system
support.

Host computers and controllers that access the IBM Token-Ring Network through
workstations connected both to the network and to the host or controller usually
require host operating system, control program, or subsystem support. Particular
configurations, features, or program packages may be needed to support
communication between host and network devices and application programs (for
example, 3270 emulation or APPC). The publications associated with the hosts and
controllers and with the applications that communicate over the network describe
the requirements for such communication.

Higher Level Protocols and Interfaces
A number of IBM products provide higher level protocols and interfaces for the IBM
Token-Ring Network.

NETBIOS

The IBM Local Area Network Support Program provides NETBIOS interface support
for IBM Token-Ring Network adapters, replacing the support previously provided
by the IBM Token-Ring Network NETBIOS Program.3

The Remote NETBIOS Access facility Program provides NETBIOS-equivalent
connections between network workstations and workstations that are not directly
connected to an IBM Token-Ring Network.

The IBM PC LAN Program and the OS/2 LAN Server Program use the NETBIOS
interface to provide network message, print server, and file server functions.

3 The IBM Token-Ring Network NETBIOS Program is no longer available from IBM.
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Some asynchronous communications between network workstations and remote
workstations also use NETBIOS or NETBIOS-equivalent interfaces.

The IBM PC 3270 Emulation Program uses the NETBIOS interface; the IBM
Personal Communications/3270 Emulation Program uses the NETBIOS interface
when operating as a workstation and communicating with an IBM PC 3270
Emulation Program Gateway.

Device Emulation
Products that provide 3270 device emulation for workstations, gateway functions
for controller and host connections, or both, include:

The IBM PC 3270 Emulation Program

The IBM 3270 Workstation Program

The IBM Personal Communication/3270 Emulation Program
LANACS.

APPC

Advanced Program-to-Program Communication for the Personal Computer
(APPC/PC) allows workstations running transaction programs on a LAN to
communicate with each other and with versions of APPC running in IBM
System/370 or System/390, System/36 or 38, and 9370 hosts.

TCP/IP

The IBM 3172 Interconnect Controller supports connectivity between an IBM
Token-Ring Network and a System/370 Version 1 or TCP/IP for MVS Version 1.0 or
VM Version 1.2. Any device on the LANs using the TCP/IP protocol can
communicate with System/370 through the 3172.

The IBM 8232 LAN Channel Station provides a direct channel connection between
the IBM Token-Ring Network workstations and a host using TCP/IP with VM. AIX
provides TCP/IP support for the IBM RT PC and RISC System/6000.

LANACS provides connection between:

* |BM Token-Ring Network workstations and a host using TCP/IP Telnet
¢ [IBM Token-Ring Network workstations using TCP/IP Telnet and a host.

Asynchronous Communication
Products that provide asynchronous communication between LAN communication
applications and remote non-SNA applications and devices, include:

¢ LANACS
* The IBM Asynchronous Communication Server Program
* The Remote NETBIOS Access Facility Program.

SNA Office Support

IBM Personal Services/PC provides office-oriented automated mail and file
management functions for workstations. The IBM Series/1 Office Connect Program
allows the Series/1 to act as an office server, facilitating communication between
workstations using Personal Services/PC and office applications in a S/370 host.

Part 3 of this manual describes products that provide higher level protocol and
interface support for the IBM Token-Ring Network.
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Overview of the IBM PC Network Broadband

The IBM PC Network Broadband uses the tree topology. Figure 3-1 highlights the
IBM PC Network Broadband portion of a composite LAN.

Each broadband network uses a pair of frequencies to transmit and receive
programs, data, and messages between personal computers. The broadband
network contains a translator unit that changes signals from one frequency to
another, but leaves the information carried by that signal intact. Adapters in the
personal computers attached to the network send and receive signal levels and
frequencies compatible with the network requirements. These signals are carried
by coaxial cables that, along with other passive network devices, provide the
proper signal strength for the network components. The IBM PC Network
Broadband uses the carrier sense multiple access with collision detection
(CSMA/CD) method of contention.

Broadband networks can also handle other applications, such as video
conferences and closed circuit TV (CCTV).

Broadband data networks connect a cluster of computers within a building or
between buildings if the cable length limitations are not exceeded. You can
connect a broadband network in many ways, so the physical layout of cables and
the location of components vary between facilities.

You can build a small network of up to 72 devices; you should consult a
professional network designer to plan and install a network containing more than
72 devices.

Hardware Components
Cable connects attaching devices to network connection points and to one another.

Cable for the broadband network is standard RG-11U coaxial cable provided in
several precut lengths. You can join cables to form various lengths by replacing
the 75-ohm terminator on one end of the cable with a cable adapter and connecting
the other cable to the cable adapter. The IBM PC Network Broadband Planning
Guide describes some rules to follow when joining cables.

Three cable kits contain splitters and attenuators that connect to any of the eight
taps on a base expander. The attenuators allow for appropriate signal levels at
various distances from the base expander. Network adapter cables connect to the
splitter taps.

Translator units contain a frequency translator and a transformer. The frequency
translator receives information at one frequency from adapters on the network and
sends the information back to the adapters at another frequency. The transformer
supplies power for the translator unit.

Each IBM PC Network segment must have either an IBM PC Network Translator
Unit or a vendor-supplied translator unit. The IBM PC Network adapters that use
frequency pairs designated as Frequency 2 and Frequency 3 cannot be used with
IBM PC Network Translator Unit.
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IBM PC Network Base Expanders attach to the connection hardware to allow
connection of more than eight nodes to the translator unit or to locate nodes more
than 61 m (200 ft) from the translator unit.

The base expander consists of an eight-way splitter and a connector to the
directional coupler tap on the connection hardware. The taps on the eight-way
splitter provide signal levels compatible with the short, medium, and long distance
cable kits. However, the signal levels at the eight taps on the splitter are not
attenuated enough to allow a network adapter cable to be directly attached. A 30
dB attenuator is provided to allow an adapter cable to be connected directly to the
base expander for diagnostic purposes. The IBM PC Network Broadband Planning
Guide and the cable kit installation instructions describe the requirements and
procedures for attaching cables to the base expander with the proper signal
attenuation.

IBM PC Network connection hardware attaches to the translator unit. The
connection hardware has an eight-way splitter that allows connection of up to eight
nodes. A directional coupler tap provides a tap for attachment to a base expander,
which allows connection of up to 64 more nodes.

The taps on the connection hardware’s eight-way splitter provide signal levels
compatible with the network adapters in the personal computers. If a network
adapter cable is not connected to a tap on the splitter, the tap must be capped with
a terminator.

Attenuators provide attenuation that is constant over a wide range of frequencies
and that is symmetrical from either end. Some standard attenuators are 3, 6, 10,
and 20 dB. Other attenuators are physically variable and may be adjusted to meet
your needs.

Network attenuation consists of two categories: passive loss and cable loss.

* Passive loss is attenuation caused by all of the passive components
(components that do not require power to operate, such as couplers, splitters,
and attenuators) in the network. Passive loss is constant across the entire
frequency spectrum on the network. Constant-value losses enable you to
predict power distribution and to design an efficient network.

* Cable loss is the attenuation caused by the coaxial cable. Cable loss
increases with frequency.

— Cable tilt is the difference in cable attenuation between the higher and
lower frequencies, measured in dB.

— Tilt compensation is the attenuation added to a network to provide equal
attenuation at both the higher and lower frequencies, providing less signal
distortion over the frequency range. Different types and lengths of coaxial
cable require ditferent tilt compensation.

Network balancing consists of adjusting the passive loss in the path to each node
to obtain signals within the acceptance range at the device adapter and at the
translator unit. You can adjust the loss in a path by changing attenuators or cable
length.
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Tilt compensators equalize cable tilt so that the attenuation at both high and low
frequencies is the same. Tilt compensators have attenuation that varies with
frequency in an inverse tilt relationship to the cable it is equalizing; that is, the
higher the frequency, the lower the tilt compensator attenuation. Tilt compensators
have symmetrical insertion loss, can be used in either direction, and have different
tilt specifications over different frequency bandwidths.

Directional coupler taps are three-connector devices consisting of a line input, line
output, and a tap-off port. The directional tap has an insertion loss and an
attenuation value and provides isolation between the directional tap port and the
line output port.

Splitters divide power. Typically, splitters provide two-way, four-way, or eight-way
power splits. Isolation prevents any power from passing between split lines. Each
split provides a tap for connecting an adapter cable or cable kit.

Terminators prevent reflections of power back into the cable system. A terminator
is required at each unoccupied splitter tap.

IBM PC Network Broadband adapters are installed in each device on the network,
and enable communication and data exchange on the network. See “Network
Adapters and Attachment Features” for more information about IBM PC Network
Broadband adapters.

Software support programs and interfaces assist adapters to become a part of the
network and enable the exchange of data between application programs on the
network. Support programs and interfaces provide functions such as:

¢ Protocol support and conversion
* Adapter or feature configuration

* Association between application program addressing and adapter or feature
addressing

e Network access.

Network Adapters and Attachment Features
Each device that connects directly to an IBM PC Network Broadband must have a
network adapter or attachment feature installed in it. Adapters plug into slots or
positions in the attaching devices. Attaching devices and the adapters used in
them inciude those listed in Table 3-1 on page 3-6.

Controllers and host computers that access the IBM PC Network Broadband
through connections to workstations on the network, and not through direct
connections to the network, include:

IBM 3720, 3725, and 3745 Communications Controllers
IBM System/36 or 38

IBM AS/400

IBM 9370 Information System

Private Automated Branch Exchange (PABX).
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Table 3-1. IBM PC Network Broadband Device and Adapter Combinations

Type of Device Method of Attaching to Network

IBM Personal Computers IBM PC Network Adapter 1
IBM PC Network Adapter Il
IBM PC Network Adapter Il - Frequency 2
IBM PC Network Adapter Il - Frequency 3

IBM Personal System/2
computers with PC I/0
Channel architecture

IBM Industrial Computers
IBM 8232 LAN Channel

Station

IBM Personal System/2 IBM PC Network Adapter HI/A

computers with Micro IBM PC Network Adapter Il/A - Frequency 2
Channel architecture IBM PC Network Adapter II/A - Frequency 3

The microcode on each adapter contains:
* An interface to communicate with the bus
¢ A protocol handler to process information going to and coming from the bus
* An interface through which the computer and the adapter share RAM and

exchange processing control.

Adapter Configurable Hardware Options
Hardware switches, jumpers, and software configuration parameters allow you to
define or set configuration options for each adapter in order to:

¢ Enable or disable adapter features and functions
* Assign values for adapter resource allocation
* Accommodate installation of multiple adapters in one device.

Workstation Adapters
Configurable hardware options set by switches, jumpers, or software allow you to
define configuration parameters for each adapter, including:

¢ Whether the adapter is the primary or alternate network adapter when two
network adapters are installed in one device

* Which interrupt level is to be used to exchange processing control between the
adapter and the device

¢ What address the computer is to use to access the adapter’s static
random-access memory (SRAM) (and ROM for the Adapter ll/As)

e Whether ROM is enabled or disabled on the adapter
* Whether Remote Program Load (RPL) is enabled or disabled on the adapter.

1 This adapter is no longer available from IBM.
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The IBM PC Network Broadband Adapter lls have jumpers or switches that must be
set before installing an adapter in a computer.

The Installation Instructions packaged with each adapter explain how to set the
options for the adapter. The publications for application programs that use
adapters should indicate any specific requirements for the settings.

The IBM PC Network Broadband Adapter II/As do not have jumpers or switches. A
support program configuration process handles the adapter’s features, functions,
and assignments after the adapter is installed in the computer. The Reference
Diskette for the computer in which the adapter is installed contains modules that
provide the configuration support for the adapter.

The Installation Instructions packaged with each adapter explain how to install the
adapter and verify its operation.

Adapter diagnostic tests, support programs, and some application programs
display information indicating the result of setting the adapter configuration
parameters (such as the current adapter interrupt level), allowing you to verify the
settings.

Workstation adapter configurable hardware options include:

Primary/Alternate Adapter

If there are two network adapters (either two IBM PC Network adapters, or one IBM
Token-Ring Network adapter and one IBM PC Network adapter) installed in a
computer, one is designated as the primary adapter and the other as the alternate
adapter. The primary adapter is also referred to as adapter 0; the alternate
adapter is adapter 1.

Some products and programs have specific requirements for an adapter being
primary or alternate. For example, if an IBM PC Network adapter and an IBM
Token-Ring Network adapter are installed in the same device to be used by the
same application program, the IBM PC Network adapter must be the primary
adapter and the IBM Token-Ring adapter must be the alternate adapter.

The device type, the networks to which the device can attach, and the number of
adapters in the device will determine the primary/alternate setting for each
network adapter in your network.

The publications for the computer, the adapter, and the application program

contain requirements for setting the primary/alternate adapter configuration
parameter.
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Interrupt Levels

There are several interrupt levels that the adapter, the computer, interfaces,
support programs, and application programs use to transfer processing control
from one to the other. The interrupt level to be used is set for each adapter.

IBM PC Network Broadband adapters and support code can use interrupt levels 2
and 3. Many application programs that use network adapters require that the
adapter be set to a specific interrupt level. In choosing the interrupt level for each
adapter in your network, you will need to consider the interrupt levels required and
allowed for all the adapters installed in one device. For example:

* Printers frequently require level 7.

¢ Disk and diskette drives use level 6; this level should not be used for other
adapters.

¢ Emulation products often require level 2. Level 2 cannot be used for an IBM
PC Network Broadband adapter if it shares the computer with 3278/79
Emulation.

Remember that, generally, no two adapters installed in a single device can use the
same interrupt level; and that each adapter must use an allowed or required level.

See the publications for programs, interfaces, and adapters for information on
allowed and required interrupt levels.

Memory Segments

An adapter configuration parameter indicates the computer memory segment
address to be recognized for the adapter’s SRAM data buffers. For the Adapter
Il/As, the same memory segment is also used for adapter ROM.

Read-Only Memory (ROM)
The IBM PC Network Broadband adapters contain ROM in which reside power-on
self-test (POST) diagnostic code and RPL code.

An adapter configuration parameter indicates to the computer whether the ROM for
an adapter is enabled or disabled when there are two adapters installed in the
same computer.

If there are two IBM PC Network adapters installed in the same computer, usually
the ROM on only one of them should be enabled. For specific ROM setting
requirements, refer to the Installation Instructions packaged with each adapter and
to the publications packaged with programs that use the adapters on the network.
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Remote Program Load (RPL)

The IBM PC Network Broadband adapter ROM contains code that allows programs
and files to be loaded from one computer into the memory of another computer
over the network, without requiring the receiving computer to use a fixed disk or
diskette drive.

An adapter configuration parameter indicates whether the RPL code on an adapter
is to be enabled or disabled.

Considerations
When two network adapters are installed in the same computer, the following
considerations apply:

¢ An IBM PC Network Adapter cannot share the same interrupt level with any
other adapter (including adapters for disk drives, graphics, emulation, and
printers). Unless the adapters support interrupt sharing, adapters in the same
computer cannot use the same interrupt level. One network adapter must use
interrupt level 2; the other must use level 3.

* One network adapter must be selected as the primary adapter, and the other
as the alternate adapter.

* No two adapters (network or other type) can use the same memory segment
location.

* Only one network adapter can have RPL enabled.
* Usually, only one network adapter can have ROM enabled.

¢ When an IBM PC Network adapter and an IBM Token-Ring Network adapter are
installed in the same computer, the IBM PC Network adapter must be the
primary adapter.

Host and Controller Adapters and Attachment Features

Controllers and host computers access an IBM PC Network through workstations
connected both to the network and to the host or controller. The connection to the
host or controller can be a direct channel or a remote connection over a
telecommunications link or public switched network. A controller connected to a
workstation on the LAN may also connect directly or remotely to a host computer,
thereby providing communication with the host for devices on the LAN.

Chapter 12 describes support programs used for host and controller access to an
IBM PC Network Broadband.
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Data Transmission
The IBM PC Network Broadband:

L[]

Transmits data at 2 Mbps
Uses the broadband transmission technique

IBM PC Network broadband adapters can communicate on an IBM PC Network
with other adapters using the same frequency pair. Multiple frequency
channels can be carried by the same physical cable. However, communication
between adapters using different frequency pairs (whether on the same or
different physical cable) requires installation of a bridging product.

Uses CSMA/CD contention to access the transmission media

Any device on the network may transmit at any time providing no other device
is using the channel. In the unlikely event that two devices start transmitting at
the same time, both devices detect a collision of signals on the network and
stop transmitting data. Each station sends a temporary jamming signal, waits
a random length of time, and attempts the transmission again.

Transmission of Data on the Network
In order for an attaching device to communicate on the network, the device must
contain:

3-10

An operating system or subsystem
A network adapter

Cables to connect the adapter to the adjacent adapters or to connection
hardware

One or more application programs that can send and receive data on the
network

A support program or interface that handles communication between the
adapter and the application programs. Although application programs can be
written to communicate directly with the adapter, most require a support
program. Part 3 of this manual describes support programs and interfaces
used on the IBM PC Network Broadband.

Each time the power for a device containing an IBM PC Network adapter is turned
on, a POST is executed from the adapter ROM to verify that:

The adapter is operating correctly
There is a cable connecting the adapter to the network

The network carrier signal is in neither a continuous-carrier nor a no-carrier
condition.

Before beginning to communicate on the network, the adapter checks to see
whether another adapter is already transmitting. If so, the adapter waits a random
length of time and checks again. Once the adapter determines that no other
adapter is transmitting, it transmits a frame. The adapter then checks the network
to see if another adapter transmitted at the same time. If a collision occurs, both
adapters stop transmitting, wait a random length of time, and attempt transmission
again.
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Network Architecture

The IBM PC Network Broadband architecture is a proprietary implementation of
CSMA/CD protocols.

Adapter support software provides access to the network through the two levels of
communication with network adapters:

¢ The direct interface, which provides:

— Basic adapter functions (the ability to open and close an adapter, obtain
error status, and set addresses, for example)

— Transmission of frames directly without LLC protocol assistance.
¢ The DLC interface, which provides:

— Connectionless communication between devices providing no guarantee of
delivery (through the DLC Service Access Point interface). These are
primarily datagram and broadcast messages.

— Connection-oriented services using LLC protocol (through the DLC station
interface).

The use of the DLC and direct interfaces and the DLC, LLC, and MAC protocols by
IBM PC Network application and support programs for workstation adapters is
described in the IBM Local Area Network Technical Reference.

Protocols and Interfaces
The IBM PC Network Broadband uses CSMA/CD protocols to control data flow.
IBM PC Network Broadband adapters implement the protocols involved in
transmitting and receiving frames, and in recognizing the condition of the network.

Frame formats are described briefly in the IBM Local Area Network Technical
Reference. The formats of the Routing information field, DLC header, and
information field are described in more detail in the IBM Token-Ring Network
Architecture Reference (these parts of the frame are identical in both the IBM
Token-Ring Network and the IBM PC Network).

Higher Level Protocols and Interfaces
The IBM PC Network Broadband supports a number of the higher level protocols
and interfaces described in “Higher Layer Protocols and Interfaces” on page 1-21:

NETBIOS
Applications on an IBM PC Network Broadband frequently use the NETBIOS
interface, particularly for messaging, file server, and print server applications.
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Device Emulation
The IBM PC Network Broadband uses device emulation primarily for access to
hosts and controllers, which cannot connect directly to the network.

Workstations using 3270 emulation can communicate with:

* A System/370 or System/390 host through a connection to an IBM 3174
Establishment Controller or an IBM 3720, 3725, or 3745 Communications
Controller

¢ An IBM 9370 host through a direct or remote host connection to the
workstation, or through a controller connected to the host and to the
workstation

e A System/36 or 38 host through a remote gateway connection to the host.

APPC

Advanced Program-to-Program Communication (APPC) provides a common
Application Program Interface to transaction programs using the SNA LU 6.2
program-to-program interface.

Asynchronous Communication

Workstations on an IBM PC Network Broadband can function as asynchronous
communication servers to connect LAN communication applications and remote
non-SNA applications and devices.

SNA
Application programs on a broadband network can use 3270 emulation functions
and APPC to communicate with SNA host computers.

TCP/IP

Transmission Control Protocol/Internet Protocol (TCP/IP) is a set of
telecommunication standards introduced by the U.S. Department of Defense.
Because TCP/IP has been implemented by IBM and many other companies, it
provides a common interconnection to link a variety of different products. TCP/IP
when used in an IBM VM environment, provides communication between hosts
and workstations on several LANs, including the IBM PC Network Broadband, the
IBM Token-Ring Network, and Ethernet.
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Network Addressing

The IBM PC Network Broadband uses both major categories of LAN addressing
described in “IBM LAN Network Addressing” on page 1-25:

Adapter addresses identify each unique adapter, groups of adapters, and
functions provided by adapters on the network from one attaching device’s
adapter to another.

Names or addresses identify application programs, support programs, and
interfaces to each other on the network.

Network Adapter Addresses
IBM PC Network Broadband adapters have a 12-digit hexadecimal universally
administered address that is permanently encoded in the adapter’s microcode
when it is manufactured.

The IBM LAN Support Program and some network applications (including the IBM
PC Network Bridge Program) allow you to override the universally administered
address with a locally administered address that you assign.

Use of the NETBIOS interface usually requires the assignment of a NETBIOS name
corresponding to each adapter address. Either the support program providing the
NETBIOS interface support or the applications themselves maintain tables of the
NETBIOS names and corresponding adapter addresses used in communication on
the network.

In communication with hosts and controllers through gateway workstations, there

may be a requirement for adapter addresses to be assigned in a certain format or
in a certain range of characters. The format you must use may contain fewer than
12 hexadecimal digits, or decimal digits only, or some other character pattern. A

support program or the adapter microcode will convert the character pattern to 12
hexadecimal digits for use on the network.

The documentation packaged with devices, adapters, and programs explains the
address formats and values used by and required for each adapter.

In addition to universally and locally administered (individual) addresses, IBM

broadband adapters with their associated adapter support code also support the
use of adapter group addresses and functional addresses.
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Names and Addresses
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One or more assigned names or addresses identify most application programs,
support programs, and interfaces for communication and data exchange.

Most names can be recognizable words or combinations of letters and numbers.
Some programs can use the device’'s network adapter address as an identifying
name. Other programs require names of a specific format or convention, which is
different from adapter addresses.

Support programs and interfaces often use a table or list to associate an adapter
address with a sending or receiving application program name or address. Many
of these programs or interfaces provide a function or file with which you assign the
required names to create the lists or tables.

You must determine from the documentation packaged with each program or
interface the required format for the names and addresses, and how to assign
them.

Applications that use gateway connections to communicate with remote hosts and
with other types of networks need particularly careful consideration, so that the
names and addresses assigned provide compatibility and uniqueness where
required.
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Network Management

IBM PC Network Broadband adapters with their associated adapter support code
support network protocols and participate in network control and management by:

¢ Sending a status message once per minute, as long as they are active on the
network

* Sensing the condition of the network carrier signal for continuous or no carrier
conditions.

IBM network management programs provide a centralized means of obtaining
information about the network, including:

Network and adapter status for one or multiple LAN segments

Logs, traces, and error indicators to use in network problem isolation and
resolution

Performance and utilization information to help in evaluating network traffic
flow and distribution.

Network Management Programs
The IBM PC Network Broadband can use the following IBM network management
programs:

IBM LAN Manager

IBM LAN Manager Version 1.0 provides network management functions for a
single IBM PC Network Broadband LAN segment, including

Collecting and displaying LAN segment status

Logging network events (such as insertion and removal of stations, or
alerts)

Reporting alerts to a NetView host.

IBM LAN Manager Version 2.0 provides network management functions for
single and multiple IBM PC Network Broadband LAN segments, including

Collecting and displaying network status

Logging network events (such as insertion and removal of stations, bridge
performance notifications, or alerts)

Reporting alerts to a NetView host (using either NetView/PC or the IBM
0S/2 Communications Manager)

Responding to NetView operator commands that request additional
network status or removal of a malfunctioning adapter from the network

Communicating with bridge programs in the network to receive status and
error information for the LAN segments connected by the bridges.

IBM LAN Network Manager

The IBM LAN Network Manager Version 1.0 is an enhancement to the IBM LAN
Manager Version 2.0. It provides network management functions for single
and multiple IBM PC Network Broadband LAN segments, including

Collecting and displaying network status

Logging network events (such as insertion and removal of stations, bridge
performance notifications, soft error reports, or alerts)
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— Reporting alerts to a NetView host (using either NetView/PC or the IBM
0S/2 Communications Manager)

— Responding to NetView operator commands that request additional
network status or removal of a malfunctioning adapter from the network

— Communicating with bridging products in the network to receive status and
error information for the LAN segments connected by the bridges

— Changing bridge configuration parameters from the IBM LAN Network
Manager station or from the NetView console through the IBM LAN
Network Manager

— Automatically re-linking to specified bridges if the communication link is
lost

— Comparing adapter insertion on the network with the Configuration Table
to ensure that all adapters present are authorized to be on the network

— Monitoring adapter addresses and generating an alert if an address fails to
respond.

¢ IBM PC 3270 Emulation LAN Management Program

The IBM PC 3270 Emulation LAN Management Program reports network error
conditions in the form of alerts to a NetView host. It reports alerts only for the
LAN segment to which it is connected.

¢ [BM LAN Manager Entry
The IBM LAN Manager Entry:

— Provides network management functions only for the LAN segment to
which it is connected

— Reports network error conditions in the form of alerts to a NetView host.

— Responds to SPCS commands from the NetView operator requesting
network and adapter status or the removal of a malfunctioning adapter
from the network.

Chapter 14 describes IBM LAN management programs.

Network Utilization

3-16

The Advanced Diagnostics packaged with the IBM PC Network Hardware
Maintenance and Service manual provide a function to measure network
utilization. The Network Utilization function displays the usage as a percentage of
the traffic capacity of the network, changing the display as the usage changes. The
display includes average, highest, lowest, and present usage percentages.
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Problem Determination and Resolution

Recognizing, isolating, and resolving problems on an IBM PC Network Broadband
involves:

¢ Determining that there is a problem

Indications of problems on an IBM PC Network Broadband can come from four
main sources:

A network user report that a device or application is no longer working, is
not working normally, or is indicating an error condition

Providing training and assistance in the use of devices and programs on
the network can minimize user errors. Establishing user problem
reporting procedures helps resolve problems quickly and preserves the
indicators and other information needed for problem resolution.

A status or error indicator from a LAN manager program or other network
application program (such as a bridging product)

Status and error indicators that can be obtained at an IBM LAN Manager or
IBM LAN Network Manager station include:

— Network status (such as normal operation, continuous carrier, or no
carrier)

— Adapters currently active on the network, and information about when
adapters become active and cease to be active on the network

— Messages and alerts indicating non-isolating errors, hard errors, and
network component malfunctions

— Notifications and log entries from bridges indicating bridge traffic flow
statistics and status for the LAN segments connected to the bridges.

A status or error indicator from a host network management tool and call
to you from the host operator

Alerts sent to NetView from the IBM LAN Manager, the IBM LAN Network
Manager, the IBM PC 3270 Emulation LAN Management Program, or the
IBM LAN Manager Entry Program contain information about:

— The type of LAN problem or condition reported by the alert

— The portion of the network involved (such as adapter addresses, or
network names of stations or applications)

— Recommended action to resolve the problem or condition. The
recommended action often includes or consists of an instruction to call
the administrator of the LAN, so that the required problem resolution
can be done at the problem location.

Analysis of performance and utilization information

Utilization percentages from the IBM PC Network Advanced Diagnostics
and bridge program performance information can help you evaluate traffic
flow and distribution on the network.
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¢ Determining the nature of the problem

Reported symptoms and status and error information will help you determine
the type or nature of the problem.

The nature of the problem usually indicates the tools and procedures that must
be used to isolate and resolve the problem.

You will need to determine:

— Whether the problem is an isolating error (that stops communication on the
network) or non-isolating error (impedes but does not stop communication
on the network), a hardware or software error, or a user error

— What portion and component of the network is having the problem; a user,
a program, a device, a network adapter, or another network component

¢ Using the required tools and procedures to resolve the problem

— Users may require instructions or other assistance in the use of programs
and devices on the network.

— User’s guides, operator’s guides, and reference manuals packaged with
programs, devices, and network components describe actions and
procedures to use to correct malfunctions.

— Diagnostic tests help you isolate a problem to the failing hardware or
software.

The Advanced Diagnostics packaged with the IBM PC Network Hardware
Maintenance and Service manual help you identify and repair or replace a
failing network hardware component.

POSTs, which run each time the workstation power is turned on or the
computer is restarted, indicate an adapter malfunction and a continuous or
no carrier condition.

— Network layout charts, building floor plans, and address-to-physical
location charts help you locate failing components. You can create them
yourself, or have your professional network designer create them while
your network is being installed.

— You will need to put procedures in place in your establishment for locating
problems, removing portions of the network while problems are resolved,
and returning portions of the network to operation.

— In using network manager programs in a broadband IBM PC Network,
consider the location of the program in the network and how much
information the program will provide.

The IBM LAN Manager Versions 1.0 and 2.0, the IBM LAN Network
Manager Version 1.0, the IBM LAN Manager Entry Program and the IBM
PC 3270 Emulation LAN Management Program all report alerts to a
NetView host.

The IBM LAN Manager Entry and the IBM PC 3270 Emulation LAN
Management Program do not provide any network or adapter information
at their workstations; they only report alerts to a NetView host for the
single LAN segment to which they are connected.

The IBM LAN Manager Version 1.0 provides network and adapter
information for the single IBM PC Network Broadband segment to which
the IBM LAN Manager is connected.
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Tire IBM LAN Manager Version 2.0 and the LAN Network Manager Version
1.0 provide network and adapter information for the single IBM PC Network
Broadband segment to which the program is connected and for multiple
LAN segments connected by bridges.

The IBM PC Network Bridge Program can report status and error
information for the LAN segments they connect, and report bridge
performance information helpful in evaluating traffic flow through a bridge.

Chapter 10 contains more information about user training and assistance.
Chapter 11 discusses LAN problem reporting and resolution in more detail.
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Interconnection
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There are IBM products for use on the IBM PC Network Broadband that support:

e Bridging of LAN segments
e Gateways to hosts and other types of networks
* Remote connections to devices not directly connected to the network.

Bridging
IBM bridging products that can be used on the IBM PC Network Broadband include:

¢ The IBM PC Network Bridge Program

The IBM PC Network Bridge Program connects either two IBM PC Network
segments, one IBM PC Network segment and one IBM Token-Ring Network
segment, or two IBM Token-Ring Network segments. The Bridge Program can
communicate with the IBM LAN Manager:

— Version 1.0 if the bridge and the IBM LAN Manager are connected to the
same IBM PC Network segment

— Version 2.0 if the bridge and the IBM LAN Manager are connected to the
same LAN segment or connected through other bridges

The Bridge Program can communicate with the IBM LAN Network Manager
if the bridge and the IBM LAN Network Manager are connected to the same
LAN segment or connected through other bridges.

¢ The IBM Token-Ring Network/PC Network Interconnect Program

The Interconnect Program connects two IBM PC Network segments or one IBM
PC Network segment and one IBM Token-Ring Network segment. Application
programs use the NETBIOS interface to communicate through the Interconnect
Program. The Interconnect Program maintains a table of NETBIOS symbolic
names for the adapters sending and receiving information through the
Interconnect Program.

Chapter 15 describes IBM bridging products for LANs.

Gateways

Though most devices that connect directly to an IBM PC Network Broadband are
workstations, the workstations with appropriate software and adapters can provide
gateway connections to a variety of controllers and hosts. The gateway functions
are usually included in programs that provide other functions such as 3270
emulation, APPC support, and asynchronous communication, including:

IBM PC 3270 Emulation Program

IBM LAN Channel Support Program

LANACS

IBM 3172 Interconnect Controller Program

IBM Asynchronous Communications Server Program
IBM LAN to LAN Wide Area Network Program.

Chapter 16 describes IBM LAN products that provide gateway connections.
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Remote Connections

Three IBM products provide asynchronous communication server functions to
allow LAN communication applications to communicate with devices not directly
connected to the network:

¢ LANACS
¢ IBM Asynchronous Communications Server Program
¢ IBM Remote NETBIOS Access Facility Program.

The remote device may actually be close enough to connect directly to the LAN,
but cannot support the network protocols. If the device is too far away for a direct
connection, the connection is made through a PABX, CBX, or public switched
network.

Chapter 16 describes programs that provide asynchronous communication server
functions.
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Network Software

The software used in devices that connect to an IBM PC Network Broadband
include:

* Application programs
* Operating systems and subsystems
e Support programs and interfaces.

Application Programs
Application programs that communicate over an IBM PC Network Broadband vary
with the work to be accomplished.
Application programs that provide services on the network include:
¢ Network management
— IBM LAN Manager Version 1.0 (on a single bus)
— IBM LAN Manager Version 2.0 (for multiple LAN segments through bridges

— IBM LAN Network Manager Version 1.0 (for multiple LAN segments through
bridges)

— IBM PC 3270 Emulation LAN Management Program (for sending alerts to a
NetView host from a single LAN segment)

— IBM LAN Manager Entry Program (for sending alerts to a NetView host
from a single LAN segment, and for responding to SPCS commands from
NetView)

¢ Interconnecting LAN segments

— IBM PC Network Bridge Program
— IBM Token-Ring Network/PC Network Interconnect Program
— IBM LAN to LAN Wide Area Network Program

* Messaging, server, and resource sharing functions

— IBM PC LAN Program

— IBM OS/2 LAN Server Program

— IBM TCP/IP Program

— IBM APPC and APPC/PC Programs
— IBM Personal Services/PC

* Network status and error information reporting
— IBM LAN Manager Version 1.0 (on a single bus)
— IBM LAN Manager Version 2.0 (for multiple LAN segments through bridges

— IBM LAN Network Manager Version1.0 (for multiple LAN segments through
bridges)

— IBM PC Network Bridge Program
¢ Asynchronous communications servers

— IBM Asynchronous Communications Server Program
— LANACS
— IBM Remote NETBIOS Access Facility Program.

Chapter 14, Chapter 15, and Chapter 16 describe application programs that
provide network services.
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Operating Systems and Subsystems
IBM PC DOS and IBM 0OS/2 EE are the operating systems that run in workstations
that connect to the IBM PC Network Broadband.

The products that use the network may require the features and support provided
by a particular operating system at a particular level or version. The descriptions
on the product packages and the publications included in the packages indicate the
operating system requirements for the product, including:

Which operating system

Level or version

System, data, configuration, and batch file formats and contents
Program load commands and parameters.

e o e o

Host computers and controllers access the IBM PC Network through workstations
connected both to the network and to the host or controller. Host operating
systems and the control programs or subsystems that run in controllers may
provide or require particular configurations, features, or program packages to
support communication with devices and application programs on the IBM PC
Network Broadband (such as 3270 emulation or APPC). The publications
associated with the hosts and controllers and with the applications that
communicate over the network describe the requirements for such communication.

Chapter 17 describes operating systems and subsystems that run in devices
connected directly to the IBM PC Network Broadband and in hosts and controllers
that access the network through workstations.

Support Programs and Interfaces
A number of IBM products provide adapter, protocol, and interface support for
devices and applications that use the IBM PC Network Broadband.

Adapter Support
There are three sources of adapter support for IBM PC Network broadband
adapters:

¢ Adapter microcode

The IBM PC Network Adapter (the original IBM PC Network broadband adapter
marketed by IBM) contains adapter support code in the adapter microcode. No
additional program support is required for adapter operation.

* The IBM PC Network Protocol Driver program

The IBM PC Network Broadband Adapter |l, marketed by IBM after the original
IBM PC Network Adapter, does not have adapter support code in the adapter
microcode. The Adapter Il requires program support for basic adapter
functions and communication with application programs.

The IBM PC Network Protocol Driver program provides adapter support for the
IBM PC Network Adapter ll. When the Protocol Driver runs in a computer in
which an IBM PC Network Adapter Il is installed, the Adapter Il can
communicate with any original IBM PC Network Adapter and with other
Adapter lIs that also use the Protocol Driver.
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e The IBM LAN Support Program

The IBM LAN Support Program provides adapter support for all IBM PC
Network broadband adapters. IBM PC Network broadband adapters that use
the Support Program cannot communicate with adapters that use the IBM PC
Network Protocol Driver, or with the original IBM PC Network Adapter that is
not using the Support Program. (IBM bridge programs and the IBM LAN
Manager 1.0 provide their own adapter support, similar to and compatible with
that provided by the IBM LAN Support Program.)

Chapter 12 describes programs that provide network device and adapter support.

Higher Level Protocols and Interfaces
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A number of IBM products provide higher level protocols and interfaces for the IBM
PC Network Broadband.

NETBIOS

The IBM PC Network Protocol Driver program provides NETBIOS interface support
for the IBM PC Network Broadband Adapter Il. The Protocol Driver NETBIOS
support is similar to and compatible with the NETBIOS interface support included
in the IBM PC Network Adapter microcode.

The IBM Local Area Network Support Program provides NETBIOS interface support
for all IBM PC Network adapters, inciuding the IBM PC Network Adapter. (The IBM
PC Network Adapter must use the Support Program to be able to communicate with
an IBM PC Network Adapter Il that uses the Support Program.)

The IBM PC LAN Program and the OS/2 LAN Server Program use the NETBIOS
interface to provide network message, print server, and file server functions.

Some asynchronous communications between network workstations and remote
workstations also use NETBIOS or NETBIOS-equivalent interfaces. For example,
the Remote NETBIOS Access Facility Program provides NETBIOS-equivalent
connections between network workstations and workstations that are not directly
connected to an IBM PC Network.

The IBM PC 3270 Emulation Program uses the NETBIOS interface; the IBM
Personal Communications/3270 Emulation Program uses the NETBIOS interface
when operating as a workstation and communicating with an IBM PC 3270
Emulation Program Gateway.

Device Emulation
Products that provide 3270 device emulation for workstations, gateway functions
for controller and host connections, or both, include:

The IBM PC 3270 Emulation Program

The IBM Personal Communications/3270 Emulation Program
The IBM 3270 Workstation Program

LANACS.

e o o o
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APPC

Advanced Program-to-Program Communications for the Personal Computer
(APPC/PC) allows workstations running transaction programs on a local area
network to communicate with each other and with versions of APPC running in IBM
System/370 or System/390, System/36 or 38, and 9370 hosts.

TCP/IP
Versions of TCP/IP run with operating systems and VM in hosts and network
workstations. LANACS provides connections between:

¢ IBM PC Network Broadband workstations and a host using TCP/IP Telnet
¢ IBM PC Network Broadband workstations using TCP/IP Telnet and a host.

Asynchronous Communication
Products that provide asynchronous communication between LAN communication
applications and remote non-SNA applications and devices, include:

e LANACS
¢ The IBM Asynchronous Communication Server Program
¢ The Remote NETBIOS Access Facility Program.

SNA Office Support

IBM Personal Services/PC provides office-oriented automated mail and file
management functions for workstations. The IBM Series/1 Office Connect Program
allows the Series/1 to act as an office server, facilitating communication between
workstations using Personal Services/PC and office applications in a S/370 host.

Part 3 of this manuai describes products that provide high-ievel protocoi and
interface support for the IBM PC Network Broadband.
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Figure 4-1. The IBM PC Network Baseband Portion of a Composite Local Area Network
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Overview of the IBM PC Network Baseband

The IBM PC Network Baseband uses the bus topology for small LAN segments,
which can be connected together in the tree topology to form larger LAN segments.
Figure 4-1 highlights the IBM PC Network Baseband portion of a composite LAN.
The IBM PC Network Baseband uses the carrier sense multiple access with
collision detection (CSMA/CD) method of contention.

A baseband LAN segment can have as few as 2 and as many as 80 devices linked
with IBM-specified twisted-pair media. You can create a small bus of up to eight
devices by installing an IBM PC Network Baseband adapter in each device, cabling
the adapters together, and installing the appropriate network software. You may
create a larger tree (up to 80 devices) by connecting as many as 10 small buses
with an IBM PC Network Baseband Extender. Large buses can also route data
signals through wiring closets.

Hardware Components
Cable connects attaching devices to network connection points and to one another.

The cable used in an IBM PC Network Baseband can consist of any combination of
existing telephone media, the IBM PC Network Baseband cables, or the
appropriate IBM Cabling System media. You can use IBM Cabling System Types 1,
2, 3, 6, and 9 with a baseband IBM PC Network.

Although the baseband network transmits at 2 Mbps, it can operate successfully on
a wide variety of telephone twisted-pair media in many generai office
environments at a low cost for each attached device. Telephone cabling in the
network must meet the IBM Cabling System Type 3 media specifications.

Three types of IBM PC Network Baseband cables are available:

¢ The IBM Cabling System PC Network Baseband Cable connects the device
adapter or Extender to the data-connector wall jack or data-connector
distribution panel. The cable end that connects to the device adapter or
Extender has a six-position, unkeyed, modular telephone plug; an IBM Cabling
System data connector is at the other end.

* The IBM PC Network Baseband General Purpose Cable has a modular phone
connector on one end and five spade-tipped leads on the other, to connect an
adapter or an Extender to nonmodular telephone receptacles.

* The IBM PC Network Baseband Adapter Cable connects adapters serially or
connects to the Extender; it has a modular phone connector on each end.

IBM PC Network Baseband Extender is a central connection unit for the baseband
network. You can connect a small bus of up to 8 devices to each of the 10 IN ports
for a total of 80 devices on a tree network.
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Terminator and Wrap Plugs complete the electrical path in a baseband network.

The terminator plug is installed in either port of the adapter at one end of a
serially-connected configuration. In a stand-alone configuration, the terminator
plug is installed in the adapter in one end device and the wrap plug at the other. In
a configuration attached to an Extender, a terminator plug is installed in the
adapter in each device at the end of a series farthest from the Extender. A
terminator plug is also installed in one of the OUT ports of the Extender.

The wrap plug is installed in the adapter in the device at one end of a
serially-connected stand-alone configuration, and a terminator plug is installed at
the other end. When an Extender is in the network, the wrap plug is installed in
either of the OUT ports of the Extender.

Note: In any network, only one wrap plug is installed.
PC Network Baseband Adapters are installed in each device on the network, and

enable communication and data exchange on the network. See “Network Adapters
and Attachment Features” for more about IBM PC Network Baseband adapters.

Software support programs and interfaces assist application programs and
adapters to become a part of the network and exchange data with other application
programs on the network.
These programs provide functions such as:

* Protocol conversion

¢ Adapter or feature configuration

¢ Association between application program addressing and adapter or feature
addressing

¢ Network access.

Network Adapters and Attachment Features

4-4

Each device that connects directly to an IBM PC Network Baseband must have a
network adapter or attachment feature installed in it. Adapters plug into slots or
positions in the attaching devices. Attaching devices and the adapters used in
them include those listed in Table 4-1 on page 4-5.

Controllers and host computers that access the IBM PC Network Baseband through
connections to workstations on the network, and not through direct connections to
the network, include:

e |IBM 3720, 3725, and 3745 Communications Controllers
e |BM 9370 Information System
* Private Automated Branch Exchange (PABX).
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Table 4-1. IBM PC Network Baseband Device and Adapter Combinations

Type of Device Method of Attaching to Network

IBM Personal Computers IBM PC Network Baseband Adapter

IBM Personal System/2
computers with PC I/0
Channel architecture

IBM Industrial Computers

IBM Personal System/2 IBM PC Network Baseband Adapter/A
computers with Micro
Channel architecture

IBM Industrial Computers

The microcode on each adapter contains:
¢ An interface to communicate with the bus
¢ A protocol handler to process information going to and coming from the bus
¢ An interface through which the computer and the adapter share RAM and

exchange processing control.

Adapter Configurable Hardware Options
Hardware switches, jumpers, and software configuration parameters allow you to
define or set configuration options for each adapter, in order to:

e Enable or disable adapter features and functions
* Assign values for adapter resource allocation
* Accommodate installation of multiple adapters in one device.

Workstation Adapters
Configurable hardware options set by switches, jumpers, or software allow you to
define configuration parameters for each adapter, including:

e Whether the adapter is the primary or alternate network adapter when two
network adapters are installed in one device

¢ Which interrupt level is to be used to exchange processing control between the
adapter and the device

¢ What address the computer is to use to access the adapter’s static random
access memory (SRAM) (and ROM for the Adapter/A)

¢ Whether ROM is enabled or disabled on the adapter

* Whether Remote Program Load (RPL) is enabled or disabled on the adapter.

The IBM PC Network Baseband Adapters have jumpers or switches that must be
set before installing an adapter in a computer.

The Installation Instructions packaged with each adapter explain how to set the

options for the adapter. The publications for application programs that use
adapters should indicate any specific requirements for the settings.
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The IBM PC Network Baseband Adapter/A does not have jumpers or switches. lts
features, functions, and assignments are handled through a support program
configuration process after the adapter is installed in the computer. The Reference
Diskette for the computer in which the adapter is installed contains modules that
provide the configuration support for the adapter.

The Installation Instructions packaged with each adapter explain how to install the
adapter and verify its operation.

Adapter diagnostic tests, support programs, and some application programs
display information indicating the result of setting the adapter configuration
parameters (such as the current adapter interrupt level), allowing you to verify the
settings.

Primary/Alternate Adapter

If there are two network adapters (either two IBM PC Network adapters, or one IBM
Token-Ring Network adapter and one IBM PC Network adapter) installed in a
computer, one is designated as the primary adapter and the other is the alternate
adapter. The primary adapter is also referred to as adapter 0; the alternate
adapter is adapter 1.

Some products and programs have specific requirements for an adapter being
primary or alternate. For example, if an IBM PC Network adapter and an IBM
Token-Ring Network adapter are installed in the same device to be used by the
same application program, the IBM PC Network adapter must be the primary
adapter and the IBM Token-Ring adapter must be the alternate adapter.

The device type, the networks to which the device can attach, and the number of
adapters in the device will determine the primary/alternate setting for each
network adapter in your network.

The publications for the computer, the adapter, and the application program
contain requirements for setting the primary/alternate adapter configuration
parameter.

Interrupt Levels

There are several interrupt levels that the adapter, the computer, interfaces,
support programs, and application programs use to transfer processing control
from one to the other. The interrupt level to be used is set for each adapter.

IBM PC Network Baseband adapters and support code can use interrupt levels 2
and 3. Many application programs that use network adapters require the adapter
to be set to a specific interrupt level. In choosing the interrupt level for each
adapter in your network, you will need to consider the interrupt levels required and
allowed for all the adapters installed in one device. For example:

* Printers frequently require level 7.

¢ Disk and diskette drives use level 6; this level should not be used for other
adapters.

* Emulation products often require level 2. Level 2 cannot be used for an IBM
PC Network Baseband adapter if it shares the computer with 3278/79
Emulation.
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Remember that, generally, no two adapters installed in a single device can use the
same interrupt level; and that each adapter must use an allowed or requirad level.

See the publications for programs, interfaces, and adapters for information on
allowed and required interrupt levels.

Memory Segments

An adapter configuration parameter indicates the computer memory segment
address to be recognized for the adapter’s static random-access memory (SRAM)
data buffers. For the Adapter/As, the same memory segment is also used for
adapter ROM.

Read-Only Memory (ROM)
The IBM PC Network Baseband adapters contain read-only memory (ROM) in
which reside power-on self-test (POST) diagnostic code and RPL code.

An adapter configuration parameter indicates to the computer whether the ROM for
an adapter is enabled or disabled when there are two adapters installed in the
same computer.

If there are two IBM PC Network adapters installed in the same computer, usually
the ROM on only one of them should be enabled. For specific ROM setting
requirements, refer to the Installation Instructions packaged with each adapter and
to the publications packaged with programs that use the adapters on the network.

Remote Program Load (RPL)

The IBM PC Network Baseband adapter ROM contains code that allows programs
and files to be loaded from one computer into the memory of another computer
over the network, without requiring the receiving computer to use a fixed disk or
diskette drive.

An adapter configuration parameter indicates whether the RPL code on a adapter
is to be enabled or disabled.

Considerations
When two network adapters are installed in the same computer, the following
considerations apply:

* Unless the adapters support interrupt sharing, a network adapters cannot use
the same interrupt level as any other adapter (including adapters for disk
drives, graphics, emulation, and printers). One network adapter must use
interrupt level 2; the other must use level 3.

* One network adapter must be selected as the primary adapter, and the other
as the alternate adapter.

* No two adapters (network or other type) can use the same memory segment
location.
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Only one network adapter can have RPL enabled.
Usually, only one network adapter can have ROM enabled.

When an IBM PC Network adapter and an IBM Token-Ring Network adapter are
installed in the same computer, the IBM PC Network adapter must be the
primary adapter.

Host and Controller Adapters and Attachment Features

Controllers and host computers access an IBM PC Network through workstations
connected both to the network and to the host or controller. The connection to the
host or controller can be a direct channel or a remote connection over a
telecommunications link or public switched network. A controller connected to a
workstation on the local area network may also connect directly or remotely to a
host computer, thereby providing communication with the host for devices on the
LAN.

Chapter 12 describes support programs used for host and controller access to an
IBM PC Network Baseband.

Data Transmission

The IBM PC Network Baseband:

Transmits data at 2 Mbps.
Uses the baseband transmission technique.

Each transmitted message uses the entire signal bandwidth on the cable. One
user at a time can transmit; another user cannot begin transmission until the
first user has relinquished use of the physical medium.

Uses CSMA/CD contention to access the transmission media.

Any device on the network may transmit at any time providing no other device
is transmitting data. In the unlikely event that two devices start transmitting at
the same time, both devices detect a collision of signals on the network and
stop transmitting data. Each station sends a temporary jamming signal, waits
a random length of time, and attempts the transmission again.

Transmission of Data on the Network
In order for an attaching device to communicate on the network, the device must
contain:

An operating system or subsystem
A network adapter

Cables to connect the adapter to the adjacent adapters or to connection
hardware

One or more application programs that can send and receive data on the
network

A support program or interface that handles communication between the
adapter and the application programs. Though application programs can be
written to communicate directly with the adapter, most require a support
program. Part 3 of this manual describes support programs and interfaces
used on the IBM PC Network Baseband.

Each time the power for a device containing an IBM PC Network adapter is turned
on, a POST is executed from the adapter ROM to verify that:
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* The adapter is operating correctly
* There is a cable connecting the adapter to the network

* A test message sent along the cable can pass through the cable and return
unchanged.

Before beginning to communicate on the network, an adapter checks to see
whether another adapter is already transmitting. If so, the adapter waits a random
length of time and checks again. Once the adapter determines that no other
adapter is transmitting, it transmits a frame. The adapter then checks the network
to see if another adapter transmitted at the same time. If a collision occurs, both
adapters stop transmitting, wait a random length of time, and attempt transmission
again.
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Network Architecture

The IBM PC Network Baseband architecture is a proprietary implementation of
CSMA/CD protocols.

Adapter support software provides access to the network through the two levels of
communication with network adapters:
¢ The direct interface, which provides

— Basic adapter functions (the ability to open and close an adapter, obtain
error status, and set addresses, for example)

— Transmission of frames directly without LLC protocol assistance.
¢ The DLC interface, which provides

— Connectionless communication between devices providing no guarantee of
delivery (through the DLC Service Access Point interface). These are
primarily datagram and broadcast messages.

— Connection-oriented services using LLC protocol (through the DLC station
interface).

The use of the DLC and direct interfaces and the DLC, LLC, and MAC protocols by
IBM PC Network application and support programs for workstation adapters is
described in the IBM Local Area Network Technical Reference.

Protocols and Interfaces

The IBM PC Network Baseband uses CSMA/CD protocols to control data flow. IBM
PC Network Baseband adapters implement the protocols involved in transmitting
and receiving frames, and in recognizing the condition of the network.

Frame formats are described briefly in the IBM Local Area Network Technical
Reference. The formats of the Routing information field, DLC header, and
information field are described in more detail in the IBM Token-Ring Network
Architecture Reference (these parts of the frame are identical in both the IBM
Token-Ring Network and the IBM PC Network).

Higher Level Protocols and Interfaces
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The IBM PC Network Baseband supports products that use a number of the higher
level protocols and interfaces described in “Higher Layer Protocols and Interfaces”
on page 1-21.

NETBIOS

The NETBIOS interface is frequently used by applications on an IBM PC Network
Baseband, particularly for messaging, file server, and print server applications.
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Device Emulation
Device emulation is used on the IBM PC Network Baseband primarily for access to
hosts and controllers that cannot connect directly to the network.

Workstations using 3270 emulation can communicate with:

e A System/370 or System/390 host through a connection to an IBM 3174
Establishment Controller an IBM 3720, 3725, or 3745 Communications
Controller

e An IBM 9370 host through a direct or remote host connection to the
workstation, or through a controller connected to the host and to the
workstation

* A System/36 or 38 host through a remote gateway connection to the host.

APPC

Advanced Program-to-Program Communication (APPC) provides a common
Application Program Interface to transaction programs using the SNA LU 6.2
program-to-program interface.

Asynchronous Communication

Workstations on an IBM PC Network Baseband can function as asynchronous
communication servers to connect LAN communication application programs and
remote non-SNA application programs and devices.
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Network Addressing

The IBM PC Network Baseband uses both major categories of LAN addressing
described in “IBM LAN Network Addressing” on page 1-25:

Adapter addresses identify each unique adapter, groups of adapters, and
functions provided by adapters on the network from one attaching device’s
adapter to another.

Names or addresses identify application programs, support programs, and
interfaces to each other on the network.

Network Adapter Addresses
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IBM PC Network Baseband adapters have a 12-digit hexadecimal universally
administered address that is permanently encoded in the adapter’s microcode as it
is manufactured.

The IBM LAN Support Program and some network applications allow you to
override the universally administered address with a locally administered address
that you assign.

Use of the NETBIOS interface usually requires the assignment of a NETBIOS name
corresponding to each adapter address. Either the support program providing the
NETBIOS interface support or the applications themselves maintain tables of the
NETBIOS names and corresponding adapter addresses used in communication on
the network.

In communication with hosts and controllers through gateway workstations, there

may be a requirement for adapter addresses to be assigned in a certain format or
in a certain range of characters. The format you must use may contain fewer than
12 hexadecimal digits, or decimal digits only, or some other character pattern. A

support program or the adapter microcode will convert the character pattern to 12
hexadecimal digits for use on the network.

The documentation packaged with devices, adapters, and programs explains the
address formats and values used by and required for each adapter.

In addition to universally and locally administered (individual) addresses, IBM
baseband adapters with their associated adapter support code also support the use
of adapter group addresses and functional addresses.
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Names and Addresses
One or more assigned name or addresses identify most application programs,
support programs, and interfaces for communication and data exchange.

Most names can be recognizable words or combinations of letters and numbers.
Some programs can use the device’s network adapter address as an identifying
name. Other programs require names of a specific format or convention, which is
different from adapter addresses.

Support programs and interfaces often use a table or list to associate an adapter
address with a sending or receiving application program name or address. Many
of these programs or interfaces provide a function or file with which you assign the
required names to create the lists or tables.

You must determine from the documentation packaged with each program or
interface the required format for the names and addresses, and how to assign
them.

Application programs that use gateway connections to communicate with remote
hosts and with other types of networks need particularly careful consideration, so
that the names and addresses assigned provide compatibility and uniqueness
where required.
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Network Management

IBM PC Network Baseband adapters with their associated adapter support code
support network protocols and participate in network control and management by:

¢ Sending a status message once per minute, as long as they are active on the
network

¢ Sensing the condition of the network carrier signal for no carrier conditions.
IBM network management programs provide a centralized means of obtaining
information about the network, including:

* LAN segment and adapter status

* Network utilization information to help in evaluating network traffic flow and
distribution.

Network Management Programs

The IBM PC Network Baseband can use the following IBM network management
programs for managing single segments and multiple segments.

Single segments of the IBM PC Network Baseband can use the following IBM
network management programs (described in Chapter 14 of this manual):

* |IBM PC 3270 Emulation LAN Management Program

— Reports LAN segment error conditions in the form of alerts to a NetView
host

¢ |IBM LAN Manager Entry Program
— Reports network error conditions in the form of alerts to a NetView host

— Responds to SPCS commands from the NetView operator requesting
network and adapter status or the removal of a malfunctioning adapter
from the network.

¢ |BM LAN Network Manager Version 1.0
— Collects and displays LAN segment status
— Logs network events (such as insertion and removal of stations, or alerts)

— Reports network error conditions in the form of alerts to a NetView host
and to the LAN Network Manager console

— Responds to NetView operator commands that request network and
adapter status or the removal of a malfunctioning adapter from the
network.

Note: Neither the IBM PC 3270 Emulation LAN Management Program nor the IBM

LAN Manager Entry Program provide network status or error indications at their
workstation.

The IBM LAN Manager Version 1.0 provides network management functions for
single and multiple IBM PC Network Baseband LAN segments, including:

¢ Collecting and displaying network status

* Logging network events (such as insertion and removal of stations, bridge
performance notifications, or alerts)
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¢ Reporting alerts to a NetView host (using either NetView/PC or the IBM 0S/2
Communications Manager)

¢ Responding to NetView operator commands that request additional network
status or removal of a malfunctioning adapter from the network

¢ Communicating with bridge programs in the network to receive status and
error information for the LAN segments connected by the bridges

¢ Providing asset management and access control functions to ensure that no
unauthorized adapters remain on the network.

Network Utilization
The Advanced Diagnostics packaged with the IBM PC Network Hardware
Maintenance and Service manual provide a function to measure network
utilization. The Network Utilization function displays the usage as a percentage of
the traffic capacity of the network, changing the display as the usage changes. The
display includes average, highest, lowest, and present usage percentages.
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Problem Determination and Resolution

Recognizing, isolating, and resolving problems on an IBM PC Network Baseband
involves:

4-16

* Determining that there is a problem

Indications of problems on an IBM PC Network Baseband can come from three
main sources:

A network user report that a device or application is no longer working, is
not working normally, or is indicating an error condition

Providing training and assistance in the use of devices and programs on
the network can minimize user errors. Establishing user problem
reporting procedures helps resolve problems quickly and preserves the
indicators and other information needed for problem resolution.

A status or error indicator from a host network management tool and call
to you from the host operator

The alerts sent to NetView from the IBM PC 3270 Emulation LAN
Management Program, the IBM LAN Network Manager Program, and the
IBM LAN Manager Entry Program contain information about:

— The type of LAN problem or condition reported by the alert

— The portion of the network involved (such as adapter addresses, or
network names of stations or applications)

— Recommended action to resolve the problem or condition. The
recommended action often includes or consists of an instruction to call
the administrator of the LAN, so that problem resolution can be done at
the problem location.

Status and error indicators that can be obtained using SPCS commands at
a NetView host include:

— LAN segment status (such as normal operation or no carrier)
— Adapters currently active on the network

— Messages and alerts indicating non-isolating errors, hard errors, and
network component malfunctions

— A status or error indicator from a LAN manager program or other
network application program (such as a bridging product)

Status and error indicators that can be obtained at an IBM LAN
Network Manager station include:

¢ Network status (such as normal operation, continuous carrier, or
no carrier)

¢ Adapters currently active on the network, and information about
when adapters become active and cease to be active on the
network

e Messages and alerts indicating non-isolating errors, hard errors,
and network component malfunctions

* Notifications and log entries from bridges indicating bridge traffic
flow statistics and status for the LAN segments connected to the
bridges.
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Analysis of utilization information

Utilization percentages from the IBM PC Network Advanced Diagnostics
can help you evaluate traffic flow and distribution on the network.

Determining the nature of the problem

Reported symptoms and status and error information will help you determine
the type or nature of the problem.

The nature of the problem usually indicates the tools and procedures that must
be used to isolate and resolve the probiem.

You will need to determine:

Whether the problem is a hard or soft error, a hardware or software error,
or a user error

What portion and component of the network is having the problem: a user,
a program, a device, a network adapter, or another network component.

Using the required tools and procedures to resolve the problem

Users may require instructions or other assistance in use of programs and
devices on the network.

User’s guides, operator’s guides, and reference manuals packaged with
programs, devices, and network components describe actions and
procedures to use to correct malfunctions.

Diagnostic tests help you isolate a problem to the failing hardware or
software.

The Advanced Diagnostics packaged with the IBM PC Network Hardware
Maintenance and Service manual help you identify and repair or replace a
failing network hardware component.

POSTs, which run each time the workstation power is turned on or the
computer is restarted, indicate an adapter malfunction and a continuous or
no carrier condition.

Network layout charts, building floor plans, and address-to-physical
location charts help you locate failing components. You can create them
yourself, or have your professional network designer create them while
your network is being installed.

You will need to put procedures in place in your establishment for locating
problems, removing portions of the network while problems are resolved,
and returning portions of the network back to operation.

In using network manager programs in a baseband IBM PC Network,
consider the location of the program in the network and how much
information the program will provide.

The IBM LAN Network Manager, the IBM LAN Manager Entry Program, and
the IBM PC 3270 Emulation LAN Management Program all report alerts to
a NetView host.

The IBM LAN Manager Entry and the IBM PC 3270 Emulation LAN
Management Program do not provide any network or adapter information
at their workstations; they only report alerts to a NetView host for the
single LAN segment to which they are connected.
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The IBM LAN Network Manager provides network and adapter information
for the single IBM PC Network Baseband segment to which it is connected
and for muitiple LAN segments connected by bridges.

The IBM PC Network Bridge Program can report status and error
information for the LAN segments they connect, and report bridge
performance information helpful in evaluating traffic flow through a bridge.

Chapter 10 contains more information about user training and assistance.
Chapter 11 discusses LAN problem reporting and resolution in more detail.
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Interconnection

Bridging

Gateways

There are IBM products for use on the IBM PC Network Baseband that support:

* Bridging between LAN segments
* Gateways to hosts and other types of networks
* Remote connections to devices not directly connected to the network.

The IBM PC Network Bridge Program connects either two IBM PC Network
segments, one IBM PC Network segment and one IBM Token-Ring segment, or two
IBM Token-Ring segments. The Bridge Program can communicate with the LAN
Network Manager if the bridge and the IBM LAN Network Manager or LAN
Manager are connected to the same LAN segment or connected through other
bridges.

Although most devices that connect directly to an IBM PC Network Baseband are
workstations, the workstations with appropriate software and adapters can provide
gateway connections to a variety of controllers and hosts. The gateway functions
are usually included in programs that provide 3270 emulation, APPC support, and
asynchronous communication:

* |BM PC 3270 Emulation Program

e LANACS

¢ [BM 3172 Interconnect Controller Program

¢ IBM Asynchronous Communications Server Program
¢ |IBM LAN to LAN Wide Area Network Program.

Chapter 16 describes IBM LAN products that provide gateway connections.

Remote Connections

Three IBM products provide asynchronous communication server functions to
allow LAN communication applications to communicate with devices not directly
connected to the network:

* LANACS
¢ |BM Asynchronous Communications Server Program
¢ IBM Remote NETBIOS Access Facility Program.

The remote device may actually be close enough to connect directly to the LAN,
but cannot support the network protocols. If the device is too far away for a direct
connection, the connection is made through a PABX, CBX, or public switched
network.

Chapter 16 describes the programs that provide asynchronous communication
server functions.
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Network Software

The software used in devices that connect to an IBM PC Network Baseband
include:

* Application programs
¢ Operating systems and subsystems
¢ Support programs and interfaces.

Application Programs
Application programs that communicate over an IBM PC Network Baseband vary
with the work to be accomplished.

Application programs that provide services on the network include:
* Network management

— IBM 3270 PC Emulation LAN Management Program (for sending alerts to a
NetView host from a single LAN segment)

— IBM LAN Manager Entry (for sending alerts to a NetView host from a single
LAN segment, and for responding to SPCS commands from NetView)

— IBM LAN Network Manager (for multiple LAN segments through bridges)
¢ Interconnecting LAN segments

— IBM PC Network Bridge Program
— IBM LAN to LAN Wide Area Network Program

* Messaging, server, and resource sharing functions

— IBM PC LAN Program
— IBM 0OS/2 LAN Server Program
— IBM Personal Services/PC

* Asynchronous communication servers

— IBM Asynchronous Communications Server Program
— IBM Remote NETBIOS Access Facility Program
— LANAGCS (Version 2.0 only).

Chapter 14, Chapter 15, and Chapter 16 describe application programs that
provide network services.

Operating Systems and Subsystems
IBM PC DOS and IBM 0OS/2 EE are the operating systems that run in workstations
that connect to the IBM PC Network Baseband.

The products that use the network may require the features and support provided
by a particular operating system at a particular level or version. The descriptions
on the product packages and the publications included in the packages indicate the
operating system requirements for the product, including:

Which operating system

Level or version

System, data, configuration, and batch file formats and contents
Program load commands and parameters.
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Host computers and controllers access the IBM PC Network through workstations
connected both to the network and to the host or controller. Host operating
systems and the control programs or subsystems that run in controllers may
provide or require particular configurations, features, or program packages to
support communication with devices and application programs on the IBM PC
Network Baseband (such as 3270 emulation or APPC). The publications associated
with the hosts and controllers and with the application programs that communicate
over the network describe the requirements for such communication.

Chapter 17 describes operating systems and subsystems that run in devices
connected directly to the IBM PC Network Baseband and in hosts and controllers
that access the network through workstations.

Support Programs and Interfaces
A number of IBM products provide adapter, protocol, and interface support for
devices and application programs that use the IBM PC Network Baseband.

Adapter Support
The IBM LAN Support Program provides adapter support for IBM PC Network
Baseband adapters. Chapter 12 describes this program.

Higher Level Protocols and Interfaces
A number of IBM products provide higher level protocols and interfaces for the IBM
PC Network Baseband.

NETBIOS
The IBM LAN Support Program provides NETBIOS interface support to programs
and adapters in network workstations.

The IBM PC LAN Program uses the NETBIOS interface to provide network
message, print server, and file server functions.

The Remote NETBIOS Access facility Program provides NETBIOS-equivalent
connections between network workstations and workstations that are not directly
connected to an IBM PC Network.

Some asynchronous communications between network workstations and remote
workstations also use NETBIOS or NETBIOS-equivalent interfaces.

Device Emulation
Products that provide 3270 device emulation for workstations, gateway functions
for controller and host connections, or both, include:

The IBM PC 3270 Emulation Program

The IBM Personal Communications/3270 Emulation Program
The IBM 3270 Workstation Program

LANACS.
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APPC

Advanced Program-to-Program Communication (APPC) for the Personal Computer
(APPC/PC) allows workstations on a local area network to communicate with
versions of APPC running in IBM System/370 or System/390, System/36 or 38, and
9370 hosts.

TCP/IP
Versions of TCP/IP run with operating systems and VM in hosts and network
workstations. LANACS provides connections between:

* |IBM PC Network Baseband workstations and a host using TCP/IP Telnet
¢ |IBM PC Network Baseband workstations using TCP/IP Telnet and a host.

Asynchronous Communication
Products that provide asynchronous communication between LAN communication
applications and remote non-SNA applications and devices, include:

¢ LANACS
* The IBM Asynchronous Communication Server Program
* The Remote NETBIOS Access Facility Program.

Part 3 of this manual describes products that provide higher level protocol and
interface support for the IBM PC Network Baseband.
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Overview of the MAP Network

Among the groups that have formed to address the development of network
communications structures suitable for specific application areas is the
Manufacturing Automation Protocol (MAP) task force, formed under the leadership
of General Motors. The MAP task force specifically addresses the issues involved
in factory automation.

The general structure of a MAP network is a hierarchically interconnected network
consisting of:

® Local Area Networks

e Campus Networks

e Metropolitan Area Network (MAN)
* Wide Area Network (WAN).

Figure 5-1 highlights the MAP portion of a composite LAN.

At the lowest level of a MAP network are LANs providing direct communication at a
single location, usually a single building or floor of a building. LANs are then
interconnected to provide for communication over wider areas. A campus network
connects networks over a wider range that LANs do but still in relatively close
proximity. A MAN connects campus networks or more widely spread LANSs,

usually in the range of 5 to 50 km. A WAN is required for distances greater than 50
km.

Network Adapters

There is one IBM MAP adapter available, the IBM 3172 Interconnect Controller
MAP adapter.

Data Transmission
A MAP network:

¢ Can use either a broadband or baseband transmission technique

— A broadband MAP network transfers data at 10 Mbps.
— A baseband MAP network transfers data at 5 Mbps.

* Uses the token-passing bus media access method.
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Network Architecture
MAP uses the OSI reference model as a basis for its architecture.
The MAP architecture defines a selected set of protocols, with which the MAP

network implements selected features. The selections of the MAP task force for
each of the layers in the OSI architecture are shown in Table 5-1.

Table 5-1. MAP PROTOCOLS
OSl Layers MAP V2.1 Protocols

Application Layer ISO FTAM (DP) 8571 File Transfer Protocol,
Manufacturing Messaging Format Standard
(MMFS), and Common Application Service
Elements (CASE)

Presentation Layer NULL (ASCII and Binary Encoding)
Session Layer ISO Session (IS) 8372
Basic Compiled Subset and Session Kernel,
Full Duplex
Transport Layer ISO Transport (IS) 8073
Class 4
Network Layer ISO Internet (DIS) 8473
Connectionless and for X.25 - Subnetwork
Dependent
Convergence Protocol (SNDCP)
Data Link Layer ISO Logical Link Control (DIS) 8802/2

(IEEE 802.2) Type 1, Class 1

Physical Layer* ISO Token Passing Bus (DIS)
8802.2 (IEEE 802.4) Token
Passing Bus Media Access Control

Note:

*

Note that ISO is considering moving the IEEE-defined medium access
control (MAC) sublayer of the data link layer to the physical layer. This
move would make the MAC sublayer conformant with the OSI reference
model.

Protocols and Interfaces
At the physical and data link layers, MAP uses IEEE 802 standards. IEEE 802.2 LLC
protocols are used for data transfer, but only Type 1, connectionless service, is
specified by MAP. With connectionless service, no sequence checking, message
acknowledgment, flow control, or error recovery functions are performed at the
data link layer. These functions are left to higher level layers. MAP does allow for
the option of acknowledged connectionless service where a sending station
transmits a frame and the receiving station acknowledges it with a response, thus
allowing for detection of nondelivery and retransmission at the data link layer.

The IEEE 802.4 token bus standard is used for the MAP access control method.
The physical layer supports baseband and broadband transmission techniques.
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Higher Layer Protocols
The responsibility of each layer in the OSI architecture is shown in Table 5-1.

X.25 Packet Switching
Consideration has been made for the use of WAN services to interconnect with
MAP LANs. For WAN services, MAP uses X.25 packet-switching. X.25is a
connection-oriented network, and MAP is a connectionless network. In a MAP
implementation, the network layer provides for the mapping of one network service
to the other.
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Overview of Ethernet Networks

Ethernet is a network that uses a tree topology.
Figure 6-1 highlights the Ethernet portion of a composite LAN.

Ethernet is a multiaccess packet-switched network. Frames transmitted over the
network reach all stations. Each station is responsible for recognizing the address
in the frame and accepting only those frames addressed to it. Access to the
transmission medium is controlled by the stations using a statistical scheme to
gain control of the transmission medium.

Early versions of Ethernet specifications contributed to the work of the IEEE on the
802.3 standard defining the CSMA/CD access control method. The latest Ethernet
specification is essentially an implementation of the MAC sublayer that is
compatible with the IEEE 802.3 standard.

Hardware Components
Cable connects attaching devices to network connection points and to other
attaching devices.

The most commonly used cable in an Ethernet network is coaxial cable. There are
two types of coaxial cable available:

* Thick Ethernet cable is a relatively expensive coaxial cable used for early
Ethernet implementations.

¢ Thin Ethernet cable is ordinary CATV-type coaxial cable used in later Ethernet
installations.

Most recent Ethernet developments allow the use of twisted-pair cable to support a
data transfer rate of up to 10 Mbps.

Transceivers implement the physical channel access function. The physical
channel includes the logic on the adapter that does the encoding and decoding,
preamble generation and removal, and carrier sensing. The transceiver contains
the logic necessary to send and receive bits over the coaxial cable and to detect
collisions. A transceiver may be present on the Ethernet adapter or may be
connected to the adapter card.

Ethernet adapters are installed in each device on the network and enable
communication and data exchange on the network. See “Network Adapters and
Attachment Features” on page 6-4 for more about Ethernet adapters.

Software support programs and interfaces assist application programs and
adapters to become a part of the network and exchange data with other application
programs on the network. These programs provide functions such as:

* Protocol conversion
s Adapter or feature configuration

s Association between application program addressing and adapter or feature
addressing

¢ Network access.
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Network Adapters and Attachment Features
Each device that connects directly to an Ethernet Network must have a network
adapter or attachment feature installed in it. Adapters plug into slots or positions
in the attaching devices.

Listed below are IBM devices and Ethernet adapter combinations:

* |IBM 3172 Interconnect Controller - IBM 3172 Interconnect Controller - Ethernet
adapter

¢ |BM Personal System/2 computers with Micro Channel Architecture - Ethernet
adapter

¢ [BM 8209 LAN Bridge - Ethernet/IEEE 802.3 attachment module.

Adapter Configurable Hardware Options
Hardware switches, jumpers, and software configuration parameters allow you to
define or set configuration options for each adapter, in order to:

¢ Enable or disable adapter features and functions
¢ Assign values for adapter resource allocation
* Accommodate installation of multiple adapters in one device.

Workstation Adapters: Configurable hardware options allow you to define
configuration parameters for each adapter, including:

¢ Which interrupt level is to be used to exchange processing control between the
adapter and the device. The Ethernet adapter interrupt levels are 3, 4, 10, and
15. The interrupt levels cannot be shared.

¢ What address the computer is to use to access the adapter’s static
random-access memory (SRAM) and ROM for the Ethernet adapter.

¢ Whether ROM is enabled or disabled on the adapter.
o Whether Remote Program Load (RPL) is enabled or disabled on the adapter.

The IBM Ethernet Adapters may have jumpers or switches that must be set before
installing an adapter in a computer.

The Installation Instructions packaged with each adapter explain how to set the
options for the adapter. The publications for application programs that use
adapters indicate any specific requirements for the settings.

The Installation Instructions packaged with each adapter also explain how to install
the adapter and verify its operation. ‘

Host and Controller Adapters and Attachment Features: Controllers and host
computers access an Ethernet Network through workstations connected both to the
network and to the host or controller. The connection to the host or controller can
be a direct channel or a remote connection over a telecommunications link or
public switched network. A controller connected to a workstation on the local area
network may also connect directly or remotely to a host computer, thereby
providing communication with the host for devices on the LAN.
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Data Transmission
Ethernet:

* Transmits data at 10 Mbps
¢ Uses the baseband transmission technique

Each transmitted message uses the entire signal bandwidth on the cable. One
user at a time can transmit; another user cannot begin transmission until the
first user has relinquished use of the physical medium.

¢ Uses CSMA/CD contention to access the transmission media

Any device on the network may transmit at any time providing no other device
is transmitting data. In the unlikely event that two devices start transmitting at
the same time, both devices detect a collision of signals on the network and
stop transmitting data. Each station sends a temporary jamming signal, waits
a random length of time, and attempts the transmission again.

Transmission of Data on the Network ,
In order for an attaching device to communicate on the network, the device must
contain:

* An operating system or subsystem
¢ A network adapter

¢ Cables to connect the adapter to the adjacent adapters or to connection
hardware

¢ One or more appiication programs that can send and receive data on the
network

* A support program or interface that handies communication between the
adapter and the application programs. Although application programs can be
written to communicate directly with the adapter, most require a support
program. Part 3 of this manual describes support programs and interfaces
used with an Ethernet segment of a LAN.

Each time the power for a device containing an IBM Ethernet adapter is turned on,
a power-on self-test (POST) is executed from the adapter ROM to verify that:

¢ The adapter is operating correctly.

¢ There is a cable connecting the adapter to the network.

* A test message sent along the cable can pass through the cable and return
unchanged.

Before beginning to communicate on the network, an adapter checks to see
whether another adapter is already transmitting. If so, the adapter waits a random
length of time and checks again. Once the adapter determines that no other
adapter is transmitting, it transmits a frame. The adapter then checks the network
to see if another adapter transmitted at the same time. If a collision occurs, both
adapters stop transmitting, wait a random length of time, and attempt transmission
again.
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Network Architecture

The Ethernet architecture is an implementation of CSMA/CD protocols.

Adapter support software provides access to the network through the two levels of
communication with network adapters:

¢ The direct interface, which provides

— Basic adapter functions (the ability to open and close an adapter, obtain
error status, and set addresses, for example).

— Transmission of frames directly without LLC protocol assistance.
¢ The DLC interface, which provides

— Connectionless communication between devices providing no guarantee of
delivery (through the DLC Service Access Point interface). These are
primarily datagram and broadcast messages.

— Connection-oriented services using LLC protocol (through the DLC station
interface).

The use of the DLC and direct interfaces and the DLC, LLC, and MAC protocols by
IBM Ethernet adapter application and support programs for workstation adapters is
described in the /IBM Local Area Network Technical Reference.

Protocols and Interfaces

The Ethernet uses CSMA/CD protocols to control data flow. Ethernet adapters
implement the protocols involved in transmitting and receiving frames, and in
recognizing the condition of the network.

Frame formats are described briefly in the IBM Local Area Network Technical
Reference. The formats of the routing information field, DLC header, and
information field are described in more detail in the IBM Token-Ring Network
Architecture Reference.

Higher Level Protocols and Interfaces

Ethernet supports products that use a number of the higher level protocols and
interfaces described in “Higher Layer Protocols and Interfaces” on page 1-21.
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Network Addressing

Ethernet provides for universally administered or locally administered addressing.

Ethernet Universally Administered Addresses
The XEROX Corporation provides blocks of addresses for use in Ethernet adapters.
Each Ethernet adapter has a unique 48-bit universally administered address
assigned to it at the time of manufacture.

Network Adapter Addresses
Ethernet adapters have a 48-bit universally administered address that is
permanently encoded in the adapter’s microcode when it is manufactured.

The IBM LAN Support Program, Version 1.2, 0S/2 EE 1.3, and some network
applications allow you to override the universally administered address with a
locally administered address that you assign.

In communication with hosts and controllers through gateway workstations, there
may be a requirement for adapter addresses to be assigned in a certain format or
in a certain range of characters.

The documentation packaged with devices, adapters, and programs explains the
address formats and values used by and required for each adapter.

Locally Administered Addressing
For local addressing, each station is assigned a unique number within the network.
However this local address could be the same as the local address for another
station on another network. In the case of interconnected networks, a unique
network identifier must be included.

Note: Ethernet does not specify how the 48 bits of the address are used.
Network-specific addressing is possible but the higher level network layers must
implement it.

In addition to universally and locally administered (individual) addresses, IBM
Ethernet adapters with their associated adapter support code also support the use
of adapter group (multicast) addresses and functional addresses.

IEEE 802.3 Ethernet specifies locally administered addresses. 0S/2 EE 1.3 and the
IBM LAN Support Program Version 1.2 support local addresses.

Note: Ethernet DIX Version 2 does not specify locally administered addresses.

Ethernet Multicast Addressing
Ethernet supports the use of multicast addressing. A multicast address is
associated with a group of stations. A multicast address is identified by the value 1
in the first bit of the address.

Stations have multicast mode set to on or off. If it is on, the station accepts any
frame with multicast addresses. As with network-specific addresses, it is the
responsibility of higher level network layers to determine if the station is part of the
group for a particular multicast address.
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Broadcast Addressing

Ethernet supports broadcast addresses. An address consisting of all 1 bits is
defined as the broadcast address. Frames containing the broadcast address are
received by all stations.

Names and Addresses

6-8

One or more assigned names or addresses identify most application programs,
support programs, and interfaces for communication and data exchange.

Most names can be recognizable words or combinations of letters and numbers.
Some programs can use the device’s network adapter address as an identifying
name. Other programs require names of a specific format or convention, which is
different from adapter addresses.

Support programs and interfaces often use a table or list to associate an adapter
address with a sending or receiving application program name or address. Many
of these programs or interfaces provide a function or file with which you assign the
required names to create the lists or tables.

You must determine from the documentation packaged with each program or
interface the required format for the names and addresses, and how to assign
them.

Application programs that use gateway connections to communicate with remote
hosts and with other types of networks need particularly careful consideration, so
that the names and addresses assigned provide compatibility and uniqueness
where required.
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Network Management Programs

The LAN Network Manager can monitor an Ethernet segment connected to a LAN
by an IBM 8209 LAN Bridge. However, the IBM LAN Manager 2.0 does not
recognize Ethernet as an Ethernet network, but as a CSMA/CD network. See
Chapter 14 for a description of network management.

Problem Determination and Resolution

Recognizing, isolating, and resolving problems on an Ethernet network involves:
¢ Determining that there is a problem

Indications of problems on an Ethernet network can come from three main
sources:

— A network user report that a device or application is no longer working, is
not working normally, or is indicating an error condition.

Providing training and assistance in the use of devices and programs on
the network can minimize user errors. Establishing user
problem-reporting procedures helps resolve problems quickly and

preserves the indicators and other information needed for problem
resolution.

— A status or error indicator from a network management tool and call to you
from the operator.

The messages from the network management program should contain
information about:

— The type of LAN problem or condition reported by the alert.

— The portion of the network involved (such as adapter addresses, or
network names of stations or applications).

— Recommended action to resolve the problem or condition. The
recommended action often includes or consists of an instruction to call
the administrator of the LAN, so that problem resolution can be done at
the problem location.

— Analysis of utilization information.
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¢ Determining the nature of the problem

Reported symptoms and status and error information will help you determine
the type or nature of the problem.

The nature of the problem usually indicates the tools and procedures that must
be used to isolate and resolve the problem.

You will need to determine:

— Whether the problem is a hard or soft error, a hardware or software error,
or a user error.

— What portion and component of the network is having the problem; a user,
a program, a device, a network adapter, or another network component.

¢ Using the required tools and procedures to resolve the problem

— Users may require instructions or other assistance in use of programs and
devices on the network.

— User’s guides, operator’s guides, and reference manuals packaged with
programs, devices, and network components descri<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>