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Welcome

Welcome to the Windows™ for Workgroups Resource Kit Version 3.1. This
manual is a companion guide to the Windows Resource Kit for Microsoft
Windows Operating System Version 3.1 and is designed for people who are, or
who want to become, expert users of Microsoft® Windows™ for Workgroups
version 3.1. The Windows for Workgroups Resource Kit consists of a manual
containing technical reference information and a disk containing helpful
utilities and accessories designed to help you get the most out of Windows for
Workgroups.

The Windows for Workgroups Resource Kit presents a detailed, easy-to-read
technical view of Windows for Workgroups, so that you can better manage how
Windows for Workgroups is used at your site. The Windows for Workgroups
Resource Kit also contains specific information for system administrators who
are responsible for installing, managing, and integrating Windows for
Workgroups in a network or multi-user environment.

This introductory chapter presents three kinds of information you can use to
get started:

e The first section outlines the contents of the Windows for Workgroups
Resource Kit, so you can quickly find technical details about specific
clements of Microsoft Windows for Workgroups.

e The second section contains an overview of the conventions used to present
information in the Windows for Workgroups Resource Kit.

e The third section presents a series of troubleshooting flowcharts, so you
can quickly find details and procedures for solving problems you might
have installing or running Windows for Workgroups.

The Windows for Workgroups Resource Kit is a technical supplement to the
documentation that is included in your Windows for Workgroups product and
does not replace that information as the source for learning how to use
Windows for Workgroups features and Windows-based applications.
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About the Windows for Workgroups Resource Kit

This guide is organized in seven parts that provide specific details about
Windows for Workgroups architecture, installation and setup, networks,
configuration, new and updated accessories, and troubleshooting.

Part 1: Technical Overview

e  Chapter 1, “Networking—A Technical Discussion,” contains
information targeted toward the support professional that may not have a
local area network (LAN) background. This chapter provides a technical
discussion of networking concepts and discusses the components that make
up a LAN.

e  Chapter 2, “Windows for Workgroups Architecture,” describes the
architecture used by Windows for Workgroups and discusses the
components of Windows for Workgroups that differentiate it from
Windows version 3.1.

Part 2: Installation and Setup

e  Chapter 3, “Windows for Workgroups Installation,” contains a
technical discussion of the Windows for Workgroups Setup program,
details about setting up Windows for Workgroups on a network, and
instructions for creating a custom installation routine for automated setup.

e  Chapter 4, “Windows for Workgroups Files,” describes the purpose for
each file installed by Windows for Workgroups in the WINDOWS
directory and the Windows SYSTEM subdirectory.

e  Chapter S, “Windows for Workgroups Setup Information Files,”
contains the details you need to understand to create custom Windows for
Workgroups setup information files (SETUP.INF, NETWORK_INF,
CONTROL.INF, APPS.INF, and OEMSETUP.INF) for multiple
installations.

e  Chapter 6, “Windows for Workgroups Initialization Files,” describes
the contents of Windows for Workgroups initialization files, including
WIN.INI, SYSTEM.INI, PROTOCOL.INI, MSMAIL.INI, and
SCHDPLUS.INI, and explains how you can change entries in these files.

Part 3: Special Topics

e Chapter 7, “Additional Windows for Workgroups Information,”
contains tips about using Microsoft Windows for Workgroups. This
chapter also discusses special topics related to the components of Windows
for Workgroups.

Windows for Workgroups Resource Kit
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e Chapter 8, “Network Integration with Microsoft LAN Manager and
Novell NetWare,” contains information about integrating a Windows for
Workgroups workstation into an existing LAN environment. Topics
covered include integrating Windows for Workgroups with Microsoft LAN
Manager and Novell® NetWare® networks.

Part 4: Configuring Windows for Workgroups

e  Chapter 9, “Tips for Configuring Windows for Workgroups,” presents
tips about configuring your system, both for gaining optimal performance
and for creating custom Windows for Workgroups configurations.

Part 5: Using Windows for Workgroups

e  Chapter 10, “New and Updated Accessories,” discusses accessories new
for Windows for Workgroups and provides new information about
Windows 3.1 accessories that have been updated for Windows for
Workgroups.

e Chapter 11, “Network Dynamic Data Exchange,” discusses how
Dynamic Data Exchange (DDE) functionality has been extended to the
network environment to enable information to be exchanged dynamically
with other workstations in your Windows for Workgroups workgroup.

o  Chapter 12, “Mail,” includes information about the Mail application
provided with Windows for Workgroups. The architecture of Mail, tips for
customizing Mail, and information about integrating Mail with other
Windows-based applications are discussed in this chapter.

e  Chapter 13, “Schedule+,” includes information about the Schedule+
application provided with Windows for Workgroups. Schedule+
architecture and key features of interest to system administrators are
discussed in this chapter.

Part 6: Troubleshooting Windows for Workgroups

e  Chapter 14, “Troubleshooting Windows for Workgroups 3.1,” provides
specific information for troubleshooting problems with Windows for
Workgroups, showing the key steps for isolating and solving common
problems.

Part 7: References, Resources, and Appendixes

This part of the Windows for Workgroups Resource Kit contains a glossary, a
directory of information resources, a configuration guide for Mail, information
about using additional protocols with Windows for Workgroups, and an index.

Windows for Workgroups Resource Kit



xiv Welcome

Conventions in This Manual

This document assumes that you have read the Windows for Workgroups 3.1
documentation set and that you are familiar with using menus, dialog boxes,
and other Windows features. It also assumes that you have installed Windows
for Workgroups on your system and that you are using a mouse with Windows.
For keyboard equivalents to the actions described here, see the Microsoft
Windows for Workgroups online Help.

This document uses several conventions to help you identify information.

Document Conventions

The following table describes the typographical conventions used in the
Windows for Workgroups Resource Kit.

Type style

Used for

bold

italic

ALL CAPITALS

Windows for Workgroups Resource Kit

MS-DOS® command names such as copy or dir, switches such as /? or /3,
section and entry names in .INI and .INF files such as [386Enh] or
emmexclude=, and text that you type to carry out actions at the command
prompt.

Parameter values for which you can supply specific values. For example, to
supply a value for a parameter that calls for a filename, you must type a
specific filename such as MYFILE.EXE.

Directory names, filenames, and acronyms. For example, “WINDOWS” is
used to represent the Windows main directory, and “SYSTEM?” represents the
Windows System subdirectory. When you type directory names and filenames
at the command prompt or in a dialog box, lowercase letters may be used.
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Other conventions in this document include:

o “Windows” refers to Microsoft Windows version 3.1 or later (including
Windows for Workgroups).

o  “MS-DOS” refers to Microsoft MS-DOS version 3.1 or later.

o The Microsoft Windows logo appears in the margin to highlight specific
features that are new to Windows for Workgroups 3.1 or updated from
Windows 3.1.

® “Windows-based application” is used as a shorthand term to refer to an
application that is designed to run with Windows and does not run without
Windows. All Windows applications follow similar conventions for the
arrangement of menus, style of dialog boxes, and keyboard and mouse use.

o “MS-DOS-based application” is used in this document as a shorthand term
to refer to an application that is designed to run with MS-DOS but not
specifically with Windows and is not able to take full advantage of
Windows features (such as graphics or memory management).

e “Command prompt” refers to the command line where you type MS-DOS
commands. Typically, you see characters such as “C:\>” to show the
location of the command prompt on your screen. When Windows is
running, you can double-click the MS-DOS Prompt icon in Program
Manager to use the command prompt.

® An instruction to “type” any information means to press a key or a
sequence of keys, and then press the ENTER key.

®  Mouse instructions in this document, such as “Click the OK button” or
“Drag an icon in File Manager,” use the same meanings as the
descriptions of mouse actions in the Windows for Workgroups User’s
Guide and the Windows online tutorial.

Check the glossary at the end of the Windows for Workgroups Resource Kit for
definitions of terms that you are unfamiliar with.

Syntax Conventions

“Syntax” refers to the order in which you must type an item such as an MS-
DOS command with its switches or an entry in a Windows initialization (.INI)
file. Elements that appear in bold must be typed exactly as they appear in the
syntax example. Elements that appear in italic are placeholders for parameter
values for which you must supply specific information.

Unless specified otherwise, you can type commands, keynames, parameters,
and switches in either uppercase or lowercase letters.

Windows for Workgroups Resource Kit
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This example shows the syntax for a SYSTEM.INI entry, with each item in the
sample explained in the following table.

[section]

keyname=value, string, source, destination

Entry item

Definition

[section]

keyname

value

string

source

destination

The name of a section in an initialization file or setup information file. The
enclosing brackets ([ ]) are required, and the left bracket must be in the lefimost
column on the screen—f example, [standard].

The name of an entry, which usually can consist of any combination of letters
and digits. For many entries described in this document, the keyname must be
followed immediately by an equal sign (=)—f example, run=.

An integer, a string, or a quoted string, depending on the entry.
A group of characters to be treated as a unit. A string can include letters,

numbers, spaces, or any other characters. Sometimes the syntax definition will
indicate that the string must be enclosed in double quotation marks (" ").

The location of data to be transferred to a specific destination or to be used as
input to a command. Source can consist of a drive letter and colon, a directory
name, a filename, or a combination of these elements.

A location to which the data specified by source is to be transferred.
Destination can consist of a drive letter and colon, a directory name, a filename,
or a combination of these elements.

Note If you have MS-DOS version 5.0 or later on your system, you can get
help for any MS-DOS commands, such as mem, and for many of the
drivers, such as SMARTDRV EXE, by typing the command name and
/? at the command prompt (for example, mem /?). You can also type
help plus the command name. Type help at the command prompt to
see a list of all MS-DOS commands with a brief description of
command syntax, parameters, and switches.

Windows for Workgroups Resource Kit
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Chapter

1 Networks—A Technical Discussion

This chapter describes the key components that make up a local area network.
It also provides an overview of two key networking industry standards—the
Open Systems Interconnection (OSI) reference model and the Institute of
Electrical and Electronic Engineers (IEEE) 802 model—that define layers of
network communication. This overview provides a foundation for the last part
of the chapter, which details the networking components found in Windows for
Workgroups.

Related information ®  Microsoft Windows for Workgroups version 3.1 Getting Started:
Chapter 2, “Installing a Network Adapter Card;” Chapter 10,
“Configuring Hardware.”

®  Windows for Workgroups Resource Kit: Chapter 2, “Windows for
Workgroups Architecture;” Chapter 7, “Additional Windows for
Workgroups Information;” Chapter 8, “Network Integration with
Microsoft LAN Manager and Novell NetWare.”
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Overview of Networking

A network consists of two or more computers that are connected together by
physical media and are running software which enables the computers to
communicate with one another.

In the early years of networking, several large companies, including IBM®,
Honeywell, and Digital Equipment Corporation (DEC®), each had their own
standard for how computers could be connected together. These standards
described the mechanisms necessary to move data from one computer to
another. These early standards, however, were not entirely compatible.
Networks adhering to IBM's Systems Network Architecture (SNA) could not
directly communicate with networks using DEC's Digital Network Architecture
(DNA), for example.

In later years, standards organizations, including the International Standards
Organization (ISO) and the Institute of Electrical and Electronic Engineers
(IEEE), developed models that became globally recognized and accepted as the
standards for designing any computer network. Both models describe
networking in terms of functional layers.

Before we examine the ISO and IEEE models, let's look at how the building
blocks of a networking model, the functional layers, work together.

OS/I Reference Model

Figure 1.1

The OSI model
defines seven levels
of network
communication.

In 1984, the International Organization for Standardization (ISO) developed a
model called the Open Systems Interconnection (OSI) reference model. 1t is
used to describe the flow of data between the physical connection to the
network and the end-user application. This model is the best known and most
widely used model to describe networking environments.

7. Application Layer

6. Presentation Layer

5. Session Layer

4. Transport Layer
3. Network Layer
2. Data Link Layer

1. Physical Layer
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Figure 1.2

Relationship of the
layers for the OSI
reference model

As shown in Figure 1.1, the OSI layers are numbered from bottom to top. The
most basic functions, such as putting data bits onto the network cable, are on
the bottom, while functions attending to the details of applications are at the
top.

Relationship of OSI Model Layers

In the OSI model, the purpose of each layer is to provide services to the next
higher layer, shielding the layer from the details of how the services are
actually implemented. The layers are abstracted in such a way that each layer
believes it is communicating with the associated layer on the other computer
(labeled as Host B in Figure 1.2). In reality, each layer communicates only with
adjacent layers on one computer.

Except for the lowest layer in the networking model, no layer can pass
information directly to its counterpart on another computer. Information on the
sending computer must be passed through all the lower layers. The information
then moves across the networking cable to the receiving computer and up that
computer's networking layers until arriving at the same level that sent the
information. For example, if the Network layer sent information from Host A,
it moves down through the Data Link and the Physical layers on the sending
side, over the cable, and up the Physical and Data Link layers on the receiving
side to its destination at the Network layer on Host B.

Host A Host B

Application Application protocol Application

Presentation Presentation

Session

Transport

Data Link Data Link
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Interaction between adjacent layers is called an inferface. The interface defines
which services the lower networking layer offers to the upper one and how
those services will be accessed. In addition, each layer on one computer acts as
though it is communicating directly with the same layer on another computer.
The set of rules used to communicate between layers is called a protocol.

The following sections describe the purpose of each of the 7 layers of the OSI
model and identify services that they provide to adjacent layers.

Physical Layer

The first and lowest layer of the OSI model is the Physical layer. This layer
addresses the transmission of the unstructured raw bit stream over a physical
medium (that is, the networking cable). The Physical layer relates the
electrical/optical, mechanical, and functional interfaces to the cable. The
Physical layer also carries the signals that transmit data generated by all the
higher layers.

This layer defines how the cable is attached to the network adapter card. For
example, it defines how many pins the connector has and what each pin is used
for. It also defines which transmission technique will be used to send data over
the network cable.

The Physical layer defines data encoding and bit synchronization, ensuring that
when a transmitting host sends a 1 bit, it is received as a 1 bit, not a 0 bit. This
also means defining how long each bit lasts and how each bit is translated into
the appropriate electrical or optical impulse for the network cable.

This layer is responsible for getting bits (Os and 1s) from one computer to
another. The bits themselves have no defined meaning at this level.

Data Link Layer

The second layer is called the Data Link layer. This is the layer where the bits
have meaning on the networking model.

This layer packages raw bits from the Physical layer into data frames. A data
frame is a logical, structured packet in which data can be placed. Figure 1.3
shows an example of a data frame. In this example, the sender ID represents
the ID of the workstation that is sending the information, the destination ID
represents the ID of the workstation that the information is being sent to, the
frame type is used to identify the type of frame the data is representing, the data
is the information itself, and the control represents error correction and
verification information to ensure that the data frame is received properly.
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Figure 1.3

A simple data frame

Sender ID | Destination ID | Frame Type Data Control

The Data Link layer is responsible for providing the error-free transfer of these
frames from one computer to another through the Physical layer. This allows
the Network layer to assume virtually error-free transmission over the network
connection.

When the Data Link layer sends a frame, it waits for an acknowledgment from
the recipient. As the recipient, the Data Link layer detects any problems with
the frame that may have occurred during transmission. Frames that were not
acknowledged, or frames that were damaged during transmission, are resent.

Network Layer

Layer 3, the Network layer, is responsible for addressing messages and
translating logical addresses and names into physical addresses. This layer also
determines the route from the source to the destination computer. It determines
which path the data should take based on network conditions, priority of
service, and other factors. It also manages traffic problems, such as switching,
routing, and controlling the congestion of data packets, on the network.

The Network layer bundles small data frames together for transmission across
the network. It also restructures large frames into smaller packets. On the
receiving end, the Network layer reassembles the data packets into their
original frame structure.

Transport Layer

The Transport layer, layer 4, takes care of error recognition and recovery. It
also ensures reliable delivery of host messages originating at the Application
layer. Similar to how the Network layer handles data frames, this layer
repackages messages—dividing long messages into several packets and
collecting small messages together in one packet—to provide for their efficient
transmission over the network. At the receiving end, the Transport layer
unpacks the messages, reassembles the original messages, and sends an
acknowledgment of receipt.

Session Layer

The Session layer is the fifth layer of the OSI model. This layer allows two
applications on different computers to establish, use, and end a connection
called a session. This layer performs name recognition and the functions
needed to allow two applications to communicate over the network, such as
security functions.
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The Session layer provides synchronization between user tasks by placing
checkpoints in the data stream. This way, if the network fails, only the data
after the last checkpoint has to be retransmitted. This layer also implements
dialog control between communicating processes, regulating which side
transmits, when, for how long, and so on.

Presentation Layer

The Presentation layer determines the form used to exchange data between
networked computers. It can be called the network's translator. At the sending
computer, this layer translates data from a format sent down from the
Application layer into a commonly recognized, intermediary format. At the
receiving end, this layer translates the intermediary format into a format useful
to that computer's Application layer.

The Presentation layer also manages network security issues by providing
services such as data encryption. It also provides rules for data transfer and
provides data compression to reduce the number of bits that need to be
transmitted.

Application Layer

The top layer of the OSI model is the Application layer. It serves as the
window for application processes to access network services. This layer
represents the services that directly support the user applications such as
software for file transfers, for database access, and for electronic mail.

Sending Data Through the OSI Layers

As mentioned earlier, the OSI model regulates how data is passed from the
end-user application to the networking cable. As data is passed from the
application through the OSI layers, each layer wraps the data with layer-
specific information. This information, in the form of headers and/or trailers, is
read later by the corresponding layer on the receiving computer. The Physical
layer adds header information called the frame preamble to the outside of the
frame and adds trailer information called the frame postamble to the outside of
the frame, but does not add to the data within the frame.

Passing through all seven layers of the OSI model, the data is wrapped with

seven layers of information. Figure 1.4 illustrates how each OSI layer adds
information to the data packet.
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Figure 1.4

As data is sent down
the OSI layers to the
network, each layer
wraps the data
packet with its own
header/railer
information.

osSi Layers lAppIication HeaderIAppIication Datal
~

lPresentation Header [AH [ Data |

ISession Header IPH |AH | Dataw

lTransport Header[SH [PH IAH I Data I

[Network Header | TH |sH|PH [aH [Data |Network Trailer |

[ Data Link Header] N | TH [SH [pH [AH [ Data [NTTI; Link Trailer |

lFrame Preamb?I%H INH ITH ISH IPH [AH |Data INT [DTﬁme Postamble]

When the data packet arrives at the destination computer, each layer “unwraps”
the appropriate header and/or trailer, preamble, and postamble information.
Each layer reads the information included by its corresponding layer on the
sending computer and responds to it. Then, it passes the data packet to the next
higher layer.

IEEE 802 Model

Another networking model was developed by the Institute of Electrical and
Electronic Engineers (IEEE.) As a proliferation of local area network (LAN)
products emerged, and with them a need for consistency, IEEE began to define
LAN standards. Its project was called 802, for the year and month it began
(February 1980).

Project 802 defined LAN standards for the Physical and Data Link layers of the
OSI model. Although the published IEEE 802 standards actually predated the
ISO standards, both were in development at roughly the same time and shared
information, which resulted in two compatible models.

The 802 standards committee agreed with most of the OSI model but decided
that more detail was needed at the Data Link layer. The 802 project divided the
Data Link layer into two sublayers: the Media Access Control (MAC) and the
Logical Link Control (LLC).

As Figure 1.5 indicates, the Media Access Control sublayer is the lower of the
two sublayers, providing shared access for the computers' network adapter
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Figure 1.5

IEEE Project 802
defined the Logical
Link Control and
Media Access
Control sublayers.

Figure 1.6

Project 802
standards as related
to LLC and MAC
layers

cards to the Physical layer. The MAC layer communicates directly with the
network adapter card and is responsible for delivering error-free data between
two computers on the network.

The Logical Link Control sublayer, the upper sublayer, manages data link
communication and defines the use of logical interface points (called Service
Access Points—SAPs) that other computers can reference and use to transfer
information from the LLC sublayer to the upper OSI layers.

Logical Link Control (LLC)

Media Access Control (MAC)

Project 802 resulted in a number of documents, including three key standards
for network topologies:

® 802.3 defines standards for bus networks, such as Ethernet, that use a
mechanism called Carrier Sense Multiple Access with Collision Detection
(CSMA/CD).

®  802.4 defines standards for token-passing bus networks. (The ArcNet™
architecture is similar to this standard in many ways.)

e 802.5 defines standards for token-ring networks.
IEEE defined functionality for the LLC layer in standard 802.2 and defined

functionality for the MAC and Physical layers in standards 802.3, 802.4, and
802.5.

802.1 OSI Model & Network Management

802.2 Logical Link Control

LClayer |  (L________ |
MAC Layer 802.3 802.4 8025
CSMA/CD| [Token Bus| | Token
Ring
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The section in this chapter called “Popular LAN Architectures” describes three
popular network types that are similar to those described by standards 802.3,
802.4, and 802.5.

The following section describes basic physical aspects of local area networks.
This information is important as a background for a discussion of LAN
architectures, including the one used by Windows for Workgroups.

Physical Characteristics of a LAN

At the Physical layer, each local area network has certain common
characteristics. This section discusses LAN topologies, LAN cabling media,
and transmission techniques used for LANS.

LAN Topologies

Figure 1.7

A local bus network
connects the network
cable directly to each
computer using T-
connectors.

The way computers on a LAN are connected is called a fopology. The three
most widely used topologies are bus, star bus, and ring.

Bus Topology

A bus topology connects each computer to a single cable. At each end of the
cable is a terminating resistor, or a ferminator. A signal is passed back and
forth along the cable past the workstations and between the two terminators.

The “bus” carries a message from one end of the network to the other. As the
bus passes each workstation, the workstation checks the destination address on
the message. If the address in the message matches the workstation's address,
the workstation receives the message. If the address doesn't match, the bus
carries the message to the next workstation, and so on.

One type of bus network, called a local bus, is shown in Figure 1.7. A local bus
uses a T-connector to connect the cable to the workstation's network adapter
card. A terminator is connected to the last T-connector at each end of the
network.

Terminator

Workstatio

«@—Terminator

Workstation . Workstatloﬁ

Windows for Workgroups Resource Kit



Chapter 1 Networks—A Technical Discussion 1-11

Figure 1.8

A regular bus
network uses drop
cables to connect
each computer to the
network cable.

A bus network, as shown in Figure 1.8, uses drop cables to connect each
workstation to the main “backbone" cable.

Workstation Workstation

......................... S

"Backbone"

Drop Cable
or Trunk Cable

r
Terminator

i
tation

e Server

\7Vork

Bus topology is a passive network, meaning that workstations only listen for
data being sent on the network and are not responsible for moving data from
one workstation to the next. If one workstation fails, it doesn't affect the entire
LAN. On the other hand, if the connection to one workstation comes loose, or
if a cable breaks, the entire cable segment (the length between two terminators)
loses its connectivity, causing the entire segment to be nonfunctional until it
can be repaired.

The following table lists some advantages and disadvantages of bus networks.

Advantages Disadvantages

Failure of a single workstation doesn't  Cable break can affect large number

affect the entire LAN of users

Easy cable connections; flexible Limited cable length and number of
workstations

Inexpensive cable and connectors Difficult to isolate network cabling
eITors

Performance degradation is not
graceful

Star Bus Topology

In a network using a star configuration, each workstation is connected to a
special unit called a #ub. The hub provides a common connection so that all of
the computers can communicate with one another.

Star bus topology uses signal splitters in the hub to send out signals in different
directions on the cable connections. Both active and passive hubs are allowed.
Active hubs can transmit a stronger signal to feed a longer cable and/or more
signal splitters.
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Figure 1.9

Each computer on a
star network is
connected to a hub.
Hubs may be
connected together to
extend the network.

The following table lists some advantages and disadvantages of star bus

topology.
Advantages Disadvantages
Easy to add new workstations Failure of hub cripples the

workstations connected to the hub

Central monitoring and network
management

Token-Ring Topology

On a token-ring network, workstations are situated on a continuous network
loop on which a “token” is passed from one workstation to the next. Although
the name token ring implies a ring, the token ring is physically implemented as
a star and electrically a ring. Workstations are centrally connected to a hub
called a Media Access Unit (MAU) and are wired in a star configuration.
Workstations use a token to transmit data and must wait for a free token in
order to transfer messages.

Figure 1.10

A computer
communicates on a
token-ring network by
"grabbing" the token
and sending it around
an electric ring.

) Media Access
Unit (MAU)
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Figure 1.11

Coaxial cable

The token contains the address of the sender and the address of the recipient.
When the recipient has copied the information from the received message, it
returns the token to the originating workstation to verify that the message was
received. The original sender then passes the token to the next workstation in
the ring so that workstation can send information over the network.

The following table lists some advantages and disadvantages of a token-ring
topology.

Advantages Disadvantages

Cable failures affect a small number Costly wiring and connections
of users

Equal access for all workstations

Graceful performance degradation as
the size of the network grows

LAN Cabling Media

The LAN industry has standardized three primary physical media that can be
used at the Physical layer: coaxial cable, twisted-pair cable, and fiber optic
cable. Transmission rates that can be supported on each of these physical media
are measured in millions of bits per second, or Mbps.

Coaxial Cable

Coaxial (or coax) cable is a conductive center wire surrounded by an insulating
layer, a layer of wire mesh (shielding), and a non-conductive outer layer.
Coaxial cable is resistant to interference and signal weakening that other
cabling, such as unshielded twisted-pair cable, can experience. Coax is
generally better than unshielded twisted-pair cable over longer distances and
for reliably supporting higher data rates with less sophisticated equipment.

Outer Shield

Copper Wire Mesh, or Aluminum Sleeve
Insulation (PVC, Teflon)

Conducting Core

Coaxial cable for networking applications comes in varying types. The most
popular are Thinnet and Thicknet.
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Thinnet Coaxial Cable

Thinnet, or thin wire Ethernet, refers to RG-58 cabling and is a flexible coaxial
cable about Y-inch thick. Thinnet is used for relatively short distance
communication and is fairly flexible to facilitate routing between workstations.
Thinnet connects directly to a workstation's network adapter card using a BNC
T-connector and uses the network adapter card’s internal fransceiver. A
transceiver is a device that receives and transmits signals.

Note  The Windows for Workgroups Starter Kit uses Thinnet coaxial cable to
interconnect workstations.

Thicknet Coaxial Cable

Thicknet, or Standard Ethernet, is a relatively rigid coaxial cable about Y2-inch
in diameter. Typically, Thicknet is used as a backbone to connect several
smaller Thinnet-based networks because of its ability to support data transfer
over longer distances. A transceiver is often connected directly to Thicknet
cable using a connector known as a “piercing tap.” Connection from the
transceiver to the network adapter card is made using a drop cable (also called
a transceiver cable) to connect to the Attachment Unit Interface (AUI) port
connector.

Coaxial Cable Grades—Fire Codes

Coaxial cables come in two grades: PVC and plenum. The type of cable-grade
that you should use to connect workstations depends on where the cables are
going to be routed in your office.

PVC (poly-vinyl chloride) is a chemical used to construct the insulation and the
cable jacket for most types of coaxial cable. PVC coaxial cable is flexible and
can easily be routed in the exposed areas of an office.

A plenum is the short space in many buildings between the false ceiling and the
floor above, and is used to circulate warm and cold air through the building.
Fire codes are very specific on the type of wiring that can be routed through
this area.

Plenum cabling refers to coax cable that contains special materials in its
insulation and cable jacket certified to be fire-resistant and which produce a
minimum amount of smoke in order to minimize poisonous chemical fumes. It
can be used in the plenum area and in vertical runs (for example, in a wall)
without conduit. Plenum cabling is not as flexible as PVC cable and is more
expensive.
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Important Please consult your local fire and electrical codes for specific
regulations about running networking cable in your office.

The following table list some advantages and disadvantages of coaxial cabling.

Advantages Disadvantages
Low maintenance costs Limited distance and topology
Simple to install and tap Low security; easily tapped

Better resistance to signal noise over  Difficult to make major changes to
longer distances the cabling topology

Cable cost is higher than that of
twisted pair, although electronic
support components are less
expensive

Twisted Pair

Twisted-pair cable consists of two insulated strands of copper wire twisted
together. A number of twisted-wire pairs are often grouped together and
enclosed in a protective sheath to form a cable. Unshielded twisted-pair wire is
commonly used for telephone systems and is already installed in most office

buildings.
Figure 1.12 Twisted-Wire Pair —»
Twisted-pair wire and
cable Wire-Pair Cable —»

A shielded twisted-pair cable is less subject to electrical interference and
supports higher transmission speeds over longer distances than unshielded
twisted-pair cable.
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Figure 1.13

Optical fiber cable

The following table list some advantages and disadvantages of twisted-pair
cabling.

Advantages Disadvantages
Well-understood technology Susceptible to noise

Easy to add computers to network Limited maximum bandwidth
Least expensive medium Distance limitations

Same medium as telephones Easiest to tap

Pre-existing phone wire may be in Requires expensive support
place to connect workstations electronics and devices
Optical Fiber

Optical fibers are used to carry digital data signals in the form of modulated
pulses of light. An optical fiber consists of an extremely thin cylinder of glass,
called the core, surrounded by a concentric layer of glass, known as the
cladding.

Outer Shield
Protective Sheath
Cladding

Optical fiber core

There are two fibers per cable—one to transmit and one to receive. Optical
fiber cable transmissions are not subject to interference and are very fast
(currently transmitting about 100 Mbps with demonstrated rates of up to
200,000 Mbps).
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The following table shows some advantages and disadvantages of optical fiber

cabling.

Advantages Disadvantages

High bit rates More expensive than other cabling
types

Lowest transmission loss over longer ~ Cabling is inflexible; can't be bent

distance sharply

Not subject to interference Lack of standard components

Good for network “backbones” Limited (practically) to high-traffic,
point-to-point

Supports voice, data, video Requires skilled installation and
maintenance

Difficult to tap High installation costs

Baseband and Broadband Transmission

Two techniques can be used to transmit the encoded signals over
cable—baseband and broadband. Baseband transmission uses digital signaling
and broadband transmission uses analog signaling.

Baseband Transmission

Baseband system's use digital signaling over a single frequency. Signals flow in
the form of discrete pulses of electricity or light. With baseband transmission,
the entire communication-channel capacity is used to transmit a single data
signal.

As the signal travels along the network cable, it gradually decreases in strength
and can become distorted. If the cable length is too long, resulting in a signal
that is weak or distorted, the received signal may be unrecognizable or
misinterpreted. As a safeguard, baseband systems sometimes use repeaters to
receive an incoming signal and retransmit it at its original strength and
definition to increase the practical length of a cable segment.

Broadband Transmission

Broadband systems use analog signaling and a range of frequencies. With
analog transmission, the signals employed are continuous and non-discrete.
Signals flow across the physical medium in the form of electromagnetic or
optical waves.
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Figure 1.14

Typical bandwidth
allocation for
broadband channels
(mid-split
configuration shown)

Channel 1 252-258 MHz A
Channel 2 258-264 MHz |
Transmit Channel 3 264-270 MHz 1
Channel 4 270-276 MHz |
Channel 5 276-282 MHz |
S 84\\}\0\\}{\\\\\\\\\\\\\\\\\& 300 lrle
ChZﬁZl 4 78:84 MH; |
Receive Channel 3 72-78 MHz |
Channel 2 66-72 MHz |
Channel 1 60-66 MHz v

For baseband, a cable’s total bandwidth is the difference between the highest
and lowest frequencies that are carried over that cable. With broadband, if
sufficient total bandwidth is available, multiple analog transmission systems
(such as cable television and network transmissions) can be supported
simultaneously on the same cable. Each transmission system is allocated a part
of the total bandwidth. All devices associated with a given transmission system,
such as all computers using a LAN cable, must then be tuned so that they use
only the frequencies that are within the allocated range.

Native analog devices, such as some telephones and video equipment, can
transmit their analog signal directly on the cable. However, digital systems,
such as computers, require modems to translate the digital signal into an
analog signal before transmission.

While baseband systems use repeaters, broadband systems use amplifiers to
regenerate analog signals at their original strength.

With broadband transmission, signal flow is unidirectional. That is, in order
for a signal to reach all devices, there must be two paths for data flow. There
are two common ways to do this:

e  Mid-split broadband configuration divides the bandwidth into two
channels, each using a different frequency or range of frequencies. One
channel is used to transmit signals, the other to receive signals.

¢ In dual-cable broadband configuration, each device is attached to two
cables. One cable is used to send and the other to receive.
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Popular LAN Architectures

In the previous sections, we discussed three physical components of a local area
network—topology, cabling, and transmission technique. This section discusses
how these components are used to implement some of today's most popular
network architectures. LAN architecture, which refers to the overall design of a
LAN, including the physical components, maps to the Physical layer of the OSI
model. The architecture describes how to implement the networking concepts
previously discussed.

Three popular LAN architectures used today are Ethernet, Token Ring, and
ArcNet. This section describes the history and implementation requirements for
each one.

Note The Windows for Workgroups Resource Kit concentrates on Ethernet.
Ethernet is the most popular LAN architecture and is used for the
Windows For Workgroups Starter Kit because of its low cost and ease
of installation. This section also briefly discusses Token Ring and
ArcNet networks to provide further understanding of LAN technology.

Ethernet

In the late 1960s, the University of Hawaii developed a wide area network
called ALOHA. (A wide area network extends LAN technology across a larger
geographical area.) The university needed to connect various computers that
were spread throughout its campus. A key feature of that network design was
called the Carrier-Sense Multiple Access with Collision Detection (CSMA/CD)
access method. Carrier Sense means that the network card listens to the cable
for a quiet period during which it can send messages. Multiple Access refers to
multiple computers using the same network cable. Collision Detection is a
safeguard against messages colliding in transit.

This early network design was the foundation for today's Ethernet. In 1972,
Xerox® Corporation created Experimental Ethernet, and in 1975, it introduced
the first Ethernet product. The original version of this networking product was
designed as a 2.94-Mbps system to connect over 100 workstations on a 1-
kilometer cable.

Xerox Ethernet was so successful that Xerox, Intel® Corporation, and Digital
Equipment Corporation drew up a standard for a 10-Mbps Ethernet. This
design became the basis for the IEEE's 802.3 specification. The Ethernet
product conforms to most, but not to all, parts of 802.3.
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Ethernet networks can be wired with different types of cable, each with its own
benefits and drawbacks. Three popular specifications for Ethernet topologies
are the following:

e The 10base2 specification (referred to in this document as Thinnet) refers
to an Ethernet baseband LAN that uses Thinnet cabling. Thinnet coaxial
cable can carry a signal up to approximately 185 meters (or about 607
feet). Beyond that, the signal must be regenerated by a repeater.

e The 10base5 specification (referred to in this document as Thicknet) is an
Ethernet baseband LAN using Thicknet cabling. Thicknet can carry a
signal for 500 meters (about 1640 feet) before needing a repeater.

e The 10baseT specification (referred to in this document as twisted pair) is
an Ethernet baseband LAN using an unshielded twisted-pair (UTP) cable,
commonly called twisted pair. This cabling medium can carry a message
for 100 meters (about 328 feet) between a workstation and the hub that the
workstation is connected to.

Note Network hardware components exist to easily connect the different
Ethernet topologies discussed above, thus allowing a topology to be
selected depending on the workgroup environment.

The following sections describe each of these three Ethernet topologies.

Thinnet (10Base2)

This network is called Thinnet, or thin wire, because of the thin, inexpensive
coaxial cabling (RG-58) it uses. This cable can carry a signal for approximately
185 meters (about 607 feet). Beyond that, the signal must be regenerated by a
repeater. Although there is a maximum length, there is also a minimum cable
length. The cable between computers must be at least 0.5 meters (20 inches)
long.

The reason this network is called 10Base2 by IEEE is because it transmits at /0
Mbps over a baseband wire and can carry a signal roughly 2 X 100 meters
(actual distance is 185 meters).

Thinnet networks generally use a local bus topology, as described in “Bus
Topology” earlier in this chapter. IEEE standards for Thinnet don't allow a
drop cable to be used from the bus T-connector to a workstation. Instead, a T-
connector fits directly on the network adapter card. A BNC barrel connector
may be used to connect Thinnet cable segments together, thus extending a
length of cable. For example, if you need a length of cable that is 30 feet long,
but all you have is a 25 foot length and a 5 foot length of Thinnet cable, a BNC
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barrel connector can be used to join the two cable segments together. The use of
barrel connectors, however, should be kept to a minimum.

A Thinnet network was designed to be an economical way to support a small
department or workgroup. The cable used for this type of network is relatively
inexpensive. It is also easy to configure and to install.

A single Thinnet network can support a maximum of 30 nodes (workstations
and repeaters) per cable segment. A segment is the length of cable between two
terminators. A terminator must be connected to each end of a LAN in order for
the network to function. Using repeaters, a Thinnet network can combine as
many as five cable segments to support up to 150 computers (based on the
IEEE 802.3 specification).

Note The Microsoft Windows for Workgroups Starter Kit contains a
segment of Thinnet cable, two T-connectors, two terminators, and two
Ethernet network adapter cards for connecting two workstations
together. The Microsoft Windows for Workgroups User Kit contains
components that will allow you to add one additional workstation to
your Windows for Workgroups network (one segment of Thinnet
cable, one T-connector, and one Ethernet network adapter card).

Thicknet (10Base5)

Although IEEE calls this 10Base5—referring to its main specifications of
10Mbps, baseband, and 500-meter (5 X 100) segments—it is commonly known
as Thicknet for the cabling it uses. (It is also called Standard Ethernet.)

Thicknet generally uses a bus topology and can support as many as 100 nodes
(workstations, repeaters, and bridges) per backbone segment. The backbone, or
trunk segment, is the main cable from which drop cables are connected to
workstations, repeaters, and bridges. Unlike Thinnet, this type of network uses
drop cables connected to external transceivers to connect workstation network
adapter cards to a cable segment.

Thicknet cable transmits at a rate of 10 Mbps and can carry a signal for 500
meters (1640 feet), excluding drop cables, before needing a repeater. A
maximum of five backbone segments can be connected using repeaters (based
on the IEEE 802.3 specification). The length of drop cables is not used to
measure the distance supported on the Thicknet cable; only the end-to-end
length of the Thicknet cable segment itself is used.

The minimum cable length between connections (or taps) on the Thicknet cable
segment, excluding drop cables, is 2.5 meters (about 8 feet).
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Drop cables are typically 3/8-inch shielded-pair cable and can be as long as 50
meters (about 164 feet). Drop cables are connected by AUI (Attachment Unit
Interface) connectors on the network adapter card at one end and the main
backbone cable at the other (through the use of an external transceiver).

Thicknet was designed to support a backbone for a large department or even all
the workstations in an entire building.

Twisted-Pair (10BaseT)

10BaseT is an Ethernet baseband LAN that uses unshielded twisted-pair cable
to connect workstations. Most networks of this type are configured in a star
pattern but internally use a bus signaling system like other Ethernet
configurations.

Typically, the hub of a 10BaseT network serves as a repeater and often is
located in a work closet of the building (for example, in a phone closet). Each
workstation or server is located at the end-point of a cable connected to the
hub. Each computer has two pairs of wire—one pair is used to receive data and
one pair is used to send data. Wires can be up to 100 meters (about 328 feet)
from the repeater to computer. The minimum cable length between computers
is 2.5 meters (about 8 feet).

Token Ring

A token-ring network is an implementation of IEEE standard 802.5, the
standard for the token-ring access method. The access method, more than the
ring shape, distinguishes token-ring networks from other LANS.

As described earlier in this chapter, a token is passed around the ring to which
the computers are connected. The computer that grabs the token is able to send
data over the network. When the token returns to its source with an
acknowledgment from the destination, the source relinquishes the token and
continues passing it around the ring, allowing another workstation to send data
out on the network. (By contrast, the other common access method for LANS,
the CSMA/CD access method, is described in the previous section on
Ethernet.)

The first design of a network passing a token ring is attributed to E. E. Newhall
in 1969. IBM first publicly supported a token-ring topology in March 1982,
when the company presented papers for the IEEE Project 802.

IBM announced a token-ring network product in 1984, and in 1985, the IBM
token ring became an ANSI/IEEE standard. The goal was to allow for a simple
wiring structure using twisted-pair cable that connected a workstation to the
network by a wall socket, with the main wiring in a centralized location.
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ArcNet

Data on the ring is transmitted at either 4 or 16 Mbps, depending on the actual
implementation. In order for workstations to communicate with each other, all
network cards must be configured alike to communicate at either 4 or 16 Mbps
on the network.

Network computers are connected by shielded and/or unshielded twisted-pair
cable to a wiring concentrator. Each computer can be up to 100 meters (about
328 feet) from the Media Access Unit (MAU) using shielded wire, or 45 meters
(about 148 feet) using unshielded wire. The minimum shielded or unshielded
cable length is 2.5 meters (about 8 feet).

Each MAU can support as many as 72 workstations that use unshielded wire,
or up to 260 workstations using shielded wire. Each ring can have as many as
33 MAUs.

A token ring is an efficient design for moving data on a network. On small- to
medium-sized networks with heavy data traffic, token rings are more efficient
compared to most Ethernet installations. On the other hand, the direct routing
of data supported by Ethernet networks tends to fair better when a network
includes a large number of computers with light to moderate traffic.

The Attached Resource Computer Network (ArcNet) was developed by
Datapoint Corporation in 1977. It was designed as a token-passing bus
architecture, transmitting at 2.5Mbps. A successor to the original ArcNet,
ArcNetplus, supports data transmission rates of 20 Mbps.

ArcNet technology predates IEEE Project 802 standards, but most closely maps
to 802.4, the standards for token-passing bus networks using broadband cable.
ArcNet, however, is a baseband network and can have a star or bus topology.

ArcNet is an easy-to-install and inexpensive network. It typically uses coaxial
cable and includes both active and passive hubs. Active hubs regenerate
signals. Passive hubs split strong signals into multiple, weaker signals. Each
workstation is connected by cable to a hub. The maximum cable length is from
120 meters (about 393 feet) to 606 meters (about 1988 feet), depending on the
type of cable and hub connection.
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Summary of Popular LAN Architecture Specifications

The following is a summary of the specifications for the popular architectures
discussed in the previous sections.

Note The following information is the minimum standards required to
conform to IEEE specifications. A particular implementation of the
network architecture may differ from the information in this table.

Ethernet (IEEE 802.3) Token Ring ArcNet
Thinnet Thicknet Twisted-pair
(10Base2) | (10Base5) (10BaseT)
Topology Local bus Bus Star Ring/Star Series of stars
Cable type |RG-58 Thicknet; 3/8" |Unshielded Shielded or RG-62 or
shielded-pair  [twisted-pair unshielded RG-59
drop cable twisted pair
Impedance |50 Q 50 Q
Terminator [50Q+2Q  |50Q+2Q  [85-115QUTP; |100-120Q2  |RG-59:75 Q
resistance 135-165 Q TP |UTP, 150 Q TP |RG-62: 93 Q
Maximum 185m (about 500m (about  |100m (about 328 JFrom 45m to Depends on cable
cable 606 feet) 1640 feet) feet) 200m (about type, but on
segment 148 to 656 feet), |average:
length depends on W-W- 120m (393
cable type feet);, A4-A: 606m
(1988 feet), P-W
or P-A: 30m (98
feet) A-A: 0.3m
(about 12 inches)
jumper
Minimum 0.5m 2.5m (about 8 |2.5m (about 8 2.5m (about 8 |Depends on cable
length (about 23 feet) feet) between feet)
between inches) repeater hub and
computers computer
Maximum 5 5 Star pattern 33 Media Doesn't support
connected doesn't support  |Access Units connected
segments connected (MAUs) segments
segments
Maximum |30 100 N/A Unshielded: 72 |Depends on cable
computers workstations per jused
per segment concentrator;
Shielded: 260
workstations per
concentrator

1 - = workstation to workstation; A-4 = active hub to active hub; P-W = passive hub
to workstation; P-4 = passive hub to active hub.
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Network Adapter Cards

In the preceding section, we discussed Ethernet and its use of three cabling
media—Thinnet, Thicknet, and twisted-pair. Each of these cabling media have
a different connector to fit a different network adapter card. The network
adapter card (sometimes called a network interface card or NIC) is installed in
each computer on the LAN and includes a connector port on the back of the
network card for connecting to a cabling medium.

Besides cabling, network adapter cards comprise the other key portion of the
network's Physical layer. Network adapter cards do the main work of the LAN.
They move data from the local computer to the network, and vice versa, by
translating digital PC signals into analog RF signals, if necessary, for the
network's cables. They also assemble data into packets for transmission and
verify source-to-destination transmissions.

Ethernet Cable Media Connector Types

Figure 1.15

Coaxial BNC
connector for Thinnet

If you are unfamiliar with connector types used for connecting to the most
popular cabling media, the following information will help you to easily
identify the connector type on the back of your network adapter card.

Some network adapter cards have more than one interface connector. For
example, it is not uncommon for a network adapter card to have both a Thinnet
and Thicknet connector, or a twisted-pair and a Thicknet connector. If this is
true in your case, the selection of which interface connector to use will be
controlled either by setting jumpers or DIP switches on the card itself or by
using a software-selectable option. Consult the documentation that came with
your network adapter card for information on how to properly configure the
card.

A Thinnet network connection uses a coaxial BNC connector as shown in
Figure 1.15:
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Figure 1.16
A 15-pin AUI

connector for
Thicknet

Figure 1.17

RJ-45 connector for
twisted-pair Ethernet

A Thicknet network connection uses a 15-pin Attachment Unit Interface (AUI)
cable (as shown in Figure 1.16) to connect the 15-pin (DB15) connector on the
back of the network adapter card to an external transceiver.

AN

AN/

Note  Be careful not to confuse a joystick port with an AUI network adapter
port, as they both look alike.

A twisted-pair Ethernet network (10BaseT) connection uses an RJ-45
connector, as shown in Figure 1.17. The RJ-45 connector is similar to an RJ-11
telephone connector but has twice the number of conductors.

A

o~y

Configuration Options

Network adapter cards generally have three configurable options that must be
set properly for the network adapter card to function in your computer: the
interrupt (IRQ), the base I/O port address, and the base memory address. These
settings may be changed by using the Network option in the Windows Control
Panel.
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Note 1t is necessary to match the network adapter card settings that you
specify in the Network option of the Windows Control Panel with the
jumper or DIP-switch settings configured on your network adapter
card.

Interrupt (IRQ)

When your network card sends a request to your computer, it uses an
interrupt—an electronic signal sent to the computer’s central processing unit
(CPU). Each device in your system must use a different inferrupt request line
(IRQ), which is specified when the device is configured. (Interrupt is often used
interchangeably with IRQ.)

In most cases, you can use IRQ3 or IRQS5 for your network card. IRQS5 is the
recommended setting if it is available. Check the documentation that came with
your computer and the other devices installed in your system to determine
which IRQs are already being used.

If neither IRQ3 nor IRQ5 is available, refer to the following table for alternate
values you may be able to use. The IRQs listed as “available” usually can be
used for your network card. If your computer doesn't have the hardware listed
for a specific IRQ, that IRQ should be available.

IRQ Computer with 80286 processor (or higher)

2(9) EGA/VGA (enhanced graphics adapter/video graphics adapter)

3 Available (unless used for second serial port [COM2, COM4] or bus
mouse)

COM1, COM3

Awvailable (unless used for second parallel port [LPT2])
Floppy-disk controller

Parallel port (LPT1)

0w N N wn s

Real-time clock

10 Available

11 Available

12 Mouse (PS/2)

13 Math coprocessor
14 Hard-disk controller
15 Available
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Base 1/0 Port

The base input/output (1I/0) port specifies a channel through which information
is transferred between your computer's hardware (such as your network card)
and its CPU. The port appears to the CPU as an address.

Each hardware device included in your system must have a different base I/O
port number. The port numbers (in hexadecimal format) in the following table
are usually available for you to assign to your network card. Those with a
device listed next to them are addresses commonly used for the devices. Check
the documentation that came with your computer and other devices to
determine which addresses are already in use.

Port Device Port Device

200 to 20F Game port 300 to 30F

210 to 21F 310 to 31F

220 to 22F 320to 32F  Hard-disk controller
(for PS/2 Model 30)

230 to 23F Bus mouse 330 to 33F

240 to 24F 340 to 34F

250 to 25F 350 to 35F

260 to 26F 360 to 36F

270t0 27F  LPT3 370 to 37F  LPT2

280 to 28F 380 to 38F

290 to 29F 390 to 39F

2A0 to 2AF 3A0 to 3AF

2B0 to 2BF 3B0to 3BF LPT1

2C0 to 2CF 3C0to3CF EGA/VGA

2DO0 to 2DF 3D0 to 3DF CGA/MCGA (also
EGA/VGA, in color
video modes)

2EO0 to 2EF 3EO0 to 3EF

2F0to 2FF  COM2 3F0 to 3FF  Floppy-disk
controller; COM1
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Base Memory Address

The base memory address defines the address of the location in your
computer’s memory (RAM) that will be used by the network card to exchange
information between your computer and the other computers you are connected
to. This setting is sometimes called the RAM start address. Often, the base
memory address for your network card is D8000. (For some network cards, the
final “0” is dropped from the base memory address—for example, D800.)

Note Some network cards don't have a setting for the base memory address
because they don't use any RAM.

With some network cards, you may also need another setting that specifies the
amount of memory to be “mapped” or set aside for this purpose. For example,
for some cards you can specify either 16K, which leaves more memory
available for other uses, or 32K, which provides better performance but leaves
less memory available.

Additional Settings

Your network card may have other settings you need to define during
configuration. For example, some cards have more than one connector (where
you connect the cable), providing you with flexibility in choosing a cable. If
your card has multiple connectors, you usually need to specify which connector
to use. This may be done by using a jumper or a software setting. See your
network-card documentation for details about this and other settings.

Network Device Interface Specification (NDIS)

Figure 1.18

The Data Link layer is
divided into LLC and
MAC sublayers.

The second layer of the OSI model is the Data Link layer. As described earlier
in this chapter, the Data Link layer is divided into two sublayers by the IEEE
Project 802—Media Access Control (MAC) and Logical Link Control (LLC).

Logical Link Control (LLC)

Media Access Control (MAC]

Device drivers at these sublayers move data received in the Physical layer by
the network adapter card and pass it up the other OSI layers to the destination
application.

A MAC driver is the device driver located at the MAC sublayer. It provides
low-level access to network adapters by providing data transmission support
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and some basic adapter management functions. MAC drivers are also known as
network adapter card drivers.

Until the late 1980s, many of the implementations of transport protocols—that
is, the lower layer protocols that reside on layers 3 and 4 of the OSI model and
are used by networked computers to communicate with each other—were tied
to a proprietary implementation of a MAC-layer interface defining how the
protocol would converse with the network adapter card. This made it difficult
for network adapter card vendors to support the different network operating
systems available on the market. Each network adapter card vendor had to
create proprietary interface drivers to support a variety of protocol
implementations for use with several network operating system environments.

In 1989, Microsoft and 3Com® jointly developed a standard defining an
interface for communication between the MAC layer and the transport protocol
(or simply protocol) drivers that reside on layers 3 and 4 of the OSI model.
This standard is known as the Network Device Interface Specification (NDIS).
NDIS allows for a flexible environment of data exchange. It defines the
software interface—called the NDIS interface—used by network transport
protocols to communicate with the network adapter card.

The flexibility of NDIS comes from the standardized implementation used by
the network industry. Any NDIS-conformant protocol can pass data to any
NDIS-conformant MAC driver, and vice versa. A process called binding is
used to establish the initial communication channel between the protocol driver
and the MAC driver. A software driver called the Profocol Manager, as
defined by NDIS, is used to bind the MAC and transport protocol drivers.
Transport protocol drivers are described in the next section and reside above
the MAC-driver layer in the OSI model.

Version 2.0.1 of the NDIS, as used by Windows for Workgroups, allows a
single computer to have as many as four network adapter cards installed in it.
Each network adapter card can support a maximum of four protocols, with no
more than eight transport protocols supported on a computer.

The advantage of supporting multiple protocol drivers on a single network card
is that Windows for Workgroups workstations can have simultaneous access to
different types of network servers, each using a different transport protocol. For
example, a Windows for Workgroups workstation can have access to both a
Microsoft LAN Manager server and a Novell NetWare server simultaneously.

The Protocol Manager arbitrates among the multiple protocol and MAC
drivers, routing incoming network requests to the appropriate driver.
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Network Protocols and Transports

Figure 1.19

Network and
Transport layers of
the OSI model.

Figure 1.20

The protocol is the
network's data
organizer. It sends
data between the
Session layer and
NDIS interfaces.

The following section discusses components that reside on the Network and
Transport layers.

4. Transport Layer
3. Network Layer

To briefly summarize, the packaging and routing of data and application
messages occurs on these layers, by a component called a profocol.

Sometimes a separate component called a fransport manages application
messages while the protocol manages data. In other cases, as with Microsoft's
NetBEUI protocol, both of these functions are handled by the protocol. A
protocol driver that manages all functions of the MAC through the Transport
layer in one protocol driver is referred to as a monolithic protocol
stack—monolithic protocols do not need to bind to a separate MAC driver due
to the internal network adapter card (MAC) driver. Network transports that
conform with NDIS require an NDIS-compliant network adapter card driver to
provide support for MAC layer communication.

The protocol is the network data organizer. It defines how data should be
presented to the next receiving layer and packages the data accordingly. It
passes data to the MAC driver through the NDIS interface at the Data Link
layer, and to the application through the Session layer interface located at the
Session layer, as shown in Figure 1.20.

Application

Presentation

Session

Transport

Monolithic

Network Protocol

Data Link -+

DI
[ Network Adapter Card Driver (MAC) |

Physical Network Adapter Card
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Now that we've established the relationship between a network protocol and the
NDIS MAC-layer driver, let's discuss two key protocols supported by Windows
for Workgroups, NetBEUI and MSIPX.

NetBEUI

The primary protocol used by Windows for Workgroups is called NetBEUI
(NetBIOS Extended User Interface). This protocol was first introduced by IBM
in 1985. NetBEUI is a small and efficient protocol designed for use on a
departmental LAN of 20 to 200 workstations. The original design assumed
broader connectivity services could be added as the network grew by including
gateways. A gafeway is a device that allows one type of network to
communicate with a different type of network.

Microsoft has supported the NetBEUI protocol in all of its networking products
since Microsoft's first networking product, MS-Net, was introduced in the mid-
1980s.

Microsoft supports NetBEUI for several reasons. It has powerful flow control
and tuning parameters and has robust error detection. It conforms to IBM's
NetBEUI specifications and thus can communicate with IBM's NetBEUI
protocol. It includes performance enhancements related to NetBIOS 3.0 and
supports high data throughput rates. Finally, its small and efficient design is
perfect for workgroup networking.

Figure 1.21 shows how NetBEUI fits into the OSI model.

Application
Figure 1.21 Presentation
Windows for Session
Workgroups Transport
components shown in
reference to the Network
seven-layer OS|
model

Data Link | NDIS Interface |

MAC | Network Adapter Card Driver (MAC) I

Physical Network Adapter Card I
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Dual-Net/Multiple Network Support

Figure 1.22

Windows for
Workgroups supports
up to four protocol
stacks.

Through the use of the Network Device Interface Specification (NDIS),
Windows for Workgroups supports the use of multiple protocol stacks on a
single workstation, so long as each protocol stack complies with NDIS version
2.0.1.

Windows for Workgroups provides the necessary components to support
loading both the Microsoft NetBEUI protocol and the Novell IPX protocol on a
Windows for Workgroups workstation. Loading both protocols on a single
workstation enables that workstation to connect to NetBEUI-compliant network
servers (for example, Microsoft LAN Manager) and Novell NetWare servers.

Configuring Windows for Workgroups to support a dual-net environment can
occur either during the setup process or after Windows for Workgroups has
been installed by using the interface provided in the Network option of the
Windows Control Panel.

In order to support the dual-protocol configuration, Microsoft provides an
NDIS-compliant IPX protocol stack called MSIPX. (The MSIPX protocol stack
is briefly described in the next section and is discussed in-depth in Chapter 8,
“Network Integration with Microsoft LAN Manager and Novell NetWare.”)

Figure 1.22 shows an example of how a computer configured with both the
NetBEUI and MSIPX transport protocols would appear.

Application
Presentation
Session
Transport
Network Microsoft Pr!:lzc):(col

etwor

NetBEUI (MSIPX)
LLC B

Data Link

MAC Network Adapter Card Driver (MAC)

Physical Network Adapter Card l

MSIPX and NetWare Protocols

Windows for Workgroups provides NetWare connectivity by including a
version of Novell's IPX protocol, called MSIPX, that supports NDIS-compliant
network drivers.
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The Novell IPX (Internetwork Packet Exchange) protocol provides
connectionless communication between computers. The commonly used Novell
IPX implementation is a monolithic stack (where the network adapter card
driver is internal to the protocol stack). Each workstation's copy of IPX.COM
protocol driver is customized to suit the network card, interrupts, memory, and
other characteristics of that workstation. The IPX must be modified each time
the workstation's configuration changes, and IPX.COM can't be copied from
one workstation to the next unless the workstations are configured exactly the
same.

In order for Windows for Workgroups to support the NetBEUI and IPX
protocols on the same network adapter card, an NDIS-compliant version of the
IPX protocol stack is needed. The MSIPX protocol stack is a full
implementation of the IPX protocol, but one that is NDIS-compliant and thus
can also take advantage of the many available NDIS network adapter card
drivers.

For more information about implementation and integration of the MSIPX
protocol, see Chapter 8, “Network Integration with Microsoft LAN Manager
and Novell NetWare.”

Communication Between Network Transports and Applications

Figure 1.23

Session,
Presentation, and
Application layers of
the OSI model

In this section, we conclude our discussion of the OSI model by identifying
Windows for Workgroups components that run on the Session, Presentation,
and Application layers.

7. Application Layer

6. Presentation Layer

=1 5. Session Layer

These three layers support communication between applications on different
computers by creating sessions, defining data-exchange formats, and providing
application-support services.
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NetBIOS

NetBIOS is the Network Basic Input/Output System—a high-level interface
used by applications to communicate with NetBIOS-compliant transports such
as NetBEUI. The network redirector, discussed in the next section, is an
example of a NetBIOS application. The NetBIOS interface is responsible for
establishing logical names on the network, establishing connections (called
sessions) between two logical names on the network, and supporting reliable
data transfer between computers that have established a session.

This Session-layer interface was developed by Sytek, Inc., for IBM's broadband
computer network. At that time, NetBIOS was included on a ROM chip on the
network adapter card. Sytek also developed a NetBIOS for IBM's token-ring
network, this time implemented as a device driver. Several other vendors have
since produced versions of this interface.

In order to support the emerging network industry standard, Microsoft
developed the NetBIOS interface for MS-Net and LAN Manager products. This
interface is included with the Windows for Workgroups product.

NetBIOS uses a unique logical name to identify a workstation for handling
communications between nodes. A NetBIOS name is a unique alphanumeric
name consisting of one to 15 characters (no other workstation on the network
may have the same name as another computer or workgroup). Windows for
Workgroups prompts the user to enter the name for his/her computer at the
time the user runs Setup (referred to as the computer name). The computer
name for the workstation may be changed by using the Network option of the
Windows Control Panel (the computer name is defined in the [network]
section of the SYSTEM.INI file—see Chapter 6 “Windows for Workgroups
Initialization Files,” for more information).

Communication between networked computers can also be in the form of a
conversation. To carry on two-way communication between computers,
NetBIOS establishes a logical connection, or session, between them. Once a
logical connection is established, computers can then exchange data in the
form of NetBIOS requests or in the form of a Server Message Block (SMBs).

The next section explains how the redirector uses the NetBIOS interface to

communicate with other workstations and servers on the network. It also

describes how the redirector uses SMBs to send data requests to remote devices.
The Network Workstation Services

Three classes of services are provided by the Windows for Workgroups network

workstation software (the version of this software for MS-DOS is called the
Microsoft Workgroup Connection): redirector, receiver, and server. A fourth
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class of service, the messenger service, is supported by the Microsoft LAN
Manager network client software, but is not supported by the Windows for
Workgroups network software. See Chapter 8 for more information.

The services supported by the workstation software rely on the use of the Server
Message Block (SMB) protocol to communicate with other workstations
through the NetBIOS interface. The SMB protocol operates at the Application
layer of the OSI model and was jointly developed by Microsoft, Intel, and IBM.

The network redirector is a NetBIOS application that translates requests from
logical devices and routes them to the appropriate destination on the network.
The redirector intercepts DOS file I/0 calls (DOS INT 21h) and determines
whether the request is for a local physical device or a logical remote device. If
the device is a local device, the redirector passes the request to MS-DOS. If the
request is for a remote device, the redirector translates the request into an SMB
protocol message.

SMB protocol defines a series of commands used to pass information between
workstations and can be broken into four message types: session (connection)
control, file, printer, and message. Session control consists of commands that
start and end a redirector connection to a shared resource at the server. The file
SMB messages are used by the redirector to gain access to files at the server.
The printer SMB messages are used by the redirector to send data to a print
queue at a server and to get status information about the print queue. The
message SMB type allows an application to send messages to or receive
messages from another workstation.

The redirector packages SMB requests meant for remote workstations in a
structure known as a Network Control Block (NCB). NCBs can be sent over the
network to a remote device. The redirector also uses NCBs to make requests to
the protocol stack of the local computer, such as “Create a session with the file
server.”

The receiver workstation service provides the support for a workstation to listen
for SMB messages destined for it and removes the data portion of the SMB
request in order for it to be processed by a local device. The server workstation
service implements the full set of SMB protocols and manages local devices for
shared use by other computers on the network.

Because Windows for Workgroups supports the SMB protocol, a Windows for
Workgroups workstation can communicate with any other SMB-compliant
workstation or server running a compatible transport protocol (for example,
NetBEUI), both as a server and as a workstation. Other SMB-compliant
network operating systems include Microsoft LAN Manager, Microsoft LAN
Manager for UNIX, Microsoft MS-Net, Microsoft Windows NT, 3Com
3+Open™, DEC Pathworks™, and IBM LAN Server. See Chapter 8, “Network
Integration with Microsoft LAN Manager and Novell NetWare” for more
information.
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Servers and Workstations

This section discusses the role of servers on a network and describes two
models of network security.

In local area network architecture, a computer that provides shared resources to
other computers on the network is called the server. A server shares resources,
such as data files and printers, by making the resources available for use by
other workstations on the network. Through the server, the network
administrator grants other computers access to specific resources, such as a
directory on the server's hard disk, a CD-ROM player connected to the server,
or a printer connected locally to the server.

Network Resource Management

Part of a network's overall design includes how network resources will be
shared and managed. Early networks used central file servers to manage access
to shared files and printers. These servers were quite frequently workstations
dedicated for the purpose of sharing resources or running network file server-
related applications (for example, database engines). Examples of network
operating systems (NOS) that support the central file server model include
Microsoft LAN Manager and Novell NetWare. Lately, the idea of peer-to-peer
networking has been introduced. Peer-to-peer networking means that network
workstations can both use resources shared by another user and share their
computer's resources with other workgroup members. Windows for
Workgroups supports the peer-to-peer networking model.

The central file server model requires that all file sharing take place on the
LAN server itself. If the file server is the central repository of information, then
all exchanges of information between workstations on a LAN must first pass
through the file server. This model is commonly implemented in an
environment in which the workstations don't have the processing power or the
resources capable of supporting networking server functionality. For example,
the workstation may not have enough memory or may have a small-capacity
hard disk.

In the peer-to-peer networking model, each workstation (or at least one
workstation) in a file transfer scenario acts as both a client and a server. As a
client, the workstation can access the network resources shared by another
workstation. This model is commonly implemented in an environment in
which workstations have the processing power and resources to provide
network server functionality, or when the cost is prohibitively high to dedicate
a workstation as a server. This model is more flexible than the central file
server model for a workstation user because the user is able to directly access
shared resources on another computer.
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To illustrate the differences between the central file server model and the peer-
to-peer networking model, let's discuss a sample scenario. Two workstations,
Workstation A and Workstation B, want to share a document that Workstation
A has created. The document resides on the hard disk of Workstation A.

In the central file server model, Workstation A must connect to the server,
place the document on the server's hard disk, then inform Workstation B that
the document is available. Workstation B can then connect to the server and
use the document left there by Workstation A. Unless Workstation A is
working with the specified document directly on the file server (that is, making
modifications to the version of the document that resides on the file server), the
version of the document that may reside on Workstation A's hard disk will
likely become out of sync with the version of the document Workstation B is
now using. Figure 1.24 illustrates the role of the central file server in this
sample scenario.

Workstation A

Figure 1.24

The role of a file
server in the central
file server model

Workstation B File Server Workstation D

Workstation C

In the peer-to-peer networking model, Workstation A may simply grant
Workstation B permission to access the directory where the files are located on
Workstation A's local hard disk. Workstation B can then directly connect to
Workstation A and use the document. Another way to provide Workstation B
with the document that Workstation A created is to have Workstation B give
Workstation A access to a shared directory on Workstation B. Then
Workstation A can copy the document from its hard disk to the shared
directory on Workstation B. The latter procedure however, suffers from the
same difficulty as the central file server model because the versions of the
documents may get out of sync. Because both workstations are considered to be
peers, both support client and server functionality.
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Figure 1.25

The role of a
workstation in the
peer-to-peer
networking model

Figure 1.25 illustrates the role of Workstation A and Workstation B in this
sample scenario.

Workstation A

Workstation B Workstation D

Workstation C

LAN Security

There are two primary security models for granting permission to allow
workstations access to shared resources—user-level security and share-level
security.

User-level security involves assigning certain rights on a user-by-user basis. A
user types a password when he or she logs on to the network. The server
validates this user name/password combination and uses it to allow or disallow
access to shared resources by checking access to the resource against a user-
access database resident on the server. Microsoft LAN Manager supports both
user-level and share-level security and Novell NetWare supports only user-level
security.

Share-level security involves assigning a password to each shared resource.
Access to the shared resource is granted to a user if he or she enters the
appropriate password when attempting to access the shared resource. Because
of its simplicity, Windows for Workgroups uses share-level security.
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Additional Reading

For additional information on topics discussed in this chapter, see the following
resources:

ANSI/IEEE standard 802.2 - 1985 (ISO/DIS 8802/2): IEEE Standards for
Local Area Networks—Logical Link Control Standard.

ANSI/IEEE standard 802.3 - 1985 (ISO/DIS 8802/3): IEEE Standards for
Local Area Networks—Carrier Sense Multiple Access with Collision Detection
(CSMA/CD) Access Method and Physical Layer Specifications;, American
National Standards Institute; January 12, 1989.

ANSI/IEEE standard 802.4 - 1985 (ISO/DIS 8802/4): IEEE Standards for
Local Area Networks—1oken-Passing Bus Access Method and Physical Layer
Specifications, American National Standards Institute; December 17, 1984.

ANSI/IEEE standard 802.5 - 1985 (ISO/DIS 8802/5): IEEE Standards for
Local Area Networks—Token-Ring Access Method and Physical Layer
Specifications, American National Standards Institute; June 2, 1989.

The Ethernet. A Local Area Network. (Data Link Layer and Physical Layer
Specifications); version 2.0, November 1982. Also known as the “Ethernet
Blue Book.”

Haugdahl, J. Scott. /nside NetBIOS. Minneapolis: Architecture Technology
Corporation, 1990.

IBM Token-Ring Network PC Adapter Technical Reference (69X7830).

IBM Token-Ring Network Architecture Reference (6165877), November 1985.
International Standard 7498: Information processing systems—Open Systems
Interconnection—Basic Reference Model (First edition); American National

Standards Institute, November 15, 1984. The OSI model.

Microsoft Corporation. Microsoft LAN Manager Resource Kit. Microsoft
Corporation, 1992.

Microsoft Corporation, 3Com Corporation. SMB Specification. This may be

obtained from the files library in the Microsoft Client Server Computing forum
on CompuServe (GO MSNETWORK).
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Related information

Windows for Workgroups Architecture

This chapter provides an overview of the architecture used by Windows for
Workgroups version 3.1. Windows for Workgroups builds on the architecture
used by Windows version 3.1 to provide integrated peer-to-peer networking
functionality.

®  Windows Resource Kit: Chapter 5, “Windows 3.1 and Memory
Management.”
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Review of Windows 3.1 Architecture

In order to discuss the architecture used by Windows for Workgroups, we'll
first begin by reviewing the architecture used by Windows 3.1. The concepts
presented in this section will serve as the basis for the discussion of the
components that make up Windows for Workgroups.

Windows Components

Generally, Windows architecture can be divided into three primary
components, as illustrated in Figure 2.1: the Windows Application
Programming Interface (API), the Windows core and Windows extensions, and
the Windows drivers.

Figure 2.1 { Windows Application J
Generic Windows oo I """"""""""""""""""""
architecture Windows API
X
Windows Windows : Windows
Environment Core : Extensions
1
Drivers
____________________________________________ | S —
Hardware

The goal of the Windows architecture is to abstract the components in such a
way that software developers need only understand the published behavior of
the exposed, programming interfaces. That is, a software developer can use the
Windows APIs to write a Windows-based application without knowing the
details about how the Windows core routines work internally. The developer
also doesn't need to know the implementation details of how Windows device
drivers communicate with the hardware. Likewise, a hardware vendor could
write 2 Windows device driver for communicating with a hardware device
using the published development interfaces without knowing the details of the
Windows core internals or the internals of a Windows-based application.

Windows-based applications use the published Windows application
programming interface (API) to call routines present in the Windows core or in
Windows extensions. For example, an application may call the CreateWindow
function to tell Windows to create a new window, or may call the DrawText
function to tell Windows to display text in a window or on a given output
device. At the Windows Application layer, the calls to the Windows core and
extension routines are independent of the hardware configuration. The
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Figure 2.2

Windows core consists
of the Kernel, User,
GDI, and extension
routines.

Windows API is documented in the Microsoft Windows Sofiware Development
Kit (SDK).

The second highest layer, the Windows core, is the heart of the Windows
environment. This layer contains the operating system kernel and the operating
system support routines. Extensions to the Windows environment are also
present in this layer. Windows extensions are provided in the form of Dynamic
Link Libraries (DLLs) and provide functionality that can be used by both
Windows-based applications and by elements of Windows itself. (DLLs are
explained in the next section.)

Windows Core Components Windows Extensions

| COMMDLG.DLL

: Kernel User GDI : DDEML.DLL
: | MMSYSTEM.DLL
[

Windows
Extensions |

Windows Windows
Environment Core

The Windows core consists of the kernel, user, and GDI routines. Kernel
(KRNLx86.EXFE) provides the operating system kernel functionality and is
responsible for handling file I/O, managing memory, and performing system
task scheduling in the Windows environment. The version of Kernel used for
standard mode and 386 enhanced mode depends on the processor type used in
your computer and the amount of memory you have installed.

User (USER.EXE) is responsible for handling user input and output, including
managing the keyboard, mouse, sound driver, timer, in addition to
communications ports, and managing and keeping track of elements of the user
interface (which includes components such as windows, icons, menus, and
dialog boxes).

The Graphics Device Interface, GDI (GDI.EXE), is responsible for managing
the drawing of graphic primitives, manipulating bitmaps, and handling
interaction with the device-independent drivers layer (including display and
printer output devices).

The Windows extensions provided with Windows 3.1 include additional
support routines for supporting common functionality universal to all
Windows-based applications. For example, standardized dialog boxes for
common user interface operations are supported by the common dialogs
extension (COMMDLG.DLL), a high-level way for managing Dynamic Data
Exchange sessions is supported by the DDE management library
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(DDEML.DLL), and a library providing services for applications to support
multimedia functionality that includes playing and recording audio with
waveform and MIDI audio devices is supported by the multimedia systems
extension (MMSYSTEM.DLL).

Figure 2.3
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The lowest layer of the Windows environment consists of the Windows device
drivers. Each device driver tells Windows how to communicate with a
particular hardware device (such as a display adapter, printer, network, or
audio device). For example, a video display driver tells Windows how to
manipulate bits on a video adapter card to display images, a keyboard driver
tells Windows how to interpret signals received from the keyboard, and a
mouse driver tells Windows how to interact with the mouse to detect when the
mouse is moved and when the user presses a button on the mouse. Windows
includes device drivers for many popular hardware devices. Hardware device
manufacturers can write additional device drivers to support their particular
hardware device. Device drivers are documented in the Microsoft Windows
Device Driver Kit (DDK).

Windows Dynamic Link Libraries (DLLs)

The Windows environment is extensible, and thus extremely flexible. As was
mentioned in the previous section, many of the components of Windows are
written as dynamic link libraries (DLLs). A DLL is an executable file that
enables applications to share code and other resources necessary to perform
particular tasks. Software developers can extend the Windows environment by
creating a DLL that contains routines for performing operations, and then
make the DLL available to other Windows-based applications (in addition to
internal Windows routines) running on the workstation.

DLLs most often appear as files with a .DLL filename extension; however, they
may also have an .EXE or other filename extension. For example, SHELL.DLL
provides the drag-and-drop routines that Windows File Manager uses and has a
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.DLL filename extension. KERNEL.EXE, USER.EXE, and GDI.EXE are
examples of DLLs with .EXE filename extensions. DLLs provide code, data, or
routines to applications running in the Windows operating system. For
example, User (USER.EXE) provides the code for the “CreateWindow”
function, which applications use when they want to create a new window on the
screen.

There are two mechanisms for telling an application program how to interact
with a software function library. A mechanism called sfatic binding is used
when a software developer wants to incorporate software routines into his/her
application program but keep the function routines internal to the
program—that is, the software functions are only available to the application
that contains the library. When the software developer creates the final
executable program, the language linker statically resolves the function calls in
the main application program with the function routines in the function library.
This happens only once—at the time the executable program is being built.
This method is typically the way that MS-DOS-based applications (that is, non-
Windows-based applications) are created.

Another mechanism for telling application programs how to interact with a
software function library is called dynamic binding. Dynamic binding differs
from static binding in that the function-call references in the main application
program are dynamically resolved with the function routines in the function
library at the time the application runs. This happens each and every time the
application program is run. Windows uses dynamic binding to tie function
references in a Windows-based application program to functions in a DLL.

One advantage of a DLL, and the way that it interacts with the Windows
environment, is that Windows will only load into memory the components of
the function library that it needs at a given time. When the application that
called the DLL function is finished with the function, Windows may remove
from memory the components of the DLL that it doesn't need. This results in
efficient memory management within the Windows environment.

Windows Operating Modes
Windows 3.1 supports two operating modes—standard mode and 386 enhanced
mode. The default operating mode for your computer is determined by the

computer's hardware, the amount of memory it has, and any startup switches
you specify. The following sections describe these two operating modes.

Standard Mode

Windows 3.1 standard mode requires a computer with an 80286 processor or
higher. This mode provides access to extended memory for Windows-based
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applications. Windows doesn't use virtual memory in this mode. MS-DOS-
based applications run in a full screen rather than in windows.

In standard mode, Windows does not provide the ability to multitask with MS-
DOS-based applications. When an MS-DOS-based application (that is, a non-
Windows-based application) is invoked, Windows swaps the components that
reside in conventional memory (except for the DOSX stub and the switcher
code) to disk in order to allow the MS-DOS-based application to run, and
suspends any running Windows-based applications. When the user switches
back to the Windows environment (or quits the MS-DOS-based application),
Windows loads its components back from the disk and resumes running any
Windows-based applications that were previously running. Figure 2.4
illustrates the relationship between these components when running Windows
3.1 in standard mode.

Windows Active DOS App Active
16MB 16MB
, Windows
Figure 2.4 Windows
1MB + 64K 1MB + 64K
Windows 3.1 standard Ms-DOS 1MB MSbos
mode configuration ™8
640K 640K

MS-DOS-based

ﬂ \16MB Application

Windows
Code & Data

Switcher
DOSX Stub

MS-DOS, Devices,
& TSRs

DOSX Stub

MS-DOS, Devices,
& TSRs

A standard mode Windows configuration consists of the extended memory
driver (HIMEM.SYS), the extended memory support routines for Windows
(DOSX.EXE), the Kernel (KRNLx86.EXE), and User (USER.EXE), and GDI
(GDIL.EXE) functions.

386 Enhanced Mode

Windows 3.1 also runs in 386 enhanced mode. This mode is designed for a
computer with an 80386 processor or higher. Windows 386 enhanced mode
allows multitasking of MS-DOS-based applications and enables you to have
more control over those applications than is provided in standard mode. For
example, in 386 enhanced mode you can run an MS-DOS-based application in
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Figure 2.5

Windows 3.1
386 enhanced mode
configuration

a window, whereas in standard mode, MS-DOS-based applications can run
only in a full screen.

A 386 enhanced mode Windows configuration consists of the extended memory
driver (HIMEM.SYS), the Windows enhanced mode kernel (WIN386.EXE)
providing the virtual machine manager (VMM) and various internal virtual
device drivers, the Windows 386 kernel (KRNL386.EXE), the User
(USER.EXE) functions, the GDI (GDIL.EXE) functions, and other
miscellaneous external virtual device drivers.

WindowsVirtual Machine DOS Virtual Machines

"System VM" "VM2", "VM3", ...
Windows XMS as req
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HMA HMA

1MB

640K
Windows DOS
Code & Data Application
Stub Stub
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Most importantly, 386 enhanced mode supports the virtual 8086 mode (V86) of
80386 (and higher) CPUs. The V86 mode of the 80386 CPU allows an
application running in this mode to run as if it were on its own self-contained
computer, when in fact it may be multitasking with other concurrently running
applications.

Virtual Machines

The 80386 CPU separates cach V86 mode task into its own virtual machine. A
virtual machine (VM) is supported directly by the Intel 80386 (or higher) CPU
and is an executable task consisting of an application, supporting software
(such as ROM BIOS and MS-DOS), memory, and CPU registers. Windows
uses a single virtual machine, called the system VM, in which to run the
Windows kernel, other Windows core components and extensions, and all
Windows-based applications. As illustrated in Figure 2.5, Windows creates a
separate virtual machine called a DOS VM, for each running MS-DOS-based
application.
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Figure 2.6
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The Virtual Machine Manager (VMM) is used to manage the different VMs
running in the Windows environment. It provides the services needed to create
and manage the virtual machines where Windows and MS-DOS-based
applications run. This allows MS-DOS-based applications to run concurrently
with Windows when they are launched by Program Manager or another
Windows-based application.

In order to provide support for the Windows environment and for the virtual
machines while Windows is running in 386 enhanced mode, Windows uses
virtual device drivers to communicate between the system and DOS VMs and
hardware devices.

Virtual Device Drivers (VxDs)

A virtual device driver (VxD) is a 32-bit, protected-mode, dynamic link library
(DLL) that manages a system resource, such as a hardware device or installed
software, so that more than one application can use the resource at the same
time. The term VxD is used to refer to a general virtual device driver—the x
represents the type of device driver. For example, a virtual device driver for a
display device is known as a VDD. Windows running in 386 enhanced mode
uses virtual devices to support multitasking for MS-DOS-based applications.
Virtual devices work in conjunction with Windows to process interrupts and
carry out I/O operations for a given application without disrupting how other
applications run.

Windows Internal Systems

Global Memory

Memory Memo&y Memory
System VM VM VM n
V86 Mode
VxD VXD VxD VxD VxD Ring 0

of the 80386 CPU
protection layer

Virtual Machine Manager

Virtual devices support all hardware devices for a typical computer, including
the programmable interrupt controller (PIC), timer, direct-memory-access
(DMA) device, disk controller, serial ports, parallel ports, keyboard device,
math coprocessor, and display adapter. A virtual device can contain the device-
specific code needed to carry out operations on the device. A virtual device is
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required for any hardware device that has settable operating modes or retains
data over any period of time. In other words, if the state of the hardware device
can be disrupted by switching between multiple applications, the device must
have a corresponding virtual device. The virtual device keeps track of the state
of the device for each application and ensures that the device is in the correct
state whenever an application continues.

Although most virtual devices manage hardware, some manage only installed
software, such as an MS-DOS device driver or a terminate-and-stay-resident
(TSR) program. Such virtual devices often contain code that either emulates
the software or ensures that the software uses data that applies only to the
currently running application. ROM BIOS, MS-DOS, MS-DOS device drivers,
and TSRs provide device-specific routines and operating system functions that
applications use to indirectly access the hardware devices. Virtual devices are
sometimes used to improve the performance of installed software; the 80386
and compatible microprocessors can run the 32-bit protected-mode code of a
virtual device more efficiently than the 16-bit real-mode code of an MS-DOS
device driver or TSR.

Windows 3.1 includes a number of virtual device drivers to support common
hardware devices and installable software. The following list describes some of
the virtual devices that are provided with Windows 3.1 and which may be
present in the [386Enh] section of the SYSTEM.INI (listed as an entry
beginning with device=). Windows provides many other virtual devices that
help support other virtual devices. For example, many virtual devices use the
services provided by the V86 memory manager (V86MMGR) to reserve V86
mode memory.

Virtual
Device Description

biosxlat The virtual BIOS device maps the ROM BIOS APIs for protected-modes applications,
allowing Windows-based applications and device drivers access to ROM BIOS
services.

blockdev The virtual block device coordinates devices calling block I/O services and FastDisk
devices that provide those services for specific hard-disk controllers.

combuff The virtual communications buffer device works in conjunction with the virtual
communications device (VCD) to buffer serial port input.

dosmgr This virtual device is responsible for management of the interaction between a virtual
machine (VM) and MS-DOS. Among the services it provides is the API translation of
the Interrupt 21h MS-DOS API for protected-mode applications.

ebios The virtual extended BIOS device reserves the memory occupied by the EBIOS on the
given computer.

intl3 The virtual Interrupt 13h device traps and emulates Interrupt 13h BIOS functions. It is
used in conjunction with the virtual block device.
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Virtual
Device

Description (continued)
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The virtual swap-file device manages the virtual memory paging file and carries out all
read and write operations requested by the virtual paging device (PAGESWAP). This
virtual device can use 32-bit disk access, such as provided by the Western Digital 1003
(WDCTRL) device, or use either MS-DOS system functions (Interrupt 21h) or ROM
BIOS routines (Interrupt 13h) to carry out read and write operations.

The virtual paging device provides demand-paging support for Windows. The virtual
device reads and writes pages using the virtual swap-file device.

This virtual device installs an NMI (Non-Maskable Interrupt) handler to detect
memory and bus parity errors that are signaled via NMI.

The virtual communications device virtualizes the standard serial ports on Industry
Standard Architecture (ISA) computers, supporting ports COM1 through COM4.

The virtual display device virtualizes the display adapter, including video memory,
registers, and ROM BIOS interrupts. This virtual device also provides APIs to permit
an accompanying 386-enhanced-mode grabber to draw screen output for a MS-DOS-
based applications when run in a window, and to retrieve screen contents for cut and
paste operations. Windows includes virtual display devices for CGA, EGA, VGA,
8514/a, Hercules, and Video 7 VGA.

The virtual direct memory access (DMA) device virtualizes DMA devices. This virtual
device provides services that other virtual devices, such as the virtual floppy disk
device, use to carry data transfers using DMA channels.

The virtual floppy drive device removes special timer port trappings to ensure that copy
protection schemes work properly and communicates with the virtual DMA device to
synchronize DMA channel use.

The virtual keyboard device virtualizes keyboard input, supports Windows shell hot
keys, provides for pasting text into a virtual machine, and manages keyboard input
when in message mode.

The virtual math coprocessor device is used to virtualize access to the math
COProcessor.

The virtual mouse device virtualizes mouse input and maps the Interrupt 33h API for
use by protected-mode applications.

The virtual machine polling device is responsible for detecting when a virtual machine
is idle waiting for keyboard input. The “Detect Idle Time” bit in MS-DOS-based
application PIF files is a behavior bit that affects the operation of the VMPOLL virtual
device driver (VxD).

The virtual NETBIOS device maps the NETBIOS API for protected-mode
applications, allowing Windows-based applications to gain access to the network. It
also handles asynchronous network transactions by mapping the application's buffer
into global memory so the network software can access the buffer even if another
application is running at the time.

The virtual printer device virtualizes the parallel ports. If a second virtual machine tries
to access one of the ports while it is being used by another application, a contention
dialog box is displayed to the user, allowing the user to resolve the conflict.

The virtual programmable interrupt controller device is used to enable interrupt
requests (IRQs).

The virtual sound device is used to virtualize access to a computer's speaker.
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Virtual
Device

Description (continued)

vtd

wdctrl

wshell

The virtual timer device is used to virtualize the timer services provided by the 8253
Programmable Interval Timer chip.

The 386-enhanced-mode block device provides direct access to hard-disk controllers
that are compatible with Western Digital 1003 devices or ST506 hard disk controllers.
Direct access allows virtual devices to carry out input and output operations on disk
entirely in ring O protected mode, bypassing the real mode BIOS and improving
performance.

The virtual Win386 shell interface device is a communication device used for the
management of MS-DOS applications. This VXD provides “glue” code for the
WINOLDAP (WINOA386.MOD) Windows-based application that is the “windows
agent” for all of the MS-DOS applications being run. The WSHELL VxD also
provides system level services for other VxDs. In particular, the WSHELL VxD
contains the code that understands how to display “full screen message boxes,” and
waits for and interprets the user's response. An example of one of these is the blue
background restart screen that is displayed when the user presses Ctrl+Alt+Del.

Windows for Workgroups 3.1 Architecture

The Windows for Workgroups architecture builds on the architecture
implemented in Windows 3.1 by providing integrated network functionality in
the base operating system. The incorporation of networking components in
Windows for Workgroups helps to define a standard platform for workgroup
members to communicate and exchange information.

Windows for Workgroups Network Drivers

The Windows for Workgroups network functionality consists of the following
components:

Protocol Manager (PROTMAN.DOS)

NDIS-compatible network adapter card (MAC) driver (*.DOS)
Workgroups driver (WORKGRP.SYS)

NetBEUI transport protocol

NETBIOS interface

Network redirector

Windows for Workgroups Winnet driver

Windows for Workgroups Server virtual device driver

The implementation of the Protocol Manager, the NDIS network adapter card
driver, and the Workgroups driver is the same whether running Windows for
Workgroups in standard or 386 enhanced mode. The implementations of the
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NetBEUI transport protocol, the NETBIOS interface, and the network
redirector are different depending on whether you are running Windows for
Workgroups in standard or 386 enhanced mode.

As described in Chapter 1, the Protocol Manager (PROTMAN.DOS) is used to
bind the network transport protocols to an NDIS-compliant network adapter
card (MAC) driver. PROTMAN.DOS is a real-mode MS-DOS device driver, is
specified in the CONFIG.SYS file (before the other network device drivers),
and is loaded during the MS-DOS system initialization process. The Protocol
Manager examines information specified in the PROTOCOL.INI file and uses
the information to bind the network transport protocols identified in the
PROTOCOL.INI to the specified NDIS-compliant network adapter card driver.

The NDIS network adapter card driver is used to define how the network
protocol will communicate with a network adapter card. The NDIS drivers
(*.DOS) used on your workstation depend on the network adapter card(s) you
have installed. They are real-mode MS-DOS device drivers that are specified in
the CONFIG.SYS file and are loaded during the MS-DOS system initialization
process.

The Workgroups driver (WORKGRP.SYYS) is the real-mode stub for the
NetBEUI protocol and the network redirector components. This driver is used
to provide the real-mode component support for accessing network
functionality in protected-mode. WORKGRP.SYS is a real-mode MS-DOS
device driver, is specified in the CONFIG.SYS file, and is loaded during the
MS-DOS system initialization process.

Sample CONFIG.SYS file entries from a Windows for Workgroups installation
showing the specification of the aforementioned drivers would look something
like the following:

device=C:\WINDOWS\protman.dos /i:C:\WINDOWS Protocol Manager

device=C:\WINDOWS\expl6.dos NDIS driver for
Intel EtherExpress
16

device=C:\WINDOWS\workgrp.sys Real-mode stub for

NetBEUI and/or
network redirector

Note The Protocol Manager (PROTMAN.DOS) must be specified as the
first network driver in the CONFIG.SYS file (that is, before the NDIS
drivers and the Workgroups driver). If PROTMAN.DOS doesn't
precede the other driver files, the driver files will display an error
message stating that the Protocol Manager wasn't found during system
initialization.
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In order to start the network software and to bind the real-mode network
drivers specified in the CONFIG.SYS file, the net start command needs to be
entered before starting Windows for Workgroups. The Windows for
Workgroups Setup program includes the net start command in the
AUTOEXEC.BAT file when Windows for Workgroups is installed.

The discussion of other Windows for Workgroups network components and
their implementation characteristics is provided in the following sections.

Standard Mode

To run Windows for Workgroups in standard mode, you need an Intel 80286
(or higher) computer with a minimum of 2MB of memory. The minimum
memory requirements for running Windows for Workgroups is slightly higher
than that required by Windows 3.1 in order to support the network
functionality.

A Windows for Workgroups workstation running in standard mode can act as a
client in the workgroup, and thus can use shared resources. However, a
workstation running in standard mode can't share resources, due to the
implementation of the Windows for Workgroups server components as virtual
device drivers (VxDs), which can only run in 386 enhanced mode. (See the
next section on 386 enhanced mode for more information.)

A workstation running in standard mode has access to other network
functionality common to all Windows for Workgroups workstations including
the use of Network DDE. (For more information about Network DDE, see
Chapter 10.)

In standard mode, the NetBEUI transport protocol, the NETBIOS interface,

and the network redirector are loaded and run in conventional memory. Before
running Windows for Workgroups in standard mode, you can start the network
redirector by typing the following command at the MS-DOS command prompt:

NET LOGON

This command loads the transport protocols identified in the PROTOCOL.INI
file, loads the NETBIOS interface routines (present in NET.EXE), and starts
the network redirector. You'll then be prompted to log on to the network. If you
log on to the network successfully, the persistent network connections in use
during the last Windows for Workgroups session are automatically
reestablished. If you don't log onto the network before starting Windows for
Workgroups, the Windows for Workgroups Winnet driver prompts you to do so
when it loads.
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Figure 2.7

Windows for
Workgroups standard
mode configuration

The Windows for Workgroups Winnet driver (WFWNET.DRV) is loaded by
the kernel and provides Windows support routines for accessing the Windows
for Workgroups network. This driver is responsible for handling user
interaction with the network (for example, logging on to or off of the network)
and for accessing shared resources (for example, connecting to or
disconnecting from shared files and printers).

Summary of Windows for Workgroups Standard Mode
Components

Figure 2.7 illustrates the standard mode configuration for Windows for
Workgroups. As described in the previous section, the networking components
available to a Windows for Workgroups workstation in standard mode are real-
mode implementations and reside in conventional memory. The memory values
listed in Figure 2.7 are approximate and will vary depending on your system
configuration.
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Standard Mode Startup Sequence

This section describes the sequence in which Windows for Workgroups loads
the Windows standard mode components at the time the user starts Windows
for Workgroups. Windows for Workgroups runs in standard mode either
because the user has an Intel 80286-based computer, because it doesn't have
enough memory on an Intel 80386-based computer to run in 386 enhanced
mode, or because the user explicitly starts standard mode with the /s or /2
Windows startup option. Since the networking components are started before
starting Windows, the startup process below is similar to that of standard mode
in Windows 3.1 (except for the Windows for Workgroups network driver).
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Here is the series of events that makes up the startup process:

L.

The user starts the network software by typing net logon at the MS-DOS
prompt. If the user logs onto the network successfully at this point, the
persistent network connections are restored (for example, file and printer
connections active during the last Windows for Workgroups session).

The user invokes WIN.COM by typing win at the MS-DOS prompt.

WIN.COM invokes the MS-DOS exec function to load DOSX (to provide
extended memory access support).

DOSX loads the standard mode kernel (KRNLx86.EXE).

KRNLx86.EXE loads the following files:

The Windows drivers (identified as *. DRV in the SYSTEM.INI file)
GDI (GDIL.EXE)
User (USER.EXE)

Supporting files (for example, fonts)
The Windows for Workgroups network driver (WFWNET.DRV)

WFWNET.DRYV loads the Network DDE background application
(NETDDE.EXE), and the ClipBook Server background application
(CLIPSRV.EXE).

WFWNET.DRV prompts the user to log on to the network if the user has
not done so already. If the user logs on to the network successfully, the
WFWNET.DRYV then restores the persistent network connections (for
example, file and printer connections active during the last Windows for
Workgroups session).

KRNLx86.EXE launches the Windows shell identified by the shell= entry
in the [boot] section of the SYSTEM.INI file. By default, this is the
Windows Program Manager.

386 Enhanced Mode

To run Windows for Workgroups in 386 enhanced mode, you need an Intel
80386 (or higher) computer with a minimum of 3MB of memory (4MB of
memory is recommended). The minimum memory requirements for running
Windows for Workgroups is slightly higher than that required by Windows 3.1
in order to support the network functionality.

A Windows for Workgroups workstation running in 386 enhanced mode can
act as both a client and a server in the workgroup, and therefore can both
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access and share resources. A workstation running in 386 enhanced mode can
also use the Network DDE functionality provided with Windows for
Workgroups to access and share information with remote workstations. (For a
detailed explanation of Network DDE, see Chapter 10.)

Windows for Workgroups running in 386 enhanced mode takes advantage of
the Windows 3.1 architecture and implements many of its networking
components as VxDs.

Virtual Devices Used By Windows for Workgroups

Windows for Workgroups takes advantage of the faster, more efficient 32-bit
virtual device driver (VxD) architecture of Windows to provide network
functionality in 386 enhanced mode. The VXD implementation of the network
components doesn't use conventional memory. This means that Windows for
Workgroups can provide more available memory for MS-DOS-based
applications than can be made available by Windows 3.1 running with a non-
integrated network. As much as 600K of free conventional memory is
available to run a MS-DOS-based application in a DOS virtual machine under
MS-DOS 5.0 and Windows for Workgroups with the networking components
loaded.

The following table summarizes the virtual device drivers provided with
Windows for Workgroups to support the network functionality in 386 enhanced
mode.

Virtual device

driver Function

VNB.386 Virtual device driver version of the NetBEUI transport
VNETBIOS.386 Virtualizes the NETBIOS interface

VREDIR.386 Virtual device driver version of the network redirector

VSERVER.386 The file and print server (SMB-based)
VBROWSE.386 Provides browsing services to the network

VNETSUP.386 Provides various network support functions for
VREDIR.386, VSERVER.386, VNB.386, and

VBROWSE.386
VSHARE.386 Virtual device driver version of SHARE EXE
VWC.386 Virtual workgroup client device. Provides support for

mapping redirected network devices across multiple
virtual machines when the real-mode redirector is used
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The virtual device driver versions of the NetBEUI transport (VNB.386) and the
network redirector (VREDIR.386) are analogous to their real-mode
counterparts. The VNETBIOS.386 virtual device driver virtualizes the
NETBIOS interface so that Windows for Workgroups workstations may
concurrently run network-aware Windows and MS-DOS-based applications
that use NETBIOS to communicate.

The Windows for Workgroups file and print server functionality is
implemented in the VSERVER.386 virtual device driver. This virtual device
driver provides other workstations in your workgroup access to files and
printers on your local workstation. Because the server functionality is
implemented as a virtual device driver, a Windows for Workgroups workstation
running in standard mode can use only the network redirector and is only able
to use shared resources. The VSERVER.386 virtual device driver implements
the server functionality using the SMB protocol as discussed in Chapter 1. A
Windows for Workgroups workstation in 386 enhanced mode can be accessed
by other network redirectors that also support the SMB protocol. See Chapter 8
for more information about integrating with other local-area networks.

The VBROWSE.386 virtual device driver provides the browsing services for
the network. It supports other Windows for Workgroups networking
components to help identify other Windows for Workgroups workstations on
the network and supports browsing of network resources in Windows-based
applications.

The VNETSUP.386 virtual device driver provides various network support
functions for the virtual device driver implementation of the network redirector
(VREDIR.386), the network server (VSERVER.386), the NetBEUI transport
(VNB.386), and the network browsing support routines (VBROWSE.386).
VNETSUP.386 is responsible for pulling the information contained in the
[network] section of the SYSTEM.INI file and passing it to other Windows for
Workgroups network components.

The VWC.386 virtual device is responsible for mapping network devices that
are connected or disconnected in a virtual machine (for example, from an MS-
DOS command prompt or from the Windows system VM using File Manager
or Print Manager) across the multiple virtual machines executing in the system
when the real-mode redirector is used. For example, if a DOS VM is executing
in the background of the system and a network connection is made in File
Manager to a network file share, the network connections displayed by typing
net use at the MS-DOS prompt in the DOS VM will reflect the new network
connection made in File Manager.
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VSHARE Virtual Device Driver

MS-DOS includes a terminate-and-stay-resident (TSR) program called
SHARE.EXE that supports file-sharing and locking in a network or a
multitasking environment in which programs share files. MS-DOS uses the
code loaded by SHARE.EXE to validate all read and write requests from
programs. SHARE.EXE keeps track of files that are opened by applications and
will prevent two or more applications or processes from modifying the same
file at the same time (which could result in the original file being damaged or
destroyed if SHARE.EXE was not loaded). SHARE.EXE is typically specified
in the AUTOEXEC.BAT file and is loaded during system initialization.

With Windows 3.1, in order for Windows and MS-DOS-based applications to
support the file-sharing and locking capabilities offered by Share, SHARE.EXE
needs to be loaded before Windows is started. This results in Share consuming
approximately 6K of conventional memory. The memory used by Share before
starting Windows is also reflected by each virtual machine in which MS-DOS-
based applications are running. Thus, valuable conventional memory is used
even if a given MS-DOS-based application doesn't require file-sharing or
locking support.

To support the networking environment of Windows for Workgroups, the
Share TSR was rewritten as a virtual device driver for use with Windows for
Workgroups 386 enhanced mode. The VSHARE.386 virtual device driver
provides full compatibility with the version of SHARE.EXE provided with the
version of MS-DOS that you are using. One key difference between
SHARE.EXE and VSHARE.386 is that SHARE.EXE statically allocates the
file-sharing table size and the number of simultaneous file region locks allowed
at startup, and thus these settings cannot change until the workstation is
rebooted. VSHARE.386, on the other hand, dynamically allocates memory for
the file-sharing functionality, and thus can increase (or decrease) its allocation
when additional resources are requested by the system.

Since the VSHARE.386 virtual device driver virtualizes the sharing
functionality, file-sharing and locking are available to all Windows-based
applications and MS-DOS-based applications within the Windows environment
without the conventional memory requirement of the MS-DOS Share TSR.

If the MS-DOS Share TSR is loaded before you run Windows for Workgroups,
the VSHARE.386 will stop the Share TSR, but won't remove it from memory.
VSHARE.386 will assume the file-sharing and locking responsibility from
SHARE.EXE.
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Note If you don't need to support file-sharing and locking outside of the
Windows environment (that is, you run only MS-DOS applications
that require Share from within Windows), you can remove
SHARE.EXE from your AUTOEXEC.BAT and recover the memory
previously used by the MS-DOS Share TSR (approximately 6K).
However, if you are using MS-DOS 4.0 and presently have
SHARE.EXE in your AUTOEXEC.BAT to support disk partitions
greater than 32MB in size, you should leave SHARE .EXE in your
AUTOEXEC.BAT file. This is to ensure support for large disk
partitions when you run an MS-DOS application outside of Windows
for Workgroups.

Summary of Windows for Workgroups 386 Enhanced
Mode Components

Figure 2.8 illustrates the 386 enhanced mode configuration for Windows for
Workgroups. As described in the previous section, the networking components
used by a Windows for Workgroups workstation in 386 enhanced mode are
protected-mode virtual device drivers and reside in extended memory. The
memory values listed in the figure are approximate and will vary depending on
your system configuration.
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386 Enhanced Mode Boot Sequence

When a user starts Windows for Workgroups in 386 enhanced mode, the
following startup process is performed. Due to the integrated network
functionality present in Windows for Workgroups, the boot process below is
different than that of 386 enhanced mode in Windows 3.1.

L.

2.

10.

The user invokes WIN.COM by typing WIN at the MS-DOS prompt

WIN.COM invokes the MS-DOS exec function to load the Windows 386
enhanced mode system kernel (WIN386.EXE).

WIN386.EXE loads the following:

e The Virtual Machine Manager (VMM)

e  All virtual device drivers (VxDs) specified in the SYSTEM.INI file
The network support VxD (VNETSUP.386) initializes the Windows for
Workgroups VxDs. The NetBEUI protocol (VNB.386) and the NETBIOS

interface (VNETBIOS.386) are bound together. The VNB.386 and
VREDIR.386 are bound to the WORKGRP.SYS device driver.

The network redirector VxD (VREDIR.386) starts the redirector
workstation service (this is like typing net start workstation at the MS-
DOS command prompt).

WIN386.EXE loads the 386 enhanced mode kernel (KRNL386.EXE).

KRNL386.EXE loads the following files:

The Windows drivers (identified as * DRV in the SYSTEM.INI file)
GDI (GDIL.EXE)

User (USER.EXE)

Supporting files (for example, fonts)

The Windows for Workgroups network driver (WFWNET.DRV)

The network server VXD (VSERVER 386) starts the server service.

The persistent network shares as configured by the Windows for
Workgroups workstation are shared on the network.

WFWNET.DRYV loads the Network DDE background application
(NETDDE.EXE) and the ClipBook Server background application
(CLIPSRV.EXE).
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11. WFWNET.DRV prompts the user to log on to the network if the user has
not done so already. If the user logs on to the network successfully, the
WFWNET.DRYV then restores the persistent network connections (for
example, printer connections and file connections made during the last
Windows for Workgroups session).

12. KRNL386.EXE launches the Windows shell as identified by the shell=
entry in the [boot] section of the SYSTEM.INI file. By default this is the
Windows Program Manager.
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3 Windows for Workgroups Installation

This chapter contains an overview of the installation of Microsoft Windows for
Workgroups 3.1, plus a detailed technical discussion of the Windows for
Workgroups Setup program. This chapter concludes with details about setting
up Windows for Workgroups 3.1 for a network and creating a custom
installation routine for automated setup.

Related information ®  Microsoft Windows for Workgroups User’s Guide: Chapter 1,
“Windows Basics”
®  Microsoft Windows for Workgroups Getting Started

®  Windows for Workgroups Resource Kit: Chapter 5, “Windows for
Workgroups Setup Information Files”; Chapter 6, “Windows for
Workgroups Initialization Files”; Chapter 14, “Troubleshooting
Windows for Workgroups”
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About Windows for Workgroups Setup

Note In this manual, WINDOWS directory refers to the directory where you
choose to install Windows for Workgroups, and SYSTEM subdirectory
refers to the subdirectory where the Windows for Workgroups system
files are stored.

The Windows for Workgroups Setup program is on Disk #1 of the Microsoft
Windows for Workgroups disk set. The Setup program guides you through a
straightforward series of steps in two basic stages:

1. In the first stage of installation, called MS-DOS mode setup, Setup
evaluates your computer system and asks you to verify this information.
Then Setup copies the basic Windows for Workgroups files to the system’s
hard disk.

2. In the second stage of installation, called Windows mode setup, Setup
loads Windows for Workgroups and installs the remaining files. Setup
then prompts you to make a series of choices about installing printer
drivers and other applications.

Information about Setup for Windows for Workgroups 3.1

Look for these features in Windows for Workgroups Setup:

e Setup warns you about the presence of any drivers known to be
incompatible with either Setup or Windows for Workgroups. Setup
searches for earlier versions of Windows 3.x and various drivers to update
driver files. For details about related changes to SYSTEM.INI and
WIN.INI, see Chapter 6, “Windows for Workgroups Initialization Files.”

®  Whether you choose express setup or custom setup, Setup detects the
computer for installation, so you seldom have to choose from the list of
specific computers and devices. For details about the computers and
drivers that Setup detects, see the entries for the [display],
[keyboard.types], [pointing.device], and [computer] sections in
SETUP.INF, as described in Chapter 5, “Windows for Workgroups Setup
Information Files.”

e Setup will detect the type of network adapter card you have installed in
your computer. For details about the network adapter cards that Setup
detects, see the entries for the [netcard] section in NETWORK.INF, as
described in Chapter 5, “Windows for Workgroups Setup Information
Files.”

e  Setup automatically creates a Startup group in Program Manager, which
can be used to start a number of selected applications each time Windows
for Workgroups runs.
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® You can automate Windows for Workgroups installation by creating a
script. For details, see “Using Automated Setup: Setup /h” later in this
chapter.

Running Setup
You can run Setup in two ways, for two different purposes:

® Type setup at the MS-DOS command prompt to install and configure
Windows for Workgroups from floppy disks or from a network drive. Do
Windows this to upgrade your Windows installation or to install Windows for
Setup Workgroups for the first time on your system.

® Run Setup from Program Manager after Windows for Workgroups is
installed. Do this to change your system configuration or to add or delete
files.

Follow these basic steps to install Windows for Workgroups 3.1 from the
installation disks.

To install Windows for Workgroups 3.1 from the disk drive

1. Insert the Windows for Workgroups 3.1 Disk #1 in a floppy-disk drive,
and change to the drive letter of the drive.

For example, to switch to the A drive, at the command prompt type A: and
press ENTER.

2. At the command prompt, type setup and press ENTER.

You can include any switches with the setup command, as described in
“Choosing Setup Options” later in this chapter.

3. Follow the instructions on your screen.

If you have questions about any procedures or options, press F1 for online
Help.

Important Don't use the MS-DOS copy command to copy the Windows for
Workgroups files from the Setup disks. These files are
compressed and can't be used unless you run the Setup program.
Setup renames the compressed files during installation. If you
have files on your system that end with an underscore ( _ ), that
file is compressed and has not been installed properly.

For details about installing Windows for Workgroups over a network, see
“Setting Up Windows for Workgroups for a Network Installation” later in this
chapter.
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Choosing Setup Options

You can include various switches when you type setup at the command
prompt, as described in the following table.

Switch Purpose

A Ignores automatic hardware detection. The user will have to check settings and
possibly make corrections on the System Information screen during setup.

m Sets up a shared copy of Windows for Workgroups from a network server. For
details, see “Setting Up Windows for Workgroups for a Network Installation”
later in this chapter.

/a Begins administrative setup by expanding and copying all files from the

Windows for Workgroups installation disks onto a network server and marking
the files as read-only. For details, see “Setting Up Windows for Workgroups for
a Network Installation” later in this chapter.

/b Sets up Windows for Workgroups with monochrome display attributes.

It Searches the drive for incompatible software that should not run at the same time
as Setup or Windows for Workgroups 3.1. (For maintenance only.)

/hfilename Runs batch mode setup to install Windows for Workgroups with little or no user
interaction. The filename is the name of the system-settings file that contains
information about the user’s configuration. Include the path if filename is not in
the directory that contains the Windows for Workgroups Setup files. For details,
see “Using Automated Setup: Setup /h” later in this chapter.

losfilename Specifies the SETUP.INF file, including the path if necessary.
Issfilename Specifies the SETUP.INF file, including a path for the Windows for Workgroups
installation disks.

Tip To see a list of the switches available for Windows for Workgroups
Setup, at the command prompt type setup /? and press ENTER.

You can customize the installation procedure for Windows for Workgroups
using the command-line switches. You can also customize the Windows for
Workgroups information (.INF) files and the initialization (.INI) files to install
a custom version of Windows for Workgroups at your site.

The following decision tree will help you decide how you might want to
customize Windows for Workgroups for installation at your site.
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Windows for Workgroups custom installation decision tree for a
single system

®  You want to customize how Windows for Workgroups is installed:
—> Choose Custom Setup at the first Setup prompt.

® You want to customize how Windows for Workgroups works after
installation:
—> Use Control Panel, Program Manager, and Windows for Workgroups
Setup.

Windows for Workgroups custom installation decision tree for
multiple systems

®  You want to set up Windows for Workgroups on a network:
—> Use setup /a to copy files to the network server, then use setup /n to
install a shared copy of Windows for Workgroups on the workstations.
See “Setting Up Windows for Workgroups for a Network Installation”
later in this chapter.

® You want to automate installation for multiple users:
—> Create custom system-settings files and use setup /h.
See “Using Automated Setup: Setup /h” later in this chapter.

®  You want custom choices available in the System Information screen:
— Edit device entries in SETUP.INF for hardware, and edit printer
entries in CONTROL.INF. See “Modifying .INF Files to Install
Custom Applications” in Chapter 5, “Windows for Workgroups Setup
Information Files.”

®  You want custom choices available (or to minimize choices) in the
network card selection screen:
—> Edit network adapter card entries in NETWORK.INF. See “Modifying
INF Files to Install Custom Applications” in Chapter 5, “Windows
for Workgroups Setup Information Files.”

®  You want custom choices available (or to minimize choices) in the
network protocol selection dialog:
—> Edit network protocol entries in NETWORK.INF. See “Modifying
INF Files to Install Custom Applications” in Chapter 5, “Windows
for Workgroups Setup Information Files.”
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You want to customize the applications installed with Windows for

Workgroups:

—> Install custom applications, as described in “Modifying .INF Files to
Install Custom Applications” in Chapter 5, “Windows for Workgroups
Setup Information Files.”

—> Customize the Windows for Workgroups applications installed, as
described in “Modifying .INF Files to Install Custom Windows for
Workgroups” in Chapter 5, “Windows for Workgroups Setup
Information Files.”

— Install custom PIFs during installation, as described in “Adding
Custom PIF Information in APPS.INF” in Chapter 7 of the Windows
Resource Kit.

You want to customize Program Manager for multiple systems:

—> Restrict user capabilities or set up shared Program Manager groups as
described in “PROGMAN.INI” in Chapter 6, “Windows for
Workgroups Initialization Files.”

You want a custom Windows for Workgroups startup environment for

multiple systems:

—> Edit WIN.SRC and SYSTEM.SRC before installing Windows for
Workgroups, as described in “Editing .INI Source Files” in Chapter 6,
“Windows for Workgroups Initialization Files.”

Choosing Express Setup vs. Custom Setup

At the beginning of setup, you are prompted to choose express setup or custom
setup. Choose express setup for most standard installations. You only have to
provide information about the printers and port connections for your system.

Choose custom setup for precise control over how Windows for Workgroups is
installed. Setup prompts you to verify information it detects about the hardware
and software in your system, such as the following:

The directory where you want Windows for Workgroups files installed.

The computer system hardware, including the monitor, mouse, keyboard,
and network adapter card. Windows for Workgroups setup detects most
kinds of hardware, but with custom setup you can make more detailed
choices about your system configuration.

The preferred language (you can run Windows for Workgroups in several
languages, including French, German, and Spanish). This setting specifies
the sorting order used by Windows for Workgroups and does not install
any additional language support.

The printers and printer ports for the computer system.

The other applications you want to run with Windows for Workgroups.
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® The Windows-based applications and supporting files that you want to
install.

® The specific Windows for Workgroups components you want to install.

Windows for Workgroups Setup: A Technical Discussion

This section is a step-by-step examination of how the Windows for Workgroups
Setup program installs Windows for Workgroups. This information will help
you to diagnose and solve problems with a Windows for Workgroups
installation, and will also help you to make custom modifications. For
additional up-to-date information, see the README file in the WINDOWS
directory.

During the installation procedure (if you choose custom setup), setup asks you
to confirm that the hardware settings are correct or to modify the settings if
necessary. At a more technical level, setup continually checks the system to
make sure it can complete the installation procedure. It also performs several
automatic steps to upgrade from a previous version of Windows that may be
installed on your system. Setup installs printer drivers, applications in the
Program Manager group, and third-party drivers. It also performs various
maintenance functions.

The Setup program has two parts: MS-DOS mode setup and Windows mode
setup.

About the Windows Operating Modes

Windows for Workgroups can run in two different operating modes: standard
mode and 386 enhanced mode. For both of these operating modes, the
processor runs in protected mode. When you type win at the command prompt,
Windows for Workgroups automatically runs in the appropriate mode,
depending on the computer hardware and the amount of memory the system
has:

e Standard mode requires a computer with an 80286 processor (or higher)
and 2MB of memory. This mode provides access to extended memory
using application swap files. Windows for Workgroups does not use virtual
memory. MS-DOS-based applications run in a full screen.

If you have an 80386 or higher processor, you can force Windows for
Workgroups to run in standard mode by typing win /s at the command
prompt.
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386 enhanced mode requires a computer with an 80386sx processor (or
higher) and 3MB of memory (4MB is recommended).

Windows for Workgroups 386 enhanced mode provides access to the
virtual memory capability of the 80386sx processor, so that Windows-
based applications can use more memory than is physically available.
Windows for Workgroups 386 enhanced mode also allows multitasking of
MS-DOS-based applications and allows you to have more control over
those applications. For example, you can run an MS-DOS-based
application in a window.

For technical details about the Windows operating modes, see Chapter 2,
“Windows for Workgroups Architecture,” in this manual, and see Chapter 5,
“Windows 3.1 and Memory Management,” in the Windows Resource Kit.

MS-DOS Mode Setup

In the MS-DOS mode part of setup, the Setup program:

Confirms the directory where Windows for Workgroups files will be
stored.

Identifies the type of hardware installed in the system.

Installs Windows for Workgroups files required for Windows mode setup.

Note Throughout the setup procedure, Setup checks that the files it copies

are newer than any previous versions on the system. Setup won't copy
the version of a file on the installation disks over a newer version of a
file that’s already on your system, unless you approve the upgrade.

Getting Ready for MS-DOS Mode Installation

MS-DOS mode setup begins by drawing the setup welcome screen, then saves
for later use any command-line parameters (such as /n), the type of processor,
and the free memory available. Setup also checks to see if it can read the
SETUP.INF file and that the file isn't corrupted. It also checks whether the MS-
DOS version is greater than or equal to MS-DOS 3.10. If either the MS-DOS
version check or the SETUP.INF check fails, Setup displays a message
explaining the failure, and then returns to MS-DOS.

If the MS-DOS version and the SETUP.INF are okay, Setup checks the path for
a previous version of Windows. If it can't find Windows on the path, Setup
searches every local hard disk for Windows. If Setup finds that the same
version of Windows for Workgroups has already been installed on the system,
Setup switches to maintenance mode and performs updates of the system
drivers.
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If the same version of Windows for Workgroups isn't found, Setup checks that
at least 376K of conventional memory is available. If the required memory is
not free, Setup fails. If the memory is free, then Setup begins installation.

Setting the Windows Directory and Updating the
Version

For express setup, if no previous version of Windows is found on the local
drives, Setup creates the default directory listed in SETUP.INF (the defdir=
entry in [data]) and begins installation.

For custom setup, Setup displays a prompt showing the suggested directory to
install Windows for Workgroups (usually either C:\WINDOWS or the directory
containing the previous version of Windows). If you modify the directory for
installing Windows for Workgroups, Setup checks to make sure that the path is
valid and that you’re not installing Windows for Workgroups in the same
directory as the source files. If you try to do this, a warning prompts you to
modify the directory path.

If Windows 3.0 or Windows 3.1 is in the destination directory, Setup asks if
you want to upgrade the earlier Windows installation or enter a different
destination directory.

If you answer Yes to upgrade an earlier version of Windows, Setup performs
this version update:

e The files listed in the [win.copy], [win.copy.net], or [win.copy.win386]
section and the [update.files] section of SETUP.INF are copied to the
appropriate directories.

e Files listed in the [DelFiles] section of SETUP.INF are deleted.

®  Various entries in WIN.INI and SYSTEM.INI are replaced, based on
entries in the [ini.upd.31] section of SETUP.INF.

e Program Manager groups are redefined based on entries in the
[new.groups] section of SETUP.INF.

e The old WINVER EXE file is deleted and replaced with the current
version.

® The closing screen is displayed, asking you to reboot the computer to run
Windows for Workgroups or return to MS-DOS.

If you specify another directory, Setup continues installing Windows for
Workgroups 3.1 as though it were a first-time installation.
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Figure 3.1

System Configuration
screen for Windows
for Workgroups setup

Identifying Hardware

If you run Setup with the /i switch (setup /i), Setup displays the System
Information screen so that you can choose the computer type, display adapter,
mouse, and keyboard driver used in your system. For details about making
choices in this screen, press F1 during setup, or see Microsoft Windows for
Workgroups Getting Started.

If Setup isn't performing an update and if you didn't use the setup /i switch,
then Setup performs Auto-detection to identify the specific type of computer,
display, keyboard, mouse, and network devices. After the detection routines,
Setup checks the type of display against the type of processor to make sure the
display type is supported for running Windows 386 enhanced mode. (For
example, EGABW and EGAMONO aren't supported in 386 enhanced mode.)

After the detection routines are completed, custom setup displays the
configuration information so you can modify the settings if necessary. For
example, you might want to specify a display type that requires an OEM-
supplied disk with the necessary drivers.

Windows for Workgroups Setup

Setup has determined that your system includes the following hardware
and software components. If your computer appears on the
Hardware Compatibility List with an asterisk, press F1 for help.

System Information

Computer: MS-DOS System

Display: VGA

Mouse: Microsoft, or IBM PS/2

Keyboard: Enhanced 101 or 102 key US and Non US keyboards
Keyboard Layout: US

Language: English: (American)

No Changes: The above list matches my computer.

If all the items in the list are correct, press ENTER to indicate
"No Changes.™ If you want to change any item in the list, press the
UP or DOWN ARROW keys to move the highlight to the item you want to
change. Then press ENTER to see alternatives for that item.

ENTER=Continue Fl=Help F3=Exit

Setup also searches for TSRs and drivers that are known to interfere with
installation. Where possible, Setup automatically removes these drivers. You
may see a warning at this point that you must remove incompatible drivers or
terminate-and-stay-resident (TSR) programs for Setup to proceed. Setup also
checks for disk compression software such as Stacker. For more information,
see “Troubleshooting TSRs During Setup,” in Chapter 14, “Troubleshooting
Windows for Workgroups.”

When you confirm the system configuration settings, Setup copies the
appropriate files required to start Windows for Workgroups in standard mode
and prepares a minimum SYSTEM.INI file to start Windows mode setup. If
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you are installing Windows for Workgroups on a local drive, Setup copies
SETUP.EXE to the WINDOWS directory and SETUP.INF to the Windows
SYSTEM subdirectory. Next, it copies files listed in the [winexec], [windows],
and [windows.system] sections of SETUP.INF and the appropriate Windows
for Workgroups logo code and the logo data files. Then Setup renames the
SYSTEM.SRC file as SYSTEM.INL

Modifying SYSTEM.INI to Support Your Hardware

To prepare for Windows mode setup, two sections in the SYSTEM.INI file are
modified to support the hardware configuration:

® The [boot] section of SYSTEM.INI is modified to update the following
entries: system.drv=, display.drv=, keyboard.drv=, mouse.drv=,
fonts.fon=, oemfonts.fon=, sound.drv=, comm.drv=, fixedfon.fon=,
language.dll=, and network.drv=.

® The [keyboard] section of SYSTEM.INI is modified, updating the
following entries: keyboard.dll=, oemansi.bin=, type=, and subtype=.
For most U.S. installations, the type= entry is the only entry that is
modified.

The shell= entry in the [boot] section of SYSTEM.INI becomes shell=setup
(which is specified in the [shell] section of SETUP.INF). The
[boot.description] section of SYSTEM.INI is filled with the text strings used
by Setup to show the current configuration in a format that can be understood
by non-technical Windows for Workgroups users.

The files listed in the [boot] section of SYSTEM.INI are now copied to the
Windows for Workgroups SYSTEM subdirectory. The names of the <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>