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IMPORTANT--READ CAREFULLY BEFORE OPENING SOFTWARE PACKET(S): By opening the sealed packet(s) containing
the software, you indicate your acceptance of the following Microsoft License Agreement ("Agreement").

MICROSOFT LICENSE AGREEMENT.
(Microsoft Windows for Workgroups Resource Kit, version 3.11)

This is a legal agreement between you (either an individual or an entity), and Microsoft Corporation. By opening the
enclosed sealed disk package(s) and/or by using the SOFTWARE you are agreeing to be bound by the terms of this
Agreement. If you do not agree to the terms of this Agreement, promptly return the unopened disk package(s)
and the accompanying items (including printed materials and binders or other containers) to the place you
obtained them for a full refund.

MICROSOFT SOFTWARE LICENSE

1. GRANT OF LICENSE. This Agreement permits you to make and use copies of the enclosed Microsoft software
program (the "SOFTWARE") for your internal use only provided that (a) the SOFTWARE is not modified in any way and (b) you maintain
the copyright notice on all copies of the SOFTWARE.

2. COPYRIGHT. The SOFTWARE (including any images, "applets", photographs, animations, video, audio, music,
and text incorporated into the SOFTWARE) is owned by Microsoft or its suppliers and is protected by United States copyright
laws and international treaty provisions. Therefore, you must treat the SOFTWARE like any other copyrighted material (e.g., a
book or musical recording). You may not copy the printed materials accompanying the SOFTWARE.

3. OTHER RESTRICTIONS. You may not rent or lease the SOFTWARE, but you may transfer the SOFTWARE
and accompanying printed materials on a permanent basis provided you retain no copies and the recipient agrees to the terms
of this Agreement. You may not reverse engineer, decompile, or disassemble the SOFTWARE. If the SOFTWARE is an update
or has been updated, any transfer must include the most recent update and all prior versions.

4. DUAL MEDIA SOFTWARE. If the SOFTWARE package contains both 3.5" and 5.25" disks, then you may use
only the disks appropriate for your single-user computer. You may not use the other disks on another computer or loan, rent,
lease, or transfer them to another user except as part of the permanent transfer (as provided above) of all SOFTWARE and
printed materials.

LIMITED WARRANTY

NO WARRANTIES. To the maximum extent permitted by applicable law, Microsoft expressly disclaims any
warranty for the SOFTWARE. The SOFTWARE and any related documentation is provided "as is" without
warranty of any kind, either express or implied, including, without limitation, the implied warranties or
merchantability or fitness for a particular purpose. The entire risk arising out of use or performance of the
SOFTWARE remains with you.

CUSTOMER REMEDIES. Microsoft's entire liability and your exclusive remedy shall not exceed the price paid for
the SOFTWARE.

NO LIABILITY FOR CONSEQUENTIAL DAMAGES. To the maximum extent permitted by applicable law, in no
event shall Microsoft or its suppliers be liable for any damages whatsoever (including, without limitation,
damages for loss of business profit, business interruption, loss of business information, or any other pecuniary
loss) arising out of the use or inability to use this Microsoft product, even if Microsoft has been advised of the
possibility of such damages. Because some states/jurisdictions do not allow the exclusion or limitation of
liability for consequential or incidental damages, the above limitation may not apply to you.

U.S. GOVERNMENT RESTRICTED RIGHTS

The SOFTWARE and documentation are provided with RESTRICTED RIGHTS. Use, duplication, or disclosure by the
Government is subject to restrictions as set forth in subparagraph (c)(1)(ii) of The Rights in Technical Data and Computer
Software clause at DFARS 252.227-7013 or subparagraphs (c)(1) and (2) of the Commercial Computer Software -- Restricted
Rights at 48 CFR 52.227-19, as applicable. Manufacturer is Microsoft Corporation/One Microsoft Way/Redmond, WA 98052-
6399.

If you acquired this product in the United States, this Agreement is governed by the laws of the State of Washington.

If you acquired this product in Canada, this Agreement is governed by the laws of the Province of Ontario, Canada. Each of the
parties hereto irrevocably attorns to the jurisdiction of the courts of the Province of Ontario and further agrees to commence
any litigation which may arise hereunder in the courts located in the Judicial District of York, Province of Ontario.

If this product was acquired outside the United States, then local law may apply.

Should you have any questions concerning this Agreement, or if you desire to contact Microsoft for any reason, please contact
the Microsoft subsidiary serving your country, or write: Microsoft Customer Sales and Service/One Microsoft Way/Redmond,
WA 98052-6399.



Si vous avez acquis votre produit Microsoft au CANADA, la garantie limitée suivante vous concerne :
GARANTIE LIMITEE

EXCLUSION DE GARANTIES. Microsoft renonce entiérement a toute garantie pour le LOGICIEL. Le LOGICIEL et toute autre
documentation s'y rapportant sont fournis « comme tels » sans aucune garantie quelle qu'elle soit, expresse ou implicite, y compris, mais
ne se limitant pas aux garanties implicites de la qualité marchande ou un usage particulier. Le risque total découlant de l'utilisation ou
de la performance du LOGICIEL est entre vos mains.

RECOURS DU CLIENT. La seule obligation de Microsoft et votre recours exclusif n'excederont pas le prix payé pour le LOGICIEL.

ABSENCE DE RESPONSABILITE POUR LES DOMMAGES INDIRECTS. Microsoft ou ses fournisseurs ne pourront étre tenus
responsables en aucune circonstance de tout dommage quel qu'il soit (y compris mais non de fagon limitative les dommages directs ou
indirects causés par la perte de bénéfices commerciaux, l'interruption des affaires, la perte d'information commerciale ou toute autre
perte pécuniaire) résultant de l'utilisation ou de l'impossibilité d'utilisation de ce produit, et ce, méme si la société Microsoft a été avisée
de l'éventualité de tels dommages. Certains états/juridictions ne permettent pas l'exclusion ou la limitation de responsabilité relative
aux dommages indirects ou consécutifs, et la limitation ci-dessus peut ne pas s'appliquer a votre égard.

La présente Convention est régie par les lois de la province d’Ontario, Canada. Chacune des parties & la présente reconnait
irrévocablement la compétence des tribunaux de la province d’Ontario et consent & instituer tout litige qui pourrait découler de
la présente aupres des tribunaux situés dans le district judiciaire de York, province d’Ontario.

Au cas ou vous auriez des questions concernant cette licence ou que vous désiriez vous mettre en rapport avec Microsoft pour
quelque raison que ce soit, veuillez contacter la succursale Microsoft desservant votre pays, dont ’adresse est fournie dans ce
produit, ou écrire a : Microsoft Customer Sales and Service, One Microsoft Way, Redmond, Washington 98052-6399.
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Welcome

Welcome to the Windows™ for Workgroups Resource Kit Addendum for
Version 3.11. This manual is an addendum guide to the Windows for
Workgroups Resource Kit for Version 3.1 and is designed for people who are,
or who want to become, expert users of Microsoft® Windows™ for
Workgroups version 3.11.

As an addendum, the Windows for Workgroups Resource Kit Addendum for
Version 3.11 covers only new and changed information originally covered in
the Windows for Workgroups Resource Kit for Version 3.1. While it is not
absolutely necessary to have the Windows for Workgroups Resource Kit for
Version 3.1, it is helpful to have it available as a reference for information and
topics not covered in the addendum.

The Windows for Workgroups Resource Kit presents a detailed, easy-to-read
technical view of Windows for Workgroups, so that you can better manage how
Windows for Workgroups is used at your site. The Windows for Workgroups
Resource Kit also contains specific information for system administrators who
are responsible for installing, managing, and integrating Windows for
Workgroups in a network or multi-user environment.

This introductory chapter presents three kinds of information you can use to
get started:

® The first section outlines the contents of the Windows for Workgroups
Resource Kit Addendum for Version 3.11, so you can quickly find technical
details about specific elements of Microsoft Windows for Workgroups
3.11.

® The second section contains an overview of the conventions used to present
information in the Windows for Workgroups Resource Kit Addendum for
Version 3.11.

® The third section presents a series of troubleshooting flowcharts, so you can
quickly find details and procedures for solving problems you might have
installing or running Windows for Workgroups.

The Windows for Workgroups Resource Kit is a technical supplement to the
documentation that is included in your Windows for Workgroups product and
does not replace that information as the source for learning how to use
Windows for Workgroups features and Windows-based applications.
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About the Windows for Workgroups Resource Kit Addendum for
Version 3.11

This addendum guide is organized in seven parts that provide specific details
about the Windows for Workgroups 3.11 architecture, installation and setup,
integration with other networks, use of new features, configuration tips, and
troubleshooting. Information is provided on new or changed topics from
Windows for Workgroups version 3.1. Any information present in the
Windows for Workgroups Resource Kit Addendum for Version 3.11 that is also
covered in the Windows for Workgroups Resource Kit for Version 3.1
supercedes the information for version 3.1.

Part 1: Technical Overview

o  Chapter 1, “Windows for Workgroups 3.11 Architecture,” describes
the architecture used by Windows for Workgroups version 3.11 and
discusses the components and enhancements that differentiate it from
Windows for Workgroups version 3.1.

Part 2: Installation and Setup

e  Chapter 2, “Windows for Workgroups 3.11 Installation and Setup,”
contains a discussion of the Windows for Workgroups 3.11 Setup program,
details about setting up Windows for Workgroups Setup options, and
specific tips for installing and customizing the setup of Windows for
Workgroups 3.11.

®  Chapter 3, “Windows for Workgroups 3.11 Files,” describes the purpose
for each file installed by Windows for Workgroups 3.11 in the WINDOWS
directory and the Windows SYSTEM subdirectory.

®  Chapter 4, “Windows for Workgroups 3.11 Initialization Files,”
describes the new or changed entries in several Windows for Workgroups
initialization files, including SYSTEM.INI, MSMAIL.INI, and
EFAXPUMP.INI, and explains how you can change entries in these files.

®  Chapter 5, “Windows for Workgroups 3.11 Security Control
Enhancements,” describes the security control enhancements that are
present in Windows for Workgroups 3.11 and discusses the administrator
configuration utility, ADMINCFG.EXE, which can be used by
administrators to control peer networking functionality and define
password settings.
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Part 3: Network Integration

Chapter 6, “Integrating with Other Protocols,” contains information
about protocols supported by Windows for Workgroups 3.11 and discusses
specific configuration tips.

Chapter 7, “Integrating with Windows NT and Windows NT
Advanced Server,” contains information about integrating Windows for
Workgroups with Windows NT and Windows NT Advanced Server.
Topics covered include enhanced security support available from Windows
NT and Windows NT Advanced Server, and using the Remote Access
Services client to remotely access shared network resources.

Chapter 8, “Integrating with Novell NetWare,” contains information
about integrating Windows for Workgroups with Novell NetWare. Topics
covered include installing and configuring Windows for Workgroups in a
NetWare environment, support for the 32-bit IPX/SPX compatible
transport, support for the 32-bit NetBIOS driver, specific NetWare issues,
information about using the ODINSUP driver to support using NDIS 2
network transport protocols with ODI drivers, and sample configuration
files for different NetWare installation scenarios.

Chapter 9, “Integrating with Other Networks,” contains information
about integrating Windows for Workgroups with other networks
including Banyan VINES, Sun PC-NFS, DEC Pathworks, and Windows
3.1-compatible networks. Topics covered include special configuration
issues and a summary of the network support provided for the other
networks discussed.

Part 5: Using Windows for Workgroups 3.11

Chapter 10, “Microsoft At Work Fax,” discusses the Microsoft At Work
fax software provided with Windows for Workgroups 3.11. Topics
covered include sharing a fax modem over the network, using the advanced
dialing feature, and using security mechanisms supported by Microsoft At
Work fax.

Part 6: Configuring Windows for Workgroups 3.11

Chapter 11, “Tips for Optimizing Windows for Workgroups 3.11,”
contains information about optimizing Windows for Workgroups 3.11
when used as a client only, as a client and peer network server, and as a
“dedicated” server that is only sharing resources.
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e  Chapter 12, “Windows for Workgroups 3.11 Configuration Tips,”
provides tips for configuring Windows for Workgroups 3.11. Topics
covered include tips for sharing resources, tips for configuring Mail and
Schedule+, along with several miscellaneous configuration tips.

Part 6: Troubleshooting Windows for Workgroups

® Chapter 13, “Troubleshooting Windows for Workgroups 3.11,”
provides specific information for troubleshooting problems with Windows
for Workgroups 3.11, showing the key steps for isolating and solving
common problems.

Part 7: References, Resources, and Appendixes

This part of the Windows for Workgroups Resource Kit Addendum for Version
3.11 contains appendixes describing additional sources for support information,
and an index cross referenced with the Windows for Workgroups Resource Kit
for Version 3.1.

About the Windows for Workgroups Resource Kit for Version 3.1

This section provides an overview of the topics covered in the Windows for
Workgroups Resource Kit for Version 3.1 to serve as an aid in identifying other
information that may be relevant to topics covered in this addendum. To further
facilitate finding information in both Resource Kit manuals, the index of this
addendum is cross-referenced with the Windows for Workgroups Resource Kit
for Version 3.1. '

Part 1: Technical Overview

e  Chapter 1, “Networking—A Technical Discussion,” contains
information targeted toward the support professional that may not have a
local area network (LAN) background. This chapter provides a technical
discussion of networking concepts and discusses the components that make
up a LAN.

®  Chapter 2, “Windows for Workgroups Architecture,” describes the
architecture used by Windows for Workgroups and discusses the
components of Windows for Workgroups that differentiate it from
Windows version 3.1.
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Part 2: Installation and Setup

®  Chapter 3, “Windows for Workgroups Installation,” contains a
technical discussion of the Windows for Workgroups Setup program,
details about setting up Windows for Workgroups on a network, and
instructions for creating a custom installation routine for automated setup.

e  Chapter 4, “Windows for Workgroups Files,” describes the purpose for
each file installed by Windows for Workgroups in the WINDOWS
directory and the Windows SYSTEM subdirectory.

®  Chapter 5, “Windows for Workgroups Setup Information Files,”
contains the details you need to understand to create custom Windows for
Workgroups setup information files (SETUP.INF, NETWORK.INF,
CONTROL.INF, APPS.INF, and OEMSETUP.INF) for multiple
installations.

® Chapter 6, “Windows for Workgroups Initialization Files,” describes
the contents of Windows for Workgroups initialization files, including
WIN.INI, SYSTEM.INI, PROTOCOL.INI, MSMAIL.INI, and
SCHDPLUS.INI, and explains how you can change entries in these files.

Part 3: Special Topics

® Chapter 7, “Additional Windows for Workgroups Information,”
contains tips about using Microsoft Windows for Workgroups. This chapter
also discusses special topics related to the components of Windows for
Workgroups.

-®  Chapter 8, “Network Integration with Microsoft LAN Manager and
Novell NetWare,” contains information about integrating a Windows for
Workgroups workstation into an existing LAN environment. Topics
covered include integrating Windows for Workgroups with Microsoft LAN
Manager and Novelle NetWare® networks.

Part 4: Configuring Windows for Workgroups

e  Chapter 9, “Tips for Configuring Windows for Workgroups,” presents
tips about configuring your system, both for gaining optimal performance
and for creating custom Windows for Workgroups configurations.

Part 5: Using Windows for Workgroups

e  Chapter 10, “New and Updated Accessories,” discusses accessories new
for Windows for Workgroups and provides new information about
Windows 3.1 accessories that have been updated for Windows for
Workgroups.
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®  Chapter 11, “Network Dynamic Data Exchange,” discusses how
Dynamic Data Exchange (DDE) functionality has been extended to the
network environment to enable information to be exchanged dynamically
with other workstations in your Windows for Workgroups workgroup.

®  Chapter 12, “Mail,” includes information about the Mail application
provided with Windows for Workgroups. The architecture of Mail, tips for
customizing Mail, and information about integrating Mail with other
Windows-based applications are discussed in this chapter.

e  Chapter 13, “Schedule+,” includes information about the Schedule+
application provided with Windows for Workgroups. Schedule+
architecture and key features of interest to system administrators are
discussed in this chapter.

Part 6: Troubleshooting Windows for Workgroups

®  Chapter 14, “Troubleshooting Windows for Workgroups 3.1,” provides
specific information for troubleshooting problems with Windows for
Workgroups, showing the key steps for isolating and solving common
problems.

Part 7: References, Resources, and Appendixes

This part of the Windows for Workgroups Resource Kit contains a glossary, a
directory of information resources, a configuration guide for Mail, and an index.

Conventions in This Manual

This document assumes that you have read the Windows for Workgroups 3.1
documentation set and that you are familiar with using menus, dialog boxes, and
other Windows features. It also assumes that you have installed Windows for
Workgroups on your system and that you are using a mouse with Windows. For
keyboard equivalents to the actions described here, see the Microsoft Windows
for Workgroups online Help.

This document uses several conventions to help you identify information.
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Document Conventions

The following table describes the typographical conventions used in the
Windows for Workgroups Resource Kit.

Type style Used for

bold MS-DOS® command names such as copy or dir, switches such as /? or /a,
section and entry names in .INI and .INF files such as [386Enh] or
emmexclude=, and text that you type to carry out actions at the command
prompt.

italic Parameter values for which you can supply specific values. For example, to
supply a value for a parameter that calls for a filename, you must type a
specific filename such as MYFILE.EXE.

ALL CAPITALS  Directory names, filenames, and acronyms. For example, “WINDOWS” is
used to represent the Windows main directory, and “SYSTEM” represents
the Windows System subdirectory. When you type directory names and
filenames at the command prompt or in a dialog box, lowercase letters may
be used.

Other conventions in this document include:
®  “Windows” refers to Microsoft Windows version 3.1 or later (including
Windows for Workgroups).

o “MS-DOS” refers to Microsoft MS-DOS version 3.1 or later.

e  Windows NT refers to both the Windows NT base product and
Windows NT Advanced Server, unless otherwise specified.

® The Microsoft Windows logo appears in the margin to highlight specific
features that are new to Windows for Workgroups 3.11 or updated from
Windows for Workgroups 3.1.

e  An asterisk (*) preceding a component name (for example, *VNETBIOS)
shows that this is an internal function rather than a physical file. You will
not find a file with this name on your Windows for Workgroups 3.11 disks.
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® “Windows-based application” is used as a shorthand term to refer to an
application that is designed to run with Windows and does not run without
Windows. All Windows applications follow similar conventions for the
arrangement of menus, style of dialog boxes, and keyboard and mouse use.

o “MS-DOS-based application” is used in this document as a shorthand term
to refer to an application that is designed to run with MS-DOS but not
specifically with Windows and is not able to take full advantage of
Windows features (such as graphics or memory management).

® “Command prompt” refers to the command line where you type MS-DOS
commands. Typically, you see characters such as “C:\>” to show the
location of the command prompt on your screen. When Windows is
running, you can double-click the MS-DOS Prompt icon in Program
Manager to use the command prompt.

® An instruction to “type” any information means to press a key or a
sequence of keys, and then press the ENTER key.

® Mouse instructions in this document, such as “Click the OK button” or
“Drag an icon in File Manager,” use the same meanings as the descriptions
of mouse actions in the Windows for Workgroups User’s Guide and the
Windows online tutorial.

Syntax Conventions

“Syntax” refers to the order in which you must type an item such as an MS-
DOS command with its switches or an entry in a Windows initialization (.INI)
file. Elements that appear in bold must be typed exactly as they appear in the
syntax example. Elements that appear in italic are placeholders for parameter
values for which you must supply specific information.

Unless specified otherwise, you can type commands, keynames, parameters,
and switches in either uppercase or lowercase letters.
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This example shows the syntax for a SYSTEM.INI entry, with each item in the
sample explained in the following table.

[section]

keyname=value, string, source, destination

Entry item

Definition

[section]

keyname

value

string

source

destination

The name of a section in an initialization file or setup information file. The
enclosing brackets ([ ]) are required, and the left bracket must be in the
leftmost column on the screen—f example, [standard].

The name of an entry, which usually can consist of any combination of letters
and digits. For many entries described in this document, the keyname must be
followed immediately by an equal sign (=)—f example, run=.

An integer, a string, or a quoted string, depending on the entry.

A group of characters to be treated as a unit. A string can include letters,
numbers, spaces, or any other characters. Sometimes the syntax definition will
indicate that the string must be enclosed in double quotation marks ("' "').

The location of data to be transferred to a specific destination or to be used as
input to a command. Source can consist of a drive letter and colon, a directory
name, a filename, or a combination of these elements.

A location to which the data specified by source is to be transferred.
Destination can consist of a drive letter and colon, a directory name, a
filename, or a combination of these elements.

Note If you have MS-DOS version 5.0 or later on your system, you can get
help for any MS-DOS commands, such as mem, and for many of the
drivers, such as SMARTDRV.EXE, by typing the command name and
/? at the command prompt (for example, mem /?). You can also type
help plus the command name. Type help at the command prompt to
see a list of all MS-DOS commands with a brief description of
command syntax, parameters, and switches.
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Chapter

1 Windows for Workgroups 3.11
Architecture

This chapter describes the architecture implemented in Windows for
Workgroups 3.11. Emphasis is placed on the differences between Windows for
Workgroups version 3.1 and the enhancements made in version 3.11. This
chapter covers changes to the 32-bit networking components and the addition of
32-bit File Access, all delivering improved performance over the previous
release. This chapter also includes a description of the boot sequence for
Windows for Workgroups version 3.11.

Related information o Windows for Workgroups 3.11 Resource Kit Addendum for version 3.11:
Chapter 4, “Windows for Workgroups 3.11 Initialization Files;” Chapter 8,
“Integrating with Novelle Netwaree;” Chapter 11, “Tips for Optimizing
Windows for Workgroups 3.11.”

o Windows for Workgroups Resource Kit, version 3.1: Chapter 2, “Windows
for Workgroups Architecture.”
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Differences from Windows for Workgroups 3.1

Windows for Workgroups 3.11 extends the 32-bit architecture first delivered in
Windows for Workgroups 3.10 to support 32-bit network adapter card drivers
and 32-bit File Access. In addition to new 32-bit support, a number of changes
and enhancements have been made in the Windows for Workgroups 3.11
networking components based on feedback Microsoft received from customers,
value-added resellers (VARs), system integrators, and original equipment
manufacturers (OEMs).

This chapter covers differences between the architecture used in version 3.11
and that originally provided in version 3.10. The overall architecture of
Windows for Workgroups 3.10 is described in Chapter 2 of the Windows for
Workgroups Resource Kit for version 3.1.

Windows for Workgroups 3.11 features several benefits over Windows for
Workgroups 3.10:

¢ Improved performance and new 32-bit components

Windows for Workgroups 3.11 incorporates 32-bit network adapter card
drivers that comply with Network Device Interface Standard (NDIS) 3.0
and 32-bit File Access. This provides a full 32-bit code path from the
network adapter card, through the network protocol and network client and
server software, to the hard disk in the local computer. This provides
improved performance for network I/0 and disk and file I/O access.

o Tight integration with the Windows 3.1 environment

The networking components found in Windows for Workgroups are tightly
integrated with the Windows 3.1 environment. Each of the network
components is implemented as a Windows virtual device driver (VxD) and
provide better integration than MS-DOS—based solutions.

e Improved configurability and administration for MIS organizations

Through the use of the administrator configuration utility,
ADMINCFG.EXE, system administrators can control Windows for
Workgroups 3.11 functionality by disabling file and/or printer sharing if
wanted, along with defining password settings that can be enforced on
computers running Windows for Workgroups or Workgroup Add-on for
MS-DOS. -
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Minimal use of conventional memory

Windows for Workgroups 3.11 has only a 4-kilobyte conventional memory
footprint when using 32-bit network drivers. This allows large
MS-DOS-based applications to run under Microsoft Windows in a
networking environment.

Full support for Windows NT and Windows NT Advanced Server

Windows for Workgroups 3.11 provides the best level of client support for
Windows NT and Windows NT Advanced server. This is because
Windows for Workgroups 3.11 offers a client that fully supports the
improvements made to the 32-bit networking components. It also takes
advantage of enhanced security available with a Windows NT domain. In
addition, Windows for Workgroups 3.11 includes the Remote Access
Services (RAS) client for remotely accessing other Windows for
Workgroups or Windows NT computers by dialing into the RAS server
provided with Windows NT and Windows NT Advanced Server.

Improved support for Novell NetWare environments

Windows for Workgroups 3.11 features the ability to run on top of Open
Datalink Interface (ODI) network adapter card drivers, support peer sharing
services over the IPX protocol, and includes a routable 32-bit IPX/SPX
compatible transport with NetBIOS services allowing Windows for
Workgroups computers to participate on an IPX backbone including
through an IPX router.

Better support for standalone computers

Windows for Workgroups 3.11 features an option to not install the
networking components, thus providing the many benefits of improved
performance and new functionality to standalone computer users as well as
users on a network.

Full superset of Windows 3.1 network compatibility

Windows for Workgroups 3.11 can be configured to run on top of a
Windows 3.1 compatible network instead of installing the Microsoft
Windows Network components. This provides the benefits of new
functionality to users of networks compatible with Windows 3.1 that do not
want to use the 32-bit networking components featured in Windows for
Workgroups.



Chapter 1 Windows for Workgroups 3.11 Architecture 1-5

e Incorporation of new and future technology including Microsoft At
Work components

Windows for Workgroups 3.11 features the first PC-based implementation
of Microsoft At Work technology in the form of Microsoft At Work fax
messaging.

e Configuration has been simplified by removing network drivers from
CONFIG.SYS

NDIS network adapter card drivers and Windows for Workgroups 3.11
support drivers are loaded from the SYSTEM.INI file rather than the
CONFIG.SYS and AUTOEXEC.BAT files. This results in only one
real-mode support driver being loaded in the CONFIG.SYS file and one
command line present in the AUTOEXEC.BAT file, simplifying the system
configuration. More information about this configuration change from
Windows for Workgroups 3.1 is discussed in the next section.

e Networking Components Enhanced

32-bit networking components (for example, VREDIR, VSERVER) have
been enhanced in Windows for Workgroups 3.11. Information on the
enhancements to the 32-bit networking components is discussed later in
this chapter. Windows for Workgroups 3.11 provides support for the
messenger service, allowing Windows for Workgroups 3.11 workstations
to send and receive messages and alerts to other computers running the
messenger service. Print Manager is also enhanced to allow print servers to
send notification of completed print jobs to workstations.

Networking Component Enhancements

Windows for Workgroups 3.11 includes enhancements of the 32-bit networking
components first delivered to the Windows environment with Windows for
Workgroups 3.1. In addition to the enhancements made to the previously
existing components, Windows for Workgroups 3.11 features network adapter
card drivers based on the NDIS 3.0 specification that provide a complete 32-bit
code path from the network adapter card to the network redirector and server,
providing improved performance.

Support for 16-Bit Network Adapter Card Drivers

As with Windows for Workgroups 3.10, Windows for Workgroups 3.11
provides support for 16-bit NDIS 2.0 network adapter card drivers.
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Figure 1.1

Windows for
Workgroups
configuration using
NDIS 2.0 drivers

The characteristics of NDIS 2.0 drivers include:

e NDIS 2.0 drivers are written in assembly language, are 16-bit real-mode
code, and reside in conventional memory.

e The filenames for NDIS 2.0 drivers usually end with a .DOS extension.

e Each NDIS 2.0 network adapter card driver loaded in memory supports
only one adapter. For example, if you have two 3COM Etherlink adapters,
two instances of the same driver must load into memory.

e NDIS 2.0 protocols require the-use of NDIS 2.0 network adapter card
drivers

e NDIS 3.0 protocols can be used with NDIS 2.0 network adapter card
drivers

Figure 1.1 depicts the configuration of Windows for Workgroups 3.11 network
components when NDIS 2.0 network adapter card drivers are used.

Protected-Mode Redirector

| VREDIR.386 I | VSERVER.386 Protected-Mode Server
| *VNETBIOS |
NETBEUI.386 NetBEUI Protocol
NDIS.386 NDIS 3.0 Support Layer
NDIS2SUP.386 NDIS 2.0 to 3.0 Mapping Layer
Protected Mode _— o
| Mod
RealMode | - eal Mode NDIS 2.0 Real-Mode Protocol
NDIS 2.0 (NetBEUI, TCP/IP, ...)

Protocol

NDISHLP.SYS | NDIS 2.0 Real-Mode Layer Stub

| UBNEI.DOS | NDIS 2.0 Real-Mode Network Driver

Network Adapter b

If the network adapter card driver is NDIS 2.0-compliant, an NDIS 3.0 protocol
(for example, NETBEUI.386 or NWLINK.386) requires the NDIS 2.0 mapping
layer (NDIS2SUP.386) and the real-mode stub (NDISHLP.SYS) to bind to the
NDIS 2.0 network adapter card driver. Additionally, the NDIS 3.0 protocol
requires the NDIS 3.0 support layer (NDIS.386).

In the NDIS 2.0 network adapter card driver configuration, NDIS 3.0 protocols
may still be used. The NDIS 3.0 protocol (NETBEUI.386) uses the NDIS 2.0
mapping layer (NDIS2SUP.386) to access the real-mode network adapter card
driver. There is a slight performance penalty in this configuration as memory is
buffered into the first megabyte of physical memory in order to allow
transmission and reception by the real-mode NDIS 2.0 network adapter card
driver.
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NDIS2SUP.386

This NDIS 2.0/3 support layer is also referred to as a mapper. A mapper has the
ability to translate real-mode addressing into protected-mode addressing and
vice-versa. The NDIS2SUP.386 driver also has the functionality of translating
(or mapping) NDIS 2.0 instructions to NDIS 3.0 instructions.

NDIS2SUP.386 sets up a buffer in real mode (below the 1-megabyte address
line) for NDIS 2.0 network adapter card drivers to use. NDIS2SUP appears as
an NDIS 3.0 network adapter card driver to the NDIS 3.0 protocol driver and an
NDIS 2.0 protocol driver to an NDIS 2.0 network adapter card driver.

NDISHLP.SYS

The NDISHLP.SYS driver is the real-mode stub for the NDIS2SUP.386 VxD
and assists in the binding process between real-mode NDIS 2.0 network adapter
card drivers and NDIS 2.0 protocols.

Stopping the Real-Mode Network

If the real-mode network is loaded (that is, the real-mode redirector has been
started), the net stop command should be run to stop and remove the real-mode
network redirector from memory before starting Windows for Workgroups 3.11
for two reasons:

e It will unload the real-mode NetBEUI protocol and the real-mode
redirector. The protected-mode redirector should be used because it
provides improved performance when working with the other 32-bit
networking components that are provided with Windows for Workgroups
3.11.

e  Using the real-mode redirector will not allow Windows for Workgroups
3.11 to load the protected-mode server to share its resources in protected
mode.

Support for 32-Bit Network Adapter Card Drivers

New to Windows for Workgroups 3.11 is support for the use of 32-bit
protected-mode network adapter card drivers based on NDIS version 3.0.
Windows NT also uses NDIS 3.0 for its network adapter card driver
implementations.
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Figure 1.2

Windows for
Workgroups
configuration using
NDIS 3.0 drivers

NDIS 3.0 differs from NDIS 2.0 in several ways:

e NDIS 3.0 uses 32-bit C language APIs to access the network adapter card
driver whereas NDIS 2.0 uses a 16-bit assembly language APIs.

e NDIS 3.0 provides code portability allowing OEMs to take NDIS 3.0
drivers written for Windows NT, modify them slightly, and recompile and
use them for Windows for Workgroups 3.11 and future versions of
Windows.

e NDIS 3.0 drivers on Windows for Workgroups 3.11 run in protected mode
and reside in extended memory, whereas NDIS 2.0 drivers run in real mode
and reside in conventional memory.

e NDIS 3.0 network adapter card drivers can not be used with NDIS 2.0
protocols. NDIS 2.0 protocols require the use of NDIS 2.0 network adapter
card drivers.

The addition of 32-bit NDIS 3.0 drivers to Windows for Workgroups 3.11
provides a 32-bit code path for data from the network wire to the network
redirector and server components.

In a pure NDIS 3.0 system, only three layers are necessary to compose the
protocol stack:

e The NDIS 3.0 compliant network adapter card driver

e The NDIS 3.0 support layer (NDIS.386)

e The NDIS 3.0 protocol

Important An NDIS 3.0 (protected-mode) network adapter card driver
cannot bind to an NDIS 2.0 (real-mode) protocol. However,
the converse is true, as shown in the next section.

Figure 1.2 depicts the configuration of Windows for Workgroups network
components when NDIS 3.0 network adapter card drivers are used.

| VREDIR.386 | | VSERVER 386 I Redirector and Server

Virtual Device Drivers
*VNETBIOS NetBIOS Interface and Virtualizer
NETBEUI.386 NDIS 3.0 Protocol Driver
NDIS.386 NDIS 3.0 Support Layer
Protected Mode ELNK16.386 NDIS 3.0 Network Adapter Card Driver

Network Adapter ]

|
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The configuration shown in Figure 1.2 requires no real-mode memory. All
components are 32-bit code running in protected mode for maximum
performance.

NDIS.386

All operating system requests for hardware services are passed from NDIS.386
to the network adapter card driver without regard to the hardware configuration.
Conversely, any hardware requests for operating system services are passed
from the network adapter card driver to NDIS.386 without regard to the
operating system specifics. NDIS.386 is responsible for:

e Memory allocation

e Hardware specific requests

e  Start-up and shut-down of the operating system

e  Parsing instructions from the PROTOCOL.INI file

NETBEUI.386

NetBEUI. 386, a virtual device (VxD), is the NDIS 3.0 driver for the NetBEUI
protocol. It replaces the NDIS 2.0 VNB.386 driver originally provided with
Windows for Workgroups 3.10. (VNB.386 included the protected mode to real
mode mapping functionality that is now part of the new NDIS2SUP.386 driver
discussed in the previous section.) As with Windows for Workgroups 3.10, this
NetBEUI protocol is a NetBIOS provider. (A provider is the software
component that allows a Windows for Workgroups computer to communicate
with the network.)

The Remote Access Services (RAS) AsyBEUI protocol is now built into the
NETBEUI.386 protocol driver. AsyBEUI is similar to that of NetBEUI, but is
designed to support slow network links such as an asynchronous connection
over a phone line. More information on RAS is provided in Chapter 7,
“Integrating with Windows NT and Windows NT Advanced Server.”

*VNETBIOS

*VNETBIOS is a virtual device that provides virtualization of the NetBIOS
interface for applications running in a virtual machine.

Note The asterisk (*) preceding VNETBIOS shows that this is an internal
function. You will not find a file with this name on your Windows for
Workgroups 3.11 disks.
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It is also necessary for any virtual device that requires the NetBIOS interface,
for example VREDIR.386. In Windows for Workgroups 3.10, it loads as a
separate file, VNETBIOS.386. In Windows for Workgroups3.11, it loads as an
internal virtual device within WIN386.EXE.

VREDIR.386

VREDIR.386 is the protected-mode redirector virtual device. The redirector
provides the mapping from local device names to remote network resources.
The VREDIR.386 also contains the browsing service functionality for
enumerating the list of available servers across the network.

VSERVER.386

VSERVER.386 is the protected-mode server virtual device. The server provides
the ability to share resources on the local computer running Windows for
Workgroups 3.11.

Support for ODI Drivers

In addition to supporting NDIS 2.0 and NDIS 3.0 network adapter card drivers,
Windows for Workgroups 3.11 also features the ability to run on top of Open
Datalink Interface (ODI) drivers and Novell’s monolithic IPX protocol stack.

For information about running Windows for Workgroups using ODI and
monolithic IPX drivers, see Chapter 8, “Integrating with Novell NetWare.”

Network Protocols

In addition to the 32-bit NetBEUI protocol, Windows for Workgroups 3.11
includes a new 32-bit NDIS 3.0 protocol that is IPX/SPX compatible, NWLink.
This new 32-bit IPX/SPX compatible protocol is routable and does not natively
provide NetBIOS services. NetBEUI is not a routable protocol, and thus cannot
be used in a wide-area network (WAN) environment.

Windows for Workgroups 3.11 supports the real-mode Microsoft TCP/IP for
Windows for Workgroups protocol. This allows Windows for Workgroups 3.11
to offer network redirector and server functionality over a WAN using TCP/IP.
Microsoft TCP/IP for Windows for Workgroups also supports NetBIOS
services to host functionality such as Network DDE.
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NetBIOS services are available for use with the IPX/SPX compatible transport
as a 32-bit protected-mode virtual device, NWNBLink, to provide improved
performance and memory savings over Novell’s real-mode NETBIOS.EXE
terminate-and-stay-resident (TSR) program. The NWNBLink driver also
provides connectivity to Windows NT when the IPX/SPX compatible transport
is used.

For further information on network protocols for use with Windows for
Workgroups 3.11, see Chapter 6, “Integrating with Other Protocols.”

Direct Hosting and IPX

The concept of hosting refers to the ability for the Windows for Workgroups
network functionality to run on top of a given protocol configuration directly.
For example, Windows for Workgroups version 3.10 required a NetBIOS
provider to support NetBIOS services over which the network redirector and
network server could run.

Windows for Workgroups 3.11 extends the hosting capability beyond just
NetBIOS providers to allow the Windows for Workgroups network redirector
and network server to be directly hosted on top of an IPX transport without a
NetBIOS provider. This capability allows Windows for Workgroups 3.11 to run
natively over IPX, providing support for a routable protocol in a WAN
environment.

Alerts and Notifications Through the Messenger Service

The Windows for Workgroups 3.11 network redirector now supports the LAN
Manager Messenger service, allowing Windows for Workgroups users to
receive messages and alerts from Microsoft LAN Manager and Windows NT
servers and clients. The messenger support is handled by the WINPOPUP.EXE
utility and allows a Windows for Workgroups 3.11 user to send messages to and
receive messages from the network.

The Windows for Workgroups 3.11 Print Manager uses the Messenger service
to send notification of completed print jobs from the print server to the
Windows for Workgroups 3.11 user who sent the job to print.
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32-Bit Disk Access

The 32-Bit Disk Access feature of Windows, also known as FastDisk, was first
introduced with Windows 3.1. It brought new technology to users of the
Windows operating system and delivered improved performance over Windows
3.0. Microsoft is continuing to leverage the 32-bit architecture of the Windows
environment as delivered in Windows for Workgroups 3.10 by adding 32-bit
File Access support to Windows for Workgroups 3.11.

Note The 32-bit Disk Access functionality in Windows for Workgroups 3.11
is the same functionality as that included in Windows 3.1 and
Windows for Workgroups 3.10. Information on 32-bit Disk Access is
provided in this chapter to give some background in order to discuss
the new 32-bit File Access functionality present in Windows for
Workgroups 3.11.

What is 32-Bit Disk Access?

One system BIOS is not necessarily identical to the next—some are less
efficient in the way they handle hard disk access than others, and some were
written before newer, more efficient disk access technology was developed.
Microsoft built 32-bit Disk Access into Windows operating system version 3.1
to offset BIOS inefficiency and to allow users to take advantage of new
disk-access technology.

The Windows 3.1 32-bit Disk Access is a set of protected-mode device drivers
that work together to enhance your system’s BIOS. It filters interrupt (Int) 13H
calls to the hard disk controller and directs them in the most efficient way for
the system—either through the 32-bit interface with the hard disk controller or
through the system BIOS.

Supports Most Existing Hardware

The 32-bit Disk Access works directly with the hard disk controller—not with
the hard disk itself. It can support any disk controller provided that there is an
appropriate virtual device to support that controller.

Windows 3.1 ships with one such device—WDCTRL—which supports all disk
controllers that are compatible with the Western Digital™ 1003 controller
interface standard. This was the original standard developed for the IBM™
AT™ and is adhered to by 90 percent of installed hard disks on the market.
WDCTRL does not support SCSI or ESDI drives; however, these drives may be
supported by OEM-supplied virtual devices.



Chapter 1 Windows for Workgroups 3.11 Architecture 1-13

Several hard disk controller manufacturers including Future Domain, UltraStor,
Quantum, and Compaqe Computer Corporation, provide 32-bit Disk Access
drivers for use with hard disk controller adapters. Contact the appropriate
hardware vendor for further information on the availability of

32-bit drivers.

Disabled By Default

Windows operating system version 3.1 features 32-bit Disk Access as an option
that is disabled by default when Windows 3.1 is installed on your system. To
enable it, simply turn it on in the Enhanced dialog box in the Windows Control
Panel. If 32-bit Disk Access remains disabled, you will not benefit from the
hard disk access performance improvements it provides, but your system will
remain otherwise unaffected.

If a system’s hard-disk controller is compatible with the 32-bit Disk Access
virtual device driver (WDCTRL) included with Windows 3.1, then Setup will
automatically install the proper virtual devices. As a result, if you double-click
the Enhanced icon in the Control Panel, choose the Virtual Memory button, and
then the Change button, you can select the Use 32-Bit Disk Access check box.
If, after Setup, you are not able to select this check box (that is, it is grayed), do
not try installing any virtual devices manually. Instead, contact your hardware
manufacturer directly to find out when a virtual controller device for Windows
3.1 will be available to support 32-bit Disk Access for the hardware.

Some portable computers, such as laptops and notebooks, power down the hard
disk to conserve battery life without notifying the currently-running system
software. In addition, portable computers that use Int 13H to detect disk access
to power up or power down the hard disk to conserve power, will not properly
identify when the 32-bit Disk Access driver is accessing the hard disk. If the
hard disk powers down in the middle of a write or read action, data loss may
result.

Due to these situations, 32-bit Disk Access is disabled by default. When the
user installs the Windows operating system, 32-bit Disk Access is disabled until
the user makes the decision to enable it (through the Control Panel). Only
OEMs who preinstall Windows 3.1 on a 100-percent-compatible system can
turn 32-bit Disk Access on before the user receives the system without
jeopardizing the users hard disk. A Windows Ready to Run logo on the PC is
your guarantee that the OEM has tested the hardware configuration with
Windows 3.1 and configured Windows correctly, including the turning 32-bit
Disk Access on or off.
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WDCTRL has, however, been put though rigorous testing to make sure it is as
safe as possible. WDCTRL is designed with a built-in safety measure—every
time it starts, it performs elaborate tests to make sure that it can communicate in
the same language as the hard disk controller before it attempts to read and
write data. WDCTRL begins testing by looking peripherally at some data on the
hard disk for any traces of a Western Digital 1003-compatible controller. If it
passes that test, WDCTRL then begins calling up larger pieces of data in an
attempt to elicit the correct response.

Finally, after much redundant checking, WDCTRL actually tries reading data
from the disk. If it is able to read data, WDCTRL then tries to write data and

read it back. Only after the read-write test is passed does WDCTRL continue
and start the Windows operating system.

If something does go wrong, WDCTRL may do different things, depending on
where it is in the verification process. The controllers with which WDCTRL
fails are considered incompatible with 32-bit Disk Access, so WDCTRL simply
doesn’t load when it detects these unsupported controllers. If WDCTRL fails a
test later, after it is installed, the Windows operating system displays an error
message that warns the user that something is wrong, and advises the user to
reboot. This keeps WDCTRL from loading and 32-bit Disk Access will be
disabled.

Improved System Performance

The use of 32-bit Disk Access provides improved system performance for
running MS-DOS-based applications. Using 32-bit Disk Access allows for
more pageable memory in Windows to page MS-DOS-based applications to
disk to free enough RAM for applications when they need to use it. The 32-bit
Disk Access feature also improves the performance of Windows all around,
making the system run much more quickly. For example, switching between
MS-DOS-based applications is faster with 32-bit Disk Access.

This feature also allows for faster paging. When Windows operating system
version 3.1 is paging using 32-bit Disk Access, it can load in just the small
amount that the application is actually using, so task switching becomes almost
instantaneous. And, since only a small part of the application needs to be in
RAM at one time, Windows may not have to access the hard disk at all. This
becomes very important when RAM is close to being overcommitted, meaning
that the RAM is nearing its capacity limit, thus causing a dramatic increase in
the amount of paging to disk that occurs and slowing system response.
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Overlapped I/O

Another advantage of using the 32-bit Disk Access in Windows is that it
supports overlapped I/O allowing disk I/O requests to be handled
asynchronously . Overlapped I/O helps disk access in two ways:

e Paging can take place in the background while applications are running.
e  Applications can make calls simultaneously to the hard disk controller even

while other applications are running.

With overlapped 1/O, the system can send multiple requests to the hard disk
controller at the same time so that they are queued and no idle time passes
between requests. This method lets the hard disk controller run more efficiently.

Enabling 32-Bit Disk Access

Figure 1.3

32-Bit Disk Access is
enabled from the Virtual
Memory dialog box
accessible from the
Enhanced section of
Control Panel

The 32-bit Disk Access feature is enabled from the Enhanced section of Control
Panel. Double-click the Enhanced icon to display the Windows Enhanced
dialog box. Choose the Virtual Memory button to display the Virtual Memory
dialog box which shows the status of the 32-bit Disk Access feature of
Windows (that is, whether 32-bit Disk Access is being used, or whether
communication with the hard disk controller is being handled by the BIOS).

Choose the Change>> button to display the virtual memory configuration
section of the dialog box which allows 32-bit Disk Access to be enabled. To
enable 32-bit Disk Access, select the Use 32-Bit Disk Access check box as
shown in Figure 1.3.

Virtual Memory
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Drive C:  32-Bit
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Hard Disk Access Scenarios

Figure 1.4

Hard disk access path
under MS-DOS

32-Bit Disk Access helps to simplify the process by which information is read
from and written to the hard disk controller when running in the Windows
environment. To provide an overview of how the use of 32-bit Disk Access
helps to improve the system performance, this section examines three scenarios:

e Hard disk access under MS-DOS
e Hard disk access under Windows without 32-bit Disk Access

e Hard disk access under Windows with 32-bit Disk Access

Hard Disk Access Under MS-DOS

In MS-DOS-based PCs, when an application wants to access a disk, it uses the
following path. (The numbers in the diagram correspond to the steps described
below.)

Hardware
Int21H Int 13H
Appiication— _.I MS-DOS—— BIOS Y2 Controller——| Hard disk

1. The application makes an Int 21H call to MS-DOS.

2. MS-DOS decodes the hard disk location of the requested part of the file by
examining the File Allocation Table (FAT).

3. MS-DOS issues an Int 13H call to the hard disk BIOS. (The BIOS contains
programs to control the basic devices in the system, such as the hard disk,
keyboard, display, communications ports, etc.)

4. The hard disk BIOS program talks directly to the hard disk controller. Each
hard disk controller requires its own BIOS. These BIOS are not
independent of the hard disk itself, rather, they are specific to the controller
board (or adapter) that connects the hard disk to the rest of the system.

This design works well in the case where the real-mode BIOS is in ROM and
covers the hard disk because both were installed and tested at the same time by
the computer manufacturer. However, hard disks are often added or upgraded at
a later time, and the MS-DOS BIOS installed in the computer may not be able
to communicate with the new hard disk.
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Figure 1.5

Hard disk access path
under Windows without
32-bit Disk Access

In this case, the disk manufacturer must provide a specifically designed driver
newly installed hard disk. This additional device driver is normally added to the
CONFIG.SYS file after installing the software that accompanies the hard disk.
(With some devices, such as a CD-ROM drive, a device driver that provides the
BIOS interface and Int 13H interface to the device appears in the
AUTOEXEC.BAT file.)

These device drivers intercept Int 13H calls to the hard disk and verify that the
calls are understood by the hard disk. Usually, the device drivers will handle
any attempts to access the hard disk, so the calls never get passed on to the real
ROM BIOS. However, if the call is for a device other than the hard disk, the Int
13H call is passed on to the BIOS, where it is handled in the usual way.

Hard Disk Access Under Windows Without 32-Bit Disk
Access

Under the Windows operating system in 386 enhanced mode, the flow of calls
to handle file I/O is more complicated than that of MS-DOS due to the
necessary transitions between real mode and protected mode.

Windows

Application \

Enhanced mode virtual devices |

Protected mode \ ’\

Real mode
Int 21H Int 13H Harl%vare
- n nt
Al\élakl?act)icsm MS-DOS BIOS ——»{Controller—®>{Hard disk

Windows, Windows-based applications, and the 386 enhanced mode system all
run in protected mode, but must switch back into real mode (or virtual 8086
mode) to run older code (for MS-DOS and the BIOS, for example). Switching
modes is time-consuming, and therefore expensive, in terms of performance.

For example, when an MS-DOS-based application running under 386 enhanced
mode tries to read from a file, the following occurs: Windows starts running the
application in real mode. It makes an Int 21H call to read from the file. The 386
enhanced mode traps this interrupt and switches to protected mode, where a
number of virtual device drivers look at the call and try to qualify it. If none of
the device drivers intercept the call, then the call is approved, and is
subsequently handed off to MS-DOS. Windows then switches back to real
mode to let MS-DOS handle the call. MS-DOS takes a considerable amount of
time to read a particular location on the disk. Once it is finished, MS-DOS
generates an Int 13H call to talk to the BIOS.
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Figure 1.6

Hard disk access path
under Windows with
32-bit Disk Access

Hard Disk Access Under Windows with 32-Bit Disk
Access

32-bit Disk Access helps to reduce the number of mode switches between real
mode and protected mode by processing the Int 13H request in protected mode.

Windows 3.1 32-bit Disk Access filters all application calls to the hard disk
controller, passing the requests directly to the controller bypassing the system
BIOS. This takes the BIOS out of the loop for hard disk access, allowing BIOS
calls for that drive to be handled entirely in protected mode.

With 32-bit Disk Access enabled, Windows can start trapping Int 13H calls and
handle them entirely in protected mode. With 32-bit Disk Access, the call
diagram looks like this:

Windows
Application \
Hardware

Enhanced mode| 32-bit disk
virtual devices | access V—O—P Controller—®Hard disk

Protected mode <\ 4

Real mode

Al\;;lg;cg%gn Int 21H MS-DOS { int13H | BIOS

Components of the 32-Bit Disk Access System

Figure 1.7

32-bit Disk Access
Components included
with Windows for
Workgroups

The following diagram shows the 32-bit Disk Access architecture originally
designed for Windows 3.1, which is also used by Windows for Workgroups
3.11.

[ “INT13 |

*PAGEFILE |

| *BLOCKDEV |

| -wocTRL | [iother ard Party)|
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The 32-Bit Disk Access model is based on Western Digital 1003 controller
compatibility and is composed of the following 386 enhanced mode virtual
device drivers:

Driver Function

*Int13 Traps and emulates Int 13H BIOS calls made by the
application to the hard disk controller. It passes these calls
to BlockDev for filtering and queuing. Int 13 and PageFile
(below) act as the input system for 32-bit Disk Access.

*PageFile Handles virtual memory paging files. It makes calls through
BlockDeyv to the hard disk controller when appropriate.
*BlockDev This is the core of the 32-bit hard disk access system. It

creates and manages the queue of Int 13H calls to the hard
disk controller. It filters Read, Write, and Cancel calls and
passes them on to the controller, and sends other calls to the
BIOS for processing.

*WDCTRL This is the 32-bit Disk Access device that talks to standard
Western Digital 1003 or ST506 hard disk controllers (about
90 percent of the installed base). This device is installed
only if the Setup program detects a compatible hard disk
controller.

Note The asterisk (*) preceding a component name indicates that this is an
internal component of Windows for Workgroups rather than a physical
file. You will not find a file with this name on your Windows for
Workgroups 3.11 disks.

Sample SYSTEM.INI sections showing 32-bit Disk Access components

[386Enh]
32bitdiskaccess=on
device=*blockdev
device="pagefile
device=*int13
device=*wdctrl

This sample shows the entries included in SYSTEM.INI when 32-bit Disk
Access is enabled with the WDCTRL FastDisk device driver. If you are using a
different FastDisk device driver, an entry reflecting the name of the device
driver you are using appears in place of the device=*wdctrl entry shown here.
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32-Bit File Access

Windows for Workgroups 3.11 extends the 32-bit Disk Access system
architecture of Windows 3.1 and Windows for Workgroups 3.1 to provide
32-bit File Access as well. 32-bit File Access provides a 32-bit code path for
Windows to access and manipulate information on disk by intercepting the
MS-DOS Int 21H services in protected mode, rather than handling the Int 21H
services in real mode by MS-DOS. This results in greatly improved disk I/O
performance when reading information from or writing information to a
supported disk device configuration over a similarly configured computer
running Windows 3.1 or Windows for Workgroups 3.10.

The Int 21H services manipulate the MS-DOS File Allocation Table (FAT),
which governs the way information is written to and read from a FAT-based
disk volume. In addition to protected-mode Int 21H services, 32-bit File Access
also provides a 32-bit protected-mode replacement for the MS-DOS-based
SmartDrive disk cache program which features more intelligent disk cache
management and results in improved disk I/O performance for the Windows
environment. The 32-bit File Access functionality in Windows for Workgroups
3.11 is implemented as two Windows virtual device drivers, VFAT.386 and
VCACHE.386 (discussed in more detail later in this section).

As with 32-bit Disk Access, the 32-bit File Access feature is disabled by default
when Windows for Workgroups 3.11 is installed. 32-bit File Access can be
enabled through the 386 Enhanced dialog box in the Windows Control Panel. If
you don’t enable 32-bit File Access, be sure continue using SmartDrive,
shipped with Windows for Workgroups 3.11, to provide disk caching
functionality.

Enabling 32-Bit File Access

To view the disk status for 32-bit Disk Access and 32-bit File Access to
determine whether 32-bit File Access is presently being used to manipulate
information on a given disk device, double-click the Enhanced icon in Control
Panel and choose the Virtual Memory button. The Disk Status section of the
Virtual Memory dialog box shows the state of the different drives detected in
the system. For the disk volumes on which 32-bit File Access is supported,
“32-Bit” will be displayed next to the drive letter. For disk volumes on which
32-bit File Access is not supported, “16-Bit” will be displayed next to the drive
letter. For example, the following dialog box shows that 32-bit File Access is
supported on drive C.
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Figure 1.8

Virtual Memory dialog
box is used to configure
32-bit Disk Access and
32-bit File Access

Figure 1.9

32-Bit File Access is
enabled from the Virtual
Memory dialog box
accessible from the
Enhanced section of
Control Panel

[~ Swapfile Settings

virtual Memory

Drive: C:
Size: 5,103 KB
Type: Permanent
Disk Status
( Disk Access:  Using 32-bit Disk Access
File Access: Drive C: 32-Bit

Choose the Change>> button to display the virtual memory configuration
section of the dialog box, which allows 32-bit File Access to be enabled and
configured. To enable 32-bit File Access, select the Use 32-Bit File Access
check box as shown in Figure 1.9. When 32-bit File Access is enabled, you
need to set the size of the cache to be used by the 32-bit File Access
components. The default size is dependent upon the amount of memory

installed in your computer. Most likely, you will want to increase the size of the
cache to provide the best level of disk I/O performance when using 32-bit File
Access. For recommendations on the cache size configuration, see Chapter 11,
“Optimizing Windows for Workgroups 3.11.”
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Requirements for 32-Bit File Access

As discussed in the previous section, 32-bit Disk Access implemented in
Windows intercepts Int 13H calls destined for the BIOS routines which
communicate with the hard disk controller. 32-bit File Access intercepts
MS-DOS Int 21H calls which manipulate information stored on a disk device.
The VFAT virtual device (VFAT.386) provides support for the protected-mode
Int 21H services. When VFAT loads, it identifies the different physical hard
disk drives in your system and mounts on hard disk volumes that are supported
by 32-bit Disk Access components. As related to 32-bit File Access, mounting
refers to the process that VFAT goes through to tell the system to pass file I/O
calls through VFAT rather than through the MS-DOS device driver chain.

Just as MS-DOS uses the real-mode BIOS routines to communicate with the
hard disk controller to read and write information to and from a hard disk,
VFAT uses the protected-mode 32-bit Disk Access components to read and
write information from/to a hard disk. In order for VFAT to mount on a given
disk volume, one of the following two conditions is necessary:

e A 32-bit Disk Access driver is used with a compatible disk controller (for
example, the WDCTRL driver is used with a controller compatible with the
Western Digital 1003 controller).

e  The real-mode mapper (described in the next section) is installed to provide
a 32-bit Disk Access interface to the MS-DOS device driver chain.

Note If the MS-DOS SUBST utility is invoked before Windows for
Workgroups 3.11 is loaded, the 32-bit File Access functionality will
not be enabled. If the SUBST utility is used, an error message will be
displayed when Windows for Workgroups is started.

Real-Mode Mapper

As mentioned in the previous section, VFAT will only mount on hard disk
volumes that have the 32-bit Disk Access components installed. However, some
drives may not have a 32-bit Disk Access driver. Even if they do, additional
processing may be required after the information is passed off by VFAT
towards the disk volume, or before information reaches VFAT from the disk
volume.
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There are many hard disk controllers that do not have a compatible 32-bit Disk
Access driver to provide 32-bit Disk Access. Typical examples include SCSI
and ESDI controllers. To mount VFAT on disk volumes attached to these disk
controllers, VFAT must see a 32-bit Disk Access interface for a given disk
volume. If no 32-bit Disk Access device driver is available to talk to the
controller when 32-bit Disk Access is enabled, the disk access interrupt service
routine (that is, for Int 13H) must be handled in real mode.

A special virtual device driver called the real-mode mapper (RMM.D32)
provides a mapping service to take protected-mode file I/O calls from VFAT
and send them through the MS-DOS device driver chain. The real-mode mapper
is installed by the Virtual Memory dialog box automatically when

32-bit File Access is enabled and when either of the following conditions is
true:

e 32-bit Disk Access is disabled

o A compressed disk volume is detected

The real-mode mapper driver file, RMM.D32, is not explicitly listed in the
[386enh] section of the SYSTEM.INI file, but is loaded by the VXDLDR.386
virtual device and supported by the I0S.386 virtual device (there will be a
device=vxdldr.386 and a device=i0s.386 line in the [386Enh] section of
SYSTEM.INI). You can verify that the real-mode mapper is being used when a
drive volume for which 32-bit Disk Access is not supported (for example,
32-bit Disk Access is disabled, or the disk volume is a compressed volume)
shows “32-Bit” in the Disk Status section of the Virtual Memory dialog box as
shown in Figures 1.8 and 1.9.

When the real-mode mapper is installed, the following lines will be present in
the [386Enh] section of SYSTEM.INI (if 32-bit Disk Access is enabled, other
entries may also be present):

[386Enh]
device=ifsmgr.386
device=i0s.386
device=vxdldr.386
device=vfat.386
device=vcache.386
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Disk Compression Software

Another example of when the real-mode mapper driver is used is when you
need VFAT support for a disk volume using a software-based disk compression
technique, such as DoubleSpace provided with MS-DOS 6.2 or Stacker from
Stac Electronics. Because additional processing of the data is necessary before
writing information to the disk controller or after reading information from the
disk controller, the 32-bit Disk Access components cannot be used on the
compressed volume. In this scenario, it is necessary for VFAT to go through the
MS-DOS device driver chain to properly handle Int 21H requests.

Note VFAT will not mount on a DoubleSpace drive using MS-DOS 6.0.
VFAT requires MS-DOS 6.2 to be used. If you are using MS-DOS 6.0,
contact Microsoft for information on getting an upgrade to
MS-DOS 6.2.

IFS Manager

Figure 1.10

Role of IFS Manager
(IFSMGR.386) for
passing data to network
redirector, 32-bit file
access, and MS-DOS

The heart of the file system components provided in Windows for Workgroups
3.11 is the Installable File System (IFS) Manager virtual device driver
(IFSMGR.386). IFS Manager maintains a table identifying the type of file
system device associated with each connected disk volume and passes the file
I/O request to the appropriate device. When an application makes an Int 21H
call, IFSMGR intercepts it and checks its table of installed devices. If the

Int 21H call is destined for a network drive, it passes the request to the network
redirector (VREDIR.386). If the Int 21H call is for a drive mounted by VFAT, it
passes the request to VFAT. If the Int 21H call is not passed to one of the other
IFS Manager drivers, it is passed to the real-mode MS-DOS device driver chain
and handled by MS-DOS.

Application
Int21H

IFSMGR.386

] MS-DOS
Device Driver
| vREDIR386 | | VFAT.386 Chain
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Figure 1.11

Hard disk access under
Windows with 32-bit
Disk Access and 32-bit
File Access

Any Int 21H calls that are processed by VFAT are handled entirely in protected
mode. This results in improved disk I/O performance over previous versions of
Windows. With 32-bit File Access installed in addition to 32-Bit Disk Access,

the sequence of events to process a file I/O request is shown in Figure 1.11:
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With VFAT there is only one mode transition to process an Int 21H request
from an MS-DOS-based application, and no mode transitions to process an Int
21H request from a Windows-based application. The remaining calls are
processed in protected mode. The performance increase obtained by 32-bit Disk
Access by avoiding a processor mode transition is now increased further with

32-bit File Access.

A companion driver to VFAT.386 is VCACHE.386. VCACHE is responsible

for providing management routines to handle the cache for both VFAT.386 and
VREDIR.386. VCACHE is responsible for the cache operations, including
allocating cache memory, freeing cache memory, and managing the algorithm

that oversees how data is aged in the cache in case existing data in the cache

needs to be replaced with newer incoming data.

32-Bit Disk Cache

In addition to providing Int 21H FAT services in protected mode, VFAT,
working in conjunction with VCACHE.386, provides a 32-bit protected-mode
replacement for the MS-DOS-based SmartDrive disk cache program. VFAT is
responsible from reading and writing information from or to the disk device,
while VCACHE is responsible for managing the information VFAT writes to or
is present in the cache. The caching routines provided as part of 32-bit File
Access differ from that offered by SmartDrive in the following ways:

32-bit File Access caching routines are implemented as 32-bit
protected-mode code, thus reducing the need to transition to real mode
to cache disk information.

32-bit File Access read-ahead routines work on a per-file basis rather than
on a per-sector basis, thus helping to ensure that information read into the
disk cache will be used with a higher probability.
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Figure 1.12

Relationship of
VCACHE.386 virtual
device for sharing
cache between VREDIR
and VFAT

e 32-bit File Access caching routines share cache memory with the
protected-mode network redirector (VREDIR.386), thus reducing the
extra memory overhead for maintaining multiple cache buffers.

e 32-bit File Access caching routines cache information on a per-file basis
providing improved performance over SmartDrive, which caches on a
contiguous-sector basis.

Figure 1.12 illustrates where VCACHE fits into the Int 21H flow of data and its
interaction with VREDIR.386.
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What is a Disk Cache?

One primary function of a disk cache is to intercept system calls to the device
drivers for the hard disk controller to try to reduce the need for read-write
access to the disk. The disk cache routines interpret any calls to the hard disk
and load the needed data into a cache in the extended memory portion of RAM.

Subsequent read-write requests to the hard disk are intercepted by the disk
cache routines, which search the cache for the requested data. If the data is
already present in the cache, the application will access it directly from RAM -
which is faster than reading the information from the hard disk. If the data is not
in the cache, the disk cache routine accesses the hard disk and loads the
necessary data into the cache. The least-recently used data residing in RAM is
discarded, unless a change has been made to it that necessitates writing it back
to the hard disk, making room for the new data. By loading blocks of data from
the hard disk into RAM, the disk cache software helps decrease the number of
accesses to the hard disk, which can slow down applications because accessing
the hard disk is considerably slower than accessing RAM. Essentially, the disk
cache is responsible for maintaining information in RAM that an application
may need from the hard disk in the near future.
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A technique called read-ahead caching, is used by some disk cache software to
try to anticipate the information that the system may need next from the disk
device and read this information into the cache before the actual request comes
from the system to access this information. If the read-ahead cache contains the
information that the system next needs, this will result in a performance
improvement as the system does not need to read the information from disk.
However, if the read-ahead cache does not contain the information requested by
the system, the information will need to be read from the disk. There are several
approaches for basing algorithms for performing read-ahead caching activities.
Two such approaches are caching on a contiguous-sector basis and caching on a
per-file basis.

Caching on a contiguous-sector basis means that a given request results in the
cache routines also reading ahead additional contiguous sectors from the disk
volume with the assumption that the next request is in the next contiguous
group of sectors from the previous sector just read. This type of read-ahead
feature works well for some database applications or other types of sequential
file access. However, this scenario assumes that a given file is contiguous. For a
fragmented file, a read-ahead operation on a contiguous sector basis may read
parts of other files into the cache that may never be accessed, resulting in filling
the cache with unnecessary information that will be eventually be discarded. A
cache does not improve performance if information read into the cache is not
subsequently accessed from the cache.

Caching on a per-file basis means that a given request reads the requested
portion (in sectors) of the file and also reads ahead additional sectors of the file
with the assumption that the next request is for the next part of the file just read.
This type of read-ahead is more efficient since information is only read ahead
from within the requested file and unneeded information from other files is not
loaded into the cache due to fragmentation as with a contiguous sector-based
algorithm.

A technique called write-behind caching, or lazy writing, is also used by some
disk cache systems to cache data destined to be written to the disk device, but
delays the actual writing of information to the disk device until a time when the
computer system is less busy. The time delay can vary, but is usually no more
than a matter of milliseconds or several seconds. When a cache system supports
write-behind functionality, control is returned to the application that is writing
the data much more quickly because instead of writing the information out to a
disk device, the information is stored temporarily in RAM. While the use of a
write-behind cache can improve the perceived disk I/O performance, it can pose
some problems. With the write-behind cache, the information is not written to
the disk device until the information from the cache is flushed. Because of this,
it is important to not turn off a computer immediately after performing an
operation where an application may have written information into the cache, but
before it has had a chance to be written to the hard disk.
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Caching and Disk Compression Software

In order for write-behind caching to be safe, it is necessary for the cache
routines to be able to reliably know the amount of free disk space left on a given
disk volume. Knowing the amount of free disk space on non-compressed disk
volumes is pretty straight-forward; however, knowing the amount of free disk
space on a compressed volume is difficult. The difficulty lies in not knowing
exactly how much space the compressed information will use on the disk given
the fact that different types of data compress to different sizes.

By default, write-behind caching is disabled on all compressed disk volumes
that VFAT mounts, with the exception of DoubleSpace drives under MS-DOS
6.2. (As mentioned earlier, VFAT will not mount on a DoubleSpace drive under
MS-DOS 6.0.) MS-DOS 6.2 features an API mechanism that VFAT can use to
query the minimum amount of disk space remaining so that lazy writing can be
enabled and used safely. VFAT is unable to reliably determine the minimum
amount of free disk space when other disk compression software is installed due
to the lack of an API call to obtain this information.

For other disk compression software, lazy writing can be forced on using the
ForceLazyOn= switch in the [vcache] section of the SYSTEM.INI file. For
more information, see Chapter 4, “Windows for Workgroups 3.11 Initialization
Files.”

Warning  If lazy writing is forced on for a compressed disk volume other
than DoubleSpace under MS-DOS 6.2, check to make sure you
have sufficient disk space to complete all data writes to the disk. If
the disk becomes full and a lazy write occurs, VFAT will report
that the disk is full, but the application program that made the
original write will assume that the write was completed
successfully. Data loss may result in this case.

Removing or Reconfiguring SmartDrive

With Windows 3.1 and Windows for Workgroups 3.1, it was necessary to use
SmartDrive to support disk cache functionality. When 32-bit File Access is
enabled, the combination of VFAT and VCACHE replaces the functionality
offered by SmartDrive by providing 32-bit protected-mode cache functionality.
SmartDrive caching is automatically disabled for drives mounted by VFAT.
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(You can identify the drives that SmartDrive is caching when running in
Windows for Workgroups 3.11 by starting an MS-DOS command prompt and
typing smartdrv.) However, 32-bit File Access will not reclaim the memory
used by SmartDrive for its cache.

If you are presently using SmartDrive, when 32-bit File Access is enabled the
setup code will reconfigure the size of the SmartDrive disk cache to reduce the
size of the cache while running in Windows for Workgroups to 128K free up
additional memory.

SmartDrive 5.0 offers the ability to cache information on CD-ROM drives and
floppy disk drives, while 32-bit File Access does not. If you do not need to

cache information on CD-ROM drives or floppy disk drives, you should reduce
the size of the cache used by SmartDrive for Windows, or remove the
SMARTDRYV.EXE line from your AUTOEXEC.BAT file. Also, if you are

using MS-DOS 6.0 and DoubleSpace, it is necessary to continue to use
SmartDrive to provide support for disk caching.

Chapter 11, “Optimizing Windows for Workgroups 3.11,” provides more
information on configuring Windows for Workgroups 3.11 to operate
optimally. The information covered includes the recommended size of the cache
to use with 32-bit File Access based on the amount of memory in your
computer and the type of operations you expect to be performing.

Configuration Scenarios

To help further illustrate the interaction of the 32-bit Disk Access and 32-bit
File Access drivers and summarize the preceding sections, this section describes
some common disk-access scenarios:

¢  Non-32-bit Disk Access or non-VFAT mounted volume

o  WDCTRL 32-bit Disk Access volume

¢ VFAT mounted on WDCTRL 32-bit Disk Access volume

e  VFAT mounted on non-32-bit Disk Access volume

e VFAT mounted on a compressed non-32-bit Disk Access volume

e VFAT mounted on a compressed WDCTRL 32-bit Disk Access volume
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Figure 1.13

Default flow of file I/O

Figure 1.14

Flow of file I/O when
32-bit Disk Access is
enabled

Non-32-Bit Disk Access or Non-VFAT Mounted Volume

By default, Windows for Workgroups does not enable 32-bit Disk Access or
32-bit File Access. After the initial setup of Windows for Workgroups, the flow
of file I/O through the Windows device drivers looks like Figure 1.13.

Application
Int21H [386EnH]

device=ifsmgr.386

IFSMGR.386 device="blockdev

Device Driver
Chain

Hardware

In this scenario, Int 21H calls are processed by MS-DOS and the real-mode
MS-DOS device drivers. Information on the relevant entries in the [386Enh]
section of SYSTEM.INI is also indicated.

WDCTRL 32-Bit Disk Access Volume

If the user enables 32-bit Disk Access, all Int 13H calls are handled by the
32-bit Disk Access driver. Figure 1.14 illustrates the path of information that is
passed to the WDCTRL 32-bit Disk Access driver.
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levice="blockdev
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Figure 1.15

Flow of file I/O when
both 32-bit Disk Access
and 32-bit File Access
are enabled

Figure 1.16

Flow of file I/O when
32-bit File Access is
enabled and VFAT is
mounted on a
non-32-bit volume

In this case, Int 21H calls are processed by MS-DOS and the real-mode
MS-DOS device drivers. Information on the relevant entries in the [386Enh]
section of SYSTEM.INI is also indicated.

VFAT Mounted on WDCTRL 32-Bit Disk Access Volume

If the user enables 32-bit Disk Access and 32-bit File Access, all Int 13H calls
are handled by the 32-bit Disk Access driver WDCTRL, and Int 21H calls are
handled by the 32-bit File Access driver VFAT, respectively. Figure 1.15
illustrates the path of information that is passed to the WDCTRL 32-bit Disk
access driver after the Int 21H call is processed by VFAT. Information on the
relevant entries in the [386Enh] section of SYSTEM.INI is also indicated.
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VFAT Mounted on Non-32-Bit Disk Access Volume

Figure 1.16 shows what happens if the user enables 32-bit File Access and
VFAT mounts on a non-32-bit Disk Access volume (for example, a disk drive
on a SCSI controller).
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Figure 1.17

Flow of file I/O when
32-bit File Access is
enabled and VFAT is
mounted on a
non-32-bit volume with
disk compression

In this case, the real-mode mapper (RMM.D32) driver is installed. Int 21H calls
are handled by the 32-bit File Access driver VFAT, and then are passed through
the real-mode mapper to the MS-DOS device driver chain to be written to or
read from the disk device. As shown in Figure 1.16, information is passed
through the real-mode mapper after the Int 21H call is processed by VFAT.
Information on the relevant entries in the [386Enh] section of SYSTEM.INI is
also indicated (note that VXDLDR.386 is responsible for loading RMM.D32).

VFAT Mounted on a Compressed Non-32-Bit Disk
Access Volume

This time, the user enables 32-bit File Access and VFAT mounts on a
non-32-bit Disk Access volume for which disk compression software is used.

Again, the real-mode mapper (RMM.D32) driver is installed and Int 21H calls
are handled by VFAT, before being passed through the real-mode mapper to the
MS-DOS device driver chain. In turn, the MS-DOS device driver chain passes
the information through the compression software drivers.

[386Enh]
device=itsmgr.386
device=ios.386
device=vxdldr.386

Application
device=vfat.386
device=vcache.386 Int 21H

MS-DOS
Device Driver
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| los3ss | RMmD32 |
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Figure 1.17 shows the path of information that is passed through the real-mode
mapper to the compression utility after the Int 21H call is processed by VFAT.
Information on the relevant entries in the [386Enh] section of SYSTEM.INI is
also shown. (Note that VXDLDR.386 is responsible for loading RMM.D32.)
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Figure 1.18

Flow of file I/O using
32-bit File Access,
32-bit Disk Access, and
VFAT on a 32-bit
volume with disk
compression

VFAT Mounted on a Compressed WDCTRL
32-Bit Disk Access Volume

Figure 1.18 illustrates what happens when the user enables 32-bit Disk Access
and 32-bit File Access, and VFAT mounts on a 32-bit Disk Access volume for
which disk compression software is used.
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In this scenario, the real-mode mapper (RMM.D32) driver is installed. Int 21H
calls are handled by the 32-bit File Access driver VFAT. If the disk volume that
is accessed is a compressed volume, the information is passed through the real-
mode mapper to the compression software driver. The Figure 1.18 illustrates the
path of information flow. On a 32-bit Disk Access volume, after the information
is handled by the MS-DOS device driver chain, it is passed back to the 32-bit
Disk Access driver for I/O to the disk controller. Information on the relevant
entries in the [386Enh] section of SYSTEM.INI is also indicated (note that
VXDLDR.386 is responsible for loading RMM.D32).

Windows for Workgroups 3.11 Boot Sequence

So far, this chapter has discussed the new and enhanced components that make
up Windows for Workgroups 3.11. This section describes how Windows for
Workgroups components are loaded when you boot your computer.
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Information covered in this section is helpful to identify the operations that
Windows for Workgroups performs between the time the user types win at the
MS-DOS command prompt and the time Program Manager displays the
configured icons for the user to begin invoking applications.

When a user starts Windows for Workgroups 3.11, the following startup
process is performed:

1.

The user types win at the MS-DOS command prompt to invoke
WIN.COM.

Windows displays the startup logo image contained in the WIN.COM file.
WIN.COM invokes the MS-DOS Exec function to load the Windows 386
enhanced mode system kernel, WIN386.EXE.

Windows clears the logo screen and the video display adapter switches to

text mode.

WIN386.EXE loads the following:

e The Virtual Machine Manager (VMM)

e  All virtual device drivers (VxDs) specified in the SYSTEM.INI file.

If VXDLDR.386 and 10S.386 are listed in the [386Enh] section of
SYSTEM.INI, they are initialized next. VXDLDR loads RMM.D32.

VFAT begins mounting drives during IFSMGR.386 initialization and
begins caching after IFSMGR initialization is completed.

VNETSUP.386 initializes and parses the SYSTEM.INI examining the
network information.

The NDISLOG.TXT file begins documenting NDIS driver load failures. A
new NDISLOG.TXT file is created each time you start Windows for
Workgroups.

All other network drivers defined in the [386Enh] section of SYSTEM.INI
initialize and bind. (Each of these drivers refers to VNETSUP.386 for
relevant parameters in the SYSTEM.INI file.)

The network redirector, VREDIR.386, starts the workstation services.

WIN386.EXE loads the 386 enhanced mode kernel, KRNL386.EXE.
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10. KRNL386.EXE loads the following files:

11.

12.

13.

14.

15.

16.

17.

o The Windows drivers (identified as *.DRYV in the SYSTEM.INI file)
e GDLEXE

e USER.EXE

e  Supporting files (for example, fonts)

e The Windows for Workgroups 3.11 network driver, WFWNET.DRV

The BOOTLOG.TXT file begins documenting driver events. If a
BOOTLOG.TXT file already exists, new entries will be appended to the
existing file. Then the Windows desktop appears on the screen.

If sharing is enabled, the network server, VSERVER.386, starts the server
service. If security settings are being updated remotely from a specified
network server and share, the updated security settings are downloaded at
this time. The persistent network shares as configured by the Windows for
Workgroups workstation are shared on the network.

If Network DDE is enabled, WFWNET.DRYV loads the Network DDE
background application, NETDDE.EXE, and the ClipBook Server
background application, CLIPSRV.EXE.

The Windows for Workgroups network logon dialog box is displayed.

WFWNET.DRYV prompts the user to log on to the network if the user has
not done so already. If the user initially logged on with no password (that
is, the user pressed ENTER at the password prompts), the logon will be
done automatically without displaying the logon dialog box.

If the user is logged on to the network successfully, WFWNET.DRYV then
restores the persistent network connections made during the last Windows
for Workgroups session according by reading from the CONNECT.DAT
file.

KRNL386.EXE launches the Windows shell as identified by the Shell=
entry in the [boot] section of the SYSTEM.INI file. By default, this is the
Windows Program Manager, PROGMAN.EXE.

Program Manager displays on the Windows desktop.

The Load= and Run= lines of the WIN.INI are processed.
Items specified by the Load= and Run= lines in WIN.INI are started.

The program items in the StartUp group are processed.

Items specified in the StartUp group are started.
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Driver Configuration Changes from
Windows for Workgroups 3.10

Windows for Workgroups 3.11 defines and loads network and supporting
device drivers in the system differently than Windows for Workgroups 3.10.
This section describes the differences and discusses how these changes may
affect the use of third-party network protocols or network redirectors.

Review of Windows for Workgroups 3.10 Configuration

Windows for Workgroups 3.10 loads network drivers in the CONFIG.SYS file
and any network module commands in the AUTOEXEC.BAT file.

CONFIG.SYS

The system drivers that were used by Windows for Workgroups 3.10 and
specified in the CONFIG.SYS file include:

e PROTMAN.DOS, the Protocol Manager driver

¢  WORKGRP.SYS, the real-mode stub for networking components

e *DOS files, any installed NDIS network adapter card drivers

In addition to these standard real-mode drivers, real-mode network protocols
such as Microsoft TCP/IP for Windows for Workgroups and Microsoft Data

Link Control (DLC) protocol for Windows for Workgroups are loaded in the
CONFIG.SYS and AUTOEXEC.BAT files in Windows for Workgroups 3.10.

Sample CONFIG.SYS file entries for Windows for Workgroups 3.10

C:\WINDOWS\PROTMAN.DOS /I:C:\WINDOWS
C:\WINDOWS\<NDIS MAC driver>.DOS { for example, EXP16.DOS }
C:\WINDOWS\WORKGRP.SYS

{ real-mode protocols as installed }

The Protocol Manager, PROTMAN.DOS, needs to load first. It configures
network adapter card drivers and protocols, and allow these components to bind
together. To work properly, many third-party network protocols and network
redirectors require PROTMAN.DOS to load before their components. That is,
PROTMAN.DOS must be listed before any of these third-party components are
listed in CONFIG.SYS or AUTOEXEC.BAT.

The WORKGRP.SYS driver is a support driver for Windows for Workgroups
3.10 networking components and is usually listed as the last driver file
Windows for Workgroups 3.10 loads.
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AUTOEXEC.BAT

Windows for Workgroups 3.1 requires a relatively simple AUTOEXEC.BAT
file. The net start command is used to start the Windows for Workgroups 3.10
networking components. The net start command line usually must be listed
before any third-party network protocols or networking components are
referenced in the AUTOEXEC.BAT file.

Sample AUTOEXEC.BAT file entry for Windows for Workgroups 3.10

C:\WINDOWS\net start

Third-Party Network Drivers

When a third-party network adapter card driver or network protocol is loaded
through the use of an OEMSETUP.INF file provided by the third-party vendor,
the Windows for Workgroups 3.10 setup program is responsible for configuring
the components by placing the specified lines in either the CONFIG.SYS or
AUTOEXEC.BAT file.

Windows for Workgroups 3.11 Configuration

Windows for Workgroups 3.11 further simplifies the configuration for
networking components. A major change from Windows for Workgroups 3.10
is that the network adapter card drivers and network support files are specified
in the SYSTEM.INI file rather than the CONFIG.SYS file in Windows for
Workgroups 3.11.

CONFIG.SYS
Windows for Workgroups 3.11 only puts one line in the CONFIG.SYS file

independent of the configuration of drivers that are used on a Windows for
Workgroups 3.11 computer.

Sample CONFIG.SYS file entry for Windows for Workgroups 3.11

DEVICE=C:\WINDOWS\IFSHLP.SYS

The IFSHLP.SYS file is used to provide real-mode support for the IFS manager
that is responsible for passing data to the appropriate device, whether the device
is installed locally or elsewhere on the network. This is the only line that
Windows for Workgroups 3.11 adds to the CONFIG.SYS file. The lines used
by Windows for Workgroups 3.10 (described in the previous section) are
removed from the CONFIG.SYS file or are moved to the appropriate section of
the SYSTEM.INI file as described below.
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AUTOEXEC.BAT

Windows for Workgroups 3.11 still uses the net start command in the
AUTOEXEC.BAT file. Windows for Workgroups Setup usually places this line
as the first line in your AUTOEXEC.BAT file.

Sample AUTOEXEC.BAT file entry for Windows for Workgroups 3.11

C:\WINDOWS\net start

SYSTEM.INI

Windows for Workgroups 3.11 places entries defining the network adapter card
drivers and network protocols in the SYSTEM.INI file. In the SYSTEM.INI
file, NDIS 3.0 32-bit network adapter card drivers are listed in the [386Enh]
section, and NDIS 2.0 drivers are listed in the [network drivers] section.

For further information on these SYSTEM.INI entries, see Chapter 4,
“Windows for Workgroups 3.11 Initialization Files.”

NDIS 3.0 Configuration

The NDIS 3.0 32-bit entries that are used in the [386enh] section include the
following:

SYSTEM.INI entry Description of entry

Netcard= Identifies NDIS 3.0 network adapter card drivers to
conditionally use if an NDIS 2.0 network adapter card
driver is not loaded.

Netcard3= Identifies NDIS 3.0 network adapter card drivers to use

whether an NDIS 2.0 network adapter card driver is loaded
or not. For example, this is used by the RASMAC driver.

NetMisc= Identifies miscellaneous network virtual device drivers that
are loaded.

Transport= Identifies NDIS 3.0 network protocols that are to be loaded.
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Sample SYSTEM.INI entries for the [386Enh] section

network=*vnetbios,*vwc,vnetsup.386,vredir.386,vserver.386
transport=nwlink.386,nwnblink.386,netbeui.386
netcard=ee16.386

netmisc=ndis.386,ndis2sup.386

netcard3=

Note The asterisk (*) preceding a component name indicates that this is an
internal component of Windows for Workgroups rather than a physical
file. You will not find a file with this name on your Windows for
Workgroups 3.11 disks.

This sample NDIS 3.0 configuration uses an Intel EtherExpress 16 network
adapter card driver, the NetBEUI protocol, and the IPX/SPX-compatible
protocol with NetBIOS.

NDIS 2.0 Configuration

The NDIS 2.0 entries that are used in the [network drivers] section include the
following:

SYSTEM.INI entry  Description of entry

DevDir= Identifies the path name pointing to the location of the network
device driver files and the PROTOCOL.INI file

LoadRMDrivers= Identifies whether NDIS 2.0 real-mode drivers are loaded
automatically when NET START is issued

Netcard= Identifies the NDIS 2.0 network adapter card drivers to use

Transport= Identifies NDIS 2.0 network protocols that are to be loaded

Sample SYSTEM.INI entries for the [network drivers] section

[network drivers]
netcard=exp16.dos
transport=*netbeui,ndishlp.sys
devdir=c:\windows
LoadRMDrivers=yes

This sample illustrates a configuration using an Intel EtherExpress 16 network
adapter card and the real-mode NetBEUI protocol.
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Using Net Intitialize with Third-Party Network Drivers

When a third-party network adapter card driver or network protocol loads
through the use of an OEMSETUP.INF file provided by a third-party vendor,
Windows for Workgroups 3.10 setup program is responsible for configuring the
components by placing the necessary lines referencing the appropriate drivers in
either the CONFIG.SYS or AUTOEXEC.BAT file. Windows for Workgroups
3.11 should interpret the contents of the OEMSETUP.INF file properly and
place the appropriate entries in the SYSTEM.INI file rather than the
CONFIG.SYS file. As described in the previous section, real-mode networking
components in Windows for Workgroups 3.11 are specified in the [network
drivers] section of the SYSTEM.INI file.

Some third-party network drivers that load as TSRs require that the NDIS
protocol manager load before allowing the TSRs to load. By default, Windows
for Workgroups 3.11 loads the protocol manager, in addition to the real-mode
network drivers (depending on the state of the LoadRMDrivers= entry in the
[network drivers] section of SYSTEM.INI), and binds them when the net start
command is issued. To load the Protocol Manager and network adapter card
drivers without binding them to support the use of some third-party network
components, it may be necessary to issue the net initialize (or net init)
command before the net start command in the AUTOEXEC.BAT file.

The net init command loads protocol and network adapter card drivers without
binding them to Protocol Manager. This command may be required when using
a third-party network-adapter driver. You can then bind the drivers to Protocol
Manager by typing net start netbind—by default, the net start command binds
the drivers to Protocol Manager when it is issued.

Sample AUTOEXEC.BAT file entries

C:\WINDOWS\net init
{ third-party network driver TSRs }
C:\WINDOWS\net start

This sample shows the entries needed to support using a third-party TSR
network driver.
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