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Part 1 . 1

CHAPTER 1

Getting Around in the Networking
Services Library

Networking is pervasive in this digital age in which we live. Information at your fingertips,
distributed computing, name resolution, and indeed the entire Internet—the advent

of which will be ascribed to our generation for centuries to come—imply and require
networking. Everything that has become the buzz of our business and personal lives,
including e-mail, cell phones, and Web surfing, is enabled by the fact that networking
has been brought to the masses (and we’ve barely scraped the beginning of the trend).
You, the network-enabled Windows application developer, need to know how to lasso
this all-important networking services capability and make it a part of your application.
You've come to the right place.

Networking isn't magic, but it can seem that way to those who aren’t accustomed to

it (or to the programmer who isn’t familiar with the technologies or doesn’t know how to
make networking part of his or her application). That’s why the Networking Services
Developer’s Reference Library isn't just a collection of programmatic reference
information; it would be only half-complete if it were. Instead, the Networking Services
Library is a collection of explanatory and reference information that combine to provide
you with the complete set that you need to create today’s network-enabled Windows
application.

- The Networking Services Library is the comprehensive reference guide to network-
enabled application development. This library, like all libraries in the Windows
Programming Reference Series (WPRS), is designed to deliver the most complete,
authoritative, and accessible reference information available on a given subject of
Windows network programming—uwithout sacrificing focus. Each book in each library is
dedicated to a logical group of technologies or development concerns; this approach has
been taken specifically to enable you to find the information you need quickly, efficiently,
and intuitively.

In addition to its networking services development information, the Networking Services
Library contains tips designed to make your programming life easier. For example,

a thorough explanation and detailed tour of MSDN Online is included, as is a section
that helps you get the most out of your MSDN subscription. Just in case you don’t have
an MSDN subscription, or don’t know why you should, I've included information about
that too, including the differences between the three levels of MSDN subscription, what
each level offers, and why you’d want a subscription when MSDN Online is available
over the Internet.
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To ensure that you don’t get lost in all the information provided in the Networking
Services Library, each volume’s appendixes provide an all-encompassing programming
directory to help you easily find the particular programming element you're looking for.
This directory suite, which covers all the functions, structures, enumerations, and other
programming elements found in network-enabled application development, gets you
quickly to the volume and page you need, saving you hours of time and bucketsful

of frustration.

How the Networking Services Library Is Structured

The Networking Services Library consists of five volumes, each of which focuses on
a particular aspect of network programming. These programming reference volumes
have been divided into the following:

Volume 1: Winsock and QOS

Volume 2: Network Interfaces and Protocols

Volume 3: RPC and WNet

Volume 4: Remote Access Services

Volume 5: Routing

Dividing the Networking Services Library into these categories enables you to quickly
identify the Networking Services volume you need, based on your task, and facilitates
your maintenance of focus for that task. This approach enables you to keep one
reference book open and handy, or tucked under your arm while researching that aspect
of Windows programming on sandy beaches, without risking back problems (from toting
around all 3,000+ pages of the Networking Services Library) and without having to
shuffle among multiple less-focused books.

Within the Networking Services Library—and in fact, in all WPRS Libraries—each
volume has a deliberate structure. This per-volume structure has been created to further

_ focus the reference material in a developer-friendly manner, to maintain consistency

within each volume and each Library throughout the series, and to enable you to easily
gather the information you need. To that end, each volume in the Networking Services
Library contains the following parts:

e Part 1: Introduction and Overview

e Part 2: Guides, Examples, and Programmatic Reference

e Part 3: Intelligently Structured Indexes
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Part 1 provides an introduction to the Networking Services Library and to the WPRS
(what you’re reading now), and a handful of chapters designed to help you get the most
out of networking technologies, MSDN, and MSDN Online. MSDN and WPRS Libraries
are your tools in the developer process; knowing how to use them to their fullest will
enable you to be more efficient and effective (both of which are generally desirable
traits). In certain volumes (where appropriate), I've also provided additional information
that you’ll need in your network-enabled development efforts, and included such
information as concluding chapters in Part 1. For example, Volume 3 includes a chapter
that explains terms used throughout the RPC development documentation; by putting

it into Chapter 5 of that volume, you always know where to go when you have a question
about an RPC term. Some of the other volumes in the Networking Services Library
conclude their Part 1 with chapters that include information crucial to their volume’s
contents, but I've been very selective about including such information. Publishing
constraints have limited the amount of information | can provide in each volume

(and in the library as a whole), so I've focused on the priority: getting you the most
useful information possible within the number of pages | have to work with.

Part 2 contains the networking reference material particular to its volume. You'll notice
that each volume contains much more than simple collections of function and structure
definitions. A comprehensive reference resource should include information about how
to use a particular technology, as well as definitions of programming elements.
Consequently, the information in Part 2 combines complete programming element
definitions with instructional and explanatory material for each programming area.

Part 3 is a collection of intelligently arranged and created indexes. One of the biggest
challenges of the IT professional is finding information in the sea of available resources
and network programming is probably one of the most complex and involved of any
development discipline. In order to help you get a handle on network programming
references (and Microsoft technologies in general), Part 3 puts all such information into
an understandable, manageable directory (in the form of indexes) that enables you

to quickly find the information you need.

How the Networking Services Library Is Designed

The Networking Services Library (and all libraries in the WPRS) is designed to deliver
the most pertinent information in the most accessible way possible. The Networking
Services Library is also designed to integrate seamlessly with MSDN and MSDN Online
by providing a look and feel consistent with their electronic means of disseminating
Microsoft reference information. In other words, the way a given function reference
appears on the pages of this book has been designed specifically to emulate the way
that MSDN and MSDN Online present their function reference pages.

The reason for maintaining such integration is simple: to make it easy for you to use the
tools and get the ongoing information you need to create quality programs. Providing a
“common interface” among reference resources allows your familiarity with the
Networking Services Library reference material to be immediately applied to MSDN or
MSDN Online, and vice-versa. In a word, it means consistency.
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You'll find this philosophy of consistency and simplicity applied throughout WPRS
publications. I've designed the series to go hand-in-hand with MSDN and MSDN Online
resources. Such consistency lets you leverage your familiarity with electronic reference
material, then apply that familiarity to enable you to get away from your computer if you'd
like, take a book with you, and—in the absence of keyboards and e-mail and upright
chairs—get your programming reading and research done. Of course, each of the
Networking Services Library volumes fits nicely right next to your mouse pad as well,
even when opened to a particular reference page.

With any job, the simpler and more consistent your tools are, the more time you can
spend doing work rather than figuring out how to use your tools. The structure and
design of the Networking Services Library provide you with a comprehensive,
presharpened toolset to build compelling Windows applications.



CHAPTER 2

What’s In This Volume?

Volume 2 of the Networking Services Developer’s Reference Library provides
information about the vast array of interfaces and protocols (and even some services)
that Windows networking makes available to applications developers. These interfaces,
protocols, and services enable network programmers to get the most out of their
network-enabled applications.

This volume also contains information about how you can use development resources
such as MSDN, MSDN Online, and developer support resources. This helpful
information is found in various chapters in Part 1, and those chapters are common to all
WPRS volumes. By including this information in each library and in each volume a few
goals of the WPRS are achieved:

¢ | don’t presume you have bought, or expect you to have to buy another WPRS Library
to gain access to this information. Maybe your primary focus is network programming,
and your budget doesn’t allow for you to purchase the Active Directory Developer’s
Reference Library. Since I've included this information in this library, you don’t
have to.

® You can access this important and useful information regardless of which volume you
have in your hand. You don’t have to (nor should you have to) fumble with another
physical book to access information about how to get the most out of MSDN, or where
to get support for questions you have about a particular Windows development
problem you’re having.

e Each volume becomes more useful, more portable, and more complete in and of
itself. This goal of the WPRS makes it easier for you to grab one of its libraries’
volumes and take it with you, rather than feeling like you must bring multiple volumes
with you to have access to the library’s important overview and usability information.

These goals have guided choices about this library’s content and included technologies;
| hope you find its information useful, portable, a good value, and as accessible as it
can be.

Part 2 of this volume addresses the interfaces, protocols, and services described in the
following sections.
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Domain Name System

Domain Name System (DNS), now an industry-standard protocol, locates computers on
an IP-based network. IP networks, such as the Internet and Microsoft Windows 2000
networks, rely on number-based addresses to move information on the network.
However, users are better at remembering friendly names than number-based
addresses, so it is necessary to translate user-friendly names (www.microsoft.com) into
addresses that the network can recognize (207.46.131.137). DNS is the locator service
of choice in Windows 2000.

Dynamic Host Configuration Protocol

The Dynamic Host Configuration Protocol (DHCP) Application Programming Interface,
also referred to as DHCP Client Options, enables Windows 2000 and Windows 98
clients to query specific options from DHCP servers. Such capability enables
vendor-specific options exposed through DHCP servers to be queried by Windows 2000
or Windows 98 DHCP clients.

Multicast Address Dynamic Client Allocation Protocol

MADCAP, or Multicast Address Dynamic Client Allocation Protocol, is a technology
aimed at making it easy for clients to renew and release multicast addresses, enabling
clients to dynamically “connect” and “disconnect” from multicast network transmissions.
The development of standards for MADCAP is ongoing, and falls under the Multicast
Address Allocation (malloc) Working Group at the Internet Engineering Task Force
(IETF).

Developers can use MADCAP to:

¢ Dynamically obtain a multicast address for a client, enabling that client to participate
in network multicast transmission reception.

e Enumerate the available MADCAP transmissions available from a given server.

e Release muiticast addresses when appropriate.

The Windows 2000 implementation of MADCAP adheres to the MADCAP

recommendations published by the IETF, which are available on the IETF web site

(www.ietf.org). Since MADCAP has not been ratified as a Request For Comments

(RFC), and is rather in Internet Draft form, the technology is subject to continuing growth
and evolution. Microsoft Corporation is actively involved with the standards process on

“an ongoing basis.

Internet Authentication Service

The Internet Authentication Service (IAS) API enables software developers to write their
own extensions to IAS. IAS also allows developers to implement session control and
accounting plug-ins, add authorizations, and use network authentication methods for
remote access. IAS supports, as a client and server, the Remote Authentication Dial-In
User Service (RADIUS) protocol.
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IAS is applicable in any computing environment where it would improve efficiency to
authenticate dial-in users through a remote server. This technology is especially useful
for Internet Service Providers (ISPs).

NetBIOS

A Win32-based application can use the Network Basic Input/Output System (NetBIOS)
interface to. communicate with applications on other computers in a network. The
NetBIOS interface provides commands and support for the following services:

¢ Network name registration and verification

e Session establishment and termination

Reliable connection-oriented data transfer

Unreliable connectionless data transfer (datagram)

Protocol and adapter monitoring and management

The NetBIOS interface is provided primarily for existing applications that use IBM
NetBIOS 3.0 and need to be ported to the Win32 API. New applications and applications
not requiring compatibility with NetBIOS should use other interfaces, such as mailslots,
named pipes, RPC, sockets, or distributed COM to accomplish tasks similar to those
supported by NetBIOS. These interfaces are more flexible and portable than NetBIOS. In
addition, you can use sockets over NetBIOS to communicate with NetBIOS applications.

However, there are plenty of NetBIOS-enabled applications in existence today, so I've
included NetBIOS in this library to ensure that the reference information you need for
such compatibility is available to you.-

Synchronization Manager

The Synchronization Manager provides a centralized, standard technology for
synchronizing files for offline use on either a mobile computer or a computer connected
to a local area network that has latency issues. Developers can use the common
interface to the Synchronization Manager in their applications to synchronize files
between the user’s local computer and network storage.

Files are synchronized independent of the protocol. For example, an e-mail program can
transfer its messages using SMTP, NMTP, or POP3, a browser can use HTTP, and a
database can use Remote Procedure Call (RPC).

The Synchronization Manager is intended for applications that run primarily on mobile
computers. Applications that run on computers connected to high latency local area
networks may also benefit from using the Synchronization Manager.
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System Event Notification Service

IP Hel

Applications designed for mobile users require a unique set of connectivity functions and
notifications. In the past, individual applications were required to implement these
features internally. The System Event Notification Service (SENS) now provides these
capabilities in the operating system, creating a uniform connectivity and notification
interface for applications. Using SENS, developers can determine connection bandwidth
and latency information from within their application and optimize the application’s
operation based on those conditions.

The SENS connectivity functions and notifications are useful for applications written for
mobile computers or computers connected to high latency local area networks.

per

The Internet Protocol Helper (IP Helper) API enables a software developer to retrieve
and modify network configuration settings for a local computer.

The IP Helper API is applicable in any computing environment where the TCP/IP
network protocol is used and there is a need to programmatically manipulate the TCP/IP
configuration. Typical applications include IP routing protocols and Simple Network
Management Protocol (SNMP) agents.

Simple Network Management Protocol

The Simple Network Management Protocol (SNMP) is the Internet standard protocol for
exchanging management information between management console applications such
as HP Openview, Novell NMS, IBM NetView, or Sun Net Manager, and managed
entities. The managed entities can include hosts, routers, bridges, and hubs.

WinSNMP

The Windows SNMP Application Programming Interface (the WinSNMP API) versions
1.1a and 2.0 allow you to develop SNMP-based network management applications that
execute in the Windows 2000 operating environment. SNMP is a request-response
protocol that transfers management information between protocol entities.

Network Management

Microsoft Windows NT, Windows 2000, Windows 95, and Windows 98 support a variety
of networking APIs. The network management functions provide the ability to manage
user accounts and network resources. Many of the capabilities provided by the network
management functions are not provided by other networking functions.



CHAPTER 3

Using Microsoft Reference
Resources

Keeping current with all the latest information on the latest networking technology is like
trying to count the packets going through routers at the MAE-WEST Internet service
exchange by watching their blinking activity lights: It's impossible. Often times,
application developers feel like those routers might feel at a given day’s peak activity; too
much information is passing through them, none of which is being absorbed or passed
along fast enough for their boss’ liking.

For developers, sifting through all the available information to get to the required
information is often a major undertaking, and can impose a significant amount of
overhead upon a given project. What's needed is either a collection of information that
has been sifted for you, shaking out the information you need the most and putting that
pertinent information into a format that’s useful and efficient, or direction on how to sift
the information yourself. The Networking Services Developer’s Reference Library does
the former, and this chapter and the next provide you with the latter.

This veritable white noise of information hasn’t always been a problem for network
programmers. Not long ago, getting the information you needed was a challenge
because there wasn’t enough of it; you had to find out where such information might be
located and then actually get access to that location, because it wasn’t at your fingertips
or on some globally available backbone, and such searching took time. In short, the
availability of information was limited.

Today, the volume of information that surrounds us sometimes numbs us; we'’re
overloaded with too much information, and if we don’t take measures to filter out what
we don’t need to meet our goals, soon we become inundated and unable to discern
what’s “white noise” and what’s information that we need to stay on top of our respective
fields. In short, the overload of available information makes it more difficult for us to find
what we really need, and wading through the deluge slows us down.

This fact applies equally to Microsoft’s reference material, because there is so much
information that finding what you need can be as challenging as figuring out what to do
with it once you have it. Developers need a way to cut through what isn’t pertinent to
them and to get what they’re looking for. One way to ensure you can get to the
information you need is to understand the tools you use; carpenters know how to use
nail-guns, and it makes them more efficient. Bankers know how to use ten-keys, and it
makes them more adept. If you’re a developer of Windows applications, two tools you
should know are MSDN and MSDN Online. The third tool for developers—reference
books from the WPRS—can help you get the most out of the first two.
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Books in the WPRS, such as those found in the Networking Services Developer’s
Reference Library, provide reference material that focuses on a given area of Windows
programming. MSDN and MSDN Online, in comparison, contain all of the reference
material that all Microsoft programming technologies have amassed over the past few
years, and create one large repository of information. Regardless of how well such
information is organized, there’s a lot of it, and if you don’t know your way around,
finding what you need (even though it’s in there, somewhere) can be frustrating, time-
consuming, and just an overall bad experience.

This chapter will give you the insight and tips you need to navigate MSDN and MSDN
Online and enable you to use each of them to the fullest of their capabilities. Also, other
Microsoft reference resources are investigated, and by the end of the chapter, you'll
know where to go for the Microsoft reference information you need (and how to quickly
and efficiently get there).

The Microsoft Developer Network

MSDN stands for Microsoft Developer Network, and its intent is to provide developers
with a network of information to enable the development of Windows applications. Many
people have either worked with MSDN or have heard of it, and quite a few have one of
the three available subscription levels to MSDN, but there are many, many more who
don’t have subscriptions and could use some concise direction on what MSDN can do
for a developer or development group. If you fall into any of these categories, this
section is for you.

There is some clarification to be done with MSDN and its offerings; if you've heard of
MSDN, or have had experience with MSDN Online, you may have asked yourself one of
these questions during the process of getting up to speed with either resource:

e Why do | need a subscription to MSDN if resources such as MSDN Online are
accessible for free over the Internet?

e What is the difference between the three levels of MSDN subscriptions?

¢ |s there a difference between MSDN and MSDN Online, other than the fact that one is
on the Internet and the other is on a CD? Do their features overlap, separate, '
coincide, or what?

If you have asked any of these questions, then lurking somewhere in the back of your
thoughts has probably been a sneaking suspicion that maybe you aren’t getting the most
out of MSDN. Maybe you’re wondering whether you’re paying too much for too little, or
not enough to get the resources you need. Regardless, you want to be in the know and
not in the dark. By the end of this chapter, you’ll know the answers to all these questions
and more, along with some effective tips and hints on how to make the most effective
use of MSDN and MSDN Online.
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Comparing MSDN with MSDN Online

Part of the challenge of differentiating between MSDN and MSDN Online comes with
determining which has the features you need. Confounding this differentiation is the fact
that both have some content in common, yet each offers content unavailable with the
other. But can their difference be boiled down? Yes, if broad strokes and some
generalities are used:

e MSDN provides reference content and the latest Microsoft product software, all
shipped to its subscribers on CD or DVD.

e MSDN Online provides reference content and a development community forum, and
is available only over the Internet.

Each delivery mechanism for the content that Microsoft is making available to Windows
developers is appropriate for the medium, and each plays on the strength of the medium
to provide its “customers” with the best possible presentation of material. These
strengths and medium considerations enable MSDN and MSDN Online to provide
developers with different feature sets, each of which has its advantages.

MSDN is perhaps less “immediate” than MSDN Online because it gets to its subscribers
in the form of CDs or DVDs that come in the mail. However, MSDN can sit in your
CD/DVD drive (or on your hard drive), and isn’t subject to Internet speeds or failures.
Also, MSDN has a software download feature that enables subscribers to automatically
update their local MSDN content over the Internet, as soon as it becomes available,
without having to wait for the update CD/DVD to come in the mail. The interface with
which MSDN displays its material—which looks a whole lot like a specialized browser
window—is also linked to the Internet as a browser-like window. To further coordinate
MSDN with the immediacy of the Internet, MSDN Online has a section of the site
dedicated to MSDN subscribers that enable subscription material to be updated (on their
local machines) as soon as it's available.

MSDN Online has lots of editorial and technical columns that are published directly to
the site, and are tailored (not surprisingly) to the issues and challenges faced by
developers of Windows applications or Windows-based Web sites. MSDN Online also
has a customizable interface (somewhat similar to MSN.com) that enables visitors to
tailor the information that’s presented upon visiting the site to the areas of Windows
development in which they are most interested. However, MSDN Online, while full of
up-to-date reference material and extensive online developer community content,
doesn’t come with Microsoft product software, and doesn’t reside on your local machine.

Because it’s easy to confuse the differences and similarities between MSDN and MSDN
Online, it makes sense to figure out a way to quickly identify how and where they depart.
Figure 3-1 puts the differences—and similarities—between MSDN and MSDN Online
into a quickly identifiable format.
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Figure 3-1: The similarities and differences in coverage between MSDN and
MSDN Online.

One feature you’ll notice is shared between MSDN and MSDN Online is the interface—
they are very similar. That's almost certainly a result of attempting to ensure that
developers’ user experience with MSDN is easily associated with the experience had on
MSDN Online, and vice-versa.
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Remember, too, that if you are an MSDN subscriber, you can still use MSDN Online and
its features. So it isn’'t an “either/or” question with regard to whether you need an MSDN
subscription or whether you should use MSDN Online; if you have an MSDN
subscription, you will probably continue to use MSDN Online and the additional features
provided with your MSDN subscription.

MSDN Subscriptions

If you're wondering whether you might benefit from a subscription to MSDN, but you
aren’t quite sure what the differences between its subscription levels are, you aren't
alone. This section aims to provide a quick guide to the differences in subscription levels,
and even provides an estimate for what each subscription level costs.

The three subscription levels for MSDN are: Library, Professional, and Universal. Each
has a different set of features. Each progressive level encompasses the lower level's
features, and includes additional features. In other words, with the Professional
subscription, you get everything provided in the Library subscription plus additional
features; with the Universal subscription, you get everything provided in the Professional
subscription plus even more features.

MSDN Library Subscription

The MSDN Library subscription is the basic MSDN subscription. While the Library
subscription doesn’t come with the Microsoft product software that the Professional and
Universal subscriptions provide, it does come with other features that developers may
find necessary in their development effort. With the Library subscription, you get the
following:

® The Microsoft reference library, including SDK and DDK documentation, updated
quarterly ’

® | ots of sample code, which you can cut-and-paste into your projects, royalty free

¢ The complete Microsoft Knowledge Base—the collection of bugs and workarounds

¢ Technology specifications for Microsoft technologies

The complete set of product documentation, such as Microsoft Visual Studio,
Microsoft Office, and others

Complete (and in some cases, partial) electronic copies of selected books and
magazines

e Conference and seminar papers—if you weren't there, you can use MSDN’s notes

In addition to these items, you also get:

¢ Archives of MSDN Online columns

¢ Periodic e-mails from Microsoft chock full of development-related information
e A subscription to MSDN News, a bi-monthly newspaper from the MSDN folks
® Access to subscriber-exclusive areas and material on MSDN Online
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MSDN Professional Subscription

The MSDN Professional subscription is a superset of the Library subscription. In addition
to the features outlined in the previous section, MSDN Professional subscribers get the
following:

e Complete set of Windows operating systems, including release versions of
Windows 95, Windows 98, and Windows NT 4 Server and Workstation.

¢ Windows SDKs and DDKs in their entirety
¢ |nternational versions of Windows operating systems (as chosen)
* Priority technical support for two incidents in a development and test environment

MSDN Universal Subscription

The MSDN Universal subscription is the all-encompassing version of the MSDN
subscription. In addition to everything provided in the Professional subscription,
Universal subscribers get the following:

® The latest version of Visual Studio, Enterprise Edition

¢ The Microsoft BackOffice test platform, which includes all sorts of Microsoft product
software incorporated in the BackOffice family, each with a special 10-connection
license for use in the development of your software products

¢ Additional development tools, such as Office Developer, Microsoft FrontPage, and
Microsoft Project

¢ Priority technical support for two additional incidents in a development and test
environment (for a total of four incidents)

Purchasing an MSDN Subscription

Of course, all the features that you get with MSDN subscriptions aren’t free. MSDN
subscriptions are one-year subscriptions, which are current as of this writing. Just as
each MSDN subscription escalates in functionality of incorporation of features, so does
each escalate in price. Please note that prices are subject to change.

The MSDN Library subscription has a retail price of $199, but if you’re renewing an
existing subscription you get a $100 rebate in the box. There are other perks for existing
Microsoft customers, but those vary. Check out the Web site for more details.

The MSDN Professional subscription is a bit more expensive than the Library, with a
retail price of $699. If you're an existing customer renewing your subscription, you again
get a break in the box, this time in the amount of a $200 rebate. You also get that break
if you're an existing Library subscriber who’s upgrading to a Professional subscription.

The MSDN Universal subscription takes a big jump in price, sitting at $2,499. If you're
upgrading from the Professional subscription, the price drops to $1,999, and if you’re
upgrading from the Library subscription level, there’s an in-the-box rebate for $200.
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As is often the case, there are academic and volume discounts available from various
resellers, including Microsoft, so those who are in school or in the corporate environment
can use their status (as learner or learned) to get a better deal—and in most cases, the
deal is in fact much better. Also, if your organization is using lots of Microsoft products,
whether or not MSDN is a part of that group, ask your purchasing department to look into
the Microsoft Open License program; the Open License program gives purchasing
breaks for customers who buy lots of products. Check out www.microsoft.com/licensing
for more details. Who knows, if your organization qualifies you could end up getting an
engraved pen from your purchasing department, or if you're really lucky maybe even a
plaque of some sort for saving your company thousands of dollars on Microsoft products.

You can get MSDN subscriptions from a number of sources, including online sites
specializing in computer-related information, such as www.iseminger.com (shameless
self-promotion, | know), or from your favorite online software site. Note that not all
software resellers carry MSDN subscriptions; you might have to hunt around to find one.
Of course, if you have a local software reseller that you frequent, you can check out
whether they carry MSDN subscriptions. :

As an added bonus for owners of this Networking Services Developer’s Reference
Library, in the back of Volume 1, you’ll find a $200 rebate good toward the purchase of
an MSDN Universal subscription. For those of you doing the math, that means you
actually make money when you purchase the Networking Services Developer’s
Reference Library and an MSDN Universal subscription. With this rebate, every
developer in your organization can have the Networking Services Developer’s Refence
Library on their desk and the MSDN Universal subscription on thier desktop, and still
come out $50 ahead. That's the kind of math even accountants can like.

Using MSDN

MSDN subscriptions come with an installable interface, and the Professional and
Universal subscriptions also come with a bunch of Microsoft product software such as
Windows platform versions and BackOffice applications. There’s no need to tell you how
to use Microsoft product software, but there’s a lot to be said for providing some quick
but useful guidance on getting the most out of the interface to present and navigate
through the seemingly endless supply of reference material provided with any MSDN
subscription.

To those who have used MSDN, the interface shown in Figure 3-2 is likely familiar; it's
the navigational front-end to MSDN reference material.

The interface is familiar and straightforward enough, but if you don’t have a grasp on its
features and navigation tools, you can be left a little lost in its sea of information. With a
few sentences of explanation and some tips for effective navigation, however, you can
increase its effectiveness dramatically.
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Navigating MSDN

One of the primary features of MSDN—and to many, its primary drawback—is the sheer
volume of information it contains, over 1.1GB and growing. The creators of MSDN likely
realized this, though, and have taken steps to assuage the problem. Most of those steps

DM Libra
® Welcome to the MSDN Library
@ @ Visual Studio 6.0 Documentation
Q Office Developer Documentation

. @ @ Windows CE Documentation

@ Platform SDK

@ SDK Documentation
@ DDK Documentation
@ Windows Resource Kits
Q Tools and Technologies
& Q Knowledge Base

& @ Technical Atticles

relate to enabllng developers to selectlvely navngate through MSDN'’s content.

| MSDN Library -
October 1999

wWelcome to the October 1999
release of the MSDN Library.

The MSDN Library is the essential reference for developers, with
more than a gigabyte of technical programming information,
including sample code, documentation, technical articles, the
Microsoft Developer Knowledge Base, and anything else you
might need to develop solutions that implement Microsoft
technology.

Q Backgrounders
@ Specifications

Q Books | Dr. GUI's Espresso Stand
Q Partial Books

@ Periodicals Dr. GUI introduces the October 1999 release of the MSDN Library. The

@ Samples | good doctor examines new Library content, including articles and
documentation about Windows 2000, Windows CE, Office 2000, and
databases and data access, plus several new techmcal article sample
suites,

What's New on the Library

Read through this document for summaries of what's new and follow
the links to the new titles.,

Figure 3-2: The MSDN interface.

Basic navigation through MSDN is simple and is a lot like navigating through Microsoft
Windows Explorer and its folder structure. Instead of folders, MSDN has books into
which it organizes its topics; expand a book by clicking the + box to its left, and its
contents are displayed with its nested books or reference pages, as shown in Figure 3-3.
If you don’t see the left pane in your MSDN viewer, go to the View menu and select
Navigation Tabs and they’ll appear.

The four tabs in the left pane of MSDN—increasingly referred to as property sheets
these days—are the primary means of navigating through MSDN content. These four
tabs, in coordination with the Active Subset drop-down box above the four tabs, are the
tools you use to search through MSDN content. When used to their full extent, these
coordinated navigation tools greatly improve your MSDN experience.
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ary
i @ Welcome to the MSDN Library
@ Visual Studio 6.0 Documentation
23] ‘ Office Developer Documentation
2] 0 Windows CE Documentation
& () Platform 5DK

MADCAP

Purpose

MADCAP, or Multicast Address
Dynamic Client Allocation

Overview

General
information
about
MADCAP,

Protocol, is a technology
aimed at making it easy for
clients to renew and release Reference
Multicast addresses, enabling Documentation
clients to dynamically of MADCAP
connect" and "disconnect" functions and
from multicast network structures.
transmissions.

The development of Feedback

@ Getting Started
€@ Design Stiategies and Standards

Base Services
o2 Component Services

3] Data Access Services
# Q Graphics and Multimedia Services
2] Q Management Services
2] Q Messaging and Collaboration Services
= Q'a Networking and Directory Services

1 @ Active Directory, ADSI, and Directory Services standards for MADCAP is

@ @ Common Intemet File System Protocol ongoing, and falls under the
Fax Service Multicast Address Allocation foat
® g Internet Protocol Helper (malloc) Working Group at the I’ZauL;rSEts
m @ Lightweight Directory Access Protocol (LDAP) Al IETF, dirctlal: tly to
Q Microsoft SNA Server Microsoft.
L ¥ hiuiicast Sddiess Dyna —‘ Where Appiicable

£ Net M, it
[L;} g N:tm::: M:;:g’emm Developers can use MADCAP

Make error
reports and

Figure 3-3: Basic navigation through MSDN.

The Active Subset drop-down box is a filter mechanism; choose the subset of MSDN
information you're interested in working with from the drop-down box, and the
information in each of the four Navigation Tabs (including the Contents tab) limits the
information it displays to the information contained in the selected subset. This means
that any searches you do in the Search tab, and in the index presented in the Index tab,
are filtered by their results and/or matches to the subset you define, greatly narrowing
the number of potential results for a given inquiry. This enables you to better find the
information you’re really looking for. In the Index tab, results that might match your
inquiry but aren’tin the subset you have chosen are grayed out (but still selectable). In
the Search tab, they simply aren’t displayed.

MSDN comes with the following predefined subsets (these subsets are subject to
change, based on documentation updates and TOC reorganizations):

Platform SDK, Networking Services
Platform SDK, Security

Platform SDK, Tools and Languages
Platform SDK, User Interface Services

Platform SDK, Web Services
Platform SDK, Win32 API
Repository 2.0 Documentation
Visual Basic Documentation
Visual C++ Documentation

Entire Collection

MSDN, Books and Periodicals

MSDN, Content on Disk 2 only
(CD only — not in DVD version)

MSDN, Content on Disk 3 only
(CD only — not in DVD version)

MSDN, Knowledge Base

MSDN, Technical Articles and
Backgrounders
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Office Developer Documentation Visual C++, Platform SDK and

Platform SDK, BackOffice WinCE Docs

Platform SDK, Base Services Visual C++, Platform SDK, and

Platform SDK, Component Services Enterprise Docs

Platform SDK, Data Access Services Visual FoxPro Documentation

Platform SDK, Getting Started Visual InterDev Documentation

Platform SDK, Graphics and Visual J++ Documentation
Multimedia Services Visual SourceSafe Documentation

Platform SDK, Management Services Visual Studio Product Documentation

Platform SDK, Messaging and Windows CE Documentation
Collaboration Services :

As you can see, these filtering options essentially mirror the structure of information
delivery used by MSDN. But what if you are interested in viewing the information in a
handful of these subsets? For example, what if you want to search on a certain keyword
through the Platform SDK’s ADSI, Networking Services, and Management Services
subsets, as well as a little section that’'s nested way into the Base Services subset?
Simple—you define your own subset by choosing the View menu, and then selecting the
Define Subsets menu item. You're presented with the window shown in Figure 3-4.

Defining a subset is easy; just take the following steps:

1. Choose the information you want in the new subset; you can choose entire subsets or
selected books/content within available subsets.

2. Add your selected information to the subset you're creating by clicking the Add button.

3. Name the newly created subset by typing in a name in the Save New Subset As box.
Note that defined subsets (including any you create) are arranged in alphabetical
order.

You can also delete entire subsets from the MSDN installation. Simply select the subset
you want to delete from the Select Subset To Display drop-down box, and then click the
nearby Delete button.

Once you have defined a subset, it becomes available in MSDN just like the predefined
subsets, and filters the information available in the four Navigation Tabs, just like the
predefined subsets do.

Quick Tips

Now that you know how to navigate MSDN, there are a handful of tips and tricks that you
can use to make MSDN as effective as it can be.

Use the Locate button to get your bearings. Perhaps it's human nature to need to
know where you are in the grand scheme of things, but regardiess, it can be bothersome
to have a reference page displayed in the right pane (perhaps jumped to from a search),
without the Contents tab in the left pane being synchronized in terms of the reference
page’s location in the information tree. Even if you know the general technology in which
your reference page resides, it’s nice to find out where it is in the content structure.
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This is easy to fix. Simply click the Locate button in the navigation toolbar and all will be
synchronized.

i Defme Subset

1 MSDN Library - October 1999 2] MSDN Library - October 1993

Welcame to the MSDN Library L ({2 Platform SDK,

PQ Visual Studio 6.0 Documentation L':Q] Metworking and Directary Services
Office Developer Documentation |: Quahl of Service: Platform SDK
‘Windows CE Documentation v ete Platform SDE.

(13 Piatform SDK

Getting Started

Design Strategies and Standards

Baze Services

Component Services

Data Access Services

Graphics and Multimedia Service:

Management Services

Winsock-00S

Figure 3-4: The Define Subsets window.

Use the Back button just like a browser. The Back button in the navigation toolbar
functions just like a browser’s Back button; if you need information on a reference page
you viewed previously, you can use the Back button to get there, rather than going
through the process of doing another search.

Define your own subsets, and use them. Like | said at the beginning of this chapter,
the volume of information available these days can sometimes make it difficult to get our
work done. By defining subsets of MSDN that are tailored to the work you do, you can
become more efficient.

Use an underscore at the beginning of your named subsets. Subsets in the Active
Subset drop-down box are arranged in alphabetical order, and the drop-down box shows
only a few subsets at a time (making it difficult to get a grip on available subsets, | think).
Underscores come before letters in alphabetical order, so if you use an underscore on all
of your defined subsets, you get them placed at the front of the Active Subset listing of
available subsets. Also, by using an underscore, you can immediately see which subsets
you've defined, and which ones come with MSDN—it saves a few seconds at most, but
those seconds can add up.
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Using MSDN Online

MSDN underwent a redesign in December of 1999, aimed at streamlining the
information provided, jazzing things up with more color, highlighting hot new
technologies, and various other improvements. Despite its visual overhaul, MSDN Online
still shares a lot of content and information delivery similarities with MSDN, and those
similarities are by design; when you can go from one developer resource to another and
immediately work with its content, your job is made easier. However, MSDN Onlineis
different enough that it merits explaining in its own right—it’s a different delivery medium,
and can take advantage of the Internet in ways that MSDN simply cannot.

If you've used MSN’s home page before (www.msn.com), you're familiar with the fact
that you can customize the page to your liking; choose from an assortment of available
national news, computer news, local news, local weather, stock quotes, and other
collections of information or news that suit your tastes or interests. You can even insert a
few Web links and have them readily accessible when you visit the site. The MSDN
Online home page can be customized in a similar way, but its collection of headlines,
information, and news sources are all about development. The information you choose
specifies the information you see when you go to the MSDN Online home page, just like .
the MSN home page.

There are a couple of ways to get to the customization page; you can go to the MSDN
Online home page (msdn.microsoft.com) and click the Personalize This Site button near
the top of the page, or you can go there directly by pointing your browser to
msdn.microsoft.com/msdn-online/start/custom. However you get there the page you'll
see is shown in Figure 3-5.

As you can see from Figure 3-5, there are lots of technologies to choose from (many
more options can be found when you scroll down through available technologies). If
you're interested in Web development, you can select the checkbox at the left of the
page next to Standard Web Development, and a predefined subset of Web-centered
technologies is selected. For technologies centered more on Network Services, you can
go through and choose the appropriate technologies. If you want to choose all the
technologies in a given technology group more quickly, click the Select All button in the
technology’s shaded title area.

You can also choose which tab is selected by default in the home page that MSDN
Online presents to you, which is convenient for dropping you into the category of MSDN
Online information that interests you most. All five of the tabs available on MSDN
Online’s home page are available for selection; those tabs are the following:

¢ Features '

¢ News

Columns

Technical Articles

Training & Events
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Save  Clear Enit

Preset Templates ?::ho»l,-\x

Select or clear the check boxes
below to choose a pre-set
template of information for that
technology

Personalize the information that appears on your MSDN Online home page.

Select your preferences from the sections below, then return here and choose Save. (Yes, we
know it's a lot of choices. There's a lot of information on this site.) You can update your choices
at any time by visiting this Personalization page.

[T Database
Development/Administration

Database Web Development

Office/vBA Developer

Standard wWeb Development

I activex Controls

Components {General Info)

Windows Development | Component Object Model (COM) - com+ (Component Services)
[ bcom I Design-Time Cantrols
Message Queuing (MSMQ) I"I Microsoft Transaction Server (MTS)

-

[T Databases {General Infa) " apo
Cpao I Data Binding
I English Query

[” Data transformation

Figure 3-5: The MSDN Online Personalize Page.

Once you've defined your profile—that is, customized the MSDN Online content you
want to see—MSDN Online shows you the most recent information pertinent to your
profile when you go to MSDN Online’s home page, with the default tab you’ve chosen
displayed upon loading of the MSDN Online home page.

Finally, if you want your profile to be available to you regardless of which computer
you’re using, you can direct MSDN Online to store your profile. Storing a profile for
MSDN Online results in your profile being stored on MSDN Online’s server, much like
roaming profiles in Windows 2000, and thereby makes your profile available to you
regardless of the computer you’re using. The option of storing your profile is available
when you customize your MSDN Online home page (and can be done any time
thereafter). The storing of a profile, however, requires that you become a registered
member of MSDN Online. More information about becoming a registered MSDN Online
user is provided in the section titted MSDN Online Registered Users.
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Navigating MSDN Online

Once you're done customizing the MSDN Online home page to get the information
you’re most interested in, navigating through MSDN Online is easy. A banner that sits
just below the MSDN Online logo functions as a navigation bar, with drop-down menus
that can take you to the available areas on MSDN Online, as Figure 3-6 illustrates.

Windows 2000 |
What's New in XML for Microsoft %ML
Windows 2000

Learn about the new features, bug fixes, and other
improvements to the Microsoft XML parser coming in DLL Help

Windows 2000, in this column by Charlie Heinemann of Database
pmdu':t_s the Microsoft XML team. Charlie also explains why the

& Partnering new version of the parser is better equipped for server
& International use, {Den 21, Column) BE

® My Links

* IT Professionals

Yisual Studio
MSDN Subscriptions

# MSDN Training

E) MSDN Flash
(e-newsletter)

A Send Us Tune in to the MS5DN Show
Your Feedback Learn about new technologies coming out of Microsoft in MSDN Online's
{3 Site Guide first streaming media show. This show's topics include XML and BizTalk,

{Dec 15, Strearairg video) &8

introducing the New MSDN Ondine

med,

Figure 3-6: The MSDN Online Navigation Bar with Its Drop-Down Menus.

Following is a list of available menu categories, which groups the available sites and
features within MSDN Online:

Home Resources
Magazines Downloads
Libraries Search MSDN

Developer Centers

The navigation bar is available regardless of where you are in MSDN Online, so the
capability to navigate the site from this familiar menu is always available, leaving you a
click away from any area on MSDN Online. These menu categories create a functional
and logical grouping of MSDN Online’s feature offerings.
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MSDN Online Features

Each of MSDN Online’s seven feature categories contains various sites that comprise
the features available to developers visiting MSDN Online.

Home is already familiar; clicking on Home in the navigation bar takes you to the MSDN
Online home page that you've (perhaps) customized, showing you all the latest
information about technologies that you've indicated you're interested in reading about.

Magazines is a collection of columns and articles that comprise MSDN Online’s
magazine section, as well as online versions of Microsoft's magazines such as MSJ,
MIND, and the MSDN Show (a Webcast feature introduced with the December 1999
remodeling of MSDN Online). The Magazines feature of MSDN Online can be linked to
directly at msdn.microsoft.com/resources/magazines.asp. The Magazines home page is
shown in Figure 3-7.

Voi .
oe== > Magazines
MS] + :
MIND » Print and online publications for current information on all types of development.
MSDN Newspapar » .
Microsoft Systems Journal (MS3}
MSDN Show «

MS7 is the magazine that brings developers monthly features on the most important tools and

technologies such as XML, Windows 2000, ATL, MFC, Windows CE, DirectX, C++, as well as monthly
% colurnns on visual programming, Win 32, COM, debugging, security, and more.

Microsoft Internet Developer {(MIND)

MIND is the monthly magazine for Internet and intranet developers that covers tools and technologies
including XML, Visual Basic, scripting, ADO, SQL Server, IIS, and anything else a developer might need
to build an interactive or e-commerce site,

MSDN News

The MSON News is a printed newspaper, published bi-monthly for the developer audience. The
newspaper features new technical articles and ongoing columns, including the popular "ask Dr. GUL," as
well as a regular series of posters. Subscriptions are free to MSDN subscribers,

The MSDN Show
This regular Webcast brings you inside Microsoft to talk with developers and planners about our hottest
new technologies. The segments range from broad overviews to down-and-dirty coding, with some
news and entertainment mixed in, too.

Figure 3-7: The Magazines Home Page.

For those of you familiar with the Voices feature section that formerly found its home on
the MSDN Online navigation banner, don’t worry; all content formerly in the Voices
section is included the Magazines section as a subsite (or menu item, if you prefer) of
the Magazines site. For those of you who aren’t familiar with the Voices subsite, you’ll
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find a bunch of different articles or “voices” there, each of which adds its own particular
twist on the issues that face developers. Both application and Web developers can get
their fill of magazine-like articles from the sizable list of different articles available (and
frequently refreshed) in the Voices subsite. With the combination of columns and online
developer magazines offered in the Magazines section, you’re sure to find plenty of
interesting insights.

Libraries is where the reference material available on MSDN Online lives. The Libraries
site is divided into two sections: Library and Web Workshop. This distinction divides the
reference material between Windows application development and Web development.
Choosing Library from the Libraries menu takes you to a page through which you can
navigate in traditional MSDN fashion, and gain access to traditional MSDN reference
material. The Library home page can be linked to directly at msdn.microsoft.com/library.
Choosing Web Workshop takes you to a site that enables you to navigate the Web
Workshop in a slightly different way, starting with a bulleted list of start points, as shown
in Figure 3-8. The Web Workshop home page can be linked to directly at
msdn.microsoft.com/workshop. '

ESSENTIALS o
Component Developmeant Qomponent Welcome

Contert & Component Delivery »  D@velopment The MSDN Online Web

Data Access & Databases ¢ This section contains Workshop provides the latest
Design ¢ information you'll need to information about Internet
DHTML, HTML & CSS «  create components for your technologies, including
Languages & Development Tools «  Web pages, using either reference material and in-

Messaaing & Collaboration «  ACtiveX or DHTML scriptiet i depth artticles on all aspects
Networking, Protacols » technology, as well as related of Web site design and
& Data Formats information about COM, development, Choose the
Reusing Browsar Technalogy o ActiveX Scripting, Active cate.gories'un the Ieft.toA
Security & Cryptography Documents, and offline nawgatg via content listings.
browsing. Use the index to look up

Server Technologies ¢ keywords, and the search

page for specific queries.
‘Web Content Management » Check our what's New page
XML (Extensible Markup Languaga) s for updates.

msd,

Streaming & Interactive Media ¢

The MSDN Oniine team

©® 1999 Microsoft Corporation, All rights reserved. Terms of use.

Figure 3-8: The Web Workshop Home Page.
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Developer Centers is a hub from which developers who are interested in a particular
area of development—such as Windows 2000, SQL Server, or XML—can go to find
focused Web site centers within MSDN Online. Each developer center is dedicated to
providing all sorts of information associated with its area of focus. For example, the
Windows 2000 developer center has information about what's new with Windows 2000,
including newsgroups, specifications, chats, knowledge base articles, and news, among
others. At publication time, MSDN Online had the following developer centers:

® Microsoft Windows 2000
Microsoft Exchange
Microsoft SQL Server

¢ Microsoft Windows Media
e XML

In addition to these developer centers is a promise that new centers would be added to
the site in the future. To get to the Developer Centers home page directly, link to
msdn.microsoft.com/resources/devcenters.asp. Figure 3-9 shows the Developer Centers
home page.

MSDN De\}ﬂoper Cent

Microsoft Windows e

prd MSDN Developer Centers

Microsoft Exchange

«

MSDN Developer Centers provide access to all the developer resources MSDN has to offer for specific
Microsoft SQL Server products and technologies. From the Developer Centers you can also find the latest links to all the best
Microsoft Windows new technical articles, downloads, samples, product news, and more. While we'll be adding more
Madia Developer Centers to the site in the future, you can visit the following Developer Centers today:
HML e

.

»

Microsoft Windows 2000
Microsoft Exchange
Microsoft SQL Server
Micrasoft Windows Media
XML

'

B 15 M L Carparskinn. Al pabts rezapuas, Tarme o

Figure 3-9: The Developer Centers Home Page.
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Resources is a place where developers can go to take advantage of the online forum of
Windows and Web developers, in which ideas or techniques can be shared, advice can
be found or given (through MHM, or Members Helping Members), and the MSDN User
Group Program can be joined or perused to find a forum to voice their opinions or chat
with other developers. The Resources site is full of all sorts of useful stuff, including
featured books, a DLL help database, online chats, case studies, and more. The
Resources home page can be linked to directly at msdn.microsoft.com/resources. Figure
3-10 provides a look at the Resources home page.

DLL Help Database
MSDH Online Support

Additional MSDN Online Resources

MSDN Online is about more than just technical articles and documentation. Check out the wide variety

of resources we offer to help you get your job done.

.
.
Mewsgroups e
Peer Journal »
.

Members Helping The DLL Help Database
MSDN Usar Group »  Microsoft's DLL Help database provides a searchable database of information about file versions that
Program ship with a selected set of Microsoft products.
MSDN Online Chats »
MSDN Training «  MSDN Online Support
.
»

Events MSDN Online Support offers a large variety of technical resources, including the Microsoft Knowledge

Base; service packs, hotfixes, and tools; and Support Web Casts, live presentations by Support
oo professionals.,

"% Newsgroups

MSDN Online provides access to selected developer-focused public newsgroups through our browser-
based newsreader. Microsoft's public newsgroups allow you to interact with the Microsoft developer
community and MYPs {Most Valuable Professionals). Public newsgroups are a great way to solve
technical problems, learn more about a specific product or technology, or keep up with the latest buzz
in the developer cormmunity. Microsoft employees do not monitor Microsoft's public newsgroups.

Developer Books

Peer Journal
Mi ft' llecti

Figure 3-10: The Resources Home Page.

The Downloads site is where developers can find all sorts of useable items fit to be
downloaded, such as tools, samples, images, and sounds. The Downloads site is also
where MSDN subscribers go to get their subscription content updated over the Internet
to the latest and greatest releases, as described previously in this chapter in the Using
MSDN section. The Downloads home page can be linked to directly at
msdn.microsoft.com/downloads. The Downloads home page is shown in Figure 3-11.
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seiee ”a;"s *  Welcome to the MSDN Online Downloads Area
amples e

Teols * gervice Packs
Beta and Preview o

Releases Service Packs and product updates provide bug fixes and address other issues that customers have

Irnagas discovered since a product's release.

«

'S

Sounds

Hsoftware Development » Samples
Kits (3DKs) In this section, you will find a great variety of samples that demonstrate ways to use the latest and
MSDN Subscriber »  greatest Microsoft technologies to make your applications the best they can be. all samples have code
Downlaads that can be downloaded, most can be browsed online, and many have live demonstration pages.

e Choose from the Table of Contents to find samples focused on a particular product or technology.
Entries prefixed with & are for users registered with Yisual Studio only. To get access to these, register
your product today. -

Tools
Want to try out some great new products? Check out our tools area, where users can download more
than 40 trial, beta, and full versions of the latest developer products.

Visit the Visual Studio Solutions Center for sample solutions designed to help you learn and understand
end-to-end application architecture and design.

Beta and Preview Releases

Beta and preview releases provide you with an early look at some of Microsoft's products, Download

Figure 3-11: The Downloads Home Page.

The Search MSDN site on MSDN Online has been improved over previous versions,
and includes the capability to restrict searches to either library (Library or Web
Workshop), as well as other fine-tune search capabilities. The Search MSDN home page
can be linked to directly at msdn.microsoft.com/search. The Search MSDN home page is
shown in Figure 3-12.

There are two other destinations within MSDN Online of specific interest, neither of
which is immediately reachable through the MSDN navigation bar. The first is the MSDN
Online Member Community home page, and the other is the Site Guide.
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http://search. microsoft. com/us/dev/default. asp

. Enter your search wiord(s) or phrase

. Bpecity your search scope:

Choosing this option will allow you to search the developer topics in the Microsoft Knowledge Base,
Or you can go to the Support area for an advanced knowledge Base Search.

Figure 3-12: The Search MSDN Home Page.

The MSDN Online Member Community home page can be directly reached at
msdn.microsoft.com/community. Many of the features found in the Resources
navigation menu are actually subsites of the Community page. Of course, becoming a
member of the MSDN Online member community requires that you register (see the next
section for more details on joining), but doing so enables you to get access to Online
Special Interest Groups (OSIGs) and other features reserved for registered members.
The Community page is shown in Figure 3-13.

Another destination of interest on MSDN Online that isn’t displayed on the navigation
banner is the Site Guide. The Site Guide is just what its name suggests—a guide to the
MSDN Online site that aims at helping developers find items of interest, and includes
links to other pages on MSDN Online such as a recently posted files listing, site maps,
glossaries, and other useful links. The Site Guide home page can be linked to directly at
msdn.microsoft.com/siteguide.
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Welcome to the MSDN Online Member Community

Jein® ndated October 14, 1999
Your Membarship

osiGs «  With an MSDN Online membership, developers can easily access technical
information, tools, and a community of developers ready to help solve the
toughest challenges. Join now and take advantage of member benefits.

Paer Journal ¢
Case Studies «
Downloads «

Online Special-Interest Groups
Members Helping »

Members Access the information you need, when you need it, with Online Special-
Offers «  Groups (OSIGs). Web-based access to relevant newsgroups, sorted by product,
make it easy for you to get information you need to do your job. Take advantage
of special offers, find useful links, and stay up to date with the latest product and

technology news.

grast

Training =
MEDHM Stares s

nmf} Members Helping Members

Members Helping Members (MHM) is a networking and support tool that helps
developers get connected, solve problems, and gain recognition within the
developer community. Get answers quickly by searching the MHM database for
people whao can answer your technical questions. Or, register as a volunteer and
help other developers when they need it. Sign up nowl

Roaming Profiles

for an M

Figure 3-13: The MSDN Online Member Community Home Page.

MSDN Online Registered Users

You may have noticed that some features of MSDN Online—such as the capability to
create a store profile of the entry ticket to some community features—require you to
become a registered user. Unlike MSDN subscriptions, becoming a registered user of
MSDN Online won’t cost you anything more but a few minutes of registration time.

Some features of MSDN Online require registration before you can take advantage of
their offerings. For example, becoming a member of an OSIG requires registration. That
feature alone is enough to register; rather than attempting to call your developer buddy
for an answer to a question (only to find out that she’s on vacation for two days, and your
deadline is in a few hours), you can go to MSDN Online’s Community site and ferret
through your OSIG to find the answer in a handful of clicks. Who knows; maybe your
developer buddy will begin calling you with questions—you don’t have to tell her where
you’re getting all your answers.
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There are a number of advantages to being a registered user, such as the choice to
receive newsletters right in your inbox if you want to. You can also get all sorts of other
timely information, such as chat reminders that let you know when experts on a given
subject will be chatting in the MSDN Online Community site. You can also sign up to get
newsletters based on your membership in various OSIGs—again, only if you want to. It's
easy for me to suggest that you become a registered user for MSDN Online—I'm a
registered user, and it's a great resource.

The Windows Programming Reference Series

The WPRS provides developers with timely, concise, and focused material on a given
topic, enabling developers to get their work done as efficiently as possible. In addition to
providing reference material for Microsoft technologies, each Library in the WPRS also
includes material that helps developers get the most out of its technologies, and
provides insights that might otherwise be difficult to find.

The WPRS currently includes the following libraries:

® Microsoft Win32 Developer’s Reference Library
e Active Directory Developer’s Reference Library
® Networking Services Developer’s Reference Library

In the near future (subject, of course, to technology release schedules, demand, and
other forces that can impact publication decisions), you can look for these prospective
WPRS Libraries that cover the following material:

Web Technologies Library

e Web Reference Library

¢ MFC Developer’s Reference Library
e Com Developer’s Reference Library

What else might you find in the future? Planned topics such as a Security Library,
Programming Languages Reference Library, BackOffice Developer’s Reference Library,
or other pertinent topics that developers using Microsoft products need in order to get
the most out of their development efforts, are prime subjects for future membership in
the WPRS. If you have feedback you want to provide on such libraries, or on the WPRS
in general, you can send email to winprs @ microsoft.com.

If you’re sending mail about a particular library, make sure you put the name of the

library in the subject line. For example, e-mail about the Networking Services

Developer’s Reference Library would have a subject line that reads “Networking
Services Developer’s Reference Library.” There aren’t any guarantees that you’ll get a
reply, but I'll read all of the mail and do what | can to ensure your comments, concerns,
or (especially) compliments get to the right place.



3

CHAPTER 4

Finding the Developer Resources
You Need

Networking is complex, and its resource information vast. With all the resources
available for developers of network-enabled applications, and the answers they can
provide to questions or problems that developers face every day, finding the developer
information you need can be a challenge. To address that problem, this chapter is
designed to be your one-stop resource to find the developer resources you need,
making the job of actually developing your application just a little easier.

Microsoft provides plenty of resource material through MSDN and MSDN Online, and the
WPRS provides a great filtered version of focused reference material and development
knowledge. However, there is a lot more information to be had. Some of that information
comes from Microsoft, some of it from the general development community, and yet
more information comes from companies that specialize in such development services.
Regardless of which resource you choose, in this chapter you can find out what your
development resource options are, and be more informed about the resources that are
available to you.

Microsoft provides developer resources through a number of different media, channels,
and approaches. The extensiveness of Microsoft’s resource offerings mirrors the fact
that many are appropriate under various circumstances. For example, you wouldn’t go to
a conference to find the answer to a specific development problem in your programming
project; instead, you might use one of the other Microsoft resources.

Developer Support

Microsoft’s support sites cover a wide variety of support issues and approaches,
including all of Microsoft’s products, but most of those sites are not pertinent to
developers. Some sites, however, are designed for developer support; the Product
Services Support page for developers is a good central place to find the support
information you need. Figure 4-1 shows the Product Services Support page for
developers, which can be reached at www.microsoft.com/support/customer/develop.htm.

Note that there are a number of options for support from Microsoft, including everything
from simple online searches of known bugs in the Knowledge Base to hands-on
consulting support from Microsoft Consulting Services, and everything in between.

The Web page displayed in Figure 4-1 is a good starting point from which you can

find out more information about Microsoft's support services.
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wWelcome to Microsoft Product Support Services for Developers - Microsoft Internet Explorer

hittp:fwaaw. microsoft. comfsupportfcustomeridevelop.htm

Wwhether you are & Software or Web Developer, developing or porting
commercial applications to run on Microsoft platforms requires a unique
level of support to ensure those applications optimize both current and
emerging technologies. Microsoft provides access to a wide range of
4 o product and application development expertise to help developers
accelerate the development cycle and produce successful applications,
This includes the Microsoft Developer Network (MSDN™) - a specially
; dedicated Web site packed with news, resources and technical services.
| b Premier Support far
| Developers

| ) Professional Support
for Developers

n Go to Support Phone Numbers Click here

PREMIER SUPPORT FOR DEYELOPERS

For large organizations developing products using Microsoft technologies
who require a direct, proactive and managed support relationship with
Microsoft, Premier Support offers comprehensive and flexible high-end
support.

S

1 \l’) Click here for details
which support
opt ) | i PROFESSIONAL SUPPORT FOR DEYELOPERS

: Professional Support for Developers provides information services and
incident-based support to help create and enhance your software

Figure 4-1: The Product Services Support page for developers.

Premier Support from Microsoft provides extensive support for developers, and
includes different packages geared toward specific Microsoft customer needs. The
packages of Premier Support that Microsoft provides are:

* Premier Support for Enterprises

¢ Premier Support for Developers

® Premier Support for Microsoft Certified Solution Providers

e Premier Support for OEMs

If you're a developer, you could fall into any of these categories. To find out more
information about Microsoft's Premier Support, contact them at (800) 936-2000.

Priority Annual Support from Microsoft is geared toward developers or organizations
that have more than an occasional need to call Microsoft with support questions and
need priority handling of their support questions or issues. There are three packages
of Priority Annual Support offered by Microsoft.
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e Priority Comprehensive Support
e Priority Developer Support
e Priority Desktop Support

The best support option for you as a developer is the Priority Developer support. To
obtain more information about Priority Developer Support, call Microsoft at
(800) 936-3500.

Microsoft also offers a Pay-Per-Incident Support option so you can get help if there’s just
one question that you must have answered. With Pay-Per-Incident Support, you call a toll-
free number and provide your Visa, MasterCard, or American Express account number,
after which you receive support for your incident. In loose terms, an incident is a problem
or issue that can’t be broken down into subissues or subproblems (that is, it can’t be
broken down into smaller pieces). The number to call for Pay-Per-Incident Support

is (800) 936-5800.

Note that Microsoft provides two priority technical support incidents as part of the MSDN
Professional subscription, and provides four priority technical support incidents as part
of the MSDN Universal subscription.

You can also submit questions to Microsoft engineers through Microsoft’s support Web
site, but if you’re on a time line you might want to rethink this approach and consider
going to MSDN Online and looking into the Community site for help with your
development question. To submit a question to Microsoft engineers online,

go to support.microsoft.com/support/webresponse.asp.

Online Resources

Microsoft also provides extensive developer support through its community of
developers found on MSDN Online. At MSDN Online’s Community site, you will find
OSIGs that cover all sorts of issues in an online, ongoing fashion. To get to MSDN
Online’s Community site, simply go to msdn.microsoft.com/community.

Microsoft's MSDN Online also provides its Knowledge Base online, which is part of the
Personal Support Center on Microsoft’s corporate site. You can search the Knowledge
Base online at support.microsoft.com/support/search.

Microsoft provides a number of newsgroups that developers can use to view
information on newsgroup-specific topics, providing yet another developer resource for
information about creating Windows applications. To find out which newsgroups are
available and how to get to them, go to support.microsoft.com/support/news.

The following newsgroups will probably be of particular interest to readers of the
Microsoft Active Directory Developer’s Reference Library.
microsoft.public.win2000.*

microsoft.public.msdn.general

microsoft.public.platformsdk.active.directory
microsoft.public.platformsdk.adsi
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microsoft.public.platformsdk.dist_svcs
microsoft.public.vb.”

microsoft.public.ve.*
microsoft.public.vstudio.*microsoft.public.cert.*
microsoft.public.certification.*

Of course, Microsoft isn’'t the only newsgroup provider on which newsgroups pertaining
to developing on Windows are hosted. Usenet has all sorts of newsgroups—too many to
list—that host ongoing discussions pertaining to developing applications on the Windows
platform. You can access newsgroups on Windows development just as you access any
other newsgroup; generally, you'll need to contact your ISP to find out the name of the
mail server and then use a newsreader application to visit, read, or post to the

Usenet groups.

For network developers with a taste for Winsock (and QOS) programming, another site
of interest is www.stardust.com, which is chock full of up-to-date information about
Winsock development and other network-related information. There’s other information
about network programming on the site, so it’s worth a look.

Internet Standards

Many of the network protocols and services implemented in Windows platforms conform
to one or more Internet standards recommendations that have gone through a process
of review and comments. One especially useful source of information about such
standards, recommendations, and ongoing comment periods is the Internet Engineering
Task Force, or IETF. Rather than go into some long-winded (page-eating) explanation
of what the IETF is, does, and stands for, let me simply say that this is the place where
networking protocols and other various Internet-related services are often born,
scrutinized, recast, commented upon, and although not standardized or implemented,
recommended in a final form called a request for comment, or RFC, even though it's
essentially a standard by the time it gets to RFC stage.

If you want to get a clear technical picture of a given technology or protocol, or if you're
inclined to comment on the creation and subsequent scrutiny of such things, the place
you should go is www.ietf.org. This site can tell you all you want to know about the
goings on of the IETF, their (non-profit) mission, their Working Groups, and all the
information you might ever want about almost anything that has to do with networking
recommendations.

If you're curious about a given protocol or networking technology, and want to find an
unadulterated (albeit technical) version of its explanation, this is a great place to go.
It's a virtual hangout for the brightest people in networking, and it’s worth a look or two,
even just for the sake of satisfying curiosity.
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Learning Products

Microsoft provides a number of products that enable developers to get versed in

the particular tasks or tools that they need to achieve their goals (or to finish their tasks).
One product line that is geared toward developers is called the Mastering series, and its
products provide comprehensive, well-structured interactive teaching tools for a wide
variety of development topics.

The Mastering Series from Microsoft contains interactive tools that group books and CDs
together so that you can master the topic in question, and there are products available
based on the type of application you’re developing. To obtain more information about the
Mastering series of products, or to find out what kind of offerings the Mastering series
has, check out msdn.microsoft.com/mastering.

Other learning products are available from other vendors as well, such as other
publishers, other application providers that create tutorial-type content and applications,
and companies that issue videos (both taped and broadcast over the Internet)

on specific technologies. For one example of a company that issues technology-based
instructional or overview videos, take a look at www.compchannel.com.

Another way of learning about development in a particular language (such as C++,
FoxPro, or Microsoft Visual Basic), for a particular operating system, or for a particular
product (such as Microsoft SQL Server or Microsoft Commerce Server) is to read the
preparation materials available for certification as a Microsoft Certified Solutions
Developer (MCSD). Before you get defensive about not having enough time to get
certified, or not having any interest in getting your certification (maybe you do—there are
benefits, you know), let me just state that the point of the journey is not necessarily to
arrive. In other words, you don’t have to get your certification for the preparation
materials to be useful; in fact, the materials might teach you things that you thought you
knew well but actually didn’t know as well as you thought you did. The fact of the matter
is that the coursework and the requirements to get through the certification process are
rigorous, difficult, and quite detail-oriented. If you have what it takes to get your
certification, you have an extremely strong grasp of the fundamentals (and then some) of
application programming and the developer-centric information about Windows
platforms.

You are required to pass a set of core exams to get an MCSD certification, and then
you must choose one topic from many available electives exams to complete your
certification requirements. Core exams are chosen from among a group of available
exams; you must pass a total of three exams to complete the core requirements. There
are “tracks” that candidates generally choose which point their certification in a given
direction, such as C++ development or Visual Basic development. The core exams and
their exam numbers (at the time of publication) are as follows.
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Desktop Applications Development (one required):

¢ Designing and Implementing Desktop Applications with Visual C++ 6.0 (70-016)
¢ Designing and Implementing Desktop Applications with Visual FoxPro 6.0 (70-156)
¢ Designing and Implementing Desktop Applications with Visual Basic 6.0 (70-176)

Distributed Applications Development (one required):

e Designing and Implementing Distributed Applications with Visual C++ 6.0 (70-015)
e Designing and Implementing Distributed Applications with Visual FoxPro 6.0 (70-155)
¢ Designing and Implementing Distributed Applications with Visual Basic 6.0 (70-175)

Solutions Architecture:
® Analyzing Requirements and Defining Solution Architectures (70-100)

Elective exams enable candidates to choose from a number of additional exams

to complete their MCSD exam requirements. The following MCSD elective exams are

available:

® Any Desktop or Distributed exam not used as a core requirement

e Designing and Implementing Data Warehouses with Microsoft SQL Server 7.0
(70-019)

e Developing Applications with C++ Using the Microsoft Foundation Class Library
(70-024)

¢ |mplementing OLE in Microsoft Foundation Class Applications (70-025)

¢ Implementing a Database Design on Microsoft SQL Server 6.5 (70-027)

¢ Designing and Implementing Databases with Microsoft SQL Server 7.0 (70-029)

¢ Designing and Implementing Web Sites with Microsoft FrontPage 98 (70-055)

e Designing and Implementing Commerce Solutions with
Microsoft Site Server 3.0, Commerce Edition (70-057)

¢ Application Development with Microsoft Access for Windows 95 and the
Microsoft Access Developer’s Toolkit (70-069)

¢ Designing and Implementing Solutions with Microsoft Office 2000 and
Microsoft Visual Basic for Applications (70-091)

¢ Designing and Implementing Database Applications with Microsoft Access 2000
(70-097)

® Designing and Implementing Collaborative Solutions with Microsoft Outlook 2000 and
Microsoft Exchange Server 5.5 (70-105)

¢ Designing and Implementing Web Solutions with Microsoft Visual InterDev 6.0
(70-152)

® Developing Applications with Microsoft Visual Basic 5.0 (70-165)
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The good news is that because there are exams you must pass to become certified,
there are books and other material out there to teach you how to meet the knowledge
level necessary to pass the exams. That means those resources are available to you—
regardless of whether you care about becoming an MCSD.

The way to leverage this information is to get study materials for one or more of these
exams and go through the exam preparation material (don’t be fooled by believing that if
the book is bigger, it must be better, because that certainly isn’t always the case.) Exam
preparation material is available from such publishers as Microsoft Press, IDG, Sybex, and
others. Most exam preparation texts also have practice exams that let you assess your
grasp on the material. You might be surprised how much you learn, even though you may
have been in the field working on complex projects for some time.

Exam requirements, as well as the exams themselves, can change overtime; more
electives become available, exams based on previous versions of software are retired,
and so on. You should check the status of individual exams (such as whether one of the
exams listed has been retired) before moving forward with your certification plans. For
more information about the certification process, or for more information about the
exams, check out Microsoft’s certification web site at www.microsoft.com/train_cert/dev.

Conferences

Like any industry, Microsoft and the development industry as a whole sponsor
conferences on various topics throughout the year and around the world. There are
probably more conferences available than any one human could possibly attend and still
maintain his or her sanity, but often a given conference is geared toward a focused topic,
so choosing to focus on a particular development topic enables developers to winnow
the number of conferences that apply to their efforts and interests.

MSDN itself hosts or sponsors almost one hundred conferences a year (some of them
are regional, and duplicated in different locations, so these could be considered one
conference that happens multiple times). Other conferences are held in one central
location, such as the big one—the Professional Developers Conference (PDC).
Regardless of which conference you’re looking for, Microsoft has provided a central site
for event information, enabling users to search the site for conferences, based on many
different criteria. To find out what conferences or other events are going on in your area
of interest of development, go to events.microsoft.com.

Other Resources

Other resources are available for developers of Windows applications, some of which
might be mainstays for one developer and unheard of for another. The list of developer
resources in this chapter has been geared toward getting you more than started with
finding the developer resources you need; it's geared toward getting you 100 percent of
the way, but there are always exceptions.
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Perhaps you're just getting started and you want more hands-on instruction than MSDN
Online or MCSD preparation materials provide. Where can you go? One option is to
check out your local college for instructor-led courses. Most community colleges offer
night classes, and increasingly, community colleges are outfitted with pretty nice
computer labs that enable you to get hands-on development instruction and experience
without having to work on a 386/20.

There are undoubtedly other resources that some people know about that have been
useful, or maybe invaluable. If you know of a resource that should be shared, send me
e-mail at winprs @ microsoft.com, and who knows—maybe someone else will benefit
from your knowledge.

If you’re sending mail about a particularly useful resource, simply put “Resources” in the
subject line. There aren’t any guarantees that you’ll get a reply, but I'll read all of the mail
and do what | can to ensure that your resource idea gets considered.
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Getting the Most Out of
This Volume

DNS Resource Record (RR) Reference

When programming with the DNS API, it’s useful to have a handy reference of the most
commonly used DNS resource records; in the spirit of making this Networking Services
Developer’s Reference Library as useful as possible, I've included this reference
information so that you don’t have to search through other books to find it.

Let’s begin with some overview information about DNS resource records. DNS resource
records are the unit of information entries in DNS zone files (zone files are stored on
DNS servers, and contain the resource records used locate computers in an IP network).
DNS resource records are the basic building blocks of host name and IP information,
and are used to resolve all DNS queries. While there are only a handful of commonly
used resource record types, resource records actually come in a fairly wide variety of
flavors in order to provide extended name-resolution services. This section provides
reference for the most commonly used DNS resource records.

The various types of resource records come in different formats. In general however,
many resource records share a common format, as the following A-type resource record
example illustrates. Following the example are explanations of all of its fields.

¢ The first field (Iseminger.com) denotes the owner.
* The second field (600) is the TTL parameter in seconds.

¢ The third field (IN) is the class field that represents the protocol family, which is almost
always IN, for Internet class.

¢ The fourth field (A) is the type of resource the resource record is representing. Il
describe the commonly used types of resources in a moment.

¢ The fifth field (150.150.150.1) is the resource data, or RDATA. This field is a variable
type that provides information appropriate for the type of resource; in this case, it's a
32-bit IP address.



40

Volume 2 Network Protocols and Interfaces

There are a number of different resource record types, but there are only a handful that
are commonly used in DNS. These types are the following:
e Start of authority (SOA)

* Name server (NS)

¢ Pointer record (PTR)

e Address (A)

* Mail exchange (MX)

e Canonical name (CNAME)

¢ Windows Internet Naming Service (WINS)

* WINS-reverse (WINS-R)

e Service (SRV)

¢ | oad-sharing

These common resource record types are the subjects of this resource reference
section. In the explanations | provide examples of these RR types taken from a private
test deployment of Iseminger.com after the first Windows 2000 domain controller was
brought online. Note that in these examples | use parentheses to identify the sample
values of certain fields; remember that these values are the sample values and won’t or
shouldn’t necessarily be the values in any other DNS deployment’s resource records.

SOA Resource Records

The start of authority (SOA) record is the required first entry in all forward and reverse
(in-addr.arpa) zone files and defines the zone for which the DNS server is authoritative,
as well as the specific server that is authoritative for the domain. The following is an
example of an SOA record:

The SOA RR has the following fields:

¢ Owner (@) specifies the owner of the record (the DNS server on which the zone file
resides). The use of a freestanding @ specifies that the owner is the current origin
(the server from which the file is taken).

e (Class (IN) specifies the protocol family, in this case (and in most cases), the Internet
protocol family.

¢ Type (SOA) indicates that this is an SOA RR.

¢ Authoritative server (serverd.iseminger.com) specifies the DNS server that is
authoritative for the zone.
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¢ Responsible person (dnsadmin.iseminger.com) specifies the mailbox address of the
person—presumably an administrator—who is responsible for the zone. Note that it
uses a period instead of an @, as in dnsadmin.iseminger.com instead of
dnsadmin @iseminger.com.

e Serial number (1) specifies the number of times the zone has been updated. When
secondary servers contact the primary server to determine whether a zone transfer is
necessary, the secondary servers compare their individual serial numbers with the
primary server’s serial number. If the primary server’s serial number is higher, a zone
transfer is necessary.

¢ Refresh number (3600) specifies the interval, in seconds, that secondary servers
should wait between checks with the primary server for zone changes. The bracketed
notation to its right denotes the time in common terms, such as [1h], which stands for
one hour (which equates to 3600 seconds).

® Retry number (600) specifies the delay time, in seconds, between retries that
secondary servers should use when contacting the primary server.

e Expire number (86400) specifies the time, in seconds, that secondary servers should
wait for a response from the primary server before discarding their copies of the zone
file as invalid. v

e Minimum TTL (3600) is the default TTL value applied to resource records in the zone
that do not specify their own TTL.

NS Resource Records

Name server (NS) records describe which servers are secondary servers for the zone
specified in the SOA record and indicate which servers are primary servers for any
delegated zones. The following are examples of NS RRs:

e Owner (@) specifies the owner of the record. As mentioned previously, the use of a
freestanding @ specifies that the owner is the current origin.

e Class (IN) specifies the protocol family, in this case (and in most cases), the Internet
protocol family. _
¢ Type (NS) indicates that this is an NS RR.

e Authoritative server (server4.iseminger.com in the first record,
dnsserveri.iseminger.com in the second) specifies the name of the server that
houses information about the zone.

PTR Resource Records

The Pointer (PTR) record provides reverse address resolution (called reverse lookups);
PTR RRs map an IP address to a host name, as the following example illustrates:

v
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Notice that the order of the IP address octets is reversed in this example:

e (Class (IN) specifies the protocol family, in this case (and in most cases), the Internet
protocol family.

¢ Type (PTR) indicates that this is a PTR RR.

A Resource Records

The Address (A) record is the most common; it simply maps an IP address to a host
name, as the following example displays:

® The first field (filesrv1 in this example) is the owner (host) of the record.

¢ Class (IN) specifies the protocol family, in this case (and in most cases), the Internet
protocol family.

* Type (A) indicates that this is an A RR.

MX Resource Records

The mail exchange (MX) record specifies where mail is to be routed for users in the
given DNS domain. In addition to standard fields, the MX RR contains a field that
enables administrators to weight multiple MX RRs based on whatever criteria seem
appropriate. This field is called the preference field. Consider the following examples:

In these examples, the assignment of values in the preference fields (4 and 9) has the
following effect:

A mail server that needs to send mail to the iseminger.com domain would contact a DNS
server for iseminger.com and retrieve all of the MX records for the domain. This mail
server would then attempt to contact the mail server with the lowest preference field
value (mailsrvi1.iseminger.com according to these sample MX entries). If contact with the
host associated with the lowest preference value was not possible, the mail server would
attempt to reach the MX-designated host that had the next-lowest value for its
preference field (mailsrv3.iseminger.com in this example).

CNAME Resource Records

The canonical name (CNAME) record provides a mechanism by which you can assign
an alias to a given host. CNAME RRs are useful for keeping the naming conventions of
your network infrastructure hidden from the outside world (or the inside world, for that
matter). When DNS resolves a CNAME RR, it uses the owner field
(filesrvi1.iseminger.com. in the following example) to subsequently find an A RR to
resolve the name. An example of a CNAME RR is shown on the following page.
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¢ The first field (drawings in this example) is the alias assigned to the host.

e (Class (IN) specifies the protocol family, in this case (and in most cases), the Internet
protocol family.

¢ Type (CNAME) indicates that this is a CNAME RR.

Note NS records must not point to a host that equates to a CNAME RR; that is, an NS
record can’t point to an alias. Also, NS records must have an A record in the same zone
file as the NS record so that the name can be locally resolved.

WINS Resource Records

The Windows Internet Naming Service (WINS) record is implemented only by Microsoft
DNS and is used when dynamically created host names registered with WINS are
unavailable in a static DNS zone file. In essence, this resource record enables Microsoft
DNS to make a request to a WINS server when DNS is unable to resolve a given host
name. If the host name exists in the WINS database, WINS returns the query to DNS
and DNS resolves the query. The following example illustrates a WINS RR:

e Owner (@) specifies the owner of the record. As mentioned previously, the use of a
freestanding @ specifies that the owner is the current origin.

e (Class (IN) specifies the protocol family, in this case (and in most cases), the Internet
protocol family.

¢ Type (WINS) indicates that this is a WINS RR.

Note The WINS and WINS-R RRs are specific to Microsoft DNS and won'’t work if you
attempt to use them with other DNS server software.

WINS-R Resource Records

The WINS-reverse (WINS-R) record provides administrators the capability to perform
reverse lookups through WINS. Consider the following WINS-R RR example

The WINS-R RR has a structure that is similar to that of the PTR RR, with the WINS-R
RR containing additional information. WINS-R RRs have the following fields:

e The first field (17.152.151.150.in-addr.arpa.) is the reverse-lookup in-addr-arpa
address.

e The time to live (TTL) value, which is specified in the second field (0), is usually set to
zero to keep WINS-R records (which are often volatile) from being cached by DNS.
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o (Class (IN) specifies the protoco| family, in this case (and in most cases), the Internet
protocol family.

¢ Type (WINS-R) indicates that this is a WINS-R RR.
® The next field (filesrv1) indicates the NetBIOS name of the owner of the record.

¢ The domain name that should be appended to the host name for creation of the Fully
Qualified Domain Name (FQDN) is specified in the final field (iseminger.com.).

SRV Resource Records

The service (SRV) record enables administrators to specify servers that service a
specific service, protocol, and domain. SRV RRs have their own special syntax, as the
following example illustrates:

® The first field (http.tcp.iseminger.com.) follows a specific dot- deI|m|ted formatting
convention, which can be defined as:

[service].[protocol].[name].

¢ In this example, the service (http), protocol (tcp), and name (Iseminger.com) are
dot-delimited and contain a trailing dot.

¢ The second field (600) specifies the TTL.
¢ The third and fourth fields (IN and SRV) specify class and type.

¢ The fifth field (0) specifies host priority. As with the MX RR preference field, clients
give preference to SRV RRs with the lowest value in their priority fields.
* The sixth field (100) specifies weight and can be used for load balancing when SRV

RRs have the same values in their priority fields. Clients should give preference to
hosts with higher weight-field values.

e The seventh field (80) specifies the port number on which the server is listening for
requests pertaining to the specified service.

e The last field (web1.iseminger.com.) is the FQDN for the host associated with the
SRV RR.
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Load Sharing Resource Records

This is less a resource type and more a means of incorporating load-sharing
mechanisms into your DNS deployment. DNS can perform load sharing in a round-robin
fashion. When multiple A RRs for a given host name exist in the zone file, DNS servers
that are RFC 1794 compliant distribute the load across those entries by rotating which
entry is returned when queries for the given host name are serviced. Take the following
example:

If www.iseminger.com were an internal site that was receiving lots of hits, | could mirror
the site onto three (or more) servers, enter the sample RRs into DNS and viola! | get
round-robin load balancing across all three servers. Windows 2000 DNS servers and
versions of BIND 4.9.3 and later implement this kind of round-robin load balancing.
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CHAPTER 6

Domain Name System (DNS)

DNS Overview

Domain Name System, more commonly referred to as DNS, is an industry-standard
protocol used to locate computers on an IP-based network. Users are better at
remembering friendly names, such as www.microsoft.com or msdn.microsoft.com, than
they are at remembering number-based addresses such as 207.46.131.137.

IP networks, such as the Internet and Windows 2000 networks, rely on number-based
addresses to ferry information across and throughout the network; therefore, it is
necessary to translate user-friendly names (www.microsoft.com) into addresses that the
network can recognize (207.46.131.137). DNS is the service of choice in Windows 2000
to locate resources and translate such resources into IP addresses.

DNS is the primary locator service for Active Directory, and theréfore, DNS can be
considered a base service for Windows 2000 and for Active Directory. Both
Windows 2000 and Active Directory make heavy use of DNS;

Windows 2000 provides functions that enable application programmers to use DNS,
such as programmatically making DNS queries, comparing records, and looking up
names.

Many of the DNS functions are actually function types, in that there is a base name for
the function, but its use depends on the character encoding used. For example, the
DnsQuery function is listed in the function reference of the DNS Application
Programmer’s Interface (API) as DnsQuery, but its use in applications depends on
whether the character encoding is ANSI (designated by appending _A to the function
type name), Unicode (designated by appending _W to the function type name), or UTF-8
(designated by appending _UTF to the function type name). Therefore, the function call
for the DnsQuery function would actually be one of the following:

DnsQuery_A (_A for ANSI encoding)
DnsQuery_W (_W for Unicode encoding)
DnsQuery_UTF8 (_UTF8 for UTF-8 encoding)

All functions that require this convention clearly state this requirement within the first few
sentences of their function definition. You must use the proper function name; for
example, you cannot simply call DnsQuery instead of DnsQuery_A.
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DNS Standards Documents

The Domain Name System is an open protocol. As such, there have been many
collaborative efforts from the industry as a whole to ensure that its implementation on
various systems does not result in a lack of interoperability. The standards body
overseeing such recommendations is the Internet Engineering Task Force (IETF). The
following are IETF documents, some of them Requests for Comments (RFC) and some
Internet Drafts, that are associated with DNS. For more information about any of these
documents, visit www.ietf.org.

DNS-Related RFCs

RFC 1034:
RFC 1035:
RFC 1123:
RFC 1886:
RFC 1995:
RFC 1996:
RFC 2136;
RFC 2181:
RFC 2308:

Domain Names-Concepts and Facilities

Domain Names-Implementation and Specification
Requirements for Internet Hosts-Application and Support

DNS Extensions to Support IP Version 6

Incremental Zone Transfer in DNS

A Mechanism for Prompt DNS Notification of Zone Changes
Dynamic Updates in the Domain Name System (DNS UPDATE)
Clarifications to the DNS Specification

Negative Caching of DNS Queries (DNS NCACHE)

DNS-Related Internet Drafts

Draft-ietf-dnsind-rfc2052bis-02.txt (A DNS RR for Specifying the Location of Services
(DNS SRV))

Draft-skwan-utf8-dns-02.txt (Using the UTF-8 Character Set in the Domain Name

System)

Draft-ietf-dhc-dhcp-dns-08.txt (Interaction between DHCP and DNS)
Draft-ietf-dnsind-tsig-11.txt (Secret Key Transaction Signatures for DNS (TSIG))
Draft-ietf-dnsind-tkey-00.txt (Secret Key Establishment for DNS (TKEY RR))
Draft-skwan-gss-tsig-04.txt (GSS Algorithm for TSIG (GSS-TSIG) )

DNS Reference

This section defines the programmatic elements in the DNS API.
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DnsAcquireContextHandle

The DnsAcquireContextHandle function type acquires a context handle to a set of
credentials. Like many DNS functions, the DnsAcquireContextHandle function type is
implemented in multiple forms to facilitate different character encoding. Based on the
character encoding involved, use one of the following functions:

DnsAcquireContextHandle_A (_A for ANSI encoding)
DnsAcquireContextHandle_W (_W for Unicode encoding)

If the DnsAcquireContextHandle function type is called without its suffix (_A or _W), a
compiler error will occur.

Parameters
CredentialFlags
[in] Flag indicating character encoding. Set to TRUE for Unicode, FALSE for ANSI.
Credentials
[in, optional] Pointer to the SEC_WINNT_AUTH_IDENTITY_W structure or the
SEC_WINNT_AUTH_IDENTITY_A structure containing the name, domain, and
password of the account to be used in a secure dynamic update If not specified, the
credentials of the calling service are used.
ContextHandle
[out] Pointer to a handle pointing to the credentials.

Return Values

Returns success confirmation upon successful completion. Otherwise, returns the
appropriate DNS-specific error code as defined in Winerror.h.

Windows NT/2000: Requires Windows 2000.
Header: Declared in Windns.h.
Library: Use Dnsapi.lib.

DnsQuery
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DnsExtractRecordsFromMessage

The DnsExtractRecordsFromMessage function type extracts resource records from a
DNS message, and stores those records in a DNS_RECORD structure. Like many DNS
functions, the DnsExtractRecordsFromMessage function type is implemented in
multiple forms to facilitate different character encoding. Based on the character encoding
involved, use one of the following functions:

DnsExtractRecordsFromMessage_W (_W for Unicode encoding)
DnsExtractRecordsFromMessage_UTF8 (_UTF8 for UTF-8 encoding)

If the DnsExtractRecordsFromMessage function type is called without its suffix (either
_W or _UTF8), a compiler error will occur.

Parameters

pDnsBuffer
[in] Pointer to a DNS response message stored in a DNS_MESSAGE_BUFFER
structure.

wMessagelength
[in] Size of the message stored in DNS_MESSAGE_BUFFER, in bytes.

ppRecord
[in, out] Pointer to a pointer to the list of extracted resource records.

Return Values

Returns success confirmation upon successful completion. Otherwise, returns the
appropriate DNS-specific error code as defined in Winerror.h.

Windows NT/2000: Requires Windows 2000.
Header: Declared in Windns.h.
Library: Use Dnsapi.lib.

DnsWrieQuéétithoBuffer, DnsQuery
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DnsFreeRecordList

The DnsFreeRecordList function frees memory allocated for DNS records obtained
~ using the DnsQuery function.

Parameters

pRecord _
[in, out] Pointer to the list of DNS records to be freed.

Remarks

The DnsFreeRecordList function can be used to free memory allocated from query
results obtained using a DnsQuery function call; it cannot free memory allocated for
DNS record lists created manually.

o
Windows NT/2000: Requires Windows 2000.
Header: Declared in Windns.h.
Library: Use Dnsapi.lib.

DnsQuery

DnsModifyRecordsinSet

The DnsModifyRecordsInSet function alters an existing resource record set that was
previously registered with DNS servers. Like many DNS functions, the
DnsModifyRecordsinSet function type is implemented in multiple forms to facilitate
different character encoding. Based on the character encoding involved, use one of the
following functions: ‘

DnsModifyRecordsinSet_A (_A for ANSI encoding)
DnsModifyRecordsinSet_W (_W for Unicode encoding)
DnsModifyRecordsinSet_UTF8 (_UTF8 for UTF 8 encoding)

If the DnsModifyRecordsiInSet function type is called without its suffix (_A, _W, or
_UTF8), a compiler error will occur.
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Parameters

pAddRecords

[in] Pointer to the DNS_RECORD structure containing the resource records to be

added to the resource record set.
pDeleteRecords

[in] Pointer to the DNS_RECORD structure containing the resource records to be

deleted from the resource record set.
Options

[in] Options to apply to the operation. Options consist of the following, and may be

combined.
Option

Meaning

DNS_UPDATE_SECURITY_USE_
DEFAULT

DNS_UPDATE_SECURITY_OFF
DNS_UPDATE_SECURITY_ON

DNS_UPDATE_SECURITY_ONLY .

DNS_UPDATE_CACHE_SECURITY_
CONTEXT

DNS_UPDATE_TEST_USE_LOCAL_
SYS_ACCT

DNS_UPDATE_FORCE_SECURITY_
NEGO

DNS_UPDATE_RESERVED
hContextHandle

Uses the default behavior, which is
specified in the registry, for secure dynamic
DNS updates.

Does not attempt secure dynamic updates.

Attempts nonsecure dynamic update. If
refused, then attempts secure dynamic
update.

Attempts secure dynamic updates only.

Caches the security context for use in
future transactions.

Uses credentials of the local computer
account.

Does not use cached security context

Reserved for future use.

[in, optional] Handle to the credentials of a specific account. Used when secure

dynamic update is required.
pServerlList

[in] Array of DNS server IP addresses to which the Find Authoritative Zone (FAZ)

request is sent.
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pReserved
Reserved for future use.

Remarks
The DnsModifyRecordsInSet function type executes in the following steps.
1. Records specified in pDeleteRecords are deleted. If pDeleteRecords is empty or

doesn’t contain records that exist in the current set, the DnsModifyRecordIinSet
function goes to the next step.

2. Records specified in pAddRecords are added. If pAddRecords is empty, the operation
completes without adding any records.

Return Values

Returns success confirmation upon successful completion. Otherwise, it returns the
appropriate DNS-specific error code as defined in Winerror.h.

Windows NT/2000: Requires Windows 2000.
Header: Declared in Windns.h.
Library: Use Dnsapi.lib.

DnsReplaceRecordSet, DnsQuery

DnsNameCompare

The DnsNameCompare function compares two DNS names. Like many DNS functions,
the DnsNameCompare function type is implemented in multiple forms to facilitate
different character encoding. Based on the character encoding involved, use one of the
following functions: '

DnsNameCompare_A (_A for ANSI encoding)
DnsNameCompare_W (_W for Unicode encoding)

If the DnsNameCompare function type is called without its suffix (_A or _W), a compiler
error will occur.
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Parameters

pName1
[in] First DNS name of the comparison pair.

pName2
[in] Second DNS name of the comparison pair.

Remarks
Name comparisons are not case sensitive, and trailing dots are ignored.:
As with other DNS comparison functions, the DnsNameCompare function deems

different encoding as immediate indication of differing values, and as such, the same
names with different characters encoding will not be reported identically.

Return Values
Returns TRUE if the compared names are equivalent, FALSE if they are not.

Windows NT/2000: Requires Windows 2000.
Header: Declared in Windns.h.
Library: Use Dnsapi.lib.

DnsQuery, DnsRecordCompare, DnsRecordSetCompare

DnsReleaseContextHandle

The DnsReleaseContextHandle function releases memory used to store the credentials
of a specific account.

Parameters

ContextHandle »
[in] Pointer to a handle pointing to the credentials of a specific account.

n ! , _
Windows NT/2000: Requires Windows 2000.
Header: Declared in Windns.h.

Library: Use Dnsapi.lib.
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DnsAcquireContextHandle

DnsRecordCompare

The DnsRecordCompare function compares two DNS resource records.

T — _—

Parameters

pRecord1
[in] Pointer to the first DNS resource record of the comparison pair.

pRecord2
[in] Pointer to the second DNS resource record of the comparison pair.

Remarks

When comparing records, DNS resource records that are stored using different
character encoding are treated by the DnsRecordCompare function as different, even if
the records are otherwise equivalent.

Return Values
Returns TRUE if the compared records are equivalent, FALSE if they are not.

indows NT/2000: Requires Windows 2000.
Header: Declared in Windns.h.
Library: Use Dnsapi.lib.

DnsRecordSetCompare

DnsRecordCopyEx

The DnsRecordCopyEx function creates a copy of a specified resource record. The
DnsRecordCopyEx function is also capable of converting the character encoding during
the copy operation.
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Parameters

pRecord
[in] Pointer to the resource record to be copied.

CharSetin ‘
[in] Character encoding of the source resource record.

CharSetOut
[in] Character encoding required of the destination record.

Remarks

The CharSetin parameter is used only if the character encoding of the source resource
record is not specified in pRecord.

Return Values

Successful execution returns a pointer to the (newly created) destination record.
Otherwise, returns NULL.

.-

Windows NT/2000: Requires Windows 2000.
Header: Declared in Windns.h.
Library: Use Dnsapi.lib.

DnsR_ecordSetCopyEx

DnsRecordSetCompare

The DnsRecordSetCompare function compares two resource record sets.
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Parameters
pRR1
[in, out] Pointer to the first DNS resource record set of the comparison pair.
pRR2
[in, out] Pointer to the second DNS resource record set of the comparison pair.
ppDiff1
[out] Pointer to a pointer to the list of resource records built as a result of the
arithmetic performed on them: pRRSet1 minus pRRSet2.
ppDiff2
[out] Pointer to a pointer to the list of resource records built as a result of the
arithmetic performed on them: pRRSet2 minus pRARSet1.

Remarks

When comparing records sets, DNS resource records that are stored using different
character encoding are treated by the DnsRecordSetCompare function as equivalent.
Contrast this to the DnsRecordCompare function, in which equivalent records with
different encoding are not returned as equivalent records.

Return Values
Returns TRUE if the compared record sets are equivalent, FALSE if they are not.

Windows NT/2000: Requires Windows 2000.
Header: Declared in Windns.h.
Library: Use Dnsapi.lib.

L+
DnsRecordCompare

DnsRecordSetCopyEx

The DnsRecordSetCopyEx function creates a copy of a specified resource record set.
The DnsRecordSetCopyEx function is also capable of converting the character
encoding during the copy operation.
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Parameters
pRecordSet

[in] Pointer to the resource record set to be copied.
CharSetin

[in] Character encoding of the source resource record set.

CharSetOut
[in] Character encoding required of the destination record set.

Remarks

The CharSetin parameter is used only if the character encoding of the source resource
record set is not specified in pRecordSet.

Return Values

Successful execution returns a pointer to the (newly created) destination record set.
Otherwise, it returns NULL.

Windows NT/2000: Reqwres Windows 2000.
Header: Declared in Windns.h.
Library: Use Dnsapi.lib.

DnsRecordCopyEx

DnsRecordSetDetach

The DnsRecordSet function detaches the first record set from a specified list of DNS
records.

Parameters
'PRR
[in, out] On input, a pointer to the list prior to the detachment of the first DNS record in
the list of DNS records. On output, a pointer to the list subsequent to the detachment
of the DNS record.

Return Values
On return, the DnsRecordSet function points to the detached DNS record set.
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Windows NT/2000: Requires Wlndows 2000.
Header: Declared in Windns.h.
Library: Use Dnsapi.lib.

DnsQuery, DnsRecordCoﬁpare, DnsRecordSetCohpare

DnsReplaceRecordSet

The DnsReplaceRecordSet function type replaces an existing record set. Like many
DNS functions, the DnsReplaceRecordSet function type is implemented in multiple
forms to facilitate different character encoding, which is indicated by a suffix. Based on
the character encoding involved, use one of the following functions:

DnsReplaceRecordSetA (_A for ANSI encoding)

DnsReplaceRecordSetW (_W for Unicode encoding)
DnsReplaceRecordSetUTF8 (_UTF8 for UTF 8 encoding)

Notice the lack of an underscore between the function type name and its suffix. If the
DnsModifyRecordsinSet function type is called without its suffix (A, W, or UTF8), a
compiler error will occur.

Parameters

pNewSet
[in] Pointer to the DNS_RECORD structure holding the resource record set that
replaces the existing set. The specified resource record set is replaced with the

contents of pNewSet. To delete a resource record set, specify the set in pNewSet but
set RDATA to NULL.

Options
[in] Options available for the function call, which may be combme are shown in the
table on the following page.
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Option Meaning

DNS_UPDATE_SECURITY_USE_ Uses the default behavior, which is

DEFAULT specified in the registry, for secure dynamic
DNS updates.

DNS_UPDATE_SECURITY_OFF Does not attempt secure dynamic updates.

DNS_UPDATE_SECURITY_ON Attempts nonsecure dynamic update. If
refused, then attempts secure dynamic
update. ~

DNS_UPDATE_SECURITY_ONLY Attempts secure dynamic updates only.
DNS_UPDATE_CACHE_SECURITY_  Caches the security context for use in

CONTEXT future transactions.
DNS_UPDATE_TEST_USE_LOCAL_  Uses credentials of the local computer
SYS_ACCT account.
DNS_UPDATE_FORCE_SECURITY_ Does not use cached security context
NEGO
DNS_UPDATE_RESERVED Reserved for future use.

hContext

[in, optional] Handle to the credentials of a specific account. Used when secure
dynamic update is required.

pServerList
[in] Array of DNS server IP addresses to which the Find Authoritative Zone (FAZ)
request is sent.

pReserved
Reserved for future use.

Return Values

Returns success confirmation upon successful completion. Otherwise, returns the
appropriate DNS-specific error code as defined in Winerror.h.

Windows NT/2000; Requires
Header: Declared in Windns.h.
Library: Use Dnsapi.lib.
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DnsQuery

The DnsQuery function type is the generic query interface to the DNS name space, and
provides application programmers with a DNS query resolution interface. Like many
DNS functions, the DnsQuery function type is implemented in multiple forms to facilitate
different character encoding. Based on the character encoding involved, use one of the
following functions:

DnsQuery_A (for ANSI encoding)
DnsQuery_W (for Unicode encoding)
DnsQuery_UTF8 (for UTF-8 encoding)

If the DnsQuery function type is called without its suffix (_A, _W, or _UTF8), a compiler
error will occur.

Parameters
IpstrName
[in] Name of the owner of the record set being queried.
wType
[in] Numeric representation of the type of record set queried.
fOptions
[in] Query options. Options can be combined, and all options override
DNS_QUERY_STANDARD. The following table lists the available query options.

Query Meaning

DNS_QUERY_STANDARD Standard query.

DNS_QUERY_ACCEPT_PARTIAL_ Returns truncated results—does not retry under TCP.

UDP

DNS_QUERY_USE_TCP_ONLY Uses TCP only for the query.

DNS_QUERY_NO_RECURSION Directs the DNS server to perform an iterative query
(specifically directs the DNS server not to perform
recursive resolution to resolve the query).

DNS_QUERY_BYPASS_CACHE Bypasses the resolver cache on the lookup.

(continued)
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(continued)
Query Meaning
DNS_QUERY_CACHE_ONLY Attempts to resolve the query using locally cached
data only.

DNS_QUERY_SOCKET_KEEPALIVE Prevents the DNS query socket from closing after the

response is received.

DNS_QUERY_TREAT_AS__FQDN Prevents the DNS response from attaching suffixes to

the submitted name in a name resolution process.
DNS_QUERY_ALLOW_EMPTY_ Accepts the response with empty authority section.
AUTH_RESP

DNS_QUERY_DONT_RESET_TTL_ If set, and if the responsé contains multiple records,

VALUES records.are stored with the TTL corresponding to the
minimum value TTL from among all records. When this
option is set, “Do not change the TTL of individual
records” in the returned record set is not modified.

DNS_QUERY_RESERVED Reserved.

aipServers

[in, optional] Specifies DNS servers to which the query should be sent. If aipServers is
NULL, default DNS servers for the local computer are used.

ppQueryResultsSet
[in, out, optional] Pointer to the pointer that points to the list of resource records
comprising the response.

pReserved
[in, out, optional] Returns the response in original wire format.

Remarks

Callers of the DnsQuery function build a query using a fully-qualified DNS name and
resource record type, and set query options depending on the type of service desired.
When the DNS_QUERY_STANDARD option is set DNS uses the resolver cache,
queries first with UDP then retries with TCP if the response is truncated, and asks the
server to perform recursive resolution on behalf of the client to resolve the query.

Callers are responsible for freeing any returned resource record sets.

Note When calling one of the DnsQuery function types, it is important to realize that a
DNS server may return multiple records in response to a query. A computer that is
multihomed, for example, will receive multiple A records for the same IP address. It is
the caller’s responsibility to use as many of the returned records as necessary.
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Consider the following scenario, in which multiple returned records requires additional
“activity on behalf of the application: A DnsQuery_A function call is made for a
multihomed computer and the application finds that the address associated with first A
record is not responding. The application should then attempt to use other IP addresses
specified in the (additional) A records returned from the DnsQuery_A function call.

Return Values

Returns success confirmation upon successful completion. Otherwise, returns the
appropriate DNS-specific error code as defined in Winerror.h.

Windows NT/2000: Requires Windows 2000.
Header: Declared in Windns.h.
Library: Use Dnsapi.lib.

DnsQueryConfig

The DnsQueryConfig function enables application programmers to query for the
configuration of the local computer or a specific adapter.

Parameters

Config
[in] Structure specifying query requests. The following parameters can be queried:

DnsConfigPrimaryDomainName_W,
DnsConfigPrimaryDomainName_A,
DnsConfigPrimaryDomainName_UTFS8,
DnsConfigAdapterDomainName_W,
DnsConfigAdapterDomainName_A,
DnsConfigAdapterDomainName_UTFS,
DnsConfigDnsServerList,
DnsConfigSearchList,
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DnsConfigAdapterinfo,
DnsConfigPrimaryHostNameRegistrationEnabled,
DnsConfigAdapterHostNameRegistrationEnabled,
DnsConfigAddressRegistrationMaxCount

Flag
[in] Specifies whether the configuration should be associated with a LocalAlloc
function call. Set Flag to TRUE to associate the query.

pwsAdapterName
lin] Specifies the adapter name against which the query is run.

pReserved
Reserved for future use.

pBuffer
[out] Pointer to the buffer storing the query response.

pBufferLength
[in, out] Length of the buffer, in bytes. If the buffer provided is not sufficient, an error is
returned and pBufferLength contains the minimum necessary buffer size. Ignored on
input if Flag is set to TRUE.

Return Values
Returns success confirmation upon successful completion. Otherwise, returns the
appropriate DNS-specific error code as defined in Winerror.h.

Windows NT/2000: Requires Wlndow 2600.
Header: Declared in Windns.h.
Library: Use Dnsapi.lib.

DnsQuery

DnsValidateName

The DnsValidateName function validates the status of a specified DNS name. Like
many DNS functions, the DnsValidateName function type is implemented in multiple
forms to facilitate different character encoding. Based on the character encoding
involved, use one of the following functions:

DnsValidateName_A (_A for ANSI encoding)

DnsValidateName_W (_W for Unicode encoding)

DnsValidateName_UTF8 (_UTF8 for UTF-8 encoding)
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If the DnsValidateName function type is called without its suffix (_A, _W, or _UTF8), a
compiler error will occur.

Parameters

pszName
[in] DNS name to be examined.

Format
[in] Format of the name to be examined. The format may have the following values:

DnsNameDomain DnsNameHostNameLabel
DnsNameDomainLabel DnsNameWildcard
DnsNameHostNameFull DnsNameSrvRecord

Remarks

To check the status of the Computer Host (single label), use the DnsValidateName
function type with DnsNameHostNameLabel in Format.

Return Values
The DnsValidateName function type provides five possible return values.

e ERROR_SUCCESS

e ERROR_INVALID_NAME

e DNS_ERROR_INVALID_NAME_CHAR
e DNS_ERROR_NUMERIC_NAME

e DNS_ERROR_NON_RFC_NAME

The DnsValidateName function works in a progression when determining whether an

~ error exists with a given DNS name, and returns upon finding its first error. Therefore, a
DNS name that has multiple, different errors may be reported as having the first error,
could be corrected and resubmitted, only then to find the second error.

The DnsValidateName function searches for the errors in the following progression:
Returns ERROR_INVALID_NAME if the DNS name:

¢ |s longer than 255 octets

¢ Contains a label longer than 63 octets

e Contains a space
e Contains two or more consecutive dots
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® Begins with a dot

e Contains a dot if the name is submitted with Format set to
DnsNameHostDomainLabel or DnsNameHostNameLabel.

Next, DnsValidateName returns DNS_ERROR_INVALID_NAME_CHAR if the DNS
name:

e Contains any of the following invalid characters: {I}~[\|V:;<=>? @ "#$%""()+/,

¢ Contains an asterisk (*), unless the asterisk is the first label in the multi-labeled name,
submitted with Format set to DnsNameWildcard.

Next, DnsValidateName returns DNS_ERROR_NUMERIC_NAME if the DNS name:

e Consists of one or more labels build of only the numeric characters (0-9), Unless
Format is DnsNameDomainLabel or DnsNameDomain, and one of the labels is not
fully numeric.

Then, DnsValidateName returns DNS_ERROR_NON_RFC_NAME if the DNS name:

e Contains at least one extended or Unicode character

e Contains underscore (_), unless the underscore is a first character in a label, in the
name, submitted with Format set to DnsNameSrvRecord.

Note that if DnsValidateName returns DNS_ERROR_NON_RFC_NAME, the error
should be treated as a warning that not all DNS servers will accept the name. When this
error is received, note that Windows 2000 DNS Server does accept the submitted name,
if appropriately configured (default configuration does accept the name as submitted
when DNS_ERROR_NON_RFC_NAME is returned), but other DNS server software may
not.

If DnsValidateName returns any of the following, the error should be treated as an
invalid host name:

¢ DNS_ERROR_NUMERIC_NAMEa
e DNS_ERROR_INVALID_NAME_CHAR
e ERROR_INVALID_NAME

e

Windes 2000

Windows TIZOO. Requieé

Header: Declared in Windns.h.
Library: Use Dnsapi.lib.

DnsNameCompare, DnsQuery
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DnsWriteQuestionToBuffer

The DnsWriteQuestionToBuffer function type creates a DNS query message and
stores it in a DNS_MESSAGE_BUFFER structure. Like many DNS functions, the
DnsWriteQuestionToBuffer function type is implemented in multiple forms to facilitate
different character encoding. Based on the character encoding involved, use one of the
following functions:

DnsWriteQuestionToBuffer_W (_W for Unicode encoding)
DnsWriteQuestionToBuffer_UTF8 (_UTF8 for UTF-8 encoding)

If the DnsWriteQuestionToBuffer function type is called without its suffix (either _W or
_UTF8), a compiler error will occur.

Parameters
pDnsBuffer
[in, out] Pointer to a DNS query message stored in a buffer.

pdwBufferSize
[in, out] Size of the buffer allocated to store the message, in bytes. If the buffer size is
insufficient to contain the message, an error is returned and pdwBufferSize contains
the minimum required buffer size.

pszName A
[in] Name of the owner of the record set being queried.

wType
[in] Numeric representation of the type of record set queried.

Xid
[in] Query identifier.

fRecursionDesired
[in] Flag indicating the desired type of DNS name resolution. Set to TRUE to request
recursive name resolution, FALSE to request iterative name resolution.

Return Values
Returns TRUE upon successful execution, otherwise returns FALSE.
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Windows NT/2000: Requires Windows 2000.
Header: Declared in Windns.h.
Library: Use Dnsapi.lib.

nsQuery
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CHAPTER 7

Dynamic Host Configuration
Protocol (DHCP)

DHCP Overview

The Dynamic Host Configuration Protocol (DHCP) Application Programming Interface,
also referred to as DHCP Client Options, enables Windows 2000 and Windows 98
clients to query specific options from DHCP servers. Such capability enables vendor-
specific options exposed through DHCP servers to be queried by Windows 2000 or
Windows 98 DHCP clients. This documentation refers to the most recent version of the
DHCP API, version 2.

Programmers using the DHCP API should note the following:

® The adapter name being passed in DHCP functions should be the adapter GUID for
the routine.

¢ The class ID parameter in DHCP functions is the binary class ID information to pass
in the DHCP INFORM packet through use of the USER CLASS option.

e The AdapterName parameter exists on Windows 98, but it refers to the adapter index
(converted to a string) rather than the adapter name itself. This is necessary because
Windows 98 does not have the Windows 2000 equivalent notion of adapter names.

e DHCP functions are exposed through Dhcpcsve.dll.

DHCP Standards

Dynamic Host Configuration Protocol (DHCP) is a standardized protocol that enables
clients to be dynamically assigned with various configuration parameters, such as an IP
address, subnet mask, default gateway, and other critical network configuration
information. DHCP servers centrally manage such configuration data, and are configured
by network administrators with settings that are appropriate for a given network
environment. DHCP servers in turn communicate with DHCP clients through the use of
DHCP messages.

DHCP has many associated documents that standardize the protocol, and the messages
DHCP clients and servers use to communicate their requests and data. These
standardization documents can be found at the Internet Engmeenng Task Force (IETF)
web site, located at www.ietf.org
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The following are some relevant Request For Comments documents (RFCs) associated
with DHCP, which include definitions for DHCP messages such as INFORM, and others:
e Dynamic Host Configuration Protocol (RFC 2131)

¢ Interoperation Between DHCP and BOOTP (RFC 1534)

o (Clarifications and Extensions for the Bootstrap Protocol (RFC 1542)

e DHCP Options and BOOTP Vendor Extensions (RFC 2132)

® Procedure for Defining New DHCP Options (RFC 2489)

e DHCP Options for Service Location Protocol (RFC 2610)

Note that there are additional RFCs associated with DHCP available on the IETF web
site, and that standards efforts and specifications are subject to change. If you are
interested in tracking specific or new standards efforts, you should frequently consult the
IETF web site.

DHCP Examples

The following examples illustrate two uses of the DHCP API:
e Example 1 illustrates how to use the DhcpRequestParams function to retrieve a host
name. '

¢ Example 2 shows how the DhcpRegisterParamChange function can be used to
keep track of host name changes.

Example 1: Using the DhcpRequestParams function

The following example illustrates how to retrieve the host name using the
DhcpRequestParams function call. The name of the adapter can be retrieved using the
Getinterfacelnfo structure, which is part of the Internet Protocol Helper API:
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(continued)
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(continued)

Example 2: Using the DhcpRegisterParamChange function

The following code illustrates how the DhcpRegisterParamChange function can be
used to keep track of host name changes:
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Note The event handle obtained by this routine must not be closed with the
CloseHandle function. It should be released using the DhcpDeRegisterParamChange
function in order to avoid resources leaks; the DhcpDeRegisterParamChange function
releases internal resources allocated for this notification.

P Functions |

DHCP provides the following functions that enable application programmers to initialize,
request, and clean up DHCP-specific data for any given application:

DhcpCApilnitialize
DhcpCApiCleanup
DhcpRequestParams
DhcpUndoRequestParams
DhcpRegisterParamChange
DhcpDeRegisterParamChange
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The DhepCApilnitialize function should always be the first function called whenever this
suite of DHCP functions are implemented.

DhcpCApilnitialize

The DhepCApilnitialize function must be the first function call made by users of DHCP,
it prepares the system for all other DHCP function calls. Other DHCP functions should
only be called if the DhepCApilnitialize function executes successfully.

Parameters
pdwVersion
Pointer to the DHCP version implemented by the client.

Return Values
Returns ERROR_SUCCESS upon successful completion.

A

Windows NT/2000: Requires Windows 2000.
Header: Declared in Dhcpesdk.h.
Library: Use Dhcpcsvc.lib.

DHCP Overview, DHCP Functions, DhcpCApiCleanup

DhcpCApiCleanup

The DhepCApiCleanup function enables DHCP to properly clean up resources
allocated throughout the use of DHCP function calls. The DhepCApiCleanup function
must only be called if a previous call to DhcpCApilnitialize executed successfully.

Parameters
This function has no parameters.
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Windows NT/2000: Requires Windows
Header: Declared in Dhcpcsdk.h.
Library: Use Dhcpcsve.lib.

-
ons, Dhep

DHCP Overview, DHCP Functi

DhcpRequestParams

The DhcpRequestParams function enables callers to synchronously, or synchronously
and persistently obtain DHCP data from a DHCP Server.
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Parameters

dwFlags
[in] Flags that specify the data being requested. Must be set to
DHCPAPI_REQUEST_SYNCHRONOUS, and may optionally be set with the
additional DHCPAPI_REQUEST_PERSISTENT flag. This parameter is optional.

pReserved

[in] Reserved for future use. Must be set to NULL.
pszAdapterName

[in] Name of the adapter on which requested data is being made.
pClassld

[in] Class ID that should be used if DHCP INFORM messages are being transmitted
onto the network. This parameter is optional.
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pSendParams
[in] Optional data to be requested, in addition to the data requested in the
pRecdParams array. The pSendParams parameter cannot contain any of the
standard options that the DHCP client sends by default. This parameter is optional.

pRecdParams
[in, out] Array of DHCP data the caller is interested in receiving. This array must be
empty prior to the DhepRequestParams function call.

pbBuffer
[in] Buffer used for storing the data associated with requests made in pRecdParams.

pdwSize
[in] Size of pbBuffer.

[out] Required size of the buffer, if pbBuffer is insufficiently sized to hold the data,
otherwise indicates size of the successfully filled pbBuffer.

pszRequestldStr
[in] Application Identifier (ID) used to facilitate a persistent request. Must be a
printable string with no special characters (for example, commas, backslashes,
colons, or other illegal characters may not be used). The specified application ID is
used in a subsequent DhepUndoRequestParams function call to clear the persistent
request, as necessary.

Remarks

DHCP clients store data obtained from a DHCP server in their local cache. If the DHCP
client cache contains all data requested in the pRecdParams array of a
DhcpRequestParams function call, the client returns data from its cache. If requested
data is not available in the client cache, the client processes the DhcpRequestParams
function call by submitting a DHCP-INFORM message to the DHCP server.

When the client submits a DHCP-INFORM message to the DHCP server, it includes any
requests provided in the optional pSendParams parameter, and provides the Class ID
specified in the pClassld parameter, if provided.

Clients can also specify that DHCP data be retrieved from the DHCP server each time
the DHCP client boots, which is considered a persistent request. To enable persistent
requests, the caller must specify the pszRequestldStr parameter, and also specify the
additional DHCPAPI_REQUEST_PERSISTENT flag in the dwFlags parameter. This
persistent request capability is especially useful when clients need to automatically
request application-critical information at each boot. To disable a persist request, clients
must call the DhepUndoRequestParams function.

For more information about DHCP INFORM messages, and other standards-based
information about DHCP, consult DHCP Standards.

To see the DhepRequestParams function in use, see DHCP Examples.
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Return Values ;
Returns ERROR_SUCCESS upon successful completion.

Upon return, pRecdParams is filled with pointers to requested data, with corresponding
data placed in pbBuffer. If pdwSize indicates that pbBuffer has insufficient space to store
returned data, the DhcpRequestParams function returns ERROR_MORE_DATA, and
returns the required buffer size in pdwSize. Note that the required size of pbBuffer may
increase during the time that elapses between the initial function call’s return and a
subsequent call; therefore, the required size of pbBuffer (indicated in pdwSize) provides
an indication of the approximate size required of pbBuffer, rather than guaranteeing that
subsequent calls will return successfully if pbBuffer is set to the size indicated in
padwSize.

Other errors return appropriate Win32 error codes.

Windows NT/2000: Reqmres‘Wlndows 2000.
Header: Declared in Dhcpesdk.h.
Library: Use Dhcpcesve.lib.

DHCP Overview, DHCP Functions, DhepCApilnitialize, DhcpUndoRequestParams

DhcpUndoRequestParams

The DhepUndoRequestParams function removes persistent requests previously made
with a DhcpRequestParams function call.

Parameters

adwFlags
[in] Must be zero.
<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>