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�Overview

This white paper provides in depth information on the implementation of the Microsoft® Windows NT™ Server 3.51 operating system, with a focus on domains and domain strategies. It is intended for networking groups who are going to implement a networking solution and may need assistance in planning the design and implementation of domains. The goal of this document is to provide an understanding of the various domain models, the business and technical reasons for selecting one model as opposed to the others, as well as the advantages and tradeoffs associated with each of the domain models.

This guide discusses the following: 

Impact of New Features�Enhancements introduced in Windows NT Server 3.5/3.51 may impact the domain model selection as capacity and throughput increase.��Review of Important Concepts�The purpose of this section is to provide a summary�of the key concepts and features available within Windows NT Server that allow the implementation�of domain structures.��Planning for your �Domain Model�There are several areas to consider that can influence the type of domain model you choose and the placement of  backup domain controllers. This section covers the management, location, and replication considerations that should be taken into consideration.��Putting it all together: Selecting a Domain Model�Once the key concepts of domains are presented, the selection of a domain model is explored. This section covers the questions that a networking group should answer in order to determine the right domain model for the organization.��Microsoft’s Domain Implementation�Microsoft’s domain model is presented here to show the flexibility of  the Windows NT domain model. The Microsoft domain model serves over 150 sites in 52 countries and utilizes the multiple master domain model.��Appendixes�A further reading list is presented as reference materials.���Related Topics:  What you should already know

You should already be familiar with the following manuals and concepts:

Microsoft Windows NT Server Concepts and Planning Guide.

Microsoft Windows NT Server Installation Guide.

Microsoft Windows NT Resource Kit, with focus on:

Network Security and Administration: �Windows NT Networking Guide, Volume 2, chapter 4

User Accounts Communication over Servers:  Identification and Authentication: Windows NT Networking Guide, Volume 2, chapter 4

�Impact of New Features

Microsoft Windows NT Server versions 3.5 and 3.51 include many performance and product improvements. This section lists the enhancements that impact domain planning and enterprise issues.

More Users Possible In a Single Domain

Windows NT Advanced Server 3.1 had a recommended limit of 10,000 users per domain. Beginning with Windows NT Server version 3.5, performance improvements, combined with the more powerful hardware now available has significantly increased the number of users per domain. Now, as many as 40,000 user accounts can be supported in a single domain, and well in excess of 100,000 users using multiple master domains. The maximum recommended size of the Security Accounts Manager (SAM) database file (40 MB) is the determining factor for the number of users. This document provides job aids to assist you in calculating the size of the file, and therefore the number of user, machine, and group accounts.

Faster Log on Processing

More log ons can be processed in a shorter span of time. The new encryption method for user account records is more than 100 times faster than the algorithm used for Windows NT Advanced Server 3.1. The new method significantly decreases the number of BDCs required to support the early morning log on crowd.

Dedicate Servers to Specialized Tasks

With the introduction of non-domain controller servers in Windows NT Server 3.5, no longer do all servers need to be involved in authentication of accounts and replication of the SAM. The network administrator can dedicate a server to a specific task or function rather than sharing its processing capacity with its primary task and administrative tasks. Because these servers rarely had free time to process replications due to the heavy processing load of business operations, the non-domain controller server results in faster replication.

Because a non-domain controller server has less overhead than either a Primary Domain Controller (PDC) or a Backup Domain Controller (BDC), and is fully fault tolerant, it is an excellent platform for an applications server, running applications such as SQL Server™ and SNA Server. These non-domain servers have Windows NT Workstation security but contain all of the server software, which means they can take advantage of such features as:

Supporting up to 256 simultaneous RAS connections.

Advanced Fault Tolerance (disk mirroring/duplexing, RAID 5).

Macintosh® access to Windows NT Server File and Print Services.

Being a Remoteboot Server that supports MS-DOS® and Microsoft Windows® 3.x clients.

Faster Replication

In Windows NT Server 3.5, synchronization of the User Account database was changed to better suit WANs and to increase performance. In addition, each BDC can now support up to 2,000 users. Since BDCs can help spread the load of log on authentication and replication, replication time will decrease in many organizations because:

The new algorithm for replication ensures that only 10 BDCs are contacted at a time, in a round-robin fashion. The entire domain accomplishes synchronization faster because not all BDCs are vying for updates at the same time. 

The PDC knows all of the replication levels of each of the BDCs, and sends only the information that each BDC needs for replication. This speed of replication reduces the need for and use of full synchronization. 

A full synchronization of the user account database is no longer necessary when the PDC of the domain changes, if the PDC and the BDC are both running Windows NT Server version 3.5/3.51. This is because the PDC keeps track of the synchronization level of each BDC, which allows the PDC to control the rate of partial synchronizations. 

The encryption format of the mailslot messages for user account database changes has been improved, making the messages 100 times faster, while maintaining security.

Network Traffic Regulation

The network administrator has new settings to control the amount of account replication traffic over the WAN or RAS. Windows NT Server version 3.5/3.51 now has a registry value for BDCs, called ReplicationGovernor, that defines both the size of the data transferred on each call to the PDC and the frequency of those calls. Adjusting the ReplicationGovernor percentage affects both the amount of traffic sent and the frequency of sending the information. 

The ReplicationGovernor parameter trades off the ability to regulate network traffic with the time it takes to complete replication by: 

reducing the size of the buffer used on each call from the BDC to the PDC, ensuring that a single call does not consume the WAN link for too long.

causing NetLogon to essentially “sleep” between calls, allowing other applications to access the WAN link between calls to the PDC. 



�The NetLogon service can now be paused on any Windows NT Server version 3.5/3.51 machine, including the PDC of a domain. When paused, the NetLogon service will not be the target of any pass-through authentication, allowing the machine to be available for other purposes. For example, one might pause the NetLogon service on the PDC of the domain to allow it to replicate to more BDCs. Both the PDC and BDC must be running Windows NT Server version 3.5/3.51 in order to take advantage of this improvement.

Review of Important Concepts

To engage in a technical discussion of domain implementation, it is first necessary to understand basic domain concepts—accounts, servers, and domains—and the interaction between these components.

The basic unit of security and centralized administration in Windows NT is the domain, a logical grouping of servers and workstations. A Windows NT network consists of one or more domains and can be contained at one site or span different sites. The minimum requirement for a domain is one server running Windows NT Server, which serves as the primary domain controller (PDC) and stores the master copy of the domain’s user and group database. A domain can also include other servers running Windows NT Server acting as BDCs, Windows NT Server computers serving as standard servers, LAN Manager 2.x servers, Windows NT Workstation clients, and other clients, such as those running Windows® for Workgroups and MS-DOS.

The following topics are summarized here for your convenience; other pertinent concepts are covered in other Windows NT Server materials.

Accounts

Groups

Server Roles

Domain Models

Accounts

Windows NT security requires users to be identified to the system. Therefore, each person who regularly uses the network must have a user account on a domain in the network. Guest access may be allowed for users without user accounts who need limited access to the network. User accounts are also subdivided into two types: global user accounts and local user accounts. Most or all user accounts you create will be global user accounts.

User Accounts

In order to identify users to the system, an administrator creates user accounts by assigning user names to new user accounts. When this happens, Windows NT generates a security identifier (SID) for each new account. Each user account SID uniquely identifies the user, regardless of when or where the account was created. This information is stored in the Security Account Manager (SAM) database in the Windows NT Registry and includes such data as:

The user name that identifies an individual account. 

The account’s password. 

Groups of which the account is a member. 

Initialization information, including home directory and log on script. 

Restrictions on how the user can use the network. 

Each user account requires approximately 1K in the SAM. The database is located on the PDC for the domain or on a PDC in the master domain. The password information for the account is stored doubly encrypted for security purposes.

Regardless of the domain model selected, an administrator only needs to define a user account once. Windows NT Server 3.5/3.51 allows a user to maintain a single user account to gain access to the domain, including other servers in the domain. If trust relationships are established, that single user account can also gain access to servers in other domains that trust the account domain.

On a regular basis, the user account database is replicated between the PDCs and all BDCs in the domain. The replication allows the log on process to be handled by the PDC or any BDC, which will increase throughput and help eliminate bottlenecks during the log on process.

Machine Accounts

When a workstation, server, or BDC is added to a domain, Windows NT generates an account for the machine name. The machine accounts serve various purposes, including linking BDCs with the PDC and pairing up the trusting and trusted domains. Each machine account requires approxi�mately 0.5K in the SAM.

Groups

To simplify administration of user accounts which have similar resource needs, the administrator can categorize the user accounts into groups, which makes granting access rights and resource permissions easier. Instead of performing many individual actions to grant certain rights or permissions, the administrator can perform a single action that gives a group that right or permission to all the present and future members of that group. Group accounts are also stored in the SAM. The size of a group account may vary, based on the number of user accounts associated with the group. A good rule of thumb is that each group account requires 4K in the SAM.

Windows NT Server provides built-in local groups, and the ability to create custom global groups. Adding a user to a predefined group provides the user with all the access rights and privileges of that group. Changing access rights is a simple task; changing the rights of the group will automatically change the rights of all group members. Administrators should use built-in groups whenever possible. 

For a complete discussion of groups, see the Windows NT Server Concepts and Planning Guide, Chapter 3, “How Network Security Works.” 

Local Groups

Local groups define permissions to resources only within the domain in which the local group exists. Hence, the term “local” defines the scope of the resource permissions granted to users within the group. Local groups may contain users and global groups from the local domain (but not other local groups), as well as users and global groups from trusted domains. However, a local group can only be assigned permissions and rights in its home domain.

Not only are local groups an effective way of collectively assigning user rights and permissions for a set of users within the home domain, but they can be used to gather together numerous global groups and users from other domains. This allows an administrator to change access to domain resources globally with a single modification to the local group permissions.

The best group strategy to implement in the multiple master domain model is to create local groups in the resource domains. Those local groups will hold the global groups from the account domains.

Global groups

Global groups can be thought of as groups that can be utilized in other domains. In fact, global groups, since they have no user rights associated with them, are powerless until they are assigned to a local group or to a user right. Note that global groups defined in a domain can be “exported” to Windows NT Workstations in that domain. Windows NT Workstations support local groups and can, therefore, make use of global groups defined in either the Workstation’s own domain or from other domains.

A global group may only contain user accounts that are locally defined in the domain in which the global group exists. By using trust relationships, users within a global group can access resources outside of their locally defined domain. Global groups are quite suitable, therefore, for large, multi-domain networks. Global groups can provide an inclusive list of all user accounts within a domain that require a particular type of access to resources that exist within another domain. 

An administrator will have to create multiple global groups (in each master domain) to accommodate all the users in the network. It might help to distribute the users among the master domains according to organization within the company rather than alphabetically.

How Many User Accounts in a Domain?

A domain consists of user accounts, machine accounts, and group accounts, both built-in and custom. Each of these objects occupies space in the SAM file. The practical limit for the size of the SAM file depends on the type of computer processor and amount of memory available in the machine being used to administer the domain. Microsoft has successfully tested SAM files in excess of 40 MB and recommends 40 MB as the upper limit (larger SAM files may take several minutes to load into memory for administration purposes.) Different types of objects require different amounts of space in the SAM file:



Object�Space Used��user account�1.0K��machine account�0.5K��group account�4.0K��For a single domain, here are some examples of how objects might be distributed: 

�User Accounts�(1K per account)�Machine Accounts�(0.5K per account)�Group Accounts�(4K per account)�Total SAM size��1 workstation per user�2,000�2,000�30�3.12 MB��2 workstations per user�5,000�10,000�100�10.4 MB��2 users per workstation�10,000�5,000�150�13.1 MB��1 workstation per user�25,000�25,000�200�38.3 MB��1 workstation per user�26,000�26,000�250�40 MB��1 workstation per user�40,000�0�0�40 MB��Note that these numbers can be applied to domains that comprise a single master and multiple master domain.

Server Roles

In a client-server networking environment, there are client workstations and servers which perform special tasks. The types of roles a server can fill under Windows NT Server 3.5/3.51 are described in this section, which begins with the minimum requirements for a Windows NT Server domain.

Primary Domain Controller

The minimum requirement for a domain is one server running Windows NT Server 3.5/3.51, which acts as the PDC, and stores the master copy of the domain’s user and group SAM. A domain has only one PDC.

Backup Domain Controller

A domain may have any number of BDCs running Windows NT Server. While not required, one or more BDCs in a domain provide load balancing and fault tolerance. A BDC contains a copy of the domain’s or master domain’s SAM and can be used to authenticate user log ons to help spread the load of log on request processing. The SAM is replicated to all the BDCs in the domain. If the PDC goes down, a BDC may be promoted to the PDC. The administrator should consider having as many BDCs as needed to process a high volume of log on activity at the desired performance levels. Each BDC can support up to 2,000 user accounts.

Servers (non-domain controllers)

Servers dedicated for other uses can also run Windows NT Server software, but function as neither a primary nor backup domain controller. These servers can be standalone workstations, may participate in a domain as a file or application server, or may house BackOffice components. These servers do not participate in the replication of the user and group database, or the log on authentication process. 

Some reasons for implementing non-domain servers are: 

The server must perform business-critical tasks or services, and should not spend any resources authorizing user log on requests or replicating the user database.

The administrator for this type of server might not be allowed administrator rights for the rest of the domain.

The server might be moved to another domain in the future. 

A non-domain server can be used to administer the domain server.

Just like a Windows NT Workstation version 3.5/3.51, the server has its own SAM which it uses for User level security. Like the workstation, the server will be able to join a domain and use the domain’s SAM to assign permissions to its own shared resources. If the network does not have a domain, the Windows NT Server-based machine can create or become a member of a workgroup just like a Windows NT Workstation or Windows for Workgroup system. 

Domain Models and Windows NT Server Directory Services

Windows NT Server includes directory services that provide single network log on, single point of administration, and replication functions. These services simplify the management and use of a Windows NT Server-based network.

Windows NT Server Directory Services are based upon the configuration and use of Windows NT Server domains. Domains are logical groupings of multiple Windows NT Server-based computers that allow them to be managed and used as a single unit. They are the building blocks of Windows NT Server’s Directory Services. Using domains, administrators create one user account for each user. That account includes user information, group memberships, and security policy information and is the central point of user administration. Users then log on once to the domain, not the individual servers in the domain. 

A domain model is a grouping of one or more domains, with administration and communications links between the domains (called trust relationships), arranged for the purpose of user and resource management.

Once logged on, users can access all the resources they have rights to access including files, directories, servers, applications, and printers. Windows NT Server Directory Services allow the administrator to maintain one user account for each user regardless of the number of servers in the distributed system. Users log on only once to gain access to all the different files, printers, and other network resources they need to use.

Single Domain Model

This configuration consists of one domain. There is one PDC with potentially multiple BDCs.

�

Figure 1.  Single domain model

In a single domain network, network administrators can always adminster all network servers because the ability to administer servers is at the domain level. The single domain model is an appropriate choice for organizations that require both centralized management of user accounts and the simplest domain model for ease of administration.

Trust Relationships

Windows NT Server domain models are extensible and flexible. The single domain model is the building block; trust relationships between domains allow network designers to implement the most appropriate design for their enterprise. 

A trust relationship is an administration and communications link between two Windows NT Server domains. Domains use established trust relationships to share account information and validate the rights and permissions of users and global groups residing in the trusted domain. A user has only one user account in one domain yet can access all servers on the network. 

Trust relationships are simple to initiate and administer with Windows NT Server User Manager for Domains. Windows NT Server domain models make use of trust relationships to facilitate:

Centralized administration in multiple domain models.

Simplified administration by combining two or more domains into a single administrative unit.

The ability for users to log on from domains where they don’t have accounts.

The ability for users from one domain to be permitted to use resources in another domain, even if they do not have a user account in the resource domain.

Increased number of user accounts in a master domain by locating machine and resource accounts in other domains.

A domain structure to serve a large organization, for example 100,000 users.

�

Figure 2.  One-way trust relationship—production trusts sales; therefore,�sales can access resources and accounts in the production domain.

The “trusting” domain allows the remote user accounts and global groups in the “trusted” domain to use the resources of the trusting domain. Consider, for example, giving your neighbor a house key: you are “trusting” of your neighbor; your neighbor is the “trusted” one.

In a two domain example, where one is an account domain and the other is a resource domain, the only way that a one-way trust relationship makes sense is that the account domain is the trusted domain, and its users can use the resources in the resource domain (which is the trusting domain).

A two-way trust is two one-way trusts; both domains trust each other equally. This allows users to log on from either domain to the domain that contains their account. Using this implementation, each domain can have both accounts and resources, and remote user accounts and global groups may be used from either domain to grant rights and permissions to resources in either domain. In other words, both domains are trusted domains.

�

Figure 3.  Two-way trust relationship

Depending on the goals of a domain model, one-way and two-way trust relationships can be used. A domain can make use of up to 128 incoming trust relationships and an unlimited number of outgoing trust relationships. 

Trust relationships are easily established and maintained with the User Manager for Domains administrative tool. Trust relationships are not transitive. If Domain A trusts Domain B, and Domain B trusts Domain C, Domain A does not automatically trust Domain C. This is so that administrators can explicitly control access to each domain. 

Single Master Domain Model

The single master domain model is comprised of several domains, one of which acts as the central administrative unit for user accounts. All user and machine accounts are defined in this “master” domain and all users log on to their accounts in the master domain. Resources, such as printers and file servers, are located in the other domains. Each resource domain establishes a one-way trust with the master (account) domain, enabling users with accounts in the master domain to use resources in all the other domains. The network administrator can manage the entire multi-domain network, as well as its users and resources, by managing only a single domain. 

The master account domain is also referred to as a first-tier domain; resource domains are also referred to as second-tier domains. 



�

Figure 4.  Single master domain model

The benefit of the single master domain model is in its flexibility of administration. For example, in a network requiring four domains, it might at first seem most obvious to create four separate user account databases, one for each domain. By putting all user accounts in a single database on one of the domains and then implementing one-way trust relationships between these domains, you can consolidate administration of user and machine accounts. You can also administer all resources or delegate these to local administrators. And users have only one log on name and one password to get access to resources in any of the domains.

This model balances the requirements for account security with the need for readily available resources on the network, because users are given permission to resources based on their master domain log on identity.

The single master domain model is particularly suited for: 

Centralized account management. User accounts can be centrally managed; add/delete/change user accounts from a single point.

Decentralized resource management or local system administration capability. Department domains can have their own administrators, who manage the resources in the department.

Resources can be grouped logically, corresponding to local domains.

Additional Notes About the Single Master Domain Model

Small offices/departments should not automatically be assigned to separate second-tier domains. Instead, they should be part of larger, adjacent resource domains. Keep the number of second-tier domains as small as possible.

The single master domain model requires consideration in the placement of BDCs. Consider the following:

Resource domains that have a WAN connection to the master account domain controller should consider an onsite BDC for local authentication so that accounts can log on in the event that the WAN link becomes unavailable.

Resource domains that have a LAN connection to the master account domain controller do not require an on-site BDC.

Multiple Master Domain Model

With the multiple master domain model, there are two or more single master domains. Like the single master domain model, the master domains serve as account domains, with every user and machine account created and maintained on one of these master domains. A company’s MIS groups can centrally manage these master domains. Like the single master domain model, the other domains on the network are called resource domains; they don't store or manage user accounts but do provide resources such as shared file servers and printers to the network. 

In this model, every master domain is connected to every other master domain by a two-way trust relationship. Each resource domain trusts every master domain with a one-way trust relationship. The resource domains can trust other resource domains, but are not required to do so. Because every user account exists in one of the master domains, and since each resource domain trusts every master domain, every user account can be used on any of the master domains. 
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Figure 5.  Multiple master domain model.  There is one machine account� for each user account; therefore, each master domain can contain as many�as 26,000 user accounts.

Users log on to the domain that contains their account. Each master domain contains one PDC and at least one BDC per 2,000 user accounts to validate user log ons and provide fault tolerance. 

The multiple master domain model incorporates all the features of a single master domain, and in addition accommodates: 

Organizations of more than 40,000 users. The multiple master domain model is scalable to networks with any number of users.

Mobile users. Users can log on from anywhere in the network, anywhere in the world.

Centralized or decentralized administration schemes.

Organizational needs. Domains can be configured to mirror specific departments or internal company organizations.

Domain Models—Flexibility for Your Organization

Windows NT Server Directory Services and the Windows NT Server multiple domain structure provide the capability and scalability to accommodate any organization. This capability is provided with the Windows NT Server product; no special add-on products are needed. 

The three domain models—single domain, single master domain, and multiple master domain—combined with trust relationships, allow for the flexibility needed for different organizations. Specifically, you can accommodate:

Organizations with many small branch offices.

Large organizations.

Security for sensitive information.

In addition, expansion is easy. Offices can start out with separate domains and can link to each other later or can be added to existing domains.

There are many ways to implement your domain model. The following examples illustrate just some of the flexibility of domains. 

Multiple Independent Lines of Business

Consider a corporation with fairly independent lines of business, perhaps a consulting business, a real estate business, and a retail sales business. Each division has its own marketing, sales, and data processing groups. However, at the center of the firm is a small group focused on functional services, such as accounting, finance, and human resources. For the most part, users in a division only need access to resources in that division (very much like a master domain scenario); however, there are instances, particularly in the central division, in which an employee will need access to resources in another division; thus the need to link the master domains together.

�

Figure 6.  Multiple master domain—multiple independent lines of business

A multiple master domain was selected over a single master domain model because of the lack of a data processing staff in the central division.  The domain model, then, can be constructed to acknowledge the data processing autonomy of divisions as it exists.

A Large Organization

This example is a very large firm with approximately 100,000 employees in multiple locations. By using master domains, the number of users per master domain can go up to at least 26,000. To accommodate this scenario, the company can create a minimum of four master domains with approximately 25,000 user accounts and machine accounts each.  If there are significantly fewer machine accounts, three master domains with a maximum of 40,000 user accounts each can be created. 

�

Figure 7.  Multiple master domain for a 100,00-user organization

The domain a user is defined in could be based on any grouping or sequencing such as alphabetical, divisional, departmental, or physical location. Which domain a user is defined in is unimportant since a trust relationship exists between each resource domain and each of the master domains.  

Branch Offices

In a branch office scenario, a single domain or single master domain can be employed in most situations. Assuming that the branch office is linked to the PDC by means of a communications link or modem, a BDC would be the onsite server. The BDC handles local authentication as well as local file and print services. A second BDC can be added for fault tolerance. 

�

Figure 8.  Branch office—a single domain provides connectivity; �one onsite BDC per branch is required.

�Secure Domains

In the multiple master domain model, all master domains are linked to each other by trust relationships so that users in all domains can access resources in any domain. However, in many organizations some departments have confidential information, such as financial records or human resources files. In this case, most of the organization can be served by a single master domain. Finance and HR have their own domains. They are trusted by the master MIS domain, but they do not trust other domains. This means that Finance and HR can access MIS resources, but their resources remain secure.

�

Figure 9.  Secure domains—F inance and HR domains can access resources �in the rest of the organization, but other users cannot access their resources. 

Planning For Your Domain Model

The domain model you select is based on the number of users in the organization and how you want to manage your organization. In addition, topology and location considerations will influence how domains are specifically implemented and where different resources are physically located.

Designing and building a domain strategy can be a challenging task, since there are few limits in the Windows NT software itself to dictate decision points. Other aspects of the computing environment must be considered to provide guidelines for the choices and decisions needed. This paper presents a number of assumptions about the computing environment and discusses the domain models that apply.

Even though Windows NT Server implies no limits on the number of users or sessions that can be supported by a single server, the hardware of the server does. The system needs resources to support users logging on. Unless otherwise noted, this paper assumes that the Windows NT Server computer being used as a PDC is a minimum 486/33 class machine with 32 MB of physical RAM memory, and a 1�GB hard disk. The test conditions included base Windows NT Server services, moderate file and print activity, RAS, SNA Server and SQL Server.

Real-life limits of the Windows NT Server system are beyond the simple capacity of the server. There are certain user expectations that must be satisfied, some under extremely harsh computing environments.

Finally, the process of design and selection is recursive. Decisions made earlier in the process must be verified in light of information available later in the process. Therefore, you should anticipate making several passes through the process until all decisions match with the information available at all steps.

Management and Administration Considerations

Windows NT allows you to centrally or decentrally manage user accounts for your organization. With centralized management, there is usually one SAM and therefore one master domain where all user account information is stored. Users are defined once on the network and given permissions to resources based on their log on identity in the central user database. The single domain model and single master domain models are centrally managed. A multiple master domain model can also be managed centrally by giving designated administrators to appropriate admin groups.

With decentralized management, there is more than one SAM containing information about different user accounts in the organization. You can create trust relationships to enable domains to access resources in other domains. The multiple master domain model, and the single domain models can make use of decentralized management.

In addition, in planning for your domain model, you’ll need to establish administrative policies and procedures for:

Managing and monitoring domain(s) and accounts.

Managing and monitoring resources.

Establishing addressing and naming conventions.

Location Considerations

The most important location considerations are where to locate BDCs that will act as account log on servers and how to plan account replication traffic across WAN links. If your WAN speed or bandwidth is too low, you will want to arrange for log on to occur at a local BDC.

Think of your networked organization in terms of sites. A site is a well-connected LAN—it may be separated by fast links such as bridges and routers, but not asynchronous WAN links such as T1, 56K, or ISDN. In most cases, sites correspond to physical locations such as Seattle, Paris, New York, and so on. Is your networked organization one location (a well-connected LAN), or does it consist of several locations connected by WAN links?

�	

Figure 10.  WAN connectivity

The physical distribution of BDCs is determined by several factors: line speed, link reliability, administrative access, protocol, user authentication requirements, the number of users to be supported at a site, and locally available resources. 

The previous diagram represents a part of the network topology that one of these domains will have to service. There are several networked hub sites out of London that would be part of a CentralEurope domain. 

This diagram also shows that the European PDCs reside in London, the main hub to all of Europe. The European PDCs will then replicate to each of their European BDCs at each site, including New York. The CentralEurope PDC replicates all changes to the CentralEurope BDCs. These changes include anything from a user password change to adding accounts or groups.

Replication over WAN and RAS

Consideration should be given to the amount of traffic that account replication places on the WAN or a RAS dial-up line. In particular, avoid doing full synchronization across WAN links. Full synchronizations are required when first setting up a new PDC or bringing a new location online. Full synchronizations are also initiated when more than 2,000 changes happen to user/groups within a short period of time (less than one hour). This is configurable by increasing the size of the change log. If you anticipate high change activity, you may wish to increase the value of this parameter.

Calculating Replication Times

An important part of administration is managing the amount of network traffic so that response time remains acceptable. When the PDC is located across a WAN or modem link, you can estimate the amount of traffic and time needed to replicate SAM changes to and from the PDC and then schedule this traffic to meet the needs of the site. The following chart helps you calculate the time needed for replication:

�

Figure 11.  Job Aid 1—calculate monthly replication time



�Putting it all Together:  Selecting Your Domain Model

For ease of administration, the preferred domain model is the single domain model. If the single domain model can not be used, the second choice should be the single master domain model. If neither of these is available, an administrator can use trust relationships to centralize all user administration into a single domain, eliminating the need to administer each domain separately.

Tools and Checklists

Domain Selection Matrix

It is useful to view the characteristics of the domain models side by side, to match the characteristics and benefits of each implementation model to the needs of your organization. If the needs of your organization change over time, you can review this matrix to determine if the optimal implementation model should change. Conversely, if you have established an implementation model already, you might review this chart to see which additional benefits or trade-off decisions are related to an alternative domain model strategy.

Domain Selection Matrix

Domain Attribute�Single Domain�Single Master Domain�Multiple Master Domain�Independent Single Domains with Trust relationships��Less than 40,000 users/domain�x�x����More than 40,000 users/domain���x���Centralized account management�x�x�x(���Centralized resource management�x�����Decentralized account management���x(�x��Decentralized resource management��x�x�x��Central MIS�x�x�x���No central MIS����x��Location Considerations Checklist

Where will users log on? Ensure adequate access to an authenticating BDC.

Do users need to be able to log on from more than one location? If so, their account cannot be tied to that location, implying a single master domain or multiple master domain model.

What are the availability requirements?

Does a user need to be able to log on if the WAN to the central location is down (e.g., if all data is central and no local processing can be done)?

How fast are the WAN links? The speed of the links needed between locations should be determined by the usage of resources across the links, and also the frequency of changes to user/group settings.

�Hardware Requirements

When selecting a computer for use as a PDC or BDC, use the following hardware guidelines:

PDC/BDC Hardware Requirements

SAM file size�Number of User accounts*�Minimum CPU Needed�Required RAM+��5 MB�up to 3,000�486DX/33�32 MB��10 MB�7,500�486DX/66�32 MB��15 MB�10,000�Pentium, MIPS, Alpha AXP�48 MB��20 MB�15,000�Pentium, MIPS, Alpha AXP�64 MB��30 MB�20,000 - 30,000�Pentium, MIPS, Alpha AXP�128 MB��40 MB�30,000 - 40,000�Pentium, MIPS, Alpha AXP�166 MB��*User account numbers are approximate. The exact SAM file size is dependent on the number �  of user accounts, machine accounts, and group accounts. 

+RAM memory should equal at least 2.5 times the size of the SAM. 

For more information, refer to the Large Domain Testing Overview document, available from Microsoft Product Support Services. 

How Many Domains Are Needed?

As described earlier, the number of users in a domain is a function of the size of the SAM database. The following chart can help you determine the number of domains you need. Note that the single domain model and the single master domain model can accommodate at least 26,000 user accounts if both user accounts and machine accounts are stored in the database.

�

Figure 12.  Job Aid 2—calculate number of master domains

Built-in local groups for a domain include: Administrators, Domain Admins, Users, Domain Users, Guests, Domain Guests, Account Operators, Backup Operators, Print Operators, Server Operators, and Replicator.

How Many BDCs Are Needed?

The ratio of workstations to servers in a domain is a way of maintaining a level of responsiveness during the log on process. Additional BDCs (also called domain servers) allow for more users to log on simultaneously. One BDC can support up to 2,000 user accounts.

�The server configuration in this table is a 486/66 with 32 MB of RAM, running Windows NT Server.

BDCs per number of user accounts

Number of workstations�Number of BDC servers��10�1��100�1��500�1��1,000�1��2,000�1��5,000�2��10,000�5��20,000�10��30,000�15��Consider performing the initial setup of all BDCs on-site or over high speed links, because each new BDC will need a full synchronization with the PDC. At many companies, BDCs are setup at the same site as the PDC and then shipped to the intended location. This is the most efficient alternative for sites that have only low-speed or RAS access.

Planning for Future Versions of Windows NT Server

The next major release of the Windows NT operating platform, code-named “Cairo”, will further enhance the Windows NT Server Directory Services model. This model will provide a hierarchical structure scaling easily from small to large organizations. All domain controllers will hold master copies of the SAM database. 

To accommodate phased migration, the design of the Cairo domain model will allow interoper�ability with existing Windows NT domains from day one. Windows NT domain accounts can be migrated to Cairo as business needs dictate. 

�Case Study:  Microsoft Corporation Worldwide Network Background

Microsoft currently has approximately 16,000 user accounts and 35,000 network nodes worldwide. The Microsoft staff is evenly divided: approximately one half of the employees are located at or near the Redmond, Washington campus, and the rest are distributed among approximately 150 sites in 52 countries. All sites require full access to information and electronic mail. 

In order to fulfill the goals of worldwide access to corporate information and to demonstrate its commitment to Windows NT Server technology, Microsoft designed its worldwide network around the Window NT domain structure. The goals of Microsoft's worldwide domain strategy include: 

Optimum availability to all Microsoft sites.

Centralized support and administration.

The ability to recover from an extended WAN link interruption without requiring a full synchronization of the SAM to the PDC.

In order to meet these goals, the Microsoft International Technology Group (ITG) implemented a multiple master domain model, using a relatively small number of master user domains (first-tier) administered by ITG, and PDCs and BDCs strategically placed to provide optimum availability and performance.

Many sites are connected to the network by (slower) 64K links. These are not yet cost-effective to upgrade or, in some cases, an upgrade is not available for that specific location. ITG provides administration of any second-tier domain that is so requested.

Microsoft ITG worked to keep the number of master user domains as small as possible in order to: 

Keep administration centralized.

Make global groups feasible.

Require few specialized administrative tools.

Microsoft ITG chose to limit the number of departmental, site, and developer server domains because it is easier to divide large domains in the future than try and combine many small ones into a larger domain. For example, there is one ITG-NETWORKS domain. All servers for the Corporate Networks department are maintained in this one domain. 

Implementation

Again, Microsoft employs the multiple master domain strategy. Because every user and global group account in the company exists in one of the master user domains, and because all the domains in the company trust every master user domain, every user and global group account in the company is functional in all domains.

In all cases, ITG has full administrative permissions on all the domains in the model. This is so that all domain controllers can be backed up and restored, and updated with current builds and new system configuration files.

There are some disadvantages to this model. The most challenging issue is administration of individualized global groups. Creation and administration of global groups becomes impractical to manage unless it can be done based on a database against which data can be compared. This allows for an automatic update if an individual no longer requires membership in that group. ITG provides global groups based on department accounts and updates membership based on HR records. Additional global groups are reviewed on a case-by-case basis. Users are added to a master user domain based on their current geographic location. If a user moves to a different site within Microsoft (for example, Redmond to Northern Europe), he/she will be removed and added to the appropriate master user domain. 

Windows for Workgroup systems belong to a second-tier domain to ensure that they have full access to the domain model. They use their account on the master user domain and use the second-tier domain as their workgroup. This allows them to access servers in the domain that are using Windows NT security.

All Windows NT Server-based systems running Remote Access Services (RAS) are located in a second-tier domain. Because there is a trust relationship between all the domains in the corporate model, a user can dial into any RAS server anywhere in the model without needing additional administration.

Administration 

ITG has sole authority to establish a trust relationship between the master domains and another domain on the Microsoft corporate network. ITG has administrative ability on all servers running Windows NT Server in a trust relationship within the Microsoft domains structure. Microsoft ITG uses the following criteria to establish a trust relationship with a second-tier domain:

Any product development group is eligible to create one second-tier domain with trust relationships to the master user domains, until every defined development business unit has a second-tier domain. For example, Apps-Word, Apps-Excel, Sys-WFW, or Sys-WinNT.

Every non-Redmond campus site is eligible to create one resource domain with trust relationships with the master user domains. For example: USA-Atlanta, USA-Chicago, �FRA-Paris, GER-Munich, and every site city name.

ITG uses a standard administrative account that is part of the second-tier Domain Administrators group. This allows ITG to perform administrative duties and assist the domain administrator when needed. It also allows ITG to perform backups of the servers in the domain. 

The Microsoft Worldwide Domain Model

The master user account domains contain all the user accounts for the entire domain structure worldwide. Master user domain names represent the geographic location of users to assist in distribution of backup domain controllers (BDCs).

�

Figure 13.  Microsoft domain model

Two categories of administration are acknowledged at Microsoft. ITG is solely responsible for administration of some domains. Other domains are jointly administered by ITG and specific user groups, such developers, sites, and others. Domain administration permissions can be given to a group of users within their second-tier domain. ITG retains the option of allowing any of the departmental server domains to have their own domain administrators and ITG administration. 

Domain Controller Locations

ITG provides master user domains (first-tier) that are used by a specific set of sites. The name and size of these master user domains are determined by geographic limitations, network topology, and the number of accounts to be supported. The PDC for the master user domains for Redmond, NorthAmerica, and SouthAmerica, are located in Redmond. Others are located near the constituent user population where local data centers provide administrator resources. A BDC for the master user domain is located at each respective remote site for authentication of accounts at that site. 

The European master user domain PDCs are physically located in England, with a BDC for the appropriate European master user domain located in each respective European site. 

A BDC for the global master user domain is also physically located at each network hub site worldwide.

Special Domain Considerations

Microsoft maintains two domains that, because of business security reasons, have restricted access to or from the other domains. 

The Microsoft Human Resources group, because of the confidential nature of its information, maintains a secure network with its master domain isolated from the other domains on the network. It is also separately wired so that it is not physically connected to the other network.

Microsoft created a separate master domain for use by its vendors. Servers in the vendor domain are used as a drop off points for vendors. Regular Microsoft employees can access the domain via a one-way trust relationship, but vendors are restricted to the vendor domain.

WAN Protocols

On the Microsoft corporate network, TCP/IP is used by Windows NT Server to forward authentication requests between domain controllers across a WAN. Every server in the master user domain can process log on requests from the domain's user accounts. 

DHCP/WINS

Every server in the corporate domain model runs TCP/IP. Adding DHCP to Microsoft's network has significantly reduced administrative overhead for WAN management because individual machine TCP/IP addresses are configured automatically by DHCP.

Naming Conventions

Microsoft devised a naming convention for the corporate domain structure to provide a consistent interface to the worldwide user community. The naming convention for second-tier domains is based on geographic location (USA-Atlanta), business (ITG-Networks), or development group (Apps-Word). �

Master User Domains (First-tier)��Redmond�FarEast�NorthernEurope�SouthPacific��Africa �MiddleEast�SouthAmerica���CentralEurope�NorthAmerica�SouthernEurope���

Departmental and Site Resource Domains (Second-tier)��APPS-EXCEL�FRA-PARISEHQ�OPS-FACILITIES�SYS-BUSINESS��APPS-MULTIMEDIA�GER-BERLIN�OPS-MSPRESS�SYS-HARDWARE��APPS-POWERPOINT�GER-MUNICH�POL-WARSAW�SYS-MARKETING��APPS-WORD�ITG-APPS�PSS-BP�SYS-MSDOS-WIN��AT-RESEARCH�ITG-DEVELOPMENT�PSS-LP�SYS-WINNT��AUT-VIENNA�ITG-NETWORKS�PSS-RWG�USA-ATLANTA��FIN-ACCTSVRS�ITG-SQL�SWI-NYON�USA-DENVER��

The preceding list is a sample of some of the domains currently established. The general rule is to use {division}-{department}. Encompassing the largest practical group is an additional guiding factor in establishing the domain name.

Site domains are determined by {country code}-{city name}. Every site is permitted one resource domain in the corporate domain model.



�Appendix A:  BDC Over a Remote Access Service Link

A Backup Domain Controller (BDC) can be connected to a remote domain using Windows NT Server’s Remote Access Service (RAS) and a modem connection. 

Using a RAS-connected BDC as a PDC

If the RAS-connected BDC is ever expected to be promoted to Primary Domain Controller (PDC) while it is remotely connected to the domain, this BDC should be set up as a dial-out-only RAS client (RAS is not running on this computer). If you promote the RAS-connected client, NetLogon stops, changes roles, and restarts. RAS is dependent on NetLogon, so when NetLogon stops, you would lose your connection. Just by having the RAS client dial-out services on this remote BDC, it can function as a PDC because that functionality does not depend on NetLogon running constantly. If neither the RAS server (which could also be a BDC) nor the RAS-connected BDC are expected to ever serve as PDC, this is not an issue. A RAS-connected BDC that has been promoted to PDC functions as it should, but possibly with slower response time, depending on line speed.

Partial synchronization with a RAS-connected BDC

If a remote site has a RAS-connected BDC that dials in nightly to do a partial synchronization of any changes, and on some days 2,000 changes are made to the SAM/LSA database, then the default ChangeLogSize should be increased. This may be necessary if any BDC has been off-line while a lot of changes have occurred, or else this BDC may be forced to do a full synchronization of the database. If minimal changes (for example, fewer than 2,000) occur during the time the RAS BDC or any BDC does not have a physical connection to the PDC, then the default size is sufficient. If an administrator begins to notice any BDCs doing full synchronizations, it could be that many changes are occurring and the ChangeLogSize needs to be increased. The default ChangeLogSize is 64K which is approximately 2,000 changes.



�Appendix B:  Pass-Through Authentication 

When a user logs on to a domain in which trust relationships are established between domains, the account is verified by the process of pass-through authentication. Pass-through authentication makes it possible for users to log on from machines or domains in which they have no account. With pass-through authentication, a user can have an account on only one domain and still access the entire network—including all its trusted domains.

When a user logs onto a resource (trusting) domain, an access token containing the user’s SID will be passed on to the account (trusted) domain. Authentication of both the user’s identity and password will actually take place within the account domain, hence the name pass-through authentication. This mechanism effectively allows a user to have an account in only one domain and yet access the entire network using trusted domains.

For example, in a large network consisting of several domains linked by trust relationships, a user can log on at a machine in Domain A and be verified by the user accounts database in Domain B.

Pass-through authentication occurs under one of these circumstances:

At initial log on from a workstation when a user is logging onto a trusted domain.

When accessing a resource in a trusting domain.

It does not matter where the users are physically located. It only matters where their accounts reside. As long as a user has an account in the trusted domain, the user can log on from anywhere in any domain, provided that the domain is connected by a trust to the account domain. In other words, users can log on from any trusting domain as long as they log on to the trusted account domain.



�Appendix C:  Suggested Domain Naming Conventions

For more information on pass-through authentication and how accounts are actually verified, see the Windows NT Resource Kit, Volume 2: Windows NT Networking Guide.

It is recommended that domain names not change frequently. Changing domain names requires the reinstallation of every server that belongs to the domain whose name has been changed. For clarity, domain names should be reflective of the general business areas they serve.

Group Naming/Assignment Conventions

For the XYZ Corporation, a global group will be defined for every Resource Domain that includes all of the users who use that domain as their primary resource base. For both models, global groups will be created for all departments/locations and the members of each department will automatically be made members of their department groups. The group name should be reflective of the domain and the department (XYZ-UK). Other groups may be created for job categories (XYZ-UK-MANAGERS).

Username Conventions

Ideally one user ID/password would allow access to all of a user’s resources. If you want to take advantage of Microsoft’s Client Services for NetWare®, in which the Windows NT username and password is passed through to NetWare, then set up the user account on NetWare with the same account name and password as in Windows NT. If there is no capability to send the user’s password to other systems (such as Banyan® Vines®, or some databases), the next best thing is to at least have a consistent full name property within each company organization.



For the latest information on Windows NT Server, check out our World Wide Web site at http://www.microsoft.com/backoffice or the Windows NT Server Forum on the Microsoft Network (GO WORD: MSNTS).



( It is possible to have either centralized or decentralized account management under the multiple master domain model.
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