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Abstract
This document provides information that administrators need to know 
about implementing Microsoft Windows operating systems by using 
copied disk images. Specifically, this paper details Microsoft’s policy on 
and the caveats and technical challenges of installing systems using this method of installation.

1Introduction

Microsoft Product Support Policy Concerning Disk Image-Copied Operating Systems
2
Windows 95
2
Windows NT Workstation 4.x and Windows NT Server 4.x
2
Windows 98
3
Windows NT Workstation 5.x and Windows NT Server 5.x
3
Technical Challenges to Deploying Windows 95 Using Disk-Image Copying
4
What happens during Windows 95 setup?
4
What happens when you use disk-image copying?
4
Technical Challenges to Deploying Windows NT Workstation Using Disk-Image Copying
5
What happens during Windows NT setup?
5
What happens during bootup?
5
Security identifiers
6
Technical Challenges to Deploying Windows NT Server Using Disk-Image Copying
9
Primary domain controllers (PDCs)
9
Backup domain controllers (BDCs)
9
Member servers
9
Applications and security rights
10
Summary
12


Introduction

Adopting Microsoft® Windows® technologies that take advantage of new, innovative business solutions can increase network reliability, control over desktops, and end-user productivity, which in turn can reduce technical support and management costs. Standardizing hardware and software—including application settings and directory structures—into a common, supportable corporate desktop on workstations across organizations has become a common practice. In some cases, the fastest way to deploy these standardized workstations involves duplication of a model workstation’s hard disk to other computers within your organization.

In deploying solutions in this manner, you will likely start with a clean, newly formatted system on which to install the operating system (OS). Once the base OS is installed, you may then install applications, creating a standard corporate workstation “image.” Finally, you may use a process known as disk-image duplication to deploy additional corporate desktop systems. (This disk imaging/duplication process can be accomplished using third-party software or hardware created for this purpose. Microsoft does not offer such a utility.) 

This paper clarifies the technical challenges and licensing and support issues that you should be aware of if you choose to deploy Microsoft software using the disk-image duplication method. Note that any reproduction of Microsoft software products includes the prerequisite that the proper number of licenses be purchased in advance for the products being duplicated.

Microsoft Product Support Policy Concerning Disk Image-Copied Operating Systems

The decision to employ disk-image duplication raises product support issues. This section describes Microsoft’s support policies relating to disk-image duplication of the operating systems in use today.

Windows 95

Windows 95 was not designed to be installed using disk-image copying. For this reason, Microsoft does not support systems that have been installed by duplicating fully installed copies of Windows 95. 

Windows NT Workstation 4.x and Windows NT Server 4.x

Microsoft supports the use of disk-image copying as a method of 
deployment for Windows NT® operating system version 4.0 if the 
disk is copied at the point in setup after the second reboot and 
before the graphical mode portion. This procedure is fully 
documented in the Automating Windows NT Setup Guide available 
on http://www.microsoft.com/ntworkstation/ in the Deployment Tools section.

Microsoft also supports the use of disk-image copying of fully installed, fully configured copies of Windows NT 4.0 under the following conditions:

· You must use the Microsoft Windows NT System Preparation tool to prepare the master disk image.

· The “master” computer and the “target computer” must have identical hardware configurations. 

· If disk-image copying has been used to deploy Windows NT Server, the server must be a stand-alone server. It cannot be part of a Windows NT domain. Neither primary domain controllers nor backup domain controllers can be deployed using disk-image copying.

If Microsoft product support determines that the disk image–copying installation method is not the cause for the instability, Microsoft product support will work to resolve an issue on a system that was installed using disk-image copying until:

1. It becomes apparent that the method of installation is the cause 
of the problem.

2. The issue cannot be reproduced in any way except on a system 
installed using disk-image copying. 
3. Reinstallation of the OS with the Microsoft Windows NT Setup 
program, Winnt.exe or Winnt32.exe, resolves the issue.
Microsoft recommends that you install the base OS and any applications using the conventional Setup program prior to calling Microsoft product support to resolve any installation challenges.
Windows 98

Microsoft supports disk-image copying as a method of distributing Windows 98–based systems where the Microsoft Windows 98 Image Preparation Tool was used to prepare the master disk image.

Windows NT Workstation 5.x and Windows NT Server 5.x

Microsoft plans to support disk-image copying in Windows NT 5.0. 

Technical Challenges to Deploying Windows 95 Using Disk-Image Copying

What happens during Windows 95 setup?

During setup, Windows 95 builds a custom list of all the device drivers and device configuration settings that are needed for each computer. There are nearly as many different hardware configurations as there are computers. In some cases, computers with identical model numbers from a single manufacturer will have different hardware configurations. For example, a computer manufacturer might switch to the latest version of a video card or network interface card during production of a given model. During Windows 95 Setup, each device is detected, configuration information for each device is added to the registry, and the appropriate device drivers are installed. 

Windows 95 Setup detects hardware components and devices during the character mode portion, beginning at the system board level. These components are detected so that the matching drivers can be loaded:

· System board

· Motherboard resources

· System bus

· Programmable Interrupt Controller

· Direct Memory Access Controller

· System CMOS/real-time clock

· System timer

· System speaker

· Numeric data processor

What happens when you use disk-image copying?

Disk-image copying bypasses everything that Windows 95 Setup is designed to do. The result, in many cases, is a custom list of drivers and settings that don’t match the computer. Computers may not boot, may be unstable, or may exhibit unusual behavior that is very difficult or impossible to troubleshoot. In short, Windows 95 was not designed to be installed using disk-image copying. When disk-image copying is used, system integrity is at risk. 

Technical Challenges to Deploying Windows NT Workstation Using Disk-Image Copying

What happens during Windows NT setup?

Using either Winnt.exe or Winnt32.exe to install Windows NT Workstation or Windows NT Server creates a unique instantiation of Windows NT that is customized for that particular computer, according to its hardware configuration and installed adapter cards. Device drivers for both the installed adapter cards and Integrated components are installed and recorded in the registry.  This hardware discovery process enables Microsoft to support the installation of Windows NT across literally millions of combinations of processors, components, adapters, and peripherals.

What happens during bootup?

After Windows NT 4.0 has been set up, some of the information in the registry is persistent across system boots, particularly information about system settings such as an end-user’s graphics display preferences, application-specific environment settings, and so forth. During installation, the Setup program auto-detects as much as it can and loads the appropriate drivers, both boot-critical and otherwise. You then have the option of adding additional drivers that are not boot-critical (SCSI tape backup, sound system, etc.) once Windows NT has been set up.

Most Windows NT–based drivers include some form of detection code that runs upon system initialization. When Windows NT boots, each device driver potentially can detect its device’s configuration and initialize appropriately. Many of the drivers handle more than one device BIOS revision and, in some cases, different models.

For example, one network adapter driver may cover an entire family of Ethernet network interface cards. In this case the driver may be able to determine which device is present and how it is configured. Successful detection depends on the new device being in the family of devices covered by the driver, the detection capabilities of the driver, and the quality of the driver’s detection code.

From this, you can conclude that in a small number of cases a disk image on one system may work on another system. In general, you can be successful if the boot-critical devices on the master and target systems are the same.

If you were to pick generic devices for boot-critical devices—such as VGA at 640 X 480, 16 colors—your chances of success are higher than if you were to pick a particular video chipset, which may or may not be present in all machines. The most-common-denominator method will provide you with the best opportunity to have a successful installation.

The obvious drawback to this method is that you won’t be taking advantage of your systems’ capabilities. In order to allow peak performance of the new system, you will have to modify the configuration after installation.

Reminder: Windows NT 4.0 does not support the Plug and Play hardware detection specification.

Security identifiers

What exactly is a SID?

A user or group account includes a security identifier (SID), a unique number that identifies the account. Every user account and workstation or server running Windows NT on your network is issued a unique SID when the account is first created or the computer joins a domain. Internal processes in Windows NT refer to an account’s SID rather than the account’s user or group name. If you create an account, delete it, and then create an account with the same user name, the new account will not have the rights or permissions previously granted to the old account because the accounts have different SID numbers.

There are three types of SIDs that you need to be aware of.

1. The User Domain SID

Each user account has a unique SID issued by an authority, such as a Windows NT Server domain, and stored in a security database. Each time a user logs onto a Windows NT domain, the system retrieves the user’s SID from the database and places it in the user’s access token. The system uses the SID in the user’s access token to identify the user in all subsequent interactions with Windows NT security. The SID is concatenated with the account’s Relative Identifier (RID) to create the account’s unique identifier. More information: MS TechNet : Q162001


2. The Workstation Local SID

The primary/local computer SID, generated during the installation of Windows NT, is the prefix of the SIDs for all the local user accounts and group accounts created on the computer. 
More information: MS TechNet : Q162001

3.
The User’s Local Workstation SID

Each local user account has a unique SID issued by the local workstation security authority and stored in the local workstation security database. Each time a user logs on locally to a workstation running Windows NT, the system retrieves the user’s SID from the local database and places it in the user’s access token. The system uses the SID in the user’s access token to identify the user in all subsequent interactions with Windows NT security. The SID is concatenated with the account’s Relative Identifier (RID) to create the account’s unique identifier. 

Note: If two workstations have the same primary SID and are participating in workgroup/local authentication security, the first user account generated (and so forth) on each workstation is the same because the SID on both computers is the same. See “Consequences of Duplicate SIDs in a Workgroup Environment” for an example. More information: MS TechNet : Q162001
Several software manufacturers have developed tools that are designed to change a workstation SID to a unique number. Microsoft does not support these tools. Microsoft provides support for Windows NT–based systems that have been installed using the Microsoft System Preparation tool to prepare the system before the system is copied. The System Preparation tool will properly modify the SID. 

Where is the SID used?

When a user logs on, Windows NT creates a security access token that includes a SID for the user and SIDs for the groups that the user belongs to. Every process that runs on behalf of this user will have a copy of the user’s access token, containing the user and group SIDs. Whenever a user attempts to access an object, Windows NT compares the SIDs within a user’s token with the object’s list of access permissions to ensure that the user has the necessary permissions to access the object.

Consequences of duplicate SIDs in a workgroup environment

If a company has 500 cloned desktop computers—all with the same SID—running in a workgroup/peer-to-peer model, significant security challenges arise. Each workstation would have no way of differentiating a local account from a remote account. Restrictive access to secured files and directories through SID certification would be impossible, and tokens being used would all contain the same SID. The entire security structure based on SIDs and access tokens would be compromised. For more information see MS TechNet : Q163846

Example:

\\WS1 and \\WS2 are two workstations at Netwerks Corporation. Deployed using a binary disk image–copying program, these workstations have duplicate security identifiers.

Eric on \\WS1 has a local machine account on WS1 of 

S-1-5-21-191058668-193157475-1542849698-1000. 

Stephanie on \\WS2 has a local machine account on WS2 of 

S-1-5-21-191058668-193157475-1542849698-1000.

Eric is performing employee performance reviews and saving his information to C:\Data\Reviews on his local NTFS drive. He uses Windows NT Explorer to share the directory and to set the security rights so that he is the owner and only he has rights to access the files.

Stephanie is logged onto \\WS2 and is browsing the network using Network Neighborhood. She recognizes \\WS1 as Eric’s machine and attempts to connect to a Reviews share that Eric created. She is given complete control over the contents because her SID (S-1-5-21-191058668-193157475-1542849698-1000) is identical to Eric’s (S-1-5-21-191058668-193157475-1542849698-1000). As one can see, there is no way to differentiate WS1\Eric from WS2\Stephanie because the SIDs are identical.

Taking this to the next logical step, any data stored on removable media that are formatted using a secure NTFS scheme is no longer secure. Because duplicate SIDs exist, there is no way to completely secure sensitive data in an environment of binary duplicated machines that share an identical SID.

Consequences of duplicate SIDs in a domain environment

If you had the same 500 disk-imaged desktop computers running in a domain model, all with the same SID, the impact is significantly lessened. All users are logging into a domain and are being assigned a domain-based user SID. This SID is, by nature of the domain model, guaranteed to be unique and can be used to secure files and resources within the network. The Security Account Manager has no problems distinguishing users because they are coming from a common, centralized domain security database and all processes and tokens are running within each user’s security context. Note: You will still have 
local security issues when dealing with local machine accounts 
(administrator, guest, etc.) as outlined above. 

Technical Challenges to Deploying Windows NT Server Using Disk-Image Copying

In addition to the challenges that have already been stated for Windows NT Workstation, servers running Windows NT  Server have other issues that customers need to be aware of when considering cloned installation.

Primary domain controllers (PDCs)

If you are going to clone Windows NT Server for primary domain controllers in a multiple master domain network, the ramifications of cloning are very significant and far-reaching. Because all network domain accounts within the multiple domains will have identical SIDs, access control to all network resources cannot be guaranteed. Identical domain network accounts will be created, and unauthorized access to data resources may be possible by users who have completely different accounts. Microsoft does not support cloning Windows NT Server 4.0 for primary domain controllers.

Backup domain controllers (BDCs)

Microsoft does not support the cloning of Windows NT Server backup domain controllers.

Member servers

You need to be aware of the hardware challenges of copied disk images, and work within the Microsoft support policy for workstations or servers running Windows NT (as stated in “Microsoft Product Support Policy Concerning Disk Image–Copied Operating Systems”). It is imperative that the SID be changed on a member server prior to being placed into a production environment or having local accounts created in its SAM (security accounts database). Because member servers have their own SAM, which is keyed off of their own SID, it is not possible to change the SID of a member server after accounts have been created and then have the SID changing tool modify the SIDs of all local accounts to reflect the new SID.

Example:

When you install Windows NT, Setup creates a unique SID for that computer and uses this SID as a prefix for all local machine accounts. This can be seen by using Regedt32.exe to view the local user’s SID. If you create several local accounts, you will see the SID for that account when logging on as that user.
Default system with no additional user accounts 

HKEY_USERS on Local Machine
|--Unique Security Identifier (SID) section--|
S-1-5-21-191058668-193157475-1542849698-500
administrator
S-1-5-21-191058668-193157475-1542849698-501
guest

Upon adding user accounts to the system

Note: Only the last four digits of the SID change.

S-1-5-21-191058668-193157475-1542849698-1000
Ken

S-1-5-21-191058668-193157475-1542849698-1001
Arianne

S-1-5-21-191058668-193157475-1542849698-1002
Ron

We now run the System Preparation tool and copy the disk image to another server. The System Preparation tool will change the machine local SID, leaving us with the following:

Default new copied system with no additional user accounts 

HKEY_USERS on Local Machine
|--Unique Security Identifier (SID) section--|
S-1-5-21-801928374-234567815-1434823459-500
administrator
S-1-5-21-801928374-234567815-1434823459-501
guest

Upon adding new user accounts to the system

S-1-5-21-801928374-234567815-1434823459-1000
Jon

S-1-5-21-801928374-234567815-1434823459-1001
Sam

S-1-5-21-801928374-234567815-1434823459-1002
Stephanie

The following accounts are now “orphaned”

S-1-5-21-191058668-193157475-1542849698-1000
Ken

S-1-5-21-191058668-193157475-1542849698-1001
Arianne

S-1-5-21-191058668-193157475-1542849698-1002
Ron

The System Preparation tool will modify the initial Unique SID 
section but will not traverse the SAM and change all of the user 
accounts’ SID prefixes to match the new SID. Account Unknown 
errors will be generated, and the administrator will need to recreate all user accounts again. The System Preparation tool will not traverse an NTFS partition to modify file permissions with the new SID information. 

Applications and security rights

Another issue of disk-image copying involves applications installed on the master system that create new files, registry entries, or private data objects with specific security descriptors using new local accounts, such as local groups or application administrator accounts created when the application is installed. A duplication strategy that ensures complete uniqueness would have to address private object security descriptors—or leave open the possibility of potential security leaks. Any guidelines meant to restrict the master environment through the use of NTFS file permissions before making duplicate disk images would prohibit installation of applications unless the installer has full details about how the application uses Windows NT security. 

Example:

An antivirus application creates a local machine account and grants rights to allow the account to start the antivirus scanning software as a service. This account is based on the local machine SID that existed during the installation of the software. Executing the System Preparation tool to change the SID of the local workstation will deny access for the antivirus application to log on and start any ancillary services it needs to keep the computer virus-free. The software will need to be removed or reinstalled in order for it to function properly in a duplicated system.

Summary

Although disk-image copying might be the fastest way to deploy systems, in many cases it will not be the most cost-effective because of technical problems that can result from deploying Windows operating systems in a way that they were not designed to be deployed. However, recognizing the growing importance of disk-image copying, Microsoft is addressing this need in two ways:

1. Newer versions of the Windows operating systems will be designed with increased support for disk-image copying.

2. Some previous versions of Windows operating systems that were not designed for disk-image copying may still be safely deployed in this way, subject to the restrictions listed in this paper. Such installations may require the use of recently developed image preparation tools from Microsoft.
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