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Agenda
• Marketplace drivers for needing a security solution

• Overview of IBM Security Express Portfolio Solution for eServer 

• Offering Details

• Customer speaker – Nigel Fortlage, Vice President –Information 
Technology, GHY International
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Business Risks Driving Security Requirements
• Legislative Considerations

– Downloading material from internet
– Legislated Regulations

• HIPPA: Healthcare
• Sarbanes-Oxley: Corporate Auditing requirements
• Gramm-Leach-Bliley: Safe-guarding of customer records
• Privacy Laws

• Auditing Requirements
• Integrity of Critical Business Data

– Virus scares
• Protection of Privacy

– Social Security numbers
– Credit card numbers
– Bank balances

• Focused IT Resource Consumption
– Spam
– Virus annoyances
– Denial of service attacks

Target Customers:
• Any iSeries Customer
• Any SMB Customer

Consultant observation: Customers think they are secure but upon assessment most are still expose
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The Need for Simplicity Today
• Average Mid-size company has 7 to 26 servers*
• Why so many servers?

*IBM Corporation, 2003 SMB Profiling Study:
A Study to Profile Companies with Between 100 and 3,000 Employees in the US
Michelle Hunt, PhD
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Sample Secure Customer Topology
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Common Security Oversights
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Another Approach
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IBM Security Express Portfolio Solution for 
eServer 

• SUSE or Red Hat Linux

• SNORT for intrusion detection including 
•Blacklisting
•Whitelisting

• NETFILTER for internal and external firewall

• SUSE or Red Hat Linux

• CLAM – for virus detection

• SPAM ASSASSIN- – for spam filtering

• POSTFIX – SMTP gateway

Linux LPAR

eServer iSeries 810 Standard Edition

Linux LPAR 
Firewalls

OS/400 V5R2

Offering Overview 
• Single Server
• iSeries Hardware and Software
• 3 logical partitions pre-defined 
• SUSE or Red Hat Linux available with 24x7 support
• Open source Linux applications
• Implementation services: estimated starting from 1.5-2.5 days
• Low rate financing available for qualified customers
• SMB Express announcement– new name: IBM Security Portfolio Solution 

for eServer 

Offering Highlights
• Low cost, easy to implement solution
• Rich function solution
• Partitions pre-defined 
• Dynamic Resource Movement between Partitions
• Virtual I/O Capabilities

• VPN – for security and encryption
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Simplicity through Innovative Integration

• Single Server
– Multiple Workloads
– Multiple Operating 

Systems
• Simplified Through

– Virtual I/O
– Virtual Ethernet
– Dynamic LPAR

• Over 245,000 clients use an iSeries or 
AS/400

• More than 400,000 iSeries and AS/400 
servers are being used in over 100 countries 
around the world

• 99% of the 2002 Fortune 100 companies 
utilize iSeries or AS/400 servers

• The January, 2003, iSeries announcement 
was part of a 2 year, $500 million program to 
re-energize one of the industry's most 
popular servers
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Top 10 Reasons for IBM Security Express Portfolio 
Solution for eServer 

1. Save Money
2. Improve Security while Simplifying Infrastructure
3. Address Security from Solution Stand-point Rather than Piecemeal
4. Virtual LAN May Reduce Opportunities for Network Intrusion
5. World Class VPN Support
6. Dynamic Resource Movement to Address Fluctuating Demands
7. Micro-partitioning May Reduce the Number of Server Instances
8. Object Based Server Allows for Quick Implementation of Proven 

Configuration
9. Attractive Price and IBM Low-rate Financing
10.Reliability

See “Top Ten Reasons for Using IBM Security Express Portfolio Solution for eServer™ In your 
Security Infrastructure” paper for further details
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iSeries Delivers ROI for Infrastructure Server Consolidation

• IDC study of 6 SMB companies that consolidated Intel-based infrastructure 
servers to iSeries using Linux or Windows achieved

– Strong costs savings
– Up to 90% reduction in downtime
– Up to 22% increase in IS Productivity
– Payback on average within 1 year

216 DaysPayback
(Investment/Yr 1 Cashflow)

213.9%ROI
(NPV/Investment

$141,227Total Investment
$302,052Net Present Value
$542,728Cost Savings

3 Year ROI for Server 
Consolidation per 100 
Users

Source:  IDC White Paper: 
The Return on Investment of Windows / Linux Infrastructure 
Server Consolidation with iSeries.  Case Studies in SMBs - July 
2003
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IBM Security Express Portfolio Solution for 
eServer 

• SUSE or Red Hat Linux

• SNORT for intrusion detection including 
•Blacklisting
•Whitelisting

• NETFILTER for internal and external firewall

• SUSE or Red Hat Linux

• CLAM – for virus detection

• SPAM ASSASSIN- – for spam filtering

• POSTFIX – SMTP gateway

Linux LPAR

eServer iSeries 810 Standard Edition

Linux LPAR 
Firewalls

OS/400 V5R2

Offering Overview 
• Single Server
• iSeries Hardware and Software
• 3 logical partitions pre-defined 
• SUSE or Red Hat Linux available with 24x7 support
• Open source Linux security applications
• Implementation services: estimated starting from 1.5-2.5 

days
• Low rate financing available for qualified customers
• End user rebate promotion until Jan. 2004

Offering Highlights
• Low cost, easy to implement solution
• Rich function solution
• Partitions pre-defined 
• Dynamic Resource Movement between Partitions
• Virtual I/O Capabilities

• VPN – for security and encryption
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IBM Security Express Portfolio Solution for 
eServer 

• Server Details: $23,325 US
– 9406-810  iSeries  with Standard Edition of OS/400                   
– Mirrored Data Loss Protection
– Logical Partition Support 
– 2  Linux Partitions
– 4 Ethernet Adapters              
– 2 GB Memory
– 2X 35.16 GB Disk 
– DVD-RAM
– PCI Disk Controller
– 2-Line WAN w/Modem

• eServer Security Offering RPQ 847193: $940 US

• IBM Software: $4,090 US
– 128-Bit Cryptographic Accelerator 
– 128-Bit Client Encryption 128-BIT            
– OPERATING SYSTEM/400 with 1-Year Software Maintenance  

• Linux software distributions if ordered from IBM (US prices)
– Red Hat: $3,990 US

• 2 Partition License RED HAT ENTERPRISE LINUX AS 3 with 1 Year Premium Support  (24x7 Support) 
OR   
– SUSE: $798 US for license only 

• SUSE LINUX Enterprise Server 8  (Standard Support)   
• SUSE 24x7 support is $2,970 US through IBM Global Services 

Prices are for information purposes only and subject to change without notice.
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• Services performed by authorized IBM Business Partner or IBM Global 
Services

• Estimated 1.5 to 2.5 Days of Services but Will Vary by Engagement

• Overview of Security Offering Services:  
– Linux distribution (SUSE or Red Hat) installed in partition 2 & 3 
– Open source Linux applications installed and configured in partitions 2 & 3
– Open Source Linux solutions: 

• Netfilter (Firewalls)
• CLAM (Virus Scanning)
• SPAM ASSASSIN (Spam Filtering)
• SNORT (Intrusion Detection)
• POSTFIX (SMTP Gateway)

– Configure Virtual Private Network (VPN) in OS/400
– Configure network parameters  

IBM Security Express Portfolio Solution for eServer 
Services
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IBM Security Offering for eServer rebate promotion

• $3,500 (US) Customer Rebate
• Rebate available in US and Canada currently

• Announcement Letter: 304-146

• End User rebate based on purchase of:
- iSeries Model 810 minimum configuration
- RPQ 847193
- Security implementation services

• Combinable with IGF low rate financing 

• Rebate requirements:
- Complete rebate form
- Provide invoice for IBM hardware, software and IGS/BP services
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Why Use this Offering?

• Companies with:
• 100 or more employees
• Little to no IT Staff
• Limited Network and Security Skills

• Frustrations with Reliability of Current Security Servers

- Data integrity due to Viruses or Costs Associated with Spam

- Address Legal Exposures

- Possibly Reduce Opportunities for Intrusion

• Consolidate Existing Servers and Simplify Administration

• Solution Approach vs Piece-meal Approach
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Value Proposition

• Offers a Linux based solution to virus, spam, data integrity that is highly 
secure and easily implemented

• Attractively priced open source solution

• IGF low rate financing

• Single, easy to maintain iSeries server vs a server farm

• OS/400 world class VPN encryption

• Virtual LAN may reduce opportunities for network intrusion
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Who to Contact

• Contact your IBM Sales Representative or IBM Business Partner

• Katie Bonta - kbonta@us.ibm.com – iSeries Americas Offering Owner
• Louise Hemond-Wilson hemond@us.ibm.com – WW iSeries Linux 

Product Manager
• Sheila Lubar – slubar@us.ibm.com - SMB Express Offering Manager
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GHY International

"We selected Linux on the iSeries because 
it was such a compelling alternative to the 
cost and complexity of managing nine 
separate Intel-based servers.“

Nigel Fortlage, Vice President of IT

GHY820
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Q & A
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Trademarks

The following are trademarks of the International Business Machines Corporation in the United States and/or other countries.  For a complete list of IBM Trademarks, see 
www.ibm.com/legal/copytrade.shtml:  AS/400, DBE, e-business logo, ESCO, eServer, FICON, IBM, IBM Logo, iSeries, MVS, OS/390, pSeries, RS/6000, S/30, VM/ESA, VSE/ESA, Websphere, xSeries, z/OS, 
zSeries, z/VM

The following are trademarks or registered trademarks of other companies

Lotus, Notes, and Domino are trademarks or registered trademarks of Lotus Development Corporation

Java and all Java-related trademarks and logos are trademarks of Sun Microsystems, Inc., in the United States and other countries

UNIX is a registered trademark of The Open Group in the United States and other countries.

Linux is a registered trademark of Linus Torvalds

Microsoft, Windows and Windows NT are registered trademarks of Microsoft Corporation.

Compaq and Proliant are registered trademarks of Hewlitt Packard Corporation.

SET and Secure Electronic Transaction are trademarks owned by SET Secure Electronic Transaction LLC.

Intel is a registered trademark of Intel Corporation

* All other products may be trademarks or registered trademarks of their respective companies.

NOTES:

Performance is in Internal Throughput Rate (ITR) ratio based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput that any user will
experience will vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage configuration, and the workload processed. 
Therefore, no assurance can be given that an individual user will achieve throughput improvements equivalent to the performance ratios stated here.

IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.

All customer examples cited or described in this presentation are presented as illustrations of the manner in which some customers have used IBM products and the results they may have achieved. 
Actual environmental costs and performance characteristics will vary depending on individual customer configurations and conditions.

This publication was produced in the United States. IBM may not offer the products, services or features discussed in this document in other countries, and the information may be subject to change 
without notice. Consult your local IBM business contact for information on the product or services available in your area.

All statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.

Information about non-IBM products is obtained from the manufacturers of those products or their published announcements. IBM has not tested those products and cannot confirm the performance, 
compatibility, or any other claims related to non-IBM products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products.

Prices subject  to change without notice.  Contact your IBM representative or Business Partner for the most current pricing in your geography.

References in this document to IBM products or services do not imply that IBM intends to make them available in every country.

Any proposed use of claims in this presentation outside of the United States must be reviewed by local IBM country counsel prior to such  use.

The information could include technical inaccuracies or typographical errors.  Changes are periodically made to the information herein; these changes will be incorporated in new editions of the 
publication.  IBM may make improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only and do not in any manner serve as an endorsement of those Web sites. The materials at those Web sites 
are not part of the materials for this IBM product and use of those Web sites is at your own risk.


