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Multi-tier, Heterogeneous Applications
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Distributed Application

Server Consolidation

Partitioned Systems
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iSeriesIBM server
Problem Description

Every eServer platform (and many SWG products) have unique 
mechanisms for managing users (called User Registries).

In today's world of Data/Transaction Servers, UNIX and NT servers, 
this becomes a severe problem for customers (and thus an 
opportunity to differentiate).

Systems Management application-based solutions (like Tivoli) do not 
meet the needs of all customers, nor do they provide any 
differentiation for eServer platforms - they run everywhere and 
manage everything. 
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AS/400 User 
Profile

Enterprise 
User

RACF User RACF User 

WebSphere 
User

Kerberos Kerberos 
PrincipalPrincipal

AIX User DCE User 

Digital 
Certificate

Notes ID 

LDAP User 

Win2K, etc 

Administrative Nightmare !!Administrative Nightmare !!

Enterprise "Trust Scope" ?Enterprise "Trust Scope" ?

Multiple User Registries Problem

Single Signon ?Single Signon ?

X-model transactions ?X-model transactions ?
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iSeriesIBM server
New Approach -- Enterprise Identity Mapping

Accept the fact that multiple registries (IBM and non-IBM) will exist in the 
enterprise
Make it easy for customers to associate a user's multiple identities in the 
enterprise and to manage those associations
Use IBM's platform breadth of software offerings to differentiate eServer 
platforms while providing a complete solution for heterogeneous environments
Develop this in such a way that it can be extended to other facets of 
cross-platform management 

Recommended Approach
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EIM defined: Identity associations across user registries associated with OS 
platforms, applications, and middle-ware. 
 
The identity associations (mappings) are stored in a well known location, 
e.g. LDAP, with common services across platforms to access the 
mappings. 
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Addresses the run-time needs of applications and platforms which need 
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eServer Single Sign-On

Kerberos And EIM
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iSeries Navigator

Windows 
Sign-on

EIM

poksys4

ausys3

rchis2

eServer
Secure 
Access

rchis1
iSeries Navigator
ODBC/JDBC/DRDA
PC5250/Telnet Server
Netserver
QFileSvr400

a.

b.

c.

d.

e.

f.

g.

ID = curly

ID=boatsonz

ID=larry

ID=moe

ID=boats boats=curly=boatsonz=larry=moe

Multi-system Security with eServer
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iSeriesIBM servera. User signs on to Win2k as normal as "boats" (delegatable ticket)
Starts iSeries Navigator and points at system lpar2nzm (OS/400)
Navigates to Database section and pulls up the SQL Script tool.
SQL script

 gets data from table rchis1
connects to system db2nsys (zOS) and gets data from table poksys4
connects to system lpar1nzm (OS/400) and gets data from table rchis2
displays all of the results

b. Kerberos ticket flows for authentication from Win2k to lpar2nzm 

c. ODBC server validates Kerberos ticket and uses EIM to map to user CURLY and runs SQL to 
get data from table rchis1 on this system applying this system's security semantics (CURLY)

d. SQL connect statement executes and the ODBC server does a DRDA connection to db2nsys 
flowing Kerberos ticket for authentication

e. DRDA server on db2nsys accepts Kerberos ticket and maps to RACF ID BOATSONZ and 
accesses data applying RACF security semantics (BOATSONZ) and returns

f. Same as d/e except table ausys3 and AIX user LARRY 

g. Same as d/e except lpar1nzm and table rchis2 and user profile MOE

Retrieved data is returned to win2k system and displayed

Single Sign-On Process

PSBotz Page 10



iSeriesIBM server
DRDA Configuration
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Client Access/PC5250 Configuration
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Telnet, Bypass Sign-On
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OpsNav Connect
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Create EIM Domain

Create EIM identifier for people/entities

Define third party user registries to EIM domain

Configure systems to particpate in EIM domain

Associate user identities with EIM identifiers

Create replicas of EIM Domains if desired

Administering EIM
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EIM Domain Creation/Configuration Wizard
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Configuring a System to Use EIM

PSBotz Page 17



iSeriesIBM server
Managing EIM
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Managing EIM
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Associating User Profile/EIM Identifier
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Associating User Profile/EIM Identifier
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Associating User Profile/EIM Identifier
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EIM
LDAP

Enterprise
 Registries

PD
RACF
OS/400
etc..

Enterprise
 Users

Rich in RACF
Rich in 
OS/400
Rich in PD
etc..

EIM

EIM Administration
Registries within EIM Domain
User associations (user instances within 
participating registries)

No duplication of registry operational information

EIM Administration (registries and users) 
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EIM Architecture
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Security SPIs, APIs
and commands

LDAP Server

LDAP Client APIs

EIM
A
P
I
s

Various non-EIM 
interfaces
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EIM APIs

EIM "handle" operations - common
Manages a token which is an instance of the EIM services. Similar in 
concept to other services in which the invoker is responsible for 
hanging-on to a "handle"

Domain operations - EIM Admin
Creates a EIM domain, establishes the EIM "domain" controller...

Registry operations - EIM Admin
System or application registries join EIM instance

EIM Identifier operations - EIM Admin
Manages a "anchor" point for a enterprise user

EIM Core Mapping operations - run-time
Supports determination of user's ID across disparate registries

System operations - System/EIM Admin
Connection to an EIM domain

User Management operations - Admin
Definition of this set of services is in progress
Direction is to define XML markup(s) which describe:

Users within registries and defines data passed on API
Allows add/modify/delete of users across multiple registries

Coded by application or 
registry security function that 
requires EIM services 

EIM services implemented 
over LDAP, no new protocol 
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ibm-eimSystemRegistry

ibm-eimRegistryUsers
ibm-eimRegistryUsers

...

ibm-eimDomain

ibm-eimApplicationRegistry

ibm-eimSystemRegistry

ibm-eimApplicationRegistry

ibm-eimIdentifiers
ibm-eimIdentifiers

ibm-eimPeopleEntities

...

ibm-eimRegistryUsers
ibm-eimRegistryUsers

...

ibm-eimSourceRelationships

ibm-eimRegistries

ibm-eimTargetRelationshipsibm-eimTargetRelationships

For each registry, a tragetRelationship
object is created for each target
relationship.  

A sourceRelationship object is created for each source relationship that
exists. Large number of objects.... 

 LDAP Directory Information Tree
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eimGetHandle()

eimConnect()
authenticate caller (U1) in registry A (REGA)
...
eimGetTargetFromSource(U1, REGA, REGB, associated_identity)
setuid(associated_identity)
perform task as local identity
get next request

eimDestroyHandle()

EIM Exploitation Programming Model
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Local User Projection

AS/400
Users

RACF 
Users

usrprf1... 
usrprfX racfu1... 

racfuX

AS/400 LDAP Namespace OS/390 LDAP Namespace

LDAP Client APIs
EIM APIs

Enterprise User Mgmt 
Product

.......AIX
Users

User1... 
UserX

AIX LDAP  Namespace
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EIM and ISVs
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ISV Exploitation of EIM

ISVs invest large amounts in building and maintaining for their 
applications

application specific user registries
associated security semantics
pair-wise application specific identity mapping

This increases the cost of the application and cost of administering 
the IT environments that deploy these applications

PSBotz Page 31



iSeriesIBM server
ISV Exploitation of EIM (continued)

Today, distributed, multi-tier applications must agree to use the same 
authentication AND authorization mechanisms regardless of where 
the application executes

this usually requires the deployment of a distributed security semantic
which is layered on top of existing native semantics associated with the data 
storage mechanism

this creates an environment where it is easy to make a mistake that effects the 
security of the data in one or both of the native or distributed environments 
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EIM Reduces Development Costs

EIM Significantly Reduces ISV Development Costs for Multi-tier, 
Heterogeneous Apps

No need to implement new user registries
No need to define or enforce additional security semantics

Provides maximum flexibility for disributed, multi-tier application developers
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EIM Reduces Administrative Costs

EIM Significantly Reduces Administrative Costs -- Makes Security 
Easier to Administer

Admins don't have to adminster new user registries
Rely on existing security semantics already in place for existing data
Provides information about a person or entity and all of their associated 
identities 
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Products for managing EIM from enterprise view

Products for automating "create association" and "define user 
registry" processes

System and user management tools that exploit the identity 
relationship information in EIM (e.g. delete all of a user's associated 
identities)

Cheaper to build multi-tier, heterogeneous applications

ISV Product Opportunities
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IBM will make EIM widely available on eServer and non-IBM 
platforms by:

Shipping EIM infrastructure on ALL IBM ^ platforms (including xSeries 
and Linux) within less than six months of each other (planned)
Providing Linux opensource of EIM APIs (planned)
Providing Java jar file on alphaworks (planned)

Licensed in a way to allow ISVs to freely bundle EIM APIs with their 
products!

IBM is also considering industry standards body for EIM

eServer and More
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Ways to Exploit EIM
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GUI Tool View (an example)
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GUI example (cont) 
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EIM is NOT Tivoli User Administration (TUA)

EIM TUA
Enable multi-tier
heterogeneous 
apps

YES NO

Enable 
enterprise user 
mgmt products

YES NO

Single point of 
user mgmt 
product

NO YES

Enable ESG 
cross-platform 
interoperability 
at OS level

YES NO

EIM IS an Enabler for TUA
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Users don't have multiple passwords to  
manage, but retain identity and authority 
on individual systems
Security Administrators can rely on 
security already in place for existing 
data on each system -- application level 
security not needed
Significantly easier for developers to 
build secure eBusiness applications 
using Enterprise Identity Mapping

Increased productivity and security Increased productivity and security 
for the entire enterprisefor the entire enterprise

True multi-tier, heterogeneous computing at the OS 
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EIM provides "mapping" functions so that a known identity in one registry 
can be used to find an associated identity in another registry 

Make possible: 
Applications and transactions that span across multiple, 
interoperable security registry domains
Advanced single-signon

Status: 
EIM Infrastructure and iSeries exploitation planned to be 
shipped in next release

Summary 
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http://www.the400resource.com/content/monthly/200111/eserver11.html

*eServer EXTRA focuses on iSeries application development -- to subscribe, 
send an e-mail to:

serverextra@mspcommunications.com

*eServer ADMINISTRATOR focuses on security, systems management and 
related topics -- to subscribe, send an e-mail to: 

eserveradministrator@mspcommunications.com

Look For More Articles in Industry Press (future)

More Information
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