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Therefore, no assurance can be given that an individual user will achieve throughput improvements equivalent to the performance ratios stated here.
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This publication was produced in the United States. IBM may not offer the products, services or features discussed in this document in other countries, and the information may be subject to change without
notice. Consult your local IBM business contact for information on the product or services available in your area.
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Important information about today’s workshop

The ITSO z hardware team created 7 IBM z13 presentations to be delivered today
— Part 1 — IBM z13 — Positioning / introduction

Part 2 — z13 CPC Details Capacity and Performance
Part 3 —z13 I/O Subsystem
Part 4 — Native PCle Adpters — zEDC and RoCE (what’s new with z13)

Part 6 — Installation Planning
Part 7 — Software Support

The main references for the presentations today are:.
— IBM z13 Technical Guide — Redbook — SG24-8251

— IBM z13 Technical Introduction — Redbook - SG24-8250

Part of the available material may not be presented.. &
— Even if we don’t cover the presentations entirely,
— The material can be download from:

The material being presented may not fully match the copied version you have
You can always get the latest version .. If you want it, just ask ! ©

Please ask questions, make comments and share your own experiences at any time

Thank You !
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IBM z13
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z Systems Overall RAS Strategy

Learn from
previous
generations

Leave problems
behind

RAS Design
Objectives

Designed to
Eliminate/Minimise
all sources of
outages

Invest in new RAS
functionality
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RAS Enhancements

ITSO-6

z13 using CPC drawers
- Used on BC and POWER Systems
Cables for SMP fabric
PU and SC are SCMs
POL (point of load) replaces Voltage Regulator Modules
(VRMs)
- now a FRU
Water manifold is a FRU
Redundant Oscillators isolated on their own backplane
PU SCM is a FRU with universal spare
SC SCMis a FRU
CPC Drawer is a FRU (empty)
The new drawer structure introduces cables between the
drawers
- Keyed cables to ensure correct length is plugged
- Plugged detect to correct location
- Custom latch to ensure retention

Built in Time Domain Reflectometry (TDR) to isolate
failures on

- SMP cables (between drawer)

- Between Chips (CP-CP, CP-SC, SC-SC)

- Between CP and memory DIMM

|

CPC Drawer level degrade (1/2 drawer on single drawer

FICON - better recovery on fiber and remote PD of
nodes

N+2 radiator pumps
SCH power supplies n+1 (with N+1 SCH)
SE power supplies n+1 (with N+1 SE)

ICA || Fsp

5[==33
§[==33
s[=33
S
| ——
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SMP.J01 : : : SMP-J04 SMP-J05 |3|l=-ms
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Connecting the CPC Drawers

= The new drawer structure introduces cables between the drawers
— Keyed cables to ensure correct length is plugged
- Plugged detect to correct location
— Custom latch to ensure retention

- SMP cables (between drawer)
- Between Chips (CP-CP, CP-SC, SC-SC)
- Between CP and memory DIMM

ITSO-7 © 2015 IBM Corporation @ Redbooks Workshop
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Rack Mounted Support Element

» SE RAS Improvements

- ECC Memory
— Truly redundant physical networks

» Laptops use single physical networks for SE networking requirements (HMC
Network, PSCN, INMN).

* Supports 1 Gbps
* Redundant physical networks

— Redundant power modules

» SEs continue to run:
» SCH failure
»Power module failure

» Eliminates Alternate SE switches for certain power hardware repairs

ITSO-8 © 2015 IBM Corporation @ Redbooks Workshop
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Redundant Oscillators isolated on their own backplane

B B B

i
sraiist
.....

Oscillator backplane
with N+1 oscillators
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z13 N+2 Radiator Units (RU) and Blowers

= With 1 or 2 CPC drawer(s) System, 3 Rear
RU blowers (N+2) are installed.

= With 3 or 4 CPC drawers, 4 RU
blowers are installed.

» 3 or 4 CPC drawers need a minimum
of 2 RU blowers.

» With 4 RU blowers, the System still
has N+2 capability

»|[fa1or2 CPC drawer System is ¢.
upgraded to 3 or 4 CPC drawers, the
4th RU blower is installed as part of
the upgrade

N+2 Blowers
Radiator Assembly
(Heat Exchanger)

Manifold Assembly

-

Rear View of 2 CPC Drawer System N+2 pumps
with 3 Blowers Installed
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z13 Hardware Management Console — HMC

HMC System Unit and LIC Support
— New Build: HMC FC 0092 tower or 0094 rack mounted HMC (0 — 10 orderable per z13)
— Carry Forward: HMCs FC 0091 or FC 0092 can be upgraded to control z13
— zEnterprise Ensemble Primary and Alternate HMCs required to support z13

* An identical pair is required (Two FC 0094, two FC 0092 or two FC 0091)
* At Driver 22 — HMC LIC Application level 2.13.0

» No-charge ECAs TBD orderable by IBM service will be available to upgrade HMC FC 0092 or
FC 0091 features of another z System server to HMC Driver 22 LIC to support z13

= HMC Display Support for HMC FC 0092

— 22 inch flat panel FC 6096 (No change from zEC12)
= New Backup Options

— Critical z13 HMC data: USB Storage and FTP/Secure FTP

— Critical z13 SE data: SE/Alternate SE Hard Drive and FTP/Secure FTP

 Older machine HMC and SE USB storage only. New optional 32 GB USB “stick” offered if needed

= HMC application in Driver 22 will support z990 (N-4) and later only
= HMC 1000BASE-T LAN Switches — No longer offered

— FC 0070 10/100/1000BASE-T switches — (Carry Forward Only)

— Recommended Alternative: Compatible customer provided 1000BASE-T switches
» Seethe z13 Library on Resource Link for the latest publications

— “Installation Manual for Physical Planning” for HMC FC 0091, 0092 and 0094 feature physical
characteristics

— “Integrating the HMC Broadband RSF into your Enterprise”

— “Hardware Management Console Operations Guide” and “Support Element Operations Guide” ) is
available from the IBM Knowledge Center ( )

Select z Systems and then select your product from the navigation bar

ITSO-12 © 2015 IBM Corporation @ Redbooks Workshop
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Why rack mounted HMC ? — (optional FC 0094)

= Customer requirement

- Request to consolidate to rack mounted HMCs
— Allow common solution approach to rack mounted HMCs for System p
- Some customers don’t want desktop/tower versions.
— Space is very constrained in data centers

= Solution

- Use same 1U server hardware as z13 SE — available as an option

-Slide-out Keyboard/Display z13: HMC Feature Code #0094

*KVM Switch to allow multiple HMCs to share keyboard/display
*Customer supplied rack, power solution and KVM Switch

» Tower hardware continues to be provided as default z System HMC

= Will use common HMC code media to support both tower & rack mounted HMC

HMC Display and Keyboard: IBM 1U 18.5-inch Standard Console (1723-8BX)

Note: The System unit and tray must be mounted in a customer rack in two adjacent 1U locations in
the “ergonomic zone” between 21U and 26U. Three C13 power receptacles are required, two
for the System Unit and one for the Display and Keyboard.

ITSO-13 © 2015 IBM Corporation @ Redbooks Workshop
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z13 Support Elements - Under the covers (Front View)

L

T

~ S

Support Element System: Two 1U units
Both mounted in the z13 A Frame

Smart Card Readers
Internal USB attached units to support Flash
Express and Feature on Demand.

e

System Unit Display/Keyboards:
Two IBM 1U 18.5-inch Standard
Consoles (1723-8BX)
“‘Gate mounted” in a manner similar

to zEC12 Support Elements
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Ordering for HMC Hardware

FC0094 rack mounted cannot be ordered as a feature code on the
zEC12 or zBC12.

FCO0091 upgrade to z13

MES is required for existing HMCs with code at Driver 93 or lower to
take RAM from 8 GB to 16 GB

Other existing HMCs can order ECAs
Ordered by SSR, no charge.
FC0091 ECA 332 - Adds RAM from 8 GB to 16 GB if required.
FC0091 ECA 348 - Driver 22
FC0092 ECA 348 - Driver 22

ITSO-15 © 2015 IBM Corporation @ Redbooks Workshop
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New Hardware for SE/HMC/TKE - Summary

- SE

— 1U Units
* Use DC power supply
» Customized Keyboard/Display for Service use only
« DVD drive

+ USB attached Smart Card Reader — always present, used by FoD and Flasf
Express

= HMC

— Tower Unit — standard/default option M/T 7382-PBC FC 0092
— 1U rack mounted option - M/T 7914-PKG

+ Same config as 1U SE hardware except AC power supply

» Feature Code: 0094

« Keyboard/Display provided with each rack mount (rack provided by
customer)
+Keyboard part number: 1723-8BX

= TKE

» same configuration as mini tower HMC

ITSO-16 © 2015 IBM Corporation @ Redbooks Workshop
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SE and HMC Network Connections

2 x Support Elements

System Control Hub 1

= System Control Hub supports 1 Gbps and has redundant physical networks

= SE is always connected to the System Control Hub (replacement for the Bulk Power Hub)
= Customer supplied switches are connected to the System Control Hubs

= Other Server's HMC’s/SEs may be connected to the Ethernet switches

ITSO-17 © 2015 IBM Corporation @ Redbooks Workshop
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HMC Topics

ITSO-19

uEFI/BIOS Enhancements

32 GB USB Flash Drive

Alternative to USB Flash Drive
SMT (Simultaneous Multithreading)
Security Enhancements

RSF Infrastructure Changes

STP Changes/Enhancements
Crypto Enhancements
LCSSes/Coupling Channels Increase
I/O Enhancements

Monitors Dashboard

HMC Data Replication Versioning

Other Enhancements

© 2015 IBM Corporation

International Technical Support Organization Global Content Services

@ Redbooks Workshop
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HMC 2.13.0 System support

ITSO-20

The new HMC Version 2.13.0
will support the systems/SE
(Support Element) versions

shown in the table

This HMC 2.13.0 Release will
support z13, zBX Mod 004, &
some legacy systems

z900/z800 (Driver 3G, SE
version 1.7.3) & z990/z890
(Driver 55, SE version 1.8.2)
systems are no longer
supported

Recommendation: If
customers have these
older systems, these
should be managed by
separate HMCs running
older levels of the code

Machine | Machine | Firmware | SE Ensemble

Family Type Driver Version Node
Potential

z13 2964 22 2.13.0 Yes

zBX Node | 2458 Mod | 22 2.13.0 Required

004

zBC12 2828 15 2121 Yes

zEC12 2827 15 2121 Yes

z114 2818 93 2.11.1 Yes

2196 2817 93 2.11.1 Yes

z10 BC 2098 79 2.10.2 No

z10 EC 2097 79 2.10.2 No

z9 BC 2096 67 29.2 No

z9 EC 2094 67 2.9.2 No

© 2015 IBM Corporation
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Firmware/uEFI/BIOS Change

UuEFI/BIOS of the HMC and SE consoles will be signed and require signed updates
Conforms to NIST 800-147 BIOS Protection Guidelines
Protects against uEFI/BIOS attacks

Disabled boot from removable media

Can be changed via uEFI/BIOS configuration change (IBM SSR action)

Necessary for tasks that require booting from removable media
Engineering Change (EC) Upgrade; Restore of Save/Restore data
Hard Disk Restore (including Restore Critical Data)

Hard Disk Repair during a Repair and Verify procedure
Alternate HMC Preload (HMC only)
Must be changed back to the default when finished
Documented in “z System Service Guide for HMCs and SEs”

Why?
Protects against unauthorized booting from an OS on a bootable removable media device for
additional protection
The customer can set an admin password for the uEFI/BIOS

If admin password is set, SSR will need customer input for above service actions where
boot from media needs to be enabled

ITSO-21 © 2015 IBM Corporation @ Redbooks Workshop
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USB 32 GB Feature

ITSO-22

Current
4 GB = miscellaneous use

8 GB = Backup Critical Data
z13
Continue support for 4 GB & 8 GB

8 GB will remain the default backup size
Why 32 GB?

Need to increase size for Backup due to increased data from
Unified Resource Manager
zBX
IBM zZAWARE

other growing code/data needs
New alternatives (FTP) for storing the Backup files

not applicable for legacy CPC’s
32 GB is an optional feature to replace the default 8 GB

FC 0848 — Available only for z13 or zBX Model 004
Only IBM supplied will work. Substitutes not supported
Should only be ordered if backups fails i.e not enough space on existing USB drives

© 2015 IBM Corporation

@ Redbooks Workshop
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Alternative to USB Flash Memory for HMC and SE Critical Data Backup for z13

= USB Flash Memory Drives used on HMC/SE
Backup Critical Data

— Import/Export Data
— Offload Security and Audit Data

- etc.

= Most customers will continue to allow USB usage

= Some customers have policies of no R/W media

- Introducing Alternatives to USB for those customers
-~ USB no longer needed once z13 is installed
— Feature Code: 0845 'Read-Only Media Option'

« Will be option on certain eConfig selections

« Will Drive R/O media to be shipped rather than USB

— Alternative Options such as FTP Servers, Using Remote Browser from Workstation for
Import/Export, etc.

« Customer Publications will include table with all USB Alternatives per task
= Legacy systems will still have USB requirement

- ie., Backup Critical Data

ITSO-23 © 2015 IBM Corporation @ Redbooks Workshop
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Configuring the Backup Settings

EE Ensemble Management

.ﬂ. HMC Management

& Service Management

Tasks Index

Status: Exceptions and Messages

Security

Audit and Log Management
View or off-load audit re ports for configuration and log information

<
[,

Archive Security Logs
Archive the consok's sacurity kbgs

Customize Automatic Logon
Customize the automatic lbgon sattings for the consoke

Manage SSH Kays
Manage SSH Keys used for Secure FTP access

Y &0

Configuration
Usar Sattings
Customize the appearance of the workplacs

Configure Data Re plication
Configure the Data Replication sattings for the HMC

Customize the date and time

Customize Customer Information
Customize the customer information for the console

A
Customize Console Date/Time

Customize Scheduled Operations
Customizz scheduk of automated console operations

Object Locking Sattings
Change the automatic lbcking of managed objacts.

International Technical Support Organization Global Content Services =

Wiew Security Logs
Wiew sacurity logs

Users and Tasks
Wiew the logged on usars and the tasks they are running

%; Certificate Managemeant
ﬂ Create, modify, dekte, and import certificates used on the HMC . a

Domain Szcuri
0—n Y

Change consclke's domain name or password.

Configure 3270 Emulators
Customize the 3270 emulator sessions

% Customize AP Sattings
2w Customize the Application Programming Interface for the consoke

= Customize Consoke Sarvices
EM& Customize the enablement of various consok sarvices

?’ Customize Network Settings
Wiew current network information and change sattings

Enabk FTP Access to Mass Storage Media
Ei'E Enabk FTP Access to Mass Storage Media

g Configure Backup Sattings
Configure the backup sattings.

ITSO-24
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FTP Server Setup

= FTP Server supplied by the customer.
— If used, must be set up in advance of the backup before it can be selected as an alternative for

USB

— Secure FTP Server option
= This task created to support the z13 and zBX Model 004 only.

— Task name = Configure Backup Settings
— Need the following information to configure the FTP server:

* |P Address / Name
* User ID

+ Password
+ Backup directory (where the backup files will be stored)

HMCDAILY02: Configure Backup Settings LI

g Backup FTP Site Access Information

Enter the backup FTP site address and account access information.
FTP site ‘My FTP Backup Server IP Address

User ID ‘My Userid

Password

Sessssssnne

Directory ‘My Directory

Configure

Backup C ClUse secure FD

Settings
OK | Clear | Cancel | Help |

ITSO-25 © 2015 IBM Corporation @ Redbooks Workshop
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Backup for HMC (and TKE)

The HMC supports backing up to FTP server.
Users can still select USB for backing up the HMC
User can backup to USB, to FTP server, or both.

If user selects the FTP server option:

If the FTP server information has not been entered in the
"Configure Backup Settings" task, a message box will be
displayed to indicate that the user needs to complete this
information.

The system first checks the transfer rate to this server. If the rate
is below the acceptable level, the user is notified and is given the
option to continue or cancel the operation.

ITSO-26 © 2015 IBM Corporation @ Redbooks Workshop
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Backup for HMC data

= Once the user selects the Backup Critical Console Data task, the
following windows are displayed:

) = Choose
% Backup Settings _ USB Drive
Select your backup destination: | gp Ad — FTP (new)
A — USB & FTP (both)
OK | [ Gancel |  Heb |
FTP server =
USE and FTP server " Notes
— USB must be labeled
ACTBKP.
— Size available on USB not
HMCTC5PRI: Backup Critical Console Data 1< checked.
&S » 4 or 8 GB USB (default)
:=3 Backup Console Data Progress . 32 GB USB
Function duration time: 00:20:00 — (optional FC 0848)
Elapsed time: 00:00:14
Select Object Name Status

* Backup Console Data |n progress...

| | Help |

ITSO-27 © 2015 IBM Corporation @ Redbooks Workshop
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Backup the Support Element

Critical Data Task
z13 and zBX Model 004

‘ NO USB option

Save to Primary SE HDD/Alternate SE HDD
Save to Primary SE HDD/Alternate SE HDD and to the FTP Server

Older CPCs (zEC12, zBC12 and older)
Save to USB only
If multiple CPCs, a large 32 GB USB (new FC0848) may be required

If the FTP server information has not been added to the Configure
Backup Settings, then users cannot backup to the FTP server

The same support has also been implemented for SE backups
created via Scheduled Operation

ITSO-28 © 2015 IBM Corporation @ Redbooks Workshop
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Support Element Backup

= Scenario 1:

Older CPCs (zEC12, zBC12 and older)
= Select the CPCs and Launch the Backup Critical Data Task
= Backup created and sent to the HMC

— USB Only

’01U111 POOE9EB6 POI1UTEST POLXSMOZ R31 R32

HMCDAILYO2: Backup Critical Data -l
{ég Backup Critical Data Confirmation |

Ensure that a formatted USB flash memory drive. with label ACTBKP. is
inserted.

Select Name Backup Destination
O P15 [(USB
O P31 USB

..............

OK: | Cancel | Help |

=

ITSO-29 © 2015 IBM Corporation @ Redbooks Workshop
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Support Element Backup

= Scenario 2:

Select only z13 and zBX Model 004 (no older CPCs)
= Select the CPCs and Launch the Backup Critical Data Task
= Backup create

1. Save to Primary SE HDD/Alternate SE HDD
2. Save to Primary SE HDD/Alternate SE HDD and to the FTP Server
3. No option for USB

HMCDAILY02: Backup Critical Data

é_; Backup Critical Data Confirmation
Select the destination for each node's backup.
SelectName Backup Destination

1 O  P001U111  |Primary and Alternate SE hd

2 O PO1UTEST |Primary SE. Alternate SE. and FTP Server j

k

ITSO-30 © 2015 IBM Corporation @ Redbooks Workshop
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Support Element Backup

= Scenario 3;

Mix of z13, zBX Model 004 and Older CPCs

= Select the CPCs & Launch the Backup Critical Data Task
= Backup create

1. Save to Primary SE HDD/Alternate SE HDD

2. Save to Primary SE HDD/Alternate SE HDD and to the FTP Server
3. USB for older CPCs

HMCDAILYO02: Backup Critical Data LI
é} Backup Critical Data Confirmation

Select the destination for each node's backup.
Select Name Backup Destination

1 O P0o01U111 |Primary and Alternate SE M
2 O PO1UTEST |Primary SE. Alternate SE, and FTP Server M

Ensure that a formatted USB flash memory drive, with label ACTBKP., is inserted.
Select Name Backup Destination
3 o Pis UsB
o P31 USB

OK‘ Cancel‘ Helpj

ITSO-31 © 2015 IBM Corporation @ Redbooks Workshop
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Scheduled Operations

= All options shown can be a scheduled operation if desired.

HMCTC5PRI: Customize Scheduled Operations [IEIES
Set up a Scheduled Operation - HMCTC5PRI

Support Element

Date

and Backup
RN S| Settings HMCTCS5PRI: Customize Scheduled Operations )X
Select your backup destination: | gp [*]
Set up a Scheduled Operation - S32
Save ] Cancel | Help [ ETP server S —
USB and FTP server Backup
Date SE
and Schedule
Time | Repeat | Operation

Select your backup destination: primary SE, Altenate SE, and FTP Server -]

Primary SE. Alternate SE. and FTP Server
Primary and Alternate SE

Save | Cancel | Help |

ITSO-32 © 2015 IBM Corporation @ Redbooks Workshop
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HMC support for Simultaneous Multithreading

= |LICCC and up/downgrades are on core, not thread, granularity
= |f a core is concurrently upgraded and the LPAR has reserved PUs defined,

— Either one or 2 threads (logical PUs) become available to the OS, depending if it opted
in or not during IPL

= |f a dedicated core is concurrently downgraded,

— The entire core with both threads (logical PUs) needs to be deconfigured (SCLP
deconfigure CPU addresses all threads of a core)

= |f a shared core is concurrently downgraded,

— the logical PUs continue to run on the remaining cores of this type

= Things only done on a Core basis for SMT

- Image profiles (user only specifies number of cores)

— All threads of one core must be the same

— Deconfigure / add of logical processors

— When Partition is running in SMT mode,

— Logical processors added in groups of 2 (one core, but 2 LPs)

— Deconfigure targets the core and thus affects all threads for that core.

- Management of processor weights for shared partitions

ITSO-33 © 2015 IBM Corporation @ Redbooks Workshop
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SMT - Monitors Dashboard

= New columns for processors for SMT

— Per-thread usage
“‘SMT” usage, showing how often SMT is really exploited

E Monitors Dashboard

Pause Display Open Activity Open Activity Profiles Open Workloads Report Open Network Monitors Dashboard

OOverview
% ‘t‘ "'? j = — Seledt Adion — «~ | = Filter
Processor Usage Channel Usage Power Consumption Ambient Temperature
sekct ~ [name ~ |Type ~ | EE ~ e L) (@turie * leayen -
O R34 system [N sz 3 |22758 77653519 |228 73.04
Page 1 of 1 Masx Page Siz=: [100 Total: 1 Fitered: 1 Displayed: 1 Selected: 0
D petails
@ R34
Power Consumption Environmentals
— Select Adion — ~| Filter — Select Adtion — ~ | Filter
Power Consumption Hesat Losd Heat Load (forced-air) Heat Load (water) Average Voltage Ambient Temperature Humidity Dew Point Air Preszure
|| Neme | ~ |Ewhg " | Btwhe) ) ~ | - o | Name A ecy R = lew S lesen © wes) i
[ |=zcre 22758 77705 77705 - [ R34 228 T304
[T Power cord Z298-BPEA-I01 | 5.616 480 [ |ztPc 228 73.04 | 4 B4 4742 1,030
g -
[ Power cord Z298-BPEE-J01 | 5.797 483 = Fage 1of 1 Max Page Siz=: [100 Total: 2 Filterad: 2 Displayed: 2 Salacted: 0
[T |Power cord Z298-BPEA-J02 | 5.640 478| |
[T | Power cord Z298-BPEB-102 | 5.761 477 | ~
Page 1 of 1 Max Page Siz=: [100 Total: 8 Fitered: 8 Displayed: 8 Selected: 0
Processors
— Select Adtion — ~| Filter
Processor Usage . || SMT Usage | Thread 0 Usage | . | Thread 1 Usage "
(5} (%)

Select ~ | Name ~ =) )
] I o I oo 50

[} IFLOO 80
™ oo I ;. so I oo I 80
| &n 0

r rm I 80 0

Page 1 of 1 Max Page Sze: | 100 Total: 3 Filtered: 3 Displayed: 3 Selected: 0

Close Help
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SMT and Logical Processor Numbering

= When a partition switches into SMT mode

International Technical Support Organization Global Content Services =

- Number of logical processors doubles to reflect the fact that each logical processor defined in the image
profile now has 2 threads. This occurs for all processor types. So, for CP processors, the odd addresses

are not usable.
= Image Details shows if the partition is or is not exploiting SMT

= Other cases (like Change LPAR Controls) continues to have the number of processors as being “the

number of cores”.

= In this example, the partition had one CP specified in the image profile and the code in the partition
switched to use SMT mode and thus 2 logical processors are present:

L. A01 Details - A01

Instance
Information | Status

Daily

H Hardware

= Messages

Messages

Activate

El Reset Normal

EI Deactivate
Grouping

| Graup: Images
Images Wo| |mage mode: ESA/390
Activation profile: A01
5& EE EE Last used profile: TEST960D
ADl A02 A03 Sysplex name: PLEX76
(PLEX75:5C74) (PLEXT75:5C75) (Z4 Operating system name: SC76
a a - Operating system type: z/05
] i LTI | Operating system level: V2R1
Group capacity name:
A09 ADA A0B CP management cluster name: PLEXTG
(ITSOZVM-ITSOZVMI) - (ITSOZVMITSOZVM2) Simultaneous Multi-Threading (SMT): Active
:"E % gﬁ % Include CP's in Standby state: o Yes m
AGD AOE  AOF All Lockout disruptive tasks: ©Yes @ No
ITso-35 | (ITSOZVM:ITSOZVM4) (WTSCPLXS8:SC! OK | Apply | Change Options... | | Cancel | Help |
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User Experience What's New — Design for Details Tasks

= No more tabs. All fields available in a single scrollable window

= Quickly jump from section to section with the navigation area links

= Collapse or expand sections

i;li;l User Management

=

& users
7 %
Users -
£ acsaomm
% & Acsapmn_o
& aovancen
Roles B
& ensapun
g ENSOPERATOR
= IS
ey g Pattems .j newl
OPERATOR
Manage Manag L@; & service
Print Screen Remot SYSPROG
Files Connecti Templates
.1: Passwords
: EHF
Offload =@
Virtual RETAIN —lns
Data to Removable Media Console

= = B
@ 28 28

Single Step  Tip of the Day Transmat

—~

Transmat

ITSO-36

Summary for ACSADMIN

- General
Description: Access administrator level user
Last logon: Feb 14, 2015 7:51:58 PM BRST
Disabled: No

- Authentication
Authentication type. Local
Passward rule: Basic

- Roles
Access Administrator Tasks
All System Managed Objects
Groups created by ACSADMIN

-| Groups
p2
t-group
Testplan CPC

v |5

User User Management

~

© 2015 IBM Corporation

| »

Where possible, validation will
happen immediately as the
user moves from field to field

Immediate validation

notifications will be non-
intrusive

Allows for faster feedback and
smoother experience
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HMC 2.13.0 (Driver 22) — RSF Infrastructure Changes

Continuation of enhanced IBM Support System for RSF call-home
(Remote Support Facility)

Same supported functions as in HMC 2.12.1
Scope of new supported functions in HMC 2.13.0

eBoD support

Support for all Capacity on Demand records that may be ordered from
Resource Link (CIU Permanent, On/Off CoD, CPE, CBU)

Fix delivery
Full fix deliverable capabilities
PMV (Problem Management Viewable) “update” support

Enhanced Infrastructure always attempted first if possible
Traditional IBM support system used as backup during migration period

ITSO-37 © 2015 IBM Corporation @ Redbooks Workshop
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DNS resolution — Enhanced IBM Support structure

= DNS host name resolution is required for connectivity to the Enhanced IBM
infrastructure

—If RSF connection is not configured to use an SSL Proxy Server

* Network Settings on call-home HMCs must include DNS configuration
« Recommend a backup DNS for reliability

—If RSF connection uses an SSL Proxy Server, customer has choice where the
IP address resolution is done:

» Can be resolved on HMC, using Network Settings on HMC
« Can be resolved at SSL Proxy, if Proxy has DNS available

Note: Use of hosthames facilitates dynamic management of redundant servers

ITSO-38 © 2015 IBM Corporation @ Redbooks Workshop
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Customize Outbound Connectivity Panel: Proxy usage

Indicates if proxy required to

connect to the internet, and =

how to reach it

>

Resolve setting dictates
whether hostnames or ip
addresses passed to SSL
Proxy

v if checked, DNS is required
on HMC

O if unchecked, DNS is
required from SSL Proxy

ITSO-39

@ Outbound Connectivity Settings
[¥IEnable the local console as a call-home server

Configure

Internet

Options

[¥1Use SSL Proxy Connection to Internet

Address: +/9.60.14.42

Port: *(3128

[CIResolve IBM IP addresses on console

[[Use SSL Proxy Authentication

User *

Password #*

Confirm Password *

Internet Protocol, [|pya =

Test. ..
OK | | cancel | | Help |
© 2015 IBM Corporation @ Redbooks Workshop
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Network Setting customized on HMC for DNS

= Name Services is defined using Customize Network Settings Task

= Select DNS enabled

= One or more DNS Servers must be defined in search order

International Technical Support Organization Global Content Services

- Recommendation that at least 2 be defined to avoid single point of failure
= Domain Suffix Search Order is not used by RSF, can be configured for other reasons

ITSO-40

gf Customize Network Settings

'1

. _ LAN Name ;
Identification | Adapters | Services | Routing
DNS Ci 'l{fllj lration
vIDNS enabled
DNS Server Search Order
Add
y Remove
90211
omair arch QOrder
Add
Remove

OK | Cancel | Help |

© 2075 IBM Corporation
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z Systems RSF TCP/IP Addresses Changes

If using IPV4, firewall outbound connectivity must permitted to port 443 to the following destinations:

129.42.26.224 (traditional)
129.42.34.224 (traditional)
129.42.42.224 (traditional)
129.42.50.224

129.42.56.189 (enhanced)
129.42.58.189 (enhanced)
129.42.60.189 (enhanced)
129.42.54.189

If using IPV6, firewall outbound connectivity must permitted to port 443 to the following destinations:

2620:0:6¢0:1::1000

2620:0:6¢1:1::1000

2620:0:6¢2:1::1000

2620:0:6¢4:1::1000

2620:0:6¢0:200:129.42.56.189 (enhanced)

2620:0:6¢1:200:129.42.58.189 (enhanced)

2620:0:6¢2:200:129.42.60.189 (enhanced)

2620:0:6¢2:200:129.42.60.189

If using an SSL Proxy, and plan for it to resolve host names, it must accept the following host names:

www-945.ibm.com (traditional)
esupport.ibm.com (enhanced)

ITSO-41 © 2015 IBM Corporation @ Redbooks Workshop
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z Systems Phone Home Change impact

ITSO-42

Machine Machine Type | Firmware SE Version Impact
Family Driver
z13 2964 22 2.13.0 Affected
zBX Node 2458 Mod 004 | 22 2.13.0 Affected
zBC12 2828 15 2.12.1 Affected
ZEC12 2827 12 or 15 212.00r 2.12.1 | Affected
z114 2818 93 2111 Affected
2196 2817 86 or 93 211.00r 2.11.1 | Affected
z10 BC 2098 76 or79 2.10.1 0or 2.10.2 | Affected
z10 EC 2097 /3 or76or79 2.10.0 or 2.10.1 | Affected

or 2.10.2
z9 BC 2096 67 29.2 Not Affected
z9 EC 2094 67 29.2 Not Affected

© 2015 IBM Corporation
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Prior HMC time source configuration
= HMCs had two choices for a time source:

1) NTP enabled on HMC

— Configured on Customize Date and Time panel
— HMC's clock in synch with NTP time source's clock
— Preferred method of setting HMC time when running STP

- -_——

Customize Console Date and Time

Customize | Configure
Date and NTP
Time Settings

NTP servers :

H4 w2 g# _ Select Action — -
Select| Server Stratum | Source Status Authentication

1.us.poolntp.org 2 147 .84 59145 Success none
[ Ouspoolntporg 2 209 51 161 238 Success none
9601564 Timeout failure none
209351161238 1 CDMA Success none
693622415 1 GPS Success none
[ clock nyc henet 1 CDMA Success none

Total: 6 Filtered: 6 Selected: O

The Network Time Protocol service is currently enabled and this console is currently a
Network Time Protocol server.
Enable NTP service
[¥|Enable as time server
[C1If NTP servers cannot be reached, contact the IBM Service Support System

Manage Symmetric Keys .. | | Configure Autokey ... | Issue NTP Commands ... |

OK | Cancel | Help |

ITSO-43 © 2015 IBM Corporation
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z13 HMC time source configuration

= NTP support — new setup panel

I

(\ Date and Time )
——

—

Battery Operated Hardware Management Console Clock
Date: *May 16, 2014 Time+|10:03:16 AM

Time zone: America/New_York h

Time Source
‘ © Network Time Protocol (NTP) ...
) Selected CPCs ..
) None

Details for Network Time Protocol (NTP)

Edit Server ...

" 2uspoolniporg 2 o o carver

Total: 1
[C|Enable as time server Add Server __.
[Tl Automatically contact IBM  Query Servers
Manage Symmetric Keys ...

Refresh | Configure Autokey ...
Issue NTP Commands __.
OK |  cancel | Help | e ble Actions
i Selart All
ITSO-44 © 2015 IBM Corporation

NTP Servers
| [%] [e##] | -— Select Action — |
Select | Server o Select Action — Lithentication

pne

urce cannot be reached
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HMC time source configuration for z13 (cont'd)

» Added configuration support for time retrieval from selected CPCs

— One location for configuration and checking all CPCs used as a time source

— Additional checks added to promote homogenous time sources when using multiple
CPCs as time sources (same STP CTN)

*Warning if not same CTN (Coordinated Timing Network) sources selected

. Date and Time
Battery Operated Hardware Management Console Clock

Date:  +[July 21, 2014 Time:+|12:06:35 PM

Time zone: | America/New_York ||
Time Source

© Network Time Protocol (NTP) ...
@ Selected CPCs ...
' None

Details for Selected CPCs
Coordinated Timing
Status

Select Name Network 1D
R32 01234567 Operating
532 01234567 Service required
[[1  KATRINA Not operating
[C]Automatically contact IBM Hardware Support if the time source cannot be reached
Refresh

OK | Cancel | Help |
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z13 HMC time source configuration (cont'd)

= HMC Customize Console Date and Time panel redesigned

— Clear selection of HMC time source

— Manual setting of date and time only when Time Source set to None

||® Date and Time

Battery Operated Hardware Management Console Clock
J Date + May 14, 2014 Time's 4:52.51 PM

Time zone: |America/New_York b

Time Source
Metwaork Time Protocol (NTP)

Selected CPCs _.

{
Refrash

| LOK | | Cancel | Help |

ITSO-46 © 2015 IBM Corporation
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HMC add/change CPC object

= CPC selected for Add [Change] Object Definition task
- “Enable for time synchronization” checkbox removed
» Selection of CPC as a time source moved to Customize Console Date/Time task
* If NTP is used by the HMC, this enhancement is not relevant.

| I I |
Aﬁ Add or Change Object - R32 ﬁ Add or Change Object - R32
Metwork name: IBM390PS Network name:IBM390PS
CPC name:  R32 ) o B I System name: R32
Hardware Management Console Settings for this CPC - Hardware Management Console Settings for this System -
¥ Enable for time synchronization o N | @Act as a call-home server
[CAct as a call-home server - L
Gz oee BF ST e [¥IReport loss of communication
— Product information ~ Product Infarmation
Machine serial:000020076D25 Machine serial: 000020076D25 1
System serial.  000020076D25

CPC sernial: 000020076D25
CPC location: A25B

System location: A25B

Save | Cancel | Help | 0K| Cancel | Help|

OLD NEW

No need to go to every Object/CPC (Add/Change Object) to specify Enable Time Synchronization.
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Increase in number of Crypto domains

Number of usage and control domains increasing from 16
Increasing to 85 for z13

Supported on Crypto Express5S

Changes to the Firmware Stack and Operating Systems
Changes to the SE/HMC Panels

Number of supported Crypto adapters remains at 16

Affects these customer tasks:

Activation profiles

Migration of data from 16 domains to 85 domains
Change LPAR Crypto Controls

View LPAR Crypto Controls

Enhanced to identify conflicting crypto id / domain assignments
Usage Domain Zeroize
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Crypto Express5S as viewed under the CPC

SooSysprog | Help | Logo

= o @ System Management = SCZP501 = Cryptos
Cryptos || Topology
£ Welcome
2 [l system Management 2 T 2) () (&) (| Fitter Lk
= E SCZP5N Select ~ | PCHID # | Crypto ID ~ | Status ~ | State # | Location ~ | Type ~
W Processors O “F nqoa 01 & operating Online Z22B-LG03 Crypto Exprezsss
ﬁ Channelz P )
& cryptos 0 [*& o13c 02 & operating Online Z22B-LG19 Crypto Expressss
' Flash | = 17C 03 (™ Operating Onling Z72B-LG38 Crypto Expressss
000 Parttions & e 04 @ operating Online Z15B-LG03 Crypto Expressss
(17 Custom Grn.u = [ 1 U namn ne I_I i Monlina TAER L2 Crentn Fwnrooo S
- g Max Page Size:|300 Total: 8 Filtered: 8 Selected: 0
E,_ 5E Management 1 L) k
LTl . . o—| -
c'-ﬁu Service Management Tasks: Cryptos o
Tazks Index
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Crypto Express5S as viewed in the LPAR
| swpportBlement T PP e

SooSysprog | Help | Logoff

<& « | Systern Management = SCZP501 = Paritions = AD1 *= Cryptos
Cryptos Topology
B Welcome
= Lt e - i
B[l system management O [ (7] [F) (2] |ef] (&) (] Fiter Tosks v _jj_Views >
= E SCZP50M Select ~ |CryptolD ~ |PCHID # | Status » | State ~ | Type &
W Processors [ = 00 nzoc ™ Operating Online Crypto ExpressSS CCA Coprocessor
ﬁ Channels & i
@ Cryptos I =0 0108 ™ Operating Online Crypto Express5s Accelerator
o= Flazh | E g2 013c ™ Operating Online Crypto ExpressSS CCA Coprocessor
= [0 partiions I = 03 017C [~ Operating Online Crypto Express5S CCA Coprocessor
=l d%"’ . [ [l e 04 a3 = Operating Online Crypto Express5s Accelerator
’ Processors
E CHPDs I & 05 01co ™ Operating Online Crypto Express55 CCA Coprocessor
E FIDs O = 06 01F& ™ Operating Online Crypto ExpressSS CCA Coprocessor
& cryptos O = 07 01FC & operating Onling Crypto Express5S CCA Coprocessor
& A2
d‘E‘.‘: s Max Page Size:|500 Total & Fittered: 8 Selected: 0
AD4
e A0S ¥
2 e ~ | Tasks: Cryptos 6=
T e e e
=] &a (=l
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Crypto ExpressdS on the Crypto Configuration task

Support Element

? Cryptographic Configuration - SCZP501
i~ Cryptographic Information
= | Select Number Status Crypto Serial Number Type Operating mode TKE Commands 3w |
@ 0 Configured YH10DV212327 X5 CCA Coprocessor |IBM Default Denied =
|1 Configured YH10DWV512349 X5 Accelerator IBM Default MNot supported
o |2 Configured YH10DV512334 X5 CCA Coprocessor |IBM Default Denied
C |3 Configured YH10DV312314 X5 CCA Coprocessor |IBM Default Denied
C |4 Configured YH10DV3212335 X5 Accelerator IBM Default Mot supported
C (D Configured YH10DV4Cx424 X5 CCA Coprocessor |IBM Default Denied
C |6 Configured YH10DV51C327 X5 CCA Coprocessor |IBM Default Denied
o f Configured YH10DV512321 X5 CCA Coprocessor |IBM Default Denied
Select a Cryptographic number and then click the task push button. B
View Details_ | | Test RNGICIS | Zeroize | Usage Domain Zeroize | TKE Commands._. | = Crypto Type Configuration. __H
Zeroize Al | Test RNG/CIS on All | UDX Configuration . | = Refresh | Cancel | | Help | —
i ADS ;l;gill?_.rlﬁ Lock Change Management Channel PCHID Assignment
T ADR = Remote Customization Clegnup Discontinuancs

- - - . Recovery Cryvptographic Configuration

; e —— : Operational Customization Cryptegraphic Management
Dizplay Adapter ID

o FCP Configuration

=l 69 (=l

Innotfmdnt (U0 Confimoratinn
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Customize Activation Profiles: SCZP501 : SCZP501 : A01 : Ci

— Dynamic
— Options
— CPISAP
— Partitions

A1E

REER

b=
Lo
ws]

=
()
o

=
=

e
=
ws]

2
m

>
=2

 General
. Processor

— Secunty
— Storage

Options
~ Load

— Crypto

Assigned Domains

F 2 B —SelectAc
Select ~ Index ~ Control ~ Egjgelectﬂc
s |0 v Remove
j B
— Table Acl
Assigned Cryptos Select All
Deselect All
L Z1 12 1B | |Egit Sort
Select ~ Number ~ Candid| Clear All Sor
B |0 Configure Ct
= |1 J
B |2 J
B (3 J
m 4 J

-

Cancel| Save| Copy Profile

Paste Profile

Afttention: You must install the 'IBM CP As:
(CPACF) feature if a cryptographic candid;
Otherwise, some functions of Integrated C ok | Cancel \ Help |

Add Domains - SCZP501

Choose an assignment for the selected domains.

Unassigned Domains

B B % 2l 5 (e (@

- Select Action — -

Select ~ Index ~

73
74
75
76
77
78
79
a0
81
82
83

5 o

84

1 [.m |

Domain type:
@ Control
) Control and Usage

Assign Profile | Help |

ITSO-52
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Change LPAR Crypto controls

Change LPAR Cryptographic Controls <]
Change LPAR Cryptographic Controls: LP01 (Inactive) - LP01

Assigned domains

52 # [———SelectActiun———

¥

Select ~ Index ~ Control ~ Usage ~

O |15 v v @

L] 16 s s

L] 17 v v H

L] 18 s s

L] 19 v v
Assigned cryptos

F| |2 |# | -- Select Action --- ”

Select ~ Mumber ~| Candidate ~|Cnline ~
| 0 "y o

Attention: You must install the 'IEM CP Assist for Cryptographic Functions'
(CPACF) feature if a cryptographic candidate is selected from the list box.
Otherwise. some functions of Integrated Cryptographic Service Facility (ICSF) may fail.

| Save to Profiles | | Reset | Cancel | Help |
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View LPAR Crypto controls — no conflicts identified

o View LPAR Cryptographic Controls - SCZP501
¥ /
summ Conflicts \
Installed Crypto Express5S: 00 01 02 03 04 05 06 07 ADA This function displays a list of
: i " the inactive partitions that will
Cryptographic Candidates AOB _ _ )

Wp_ _g P _ : create conflicts with activated
Partition Active Crypto Numbers Conflicts AOC partitions if they become
ADA  Yes | aop activated. The inactive
ADB  Yes 0 . partitions listed could be in
igg ies conflict with other inactive

es " ) L
: partitions in the list if they
:g; ies = BT L n0a become activated
es il
AD4
Usage Domain Indexes
Partition Active Indexes Conflicts A06
A{]A YE'S View LPAR C{pfixts
AOB Yes *'.EI_';_| Confcts: ADT n
A{]C’ YE‘S ;:ry.ptp nuﬂ'tn.rr:...n. conllict-T
,A,{]D YE'S Usaps domaing in canfa
Conflicts
A{]‘I YEIS 1 Partition | Cryplo Mumber Domain index
AD2 Yes A 7 0
||[Aosa| | Help |
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Increase in supported LCSSs

Number of supported LCSSes is increasing to 6

In order to support the increase in the number of customer partitions, the
number of supported LCSSes had to be increased.

The system is limited to 15 partitions per LCSS (LCSS 5 = 10 LPARS)
Each partition has access to 1 LCSS
Partitions increasing from 60 customer partitions to 85

Number of supported Coupling Channels is increasing to 256
CS5s + ICPs + CIBs channels

Before z13, maximum number of permitted coupling channels was 128

Several customers are already approaching this limit

With the introduction of the ICA SR (Integrated Coupling Adapter) channels,
the limitation of 128 coupling channels is inadequate for z13

No change to the current support of 128 channels per CF partition
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SAN Explorer for FCP (Fiber Channel Protocol)

Enhances channel problem determination abilities
FCP only
No active operating system required
SAN discovery performed by

New option “SAN Explorer” under the SE Channel Problem
Determination task

Data provided:

Device number, WWPN, assigned FC-ID

All the remote ports available to this initiators zone
Inquiry information and or RNID data

For each remote N-Port the Report LUN'’s data
LESB

Test Unit Ready response

Echo

FC trace route and FC Ping
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SAN Explorer for FCP - Devices

ﬂsj SAN Explorer - PCHID0514 [i]
CSS.CHPID: 0.8A PCHID: 0514
Partition ID: 0 MIF image ID: 1
\DNPIV: Disabled Physical port WWPN: CO05076FFFC005141  Physical port FC-ID: E10400
evices
BE % % |F |2 #M | - SelectAction — ~ ~ | Filter
Select ~ Device Number ~ World Wide Port Name ~ FC-ID ~
@ 5140 CO05076FFFC005141 E10400
p 5141 C05076FFFC005141 E10400
5142 CO5076FFFC005141 E10400
5143 C05076FFFC005141 E10400
5144 C0O5076FFFC005141 E10400
5145 CO5076FFFC005141 E10400
5146 CO5076FFFC005141 E10400
5147 CO5076FFFC005141 E10400
5148 CO5076FFFC005141 E10400
5149 C05076FFFC005141 E10400
S514A CO5076FFFC005141 E10400
514B C05076FFFC005141 E10400
514C CO5076FFFC005141 E10400
514D C05076FFFC005141 E10400
514E C0O5076FFFC005141 E10400
214F CO05076FFFC005141 E10400
Page 1 of 1 Total: 16 Filtered: 16 Displayed: 16
Close | Refresh |

ITSO-57
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SAN Explorer for FCP — Zone Data

International Technical Support Organization Global Content Services

‘ B~ SAN Explorer - Zone Data - PCHID0514

Flaea | | Dafrach |

75

75
75
75
75
75
75

02

CSS.CHPID: 0.8A PCHID: 0514
Partition ID: 0 MIF image ID: 1
NPIV: -\Disabled Physical WWPN: C05076FFFC005141 Physical FCID: E10400
Device number:® 514C Logical WWPN: CO05076FFFC005141  Logical FCID: E10400
Zones
B Y P F @ ™| - Select Action — ~ ~| Filter
Select ~ |\World Wide Port Name ~ |FC-ID ~ Manufacturer ~ Type/Model ~ |Sequence number ~ Plant ~
@ C05076FFFC005141 E10400
5005076304014739 E36100 IBM 002107/922  0000000CLTZ1
50000972C00B411C E37800
50060E8005430E5E E39800
50050763081386D0 E3A600 IBM 002107/951  0000000LX521
500507630813C6D0 E3A700 IBM 002107/951  0000000LX521
50050763081806D0 E3A800 IBM 002107/951  0000000LX521
50050763081846D0 E3AS00 IBM 002107/951  0000000LX521
50050763081886D0 E3AAQ00 IBM 002107/951  0000000LX521
500507630818C6D0 E3ABOO IBM 002107/951  0000000LX521
CO05076FFFC005351 E3D700 IBM 002827/H20 000000057488
® 5005076801404DAA E3E000
Page 1 of 1 Total: 12 Filtered: 12 Displayed: 12

Tag ~

00M

0232
0233
0300
0301
0302
0303

FooB

World Wide Node Name ~ | Symbolic Port Name ~

5005076400C57488

5005076304FFC739

50000972C00B4000

50060E8005430E5E
5005076308FFC6D0
5005076308FFCED0
5005076308FFC6D0
5005076308FFCED0
5005076308FFC6D0
5005076308FFC6ED0

5005076400C57488

5005076801004DAA

IBM 2827
020000000574
88 PCHID: 0514

SYMMETRIX::0001949
00720::SAF- 8eA::F
C::5876_251::EMUL
B8OF0000 40E32A8B
94555C 09.03.13 09
369

IBM 2827
020000000574
88 PCHID: 0535

m
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SAN Explorer for FCP — Remote N_Port - LUNs

QSJ SAN Explorer - Remote N_Port - PCHID0514 I
Local Port

CSS.CHPID: 0.8A PCHID: 0514

Partition ID: 0 MIF image 1D: 1

NPIV: Disabled Physical WWPN: CO05076FFFC005141 Physical FCID: E10400

Device number: 5140 Logical WWPN: C05076FFFC005141 Logical FCID: E10400
Remote Port

WWPN:  5005076304014739 FCID: E36100 Symbolic port name:

Link
MNode | Error
ID Status

m

LUNs

B % ¥ § & @ - Select Action — ~ ~ | Filter

Select ~ |LUN ~ |
3 4010409000000000
4010409100000000 =
4010409200000000
4010409300000000
@) 4010409400000000
® 4010409500000000
@ 4010409600000000
® 4010409700000000
(@) 4010409800000000
@ 4010409900000000
® 4010409A00000000 |
® 4010409B00000000
@ 4010409C00000000
(@) 4010409D00000000
(@) 4010409E00000000
@ 4010409F00000000 =

00
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SAN Explorer for FCP — Remote N_Port — Node ID

‘ 9.56.194.241:8080/hmc/wcl/Tadl

@9 SAN Explorer - Remote N_Port - PCHID0514
Local Port
CSS.CHPID: 0.8A PCHID: 0514
Partition ID: 0 MIF image ID: 1
NPIV: Disabled Physical WWPN: C05076FFFC005141 Physical FCID: E10400
Device number: 5140 Logical WWPN: CO05076FFFC005141 Logical FCID: E10400
Remote Port
WWPN: 5005076304014739 FCID: E36100 Symbolic port name:
; Link
Node || Error
LUNs | ID Status
World Wide Node Name: 5005076304FFC739 Node status: Valid
Flag/Parm: 00410100 Type/Model: 002107/922
Manufacturer: IBM Plant: 75
Sequence number: 0000000CLTZ1 Tag: 0011

Close | Refresh |
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SAN Explorer for FCP — LUN Details

Remote Port

WWPN: 5005076304014739 FCID: E36100 Symbolic Port Name:
Logical Unit

LUN: 4010409000000000 UUID:

Unit Extended Read
Inquiry Ready Inquiry Capacity

Standard Inquiry:

PQual=0 Device_type=0 RMB=0 Version=0x5 [SPC-3]
[AERC=0] NormACA=1 HiSup=1 Response_data_format=2
SCCS=0 ACC=0 TPGS=1 3PC=0 Protect=0

[BQue=0] EncServ=0 VS=0 MultiP=1 [MChngr=0] Addr16=0
[RelAdr=0] WBUS16=0 SYNC=0 [Linked=0] CmdQue=1

[»

Peripheral Device Type: disk
Vendor Identification: IBM
Product Identification: 2107900
Product Revision Level: 36.5

Raw Inquriy Data:

0000: 00000532 9F101002 49424D20 20202020

0010: 32313037 39303020 20202020 20202020

0020: 33362E35 3735434C 545A3131 30393020 -
0030: 20202020 20202020 00600DA0 0AOQ00300

'W,—J SAN EXplorer - LUN Details - PCHIDUST4 | =
Local Port I
CSS.CHPID: 0.8A PCHID: 0514
Partition I1D: 0 MIF image 1D: 1
NPIV: Disabled Physical WWPN: C05076FFFC005141 Physical FCID: E10400
Device number: 5140 Logical WWPN: CO5076FFFC005141 Logical FCID: E10400

Ll

Close | Refresh |

ITSO-61 © 2015 IBM Corporation

@ Redbooks. Workshop



IBM Inside Sales International Technical Support Organization Global Content Services E =53

SR-IOV for 10 Gbps RoCE

= RoCE

- Shareable by up to 31 LPARs

» Shared using SR/IOV framework
* Up to 31 Function IDs (FIDs) per PCHID
»These FIDs can be assigned to customer LPAR
— More on FIDs

» FIDs => unique across the CPC
* FIDs => can be configured to only on LPAR at a time
»CSS.CHPIDs can be configured to multiple LPARs

- Sample IOCDS

* Function FID=B2,PCHID=5F8,VF=1,PART=((VMALT1),(VMALT1,VMALT2))
« Function FID=B3,PCHID=5F8,VF=2,PART=((VMALT1),(VMALT1,VMALT2))
* Function FID=B4,PCHID=5F8,VF=3,PART=((VMALT1),(VMALT1,VMALT2))

— Notes on Sample

» FIDs can be configured to VMALT1 or VMALT2
» Currently configured to VMALT1
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SR-I0V for 10 Gbps RoCE

S32: Primary Support Element Workplace (Version 2.13.0)

| Help | Logoff

& et System Management = 532 > Channels
Channek Topolegy
B Welcome
2 [§ system Management D (% ) [£F] (2] (2] [F] (=] Fiter Ve TGt
= sa Sakct ~ |PCHID ~ | IDs ~ | status ~ |Sate  ~ | Swapped ~ | Cage-Siot-Jack ~ | Type ~
‘ leﬂ]l_\s [ 1 ﬂ::: oo Y NOLOETIED FEEETYeEd f o'W Fl g B W W ) ) O LAPTESS O IEI
= channek [T oo & not defined Resarved AD6B-LGO7- OSA-Exprassss
a e [ |Zioies € Not definad Resarved ADEE-LGOE- EDC Express
= Flash
000 Partiions r  osc € Not defined Resarved ACEE-D109- FICON
o &3 ot dsfinad Resarved ACSE-Deos- FICON
T+ Custom Groups - _ =
[ s O1ED 0.E1 &l Defintion error Online ADsB-D1 30- FICON Express1a5
B sE management 1 il olEl 0.F1 & Definition error Onlina ADBE-D230- FICOM Express165
:':E. Service Management [7] ;,::: O1E4 0.12 [} Operating Onling ACEE-LG31- -1 OSA-Exprass4s
Tasks Index L [0 ;: o1Es 0.2z (o Oiperating Online ADEE-LG 32 OSA-Exprassss
[T ;,::: o1Fo 0.32 el Oiperating Onling ADEE-LG 25 OSA-Express4s
[ i O1F4 0.42 & operating Online ADEE-LGas OSA-Exprossas
[ pote O1FC 0011 0012 (™ Operating Onling ADSE-LG 38- 105bE RoCE Express
Max Page Size:| 500 Total: 44 Filtered: 44 Selected: O
]
Tasks: Channels &
« Two shared FIDs
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Monitors Dashboard Complete Functionality

Monitors Dashboard

Introduced for z196 as new and improved display of system activity
For z13 drop support for classic SAD and SAD Profiles

Tasks can still be launched for older systems
Monitors Dashboard enhanced

Logical partition activity by processor type

New fields for z13 system only
Processor activity by keys

Supervisor state and problem state for each key
New panel for z13 system only
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Launching Classic SAD and Profiles
Monitors Dashboard
Pause Display  OpenViorkloads Report  Open Network Monitors Dashboard
() overview
-
% A A | — SelectAction — w | ¥ Filter )
. . . | Machine Type - | Processor Usage o | Vo Usage . | Power Consumption | Ambient Temperature
seest J”’“’ JT“’“ Jm - Jm Jw-l J{Wﬂ{BMIl J{“G]{“Fj J
« SAD 7 R: CPC  2817-WI5 | 1 0 P 10598 36162 235 743
[ s CPC  2985-N10 0 0 4079 13918 281 8258
Pagefof 1 ‘ ‘ Max Page Sa=:[100 | |Tma|:2 Fitersd: 2 Displayed: 2 Selected: 0

() Details

.zEC12——*®m & A [ +——— SAD Profiles
«z13 _ﬂm

"N

« Detailed Settings for Monitors Dashboard
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Logical partition activity by processor type

= z13 only

Logical Partitions

—Select Adtion —  w ¥ | Filter

Select A Name A | All Processor Usage(l:)

oot N

T |
7w N
Page 1of 1

All

ITSO-66

| CP Processor Usage(lt) 4 | IFL Processor Usage(%) 4 | |GF Processor Usage(™)

2 0 o
5 (O | 5
» N 2 0

Total: 3 Fittered: 3 Displayed: 2 Selected: 0

IFL

Max Page Size: [ 100

CP ICF

© 2015 IBM Corporation
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Processor activity by keys

ITSO-67

FE Processor Usage by Key - $32:|IFP48

Key Total Usage (%) Supervisor State Usage (%) Problem State Usage (%)

g |2 1
1 0 0
2 0 0
3 |0 0
4 0 0
5 |0 0
6 0 0
7 0 0
g 1 1
9 0 0
A 0 0
B 0 0
C 0 0
D 0 0
E 0 0
F 0 0
Total: 16

Close | Help |

© 2015 IBM Corporation
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HMC Data Replication Overview

Data replication...
Is an HMC task and underlying communication framework

Allows the exchange of configuration data between linked machines

‘customer information’
'user profile data'
etc
Can be disabled preventing this exchange

Exchanges of data (inbound and outbound) are logged
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z13 - Versioning Implications

= Data Replication versioning introduced for different data types

= |f Data Replication used:

— All HMCs to be included in DataRep must be upgraded to HMC 2.13.0 level !!!

» No data will be replicated if not at 2.13.0
— Prior to 2.13.0, can have mixed HMC levels

— Future 2.13.0 plus levels can also have mixed levels

« Only if versioning changed, would need to update to certain HMC levels
» Expect this to be somewhat an exception

= General recommendation to upgrade HMCs to newest

— With understanding of potential change to HMC hardware in some cases

If there are plans to use the HMC Customizable Data Replication
facility, customer is aware that all HMCs in the group must be at
the same HMC Version.

(V1.n.nto V1.n.n -or- V2.n.n to V2.n.n)
Business as usual, on z990 or higher, but this facility is not

available for the Primary and Alternate Ensemble HMCs when
using Unified Resource Manager.
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HMC Data Replication on z13

If there are plans to use the HMC Customizable Data Replication Facility on z13, all
participating HMCs must be at Driver 22

Not available for the Primary and Alternate Ensemble HMCs when using Unified Resource Manager
since they use mirroring

The Customizable Data Replication service provides the ability to configure a set of
Hardware Management Consoles to automatically replicate any changes to certain
types of data so that the configured set of Hardware Management Consoles
automatically keep this data synchronized without manual intervention

The following types of data can be configured:
Acceptable Status Settings

Associated Activation Profiles
Customer Information Data
Group Data

Monitor System Events Data
Object Locking Data
Outbound Connectivity Data
Remote Service Data

User Profile Data
Can be disabled if desired.
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HMC Data Replication — You decide

‘@éa Configure Data Replication i

@ One or more problems exist, Click Status for details,
- Cuslomizable Data Replicalion

(s« Enable _ Disable
Data Source(s) Customizable Data Types

mihtp - Select Data Types |
=
 Delete |

Customer Information Data
— Local Gustomizable Data Change Warnings

Group Data
Remote Service Data

Select the customizable data types that should generate warnings when that type of

data is manually changed on this Hardware Management Console and are also

User Profile Data

Monitor System Events Data
configured to be replicated from one or more data sources. :
Select|DataWaming Types | |

----- Customer Information Data Q

ETEE  EH) S

< )

Group Data

Remote Service Data

User Profile Data

Monitor System Events Data

N o e e

Apply | | Cancel | | Pushto Slaves | _Sync from Master | Status | [ Help |

ol
|
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Other HMC/SE System Support
= Other HMC/SE support for z13:

— More partitions:
+ Max 85 Partitions
» 85 partitions possible with more LCSSes (from 4 to 6) supported
— More Physical Memory: 10 TB
* The partition memory limit
— 10 TB — if no I/O Drawers configured
—1TB —if /O Drawers configured
» Operating systems support varies
—zLINUX-10TB
—z/0S V2.1 +PTFs-4TB
—zINM V6.3 — 1 TB and V6.2 — 256 GB
— CFLPAR-10TB
 Partition memory granularity updated for up to 10 TB
— see next chart
— More Processors: 168 PUs; up to 141 CPs

— zAAP processor type is no longer supported
» zIIP processor assumes workload usage for zAAP
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z13 Storage Granularity

If a user specified origin is defined for a logical partition's central storage,

the origin, initial, and optional reserved (additional) central storage values for the logical partition
must all use at least 2 GB (2048 MB) granularity. It may be larger, refer to the table below.

If a user specified origin is not defined for a logical partition's central storage (system
determined),

following table defines the granularity requirement for the logical partition's initial and optional
reserved central storage values. This is driven off the larger of the initial and reserved values:
(LCSA in the table):

Note: Expanded Storage granularity always 256 MB

Largest Central Storage Amount Specified Storage Granularity Required
(Initial and Reserved)
LCSA <256 GB 512 MB

256 GB < LCSA <512 GB 1,024 MB (1 GB)

512 GB < LCSA =1,024 GB 2,048 MB (2 GB)
1,024 GB < LCSA <2,048 GB 4,096 MB (4 GB)
2,048 GB < LCSA =4,096 GB 8,192 MB (8 GB)
4,096 GB < LCSA <8,192 GB 16,384 MB (16 GB)
8,192 GB < LCSA <10,240 GB 32,768 MB (32 GB)
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IBM zAware Background

» |IBM z Advanced Workload Analysis Reporter (IBM zAware) V1 was
released with zEC12 in September 2012

= Features:

» Cutting edge pattern recognition analytics applied to z/OS Operlog with
minimal impact to z/OS workloads

—Helps diagnose problems while they are occurring in near real time
—Heightens awareness of small problems before they become big problems

—Reduces mean time to recovery

= A browser based view which can show the entire z/OS footprints in one
window

IBM zAware is a chargeable feature
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IBM zAware Background - cont...

» |IBM zAware monitors z/OS OPERLOG messages including all z/OS
console messages, ISV and application generated messages

—Reports on 10 minute intervals
— Updated every 2 minutes

—Uses 90 days baseline (customizable)

— Detects anomalies monitoring systems miss:
» Messages may be suppressed or rare
» Messages may indicate a trend

— XML Output is consumable through published API
— IBM Products
— ISV products
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IBM zAware Version 1

zEC12/zBC12 IBM zAware host IBM zAware monitored client
z/OS z/OS
IBM zAware
Web GUI to
monitor results

»|dentify unusual system behavior of zOS images
»Proactively surface anomalies in z/OS operlog
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IBM zAware V2.0 - Analyze Linux on z Systems

Rar

z13 IBM zAware host IBM zAware monitored client

Linux Linux on || Linux on
onz z z
IBM Systems Systems || Systems
zAware
Host
Partition
IBM zAware
Web GUI to

monitor results

|dentify unusual system behavior of Linux on z System images
»*Monitors syslog* from guest or native image in real time
*"Improved analytics for z/0OS message logs

»Upgraded internal database for improved RAS

»Completely rewritten Ul, including heat map views
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What's New in IBM zAware for z13 ?

* Linux on z Systems system logs (syslogd) can now be analyzed by
IBM zAware

» Upgraded analytics engine for better results on z/OS analysis
» Upgraded internal database for improved RAS

» Completely rewritten Ul, including heat map views
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IBM zAware support for z/OS and Linux on z Systems
IBM zAware Partition

Shipped as firmware with z13

View Control IBM

IBM zAware zAware-specific

results knobs
zAware GUI

..... .

rsscrm— 1 213 Host 1 zServer Host 2

e ems

Persistent
Storage

| LPAR
[ HiperSockets ™ ' HiperSockets ™

Manage IBM zAware ~OSA (for data from other OSA (for data from other
Firmware partition ﬁ servers

(similar to CF)

Linux on z Systems system logs can now be analyzed by IBM zAware
» Upgraded analytics engine for better results on z/OS analysis

» Upgraded internal database for improved RAS

= Completely rewritten Ul, including heat map views
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Linux on z Systems versus z/OS Analysis

» The number of Linux on z Systems systems connected to IBM zAware is
expected to be far greater than the number of z/OS systems

—As such, we have created the concept of “Model Groups” for Linux on z
Systems

—This allows multiple systems to contribute to the generation of a single model
» User defined groups can model running similar types of workload (e.g. WebServer,
App Servers)

—Also can allow for analysis to be done on a system as soon as it connects to

IBM zAware as it can use its group model
« Dynamic activation and deactivation is common on Linux on z Systems
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Linux on z Systems Analytic Features

» For z/OS support, a model of “what’s normal” is created for each z/OS system

= For Linux on z Systems, multiple systems can be grouped into a combined ‘model group’

» This allows multiple systems with similar operational characteristics to contribute to the
generation of a single model

= User defined groups can model systems running similar types of workload (e.g. webserver,
app servers)

— By workload (e.g. one for all web servers, one for all databases, etc.)
— By ‘solution’ (e.g. one model for your Cloud)
— By VM host

= Dynamic activation and deactivation of an image, common on Linux, is automatically
recognized and the Model Group support allows for analysis to be done for a system as
soon as it connects to IBM zAware, since it can use its group model

= ‘Model groups’ must be defined by the IBM zAware admin using hostname wildcards
— Assumes well-defined Linux host naming conventions
— As systems connect to IBM zAware, the model group is automatically determined
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IBM zAware — V 2.0 improvements

= Analytics engine, developed by IBM Research in Haifa has been upgraded
— This was a requirement to analyze Linux on z Systems
— This should improve anomaly detection and reduce false positive for z/OS

= The internal data base has been upgraded for this release
— The new data base is much more robust

Improved usability and GUI functional enhancements address many customer requirements
— enhanced filtering, visualization, better use of GUI real estate,
— improved Ul navigation
— display local time in addition to UTC time

= New improved GUIs are based on IBM One Ul guidelines

= Heat map display provides a high level consolidated and aggregated view and with ability to
drill down to detail views

— z/OS grouped by sysplex, Linux grouped by model group
— Scores presented at the hour level
— Quickly get to all systems in a specific group
— See the interval summaries per system with the Bar Score view
— Detailed messages and scores in the Interval view
= Expanded browser support with Firefox 31 and IE 9,10,11
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Analysis mlyma
Mobfics
Dite (UTE)
[T I_-Clr_‘.-:ltla.' 8, 2010}
?_:' ' I | =
Mo fllter applied
System group Type
MEL155HB SYSPLEX
LINUX MODEL_GROUP
LOGPLEX SYSPLEX
MYPLEX SYSPLEX
TESTPLEX MODEL_GROUP
NEWPLEX SYSPLEX
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IBM zAware Enhanced User Interface

Anatyals Source

& b Charge Souice
All monitored groups
Actlong = Zoom; 24hrs = | View Heal Map
74 Houir Peak
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Heat Map — All Systems in a group
= Ul with Drill down system list (ModelGroup)

Firefox * | B Analysis - IBM zAware oF

IBM zAware admin (@)

Analysis

Analysis
MNetifical
Dats (UTG): Analysis Sourcs:
[¢= <= | Cectober11,z2010 e (=] | Change Source [E, Previous Group Selection
All systems in MEL15SHB
Bl Wk B | &= Actions = Toom:24 hrs = | View: HeatMap Table Filter IS
No filter applied
System group System 24 Hour Peak Peak Anomaly Score Per Hour
1] 1 2 3 7 8 8 10« | 11 | 12 | 13 15 16 17 18 20 21 | 22 | 23
MEL15SHE MEL15SHB.OSIt -ﬁag.u 84.2 692 .
MEL15SHE MEL15SHB.OSI2 100 100 FRNB75 572 .n4a .ua? .ms

MEL155HE MEL15SHBOSE1 £

=
MEL15SHE MEL15SHB.CSE2 ?4.5 %?n;s 80.2 80.7 79.1 ﬁ...ﬁ

- Details MEL1sSHE.OSI

Timeline 1 1 1 1 1 | [ | 1 1 1
(UTC) 0 1 2 3 4 5 7 g
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Interval view with interval detail, UTC and local time
= Ul with Bar score view of sysplex

Firefox * | Bl Analysis - IBM zAware ap

IBM zAware

Analysis

MNotifications | New

Systems

Administration

ITSO-86

admin - ® -

Analysis

The System Ancmaly Scores graph shows message analysis data for each syste m in ten minute intervals. Fore ach interval, the bar he ight indicates the number of unique messages and the bar
color reflects the co mmenality of the messages oceurring during that interval. Click on an interval bar to access detailed message information. To view messaging analyses from otherdays, use

the date selector. To customize which systems are shown in the graph, click the Change Source bution.

Date (UTC): Analysis Source:
H(::n it} October 11, 2010 ] =1 C:>" Change Source E, Previous Group Selection
All systems in MEL155HB

Interval Anomaly Scores by System

5= Actions Zoom: 24 hrs ~ View: Analysis Graph Filter =+

B | 3 | 8

No filter applied

System +  Type Anomaly Scores

MEL15SHB.OSE1 =08
(UTC-4)

MEL15SHB.OSEE =05
(UTC +5)

MEL155HB.OSI1 2105
(UTC +4)

Time (UTC): 10:50 -- 11:00

Ti UTC +4): 14:50 -- 15:00
MEL15SHB.OSI2 208 o
(UTC -4:30) : } 1 Unique Msqg kds: B0
- o Anomaly Score; 101.0
Timeline (UTC) g 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 ]
4] 1 2 3 4 5 B 7 8 ) 10 11 12 13 14 15 16 17 18 19 20 21 22 23
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= Sizing CP or IFL requirements
— See the IBM z Advanced Workload Analysis Reporter (IBM zAware) Guide,
SC27-2623
» Updated for IFL and Linux on z Systems and for z/OS
» Capacity recommendations expected by February 25, 2015
 |FL/Linux on z Systems exploitation is planned for June 26, 2014

= The IBM zAware requirements for z/OS:
— CP(s) or IFL(s) - shared or dedicated.
— Network - Hipersockets and/or OSA - shared or dedicated
— Logical Partition & related memory
— Disk Storage. Start with ~500 GB of ECKD disk for IBM zAware to use.
—z/0OS V1.13 plus PTFs on all monitored clients
— IBM recommends ninety days historical formatted operlog or archived syslog
data to prime IBM zAware. There is a sample job that can be run that will allow
you to take historical operlog data to prime IBM zAware.
— Parmlib settings
— Monitored images in a single-system sysplex (monoplex), a multisystem sysplex,
or a member of a Parallel Sysplex®.
— A browser to use the GUI.
» Mozilla Firefox 24 and 31
» Microsoft Windows Internet Explorer 9, 10 and 11
— At least one OSA port (OSD or OSX) for connection from remote monitored
client systems to the IBM zAware LPAR.
* Only port-0 can be used today.
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CoD Offerings

On-line Permanent Upgrade
Permanent upgrade performed by customer (previously referred to Customer Initiated Upgrade -
ClU)
Capacity Backup (CBU)
For disaster recovery
Concurrently add CPs, IFLs, ICFs, zAAPs (not available on z13), zlIPs, SAPs
Pre-paid
Capacity for Planned Event (CPE)
To replace capacity for short term lost within the enterprise due to a planned event such as a facility
upgrade or system relocation
Predefined capacity for a fixed period of time (3 days)
Pre-paid
On/Off Capacity on Demand (On/Off CoD)
Production Capacity
Supported through software offering — Capacity Provisioning Manager (CPM)
Payment:

Post-paid or Pre-paid by purchase of capacity tokens
Post-paid with unlimited capacity usage
On/Off CoD records and capacity tokens configured on Resource Link

Customer Initiated Upgrade (CIU)
Process/tool for ordering temporary and permanent upgrades via Resource Link

Permanent upgrade support:

Un-assignment of currently active capacity
Reactivation of unassigned capacity
Purchase of all PU types physically available but not already characterized
Purchase of installed but not owned memory
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z13 Basics of Capacity on Demand (zEC12 function unchan_g_é_d)

Upgrade to z13: Installed On Demand records: zAAPs are converted to zIIPs and the record is migrated staged.
Upgrade to z13: Staged On Demand records: Records with zAAPs are rejected. Others are migrated staged.

Capacity on Demand

Permanent Upgrade (CIU)

Replacement Capacity

Temporary Upgrade

Billable Capacity

(On/Off CoD)
Capacity Backup Capacity for Planned Event
(CBU) (CPE) .
Pre-paid Post-paid

Using pre-paid On/Off CoD with tokens On/Off CoD with tokens
unass!?ned 4 No expiration 180 days expiration
capacity up to the Capacity Capacity
limit of the HWM _MSU % On/Off CoD -MSU %
No expiration - # Engines 180 days expiration - # Engines
Capacity Tokens Capacity Tokens

-MSU % - MSU days - MSU % - MSU days

- # Engines - Engine days - # Engines - Engine days

ITSO-90
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Recap of what is On/Off CoD

On/Off CoD gives customers the ability to enable temporary hardware
capacity by the day:

Turn on additional processing units or Integrated Facilities from the original
configuration when needed

Turn off processing units or Integrated Facilities when the need subsides.

Additional charges only for the days the processing units or Integrated
Facilities are turned on.

On/Off CoD helps customers plan for short-term growth.

It also helps accommodate unplanned short-term growth driven by temporary
processing requirements (such as seasonal activity, period-end
requirements, or special promotions).
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Introduction of IBM Hardware Maintenance for z System
On/Off Capacity Usage

Up to 2013
Hardware Usage & Software License charges in place since introduction of
On/Off CoD

Hardware charges applied based on 24 hour usage windows

Software charges applied on a monthly usage boundary
Option to apply Hardware Maintenance charges deferred

2014 Announcement:
IBM intends to begin charging maintenance for processing capacity activated
through On/Off Capacity on Demand (On/Off CoD), provided the activated
capacity is not under warranty and the machine is under IBM maintenance
services.
Based on 24 hour usage window similar to Hardware

Usage data captured via Resourcelink

Billing performed by local country Customer Fulfillment
Billed monthly in arrears

Considered to be a price change event

No sale required, current contract language enables billing

Dates for implementing Maintenance charges - refer to announcement letter for
country or local IBM representative
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z System Capacity Resource Availability by Server

Capacity BackUp

Capacity Upgrade on

Customer Initiated

On/Off Capacity on

Capacity for Planned

SAP)

SAP, Memory*)

SAP, Memory*)

Demand Upgrade — for Demand Event
ordering
Yes (CP only) Yes (CP, I/O, IFL, ICF, Yes (CP, IFL, ICF, No No
z900
Memory) Memory)
7800 Yes (CP only) Yes (CP, I/O, IFL, ICF) Yes (CP, IFL, ICF) No No
2890/z990 Yes (CP only) Yes (CP, I/O, IFL, ICF, Yes (CP, IFL, ICF, Yes (CP, IFL, ICF, No
zAAP, Memory*) zAAP, Memory*) zAAP)
79 Yes (CP, ICF, IFL Yes (CP, I/O, IFL, ICF, Yes (CP, IFL, ICF, Yes (CP, IFL, ICF, No
zAAP, zIIP) zAAP, zIIP, Memory*) zAAP, zIIP, Memory*) ZzAAP, zIIP)
210/2196/z114 |Yes (CP, ICF, IFL Yes (CP, I/O, IFL, ICF, Yes (CP, IFL, ICF, Yes (CP, IFL, ICF, Yes (CP, IFL, ICF,
zAAP, zIIP, SAP) zAAP, zIIP, SAP, zAAP, zIIP, SAP, zAAP, zIIP, SAP) zAAP, zIIP SAP)
ZEC12/zBC12 Memory*) Memory*)
213 Yes (CP, ICF, IFL, zlIP, [Yes (CP, I/O, IFL, ICF, zlIP,|Yes (CP, IFL, ICF, zIIP, Yes (CP, IFL, ICF, zlIP,Yes (CP, IFL, ICF, zIIP,

SAP)

SAP)

* Not supported for some memory upgrades
Note: Upgrades are non-disruptive only where there is sufficient hardware resource available and provided pre-planning has been done
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Security Enhancements — User Management

= Reengineered user related Uls (based on customer feedback)s
— Consolidated user related tasks into a new User Management
Dashboard task
* Replaces the following tasks
» User Profiles
» Customize User Controls
» Password Profiles
» Manage Enterprise Directory Server Definitions
» User Templates
» User ID Patterns
* New “consolidation” views available
» E.g. viewing all tasks and objects permitted for a user

« Existing permissions to replaced tasks, in custom user roles, are
migrated to allow permission to equivalent function within the User
Management Dashboard
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Security Enhancements — User Management (cont.)

= User Enhancements

ITSO-98

Support for associating with a user the custom group in which groupable
resources/objects, created by the user, are put

» The specification of which group to use can be modified by the users
themselves

Support for a user to view their own profile/properties

* e.g. their permitted resources/tasks

Support for all users to be able to change their password before expiration

« Before z13, only users given permission to the “Change Password” task could

» Allows an individual low-privileged user to change their password if they
believe it to be compromised or before it expires

Unique in time ID (UUID) associated with every user

» Helps distinguish between user IDs created with the same name at different
times

» e.g. User “Sally” is deleted and 6 months later a new user “Sally” is created.
» recorded in security and audit logs
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Security Enhancements — User Management (cont.)

= Custom User Role Enhancements

— Permission to custom groups of objects allowed

* e.g. put a subset of “partition” resource objects into a group named
“production partitions” and add the group to a custom user role

* In prior releases, permission to each “partition” resource object had
to be added to a custom user role

— Permission to a class of resources/objects allowed
* e.g. “All partitions”
— Permission to resources/objects and task in the same role allowed

 e.g. putting the “Activate” task and a specific “partition” resource
object in a single custom user role
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Security Enhancements — Security Auditing
= Audit, Security and Console Event Log Enhancements

— Information about the “logged on” user responsible for the entry being
added to the audit log, security log or console event log is recorded
and displayed

* includes:
» user name
» unique non-repeatable ID (UUID) for the user
» what HMC the user logged on
» the session ID associated with the logon
» whether the logon was via the Ul or via Web Services APIs
« Shown on the details of a log entry
— The text of the entries being logged has not been changed

 the “logged on” user information is added to each log entry
alongside the text
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HMC 2.12.1 (Driver 15) - RSF Infrastructure Changes

= Enhanced IBM Support System for RSF (Remote Support Facility) call-
home

— Modernizing IBM support infrastructure for capacity and reliability

— Scope of supported functions in HMC 2.12.1 limited to:
*Problem Management (report, transmit service data, problem close via repair)
*Transmit System Availability Data (scheduled operation)
*Transmit VPD

*Functionally equivalent to traditional IBM Service infrastructure

= Enhanced Infrastructure always attempted first if possible

— Traditional IBM support system used as backup during migration period

= Fix and eBoD (eBusiness on Demand) RSF functionality continues to use
Traditional IBM support system

ITSO-101 © 2015 IBM Corporation @ Redbooks Workshop



IBM Inside Sales International Technical Support Organization Global Content Services S ==

RSF Infrastructure Changes Summary

“Enhanced”, IBM infrastructure
— Outside of initial setup, functionality is equivalent and transparent

Depending on your current installation, there may be changes required to exploit this:

— DNS enablement
— Additional firewall rules

Currently dual support is available, but IBM recommends you make changes to enable this
now.

Full description for RSF setup can be found in:

- SC28-6927-01: zEnterprise System Integrating the Hardware Management
Console’s Broadband Remote Support Facility into your Enterprise
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