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Agenda

* Perspectiva IBM em Seguranca da Informacgao

O que € Enterprise Security Intelligence (ESI) ?

 Posicionamento IBM em ESI/
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1BM BTG Forum
Um novo mundo de oportunidades ..."A Smarter Planet’

Globalizacdo e Recursos
disponiveis globalmente
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Billhdes de aparelhos
moveis acessando a WEB

Acesso a grandes volumes
de informac&o em tempo
real

Novas Possibilida%s
Novas Complexida s

Novas formas de colaboragéo
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A Seguranga da Informagao nos pOSSIbIlIta enderegar

estes rlscos e, aSS|m movar de manelra confiavel .

Adogao segura de novas Protecao das|ldentidades
formas de tecnologia Digitais e Privacidade

Novos modelos de negécio
como outsourcing

Adocio de virtualizag3o e cloud Enderecar a complexidade de gintegridade e Dispgjgfide da @
: - informacgao para tomada de decisdao
computing compliance

em tempo real



Em breve, havera 1

trilhao de dispositivos
conectados no mundo

Gastos de empresas
americanas em
governancga, riscos e
compliance alcancarao

$29.8 bilhoes em 2011
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O custo de vazamento.y'y.
de dados chegou a @
$204 por registro de ::H"!!

h
cliente comprometido i
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Stuxnet

. Ameacas de fora da organizacao ....

2010 - Military
grade op targets
SCADA gear in
Iran

2009 - “Advanced
Persistent Threat” for
industrial espionage

>

Aurora

2000 - Worm + Social
Engineering. Spreads WW in 1
day. ~50M infections, $5.5B in

damage. 2005/6 — Georaqi
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~45M credit / H attacks
1988 - debit cards EStO nia coordinated
first with “real”
Internet
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with Russia

Complexity / Sophistication /
Business Impact / National impact
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° Rogue trading Organizagéo:

— October 5, 2010: French trader guilty over Société Générale
scandal: Jéréme Kerviel jailed after being found guilty of all
charges in trading fraud that cost bank €4.9bn

N ! fBMFarum

« Theft of client records and proprietary trading
systems
— December 11, 2010: Former Goldman Sachs Programmer
Sergey Aleynikov convicted for theft of code from the high-

frequency trading system that generates millions of dollars in
annual profits

* Theft of celebrity phone records

— September 28, 2010: India’s Department of Telecommunications
amended telecom licensing rules for national and international long-
distance operators, to address security concerns on their networks
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« Wiki Leaks )

— July 30, 2010: A US Army private, Bradley Manning, II||;;!‘!
suspected of leaking classified material, including videos Il
and other documents, has been transferred from Kuwait to 4!:!!:”
Marine Corps brig in Quantico
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O que é Enterprise
Security Intelligence ?
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Por que ESI ?
Modelo de Maturidade - Seguranga da Informacao
Gestao de
, : Seguran¢a na Database
Perimetro | Infraestrutura | Identidades . :
Aplicacao Security
e Acessos
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Definicao de intelligence

Intelligence

The new Oxford American Dictionary
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Security Information and Event

Management Defined

Reportmg & Servers

Analys:s
/@

Apphcatlons

IDS/IPS | >

Network
Devices

IVI

Real-time aggregation, Reportmg and historical

Devices

correlation and alerts analysis in support of
in support of incident regulatory compliance,
response and event process improvements
monitoring | and forensics analysis Gartner.
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SIM Indicators (Security Information Management)

Compliance Dashboard

Enterprise Overview Settings
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The ESI concept includes all the capabilities of traditional enterprise security. Scanners and
monitors will continue to detect vulnerabilities (see Figure 1).

Figure 1. Traditional Security Versus Enterprise Security Intelligence

Traditional Security

Scan Apps — Report
Scan Network —p Report
Monitor DBMS ——» Report

Monitor Access ——p Report

Enterprise Security Intelligence

Scan Apps —» |_ Information
Integration, Correlation

Scan Network —p

Monitor DEMS —>

Monitor Access —p

Legend
» "Traditional Security” features
 ESI| additional features

—

i

Report =
el
—p

Intelligent

herquiley = Actions and

Technology

Interaction, Ceorrelation

Source: Gartner (June 2010)

However, ESI| explicitly introduces two new critical elements:

Decisions
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Figure 2. ESI Essentials

Technology Advanced Security
i i High Accuracy
Technology Interaction, Correlation Breadin of Covarage

New Capabilities
Scanners, Monitors P

Real-Time
Autom ated
« Security Detection, Protection
* Providing Input for Information Integration, Correlation

Integrate Security Intelligence
Interact — an explicit deliverable
Correlate Intelligent actions, decisions

Information
Integration, Correlation

IT, CISO, Business Staff

Long-Term Optimal Business Decisions
Information Manual Security and risk management:
* Inquiring Integrated, Correlated Data and Context resource allocation, prioritization

* Profiling, Contextual Assessment based on contextual assessments

Source: Gartner (June 2010)
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O que é ESI ?

 “Technology interaction and correlation: These are
typically automated actions that primarily perform (quasi-)
real-time interaction and correlation between different
security software and hardware, between different
scanners and monitors (for example, [quasi-] real-time
inputting of the results of one type of a scan into another
to more accurately detect vulnerabilities, or dynamic
masking of sensitive data discovered by static masking).”

vy
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Source: Gartner, 2010 H:":”
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« “Information integration and correlation: The
information that scanners and monitors discover will be
Integrated in a repository that will store and retain
information received from static and dynamic feeders;
from information collected in different phases of the
Software life cycle (for example, programming, testing and
operation); from different network layers (for example,
data transport, presentation and application), and from
IAM, network, database and application monitors. This |
information will be available for correlation, interrogation €y
and analytics.” iy
[T

Source: Gartner, 2010 H:":”
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Exemplos de interacao entre tecnologias de Seguranca

SAST e DAST

WAF e DAST

Data Masking, DAM e IAM

SIEM e IAM (IAl)
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Integracao e Correlacao de informacoes de Seguranca

* Repositorios
— Security Information (SIEM)
— Informacao de Contexto (business, compliance, riscos, ...)

* Profiles
— Enterprise Asset Profile (IT-GRCM)

* Policy Engines
— Policy Enforcement
— Priorizacao de Acdes €y
Ily ;;ﬁ
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O gque se espera como resultado do ESI

o Queries substituindo scans
 Queries multidimensionais ao invés de relatorios lineares

* Integracao de informacdes de seguranca e contexto de
negocio

* Advanced Security

» Otimizagao nas decisdes de negocio ﬁ‘i
Il I:ii
(G
[{ [ ||



fBMFarum

Posicionamento IBM em
ESI (Enterprise Security
Intelligence)
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Historico IBM em Seguranca da Informacao (aquisicoes)
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IBM em ESI
 Integracao de tecnologias
 Integracao de informacoes
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Integracao de Tecnologias
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ISS SiteProtector

Integracao de tecnologias: WAF e DAST

% Rational AppScan SiteProtector, Publisher

A Scan Mame: | So: |
SELDLELS AppScan. SEEC R

Publizh Beszults

Publizhing a Crozz-Site_Scripting izzue in AL

hittp: /e altoromutual. comd altoro/bank./customize. azpe [E ntity lang]
Publishing a HTTP_FRezponse_Splitting izsue in AL

bkt A, alboromutual comd alborodbankdcuzstomize. azpe [E ntiby lang)
Publizhing a Unencrepted_Login_ Request izzue in LIRL

btk fwia, alboromutual comd altorodbank.apply. azow [Entity: pazswd]
Publizhing a Crozss-Site_Scripting izsue in AL

btk A A, alboromutual comdalborodbank.Acustomize. azpx
Publizh complete

SitePratector Serer Configuration

Advanced Settings

Hast Marme: _ | Local Configuration kL

Fort: S 1 |

Communication Settings kL

| Test Server | |

Cloze

The extension will display the
publishing results during the
upload. Close the extension
when the publishing is complete
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Integracao de Tecnologias: SAST e DAST

Common ASE Service Account | Help | Support | About | Log Qut

= [EITEET Appscan. Enterprise Edition

Jobs & Reports = Default Folder = Altoro Assessment > Altoro - security assessments > Correlated Security Issues

Correlated Security Issues _—

Last Updated: g/3/2010 10:23:18 PM

Summary Group Search Layout

@ There are 31 issues located on 2 URLs, These issues are correlated with 25 static analysis issues loca

All items

15.3f2 i Apply |

Items 1-25 of 31 Go to page: ..

Action ]
]| * |Dynami.. Testurl | Element ? | static .. | Source File | API | Line |
] o b http:/frevelationfacmehackme ban... uid 9 14 C:\WebTest\Default,aspx.cs System.Web.U... 25
E & 7 http:/frevelationfacmehackme fban... uid 9 2 Ci\WebTest\Default.aspx.cs System.Web.U... 25
| a o http:/frevelationfacmehackme ban..,  uid @ Cr\WebTest\Default.aspx.cs System.Web.U... 25
| 9 = http:/frevelationfacmehackme fban.., uid 8 C:\WwebTest'\Default, aspx.cs System,Web.U... 25
1 a9 7 http:/frevelation facmehackme ban... wuid Denial-of-Service @ so C:\WwebTest\Default.aspx.cs System.Web.U... 25
F] 3 22 http:/frevelation facmehackme ban... uid Direct Access to Adminis... & 41 Cr\WebTest\Default. aspx.cs System.Web,U... 25
Fl 9 22 http:/frevelationfacmehackme ban... wuid Format String Remote ... &3 5% Ci\WebTest\Default, aspx. cs Systern.Web.U,.. 25
E i 1 http:/frevelationfacmehackme ban... uid HTML Comments Sensiti... &8 270 Ci\WwebTest\Default.aspx. cs System.Web,U... 25
E] 9 1 http:/frevelationfacmehackme ban... uid Inadequate AccountLoc... &3 35 Ci\WebTest\Default, aspx.cs System.Web.U... 25
E o4 http:/frevelationfacmehackme fdefa, .. uid Information Leakage an.., & 222 Ci\WebTest\Default.aspx.cs Systemn.Web.U,.. 25
| » 15 http:/frevelation facmehackme fban...  wid Information Leakage an... & 222 Cr\WebTest\Default.aspx.cs System.Web.U... 25
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Integracao de Tecnologias: Data Masking, DAM e IAM

Médicos precisam ver

informagoes sobre CPF & tel. Nao sao bloqueados

sintomas mas nio — Area financeira precisa ver

informacoes pessoais isso,mas nao os sintomas
Paciente: Maria Jos{ Patient: Maria José
CPF: §i*ga, CPF: 517.123.456-1

Tel: 031-3343-1189

Tel:

... Sinais associados e ... Sinais associados e
sintomas incluem dores, sintomas incluem

febre.. @

lI! ':ii
&
Visao do médico Visao da area financeira
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Integracao de Tecnologias: IAM e SIEM (lAl) u

Tivoli-lIAM Tivoli- SIEM

Compliance
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5

Gap Analysis

should occur




A" adicdno

I1:10) Security [Z101]

Integracao de Informacgoes
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Cybersecurity in Depth: o
Required Capabilities orum

Governance, Risk and Compliance Management

COP* / Situational Awareness / Compliance Reporting

Enterprise IT Infrastructure & Operational Management

Application Messaging / Endpoints

Network
Web (Servers, Z, PCs,
s / Database Collaboratio Mobi, and (Routers,
Middleware

. sw itches)
n purpose-built)

Maintaining a Trusted Infrastructure

Foundational Capabilities
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([Tl
Discover & Manage oo Ensure I I:il
; er Compliance
Categorize Establish & = : P
Information

Defense: =
Manage e Counter « Apps Provide
Enterprise & Insider Threats « Network Physical
Federated *Manage

N -Servers Security
dentitie Privileged IDs -Endpoints

Assets

Il
with Policy (V)
|liml||

* Common Operational Picture
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Another View: 1BM [T Forum
Standards Based Maturity Models

Enterprise IT Infrastructure & Operational Management

S Messaging / Endpoints
Appllcatlon Web (Servers, Z, PCs, Network
s/ Database

Collaboratio Mobile, and Ihelises,

Middleware 0 ourpose-buil) switches)

Maintaining a Trusted Infrastructure

ISO Foundational Controls

Risk
Assessment
& Treatment

Human Physical /
. . Resources Environmental
Security Organization Asset Security Security
Policy of Information Management |

Security . @,

Access / Incident /
Comm & Ops Management Acquisition, Management e Compliance
Management Development Continuity

& Maintenance



The future (closer than you may think * sicic
automating security & resilience

.'EMFarum

Governance, Risk and Compliance Management

Advanced
Analytics:

Sense &
Respond

sautonomic
attack pattern
recognition

Composite COP (Multi-Environment)

Cyber
Defense:

- acts on

*machine and
network speed

Application
» deep packet s/

Middleware

inspection

Database

Enterprise IT Infrastructure & Operational Management

Messaging / Endpoints
Web (Servers, Z, PCs,

Collaboratio Mobile, and
n purpose-built)

Network

(Routers,
switches)

intelligence
from
advanced
analytics

Enables
automatic re-

*enables
“intuitive
situational
awareness”

Discover &

Categorize

Information
Assets

Maintaining a Trusted Infrastructure

Foundational Capabilities

Establish &
Manage
Enterprise &
Federated
Identities

Manage Cyber
Access: Defense:
* Counter * Apps
Insider Threats » Network
*Manage «Servers
Privileged IDs <Endpoints

Provide
Physical
Security

configuration
& re-
provisioning

II

Ensure “: 1
Compliance ""
with Policy || [K ||
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MOCA Purpose — Address Hard engineering

problems for cloud and cyber defense

* MOCA = Mission Oriented Cloud Architecture

—Network awareness

—Situational awareness
—Application and database vulnerability detection

—Network defense
—Cloud management

*Why MOCA? Three reasons: |
—Develop leap ahead technologies 3]
—Work down customer hard engineering problems I

i
—Demo technology innovations

(V)
[{ [ ||



yom - 2010-02-04 U.S. Air Force Selects IBM to Design and Demonstrate Mission-Oriented Cloud Architecture for Cyber Security - United States - Mozilla Firefox
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Press releases
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Press room search
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Related links

| US Air Fofﬁé S.é-le.cts IBM to Design and Demonstrate Mission-

Criented Cloud Architecture for Cyber Security

Cloud model will introduce advanced cyber security and analytics
technologies capable of protecting sensitive national data

4 Pressrelease 4 Contact(s) information
4 Related XML feeds

ARMOMNK, N.Y. - 04 Feb 2010: The U5, Air Force has awarded IBM (NYSE:IEM) a contract to
design and demonstrate a secure cloud computing infrastructure capable of supporing
defense and intelligence networks. The ten-month project will introduce advanced cyber
security and analytics technologies developed by IBM Research inta the cloud architecture.

The project will push the technology boundaries of cloud computing with an infrastructure
design that not only supports large-scale networks, but meets rigorcus security standards and
the government's Infermation Assurance guidelines for all networks. The Air Force's network
manages the aperations of nine major commands, nearly 100 bases, and 700,000 active
military personnel arcund the warld.

Cur goal is to demonstrate how cloud computing can be atool to enable cur Air Force to
manage, monitor and secure the information flowing through our network,” said Lieutenant
General William Lord, Chief Information Officer and Chief, Warfighting Integraticn, for the U5,
Air Force. "We examined the expertise of IBM's commercial performance in cloud computing
and asked them to develop an architecture that could lead to improved pedformance within the
Air Force environment to improve all aperational, analytical and security capabilities.

IBIM researchers, software architects, analics specialists and cyber security experts will wark
with military persannel and other federal agencies to demaonstrate an unprecedented level of
security and network resiliency into the Air Force cloud design. Advanced “stream computing
analytics will be a key design component. This technology, coupled with sensors, manitars and
other detection devices, would enable the Air Force to perpetually analyze the massive
amounts of data flowing throuah its network and get fast, accurate, and actionahle insights
about possible threats, such as cyvber attacks and network, system or application failures,
wihile automatically preventing disruptions.
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Who from IBM is working on MOCA?

* IBM Research

* IBM Security

 Cloud Engagements Group

« CTO Office, US Federal

* GBS Federal

* Analytic Computing Group

*IBM Institute for Advanced Security
- Systems and Technology Group 'fl)"

* IBM Partners & whoever else we need........... H;":“
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Pattern Recognition in Real Time — A Streams 1] Security (S0

Technology

,\

Autonomous

Analytical Modeling Protectlon Events
& Information, ..,

t I
”l--- - :“ - ----------------------'~~ I
EIapsedT ne to Acti ;«:

Analytical Modeling & Infolmation

Real Time Cpraen = o e
Pattern === Security Event r: 3 & i ;‘ alE a2 [
. . = B e 4 - }
Processing sl q_'\,/Imaﬁgﬂt E 4 {
h \ ? l Reports
1 Ad-hoc Queries
-
:‘/ £ 3
1

ATTACK VECTORS ‘

| 1 ||||

| 1L ||||

ATTACK Vector Security Events I II II "
|
|

WAREHOUSE DATAMARTS

DATA INTEGRATION [{ [ ||
OPERATIONAL DATA STORES




4° adicao

IBM’s Security Methodology 1BM EZTTEL] Forum

1BM Security Framework

'SECURITY GOVERANCE, RISK MANAGEMENT
AND COMPLIANCE

@7 PEOPLE AND IDENTITY
0 DATA AND INFORMATION
g APPLICATION AND PROCESS
DANGER @W
r v A ot e et s g
& i Attack NETWORK AWARENESS sl
& § Category
& Hacking
Nation State Cyber Defense
Cyber Attack o : TS : : vEnTS l : Analyst
People I Networks,
- Malware P Data and I Applicationl | [
and . 1 IServers,and1l |
, Information | and Processy | ’ 1 Patterns
Identity 1 y Endpoints |
| snftware 1 == 1 1 ”
Mis Use : 1 software : : : Tivoli. software: l -
InfoSphere
c Cyber 'F";chastsed'v'lad';angﬁf il Rational. IR Iss 1 Strea
e ]
spionage I o Yl I AppScan | 1 ] 1
. A :Identﬂy I = : : :
Deception 1 | 1 1 11 Attack
| I ) ) 1 | Detected Y
Terrorist Use N "
of the Internet Physical
rigger "
E} % ] Hll
-
NETWORK DEFENSE [y
Individual III“l[l
Hacker > 1
DEFENSE “||||"

DEPTH




A" adicdno

I1:10) Security [Z101]
(MOCA) Mission Oriented Cloud Architecture —

Ope rational VieW Enterprise Management

Console
COGNGS
AN [HM COMPANY
DANGER ROE software <& ﬁr{ fﬁﬂ-
& [Eb ‘. Monitoring B Compain
Attack IRK E| :
Category
G] 58] S] Autonomic Attack Pattern Detection
‘am 49 A D IBERaaE ra ok lartbra e K naeaahr Tetenhanl - ot
E%E?j Hacking : | if [Ber?\ﬁurﬂlgomhﬁ:qﬁhnmw Detection) | i | \H
Mation State | i ! [ 1| 1 Cyber Defense
Cy ber Attack | | il g [ LoD i | : "u, Analyst
| TS I VRN TE | aETE aWENTS 3
Malware | _— I , ; | o
| Perimiter | | Identity | | Intrusion Virtualization, Isolation Application |
: Protection :| Management|| Detection Compliance Scanning |
I I Rational. Kl
& Miss Use | | } ' ™IBM Research—"| | [EEEstvere |
Cyber : : | | | | | Trusted Virtual Datacenter I |
Espicnage i  Information Managemen}
| WebSphere. BLINTTY | B software |suftware | | RN software | | aalhiars |
&] Q Deceptinn: Datapower : | Fed ldent Mgr | | 155 | | S-regi:i.l;_.'-mu?'tnfmilu I |
| LA A A
Terrarist Use ' A 1 — |
ofthe Internet | Physical : canee: T et ' s i | s | A
N > Ciberﬂ&meﬂouﬁgﬂhﬂchnn Execution = prd Iy ""
((3] (Automated Re-Provisioning/Re-Configuration M ""
Individual > I II "
Hacker
DEFENSE [frone
DEPTH



A" adicdno

I1:10) Security [Z101]

Solutions

Architecture TSIy

Real-time Results 1 ‘I I
A -,

(Tickets, Monitoring) l | IHH 3 Trends, History
S

]

|

UUMWI|NM|||M§M

Collect Results +
Evidence

InfoSphere

Streams m
W
A w I vy

t———————————ﬂ ‘@I
4 Adapted Analytics Models ||||“|:i
|||||i'

Unsupervised Real-Time Analytics Supervised Learning H:!!:H




Example Botnet Detection Analytics Using IM Components 4*edicto

................... IBM BT~ —m.
INTERNET H
Spas Download | _ .« ] ] : Sﬂ"Wﬂl’E . T E?Ei];ﬁ; i
E Témgoral Anomalies, == ‘== ~ 7 i
o Ewvenl/Destination == = |
Brow se& 0 Cbérrdations, e Er-— i
sosulzd L Partidl periodicity === e g - :

FArAAC '

WD

True Positives’ Human
False Positives annotations

* Analytics and correlation
- Incremental model learning
* Anomaly detection, prediction
- |dentification of suspects
 Detection of known signatures
(S S
[ive | | | _ I 1 | | |
Derived Streams

» Feature extraction
» Data representation
» Raw data preprocessing

» Aggregation, filtering

Unsupervisedi

buiuny |onubwy

Infoé;ib ere
Warehouse
Discriminative
Signature

Extraction

Feature
Diqnnvpry

Temporal Rule
Discovery

N N

Supervised



A" adicdno

Predictive Analysis Dashboard Configuration 1] Security R

/= IBM Cognos Now! Dashboard (im) - dows Internet Explorer

—

@ _7.‘_\v |h’l httDS 7 Saton brm.com o Jrios o dashibcar dfdefault itm Py= 16589058 :é‘ wl[x I-b in

File Edit “ew Favorites Tools Help

L. Favorites  Mewd [BM Cognos MNow! Dashboard (tm)

Reiner (Multiple Roles) J Sign Out; 2

Havigation Tree Info £ ! | Dashboards | DNSQueries-Dashboard Activities. | - =R &y |

Dashboards -

DHSQueries-Chart >

B rxDomain [ totalQueties [ uniqusQueries

= DN5Queries-Dashboard

P>

&7 S

g

Total DNS Queries x Unigue DNS Queries - NX DNS Queries >

150K 10K 30K

T =re (==
- ™ g = ¥ ’
5% / _r’x ~ \
100K / AL 200K 7,500 12.5K 223K 37.5k
f 48 i\ - - £ _

.t ] & /- j {
\§ 9,068 v 2,990 “‘; 10,592
NG o . A\ N

50K 250K 5,000 15K 15K 45K
(L}
‘@I
Suspicious Nodes {<—> C&C IP) . Suspicious Nodes {<—> C&C Domain Name) x Outflow in Octetts -
@ Suspicious Modes ® Suspicious Modes II " I I
' o I
u
B M 138 ""
‘ are Z 6.4 [ BCE 27
| E mrTrrr——
f B | / nzz 4.3 II
-. 8 48 prezarsamed
‘ | / ML 4.2
| -
| i HKR 4.2 Illll"
v | EUl 2.4
| i
i | ok 20,3
2
3
S AR 27

L SRR || sseasian

Last updated: 2010-01-10 22:41:09.659 Tt




A" adicdno

I1:10) Security [Z101]
Analytics driven security intelligence

Moderators: Raj Nagaratnam, CTO IBM Security Solutions , Marc van Zadelhoff, Dir Security Solutions Strategy
Subject Matter Experts: Koos Lodewijkx, IBM Security Strategy Lead
Board Member Participant: Tony Spinelli, Equifax, SVP, Chief Security & Compliance Officer

Abstract

While the high degree of interconnectivity enabled by the Internet has been a driver for the digital
economy, easy accessibility to key enterprise, government, industrial and academic institutions to friend
and foe alike and the absence of adequate, consistent safeguards and security controls has greatly
increased the level of risk to national economic and defense interests, and enterprise assets. While
enterprises and institutions use variety of tools (e.g., intrusion prevention systems, identity and access
management systems) to get a better handle on their security posture, the need exists for technologies
and processes to gain timely insight based on ongoing events and relevant data to make informed
decisions to defend against threats.

This session will facilitate an interactive discussion to understand the emerging threats and risks clients
want to handle by gaining insight of ongoing events and available business information. We will share an;
approach to gain insight on threats and risks at real time, supported by a demonstration a rlsk
dashboard, using analytics technologies, that provide visibility to threats and risks through analytlcal ||"
insight to make timely decisions, and control and automation approaches to take timely action. IBM N
looks forward to solicit feedback to shape our strategy towards gaining threat and security intelligence. " I “

vy



A" adicdno

I1:10) Security [Z101]

Enterprise Security Intelligence

Felipe Penaranda Silva
CISSP, PCIQSA, ITIL-Service Manager

IBM-Security Tiger Team - Latin America
felpenar@br.ibm.com
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