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Agenda  /BMETIT] Forum

« SOC - construir ou contratar? Que aspectos considerar ?

O Portfolio de Servicos MSS da IBM

* Viséo integrada: Portal Virtual-SOC
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SOC - construir ou contratar?

* Preciso estruturar um processo formal para
gerenciamento e monitoramento de minha infraestrutura

de seguranca.

O que fazer?
— Construir a estrutura internamente ou;

— Adquirir o servigo atraves de MSSPs ?
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Que Aspectos Considerar

* build x buy...

— Cobertura 24x7

— Alocacao da Equipe de Seguranca

— Escopo

— Reducao de custos da Infraestrutura tecnoldgica

— Processos Internos estruturados
— Experiéncia em Outsourcing
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Cobertura 24x7

e Ao estabelecer o requisito de monitoramento 24x7,
pretendo:

— Contratar,
» treinar continuamente, manter politicas de retengao, estrutura organizacional

propria, 6 analistas por posto

ou

— Deixar isso tudo a cargo do MSS Provider
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Alocacao da Equipe de Seguranca

* Sua organizagao:

— Possui caréncia de pessoas capacitadas em seguranga da
informacéao ?

— Deseja que os recursos existentes mantenham o foco em

atividades estratégicas (ex, definicdo de politicas de seguranga, avaliagéo
periodica de risco ou investigacao de incidentes internos) ?

A contratacao de um MSSP:

Ira retirar a carga operacional relativa ao gerenciamento e monitoragdo dos componentes de
seguranga dos ombros de sua equipe.

Reduzira os custos relacionados a contratag&o e treinamento.
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« Liberara a equipe de seguranca para atividades de maior valor agregado. ':: ull
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Escopo

 Um tipico MSSP é capaz de ofertar a gestao dos
seguintes processos de seguranca:

— Monitoramento e Gerenciamento remotos

— Recentemente alguns passaram a ofertar guarda de logs e
notificacao de eventos de seguranga — sem gerenciar ou
monitorar.

« Um tipico MSSP NAO oferta:

— Implantacao das correcoes das vulnerabilidades dos equipamentos
nao gerenciados
— Recuperacao dos desastres gerados pelos incidentes. @
1 ull

* Cliente autoriza mudancas em configuracdo dos hilts

dispositivos sob geréncia Hllll”
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Reducao de custos da Infraestrutura tecnologica

« Sem diferenca significativa nos custos relacionados aos
componentes de seguranca.

 Areducao de custo é grande em ferramentas de back-
office:

— trouble-tickets, correlacao de eventos, geradores de relatorios |
portal-web, storage, backup-offline, etc...
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— O MSSP reduz o custo para o cliente final em fungdo da escala €%

e compartilhamento no uso destas ferramentas. I
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Processos Internos estruturados

— Sua organizacao tem o processo de respostas a
incidentes estruturado ?

« Se sim, sera capaz de aproveitar todos os beneficios de um
conhecimento mais rapido e profundo de potenciais
incidentes de seguranca.

 Nao ter este processo estruturado internamente reduz os
beneficios a empresa quanto a contratacao de um MSSP. .,
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Experiéncia em Outsourcing

e QOutsourcing = abrir mao de determinados controles em prol da
eficiéncialeficacia e da expertise oferecida pelo provedor de
servico.

e O Outsourcing de seguranca traz, por vezes, o sentimento de
estar abrindo mao de controles importantes da organizacao.

* Vocé ja tem experiéncia em outsourcing de outras tarefas
operacionais? ex, gerenciamento de redes, servidores —

vy

Q{> entdo sua experiéncia tornara mais simples a tarefa €%

de gerir um outsourcing da infraestrutura de seguranca. il
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Outras importantes consideracoes...

 Atencao!! Nao existe SOC in a BOX (apesar de alguns
fornecedores de produtos SIEM tentarem te convencer disso...)

— SOC é... Pessoas capacitadas + Processos bem definidos e
testados + Tecnologia

— Portanto: Ao comparar custos de MSS versus SOC interno,
pense nisso:
 Infra Tecnoloégica: Produto SIEM + HW + Servigos de
implantacao e customizacao + infra de DR

« Definicdo e implantacdo de processos f)ﬁ
s

« Custos de pessoal: contratacdo + treinamento constante + iy
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Infraestrutura Global Integrada 1BM EXTIELT] Forum
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Portfélio de Servicos MSS

IBMELIT(§] Forum
CPE Managed Security Services Cloud Security Services
! v B A -

Vulnerability
Management Services

'.:Iu
Managed and Monitored '
Firewall Services

Security Event

Managed Secure .
9 Management Services

Web Gateway

Managed IPS and 7 T r : Secure Log Management

IDS Services 1 et 7 ; Services

Managed —— ] IBM ISS X-Force® Threat
UTM Services b oy & Analysis Services

Reagegetecton - .y . Managed E-mail Security
Services for Networks and ' /

Servers Managed Web Security

- Suporte a distintos vendors e equipamentos
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“Full-Services”

CPE Managed Security
Services , Multivendor (IBM, Cisco, Juniper,

Managed and Monitored

Firewall Services

Managed Secure
Web Gateway

Managed IPS and
IDS Services

Managed
UTM Services

Managed Protection
Services for Networks and
Servers

Checkpoint, etc..)

Monitoragao de Eventos

— Sistema Al+Analistas qualificados
+Processos

— Notificagcao de incidentes
- SLAs

Geréncia das Plataformas

— Updates e Patches
— Backup Diario
— Device Health e Disponibilidade

Arquivamento de Logs por até 07
anos

Consultas, relatorios , gréficos;‘g')’f
Sistema de TT, informacgées de )
segurancga no Portal Virtual-SO @ull
Lt

UTL
Servigo 24/7/365 (V)
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* Modelo laaS SaaS
+ Vulnerability Mgmt
Serwce (VMS) =

Internal & External VVulnerability

Assessments 2 ¥ Vulnerability
— Vulnerability Remediation : - - _ Management Services
Workflow -

Security Event
Management Services

« Security Event & Log

Management (SELM) i - B ; Secure Log Management
ook ; Services
Syslog, Universal Logging iy :
Agent (ULA) .
— On Site Aggregation, IBM ISS X-Force® Threat

Compressao, Criptografia Analysis Services

— Alertas Automatizados (SLA

Managed E-mail Securit
Select) J 1

Managed Web Security

 Email Security

— Anti-Virus, Anti-Spam, Content
Protection

— Sem instalagdo de HW/SW

* Inclui Servigo de informacgdes
de Seguranga XFTAS
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Modelos de Parceria Virtual SOC

Standard Co- Tier 1-3
Partner IBM Custom branded Helpdesk Service SOC Mgmt
Sales Geo Portfolio Portfolio Portal (First Call) Delivery Systems

Business

B her Shared In-Country n/a n/a IBM Shared
MSS Integrated

Alliance Partner Global Partner Optional Optional Partner IBM Shared
Partner
MSS

Shared Partner Global Partner Partner Partner Partner Partner Partner IBM Shared
Delivery

MSS Shared IBM
Delivery w/ Partner Global Partner Partner Partner Partner Partner Partner Dedicated

Dedicated XPS
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Visao Integrada e Centralizada
Portal Virtual-SOC




Portal Virtual SOC

= Visao Centralizada
mVisao Consolidada

= 100% web-based: nenhum
equipamento no cliente
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&1 Virtual Secuﬁty Operations Center - Virtual Security Operations Center - Microsoft Internet Explorer
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Internet Security Systems
Managed Security Services

HOME SERVICES TICKETS LOGS REPORTS
There are {1} XP: rts that require your attention.
Actlve Securlty Incn:lents [50] View Al »

The SOC has analyzed 15,468,841 security events, |n.'e=t\gaterl 4
anomalous event trends, and escalated 2 Security Incidents to your
aftention over the past 7 days.

03/28/07 10:47

Actlve Servu:e Requests (93]

mm_mmmmm-

D2/Z8/07 11:04

POOO®

VMS Remediation Tickets (96)

zw@ﬂm\

Bulletins Archives »

https://portal.mss.iss.net/mss/home, mss

ameiliciig ALERTCON 1

Provided to Metacortex

onLne Yo Search...

SUPPORT

Dave McGinnis [LOGOUT]
r 26, 2007 11:46 EDT

Virtual Security Operations Center

Last Login: Ma

Current Internet Security Assessment View Historic As

ments »

Previous assessments have drawn attention to the concerns associated with the security of Bluetooth devices
Bluetooth technology allows for shori-range wirgless connections between various devices. The following Scientific
JAmerican article discusses this topic: Maiware Goes Mobile (POF). Last October, two security researchers gave a
presentation on Bluetooth at the Hack. lu 2006 security conference in Luxembourg. During the presentation, the
researchers discussed Gluetooth zero-day issues
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IDSIIFS Sensors

Most active, high-risk =|gnalure= in the last 24 hours

% Total

Top Destinations - 24hr

Other

TOTAL 6,201

0.00 £4.14.50.1 1217321005 | 12473210008
21210022696 ‘2 1732405 1217324088

Managed Flrewalls TOP SOURCES | TOF DESTINATI

Your frewalls have blocked or rejec,t=d 1,280,301
potentially malicious events from your network traffic in the
past 7 days

FW Event Trend

=

"03-217 0222 T0223 ' 0224 | 03-25' 0326 ' 0227 |

Tnhl Sessions
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Relatorios

= Mais de 20 tipos
de relatorios

= Podem ser gerados em
HTML, CSV e PDF

A" adicdno

ecurity [

&]Virtual Security Operations Center - - Microsoft Internet Explorer

=) %]

Ele dt Favorites  Tooks e
Qm - © X B <@

Internet Security Systems
Managed Security Services

VB
ESRslIcRY ALERTCON 1

Provided to Metacortex

£ Virtal

He Eit U

ak

How=

33010 Esports

& pesii

senvices

‘Top 25 Outbound Web Traffic Table

€] pue

&1 Virtual Security Operations Center - Reports - Microsoft Internet Explorer HOME, SERVICS WGBTS LoGS)  (REPORTS  (SURRORT owne S [Searen =
o Ot o4 Faveies ook »ﬂa‘” IDS/IPS Sensor Event Counts by IP Summary Dave Moginns 1L0GOUT]
<t LoginHar 26,207 1145 EOT
@ Back ~ Ii] \g} &] https: fportal mss iss.net/mss/reports fist.mes il Senorks-. Hiodih reqoticd
March 21, 2007 to March 27, 2007 trended against March 14, 2007 to March 20, 2007 Bosv - L eor
Internet Security Systems i
Managed Security Services Sensor Events by Source IP Traffic Summary
HOME SERVICES TICKETS LOGS REFORTS SUPPORT 12.173.210.1! 4: icmp: echo request (ping] A4 03/21/07 00:00:47 GMT  03/27/07 23:59:29. 28.86% + 239%
2 fco port sean L 4 1217321 03/21/07 00:00:27 GMT  03/26/07 13:31:46 GM 10.42% 4 -40.86%
Reports 3 A4 03/21/07 00:07:02 GMT  03/27/07 23:53:29 GMT 458% + 191%
. c0 por sean (] 0321107 000012 GUT 032207 16:56.07 G 435% + o
5 wim url req L 4 03/21/07 00:07:02 GMT  03/27/07 23:53:29 GMT 429% + 129%
Shortouts Legend: [T vesterday || Todsy B9 Lest70ays BB Mef| © f2imens - 0321107 000000 GUT 032717 23:SSSOGHT  428% PR
- - - — A £ i - fmsie 7 - 03/21/07 00:07:02 GMT  03/27/07 23:53:29 GMT 4.27% 886,845 4
o ] 0321107 0007.02GUT 03207 235329GHT  427% 885765 4
General Service Related Firewall s [ ] 03721107 00:07:02 GMT 03727107 23:5328 a2% 888161+
0 ] 0321107 000704 GUT 0327107 235329GNT  422%  STS0ST 4
= ] 030507000027 T _o32ST 23S AL GUT 331K ssR 107 4
= v 032107 000001 GUT GUZTITZHSOMOGT  20% 598438 4
] 03021107 000705 GUT_w3rZ7I7 23 2e%  steesz 4
E A4 03/21/07 00:00:12 GMT  03/27/07 2 2.40% +
Tipping Point. L4 03/21/07 00:00:35 GMT  03/27/07 23: 144% +
entia v 03/21/07 00:00:17 GMT 03/27/07 23: 142% + 0.33%
A4 03/21/07 00:00:00 GMT +  -0.48%
Tigping Point 0 icmp: echo request (ping] L 4 03/21/07 00:00:01 Gf 1+ 69.18%
dubya-prov-a poing fiood. L] 03/21/07 00:00:00 GMT 4 3e85%
fcp port scan v 10.11.0. 03/27/07 17:24:09 GMT  03/27/07 23:59:59 GMT <1% + -90.99%
Pre B O% v
8 W Localwanet
Vunerabitty impact T
Event Coun Fe B
Same s sl Vit s P e BEx)
icrosait . De B e reris Dis teb o
S Qs - ®& T i B>k
A@ &l rers fpora.
Internet Security Systems
naged Security Services HoME  sevices oG  meports  suProRT one & Searen [=-]
TickeTs  Locs  pechTs  surron- onune %, S
IDS/IPS Event Trend beve Mecinnis 11060T
Visited Web Site Report
March 21, 2007 to March 27, 2007 & e
March 21, 2007 tc March 27, 2007 trended against March 14, 2007 :o March 20. 2007 Bz
R Pravious Reporting Period: 03/° 307 - 03720/
Top 10 Outbound Web Dest nds Current Redortig Perlcd: (320107~ 3327007
. Con 2
‘eley.moneymasiers.zon us 2034% \ ‘MN "";“"‘" = o o ais EpE— et =
jeu i 2 i e e sz v g
] i = Hies P pred 2452 101 n ™
e e e JL
e u ax - haias s : " = -
wiss.net us, 1% 2012 Previous Reporting Period Top Evants
w iz
3 <1% 1130 o
us 1% 1149 st
us <1% a0 ST
2% <1% a5 ATHER
us <1% 12 L
2 <1% 518 rionispen
B w90
" a P
s a o weote
x ax wrate
v a wsui
u n e
x B B
vs “% 501,106
.3 o 470,108
B T
000 T - —
B Wit 134252 =

B Jiviet




A" adicdno

B fici I ' I1:10) Security [Z101]
enericios ciaros!

*Resultados para o Negécio

= Integrando o ambiente multi-vendor

= Visao centralizada em tempo-real.

= Mostrando rapidamente o retorno do investimento
= baixo custo de implantacao

= curtissimo tempo de implantacao
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IBM Internet Security Systems

oRedugé'o de Custos IBM Internet Security Systems
= Evitando inveStimento_ IBM Internet Security Systems Z
emrecursos e tecnologlas
adicionais |
- RedUZi ndo OS custos Executive Reporl You will benefit from the following projected yearly cost savings wherrya ource to a trusted cunry provider. . ' 33}’2[}09
Ope raCionaiS In-House Solution $ 1428812 ST 50 5 724793 . g 743.8-3- l

MSS Solution $ 339.796 $ 3422585 § 344812

= Reduzindo perdas por
incidentes de seguranca

76 % . 52 % 52 % 53 %

Year1 — Year2 — Year3 Year4
Jil avings i | Vinge

Use o IBM
TCO Tool!lll " e I (L)

In-House Solution  MSS Solution In-House Solution ~ MSS Solution In-House Solution  MSS Solution In-House Solution ~ MSS Solution

0 Back Print Report @ Next 0
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Se ndo lembrar de mais nada... L Security [l

Reducao de
Custos

Simplificagcao da gestao de

infraestrutura complexa

Protecao do seu negocio /

marca / reputagao A @
i ull
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http://lwww.csoonline.com/article/220328/guidelines-for-choosing-to-outsource- ||:||:||
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