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= Os Desafios dos Gestores de Seguranca da
Informacao

= Os Servicos Oferecidos pela IBM ISS
= Como o MSS da IBM ISS pode lhe ajudar
= Portal Virtual-SOC



Os Desafios dos Gestores de
Seguranca da Informacao




O Ambiente Atual de Seguranca da Informacao

= Ambiente complexo = Altos custos de
gerenciamento/monitoracao

1 Zero Day
= Riscos crescentes por ndo estar em @g orm
conformidade com regulamentacoes (@) Unsupervised

Rogue
Wireless

Perimeter

Security
Ignores
New Threats
Onde foi parar o perimetro??
= VPN’s, Wireless
. lerceiros, parceiros, clientes Attacker f.}- s v
MUDANCAS ORGANIZACIONAIS - ,&
- Novos negdcios, novas
aplicagdes fits

. Fusoes e aquisicbes



Muita coisa para tratar...

Ambiente Multi-Vendor

= ISS, CheckPoint, Cisco, Juniper, Symantec, McAfee, TrendMicro, 3com
and more...

Operacoes Distribuidas

» Recursos distribuidos, escritorios remotos, equipes remotas.

Sobrecarga de Informacgoes...Logs e Eventos de Seguranca
= Firewalls & IDS/IPS
— Facilmente mais de 10GB de dados por semana
— Podem gerar centenas de alertas em 1 unico dia




Tenho que Gerenciar e Monitorar isso Tudo!

Custos Altos

m  Requer cobertura 24x7x365 (6 — 9 técnicos por posto)

m  Requer ferramentas sofisticadas (e caras!!) para analise precisa das ameacas
m  Requer boas instalagdes fisicas e sistemas de suporte redundantes

Requer Equipe com Skills sofisticados e constantemente treinada
m Analistas capacitados para deteccao e investigacao de incidentes

m Analistas preparados para responder e resolver emergéncias

m Treinamento e politica de retengao continua

Inteligéncia
®  Conhecimento das ultimas ameacas, virus, worms, etc...

®  Compreensao dos mais sofisticados métodos de ataque
" PESQUISA, PESQUISA, PESQUISA...




Vocé Conhece esta Empresa ?

Nao instalou todos os produtos de seguranca adquiridos no ultimo ano.
Possui recursos limitados para operar seu ambiente de seguranca.

N&o possui equipe e/ou capacitacao para gerenciar a solugao de
seguranca recem adquirida.

Quer focar sua equipe de seguranca de Tl em projetos/atividades
estratégicas.

Esta sendo pressionada pela alta geréncia para:
= Mostrar rapidamente o valor dos investimentos feitos em seguranca.
= Reducao imediata dos custos de operacao de Tl

Precisa aderir as regulamentacoes.




Os Servicos de Gerenciamento de
Seguranca “MSS” da IBM ISS
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Visao Integrada e Centralizada
Portal Virtual-SOC




Portal Virtual SOC
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Custom Query

Ticket 1D

Customer Ticket ID

Ticket Type:
Al
Start Dete

05022006

End Date

050272006

Timezane:

EST

= Sistema de Trouble-ticket integrado

= Usado tanto para comunicagao com
o SOC quanto para uso interno do
- N R i . cliente

Related Ticket:

Dave McGinnis [LOGOUT

Last Login: May 02,2008 1307 EDT

Slatijisnc D48 0030 0701705 51 - Security Incident 0472006 08:13 Low
13:20:59 .
ot Time G v 155z 113087 81 Suspioious potivty N

ket Details BRINT) (CLOSE!

13.20:59

Open Service Requests [ “hew |

Type DatefTime

|
| Service Ticket

PCR - Witual Patoh
@ s iz 1328573 . | Ticket llumber: oror7s7 Statu:
Change Palioy
Assigned To Tom Andersen e
D42 153 orotEa S - Ganeral Ticket
e Groated on: 047296 21:05 Core
[T R 0F0147T SR - General Ticket Last Modified On: (LTS Hotification Status:
File Attachments: 0 s (show al [——
G oS 5w 7232817 OUT-Device Daun | Attach a fle
C-Buzstions sbout
@ oiwes iz 21802 Product Sarvice Y Issue Details
Faatures
Reason for Escalation:  Th YPS Alert System has detected anomalous acivily on one of your sensors.
esue Coe: | Devie Hame: [ —
WIS Rernediation Tickets
Attack llame: —
Sreutp: —— Dest.Ip: —
Ticket Detail S J—
AlAnalysis Period:  Apr 29, 2008 20.00 EDT o Apr 28, 2008 2053 EDT
Issue Category: Sweeps Alert
Sensor Profile: . Current Hour Previous Hour
Ticket Detalls | ‘ Customer Ticket Details SSSine prenie 00:00- 01:58 2500 2350
Low 3126 94035 sz ssis
- Mecdum 1070 38103 2324 2t
Service Ticket o ) . ) )
Ticket Humber: E353734 Status: Clossd irotal 212 130201 8136 SI34]
Created O 04415006 21:25 Resolution: External Activity e = = e -
Last Modified On: 04/22006 09,42 Priority: Low Scen 1 5 o o
Attachments: 0 filess (show all) Hotification Status: Mo o u 4 u u
Sweep 403 21087 o o
HotDeoode D 0 o o
Steging 0 0 o o
Issue Details
lssue Code: 51 - External fctivity oop everts Trigger Explanation:  Aletriggered dus o & stalistcsldevistion in actvty for the Currert Hour compare o the Previous Hour. 5w
increasecl by 2,108700%
Device Hame: metaponalmitsl (proventia-2)
- Alerttriggered due o o stalistical deviation n activéy for the Current Howr comparee 1 the Four Hour Averae
Deseript The ¥-Force Protection Management Architecture inentified an exception in traffic outside of star everts ncreased by 2,109,700%
sensor. Analysts have reviswsd the alert evalusting the sourcs, target and sensors which dets
Event Analysi Reports ADT 25,2006 16:00 EDT 1o Apr 23, 2006 20359 EDT
was determined to be sourced externally to the customer's network, was not sble to bresch gatd
posed no immediate securty threat
Worklog: 2 worklog ertries (show &l

04i21 /2008, 03:24:01 GMT: submitted by AR_ESCALATOR

Ho adeftional activity surrounding this issus has been detected by IS5 of reported by customer. THE Tekel wil now Be
closed and cannot be reopened. If related activty occurs please open & new ticket and reference this ticket. |

4

Low



searc: N

Dave MoZinnis [LOGOUT
Latt Logine May o, 2006 09:33 EDT

Selected view: IE‘\"BI'ﬂ Mame Yiew 'I

Suto-refresh - Refresh now

REPCR

Active Analyzer - Event Name View
Goto Defaut Viewe - Modify auery criteria
May 03, 2006 13:00:00 to May 03, 2006 14:48:06

Sources
j Pt Blocked TCP Connection Y =1% 2210 2
j Mmagp UDP Port Sweep 4003:0 & =1% 70 1
j SGL SERP Slammer Warm & =1% 252 G5
j IPht_Inwvalid Protocol Y 1% 234 1
[ UCP Port Sween 4001:0 'Y 1% 124 1
j Titn Passwd File 5508:0 & =1% 73 1
j SGEL SSRP StackBo Y =1% a3 33
[ s5H Desttack 10 Y 1% 45 1
[+ Email Pipe & =% 43 1
j TETP Passwwd File Y =1% 34 1
[+ TFTP Traversal & =1% 34 1
[+ SEH Brute Force & % 28 2
j Cizco TFTPD Directary Traversal 5510:0 & =1% 23 1
j Syphiliz Scan Request Y 1% 15 1
[{ win MessencerPopup Bo & 1% 15 1
[+ Telnet Linker Bug & =1% 14 1
ﬂ TCP Hijack 3250:0 Y =% 11 4
[ Dtspcd Cverflow & 1% 10 1
[f] Pl suth A= Locsl & =% g 1
j MSEPC Remotedclivate Bo Y =1% g 1
[+ LPRny Format String & =1% 5 1
[H  statd dot ot 61880 & 1% 3 1
j SMB Samba Transaction? bo & =1% 1 1

Destinations

19
5
B2

= |k
p|m|m|u:n|c0|—‘

=
1= === ks |-‘-‘~

Q50306 01:30:49 GhT
0S/03/06 01:25:51 GMT
0S3M06 00:02 54 GhT
050308 01:01:32 GhT
0SM3M06 01:25:59 GMT
050306 01:29:21 GhT
0S/03/06 00:12:24 GhT
0S03M06 01:35: 44 GMT
Q50308 01:2917 GhT
0SM3M06 01:36:10 GhT
050306 01:36:10 GhT
0S/03/06 00:01:17 GhT
0SM3M06 01:28:21 GMT
050306 01:39:35 GMT
0SM3M06 01:39:02 GMT
0503506 01:29:51 GhT
0S/0306 00:51:12 GMT
0S03M06 01:35:50 GhT
05306 01:39:28 GT
0SO3M06 01:34: 34 GMT
QS0506 01:34: 44 GhT
050306 01:31:36 GhT
0SMEM06 013538 GMT

05306 02:21:50 GhT
0SM03006 01:34:04 GMT
0SAT3M06 14:32:55 GMT
05306 01:20:25 GT
0SAT3M06 013545 GMT
0SM306 01:37:43 GMT
OSA03M06 1 4:28: 40 GT
OSAISA06 0202252 GMT
05308 01:33:10 GT
0SAI3M06 01:42:11 GMT
05306 01:42:11 GhT
0SA03006 01:40:42 GMT
0SAT3M6 01:37:31 GMT
0SM306 01:55:40 GT
0SAT3M6 01:48:55 GMT
0SA05M06 01:29:52 GhT
0SA03006 14:03:09 GWT
0SAI3M06 01:35:51 GMT
05306 022128 GT
0SAI3A06 01:34: 34 GMT
OSA05M06 01:34: 43 GMT
05306 01:36:31 GT
0SAT3M06 013535 GMT

= Visualizacao de
eventos em

REAL-TIME



Consultas historicas dos logs armazenados
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Relatorios

= Mais de 20 tipos
de relatorios

= Podem ser gerados em
HTML, CSV e PDF
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Como o MSS da IBM ISS
pode lhe ajudar



Como podemos ajuda-lo

Resultados para o Negocio

= Integrando seu ambiente multi-vendor e provendo uma
visao centralizada de suas condicdes de seguranga em
tempo-real.

= Auxiliando na conformidade com regulamentacées

Cobre 6 das 12 categorias PCI: Install firewalls, protect stored data, encrypt data, restrict
data access, track and monitor access, test system regularly.

= Mostrando rapidamente o retorno do investimento — baixo
custo de implantacio / curtissimo tempo de implantacao

= Protegendo sua marca/reputacao




Reducéao de Custos

= Evitando investimento
em recursos e
tecnologias adicionais

= Reduzindo seu custos
operacionais

* Reduzindo perdas por
incidentes de seguranca

[BM Internet Security Systems

IBM Internat Security Systems

IBM Internet Security Systams
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Protecao On Demand

Flexibilidade
Modularidade

Otimizacao dos
custos de contratacao \

Do It Yourself + Managed Security

Do It Yourself Managed Security Services Services

Intrusion Detection/Intrusion Prevention Anomaly Detection Firewall/VPN

E-mail Filtering Unified Threat Management Vulnerability Management

Security Event & Log Management 3rd Party Solutions

PREEMPTIVE PROTECTION
. 7
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Exemplos PCI

PCIl 1.1.1 - A formal process for approving and testing all
external network connections and changes to the firewall
configuration — Managed Firewall Service

PCIl 6.2 - Establish a process to identify newly discovered
security vulnerabilities. Vulnerability Management Service, X-
Force Theat Analysis Service

Implement automated audit trails for all system components to
reconstruct:

PCI1 10.2.4 - Invalid logical access attempts. Security Event
& Log Management Service (SELM)

PCI1 10.2.7 - Creation and deletion of system-level objects.
SELM Service



