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The Smarter Planet

Our world is getting

Instrumented

Our world is getting
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Our world is getting

Interconnected

Our world is getting

Intelligent
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Costs from Security Breaches are Staggering

Verizon 2011 Data Breach 
Investigations Report
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Ponemon 2010 Cost of a 
Data Breach Report
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Targeted Attacks Shake Businesses and Governments
IBM Security X-Force® 2011 Midyear Trend and Risk Report September 2011
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Sources of Security Breach Costs
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Security Flaw Unbudgeted Costs:

� Customer notification / care

� Government fines
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Functional Flaw

� Government fines

� Litigation

� Reputational damage

� Brand erosion

� Cost to repair
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Web Application Vulnerabilities are still the greatest source of 
risk for organizations

• 37% of all vulnerabilities are Web application vulnerabilities

• Cross-Site Scripting & SQL injection vulnerabilities continue to dominate

• 40% of Web sites found to be vulnerable
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IBM XFORCE Year-End 2010 Trend Report
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Why are Web Applications so Vulnerable?

� Developers are mandated to deliver functionality on-time and on-budget - but not to develop secure 

applications

� Developers are not generally educated in secure code practices

� Product innovation is driving development of increasingly complicated software for a Smarter Planet

� Network scanners won’t find application vulnerabilities

Volumes of 
applications 

continue to be 
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continue to be 
deployed that 

are riddled with 
security flaws… 

…and are non 
compliant with 

industry 
regulations
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Solving a security issue is a complex, four-dimensional puzzle

People

Data

Employees Consultants Hackers Terrorists Outsourcers Customers Suppliers

Structured Unstructured At rest In motion
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Applications

Infrastructure

Systems applications Web applications Web 2.0 Mobile apps

It is no longer enough to protect the perimeter –
siloed point products will not secure the enterprise
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Car Safety – Protect Valuable Assets
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Security 
SystemSeatbelts Safety Cage

Crash Test
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Application Safety – Protect Valuable Assets

Secure code 
development and 

vulnerability 
management

Protect Web 
applications from 
potential attacks

Manage secure 
Web applications

• Identify vulnerabilities 
and malware

• Actionable information to 
correct the problems

Security-focused code 
development and 

vulnerability 
management
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applications from 
potential attacks

Deliver security and 
performance in Web 

services and SOA

Web applications

• Block attacks that aim to exploit 
Web application vulnerabilities

• Integrate Web application 
security with existing 
network infrastructure

• Purpose-built XML and 
SOA solutions for security 
and performance

• Ongoing management and 
security with a suite of 
identity and access 
management solutions

End-to-end Web 
application security
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An Ounce of Prevention...

Ignore the issue until...
� High cost

� High pain

� High disruption 

Or This?
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A little bit every day
� Low cost

� Low pain

� Low disruption

� High disruption 

This?
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A Path to Secure Applications
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Deployment of Application

Identity & Access Management

Web Application Protection

Secure Web Services

Production-Site Monitoring
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Vulnerability Assessment of 
Source Code

Vulnerability Assessment 
Functioning Application

Final Security Audit

Risk Assessment

Policy & Requirements Definition
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Scan applications Analyze

(identify issues)

Automates Application Security Testing

Report

(detailed & actionable)

How does IBM Security AppScan work?

Same process for whitebox & blackbox
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(identify issues) (detailed & actionable)
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Security Testing Technologies... 
Combination Drives Greater Solution Accuracy

Static Code Analysis (Whitebox)

�Scanning source code for security  issues

Total PotentialTotal Potential
Security IssuesSecurity Issues
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Dynamic Analysis (Blackbox)

�Performing security analysis of a 
compiled application

DynamicDynamic

AnalysisAnalysis

StaticStatic

AnalysisAnalysis

Greatest 

accuracy
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Protecting Deployed Applications in Real-time

Secure code 
development and 

vulnerability 
management

Security-focused code 
development and 

vulnerability 
management

Protect Web 
applications from 
potential attacks

Manage secure 
Web applications

• Identify vulnerabilities 
and malware

• Actionable information to 
correct the problems Protect Web 

applications from 
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applications from 
potential attacks

Deliver security and 
performance in Web 

services and SOA

Web applications

• Block attacks that aim to exploit 
Web application vulnerabilities

• Integrate Web application 
security with existing 
network infrastructure

• Purpose-built XML and 
SOA solutions for security 
and performance

• Ongoing management and 
security with a suite of 
identity and access 
management solutions

End-to-end Web 
application security • Block attacks that aim to exploit 

Web application vulnerabilities

• Integrate Web application 
security with existing 
network infrastructure

applications from 
potential attacks
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IBM Security Network Intrusion Prevention System

Beyond traditional network IPS
to deliver comprehensive security 
including:

•Web application protection
•Protection from client-side attacks
•Data Loss Prevention (DLP)
•Granular policy control for virtual 
environments
•Application control
•Virtual Patch technology
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Unmatched Performance through 
PAM 2.0 delivering 20Gbps+ of 
throughput and 10GbE connectivity 
without compromising breadth and 
depth of security

Evolving protection powered by 
world renowned X-Force research to 
stay “ahead of the threat”

Reduced cost and complexity
through consolidation of point 
solutions and integrations with other 
security tools
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Evolving Security: The Protocol Analysis Module

>200
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NEW - Introducing PAM 2.0

• Takes advantage of next generation hardware
• Provides multi-threaded security inspection
• Delivers unprecedented levels of performance     
without compromising security
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IBM X-Force®

Research and Development Team

� Research and evaluate threat and 
protection issues

� Deliver security protection for today’s 

14B analyzed Web pages & images

40M spam & phishing attacks

54K documented vulnerabilities

Billions of intrusion attempts daily

Millions of unique malware samples

Maintaining High Levels of Pre-emptive Protection
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� Deliver security protection for today’s 
security problems

� Develop new technology for tomorrow’s 
security challenges

� Educate the media and user communities

Provides Specific Analysis of: 

� Vulnerabilities/Exploits

� Malicious/Unwanted websites

� Spam and Phishing

� Malware

� Other emerging trends
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A Look at IBM’s Web Protection Module

• Detects/blocks wide range of Web 

application attacks

• Critical such as SQL Injection and 

Cross-site Scripting/CSRF

• Path Traversal, Brute Force, and 

many more
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Security Analyst
with AppScan

Scans sites
Website

Integrating Vulnerability Scanning and IPS
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AppScan vulnerability 
data is correlated with IPS 

attack data
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• Correlates vulnerability 
data with actual attacks

• Understand which attacks 
have a high probability of 
success

• Increased insight helps in 
tuning IPS Web 

More Intelligent Insight into Web Application Threats

© 2012 IBM Corporation21

tuning IPS Web 
protection module

• Prioritize vulnerability 
remediation efforts based 
exposure
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IBM can Help Protect your Valuable Assets

Secure code 
development and 

vulnerability 
management

Protect Web 
applications from 
potential attacks

Manage secure 
Web applications

• Identify vulnerabilities 
and malware

• Actionable information to 
correct the problems

Security-focused code 
development and 

vulnerability 
management
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applications from 
potential attacks

Deliver security and 
performance in Web 

services and SOA

Web applications

• Block attacks that aim to exploit 
Web application vulnerabilities

• Integrate Web application 
security with existing 
network infrastructure

• Purpose-built XML and 
SOA solutions for security 
and performance

• Ongoing management and 
security with a suite of 
identity and access 
management solutions

End-to-end Web 
application security
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