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Cross-site scripting has e
shot up the list of most Tt

common vulnerabilities H”H

CROSS-SITE SCRIPTING
BUFFER OVERFLOWS
SQL INJECTION
DIRECTORY TRAVERSAL
PHP INCLUDE
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Motivadores del Mercado

« Cumplimiento de Regulaciones

— eCommerce: PCI-DSS, PA-DSS
— Sarbanes Oxley

— 1SO 27001

— 1SO 27002

— y mas....

% Hackers Break Into Playstation Network{

2011
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La Seguridad de Aplicaciones Requiere de un

Acercamiento Diferente &
!
Escritorio Transporte Red Aplicaciones Web !||:ii
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La Realidad

Security
% of Attacks

Spending 3]
% of Dollars I|I|H!|
[y

Web Applications

: Network Server

75(%) De todos los ataques estan dirigidos al Web

|3 Detodas las aplicaciones son vulnerables
**Gartner
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Costos de las diferentes fuentes de defectos

Costos no tomados en i
I

cuenta: i

INotificar al cliente H:!!:H
1 Multas

[1Demandas

[1Dafo en la reputacion
[1Erosion de la Brand

1 Costo de Reparacion

1,000,000x

Defecto de Seguridad

Defecto Funcional
_*

Dafio a la Empresa

Pruebas Desarrollo
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¢,Por gue son las aplicaciones tan vulnerables?

1A los desarrolladores se les exige que entreguen funcionalidad en
tiempos y costos pero no se les pide que desarrollen aplicaciones 4}
segura Iy

. . Illl.
[1Los desarrolladores no tienen practicas de desarrollo seguro H.".ii
I

[1Las aplicaciones son cada ves mas complicadas y con mas oo
interconexiones

Volimenes
grandes de
aplicaciones
» contindan
siendo
liberadas llenas
de defectos de
seguridad...

AL
Globalization and Globally
Available Resources

Access to streams of
information in the Realtime

Billions of mobile devices accessing the Web New Forms of Collaboration
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¢, Como funciona Rational AppScan?

Automatiza la deteccion y Analisis de ﬁ.
Vulnerabilidades en Aplicaciones Web iEEii
[l

o 50 D0

Revisa las Aplicaciones Analiza Reporta
(identifica problemas) (detalles & acciones a tomar)
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Resultados Facil de Entender — Problemas y Prioridades

Total number of issues: 41 Amanged By: Severity Highest on top
|E[| 41 Security Issues (137 variants) for "My Application’

= @ Cross-Site Scripting (7)
Eﬂj http://demo testfire net/bank/customize aspe (2]
l?j http://demo testfire net/bank.dogin.aspx (1)
,ﬁ hitp://demo testfire net/comment aspe (2]
,g'j http://demo testfire net/search.aspx (1)
l?j http://demo testfire net/subscrbe.aspx (1)
@ HTTF Response Spliting (1)
@ 5SCL Injection (3
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DAST y SAST — Cobertura de issues

8

. H”rﬂ
. . i
Totalidad de las \ ".”.ii
rd L] 7 £ N r'd L] . V4 . Wl
Analisis Estaticc vulnerabilidades Analisis Dinamico i
1 * Environment configuration issues
* Patch level issues
* Runtime privileges issues
* Authentication issues
* Protocol parser/serializer issues
* Session management issues
| * Issues in external 3rd party web
1 components
i * Cross-site request forgery
| * Malware analysis

* Null pointer dereference

* Threading issues

* Code quality issues

* Issuesin dead code

* Insecure crypto functions

* Issues in back-end application code
* Stored vulneabilities

* Complex SQL injection

Assesment Manual

* Business logic issues

Dinamico y Estatico

¢ SQL Injection

* Cross Site Scripting

* HTTP Response Splitting
¢ 0OS Commanding

* LDAP Injection

* XPath Injection

e Path Traversal

* Buffer Overflows

* Format String Issues
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Pruebas de Seguridad en el Ciclo de Pruebas

SDLC L

&

Coding Build QA Security || Production ii:l;ii
R S ol

[
»

La mayoria de los
problemas son
identificados antes
~ desalira produccién/,\
-

---------
----------------
--------------------------------
mumm
--------------------

Yo of Issue Found by Stage of SDLC

Innovate2011 cgo Software. Everyware.



Pruebas de Seguridad como parte del Ciclo de Desarrollo

Yo of Issue Found by Stage of SDLC

SDLC
9
. q . ) ligpull
Coding Build QA Security Production H:"ii
o

.............. Escenario

............ Deseable

........... ‘____-—"\\ /
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La Necesidad de Escalar las Pruebas de Seguridad

Phase 3 —

Phase 1 — Phase 2 - i 3
Comienzo de |a Extendiendo la Automatizacion i
Automatizacion Automatizacion Integrada i

People
Involved

. High
% Applications Tested
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Ecosistema IBM Rational AppScan

‘ » Seguridad > gl

Requerimientos Caddigo ‘ Construccién QA | PRE-PROD = Produccién

AppScan Enterprise n
AppScan Reporting Console

| = o = e 5 e
® | & W hr| Bp | &
T e e

Definicion de AppScan Source
requerimientos de AppScan AppScan AppScan AppScan
seguridad Build Tester Standard Standard
_ Automatizacion de Seguridad también es Cumplimiento de Auditorias
Seguridad en tu las pruebas de calidad seguridad
I seguridad

; 1 ) ) g \. 5
nacticas de Seguridad de Aplicaciones — Secure Engineering Framework
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Issue Correlation

= Integracion con AppScan Enterprise uf

I
» AppScan Source es capaz de exportar directamente hacia la consola de AppScan Enterprise parala (i

correlacion de resultados de Caja Negra y Caja Blanca [l

» Provee un dashboard centralizado de seguridad y un motor de reporteo de tendencia para Caja Negra

Static Anatygyy oS VK A > Syrats [ :
ty Issue > S0 M sy —_— AppScan Enterprise
Lo Ut e — s Nl Rational. PP P
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Capacidades de Reporteo e integracion con DAST

Printable Reports i)
gl
| IFE'u
D Security i Industry = m Regulation Delta Iml
ad - (O standard 2 Compliance Analysis (]
[ o FDF
[ RTF ] RTF
Upload Results

" ISS Rational AppScan Enterprise
— SiteProtector and Reporting Console

Submit to Defect Tracking Systems

4 D Rational 6 ]
' lity Cent
Ei ClearQuest (ﬁl Quality Center

Export as XML to consume by any other system

¥ Bugzilla it D
= novaKm Visual Studio 033 Software. Everyware.

Team Foundation Server



Cross-Site Scripting O High
CVSS Metrics Scoring (8)

# URL: hitp:#ocal/altorofcomment. aspx Base (— ]
 Entity: comment.aspx Temporal (—— |
»» Security Risk: Itis possible to steal or manipulate customer session and cookies, which may be used to impersonate a Environmental o

legitimate user, allowing the hacker to view or alter user records, and to perform transactions as that user

|
The script AppScan injected seems to be included in the response. If the screen shot below shows a simulation of the pop-up that the injected script produced, this is ‘
. proofthat the application is vulnerable to Cross-Site Scripting. If not, to verify this vulnerability: 1) Open the Request/Response tab and click Show in Browser, and see if
:. apop-up appears. (Note that some script syntaxes are browser specific, so ifthe injected alert doesn't pop up, try a different browser (View Source > Save As..). 2)
Check the validity of the alert script(s) in the raw test response.

Rendered Test Response Click to View Full Size

Sign Off | Contact Us | Feedbacl | Searchl Gol
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& MY ACCOUNT PERSONAL SHL INSIDE ALTORO MUTUAL

FPERSQONAL T h an k Y‘ Simulation of the pop-up that will
Deposit Product appear when this page is
Checking opened in 3 browser

Loan Products Thank you for your

Cards and givan the full attes
Investments &

Insurance
® Other Services
SMALL BUSINESS
® Deposit BProducts
8 Lending Services
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vill be reviewed by our Customer Service staff




