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e SOC - ¢construir o contratar? ¢ Qué aspectos
considerar?

* El Portafolio de Servicios MSS de IBM

* Vision integrada: Portal Virtual-SOC
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* Necesito estructurar un proceso formal para
gestionar y supervisar mi infraestructura de
seguridad.

e ¢Qué hacer?

— ¢Construir la estructura internamente? o

— ¢Adquirir el servicio a través de MSSPs?
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* build x buy...
— Cobertura 24x7
— Designacion del Equipo de Seguridad
— Ambito
— Reduccion de costos de la Infraestructura
tecnoldgica
— Procesos Internos estructurados
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¢Que Aspectos Considerar?

— Experiencia en Outsourcing
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* Al establecer el requisito de supervision 24x7,
pretendo:
— Contratar,

* capacitar constantemente, mantener politicas de
retencion, estructura organizativa propia, 6 analistas
por puesto

o)
— Dejarlo todo a cargo del MSS Provider
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* Su organizacion:

— ¢No cuenta con personas capacitadas en seguridad de la
informacién?

— ¢Quiere que los recursos existentes se concentren en
actividades estratégicas?

Q{> La contratacion de un MSSP:

* Elimina la carga operacional de gestionar y supervisar los
componentes de seguridad de los hombros de su equipo

e Reducira los costos de contratacion y capacitacién

* Liberara al equipo de seguridad para actividades de mayor valor
agregado
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Servicios Administrados de
Seqguridad
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Un MSSP tipico es capaz de ofrecer la gestion de los
siguientes procesos de seguridad:

— Monitoreo y Gestion remotas

Un MSSP tipico NO ofrece:

— Implantar correcciones de vulnerabilidades de equipos no
gestionados

— Recuperacion de desastres generados por incidentes

El cliente autoriza los cambios de configuracion en los
dispositivos gestionados
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Infraestructura tecnologica

e Poca diferencia con los costos relacionados a los
componentes de seguridad.

* Gran reduccion de costos en herramientas de back-office:

— trouble-tickets, correlacion de eventos, generadores de
informes, portal web, storage, backup-offline, etc.

— ElI MSSP reduce el costo de estas herramientas para el
cliente al compartirlas y utilizarlas en mayor escala.
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¢Tiene su organizacion un proceso de
respuestas a incidentes estructurado?

* En caso positivo, tendra capacidad de aprovechar
todos los beneficios de conocer mas rapida y
profundamente los potenciales incidentes de
seguridad.

 Sin este proceso internamente estructurado, se
reducen los beneficios de la empresa al contratar un
MSSP.
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Experiencia en Outsourcing

s

Outsourcing = desistir de determinados controles en pro de |la

eficacia / efectividad y del expertise ofrecido por el

proveedor de servicios.

El Outsourcing de la seguridad, a veces, trae la impresion de
desistimiento de controles importantes de la organizacion.

éTiene usted experiencia en outsourcing de otras tareas
operacionales?, por ejemplo, gestion de redes, servidores:

L entonces, su experiencia va a simplificar la tarea de
gestionar un outsourcing de infraestructura de seguridad.
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* jiAtencion!! No existe SOC in a BOX (aunque algunos
proveedores de productos SIEM traten de convencerte
de ello...)

— SOC es... Personas capacitadas + Procesos bien definidos y probados +
Tecnologia

— Por lo tanto: Al comparar costos de MSS versus SOC interno, piense en:

* Infraestructura Tecnoldgica: Producto SIEM + HW + Servicios de
implantacion y personalizacion + infraestructura de DR

* Definicidon e implantacidon de procesos

* Costos de personal: contratacion + capacitacion constante +
retencion
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Los Managed Security
Services de IBM
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* X-Force

9 Security
Research
Centers

Infraestructura Global Integrada

Development
Centers

+900 Consultores

+600

+ Especialistas +
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+400
+ ( Analistas de
Operaciones
de Seguridad

Security
Delivery
Experts
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CPE Managed Security Services

Y ' » Vulnerability
Managed Firewall Services : - - - Y 4 Management Services

Security Event and Log

Managed Secure .
Management Services

Web Gateway

Managed IPS and y e Hosted Application
IDS Services _ e W Security Services

Managed & ' | Hosted Email Security
UTM Services . wa & - Services

Managed Protection . g . . .
Services for Networks and % Mobile Security Services
Servers '
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Managed Firewall Services

Managed Secure
Web Gateway

Managed IPS and
IDS Services

Managed
UTM Services

Managed Protection
Services for Networks and
Servers
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Multivendor (IBM, Cisco,
Juniper, Checkpoint, etc.)

Supervision de Eventos

— Sistema de Analistas
calificados+Procesos

— Notificacion de incidentes
— SLAs
Gestion de las Plataformas

— Updates y Patches
— Backup Diario

— Device Health y Disponibilidad

Almacenamiento de Logs
hasta por 7 anos

Portal Virtual-SOC
Servicio 24/7/365
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* Modelo laaS SaaS
* Vulnerability Mgmt Service
(VMS)
— Internal & External

— Vulnerability Remediation
Workflow

— PCI ASV (Approved Scanning
Vendor)

* Security Event & Log
Management (SELM)

— Syslog, Universal Logging
Agent (ULA)

— Alertas Automatizadas
* Application Security

— Analisis Pre-produccion /
Produccion

e Email Security
— AV, AS, Content Protection
— Sininstalacion de HW/SW
* Mobile Security

— AV, AS, VPN, App Control,
device lock/wipe, backup

en B le -

Cloud Services
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Vulnerability
Management Services

Security Event and Log
Management Services

Hosted Application
Security Services

Hosted Email Security
Services

Mobile Security Services
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Sales Portafoli | Portafoli d
Geo o) o Portal
Business In- IBM
e Rl ~ R - | - | |
MSS
tegrated . Option IBM
Alliance loba Optional Al IBM IBM Shared
Partner
MSS
Shared loba
Delivery
IBM
loba Dedicate
d

Service Mgmt XPS
Delivery | Systems | Systems
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Vision Integrada y
Centralizada

Portal Virtual-SOC




SERVICE
ut’ & RISK

MANAGEMENT
F YFORI

M 2011

KnowledgeBase = Bulletins (2)= W Chat Online ) Settings = Logout

Dashboards = Tickets Alerts(3) Logs VMS Inteligence Reports  Support ALERTCON 1

Home  DeviceManager  Suspiciaus Hosts  %-Force ThreatAnalysis  Security Event Manager Welcome [ Femal

uimaraes | of Dema Customer

= Vision Centralizada

[ Incidents and Aterts © | operations 2] | management =] news &7 |

Most Active IDS IPS Events (Grid) LA 4

IPSADS Top Sources

Eventname % Total Count =

® |BII Content Update XPU 31,110 ( 30 October 2011 )

] H H AL H ® X-Force Threst insiaht Quarterly Podeast - 34 2010 ( 17 May 2011 SSH Brice; Farce a9 365
Is I o n o n s o I a a  |BU 1SS Threat Contert Update XPU 31,050 { 10 May 2011 fibshdecoter, NS InvlicFiag = 25

o [ENINSS Threat Hacklivism & Ane Webinar (18 Aprl TR GOt Segent Anotialy g 74
2011) web_client MS.IE.Malformed.IFRANM.. 7 70
® |BM MSS Threat Content Update XPU 31.041 ( 15 April 2011) Inbound TCP SYN or FIN Volume To. 5 49

. .
" 100% web-based: ningun "L

equipo en el cliente T

KnowledgeBase = Bullefins (2) = B Chat Online

Dashboards | Tickets Alerts(3) Logs UMS Support

Home  DeviceManager ~ Suspicious Hosts  X-Force ThrsatAnalysis  Security Event bianagsr

intelligence  Reports

Demo Customer  SOC-mansged devices  Customermanaged devices  SELM licenses used  Total devices Storae used Monitoring available
VR A M| EotDeviceGroups Deployment Metrics 7 10 70134425 Q 27 19.02 6B 6000 hrs
Wanaged By Application Site Machine HostName  Customer Device N...  Platiorm Status NewestLog Tickels
@ soc AntiVirus / Firewall 1., Atlanta at-lab-pafwt at-iab-pafwt PA-4020 Agent is healthy 111412011 095 1 (&
@ soc DS Main Office atl-sig-provsy-01 STGPROSVR Generic B Serer  agentis heathy 111412011 08:50:50 BRST 19
@ soc DS Atfanta att-slg-g400-01a Demo 6400 155 Proventia G400 Agentis healny 11142011 09:58:50 BRST 11
@ soc DS Atianta atla-sp-ecia System x3250 Agentis healthy 2
@ soc s Atlanta ati-stg-sr-01 Sourcefire Sensor15.... (T) No recentlogs from device (3 d 111012011 12:59:59 BRST 4
@ Customer DS / Systern A Atianta atstgeisp-01 att-sigvsp-01 GenericIBl Server  gentis healliy 1111472011 10:59:59 BRST 16
@ soc Firewall /IDS iain Ofice ati-sig-asa-0la Cisco ASA 5510 Agentis heatthy 11102011 12:50:50 BRST 17
@ soc Anfi-Spam PAnfiViru_.  Atlanta atistg-mie01 ati-sig-mi01 1SS Proventia X300 Agent is healthy (91 d 11412011 09:50:50 BRST 7
@ soc Firewall /DS Atfanta at-stg-sre0 Juniper SRX 210 Agent is healthy (19 ) 5
@ Customer UNKNOWN host-207.231.140.62  SELM Server Other Agent s heattny 0918/2011 19:50:50 BRST 1
@ soc Firewall Atlanta aisigns204-01a  blad NetSereen 200 Agent is healthy 111422011 09:58:50 BRST 5 E
@ soc Firewall Atlanta atl-stg-ssg-01 NetScreen 556 5 Agent is healthy 111412011 09:59:59 BRST 4
# S0C DS Main Office atla-lab-tp-sensor TP-50 (1) No recent logs from device (3 111012011 12:59:59 BRST 2
Agentis healthy (45 o
@ Customer DS Southfield DEWO ati-sig-provask Geneic Il Agentis healthy 111472011 08:59:50 BRST 9
@ Customer System Activiy /ULA  Atlanta atistgHinucula-0 atesiglinueula02  Generic ntel Agentis healthy (2 0) 11142011 09:50:50 BRST 7
@ soc Anii-Spam  AnfiViru.. - Main Office proventia-m proventia-m1 1SS Proventialis0  Agentis healtiy 12
@ soc Anti-Spam fAnti-Viru... Atlanta at-stg-fig-01a Fortigate-1004 Agentis healthy 11142011 09:50:50 BRST 7
@ Customer s Atianta ati-stg-mids-01a 188 Proventia A201  Agent s healthy (91 d 11102011 12:50:50 BRET 5
@ Customer UNKNOWN host-207.231.140.63 Other Agentis healthy 1010/2011 12:50:59 BRST 1
@ soc Anti-Spam  AntiViru...  Atlanta atl-stg-cpfw-01 CcPUTH CPUTH-1270 Agentis healthy (2 ) 111422011 00:50:50 BRST 3
@ Customer UNKNOWN host-207.231.140.81 Other Agentis healihy 07106/2011 15:59:59 BRST 1
@ Customer System Aclivity /ULA  UNKNOWN 1BI-47C24445683 other (@) No recent logs from device (9 ) 101712011 23:07:03 BRST 3
Agentis heatthy (28 o
& Customer System Actity /ULA__ Atlanta at-stg-win demo uia Generic Infel Agentis heaithy (2 o 11142011 09:59:59 BRST 2

[
270127 T
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Busquedas Customizadas

Start Over + Hide query criteria

| (G1T-02:00) Brasilia

System Actvity
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Source IP
10.200.1.6
10.200.1.6
10.200.1.6
10.200.1.6
10.200.1.6
1020016
10.200.1.6
1020016
10.200.1.6
1020016
10.200.1.6
10.200.1.6
10.200.1.6
10.200.1.6
10.200.1.6
10.200.1.6
10.200.16
10.200.1.6
1020016
10.200.1.6
10.200.1.6
10.200.1.6
10.200.1.6
1020016
10.200.1.6
10.200.1.6
10.200.16
10.200.1.6
10.200.1.6
10.200.1.6
10.200.1.6
1020016
10.200.1.6
10.200.1.6
10.200.1.6

@

en

m
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o
B

e
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1BRST-11/16/11 17:30:25 BRST

Destination IP
66.211.181.181
66.211.181.181
66.211.181.181
66.211.181.181
209.134.187.5
209134187.5

209.134.187.5
2091341875

209.134187.5
209.134.187.5
209.134.187.5
66.135.210.100
66.135.210.100
66.211.181.181
66.211.181.181
66.211.181.181
66.211.181.181
56211181181
66.211.181.181
66.211.181.181
66.211.181.181
66.211.181.181
66.211.181.181
66.211.181.181
66.211.181.181
66.211.181.181
66.211.181.181
66.211.181.181
66.135.200.161
66.211.181.181
66.135.200.161
66.211.181.181
66.211.181.181
66.135.200.161

ACCEFT
ACCEPT
ACCEFT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEFT
ACCEPT
ACCEPT
ACCEPT
ACCEFT
ACCEPT
ACCEFT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEFT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEFT
ACCEPT
ACCEPT
ACCEPT
ACCEPT

Count

_ Query Criteria
1. Date/Time 2. Devices Included in Query 4. Options
Start Date Start Time Firewall [v] Firewall Logs per page] 1
111672011 | [ O ipsips Resolve DNS
End Date End Time sHs SortType
] g Anti-Virus O schedule[ €8V [v] download
Time interval Anti-Spam O save this citeria
O URL Fittering
Timezone O universal Log
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= Mas de 20 tipos
de informes

= Pueden generarse en
HTML, CSV y PDF
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Informes

&]Virtual Security Operations Center - - Microsoft Internet Explorer

Ele Edt Vew Fevortes Toos tep

41 Virtual Security Operations Center - Reports - Microsoft Internet Explorer

Fle Edit View Favortes Tools Help

Qo - © - [ [@ 7 s

Intemet Security Systerns

Managed Security Services

Q- O ¥ (2

Adress | ] https: ffportal:mss.iss.netfmss/reports/ist.

.mss

Internet Security Systems
Managed Security Services

SERVICES TICKETS LOGS. REPORTS SUPPORT

CF vesteray [
General Service Related
Senvice Level Aarssment

Service Overview

Security Manager Overview

IDS/IPS Sensors

bal Attack Wetrics

Your Attack Mefrics

€] Virtual Security Operations Center - - Microsoft Internet Explorer

e £t vew

Qv - ©

Favorites Tods b

RN | @

Back o Reports - Modiy report crieria

IDS/IPS Sensor Event Counts by IP Summary

March 21, 2007 to March 27, 2007 trended against March 14, 2007 to March 20, 2007

Provided to Metacortex

owne &) [seon

Dave McGinnis [LOGOUT]
Last Login: M 26, 2007 1:45 EDT

B

Sensor Events by Source IP Traffic Summary

]

Internet Security Systems

Managed Security Services

HOME  SERVICES  TICKETS OGS  REPORTS  SUPPORT onume & [searen

Visited Web Site Report

e

s - ity raport crters

March 21, 2007 to March 27, 2007 trended against March 14, 2007 to March 20, 2007

Top 25 Outbound Web Traffic Table

1 ipping Point 0164: icmp: echo request (ping) WP 1000. 03/21/07 00:00:47 GMT  03/27/07 23:59:29 GMT ~ 28.86%  5988,060 4+ 239%
e e @ R 2 Desitops - Ops 10 port scan @ 2720007 032107000027 GUT 03BN 3IABGMT 1042% 2163257 § 4056%
Today T Last7Days Wonthly 3 Proventia - G ard fioor v 0321107 00:07:02 GUT  0327A07 235329 G 456% 1t 19%
. T 4 Desktops - Mrit tep port scan - 10.11.0.11 03/21/07 00:00:12 GMT 0372207 18:56:07 GMT  4.36% + -2032%
Firewall 5 Proventia wim url requested \d 1 03/21/07 00:07:02 GMT  03/27/07 23:5329 GMT  4.29% + 129%
=% SEE = SSEE = 6 1217321013  Proventia-A hitp server id \d 121732109 03/21/07 00:00:00 GMT  03/27/07 23:59:59 GMT  4.28% + 134%
Tl Saivica-Ovarview 7 1217321045  Provents-Girafeor p user sgent [ G207 000702 GHT032TIO7 235320 GUT  427% + 2o
® 1217321045  Provents-Girafoor bhip oet @ 120732109 032007000702GMT 0327I0T2ESI29GHT  421% + 2o
Traffic Analysis - Denied
Sttt 9 1217321045  Provents-Girafoor hip server ig 2w G207 000T-02 GHT032TI7 235320 GUT  427% + 20s%
Iraffic Analysis - Email 10 1217321045  Proventia- G 3rd fioor  hitp cookie - 121732108 03/21/07 00:07:04 GMT  03/27/07 23:5329 GMT ~ 4.22% t+ 203%
= 1 Desitops - Ops 10 port scan 2073210167 032507000027 GNT 02507 255U GHT  331% v s
Traffic Analysis - Web Aci L -
12 1217321019  Tipping Point 0079: icmp: echo reply. \d 121732103 03/21/07 00:00:01 GMT  03/27/07 23:59:40 GMT  2.88% 1+ 2824%
Traffic Analvsis - Web Activity by Websie| 13 21045 Provents-Girdfeor hip stara (] 10 G207 O0:07.05 GHT0327I07 235326 GUT  245% + e
Protocol Usage - Alowes 1 Desitops it tep probe other - 032107 00:00:12 GUT 0327107 235959 GUT  2.40% 4 o3
15 Tipping Point 0164: icmp: echo request (ping) WP 03/21/07 00:00:35 GMT  03/27/07 23:59:54 GMT  1.44% +  226%
Protocol Usage - Denied o=
16 Proventia - A ping flood \d 100089 03/21/07 00:00:17 GMT  03/27/07 23:59:55 GMT  1.42% + 033%
=y rmary - Allowed 17 Proventia- G 3rd fioor  ping flood [ J 100089 03721107 00:00:00 GMT 03727107 235033 6T 1.41% 4 0as%
0 e
@ |jmmary - Dene:
10127321005 duna oo 100 o oo 03007 0000 00 GUT 30807 133503 GUT <t s102e 4 -3485%
M8 |iresses &1 Virtual perations Center - - Microsoft e + 050
= Be B Wew Favores Dok b
Bnalysis » Fal intranet
Qus - © W[ ™ =@ 2 ¥
= acervcon 1]~
oave csinnis 1L0G0UT]
36,2007 1045 E01 HOME  SERVICES  TICKETS  L0GS  REPORTS  SUPPORT owne & [seaon
IDS/IPS Event Trend Dave McGinnis [LOGOUT
March 21, 2007 to March 27, 2007 critera - B csv - JR POE
Previous Reportig Period: 031307 - 032087
Current Reportng Period: 032007 - 032707

iod “Total Events
Currentpers 20752929 o -

usPeros 24652101 ) o
VesrTovwe 13665302 19

Current Reporting Period Top Events.

Count
[E—— Tee 10240 4 -235%
ey moneymasters com v e 4 -0
stasev-agt mss.ssnet us < 4 s
crtmerosott com us % v
atwebupapdt s net us % v e
portal mss s et us an 4 e
12mzins us % a7t & s
st xps-agD1 mss s et us an 257 &
wwwiss et us a% 2512 4
St-remedy-dey mssiss. us % 128 1
puiss el us % 1159 4
20625322516 us <% 1199 ¢
w621262 us % 0 4
eonté3 serveréyou de o <% 5 1
£192.189.256.74 deply.ak us % 2R
mex marc-schneidr nfo o a% s 4
208 us % Y
st .85 25 1431361 3 % m e
fterc ma et us % m 4
15222141 aninehore.serv. o % =
262s022517 us % = 4
2e2m2251 us an = 4
satp-85.2525 o a% = 4
48101168 us an = ¥
stat-p.85.2525 o a% 29 3 -zs%
w )
0000 134789 3 -2394%
EIET

oca ranet

[ II o
/S5 58 |

628285 1 0iet ey ecno request oo 609081
SST81Z1 2 teo oot soan 2087514

3 10 oort sean 1819347

s ey

s m 20809

& o user acent sts67

7 B

5 wim url ceouesizd 983

9 bt ost s

s

4047

12 ong food s01508
12 1p astarg 05008
14 0078 g echo reoy smane
15 o food 195284
16 1 orobe other 18 12 orobe o 196025
19422 17 55 scan 1e5223

B —

Previous Reporting Period Top Events

8 3 Local ranet
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*Resultados para el Negocio
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iBeneficios Claros!

" Integracion del entorno multivendor

= Vision centralizada en tiempo real

= Exhibe rapidamente el retorno de la inversion

" bajo costo de implementacion

" muy rapida implementacion
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IBM Internet Security Systems
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*Reduccion de Costos IBM Internet Security Systems

- EVita inverSiones en IBM Internet Security Systems

recursos y tecnologias |

O 0 Executive Repon You will benefit from the following projected yearly cost savings when you outsource to a trusted security provider, 3/30/2009
adicionales _ _ _
In-House Solution $ 1428812 5 706,450 5 724793 5 743868 |
= Reduce los costos S Sohton T (T (T

§ 7472
I 364,194 I 379,980 I“ 395,397 '
52% 52% 53% |

= Reduce las pérdidas 76 % 52 % 52 %, 53 %
por incidentes de TR - R -t

savings Cost Savings

operacionales

avings

seguridad

In-House Sofutlon  MSS Solution In-House Solution ~ MSS Solution In-House Solution  MSS Solution In-House Solution ~ MSS Solution

jijUtilice el IBM
TCO Tool!!!

@ Back Print Report @ Next 6
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Reduccion de
Costos

Simplificacion de la
gestion de infraestructuras
complejas

Proteccion de su negocio /
marca / reputacion
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Muchas Gracias
México!

Fernando Guimaraes

feguima@br.ibm.com
Referencias:

http://www-935.ibm.com/services/us/en/it-services/managed-security-
services.html

http://www.csoonline.com/article/220328/guidelines-for-choosing-to-
outsource-security-management?page=1



