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e Laseguridad no fué un proyecto
 Caminando hacia la gestion de seguridad
e Seguridad mas inteligente

e Consideraciones finales
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La seguridad no fué un proyecto
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e La operacion esta controlada y dentro de los niveles
de riesgo.

Collaboration CRM/ERP/HR

77}
:E ' Business Industry
) Processes -~ Applications
"~ Software as a Service
< 1
g Development
e
Tooling
o
Platform as a Service
Data Center

S Fabric
g Networking Storage

Infrastructure as a Service

,estamos solamente para operar?
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* El marco normativo de seguridad se ha escrito pero
no se implementa, y pocas veces se mide.
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e Se cumple con las regulaciones de la industria... por
nuevas que estas parezcan.
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La seguridad no fué un proyecto

Esqguema de aseguramiento en diversas capas de |la
infraestructura.

9 i SuperStack 3 NBX Analog Fax machine
® NBX Firewall = Adapter, i

NBX peXset
Softphone Bl

g Regional Office
NBX Business Phone ‘

SuperStack®3
NBX Analog K23 Switch 4900

family

\ Palm wireless
connected organizer
Remote Worker

NBX 2102-1IR
=== superStack 3 Business Phone
Firewall
LAN modem/router Laptop
E1/PRI, BRIST Rouler
\ /
SuperStack 3 NBX
Firewall Business Phone
| Sw: ‘h 4400 |am| 1P Wireless DSL
Com 11 Mbps ™ ISDN Frame ATM
ereless LAN 4 )
Access Point 8000 - - ~_J/
3Com 11 Mby .
Wireless LAN Branch Office
NBX Workgroup 8ridge Analog, TV/PRI,
EV/PRI, BRI-ST _—

Business Phone

Headquarters

Sus;;(erstatk 3
Router O3y

=

NBX Business Phone
Attendant
Console

3Com Switch 4007

NBX -

Basic Phone 3 “NBX 2102-R
3Com Ethernet Business Phone 7

Call Center

agent

Power Source NBX
Call Center

Unified
Comr:wmu!lons Palm wireless
agent

connected organizer

Call Center
supervisor
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e Se ejecutan ejercicios de analisis de riesgos y
estrategia de seguridad...
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«La seguridad de la informacion tiene un
contexto y medicion operativos»
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Caminando a la gestion de seguridad
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* Colectar la mayor cantidad de informacion de |la
infraestructura de seguridad y de TI.

@] 1BM Tivoli Monitoring Service Index - Microsoft Inter... = [ | o e AE [pEpe—p——
+ " ry
B gt o B

IBM Tivoli Monitoring
Service Index

Mon, 08 Aug 2005 15:50:18 GMT

Management
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e Correlacionar la informacion de las pruebas de
seguridad y la operacion.

BSM
GRC Dash d:
Netcool TEC Dashboards I ghhoards I
Omnibus Uls
IT Operations KRIs, Reports KCls, Reports
\ escalation Portlets Portlets
e ‘L;.___'_"_J-.L
\
| CCMDB i
_____
Workflow |

Actions

1
g &
B

S
Devices

Service Desk
remediation
y
TPM Automated

/’

Correlacion de eventos
Event aggregation
Real-time Correlation
Security Ops Dashboard
Incident Management
Operational reporting

Gestion de bitacoras

Compliance dashboard
Regulatory reporting

Privileged user monitoring and audit (PUMA)

DB, App, OS, Mainframe auditing
Log Management

/ Dashboard
i

Compliance

Netcool
Omnibus
Events

Network

g
S
~~~~~

Infrastructure Desktops

SCM, TPM

zSecure

N

X
@ S

- Databases
Applications

Servers Mainframe

&

User focused
TAM

log sources

N

il
|
L

__ B

e E Yy mroetentr | TN

Caminando a la gestion de la
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e Definir cursos de accion para tratamiento de
incidentes.

EMERGENCY
)

)
DIAL 911
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* Preservar configuraciones, reportes y resultados de

brechas de seguridad en la infraestructura.

| TOP d
| SECRET

-
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* ¢Qué es lainteligencia?

1.f. Capacidad de entender o comprender.
2.f. Capacidad de resolver problemas.
5.f. Habilidad destreza y experiencia.
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El modelo actual de SIEM tiene alcances limitados.

Network Device Network Firewall

Server Application Firewall
Database Endpoint Protection
Application Data Loss Prevention

Directory File Integrity Monitor

SIEM

Incident Management

Normalization

Real-Time Monitoring

Reports

Correlation




SERVICE
w & RISK

PN FoRL

—

* Lainteligencia de seguridad debe basarse en:
— Integracion de la informacion.
— Correlacion de los eventos.
— Busquedas dinamicas multidimensionales

GEMENT
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Seguridad mas inteligente

— Contextualizar el estado de seguridad.

— Respuesta automatica

I
i
@
&
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Las organizaciones requieren una vision inteligente(dinamica)
de su nivel de seguridad:

Automated

Manual

Reactive

Proactive

Basic
Organizations employ perimeter
protection, which regulates
access and feeds manual reporting

21B events/day
correlated in MSS
(leveraging Cognos)

Security intelligence highlights at IBM

Advanced security
analytics with
InfoSphere Streams

Optimized
Organizations use
predictive and
automated security
analytics to drive toward
security intelligence

Proficient

Security is layered
into the IT fabric and
business operations

SPSS Predictive
Analytics solving
insider threat

IBM Security

Organizations need a new approach to
security, one which leverages intelligence in
order to keep pace with innovation

IBM Security drives change from a point
product strategy to an integrated enterprise
security framework, based on key elements
that allow for:

= Translation of data into actionable insights
= Reduced business cost and risk

= |nnovation with agility and confidence

= Continuity of operations

Hybrid scanning
capabilities from
Rational AppScan

Identity Governance
to build integrated
access processes




I w u . r B -
BT W | N e
SERVICE

« &RISK Seguridad mas inteligente E

* Laseguridad de la informacion se establece de forma
practica con tres componentes fundamentales:

L estratégico } <:> <:> L operativo }

gestion de
seguridad
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e El portafolio de IBM crece para atender estos
requerimientos de los clientes.

IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

@ PEOPLE AND IDENTITY
@ DATA AND INFORMATION

... @ APPLICATION AND PROCESS
O PEEIH-EE&EHEEE @ NETWORK, SERVER AND END POINT La b S
@ PHYSICAL INFRASTRUGTURE Total Securi ty In telligence

Common Policy, Event Handling and Reporting

Professional Managed Hardware
services services and software
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 Open Pages — Riesgo operacional, Riesgo Tl, Controles Financieros,

Auditoria

Finance Integrated T Risk /Control Dashboard =L T ;R_

Risk Management . @ ST galt%meg;gt'ﬂl .

FIRM): N nilDown/Drill Across =~

CXO Suite software _':‘-?“m\‘“h o EventMgmt

L

INTEGRATED RISK MANAGEMENT — GRC, Operational Risk, IT Risk and Compliance

- Common risk language for control management
fOPENPAGES ® CLARITYSYSTEMS Common risk and compliance processes
an BM* Company o Aggregated Regulatory and internal reporting

. Operational . Financial  Regulatory Business :
Audit P Risk IT Risk Reporting Compliance Vendor Continuity Privacy
Multiple Controls and Detection Engines Multiple Internal / External Systems
RER software Guardiur

software Information Management B
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 Open Pages — Permite la gestion integrada de riesgos

CommandCenter”
Business Intelligence

Gestion de Gestion de Riesgo
Auditoria Interna Operacional
Gestion de Controles Gestion de Politicas y
Financieros Cumplimiento
Gestion y Otras Extensiones
Governance de
Informatica

SOLUTION COMP0NENTS Loss %%

KRIs Entities w'
S
AsSessmentS prooe53: Aﬂd =
Issues Contro

%M."‘“‘:a‘:"acepLATFORM SERVICE®

L Sey g
cho oMe Secu
a 4 X Document Madl:zwm‘"t
S Reporting

-




A
b

—— a

SERVICE . . s
w &RISK Seguridad mas inteligente

MANAGEMENT
PN FORUM 2011

| 0|
I
%

* Q1 Labs —Se amplia el ciclo de proteccion.

Are we configured to
protect against these
threats?

What are the external and

What is happening right

now?

internal threats?

Vulnerability Exploit Remediation

v } v

BN 7 N -
Prediction & Reaction &
Prevention Remediation
Risk Management, Compliance Management, SIEM, Network Anomaly Detection,
Vulnerability Management, Configuration Management, Cloud Log Management, Data Leak Prevention, Packet Forensics,

K Intelligence, Scorecards Remediation, Dashboards /

Labs

Total Security Intelligence
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* Q1 Labs —Se amplia el ciclo de proteccion.

Security Information and Event Management

Radar

SIEM

= Sophisticated event analytics
= Asset profiling and flow analytics

J

Log Management Risk Management

Radar’

Log Manager

Radar

Log Manager Froa Ediicn

Risk Manager

'y

- b

= Turnkey log management
= Upgradeable to enterprise SIEM

= Predictive threat modeling & s

= Scalable configuration monitoring & audit

imulation

\. J/
Network Activity and Anomaly Detection Network and Application Visibility
Radar’ Radar Radar Radar
SIFM QFlow Iow VFlow

= Network analytics
= Behavioral and anomaly detection

= Layer 7 application monitoring
= Contentcapture
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 Con IBM se crean capacidades paralelas de inteligencia de seguridad

y de negocio.

IBM Security Intelligence
pascom  Tiopiecn  Guardium RS

METAMERGE

= p——

interngr @ warcfie consul Q
access#"); SECURITY

e SYSTEMS® @B!g_ﬂ_)ﬁ( @Labs
- e Database Monitoring
B crcenruare ) DataPOWER

Identity and Access Management

Mainframe and
Server Security - RACF

SOA Security
Managed Security Services
Network Intrusion Prevention

Compliance Management

Security Intelligence

Security as a Service

Application Security

Bl Convergence
with Security

Decision Management

Simplified Delivery (i.e., Cloud )

Bl Convergence with Collaboration

Text & Social Media Analytics

Predictive Analytics

10D Business Optimization
Performance Management

Business Intelligence Suite

Enterprise Reporting

IBM Business Intelligence

Cognos. w= B
software 1 OPENPAGES ﬂ

Nt Bl (N) neTEZZA

AN IBM* COMPANY

Time

=Y

— y
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e El portafolio mas completo de seguridad de |la informacion.

Enterprise Governance, Risk and Compliance Management
|IBM OpenPages Algorithmics (recent acquisition) i2 Corporation (recent acquisition)
\ >
' ™
IBM Security Portfolio
IT Security and Compliance Analytics & Reporting
' . :
QRadar QRadar QRadar IBM Privacy, Audit and
SIEM Log Manager Risk Manager Compliance Assessment Services
Security
. X 3 Consulting
IT In cture — Operational Security Domains
—] . . I
— People Applications —
Identity & Access Guardium AppScan Network Endpoint M d
Management Suite Database Security Source Edition Intrusion Prevention Manager (BigFix) ana_ge
Services
Federated Optim AppScan DataPower zSecure, Server and
\__| Identity Manager Data Masking Standard Edition Security Gateway Virtualization Security
(] Enterprise Key Lifecycle Security QRadar Anomaly Native Server Security
Single 8ign-On Manager Policy Manager Detection / QFlow (RACF, IBM Systems)
X-Force
Data Security Application Managed Firewall and IBM
i A t Servi A t Servi ’
Identity Assessment, ssessment service ssessment service Unified Threat and Penetration Research
Deployment and . . . .
. X i Intrusion Prevention Testing Services
" Hosting Services Encryption and AppScan OnDemand Services —
DLP Deployment Software as a Service
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 Se aumentan las capacidades de gestion y visibilidad en tiempo real
sobre gestion de amenazas, vulnerabilidades y riesgos.

A
y

Governance, risk and compliance Labs’
Advanced correlation and deep analytics Total SecuriyInteligence

Optimized

) Advanced network
Role based analytics Secure app engineering

; Data flow analytics monitoring
LA e Dat s Forensics / data mining
ata governance .
Privileged user controls g Fraud detection
Secure systems
R Virtualization security
User provisioning L o
Access monitoring Application firewall Asset mgmt
Access mgmt ) )
L Data loss prevention Source code scanning Endpoint / network
Strong authentication )
security management
) . Encryption o ) Perimeter security
Centralized directory Application scanning o
Access control Anti-virus
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Consideraciones finales
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e Es fundamental impulsar los proyectos de SIEM vy
correlacion de eventos.

Son la materia prima para inteligencia de seguridad.
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e Es oportuno definir las métricas de seguridad con
vision de servicio.

Information

Business PR
Strategy Prog rany1
Processes
Tactical
Growth Technology
Operational
Factors People
Priority — Dependency —
Driving Factors Performance

Metrics
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e Se facilita la preservacion de evidencias y revisiones
de cumplimiento.
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La inteligencia de seguridad se basa en
soluciones efectivas que permitan

explotar el talento de los resposables en
la organizacion.
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jiGracias!!

Roque C. Juarez, CISSP, CISA, CISM, CRISC, CGEIT, ISO 27001 LA
Consultor de Seguridad de la Informacion

rjuarez@mxl.ibm.com



