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Addressing Emerging Threats Through
Next Generation Intrusion Prevention

Robert Giberson
Security Architect & X-Force Field Liaison
IBM Security Solutions
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«Changing Threats in 2011 and into 2012
«Good news, we're making headway against threats and vulnerabilities
«Bad news, the landscape is becoming more complicated
« The Year of the Security Breach

~ Broadly targeted, financially motivated attacks

« Advanced Persistent Threats

« Hacktivism
Drivers of Next Generation Intrusion Prevention
«Emerging Requirements for Intrusion Prevention Systems

-Meeting the Needs of our Clients: Introducing IBM Security's Intrusion
Prevention Appliances

Questions
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To protect our customers from security threats on the Internet by developing a
comprehensive knowledge of vulnerabilities and attack methodologies and applying that
knowledge through effective protection technologies.

IBM X-Force Research and Development

The world’s leading enterprise Global security operations center

security R&D organization

* Support content stream needs
and capabilities

* Support requirements for
engine enhancement

* Maintenance and tool development

* Support content streams

Research

(infrastructure monitoring)

Content Delivery

* Continue third party testing Dominance

* Execute to deliver new content streams for
new engines

Industry/Customer Deliverables

* Blog, Marketing and Industry
Speaking Engagements

* X-Force Database

* Trend Analysis and Security Analytics

e Expand current capabilities in research to provide
industry knowledge to the greater IBM Deliverables
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The mission of the

IBM X-Force® research and development
team is to:

Research and evaluate threat and protection issues

Deliver security protection for today’s security problems

Develop new technology for tomorrow’s security challenges

Educate the media and user communities

[fvent]]
Il
' ||II
]

¥
J

I
T
1
it
&

X-Force Research
14B analyzed Web pages & images
40M spam & phishing attacks

54K documented vulnerabilities

- Billions of intrusion attempts daily
| Millions of unique malware samples

Provides Specific Analysis of:

Vulnerabilities & exploits
Malicious/Unwanted websites
Spam and phishing

Malware

Other emerging trends
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Vulnerability Disclosures Growth by Year

History repeats itself (probably) SRS (it s s i
e 2010 = highest # of vulnerabilities |

e 2011 = 1H down 21% 1H YoY |
6,000
e Web applications continue to be
the largest category of T
disclosure. o I I I
. ol 0 | Il II II
e 2011 likely to have less vulnerability £'; 528858 8 z'885:2¢£'z

disclosures than 2010. However S s e e ovoiies sy

some categories increased... Total Cumulative Vulnerabilities
1996-2011 1H
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= Total number of vulnerabilities decline — but it’s cyclical

= Decline is in web application vulnerabilities

Web Application Vulnerabilities Web Application Vulnerabilities by Attack Technique
&t & Percontage ol Al Disc leeures in 3011 H1 20042011 H1
80%
Wea Appliceirone: Crtheaem
ar 53 pormant

2004 2005 2008 2007 2008 2008 210

| BCross-Site Scipting W SOLInjection M Oter ' File Include

Figure 55 Wb Asoiicaion Vulnerabiteons so 3 Persentage of A Discloauves o 2001 B Figure 20 Web Apoicaiion Visrershiitiss by Artack Tachnigue — 2004-2011 Hi
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= Significant improvement in
S— Vendor Patch Timeline
unpatched vulnerabilities 2011 H1

« Hasn’t dropped below 44%
in over five years

Patched Same Day
58 percent

Unpatched
37 percent

Fig. 33: Vendar Parch Timeilne.— 2011 Hi
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Top Ten Software Vendors with the Largest Number of Vulnerability Disclosures
2008 - 2011 H

= Top 10 vendors a
greater percentage ..

25 porcont

2009 2010 2011 H1

= Critical vulnerabilities
triple as a percentage T

Percentage Comparison of CV5SS Base Scores
2009 - 200 HY

Eigum 35 Parcantags Companoen of CVGE laes Sooms - 2008 - 20 MY
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Web Browser Vulnerabilities (2011 Projected)

* Total vulnerabilities are up

900

800

700

600

e Critical and high vulnerabilities to
. 400

lowest levels not seen since 2007

100

« Ourindustry does seem to be
getting better at making safe Critial and High (2011 Projected)
browser software 300

250
200
150
100
50
0 oo oo o s oo o o

i Source: IBM X-Force® Research and Development I
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Critical and High Vulnarability Disclosuras
Aftecting Multimedia Softwara

= Significant increases in 2o0m 2011 (oot
both categories

Humnber of Disdosums

= Attackers have zeroed in
on software that
consumers are running

regardless of the browser Rt i i AT |
' a Gritical and High Vulnerability Disclosures
Fq_f‘asf: G-;rl:m'mﬂfgﬂ wmﬂ1rmmw AfMecting Do-ﬁmnnt.Fm:t FSUas
Aflseiing Mumimsdis Sofnesne —S002-201 [Frogered) M0 Prejectv

= Recent efforts to sandbox
these applications are
not perfect

ELUL] M == Fooe 20w oo 2o

B Office Formats % Portabie Document Formats [POF)
Figurs 38: Gritical and Hgh Vidneabity Distitures
Affesting Documant Format lssues — 2005001 iPrascidl
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Total Mobile Oparating System Vulnerabilities
20068-2011 Projected)

« Continued interest in 0
Mobile vulnerabilities as =
enterprise users bring -
smartphones and tablets .
into the work place B

= Attackers finally warming T o e e b b
to the opportunities e e ssisbivgeli
these devices represent -

B Mobile 08 Exploits
k Eigurs 4 Mobiée Dperaing Syzsen Explorts — J008-2041 Projected] |
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Public Exploit Disclosures
2006-2011 (Projected)

Fewer exploits released so far
this year since 2006\

1400
Down as a percentage of
Ay 1,200
vulnerabilities as well
1,000
Many of these exploits are -
being released before a
. . 600
vendor patch is available.
400
IPS will continue to movetoa

more behavioral approach at
detecting classes of
vulnerabilities and rely less on
pattern matching static
signhatures

20086 2007 2008 2009 2010 201

Figure 32; Public Expioit Dieclosures — 2006-2011 (Projected)

16.5 percent

7.3 percent 134 percent 157 percent  14.9 percent

12.0 percent

Tabls & Publc sxpiolt disclozures - 2006-2011 (Projscied)
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B The fl rst half Of 2011 has l?.een 2011 Eampl_[n‘g uf_svac_urlty Bre;tchas by Attack 1_?1:9. Time and Impact
marked by a ||ta ny Of S|gn|flcant, carpatiue of refative tréach impact & basad o publcly distloged information regarding leaked records and inancial oeges
widely reported external network A—— i
security breaches S0L Injection Sl

UBL Taripering ) i "

= Notable not only for their Snear Phishing e

frequency, but for the presumed owor @ S

510 Party Software,
operational competence of many of s
the victims. S

: : Bony

= The boundaries of business

infrastructure are being extended — womy  RSA

and sometime obliterated — by the ..

emergence of cloud, mobility, social e

business, big data and more. e e e ® 0

: *00000

= Attacks are getting more and more

sophisticated. g g g g 5 z &

2 $ & £ 5 3 g

k Source: IB8M X-Force® Ressarch and Developmenl '
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Exploit effort vs. potential reward i O

= 24 X-Force alerts and

advisories in H1 2011

« 12 high value, cheap-

to-exploit

—Publicly available
exploits for 9 of

them

* 9 harder to exploit but

high value

—This is a higher

number that in
previous years

High
=¥ .

Potential Reward

Exploit Effort vs. Potential Reward

Sophisticated Attack
High value vulnerabilities
Harder to exploit

X-Foroce Discoverias

P I
hallenging heap exploits

Not Targeted Widely
Hard to exploit
Low reward

Malicious non hitp server (DNS, filg)

2011 H1

Widespread Exploitation
Inexpensive to exploit
Large opportunity

- Low impact Dos attacks

Occasional Exploitation
Inexpensive to exploit
Low potential reward

CHificuit

Exploit Effort to Achieve Easy

Source: IBM X-Force® Research and Development
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Off-the-Shelf

Attacker Types and Techniques 2011 H1

e |ndiscriminate

Lack sophisticated technical skills

e Use tool chest of exploit and

e DDoS attacks

Financially motivated
targeted hacks

tools and mavire k.lts * [ulzSec and Anonymous
techniques W s tliders (hacktivists)

¢ Financially motivated malware activity

¢ Spam and DoS
e Advanced Persistent Threat

Sophisticated e Organized, state sponsored teams
P Cyberwar e Discovering new zero-day vulns

L J

Broad

Unprecedented attack techniques

Targeted

Source: IBM X-Force® Research and Development
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Attacker Types and Techniques 2011 H1

¢ |ndiscriminate
¢ |ack sophisticated technical skills

e Use tool chest of exploit and
Off-the-Shelf malware kits

¢ Botnet builders
¢ Financially motivated malware activity
e Spam and DoS

tools and
techniques

Sophisticated e Cyberwar

Broad

e DDoS attacks
* [ulzSec and Anonymous

Financially motivated
targeted hacks

(hacktivists)

Advanced Persistent Threat
Organized, state sponsored teams
Discovering new zero-day vulns
Unprecedented attack techniques

Targeted

Source: IBM X-Force® Research and Development
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Top 10 High Volume Signatures

2011 H1

140,000,000
120,000,000 |
100,000,000

80,000000

60000000
40000000 | =
s | .

o 1 |

B SMB_Empty Password_Failed

B SOL Injection

B 30L_SSAP_Slammer Warm
B SSH Brute Force

Bl HTTP_ Unix_Passwords

Figurs & Tap 10 High Volums Signstunss — 2011 HY

Total

Il. _ - g s - -_J

P=BExec_Senrvice Accessed
Shell_Command _Injection
HTTP_DotDot
MSRPGC_RemoteActivate Ba
SMBE_Mass Login
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Continues to be a favorite attack
vector amongst malicious groups

Attackers are analyzing Web
applications (written in .ASP, PHP,
etc.) running on the Web server in
order to find SQL injection
vulnerabilities they can exploit.

In some cases, once a vulnerable
Web application has been identified,
attackers use search engines to
automate the process of finding
target sites using the vulnerable
applications.

SQL Injection Attack Activity in 2011 H1

30,000

25000

20,000

15000

10,000

5,000

SQL Injection Declare Exec

|
'H 1 g 'a"'

TE T A T WD MR e e e W i WD M R e e T W, e FD R W s R T
B o . e . . e . sy - G T, FCRE. P i 3 R, e, - L . PR P St . i L. e -

01/22/20
0172920

03/5/20
03220
04/16/20
05/21/20
0&/28/20
0&/18/20
O&/25/20

S0OL Injection Declare Exec

Linear (SQL Injection Declare Exec)

Figure 40 SOL_Infection_Deciars. Exec Aciiaty January 2001 — June 2071
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Downloader Exploit material
installed Served

Malware

installed and activated

Web server with Malicious iframe Web browser
embedded iframe host targeted

Browse The Internet
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BleedingLife
Jpmsr Member

Bleeding Life v2: RELOADED **Exploit Pack**

BleedinglLife Exploit Pack was looked down upon in the beginning of its start.

As tBme went on and users began to take a chance with this pack, they've eventually understood BL is no normal pack.
With less exploits and a higher rate than other packs, BL has really made a name for itself.

Mow, BL has turned into a series. BL w1, BL w2, BL Mini-Jawva, BL Java Edition, BL Adobe Edition.

And... Here bafore us, BL v2 Reloaded.

If wou want a low cost, high rate and great quality pack... Purchase BleaedingLife w2 Reloaded!

[x] BL w2 has an average rate bet-ﬂe

x] CWE-Z2008-2952
%] S5/Proof coming soon ...

[x] CVE-2010-0188
[x] CVE-2010-0842
[x] CVE-2010-1297
[%] CWE-2010-2884
[%] CVE-2010-3552

- Hrw ut can be disabled.)
All exploits bypass ASLR and DEP where needed.

FUD Update - $£50.00
x] Domain - -~ oo

[x] Liberty Reserve & WebMoney ONLY!
[x] Previous v2 Buyers - FREE Update!

= 2010 TBM Corporsbon




= i —

SERVICE
ut’ & RISK

;‘ MANAGEMENT

W 2019

5 52arch

inforrantnn:

Jretilas
AMT data
AT time

Statiatecs:
"' SlLmmars
Bulnwi:

Cimhies bate

Harcate caremands
Logsi

— Saasch

Zgarch itk bemplate
Ualozdas file:

Lagaut

Tammimg snie)

Zeus Crimeware Service IEE O

Infects

# Fully set up ZeusS Trojan with configured FUD binary. -

Hosting for costs $50 for 3 months.
This includes the following:

# Log all information via internet explorer
# Log all FTP connections

# Steal banking data

# Steal credit cards

# Phish US, UK and RU banks

# Host file override

# All other ZeuS Trojan features

# Fully set up MalKit with stats viewer inter graded.
# 10 IE 4/5/6/7 exploits

# 2 Firefox exploits

# 1 Opera exploit”

We also host normal Zeus clients for $10/month.
This includes a fully set up zeus panel/configured
binary
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Off-the-Shelf
tools and
techniques

Sophisticated

e |ndiscriminate

e Use tool chest of exploit and e DDoS attacks

¢ Botnet builders
¢ Financially motivated malware activity
e Spam and DoS

[fvent]]
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Who is attacking our networks?

Attacker Types and Techniques 2011 H1

¢ Financially motivated

Lack sophisticated technical skills targeted hacks

malware kits
* [ulzSec and Anonymous

(hacktivists)

daldla
838603

Cyberwar

Advanced Persistent Threat
Organized, state sponsored teams
Discovering new zero-day vulns

Unprecedented attack techniques

Broad Targeted

Source: IBM X-Force® Research and Development
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=« Example of e-mail with malicious PDF

i . Mezzage £rs
= = = & e T —
g e T &y sersn- E N B, | @
|| — —-d -—4 | =31 ¥ _Fl g sefeits 3 2 Retated = E‘{j |
Reglly Renly Forward | Deiete Wiue s Create  Owher | Booe | s fume | CAtegorize Follow Kancas i sandta |
o 21l | Rude  Achons= | Sender | % Up~ Unread | W Select ~ Onefate [
L Aem L e opant 5l ena .
Frime U5 Embassy Bangkok s IRC [ro@state.gov] SNt SuR I0L0-03-14 05:29
Toi J \
ce
Subed: Eﬂiﬂﬂiltpﬁllﬁl-ﬂqfﬂi
i Message |7 The Tull tevt_ar_2010_ Trae_Pulbty_Agenda,puf (73 K3 I

2010 Trede Tolicy Agevds Fl

Woghivgtom — Fresident Obanz, in his 2000 Trede Folicy agerdn sews o Comgress March 1, pledged the Vsited Frotes will build on exizling trede sgreswants to ztremgthen
|| the global toadieg sweten and cpholi Awevicsn walues avd connitrents asoued the warli. E

The apeoda s haghlighiad by TR include the fol losive:

| *enpport avd stzewgiben o reles-bazed trading swster. The Theted States zivongly zopporis en swbiticus ard telerced Dohe agreemmnt 1hzt libzralizes thiee core wacket- N
sgcens arear. apricnlbure, gools and sdivices.

*Erforce cights in the rulss-bezed tysding sustew. TR will stroewgrhen further mondtoving snd enforcevemt, brivgivg cases at the Warld Trede Ovgemizstics (NIDG as
i TecezTAly, Wwill imoresss [ocus on nonlsrifE bsrciecs bhal hiwdec ssporis, and wall Eully snforce labco s eveiromeenial sighis an irsds sgissmsnks.

#irhanee T8, gyonth, joh ecentiom avd iwnesaction. The Thited States #ill ewphosize Siloterol celotions with energing mevkets oa aell as ~ith lovg-standing bew parteerz, | ||
avd will purswe segional sngagewenl. psrticulacly zegotiation of a Trans-Pacific Parinesrship Agreewent to access bey rackets an ihe &=iz-Pacific for decades to core. ']

ork b0 resoive aitztaeding izsenn nith panding free toode agrecnenis (FTAZ) and heild on exiating cgrecventz, Proper mesolution and dnplessntotion of the gording FTA: |
|| with Pavema, Colonbis and South Eoves cen being significent ecomonic bevefidiz. In 2210, UBIR mill contirue te coveult with Covgrerz and the public snd te emgege with |
Vhese mbioms o addiess outstanding issues. LU will aloo stoemgblen mlationships eith currenl gacboecs such az Cateda, Mezico, lapen end the Buropesn Usics.
|| *Facilitate progress an nitiane] enevge end envicesrental grals. Good tzade palicy sen eceelevote Bre success of scowd evesgy aed sovivomesatal initistives amd can [l
corplerent suziainable growth. USIR eill suppoct Sast-teacking sctiom with willing pairtnsss in the AT07 s scck om Likesal:zing frads in innovetive, clivste-Frievdly !
goclds and services through tanll reductions end ebher Dnlblabives. i

*Foster stoovger parinerzhips eith developing erd poor vatioms. The Obane adnindzizstion supports exgpecdizg trade oppociwniizes 1o sidimelets seyket-led growt™ and help
wiproes bl Diwes ol psopls an Lhe lessb-develoged sabiome. Upposfun: boms crasbsd by opsn wsiksle sod poedecences sach sz fle Gonsralizsd Zvelss of Pieferescer requice E
coppleneniary rensures 2uch 22 tachnicel basisterce ovd varket-tosed and nule-of-lee vaforwe to wexivize their temefitz, TR said

Lk T i

Image Source ttpdconlagioduma blogspol com!
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—Scan the corporate website, Google, and Google News
* Who works there? What are their titles?
» Write index cards with names and titles

—Search for Linkedin, Facebook, and Twitter Profiles
* Who do these people work with?
* Fill in blanks in the org chart

Arbor Business Company, Inc.

—Who works with the information we’d like to target?
» What is their reporting structure?
* Who are their friends?
* What are they interested in?
* What is their email address?

At work?
Personal email?

Lzs
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« Protecting a network from APT is a paradigm shift from the
usual “audit and patch” approach to protecting a network
from known threats.

« Sophisticated attackers may employ unknown attack
techniques and Oday tools.

A —

« Be willing to embrace approaches to detection that may not

be 100 percent effective. Harden
..
=« You may not want to immediately clean up successful I
breaches. It is sometimes better to watch them unfold and

collect information. ' _
o — Detect
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Off-the-Shelf
tools and
techniques

Sophisticated

e |ndiscriminate

e Use tool chest of exploit and

¢ Botnet builders
¢ Financially motivated malware activit
e Spam and DoS

Who is attacking our networks? i L]

Attacker Types and Techniques 2011 H

Financially motivated
targeted hacks

e DDoS attacks
* [ulzSec and Anonymous
(hacktivists)

Lack sophisticated technical skills

malware Kits

daldla
838603

Cyberwar

Advanced Persistent Threat
Organized, state sponsored teams
Discovering new zero-day vulns
Unprecedented attack techniques

Broad Targeted

Source: IBM X-Force® Research and Development
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* Linux server compromised using cracked hashs
* Local privilege escalation used to obtain Root

* Information leaked, including backup and research data

A

@

SQL Injection

* HBGary CMS Server Compromised
Password hashs obtained and cracked

* Same passwords used on multiple services

Password
Password

Compromise

Compromise Social

Engineering

* Rootkit.com compromised
* Website Defaced

Firewall/Server Admin
k © 2011 1BM Corporation

d
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= IBM Scanned 678 WebSiteS Percentage of Vulnerable Websites
—Fortune 500 & 178 popular sites

Hon-Vulnerable Sites:
60 parcent

Vulnerable Sitas:
40 percent

= 40% contain client-side JavaScript
vulnerabilities

= Third party code is primary culprit
Figure 420 Parcentage of Vuinsrable websoites

Distribution of Clienl-Side |ssus Types
Applications with Issues for In-house Code Only 2011 H1

s

vs. Applications with Vulnerakle 3rd Party Code 3214

AppHeations with [ssuss
In 3rd party code i
90 parant

Applications with issuss
for in-house code only
10 parcent

1L
Sl
= 255 205 203
B e s
. ; _ B
DO et B55 O poan Hmcirec| Lo bavad wilal
Atribola Sooalng

Figiwe &3 Appiegtions with gueg fr b-houge Cods Ony 1p. Applcgtions with Wainsrable Bt Pary Coda



| 5 'Y B " B _ = B B -'!
B e n e wm-o- --EBaE
SERVICE

3{; &RISK The Value of Security Research BT U
FORLUM 201
Research ~ Technology

X-Force Protection Engines

Original Vulnerability

Research " Extensions to existing engines

"INew protection engine creation
Public Vulnerability

Analysis X-Force XPU’s
"1Security Content Update
Malware Analysis Develogment P : SOLUTIONS

1Security Content Update QA . %"5

‘%@_'

Threat Landscape
Forecasting

X-Force Intelligence

Protection Technology DX_FOHK/T D.ata.base -
Research "IFeed Monitoring and Collection

TlIntelligence Sharing

» Only IBM Security is backed by the IBM X-Force® 4
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* IPv6 — Deployments of IPv6 networks (and heterogeneous IPv4+IPv6) are picking up
speed.

* Vulnerabilities and Exploits — The number of vulnerabilities and public exploits being
disclosed is increasing each year.

—IPS must use more behavioral and anomaly detection and less pattern matching.

Obfuscation — Increases in the obfuscated web pages and files.
— Obfuscation detection will continue to evolve in IPS.
* Evasions — New evasion techniques will continue to be discovered

Applications — The number of web applications will continue to increase
— Application identification, control (allow/deny), and QoS will be important.

Encryption — Use of SSL and other encryption methods will continue to be used more by
both good and bad guys.

—Inspection of encrypted packets will become standard

Compound Documents and Container Files — Increasingly used in attacks.
—The need to look “inside” of PDF files and Office documents
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Performance — 20 gigs and beyond.
- As networks grow larger and faster there will be a need for more speed
- As more technologies converge with IPS more bandwidth will be needed

Encryption — The use of SSL and encryption is increasing among both the good guys and the bad guys
- SSL inspection in IPS is going to be standard

Flexibility — A default configuration is rarely useful.
- Every network is different. Flexibility in tuning is critical in making an IPS usable.

Behavioral Inspection — Beyond Pattern Matching.

- Behavioral deep packet inspection protocol decodes will continue to be more important.

- Attackers are hiding their exploit code inside of compound files and container files, making simple
pattern matching IPS techniques less useful.

Web Applications — We certainly see the volume of web applications increasing.
- Applications are using HTTP/HTTPS. Being able to identify and allow/deny those applications will is
important today, and will be more important in the years to come.
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* Address changing threats with limited expertise, resources, and budget Beyond traditional network IPS

* Reduce cost and complexity of security infrastructure to deliver comprehensive security including:

* Larger organizations require security at network core o )
*Web application protection

IBM Security Network Intrusion Prevention GX7800 is the newest «Protection from client-side attacks
addition to IBM’s market-leading portfolio of Intrusion Prevention security *Data Loss Prevention (DLP)
appliances *Application control

*Virtual Patch technology

Unmatched Performance delivering 20Gbps+
of throughput and 10GbE connectivity without
compromising breadth and depth of security

APPLICATION CONTROL

VIRTUAL
PATCH’

TECHNOLOGY
\ =

Virtual Patch Client-side Web Application Threat Detection Data Security Application
Application Protection Protection and Prevention Control
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Protocol Analysis Module (PAM)

Vuinerability Modeling REC Comnliance
& Algorithms
. TCP Reassembly
Stateful Packet Inspection & Flow Reassembly

Protocol Anomaly Detection Statistical Analysis

Host Response Analysis

How It Works

e Deep inspection of network traffic

* |dentifies & analyzes >20q9 network and
application layer protocols and data
file formats

IPv6 Native Traffic Analysis

What it Prevents

Spyware

| DoS/DDoS
Cross-site Scripting
SQAL Injection

W /M
O 2s
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Buffer Overflow
Virtual Patch Client-side Web Application Application
Application Protection Protection Control

Web Directory Traversal
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= Block threats before they impact your organization
= Uncompromising security backed by X-Force”®

= Inspected throughput from 200 Mbps to 20Gbps+
= Protection for up to 8 network segments

= Scale from remote offices to the network core

IBM Security Network IPS Models

Remote Perimeter

Model GX4004-200 GX4004 GX5008 GX5108 GX5208 GX7412-5 GX7412-10 GX7412 GX7800
Inspected
Throughput 200 Mbps 800 Mbps 1.5 Gbps 2.5 Gbps 4 Gbps 5 Gbps 10 Gbps 15 Gbps 20 Gbps+

Protected
Segments 2 2 4 4 4 8 8 8 4
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Without security researchers we would always be one step behind the threat...

Ahead of the Threat — In order to stay one step ahead of the bad guys, you have
to understand the vulnerabilities that are being exploited.

Bugs — Security researchers often find bugs before the bad guys do, allowing
them to provide protection to customers before vendors have time to deploy a
patch.

Understanding the Threat Landscape — By studying the different attack
technigues and obfuscation techniques that the bad guys are using — vendors
ultimately use this research to create protections that can be less evadable,
more apt to detect Botnets and Malware, APT style attack patterns, and new
attack techniques.
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For More IBM X-Force Security Leadership

X-Force Tr
The IBM X-Force Trend & Risk Reports provi

X-Force Security Ale

Only IBM X-Force can deliver preem
commitment to research and develop
Find out more at

X-Force Blog

For a real-time update of Alerts,
subscribe to the X-Force RSS fee
alerts and advisories feed at ! i
at JS.iss.net/rss.php
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Thank you for your time today.
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For more information: »

IBM X-Force Page on IBM.com:
IBM X-Force Sales Kit on Software Group Sellers Workplace:

IBM Security Solutions Main Page on IBM.com:
IBM Security Sellers Blog:
If you need help with an issue that is impacting a security sale, contact the

cross-brand IBM security war room at secwarrm@us.ibm.com

Subscribe to X-Force Monthly Newsletter: Send email to



