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Safety Information

xiii

Danger: Before you begin to install this product, read the safety information in Caution:
Safety Information—Read This First, SD21-0030. This booklet describes safe procedures
for cabling and plugging in electrical equipment.

Gevarr: Voodrat u begint met de installatie van dit produkt, moet u eerst de
veiligheidsinstructies lezen in de brochure PAS OP! Veiligheidsinstructies—Lees dit eerst,
SD21-0030. Hierin wordt beschreven hoe u electrische apparatuur op een veilige manier
moet bekabelen en aansluiten.

Danger: Avant de procéder a I'nstallation de ce produit, lisez d'abord les consignes de
sécurité dans la brochure ATTENTION: Consignes de sécurité—A lire au préalable,
SD21-0030. Cette brochure décrit les procédures pour cabler et connecter les appareils
électriques en toute sécurité.

Perigo: Antes de comecar a instaler deste produto, leia as informac¢des de seguranca
contidas em Cuidado: Informagcbes Sobre Seguranca—Leia Primeiro, SD21-0030. Esse
folheto descreve procedimentos de seguranga para a instalacdo de cabos e conexfes em
equipamentos elétricos.

A

faks © LERESZAT . R
"Caution: Safety Information--Read
This First" SD21-0030 it fAriE
PR EEEIE - EARTFMRE IR
o I 7B e R iR M A R FERA 22 2248 -

A

Cpasnost; Prije nego sto pocnete sa natalaejorm produkts,
procitajie naputak o pravilime o sigumam rukcvaniu u
Upozoren|e: Pravila o sigumom rukovanju - Free procita| ovo,
S0A-0030, Ovaj privitak cpsuje sigumosne postupke 28
prikljucrivanja kabala i prikuchane na elekinens napajanje.
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A

Upozornéni: neZ zahajite instalaci tohoto produkiu, pfedtate si
nejprve bezpednosini Informace v pokynech, Bezpednostni
infarmace, SD21-0030. Tato broZurka popisuja bazpeénastni
opatfan! pro kabelaZ a zapojeni alektrickiho zafizani.

Fare! Far du installerer dette produkt, skal du laese sikkerhedsforskrifterne i NB:
Sikkerhedsforskrifter — Laes dette forst SD21-0030. Vejledningen beskriver den
fremgangsmade, du skal bruge ved tilslutning af kabler og udstyr.

Gevarr: Voordat u begint met het installeren van dit produkt, dient u eerst de
veiligheidsrichtlijnen te lezen die zijn vermeld in de publikatie Caution: Safety Information -
Read This First, SD21-0030. In dit boekje vindt u veilige procedures voor het aansluiten
van elektrische appratuur.

A

VARRA: Ennen kuin aloitat timan tuotteen asennuksen, lue julkaisussa Varoitus:
Turvaohjeet—Lue tdmé ensin, SD21-0030, olevat turvachjeet. Tassa kirjasessa on ohjeet
siitd, mitensahkolaitteet kaapeloidaan ja kytketaan turvallisesti.

A

Danger : Avant d'installer le présent produit, consultez le livret Attention : Informations
pour la sécurité—Lisez-moi d'abord, SD21-0030, qui décrit les procédures a respecter pour
effectuer les opérations de cablage et brancher les équipments électriques en toute
sécurité.

Vorsicht: Bevor mit der Installation des Produktes begonnen wird, die
Sicherheitshinweise in Achtung: Sicherheitsinformationen—Bitte zuerst lesen, SD21-0030.
Diese Veroéffentilchung beschreibt die Sicherheitsvorkehrungen fir das Verkabien und
Anschlie3en elektrischer Gerate.

A

Kivduvog: [pwv Eekivrioete TNV £yKATACTAON auTOU TOU TPOIOVTOG,
dlaBdote TIg MANPoPopieg acpdaielag oto PUANADIO Caution: Safety
Information-Read this first, SD21-0030. Z10 QUAAADLO auTd
neplypdgovtal ot acpaleig diadikaoieg yia v KaAwdiwon Ttwv
NAEKTPIKWV CUCKEUWV Kal Tn ouvdeor] Toug onv mpila.
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Vigyazat: Miel6tt megkezdi a berendezés lizembe helyezését, olvassa el a Caution:
Safety Information—Read This First, SD21-0030 konyvecskében leirt biztonsagi
informaciokat. Ez a konyv leirja, miyen biztonsagi intézkedéseket kell megtenni az
elektromos berendezés huzalozasakor illetve csatlakoztatasakor.

A

Pericolo: prima di iniziare l'installazione di questo prodotto, leggere le informazioni relatie
alla sicurezza riportate nell'opuscolo Attenzione: Informazioni di sicurezza—Prime
informazioni da leggere, SD21-0030, in cui sono descritte le procedure per il cablaggio ed
il collegamento di apparecchiature elettriche.

A

B FAEREMSTINC. Rl D
MEFEZ-0030 @ TR ERS (&0
(Read Thies First)@IEEEMAR S Ely,
—DMEFIE. BEEREORSIREEERD
FHII2LTRELTVLET.

A

218 o] MES MxI5t7| Hofl BHEA|
'Ol MM FE-AIZtEET| Mo
(SD21-0030) of U= U™ HEE
HoHAIR.

A

OMNACHOCT

Mpea Aa NoYHETE Aa ro MHcTanupare OBOj NPOAYKT, NpoYnTajTe
ja nHcpopmaupmjaTa 3a 6e36egHOCT:

"MpepynpepyBarse: Hdopmaumja 3a 6e36eHocT: [NpounTtajte ro
npeo oea", SD21-0030.

OBaa 6powypa onuwysa 6e36e4HOCHN NpoLeaypu 3a Kabnpame
N BKIydyBarbe Ha efleKTpu4Ha onpema.

Fare: Far du begynner & installere dette produktet, ma du lese sikkerhetsinformasjonen i
Advarsel: Sikkerhetsinformasjon — Les dette forst, SD21-0030 som beskriver
sikkerhetsrutinene for kabling og tilkobling av elektrisk utstyr.
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A

Lwaga,

Preed rozpoczgciem instalac produklu nakeky zapoznad sip ¢ instrukciy

"Caution; Safely Informaticon - Read This First”, 3021-0030,

Zivwiars ona wannk| bezpieczenstwa prey podiseraniu do sieci elekbryczne)
i aksploatacii,

Perigo: Antes de iniciar a instalacdo deste produto, leia as informacdes de seguranca
Cuidado: Informagbes de Seguranca—Leia Primeiro, SD21-0030. Este documento

descreve como efectuar, de um modo seguro, as ligacdes eléctricas dos equipamentos.

A

OCTOPOXHO: lNMpexae 4emMm MHCTaNnNMpoBaTb aTOT
NPOAYKT, NpoyTUTE VMIHCTPYKUMIO MO TexHnke 06e30-
MacHOCTM B O0KyMeHTe "BHumaHue: MHCTpyKums no
TexHuke 6e3onacHocTu -- NMpo4vecTb B NepBylo ovepenb”,
SD21-0030. B aton 6powitope onmcaHbl besonac-
Hble crocoObl KabMMPOBAHNS U NMOOKIIHOYEHNS INEKT-
puyeckoro o6opyaoBaHUS.

A

Meberpetenstvo: Pred ingtaldécion vyrobku si preditnjie
bezpasfnaosté predpisy v

YWastroho: Derped osté predpisy - Precitaj ako prvg,
SET= 0030 Y tejto bro@drke sd opdsond bezpednosté
postupy pre prpojenie clekinckych sariadend,

A

Pozor: Preden zaénete z instalacijo tega produkta
preberite poglavje: ‘Opozorilo: Informacije

0 varmem rokovanju-preberi pred uporabo,”
SD21-0030. To poglavje opisuje pravine
postopke za kabliranje,

Peligro: Antes de empezar a instalar este producto, lea la informacién de seguridad en
Atencion: Informacién de Seguridad—-Lea Esto Primero, SD21-0030. Este documento
describe los procedimientos de seguridad para cablear y enchufar equipos eléctricos.
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Varning — livsfara: Innan du borjar installera den har produkten bér du lasa
sakerhetsinformationen i dokumentet Varning: Sékerhetsforeskrifter — Lds detta forst,
SD21-0030. Dar beskrivs hur du pa ett sakert satt ansluter elektrisk utrustning.

A

fechg -

PR LEIL AN Z AT - FHERR L 2 -
TR

A SERER - A ¥EE SD21-0030

LR T s A feiZ P 2 s Bk < SR AERR I R AR

=
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About This Manual

This manual explains how to install and service the IBM Ethernet Stackable Hub 8245 Models 012,
024, 112 and 124.

Who Should Read This Manual

This manual is intended for use by installation technicians, network administrators, and service
personnel.

How This Manual Is Organized

Chapter 1, “Introduction” provides a functional product description and cabling requirements.
Chapter 2, “Installation” describes installation and cabling procedures.

Chapter 3, “Control Panel Management” describes how to use the Ethernet Stackable Hub control
panel.

Chapter 4, “Using the Management Interface” describes how to use the EIA 232 management port
through a local connection.

Chapter 5, “Web Management” describes how to use an Internet Web browser to connect to and
manage your Ethernet Stackable Hub.

Chapter 6, “Troubleshooting” provides troubleshooting procedures, how to get help from IBM, and
procedures for downloading new code.

Appendix A, “Notices” describes product notices and provides warranty information.
Appendic B, “Cable Pinout Diagrams” shows cable and pin configurations.

Prerequisite Publication

Caution: Safety Information - Read This First, SD21-0030.
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Chapter 1. Introduction

This chapter describes the features of the IBM 10/100 Ethernet Stackable Hub 8245,
Models 012, 024, 112, and 124. It provides a functional overview that can help you
integrate the 10/100 Ethernet Stackable Hub into your new or existing network.

The 10/100 Ethernet Stackable Hub 8245 is a 10BASE-T/100BASE-TX dual-speed
intelligent Ethernet hub. The 10/100 Ethernet Stackable Hub 8245 consists of 12-port
and 24-port managed and manageable units with many features that make monitoring,
configuring and expanding a LAN easy and efficient.

The 10/100 Ethernet Stackable Hub 8245 is designed for use in medium-sized
workgroups or remote locations that are part of a large campus network.

The 10/100 Ethernet Stackable Hub 8245 series has four models, two managed hubs
with 12 and 24 ports (Models 112 and 124) and two manageable hubs with 12 and 24
ports (Models 012 and 024). One managed hub can manage all the hubs in a stack.
Manageable hubs can be stacked without a managed hub and work without
management features.

Managed Models

Managed Models 112 and 124 display system and port information in the control
panel as shown in Figure 1-1 and Figure 1-2.

Figure 1-1 10/100 Ethernet Stackable Hub 8245 Model 112

55 ' |IH

Figure 1-2 10/100 Ethernet Stackable Hub 8245 Model 124
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Manageable Models

Manageable Models 012 and 024 indicate their port status through an LED panel with
LEDs for every port indicating link status (Link/Rx) and port speed

(10 Mbps/100 Mbps) as shown in Figure 1-3 and Figure 1-4. Utilization is indicated
by five graduated LEDs and collisions are indicated by a Collision LED for each
segment.

i ol |
R o SS4SSS EASASH
Figure 1-3 10/100 Ethernet Stackable Hub 8245 Model 012
X
I H : . _ .
)| = : T T T T T I TT T

@ [Gsssss [SAsdAd &

Figure 1-4 10/100 Ethernet Stackable Hub 8245 Model 024
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Product Features
Models 012 and 024

12/24 MDI-X 10BASE-T/100BASE-TX ports with shielded RJ-45 connectors
Two MDI ports that share ports 1 and 12 and use shielded RJ-45 connectors

All ports use UTP/STP cable - Category 3, 4, or 5 for 10 Mbps, Category 5 for 100
Mbps

All ports support auto-partition/reconnect capability

All ports support auto-polarity reversal

Jabber protection

Hub ID indicator is automatically set by stack position
Compliance with IEEE802.3 10BASE-T standard
Compliance with IEEE802.3u 100BASE-TX standard
Compliance with IEEE802.3u 100BASE-FX standard (optional module)
Compliance with IEEE802.3 repeater standard

Per-port status LED (Link, Rx, and Speed)

Per-segment collision LED

Per-segment utilization indicator

An optional module slot for one of the following modules:

- A 10/100 bridge with 10BASE-T/100BASE-TX Uplink
- A 10/100 bridge with 100BASE-FX Uplink
- An AUI Expansion Module

Support for hot-swap with the Stack Link Cable (with Software Version 1.10 and
later)

Models 112 and 124

These models include the features of Models 012 and 024 (except LEDs) plus the
following features:

Support for the Backup Managed function, which allows more than one managed

unit in a stack. This feature will back up configuration data from an active managed
unit to the backup managed unit to provide the protection against power failure on
Managed unit or damage to the Stack Link Cable (with Software Version 1.10 and
later)

Support for Hot-Swap with the Stack Link Cable (with Software Version 1.10 and
later)
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« One EIA 232 Management Port (DTE male), which supports local console
management or out-of-band management

« Network utilization indicators for both 10-Mbps and 100-Mbps segments

« Management function through the control panel

« Support for in-band Telnet, SNMP, and Web-based management capability
« Support for software upgrade capability through the standard TFTP protocol

« Support for RFC1213 MIB-Il, RFC1516 Repeater MIB, RFC1757 RMON MIB
(Group 1, 2, 3, and 9), and proprietary MIB

« Support for traps to report the hub event to the specified SNMP managers and
Web-based manager

« Group/port control and status monitoring capability

+ Statistics counter monitoring capability

« RMON (Group 1, 2, 3, 9) probe capability

« Redundant link capability

« Security (intrusion) control capability

« Address (source MAC address) tracking capability

« Address (source MAC address) searching capability
« Broadcast storm protection

« BootP Protocol
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Functional Characteristics

Figures 1-5 and 1-6 identify the components of the 10/100 Ethernet Stackable Hub.

Control Keys Expansion Module Slot
AC Power Hub ID Management Port

&o | | T

v yeyryy wTPETEY

|
10/100 BASE-TX Ports (MDI-X)
Control Panel ————— MDI Ports

Figure 1-5 Model 124 Front Panel

Port LEDs Expansion Module Slot
AC Power
Hub ID Indicator
|
'y e J | | IZM
::I i ar F o] E
=L — B Do0000 000000 o
Pl e 2n A dw Be dw Pk B O Mk 1IxlZe NEA
\_&,ower LED [ 10/100 BASE-TX Ports (MDl-X)J
Utilization LEDs
. MDI Ports
Collision LEDs

Figure 1-6 Model 012 Front Panel
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Status and Activity Indicators

Manageable Models 012 and 024 indicate their port status with different colors or
flashing LEDs for each port. LED traffic statistic information is indicated by five
graduated Utilization LEDs, one for 10 Mbps and another for 100 Mbps
communications. Each 10-Mbps and 100-Mbps segment has its own Collision LED.

Port Numbers

Hub ID
1314151617 1819 20 21 22 23 24

LnkRx 000000000000 [=
soner | 10OMBEE 000 OCOCOOOCOO0 | L
123 45678 810112 I_I

LikRx 000000000000

1O 100Mbps 0 OO 000000000

Liilization %—— Coflision———  Collision 10 Mbps
1Mbps O {}ﬁ &3+ Collision 100 Mbps

100Mbps OO O OO O
1 5 10 30 50+
Graduatistjizatid0-MBpgment

Graduating Utilization 10-Mbps Segment

Figure 1-7 LEDs for the Manageable Models
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Table 1-1 LED Indicators and Meanings

LED Status Meaning
Power On There is power to the hub.
Utilization On Indicates percentage of utilization with an array of

LEDs. The number below the LED indicates the
percentage of hub capacity being used. For
example, if all five LEDs are on, the hub is being
heavily utilized. Data traffic within the hub is 50%
(or more) of its capacity.

Collision On There are collisions on the 10-Mbps or 100-Mbps
segment.

Link/Rx On The port is linked.

Link/Rx Blinking The port is receiving data.

Link/Rx Off This port is in link down state, auto-partitioned, or
disabled by the administrator.

100-Mbps On The port speed is 100 Mbps.

100-Mbps Off The port speed is 10 Mbps.

Control Panel

The control panel, shown in Figure 1-8, provides overall utilization statistics that
allow you to monitor all the ports at a glance, as well as detailed error and
configuration information by port.

Hub ID
Port Indicator Frame Gauge Bars Control Keys
Port Indicator
Group Indlcators
. % [¥|(2)(F][%) [5)[%) (7] (8] [¥] [¥] () [ G-IA ||:|
Scale% —— E: G-B 'ml MENL
0E Masier o
|:: — SNMP SUFCHLL
— 10 ¥ WWW | ENTER
R ik (HIH
—— o Ii, o—
| ? F
Power Lock Icon
OK Message Zone )
, Caution Icon
ault Management Indicators

Figure 1-8 Control Panel
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Power
Indicates that power is connected.
OK
Indicates that the POST was run without errors.
Fault
Indicates that the POST found an error.
Scale %

Indicates the relative percentage of utilization or collision. Each port has its
own percentage scale.

Port Indicator
Indicates a port number.
Port Indicator Frame
Indicates which ports are disabled.
Message Zone
Displays test messages, the menu items, and status information:
« Active managed unit:displaysUtilization and10M 100M
« Backup managed unit:displays its current mod8ackup Mode
« Manageable unit:displays its current mod&)janageable Mode
Gauge Bars
Display port-related information such as utilization.
Lock Icon
Indicates that the control panel configuration is locked.
G-A
Displays status of ports 1 to 12 in Port Group A.
G-B
Displays status of ports 13 to 24 in Port Group B.
Master
Indicates that the hub is a managed hub.
SNMP
Indicates that the hub is SNMP-manageable.
WWW
Indicates that the Web Management feature is enabled.

8245 Installation and Planning



OOB

Indicates that out-of-band is enabled.
CAUTION ICON

Indicates that an error has occurred.

Hub ID

The 10/100 Ethernet Stackable Hub ID is automatically set based on the stack posi-
tion. Each hub that is added to the stack is assigned a Hub ID from 1 to 6 depending on
its position in the stack.

Note: If the Hub ID changes (for example, the hub’s position in the stack changes),
the hub performs a warm start automatically.

Control Keys
The control keys are used to cycle through the menus and make selections.

The following table summarizes the control keys functions:

Table 1-2 Control Keys

MENU Return to the previous level
SCROLL Choose another topic within the same level
ENTER Go to the next level, view status, or confirm the configurable settings

Note: For a backup managed unit, use the control keys only to switch the display of
port status from Port Group A to Port Group B.

Communication Ports

« Ethernet Ports: 12/24 MDI-X 10BASE-T/100BASE-TX Ethernet. All ports use
UTP/STP Category 3, 4, or 5 cables with RJ-45 connectors for 10 Mbps and
Category 5 cable for 100 Mbps.

« MDI Ports: Two shared ports: one shared with port 1 and one shared with port 12.
The MDI ports take priority when shared with ports 1 and 12. These ports use
UTP/STP Category 3, 4, or 5 cables with RJ-45 connectors for 10 Mbps and
Category 5 cable for 100 Mbps.

« Expansion Ports: One expansion slot is located on the front panel. This slot allows
you to add a 100BASE-FX uplink, a 10BASE-T/100BASE-TX uplink, or an AUI
Expansion Module.
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Management Port

1-10

The management port is an EIA 232 (formerly RS232-C) serial interface that you use
to configure the 10/100 Ethernet Stackable Hub 8245. You can connect a terminal
emulator to this port for local console or out-of-band (SLIP) management.

VT-100 terminal connection to the management port requires the following settings:

Baud rate: 9600 bps

Character size:8 data bits per character
Stop bits: 1 stop bit

Parity bit: no parity

For out-of-band (SLIP) management you can configure the management port using the
local console/remote Telnet, the Web-based manager, or the SNMP manager using the
following settings:

Baud rate: 2400, 4800, 9600, or 19200 bps
Character size:8 data bits per character
Stop bits: 1 stop bit

Parity bit: no parity
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Optional Modules

Three types of optional expansion modules are available for the 10/100 Ethernet
Stackable Hub 8245. You can insert these modules into the expansion slot that is
located on the front panel of the hub. The modules are:

« 10/100 Bridge with 10BASE-T/100BASE-TX Uplink Moduleas shown in
Figure 1-9. This module supports store and forward and back-pressure for
both internal and external bridges.

The TX module’s internal bridge enables the hub to pass data between 10-
Mbps and 100-Mbps segments. The external bridge allows you to cascade
other stacks through its 10/100-TX uplink.

« 10/100 Bridge with 100BASE-FX Uplink Moduleas shown in Figure 1-10.
This module supports store and forward and back-pressure for both internal
and external bridges.

The FX module’s internal bridge enables the hub to pass data between 10-
Mbps and 100-Mbps segments. The external bridge allows you to cascade
other stacks through its FX uplink using fiber cable. FX connections allow
cable lengths up to 2 km (1.2 miles) when operating in full-duplex mode and
412 m (1352 ft) when operating in half-duplex mode.

« AUI Expansion Module as shown in Figure 1-11. This module attaches to
the 10-Mbps segment and supports half-duplex mode for connection to a
10BASEDS5, 10BASEZ2, or 10BASE-F network segment using the appropriate
transceiver.

e
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Figure 1-9 10/100 Bridge with 10BASE-T/100BASE-TX Uplink
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Figure 1-10 10/100 Bridge with 100BASE-FX Uplink
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Figure 1-11 AUI Expansion Module
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Physical Characteristics and Requirements

Power Requirements

A standard ac power cord

Input voltage: 100 V ac to 240 V ac

Input frequency: 50 Hz to 60 Hz

Input current max: 1 A at 100 V ac or 0.7 Aat 240 V ac

Operating Environment

Table 1-3 Operating Environment

Relative Wet Bulb
Environment Ambient Temperature Humidity Temp.
Power on 10° to 40° C (50° to 104° F) 8 to 80% 27° C
Storage -25°to 70° C (-13° to 158° F) 5 to 80% 29° C
Shipment -40° to 60° C (-40° to 140° F) 5 to 100% 29°C
Physical Dimensions
Table 1-4 Physical Dimensions
Width 439.4 mm (17.3 in.) 1.5U rack
mountable
Height 64 mm (2.51in.)
Length 217 mm (8.51in.)

Weight for Models 012, 024 3.6 kg (7.9 Ib)
Weight for Models 112, 124 3.8 kg (8.4 Ib)

Power Dissipation
47 watts maximum (160 BTU per hour)
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dB Rating
40 dB

EMC Certifications

« FCC Class A
« CISPR-22 Class A

Safety Certifications

« UL 1950

« CSA

« |[EC 950

« CB Bulletin
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Chapter 2. Installation

This chapter describes installation procedures. Before installing the 10/100 Ethernet
Stackable Hub 8245, be sure to read the “Safety Information” on page xiii and the
notices and warranty information in Appendix A “Notices.”

Installation Summary

Table 2-1 Ethernet Stackable Hub Installation Procedures

Step  Procedure Reference
1. Read the safety informationSD21-0030
booklet shipped with the
Ethernet Stackable Hub

2. Unpack the 10/100 See page 2-1
Ethernet Stackable Hub

3. Arrange the position of  See page 2-3
managed and manageable
units

4. Tabletop-mount the 10/100See page 2-5
Ethernet Stackable Hub

5. Rack-mount the 10/100 See page 2-6
Ethernet Stackable Hub

6. Install an optional module  See page 2-7

7. Attach the stack link cable See page 2-10

8. Perform power-on See page 2-11
checkout

9. Connect the cables See page 2-12

10. Configure the 10/100 See page 2-13
Ethernet Stackable Hub

Unpacking Instructions

Step 1. Verify that the following items are in the package along with this manual:
* An IBM Ethernet Stackable Hub 8245
» Two rack-mounting brackets and 8 screws
* A power cord
» A stack link cable

» 8245 Quick Reference Guidereinstalled in card tray beneath the Ethernet
Stackable Hub)

» Caution: Safety Information - Read This First

© Copyright IBM Corp. 1998, 1999 2-1



» 8245 Quick Installation Guide

Step 2. Visually inspect the unit to ensure that it was not damaged during shipping.
If any items are missing or damaged, contact your place of purchase.
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Instructions for Installing Managed Units

With Software Version 1.10 and later, the managed units support the backup managed
function to provide the protection against power failure on Managed unit or damage to
the Stack Link Cable. With this function, you can place more than one managed unit in
a stack of hubs. Only the managed unit at the top of the stack (active managed unit)
can manage other units. The managed unit below it will be the backup managed unit.
Any other managed units in the stack will function as manageable units. The managed
unit copies parts of the configuration to the backup managed unit every 30 minutes or
during a restart. For data that is not copied, see Table 2-2 on page 2-4. If the backup
managed unit senses that the managed unit has lost management capability, it will
perform a warm start and boot up as the new active managed unit. When the backup
managed unit becomes the active managed unit in the stack it will have the managed
unit’s original configuration data. Data is copied only from the managed unit to the
backup managed unit.

Note: Itis better to upload and save the configuration of the current managed unit to a
TFTP server periodically or before installing a new managed unit. You will be able to
restore the original configuration if any critical operation causes the loss of the old set-
tings.

To install multiple managed units, do the following steps:

Step 1. Check all the software versions of the managed units to verify all units have
the same level of code, and that the level of code is Version 1.10 or later.

Step 2. Configure the managed units for Backup Managed Function. See “Adding
and Replacing Units in the Stack” on page 2-17.

Step 3. Put all the managed units above the manageable units.
Step 4. Connect all the stack link cables to each hub.
Step 5. Connect the power for each hub from top to bottom.

Requirements for the backup managed function:

1. With this function, the managed units should always be above the manageable
units. Otherwise, the managed unit operates as a manageable unit if it is stacked
under a manageable unit.

2. In order to have the same database structure to duplicate the configuration from the
active managed unit to the backup managed unit, the active managed unit and
backup managed unit need to have the same level of the software.

3. The active managed unit and the backup managed unit must each have a unique IP
address.
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Table 2-2 Data that Cannot be Copied from the Managed Unit to the Backup
Managed Unit

Category ltems
User User Name
Information | User Password
Network IP Address
Management | Subnet Mask
Ethernet Default Gateway
Bootp Selection
Network IP address
Management | Subnet Mask
OOB Speed
TFTP File name of Runtime

File name of Bootload

File name of Web Page
File name of Configuration
IP address of TFTP server (see note

System Location
Information Name
Contact

SNMP community
Timeout Interval of Telnet login

Note: When a system download was run on the active managed unit and the software
version is different from the one on the backup managed unit, the IP address of the
TFTP server will then be copied to the backup managed unit.
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Tabletop Mounting the 10/100 Ethernet Stackable Hub

The 10/100 Ethernet Stackable Hub 8245 can be installed on a flat level surface. To
install the 10/100 Ethernet Stackable Hub on a flat level surface, refer to Figure 2-1
which provides the clearance information for all sides of the 10/100 Ethernet
Stackable Hub.

Front— Adequate room to view control panel display
Side—50.8 mm (2in.)
Rear— 127 mm (5in.)

P

217 mm (8.51n.)

439 mm (17.3in.)

64 mm (2.51n.)

N

127 mm (51in.)

50.8 mm (2 in.

508 mm (2in) ~ “\50.8 mm (2in.)

Figure 2-1 Tabletop Mounting the 10/100 Ethernet Stackable Hub
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Rack-Mounting the 10/100 Ethernet Stackable Hub 8245

Follow these steps to mount the 10/100 Ethernet Stackable Hub in a rack:

Step 1. Install the two mounting brackets on the sides of the Ethernet Stackable Hub
using the brackets and screws provided.

Step 2. Insert the hub into a 19-inch rack.

Note: Ensure that the ventilation holes are not obstructed. The screws for rack-mount-
ing are not provided.

B
Tl _ASAAAS [AAASSS i_

Figure 2-2 Rack-Mounting the 10/100 Ethernet Stackable Hub
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Installing an Optional Module

Power off the Ethernet Stackable Hub before installing an optional expansion module.

Three optional bridge modules are available for the 10/100 Ethernet Stackable Hub
8245:
» 10/100 Bridge with 10BASE-T/100BASE-TX Uplink Module (PN 08L2976).

* 10/100 Bridge with 100BASE-FX Uplink Module (PN 08L2971). This
module uses SC-type connectors with multi-mode fiber.

» AUI Expansion Module (PN 08L2978). See Note 4.

[rigpar T =]
[Tl - —. | O
™o e | | T IBSEGE Eh
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A

Figure 2-3 10/100-TX Bridge Module, 100BASE-FX Bridge Module, and AUI
Expansion Module

Notes:

1. Modules are not hot-swappable. Remove power from the hub before installing
or replacing a bridge module.

2. You should enable the internal bridge on only one bridge module when you
have multiple bridge modules installed in a stack. This prevents a network loop
condition.

3. The TX and FX Uplink modules are shipped with the internal bridge disabled.
Before installing the AUI Module, ensure that you have Version 1.06 or later
System Software (Run-Time), Version 1.03 or later BOOT ROM, and Version
1.03 or later Web-Pages installed on all managed units (model 112 and 124) in
the stack.
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To install these modules, perform the following steps:

Step 1. Set the DIP Switch for the internal bridge. See Figures 2-4 and 2-5 for the
correct switch settings.

DIP Switch Setting for the 10/100 Bridge with 10/100-TX Uplink Mod-
ule

DIP1to4  Setto ON to enable the internal bridge.
DIP5t08  Not used.

@)
DIP1 DIP2 DIP3 DIP4
Internal Bridge Enable ON ON ON ON

OFF Internal Bridge Disable OFF OFF OFF OFF
12345678

Figure 2-4 TX Module DIP Switch Setting

DIP Switch Setting for the 10/100 Bridge with 200BASE-FX Uplink

Module
DIP1to4  Setto ON to enable the internal bridge.
DIP 5 Set to ON/OFF to enable FX half duplex/full duplex.

DIP6to 8 Not used.

ON DIP1_DIP2 DIP3 DIP4 DIP
Internal Bridge Enable ON ON ON ON
Internal Bridge Disable OFF OFF OFF OFF
OFF FX Half Duplex ON
1234567 8FX Full Duplex OFF

Figure 2-5 FX Module DIP Switch Setting

Step 2. Remove the power from the 8245 by disconnecting the power cable from the
ac outlet.
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Step 3. Remove the installed bridge module or blank cover by turning the two knobs
on the front counterclockwise as shown in Figure 2-6.

mames e =M
= #

= = B DOOOIO0 OOCSoe 5
MOl :-: dx dx 4k b G TE B B 10w Tk 12 KD

Figure 2-6 Removing the Blank Module Panel

Step 4. Insert the new module, ensuring that the edges slide through the guides, as
shown in Figure 2-7.

| masmcis

Figure 2-7 Inserting the Module

Step 5. Turn the two knobs on the new bridge module clockwise until they are
securely attached to the 8245.

Step 6. Connect the appropriate communication cable to the new module.
Step 7. Reconnect the ac power cord to the wall outlet.

For information about attaching cables to the newly installed expansion module, see
“Cabling” on page 2-12.
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Stacking Hubs with Stack Link Cables

Hubs can be stacked by using stack link cables (FRU 25L4900). These cables extend
the number of ports on a segment beyond the limit afforded by a single hub. You can
stack up to six Ethernet Stackable Hubs using stack link cables.

The 8245 112/124 hubs support hot-plugging with the stack link cables and multiple
managed units in a stack with Software Version 1.10 and later. You can plug in the
stack link cables without disconnecting the power from each unit.

Each hub is identified by a unique Group Software ID, even though a new hub is
added into the stack and the hub ID of all the hubs in the stack can change, the original
configurations and settings of the hubs are unaffected and, therefore, remain the same.

Notes:

1. Managed units must be at the top of the stack.

2. Be careful when connecting and disconnecting the stack link cables to prevent
accidental bending or breaking of the signal pins. (See Figure 2-8, “Stacking
Hubs with Stack Link Cable,” on page 2-10.)

3. The response time for the managed unit to update the database is approxi-
mately 10 seconds.

B0 A

Figure 2-8 Stacking Hubs with Stack Link Cable
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Power-On Checkout

Connect the ac power cable from the front panel to the power source. This powers on
the Ethernet Stackable Hub.

When the managed Ethernet Stackable Hub is powered on it runs a power-on self-test
(POST). Tests such as NMU mode, test EEPROM, and test NIC are run. A display
area on the control panel called thessage zonadicates the particular test being

run. If all the tests pass, a final result SELF TEST OK is displayed in the message
zone. After the POST completes, the control panel defaults to UTILIZATION status.

If a test detects an error during the POST, an error message is displayed. See Chapter 6
“Troubleshooting and Service,” for more information on error messages.
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Cabling

Cable Tips:

« Avoid stretching or bending cables.

« Avoid routing cables near potential sources of electromagnetic interference, such as
motorized devices or fluorescent lights.

« Route cables away from aisles and walkways to avoid creating trip hazards. Use
floor cable covers to secure cables if such routes cannot be avoided.

Attaching Cables to Ports
Step 1. Refer to your network documentation to determine each cable’s port or
expansion slot assignment.
Step 2. Using appropriate connectors, connect the cables to the ports or expansion
slots.

Step 3. Start by labeling each end of the cable. This will simplify network
troubleshooting later. As a minimum, we suggest a label containing:

At the hub end of the cable:
* A unique identifier for the cable
» Location of the far end of the cable
« MAC address of the device at the far end of the cable

At the opposite end of the cable:
* The port number to which the cable is attached

2-12 8245 Installation and Planning



Connecting a PC to the Management Port

To access the managed hub’s local terminal, perform the following steps:

Step 1. Connect one end of a null-modem cable (direct connection) to the Ethernet
Stackable Hub management port labeled EIA 232 (see Figure 2-9).

Step 2. Connect the other end to the communication port on your PC.

For information on setting up a session through the management port, see “Setting Up
a Management Session” on page 4-1.

L ie in
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Figure 2-9 Connecting to the Management Port
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Ethernet Connections

To connect a workstation to the Ethernet Stackable Hub, connect one end of the UTP/
STP cable to a workstation’s Ethernet RJ-45 port and the other end to a port on the
hub.

‘-_" I‘F'II B0 DA T i

]
" UTP/STP Cables
- ' Maximum Length
—uy 100m (325 ft.)

Personal Compuater 1NBASE-T (TODBASE-T Adapter

Figure 2-10 Connecting Workstations

The maximum length of cable between the Ethernet Stackable Hub and other devices
is 100 m (328 ft).

Connecting a Modem

Connect one end of a serial cable (direct connection) to a modem and the other end to
the management port of the 10/100 Ethernet Stackable Hub.

Cables and Distances between Devices

Devices attached to the front of the Ethernet Stackable Hub using UTP/STP Category
3, 4, or 5 cabling follow the rules established in the IEEE 802.3 standard for

10BASE-T Ethernet implementation.
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Straight-Through Cables

All the front panel ports, including the MDI ports, use straight-through cables to attach
devices.

Crossover Cables
Crossover cables are used when linking MDI to MDI ports or MDI-X to MDI-X ports.

Maximum Cable Lengths

Table 2-3 lists the maximum recommended cable lengths between the 10/100 Ethernet
Stackable Hub and workstations.

Table 2-3 Recommended Maximum Cable Lengths

Ethernet Type Maximum Segment Length
10BASE-T 100 m (328 ft)
100BASE-TX (hub to workstation) 100 m (328 ft)

100BASE-TX (hub to hub via repeater port) 5 m (16.4 ft)
100BASE-TX (hub to hub via bridge modules)100 m (328 ft)

100BASE-FX Half duplex - 412 m (1352 ft)
Full duplex - 2000 m (6560 ft)

Cabling Requirements

10BASE-T ports will operate correctly on any of the following cables:

« Category 3, 4, or 5 100-ohm UTP or STP cable and connection hardware as spec-
ified in the ANSI/TIA/EIA 568-A or CSA T529 standards.

« 150-ohm STP-A cable and components as specified in the ANSI/TIA/EIA 568-A
or CSA T529 standards.

« IBM Cabling System types 1, 6, and 9, 150-ohm STP-A cable. If you are using
150-ohm cabling systems, impedance-matching devices must be used in con-
junction with the cable.

« Category 3, 4, or 5 100-ohm and 120-ohm, balanced, shielded or unshielded
cables and components as specified in the ISO/IEC 11801 standards.
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« 150-ohm, balanced, shielded or unshielded cables and components as specified
in the ISO/IEC 11801 standards.

« Any link that meets the specifications of a Class D link. If you are using 150-ohm

cabling systems, impedance-matching devices must be used in conjunction with
the cable.

Notes:

1. All devices connected to the cables must be grounded.

2. Do not use telephone extension cables in 10BASE-T networks. The wire pairs

in those cables are not twisted and the cable does not meet other requirements
for use in a 10BASE-T network.

100BASE-TX ports require the following cable:
« Class Il Hub Category 5 UTP or STP cable.

Cabling Requirements for 10/100 Bridge with the 10BASE-T/100BASE-TX
Module

This module incorporates two RJ-45 connectors, one MDI-X port and one MDI port.
The MDI-X port performs an internal crossover function that allows easy connection
to other devices using standard straight-through cables. The MDI ports do not have the
internal crossover function, permitting connection to devices having an internal
crossover function using standard straight-through cables.

Note: To connect to 100BASE-TX networks, you can use only Category 5 cables.

Cabling Requirements for 10/100 Bridge with the 100BASE-FX Module

This module incorporates two SC-type connectors, one RX and one TX, and requires
multimode fiber cable.
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Adding and Replacing Units in the Stack

Stacking Rules
1. All managed hubs must be grouped together at the top of the stack.
2. Add new managed hubs only at the top of the stack.

3. Add new manageable hubs only at the bottom of the existing stack.

Notes:

1. In a single managed hub stack with Version 1.1 or later, the Backup Function
must be disabled through the Management Capability Setup Menu on the
BOOT ROM Console.

2. In a multiple managed hub stack with Version 1.1 or lalenf the managed
hubs must have the Backup Function enabled as shown in Figure 2-11.

1BM 10100 Exherniet Siackable Hub 3245

- Management Cagabiity Sebup Menu -
‘Web-Based Management Control <Erubbd=
Bhl-{H -Barad Managemenl Sabus Diwablad
Ot =0l B sl Manageimenl Cordral =[azahled=
Backup Funchon Staius Enatded
Backup Function Conirod =Enabled>

SAVE EXIT HELP

Figure 2-11 Disabling the Backup Function

Adding a Managed Hub Above An Existing Managed Hub
Step 1. Upload the existing configuration file to the TFTP server.

Step 2. If a managed hub with code earlier than Version 1.1 is being added to a
stack, then the managed hub must first be upgraded to Version 1.1.

Step 3. Enable the Backup Function in the Management Capability Setup Menu of
the BOOT ROM Console.
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Step 4. Record the IP address, subnet mask, and default gateway of the current
active managed hub. Assign a new IP address to the current active managed
hub to eliminate a duplicate IP address when the configuration file is
downloaded.

Step 5. Unpack the new managed hub and mount it into the rack above the existing
active managed hub. This unit will become the new active managed hub. Do
not connect the stack link cables yet.

(o2}

Step 6. Power on the new hub and log in.

\l

Step 7. Assign the IP address, subnet mask, and default gateway that you recorded in

step 2 to the new active managed hub.
Step 8. Configure and cable the ports accordingly.
Step 9. Remove power to the new hub.
Step 10. Attach the stack link cable to the back of the new hub and the hub below it.
* The existing hubs perform a warm start because of the change in the hub's ID.

* The ID of the existing hubs in the stack will increment by 1. The current man-
aged hub will have ID 2.

Step 11. Power on the new hub.
Step 12. Through a local console, log onto the new active managed hub.

Step 13. Go to the System Download Menu (Figure 4-38 on page 4-61) and specify
the TFTP server address, check the box for the configuration file download,
and specify the correct path/filename of the configuration file saved in step
1.

Step 14. In the System Restart menu (Figure 4-39 on page 4-63) in the System
Utility Menu, execute a Cold Restart.

Step 15. Add workstations to the managed hub and configure the ports, if necessary.

Adding a Manageable Hub to the Bottom of an Existing Stack
Step 1. Unpack and mount the new manageable unit at the bottom of the stack.

Step 2. Attach the stack link cable between the new hub and the one above it.

Step 3. Power on the new hub. You can configure the newly added hub from the
managed unit within 10 seconds.

Step 4. Log into the active managed hub and configure the new hub if necessary.

Replacing a Backup Managed Hub or Manageable Managed Hub

Step 1. Remove the defective hub and replace with a new hub. Do not connect the
stack link cables yet.

Step 2. Power on the new hub.
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Step 3.

Step 4.

Step 5.
Step 6.
Step 7.

Using a local console, log into the new hub and assign an IP address, subnet
mask, and default gateway.

Enable the Backup Function in the Management Capability Setup Menu of
the BOOT ROM Console.

Power off the new hub.
Connect the stack link cables to the new hub.
Configure and cable the ports accordingly, see Figure 2-8 on page 2-10.

Removing a Hub from the Stack
To remove an Ethernet Stackable Hub from a stack, use the following procedure:

Step 1.

Step 2.
Step 3.
Step 4.

Disconnect the stack link cable of the hub that you want to remove from the
stack.

Power off the hub and remove it from the stack.
Reconnect the stack link cables of the hubs that are still in the stack.

Check the managed unit to see if each hub in the stack is displayed. If not,
either do a warm start on the managed unit or disconnect the power cord
from any hub in the stack, and reconnect.

Note: In a multiple managed hub stack, all managed hubs must be placed at the top of
the stack.
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Warm Start After Hub ID Changes

The hub will do avarm start if its Hub ID has been changed. This enables the
managed unit to synchronize the physical Hub ID with its database. The duration of
the warm start sequence depends on the number of units in the stack. Normally, it
takes less than 40 seconds for a 6-unit stack.

If the managed unit warm starts, then all the statistical information will be cleared. To
minimize the impact to the whole stack, add a new manageable unit at the bottom of
the stack. Thus the managed unit will not warm start and the statistical data will be
kept.

The configuration data will be synchronized from the active managed unit to the
backup managed unit during a warm start. The synchronization occurs automatically
every 30 minutes while the system is up.

2-20 8245 Installation and Planning



Cascading Ethernet Hubs

The best way to appreciate the benefit of stacking hubs is to examine the method of
interconnection used by simpler Ethernet workgroup hubs, which interconnect by
cascading. Cascaded hubs are in the same collision domain. Figure 2-12 shows four
Ethernet workgroup hubs labeled A, B, C, and D. Hub B and Stack C are cascaded
from Stack A. If you are using straight-through cables, you could attach one end from
an MDI port on stack A to an MDI-X port on hub B, another cable from an MDI-X

port on stack A to an MDI port on stack C, and so on. See Figure 2-12 for an example
using straight-through cables. Crossover cables are needed for MDI-to-MDI and MDI-
X-to-MDI-X connections.

3
\/ Stack A Stack C
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nell=lmimgl LILLL
LD A

Figure 2-12 Cascading Ethernet Hubs

Because data sent from the workstation on Hub B passes through four hubs along the
way to the workstations on Hub D, the workstation on Hub D is said to be four
repeater hops from the workstation on Hub B. A repeater hop is counted whenever an
Ethernet frame passes through a repeater. A stack of up to six 10/100 Ethernet
Stackable Hubs is considered one hop.
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Connecting Two Stacks of 10/100 Ethernet Stackable Hubs

10-Mbps Connections

If 10-Mbps connections are made between stacks, the IEEE 802.3 standard specifies
that a frame sent from one workstation to another should not pass through more than
four repeaters on the way to its destination and that there should be no more than five
segments between any end devices in the same collision domain. Category 3, 4, or 5
cables can be used for 10-Mbps connections and the maximum length of each segment
is 100 m (328 ft). Therefore, there can be up to 500 m (1640 ft) between end devices
that have been cascaded at 10 Mbps. The 10-Mbps segments of the cascaded hubs are
in the same collision domain.

Note: The 10/100 Ethernet Stackable Hub 8245 supports auto-negotiation. When con-
necting two stacks together, it will automatically link at 100 Mbps. To run at 10 Mbps,
you will need to manually configure the ports to 10 Mbps.

100-Mbps Connections

If 100-Mbps connections are made between stacks, the IEEE 802.3u standard specifies
that there can be only one repeater cascaded from another in the same collision
domain. Only Category 5 cable can be used and it cannot be longer than 5 m (16 ft. 5
in.). Therefore, the maximum cable distance between end devices that have been
cascaded at 100 Mbps is 205 m (672 ft). The 100-Mbps segments of the cascaded
hubs are in the same collision domain.

External bridge Connections

2-22

The external bridge separates collision domains.

With TX module: If you connect the external 10BASE-T/100BASE-TX bridge
module of one stack to an MDI or MDI-X port in another stack, no hops are counted.
This connection can be 10-Mbps or 100-Mbps and can be up to 100 m (328 ft) in length.

With FX module: You can connect two stacks of 10/100 Ethernet Stackable Hubs
with two 100BASE-FX bridge modules. The fiber distances can be 412 m (1352 ft) if
half duplex and 2000 m (6560 ft) if full duplex.

Use TX/FX expansion modules to cascade unlimited number of 8245 hubs. This
method will allow you to cascade unlimited numbers of 10/100 Ethernet Stackable
Hubs.

With AUI expansion module: You can use the AUI expansion module to connect to
10BASE-T, 10BASE5, 10BASEZ2, or 10BASE-F network segments via the
transceivers.
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Chapter 3. Control Panel Management

The control panel is an effective management tool for monitoring and configuring the
10/100 Ethernet Stackable Hub 8245. It displays the following types of information:

Port utilization
Port statistics
Port configuration
Hub configuration

On the backup managed unit, the control panel shows only the port status and the
control keys are used to switch between port groups.

Control Panel

The control panel shown in Figure 3-1 has the following features:

» Control Keys (MENU, SCROLL, and ENTER) - enables you to select menu
items, make configuration settings, and navigate the menu structure.

Hub ID

Port Indicator Frame Gauge Bars Control Keys
Port Number Indicator
Group Indicators
|
. I % [1)(2)(3|[%) [5][8) (7] [®) [V] 6] () [ G-A ||:|
% Scale —} we GB B [mMENU
Fo
=N — :3:,:;;’ SCROHLL
-2 | ﬂ
1o Ik WWW | ENTER
« 0 e f ooR | o
“ A
| i n
Power Lock Icon
L_OK Message Zone )
aution Icon

—Fault Management Indicators

Figure 3-1 Control Panel
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VFD Display

The vacuum fluorescent display (VFD) displays the following port and system
information:

% Scale

The relative percentage of utilization or collision.

Port Number Indicators (1 to 12)

Port Number Indicators show the port number and with their brightness,
indicate the status information. See Table 3-1.

Port Indicator Frame ( [_] )
The Port Indicator Frame indicates which ports are disabled. See Table 3-1.

Table 3-1 Port Information

Number Frame Indicates

Normal Off The port is available but the link is down.
Bright Off The port is available and the link is up.
Blinking Off The link is up and receiving data.

Bright On The port is disabled by the administrator.
Bright Blinking The port is auto-partitioned by the device.

Message Zone

Displays test messages, the menu items, and status information. If this
managed unit is not the top managed unit in the stack (active managed unit),
then it will display the backup managed unit's information in this area.

Gauge Bars
Displays information such as utilization or port status.

Lock Icon
Indicates that the control panel configuration is locked.
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G-A

Displays status of ports 1 to 12 in Port Group A.
G-B

Displays status of ports 13 to 24 in Port Group B.
Master

Indicates that the hub is a managed hub.
SNMP

Indicates that the hub is SNMP-manageable.
WWW

Indicates that the Web Management feature is enabled.
OOB

Indicates that out-of-band is enabled.
CAUTION ICON

Indicates that an error has occurred.

Control Keys

You use the control keys to navigate through the menus and make selections. Table 3-
2 indicates the function of each key.

Table 3-2 Control keys

Key Action

MENU Return to the previous level

SCROLL Choose another topic within the same level
ENTER Go to the next level or view status

Note: For a backup managed unit, you use the control keys only to switch the display
of port status from Port Group A to Port Group B.
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Power and Error Indicators
Power

Indicates that power is connected.

OK

Indicates that the self-diagnostic test was run without errors.

Fault

Indicates that the self-diagnostic test found an error.

Table 3-3 Power and Error LEDs

LED Position State Meaning
Power (green) Top On The 10/100 Ethernet Stackable Hub
8245 power supply is good.

OK (green) Middle On The hub is working correctly.

Off The hub is not working correctly.
Unlabeled Bottom On A power-on failure has occurred.
(fault) Off The hub is working correctly.
(amber) Blinking Diagnostics are in progress.

Menu Structure

Figure 3-2 shows the control panel’s menu structure.
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Fig. 3-2 Menu Structure

| UTILIZATION |« GROUP SELECT] +»[STATISTICS | > [PORT STATUS| <[ PORT CONFIG| <>[UNIT CONFIG| +» [ SYSTEM INFO| >
— 1

= CONSOLE LOCK |

ALLPORTS |  p-[NETWORK CONF |

|PORT1t012 |

Y READABLE FRM
|[PORT 13 t0 24 READABLE OCT IP ADDRvESS Y

FCS ERRORS SUBNET MASK | [H/W VER
ALIGN ERRORS ENABLED DEF GATEWAY | |S/W VER
FRM TOO LONG DISABLED IP ADDRESS
SHORT EVENTS AUTO NEGO SUBNET MASK
RUNTS 10BASE-T | SET PASSWORD || DEF GATEWAY
COLLISIONS 100BASE-X
LATE EVENTS »SYS RESTART
VERY LONG EN y
RATE MISMTCH
AUTO PART CONTINUE
TOTAL ERRORS —»[ PORT X] CANCEL

AL PORTS > SYS [')EFAULT‘

CONTINUE
10M PORTS CANCEL
100M PORTS
tmi BEWN >[EIA 232 CONFG]|
POLAR NORMAL (BAUD RATE |
POLAR REVERS y
NO AUTO PART 5400
AUTO PART 2800
ENABLE 9500
DISABLE 19200




Control Panel Inactivity

If you do not use the control keys for a period of 15 minutes, the control panel
configuration is automatically locked and the VFD returns to utilization mode.

After an hour of inactivity, the VFD turns off. Pressing any control key reactivates the
VED.

Monitoring Network Utilization

You can observe the network traffic in the control panel by selecting the Utilization
menu as shown in Figure 3-3. The utilization rate of each segment is represented by a
bar graph consisting of 7 gauge bars. These shift continuously from left to right as time
elapses, as shown in Figure 3-3 and Figure 3-4. In the message zone, the word
UTILIZATION alternates periodically with the labels “10 M" "100 M.”
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Figure 3-3 Utilization for 10-Mbps and 100-Mbps Segments

The 10-Mbps segment utilization is displayed on the left and the 100-Mbps segment
utilization is displayed on the right.

Each bar represents the total utilization for this segment at the
same moment. The first bar in each segment is the most recent
total utilization
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Figure 3-4 Utilization for 10-Mbps and 100-Mbps Segments
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Selecting a Hub

In the hub selection main merGROUP SELECT is displayed in the message zone.
The hub ID in the message zone is referred to as GROUP. The current hub ID is
indicated by the “group cursor” (3 bar scales) under the port indicator as shown in
Figure 3-5.

1t 5 4 4 & T = @ @ 11 o1z GAE]
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Figure 3-5 Group Select

Figure 3-6 illustrates that the current hub ID is 2, by the “group cursor” under port
indicator 2 and by “GROUP 2" in the message zone.
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Figure 3-6 Group 2
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Monitoring Detailed Port Statistics

The statistics of each port for a selected hub can be monitored by selecting the Port
Statistics menu. The current selected hub, for example, Hub 3, is indicated by the 3 bar

scales under the port indicator number as shown in Figure 3-7.
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Figure 3-7 Statistics

Selecting a Port
Step 1. On the port statistics main menu, prE®$TER to select a port for viewing

its statistic counter.

Step 2. On the port selection menu, the current hub (Hub 3) is indicated by 3 bar
scales under the port number indicator. The selected port number is displayed

in the message zone, and 6 bar scales below the port number (port cursor)
also indicates the current selected port as shown in Figure 3-8.

Wl e

Figure 3-8 Port Select

Step 3. PressSCROLL to select the next port. The port cursor moves to the
corresponding position under the port number indicator, and the

corresponding port number is displayed in the message zone.
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Step 4. PresENTER to confirm the selection of the port and then go to the counter
selection menu. The name of the port statistic counter is displayed in the
message zone. Figure 3-9 shows the readable frame (READABLE FRM)

statistic counter in the message zone for port 13 of hub 3.
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Figure 3-9 Readable Frame

Step 5. PressSCROLL to scroll through each type of counter.

Step 6. PresENTER to view the value of the counter. The value of the counter is
displayed in the message zone. Figure 3-10 shows the statistic counter, 1500

readable frames for port 13 of hub 3.

W =
.
"
&
-
-]
B
7
m

st

1 5 0 0

Figure 3-10 Statistic Counter Value

READABLE FRAMES
The total number of frames received on the hub port.

READABLE OCTETS
The total number of octets of data received on the hub port.

FCS ERRORS
The total number of packets received by the port that had a bad Frame Check
Sequence.

ALIGN ERRORS
The total number of packets received that had bad FCS with a non-integral

number of octets.
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3-10

FRM TOO LONG

The total number of received packets that are longer than 1518 octets
(including FCS octets but excluding framing bits) but are otherwise well
formed.

SHORT EVENTS

The total number of received packets that are less than 64 octets (including
FCS octets but excluding framing bits) and are otherwise well formed.

RUNTS

The total number of received packets that are less than 64 octets due to
collisions or activity duration that is greater than the ShortEventMaxTime
event and less than the ValidPacketMinTime event.

COLLISIONS
Total collisions.
LATE EVENTS

Total events received by the port where the activity duration is greater than the
LateEventThreshold.

VERY LONG EVENTS

Total events received by the port where the activity duration is greater than the
MAU Jabber Lockup Protection timer TW3.

RATE MISMATCH

Total frames received by the port with no collisions and the activity duration is
greater than the ValidPacketMinTime event and also frequency (data rate) is
detectably mismatched from the local frames mismatch frequency.

AUTO PART
Total number of times the port is auto-partitioned.
TOTAL ERRORS

Total errors received by the port including FCS errors, Align errors, Frame
Too Long, Short Events, Late Events, Very Long Events and Rate Mismatch.
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Monitoring Port Status Information

Monitor detailed port information by selecting the Port Status menu. SGROLL
until PORT STATUS is displayed in the message zone. The currently selected hub is
indicated by the group cursor under the port ID indicator as shown in Figure 3-11.
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Figure 3-11 Port Status

Selecting Ports
You can view the status of all ports either in a single display or in a single port.

Single Port

To view the status of a single port:

Step 1. PresENTER to go to the port selection menu. PORT X is displayed in the
message zone and a bar graph is displayed under the port number as shown in
Figure 3-12.

Step 2. PressSSCROLL to select a port.

Step 3. PresENTER to view port status. The port status scrolls automatically until
you press any control key.
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Figure 3-12 Individual Port Status
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All Ports

To view the status of all ports:
Step 1. PresENTER to go to the port selection menu.

Step 2. PressSCROLL to scroll to ALL PORTS. A bar graph under all the ports is
displayed in the message zone. The top row of bars represents ports 13 to 24
and the bottom row represents ports 1 to 12.
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Ports 13 to 24
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Figure 3-13 All ports

Step 3. PresENTER to view all port statuses. A bar graph is displayed under each
port number that is configured as shown in the message zone. Figure 3-14
shows the ports configured as 10-Mbps ports on hub 3.
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Figure 3-14 All 10-Mbps Ports
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Step 4. The name of port status is displayed in the message zoneSRREH L to
view the next status of all ports. Figure 3-15 shows the ports configured as
100-Mbps ports on hub 3.

Not 100-Mbps ports 100-Mbps ports
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Figure 3-15 100-Mbps Port Status
Table 3-4 lists the possible status of ports.
Table 3-4 Port Status
10M PORTS The port is set to 10-Mbps operation.
100M PORTS The port is set to 100-Mbps operation.
LINK UP The port is linked.
LINK DOWN The port link is down.
POLAR NORMAL The received (Rx) polarity of the port is
normal.
POLAR REVERS The received (Rx) polarity has been
automatically crossed by the hub.
NO AUTO PART The port is not auto-partitioned.
AUTO PART The port is auto-partitioned.
ENABLE The port is enabled.
DISABLE The port is disabled.
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Configuring Ports

The PORT CONFIG menu allows you to configure individual ports or all ports at one
time. You are prompted to enter the password when the console is locked. You must
configure the ports to match the devices at the other end of the link. Settings such as
speed must be identical. Set all ports to AUTO NEGO as the default value. When you
set the AUTO NEGO mode, the highest speed supported by both ends is negotiated by
the port and the device at the other end.

In the Port Setting menu, PORT CONFIG is displayed in the message zone and the
currently selected hub is indicated by the group cursor under the port number indicator
as shown in Figure 3-16.
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Figure 3-16 Port Configuration

3-14 8245 Installation and Planning



Configuring All Ports

Step 1. PresENTER to go to the port selection menu.

Step 2. PressSCROLL to select All PORTS.
Step 3. PresENTER. The configuration is displayed in the message zone as shown

in Figure 3-17.
Not Enabled Enabled
1 2 ; + 5 o 7 B o o 1 2 Gﬂ@
=E=== z§=i==5.’: Master
E NABLED

Figure 3-17 Current Port Configuration (All Ports)

Step 4. PressSCROLL to scroll through each configuration item.
Step 5. PresENTER to apply the configuration to all ports.
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Configuring Single Ports

Step 1. PresENTER to go to the port selection menu.
Step 2. PressSSCROLL to select a port.
Step 3. PresENTER. The status of the port is displayed as shown in Figure 3-18.
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Figure 3-18 Current Configuration

Step 4. PressSCROLL to scroll through each configuration item.
Step 5. PresENTER to apply the configuration to the port.

The applied configuration is indicated by an asterisk (*) displayed before the name of
the configuration in the message zone as shown in Figure 3-18.

The following is a list of port configuration options:

« ENABLED

- DISABLED

« AUTO NEGO
« 10BASE-T

« 100BASE-X
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Unit Configuration

The unit configuration menu allows you to configure the 10/100 Ethernet Stackable
Hub 8245. When the device is locked, you are prompted for a password. How to enter
the password entry is described in “Unlocking and Locking the Control Panel” on
page 3-18.

To configure the unit:
Step 1. Scroll to UNIT CONFIG and pre€sSNTER.
Step 2. Enter the password (if the control panel is locked).

Step 3. Scroll to the appropriate menu item, prE®&TER, and then follow the
procedure for the selected item.
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Figure 3-19 Unit Config Main Menu
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Unlocking and Locking the Control Panel

Control panel security is maintained by the console lock menu. The lock icon is an
amber lock symbol on the lower right of the VFD and is On when the control panel
configuration is locked. When the control panel is unlocked, it automatically locks
again after 15 minutes of inactivity. You must unlock the control panel to access the
port configuration and unit configuration menus.

To unlock the control panel:
Step 1. Scroll toUNIT CONFIG and preseNTER.

Step 2. Enter the password. The default password is 0000. The control panel is now
unlocked.

To lock the control panel at any time:
Step 1. Scroll to UNIT CONFIG and pre€<sNTER.

Step 2. Scroll to CONSOLE LOCK and preBNTER twice. An asterisk (*) appears
before LOCK.

Step 3. PressMENU to exit.

The control panel is locked as shown in Figure 3-20 and the lock icon appears in the
control panel.
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Figure 3-20 Control Panel Lock

Network Configuration

You can configure the hub IP address, subnet mask, and default gateway with the
Network Configuration Menu.
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IP address
The current IP address is displayed in the IP address configuration menu.
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Figure 3-21 IP Address

To configure the IP address:

Step 1. Scroll toUNIT CONFIG and preseNTER.
Step 2. Scroll to NETWORK CONF and preENTER.
Step 3. Scroll to IP ADDRESS and preENTER.
Step 4. PressSCROLL to increase the digit (0 to 9).

Step 5. PresENTER to set the digit and move the cursor to the next digit. The
current digit is blinking.

Step 6. The hub must be restarted for the configuration to take effect.

Because the message zone cannot contain the whole IP address, the IP address will
shift left when the last digit in the message zone is set, as shown in Figure 3-22. When
you complete the setting of the IP address, the system will validate the IP address. If
the IP address is valid, the display will show the IP address, and system will apply the
setting when the system is restarted. Otherwise, the system will reject it, and a
message FAIL will be displayed for a few seconds. The invalid IP address is displayed
again to allow you to modify it.
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Figure 3-22 IP Address Shift Left
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Subnet Mask

The subnet mask is displayed and configured in the same way as the IP
address.

Default Gateway

The default gateway is displayed and configured in the same way as the IP
address.
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Securing the 10/100 Ethernet Stackable Hub 8245

The 10/100 Ethernet Stackable Hub 8245 is secured by automatically locking the
control panel. A password must be entered to unlock the control panel before
configurations can be made. You can configure a four-digit password. The default
password is 0000.

Unlocking and Setting the Password

Step 1. Scroll to UNIT CONFIG and pre€<sSNTER. You are prompted to enter the
password. *** PSW appears in the message zone and the first asterisk (*)
flashes. PresSCROLL to increase the digit.

Step 2. Unlock the control panel by entering the default password 0000 one digit at a
time by pressingCROLL once an&ENTER once to progress to the next
digit.

Step 3. Repeat Step 2 three times. The control panel is unlocked.

Step 4. Scroll to SET PASSWORD and prasBITER.

Step 5. Enter a new password and pré¢$TER.

X X X X P S W

Figure 3-23 Set Password
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Restartingthe 10/100 Ethernet Stackable Hub 8245

You can restart the system by using the System Restart Menu. At this time, your
configurations will be used to set up the system.

3-22

Step 1.
Step 2.
Step 3.

Step 4.

Scroll to UNIT CONFIG and pred$SNTER.
Scroll to SYS RESTART and preENTER.

PressENTER at CONTINUE or presSCROLL to end the action at the
menu option CANCEL.

Pres€EENTER to confirm.
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Figure 3-24 Continue
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Restoring System Default Settings

Selecting the system default option resets all settings back to the factory default
settings. All custom settings, including password, port configurations and unit
configurations will be set to factory default settings.

Restore the system defaults with the following steps:
Step 1. Scroll toUNIT CONFIG and preseNTER.
Step 2. Scroll toSYS DEFAULT and presENTER to confirm.

Configuring the EIA 232 Port
You can configure the baud rate for SLIP connections. The default (9600) is indicated
by an asterisk (*).
Step 1. Scroll toUNIT CONFIG and preseNTER.
Step 2. Scroll toEIA 232 CONFG and pre€SNTER.

Step 3. Scroll to BAUD RATE and predSNTER. Pres€NTER againuntil an
asterisk (*) appears in front of the selected baud rate. RHEBRJ to exit.

Baud Rates:

2400
4800
9600
19200

System Information

To view system information:

Scroll toSYSTEM INFO menu and predSNTER. The following system
information is sequentially displayed until you pr&é#SNU or SCROLL.

« Hardware Version
« Software Version
« |P Address

« Subnet Mask

« Default Gateway
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Chapter 4. Using the Management Interface

The 10/100 Ethernet Stackable Hub 8245 incorporates a powerful management
interface that supports VT100 terminal emulation.

Note: With Software Version 1.10 and later, if a managed unit is operating in backup
mode, it cannot go into runtime mode. When using the management interface you can
see only the Boot ROM console. (See Chapter 6 for a more detailed description of the
Boot ROM console).

Setting Up a Management Session

You can set up a management session by connecting a direct null-modem cable
between the management port on the 10/100 Ethernet Stackable Hub 8245 and the
communication port of your PC or terminal.

To connect a local terminal to the hub, perform the following steps:

Step 1. Install a terminal emulation application such as Windowvisgerterminal on
your PC.

Step 2. Configure the terminal emulation application as follows:

Baud rate 9600
Parity None
Data bits 8
Stop bits 1
Flow control None

Step 3. If you are using MicrosoftWindows terminal emulation, disable the “Use
Function, Arrow, and Ctrl Keys for Windows” option in the Terminal
Preferences menu under Settings.

Step 4. Connect the EIA 232 management port on the hub to your PC or DTE device
using a null modem cable or straight-through cable and null-modem adapter.
The 10/100 Ethernet Stackable Hub has a 9-pin, male connector. For more
information, see “Connecting a PC to the Management Port” on page 2-13.

Step 5. PresENTER 2 or 3 times and the login panel to the management interface
appears.

© Copyright IBM Corp. 1998, 1999 4-1



Setting Up a Telnet Session

You can use any Telnet application that emulates VT100 terminal to establish an in-
band session on the 10/100 Ethernet Stackable Hub 8245. Only one Telnet session can
be active at a time. Before you can start a Telnet session, you must configure the IP
parameters for the 10/100 Ethernet Stackable Hub 8245. Do this by using the Network
Configuration Menu on the control panel or by using the serial management port. To
open a Telnet session, you must specify the IP address assigned to the hub. For
information on how to specify an IP address in your Telnet application, refer to your
Telnet application documentation.

When the connection is established, the management interface login panel is
displayed, as shown in Figure 4.3, “Login Panel,” on page 4-5

Note: Telnet is a component of most TCP/IP applications. You need to install TCP/IP
on your workstation before you can use this interface.

Navigating the Management Session

Selecting Help on any panel displays the Help Menu shown in Figure 4-1.

Figure 4-1 Help Menu

This Help menu lists the additional keystroke functions.
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Panel command usage:

» The commands available on each panel are displayed at the bottom of the
panel.

* Use the Tab and Up and Down arrow keys to toggle through available com-
mands. Use the left and right arrow keys to toggle through selections within
a command. If brackets enclose a field on a pafield], you must type in
the value of that field. If less-than and greater-than sigreds enclose a

field on a panel, you can toggle a list of values with the toggle command,
Ctrl+S.

Status and read-only fields are auto-refreshed every 5 seconds. Editable and input
fields are not auto-refreshed but you can refresh them by présaihgdex fields,

such as group number and port number are refreshed each time the cursor moves
through the index field.
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Menu Conventions

The menu conventions used in the management interface are shown in Figure 4-2.

TEM 1 T00 Erhermel Siackable Hul 8245
= Syatem Dovwmlband Mems -

[ % b Boolp Reguiest Moy TAM
Foggphe A Ao

File Dowaload Reguesi; lm-Haml ! Dot =00 Band> Dhowmload
Bl Server IP Address: | DRBD| g o Sdevtind
| % 1 Confgpuration File Dewnload

Eeiek Hux Configaration Fils Mameg: | | Taerd feepnisd
[ %1 Syslem Soliware Downloml
System Softmare File Mame: | |
[ % 1 Web-Fages Dainbase Informadisn Dovwnlosd
o

Mewroe Lime
Rave Exir Co Malm Menu Help

Hlegal File Mame: “Unhownaye™

Figure 4-2 Menu Conventions

Menu Title
Describes the current configuration menu.

Toggle Input Item
Allows you to toggle the available options for items that appear between “< >”
symbols. Toggle with Ctrl+S.

Item Selected
Highlight the current cursor location.

Check Box

Allows you to select or deselect items. Parentheses “()” preceding an item denote
a check box.

Text Input

Allows you to enter text from the keyboard. Highlighted items appearing between
square brackets “[ ]” are text input fields that you can edit.

Message Line
Displays messages, usually error messages, indicating how to proceed.
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Command
Displays the valid commands allowed in the current menu.

Note: The panel refreshes every few seconds. Only status fields will be refreshed.

Beginning a Management Session

The login panel, as shown in Figure 4-3, appears when you establish a connection
between your terminal and the 10/100 Ethernet Stackable Hub 8245.

Note: If the terminal panel does not appear, pister two or three times.

Figure 4-3 Login Panel

To begin a console session, perform the following steps:

Step 1. Type your user name, if one has been configured. User names and passwords
arenot case-sensitive. The hub comes with two default user names. One
default is “admin” and requires no password. The other default is “guest”
and has a password of “guest.” PrEaser.

Step 2. Type the password, if one has been configured. There is no default password
for a user name. PreEster to advance to the Main Menu.
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Main Menu

Selecting this option displays the Main Menu as shown in Figure 4-4.

Figure 4-4 Main Menu

System Information

Allows you to view general system information as well as specify location and
contact information.

Management Setup
Allows you to view and specify management configurations.

Device Control
Allows you to monitor and configure hubs.

Network Monitor
Allows you to monitor statistic counters.

User Authentication
Allows you to configure user names and passwords.

System Utility
Allows you to configure software downloads, restart options, and Telnet session
timeout intervals.
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System Information

Selecting this option displays the System Information Menu as shown in Figure 4-5.

R
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Figure 4-5 System Information Menu

The System Information Menu provides information related to the version of the
system software installed on the hub.

You can specify up to 48 alphanumeric characters each for the System Name, Contact,
and Location to provide useful information to all users concerning the 10/100 Ethernet
Stackable Hub 8245. The information on this panel should be kept current so that

persons requiring assistance know whom to contact.

Notes:

1. You must selecAVE to save any changes you have made.

2. The MIBs supported field is for information only.
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System Description

A textual description of the entity. This also includes the name and version
identification of the system's hardware type, software operating system, and
networking software.

System Object ID

The vendor's authoritative identification of the network management subsystem is
contained in the 10/100 Ethernet Stackable Hub 8245. This value is allocated
within the SMI enterprises’ subtree (1.3.6.1.4.1) and provides an easy and
unambiguous means for determining what kind of device is being managed.

System Manager
The management capability that this system supports (SNMP and WEB).

System Up Time

The time since the network management portion of the system was last restarted
or powered on.
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Management Setup

Selecting this option displays the Management Setup Menu shown in Figure 4-6.
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Figure 4-6 Management Setup Menu

Network Configuration
Set IP address, Subnet Mask, Default Gateway, and SLIP address.

IPX Address Configuration
Set the IPX-address of device.

Serial Port Configuration
View and configure the management port.

SNMP Community
Configure community names and access right.

Trap Receiver
Set up community trap addresses.
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IPX Trap Receiver
Set the locations to receive the SNMP traps for IPX.

Management Capability Setup
Enable or disable Web access and out-of-band management.

Trap Filter
Enable/disable trap filters.
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Network Configuration

Selecting this option displays the Network Configuration Menu shown in Figure 4-7.

The Network Configuration Menu allows you to set up Ethernet and SLIP connections
to the 10/100 Ethernet Stackable Hub 8245. Use Network Interface <1> to configure
Ethernet connections and Network Interface <2> to configure SLIP.

Ethernet Configurations

An Ethernet connection allows you to monitor and configure the hub with a local
console via a Telnet session, a Web browser or SNMP management. You need to
configure the IP Address and Subnet Mask to work with your LAN settings before
you can make an Ethernet connection.

Peraulr AL =

Figure 4-7 Network Configuration Menu (Network Interface <1> Interface type:
Ethernet)

IP Address
The dotted decimal address assigned to the hub.

Subnet Mask
The dotted decimal subnet mask assigned to the hub.

Default Gateway
The dotted decimal IP address of the default gateway assigned to the hub.

The 10/100 Ethernet Stackable Hub 8245 must be restarted before the IP address,
subnet mask, and default gateway can take effect. To ensure that the new information
is correct, do a ping from another device that is connected to the hub.

Note: The hub does not respond to ping packets that are greater than 1484 bytes.
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Slip Configuration
Slip connections enable monitoring and configuring the hub remotely with a
modem.

Figure 4-8 Network Configuration Menu (Network Interface <2> Interface type:
SLIP)

The baud rate, character size, parity, and stop bits are read only and not configurable
on this menu.
Baud Rate
The current serial port baud rate that can be configured from the Serial Port
Configuration Menu.

Character Size
8 bits.

Parity
None.

Stop Bits
1 stop bit.

IP Address
The dotted decimal address assigned to the SLIP interface of the hub.

Subnet Mask

The dotted decimal mask assigned to the SLIP interface of the hub management
port.
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IPX Address Configuration

Selecting this option displays the IPX Address Configuration Menus as shown in

Figure 4-9.
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Figure 4-9 IPX Address Configuration Menu

Use this menu to set the IPX-address of each device. There are two parts provided in
the menu. Current Setting (Read Only) is the configuration currently applied to the
IPX module that was read from a Novell server when the hub was last started. Restart
Setting (Read/Write) is the setting that will be applied when the system restarts
without connecting to any Novell server.

Frame Type

Each frame type corresponds to one network interface. Select the data link
protocol used from among these four available protocols:

e Ethernet-ll

* Ethernet-802.2
e Ethernet-802.3
* Ethernet-SNAP

Network Number
There is a network number for each frame type. When the system is restarted, it
learns this automatically from the IPX router. If there is no IPX router to supply
this information, the default setting will be applied. If the default setting is zero,
the agent will self-configure with a unique number as its network number.
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Node Address
This field is always the same as the device's MAC address.

Status

You can make certain frame types active or inactive to control the devices.
Making a frame active allows its associated frame type to access it. Making a
frame inactive will close the associated frame type.

SelectSAVE to retain the new configuration. The hub must be restarted before the
new configuration takes effect.

Note: If a new Novell server is attached to the network, a warm start must be issued
for the hub for it to learn the network numbers from the new server.
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Serial Port Configuration

Selecting this option displays the Serial Port Configuration Menu as shown in
Figure 4-10 and Figure 4-11 on page 4-16.

The management port must be configured as shown in Figure 4-10 to connect a PC to
the 10/100 Ethernet Stackable Hub 8245.

Console
The CONSOLE mode is used to view the configurations required to make a
VT100 terminal emulator connection to the 10/100 Ethernet Stackable Hub 8245.

15m 1 1 Erlv=iaft ACADESN 1= Hor .l

Figure 4-10 Serial Port (Console)

Note: The information displayed on the Serial Port Configuration Menu is read only.
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Out-of-Band

The OUT-OF-BAND mode enables you to set up serial port configurations for
making a connection to the 10/100 Ethernet Stackable Hub 8245 management
port using a modem.

[P LOS10D Extmcant Stackshle Nub 824
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Figure 4-11 Serial Port (Out-of-Band)

Baud Rate
The baud rate can be configured as 2400, 4800, 9600, or 19200 bps. The default
is 9600.

Character Size
8 bits.

Parity
No parity.

Stop Bits
1 stop bit.

SelectSAVE to retain the new configuration. The new configuration takes effect if
out-of-band management is enabled.

When SLIP is enabled, the EIA 232 port can be used for SLIP only. The EIA 232 port
cannot be used to gain access to a management session via VT100 terminal emulation.
If the SLIP connection is malfunctioning, you can disable SLIP by rebooting and
pressing Enter when the Abort message appears. The message will appear for only 10
seconds. Also, OOB will appear on the lower right-hand side of the control panel
when out-of-band management is enabled.
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SNMP Community Setup

From the SNMP Community Menu, Figure 4-12, you can manage all aspects of
SNMP communities. You can add, delete, or edit SNMP community names, set the
access rights and alter the community state. Community namessareensitiveFor
examplePrivate andprivate are considered different. You cannot enter the same
name more than once. If you do, an error message will appear at the bottom of the
screen. You can clear the error by pressindg=tekey.

Figure 4-12 SNMP Community Menu

This menu lets you assign up to six SNMP communities.

Community Name
Text string of up to 16 characters.

Access Right
Read Only: The SNMP manager can only view the status of the hub.

Read/Write: The SNMP manager can view and configure the hub.

Status
Enable: Enable the SNMP Community.

Disable: Disable the SNMP Community.
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To add a community name:

Step 1.

Step 2.
Step 3.
Step 4.

Highlight an index number and prdsster. An editable panel is presented

as shown in Figure 4-13.

Enter a name in the Input field.

Set the Access Right and Status.

Highlight ADD and presg&nter. The new name is displayed.

rAPEA & Ha &
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Figure 4-13 SNMP Community Menu -2

To edit a community name:

Step 1. Highlight an index number with an existing community name and press
Enter.

Step 2. Change the Access Right and Status.
Step 3. Highlight Update and pres&nter.

To delete a community name:

Step 1. Highlight an index number with an existing community name and press
Enter.

Step 2. Highlight Deleteand pres&nter.
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Trap Receiver

Selecting this option displays the Trap Receiver Menu shown in Figure 4-14.

Figure 4-14 Trap Receiver Menu

Traps are messages sent across a network to an SNMP Network Manager. These
messages alert the manager to changes in the hub. You can set up to six trap receivers.

Index
A number to identify a trap receiver (1 to 6).

Community Name

The authorized SNMP community string of the remote network manager
(maximum 16 characters).

IP Address

The IP Address of the remote network manager station to which traps should be
sent.

Status

A trap receiver's status can be either active or inactive. Trap receivers with active
status receive all traps sent by the hub.
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To set up trap receivers:

Step 1. Use the tab or arrow keys to select an index entry. Ergss to edit or set
up a trap receiver.

Step 2. Enter theCommunity Name, IP addressandStatus.
Step 3. SelectUPDATE.
Step 4. Repeat steps 1 through 3 for each new trap receiver.

UFDATE EXIT N FE

Figure 4-15 Update Trap Receiver Menu
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IPX Trap Receiver

Selecting this option displays the IPX Address Configuration Menu on Figure 4-16.
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Figure 4-16 IPX Trap Receiver Menu

This function is similar to the Trap Receiver for IP Network. This menu is used to
configure the Trap Receiver through the IPX network. You can set up to 6 IPX Trap
Receivers.

Index
A number to identify a trap receiver (1 to 6).

Community Name
The authorized SNMP community string of the remote network manager
(maximum of 16 characters).
IPX Address
The trap PDU destination consisting of two parts: the network number and node
address. Only hexadecimal digits (0 through 9, A through F) can be used.
Status

A trap receiver’s status can be either active or inactive. Trap receivers with active
status receive all traps sent by the hub.
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To set up trap receivers:

Step 1. Use the tab or arrow keys to select an index entry. Ergss to edit or set
up a trap receiver.

Step 2. Enter theCommunity Name, IPX addressandStatus
Step 3. SelectUPDATE.
Step 4. Repeat steps 1 through 3 for each new trap receiver.

UFDATE EXIT N FE

Figure 4-17 Update IPX Trap Receiver
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Management Capability Setup

Selecting this option displays the Management Capability Setup Menu as shown in
Figure 4-18.
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Figure 4-18 Management Capability Setup Menu

This menu lets you enable or disable Web-based management and out-of-band
management.

Web-Based Management

Enables or disables Web-based management. The new configuration takes effect
after you executSAVE.

Out-Of-Band Management Status
Displays the current status.

Out-Of-Band Management Control
Enables or disables out-of-band management (SLIP).

« When connecting with local serial port, the setting takes effect immediately.

« When connecting with Telnet, the system must be restarted before the setting
takes effect.

« The default value is Disable.
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Trap Filter

Selecting this option displays the Trap Filter Menu as shown in Figure 4-19.

CEA 10/ 5] ErEsvner Srsonsliis dul BI4E
- Trap FLIDEE BEhs -

III bbBREcLI LSLinkicwpTraplt 11 e
' hubPEcll LML inklpTrapFiltes
(2} hubRfclllShochancicacicaTospFilzac
(2] hubRfcifldcporlBasichTraplfilzes
i bubRfciSidrporiroopihangeToaplilosr
1 mbkfoiGibrporiesschvsnt Trapfl ioes
i BERiaTranFLIneE
' agEniBast e ETiaplilies
em Eaie TeT
izl the koep filter dp turoed=off aed it msocisted trep iF casbleds
|7 che toap filter ¢ turoed-=on and ity amsccimied toap io dissbled:

<L) . LXET HLIN XENU EELF
Uz <Tab: kay to malesct cha item, chea prare <Encmrs

Figure 4-19 Trap Filter Menu

This menu lets you enable or disable trap filters for those traps defined by RFC1215
and RFC1516. Selecting a trap filter disables the trap and no traps are sent for the
specified condition. The default is all traps enabled.
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Device Control

Selecting this option displays the Device Control Menu as shown in Figure 4-20.
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Figure 4-20 Device Control Menu

This menu lets you configure each hub in the stack.

Repeater Group Control/Status
View and configure hubs.

Repeater Port Control/Status
View and configure hub ports.

Bridge Module Control/Status
View and configure bridge modules.

External AUl Module Control/Status
View and configure the external AUl module.

Redundant Link Control
Configure redundant link pairs.

Security Intrusion
Configure hub security.

Chapter 4. Using the Management Interface4-25



Repeater Group Control/Status

Selecting this option displays the Repeater Group Control/Status Menu as shown in
Figure 4-21.

Figure 4-21 Repeater Group Control/Status

The Repeater Group Control/Status displays the status of hubs and allows you to
enable or disable a hub as well as to name and reset it.

Group Number
The 10/100 Ethernet Stackable Hub ID assigned to the hub in the stack (1 to 6).

Port Capacity
The maximum number of ports that can be contained within the group.

Machine Type
Identifies the machine type (8245).

Model Number
The model number of the hub (012, 024, 112 or 124).

Repeater Type
The repeater type of the group (10/100-Mbps Class ).
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Group Role
Active Managed Unit

The managed device having the lowest hub ID in the stack becomes the
active managed unit. The active managed unit provides a complete set
of the functions provided by the system. It must be the top unit in the
stack.

Backup Managed Unit

The managed device having the second lowest hub ID in the stack
becomes the backup managed unit. The backup managed unit is simply
acting as a backup for the managed one. A duplication of the
configuration occurs every 30 minutes, as well as when the active
managed unit is restarted.

Manageable Unit

The manageable units are models 012 and 024 or managed units in the
stack below the backup managed unit.

HW Revision
The hardware version of the 10/100 Ethernet Stackable Hub.

Group Software 1D
The software ID number of the hub.

Group Last Changed
The value of system up time since any of the following conditions occurred:

« When a hub was connected or removed from the stack

« When a hub was restarted

« When a group was created (such as when a device or module was added to the
system)

« When a change occurred in the value of hub operational status

« When ports were added or removed as members of the group (such as group
admin enabled or disabled)

«  When any of the counters associated with this hub were reset

Group Partitioned Ports
The total number of partitioned ports in the group.
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Group Operational Status

Operational: The hub is connected to the stack and is functional.
Not Present:The hub is not present or not functioning.

Group Admin State

Enable or disable the specific group segment. The default value is Enabled Both
10-Mbps and 100-Mbps Admin only.

Enabled-10

Only the 10-Mbps segment of a given group is connected to the
backplane of the stack. The 100-Mbps segment of a given group is
isolated from the stack.

Enabled-100

Only the 100-Mbps segment of a given group is connected to the
backplane of the stack. The 10-Mbps segment of a given group is
isolated from the stack.

Enabled-10-100

Both 10-Mbps and 100-Mbps segments of a given group are connected
to the backplane of the stack.

Disabled-10-100

Both 10-Mbps and 100-Mbps segments of a given group are isolated
from the stack.

Group Reset
You can change all, some, or none of the group’s function by selecting one of
these options:

Note: The selected option takes effect after you Seb&tE.
Not Reset
None of these will be reset.
Reset ALL

The function logic, counters, and repeater configuration of group will
be reset. This is identical to cold restart.

Reset Function Logic Only
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The function logic of group will be reset. The counters and repeater
configuration will be held static and will not be reset. This reset
operation will reset the link status of each port to ‘Link Down,” which
will cause a Link Status Change event to be raised.

Reset Counters Only

The counters of each port will be reset to 0, but the function logic and
repeater configuration will be held static and will not be reset.

Group Name

The name assigned to this hub (up to 28 characters). It cannot be accessed by the
SNMP Manager.

Group Last Change Notify
Enable
Sends out a trap when a setting in the Repeater Group Control changes.
Disable

Does not send out a trap when the setting in the Repeater Group
Control changes.

To change the settings of a given group:

Step 1. Select the group by number.

Step 2. Set new value to Group Admin State.

Step 3. Setreset request to Group Reset field.
Step 4. Type in the name to the Group Name field.
Step 5. Set Group Last Change Notify field.

Step 6. SelectSAVE.

Chapter 4. Using the Management Interface4-29



Repeater Port Control/Status

Selecting this option displays the Repeater Port Control/Status as shown in
Figure 4-22.
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Figure 4-22 Repeater Port Control/Status

The Repeater Port Control/Status menu provides information about a hub’s port status.
A hub can be selected with the PREV GROUP and NEXT GROUP commands and its
ports with the PREV PORT and NEXT PORT commands. The selected port state can
be configured.

Group Number
The Ethernet Stackable Hub ID assigned to the hub in the stack (1 to 6).

Port Number
The port number of the hub specified in the Group Number.

Link Status
The current link status of the port.
Link Down: Link pulses are not detected on this port.
Link Up: Link pulses are being received on this port.

Note: When the port link test function is disabled, the Port Link Status always returns
Link Up for ports.
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Polarity Status
The current polarity link status of the port.

Normal: The receive polarity of the given port is not reversed.

Reversed:The receive polarity of the given port is reversed and has been
automatically crossed by the repeater.

Auto-Partition
The current partition status of the port.

Not Partitioned: The port is not partitioned.
Partitioned: The port is partitioned.

Speed
The current speed of the port (10 Mbps/100 Mbps).

Isolate Status (100-Mbps Port Only)
Indicates whether this 100-Mbps port is currently isolated by the repeater.

* Not Isolated: The port is not isolated
* Isolated: The port is isolated.

Interface Type
The interface type of the port (10/100-Mbps TP).

Admin State
The current administration state of the port (enabled/disabled).

Link Test
Enable or disable link testing.

Note: Redundant link pairs must have Link Test enabled.

Speed Control
The port speed. The port will automatically connect to the 10-Mbps or 100-Mbps
segment based on its port speed.
Auto Negotiate: The speed is detected and the duplex mode is forced to
half duplex.
Force 10 - TP:The port speed is forced to 10 Mbps.
Force 100 - TP:The port speed is forced to 100 Mbps.
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Link Status Change Notify

Enable: The trap is sent.

Disable: The trap is not sent.

Note: Whenever the Port Link Status is changed, the “hubPortLinkStsChgTrap” will
be raised by the agent.
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Bridge Module Control/Status

Selecting this option displays the Bridge Module Control/Status Menu as shown in
Figure 4-23.
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Figure 4-23 Bridge Module Control/Status Menu

Group Number
The hub ID number assigned to the 10/100 Ethernet Stackable Hub (1 to 6).

Bridge Module Status

Bridge Description
The characteristics of this bridge module:
+ 10/100 Bridge with 10/100-TX Uplink
« 10/100 Bridge with 100 BASE-FX Uplink

Bridge External Port Interface Type
The interface type of external port for a given bridge module:
« TP port with RJ-45 interface
« Multi-Mode with SC type interface
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External Port Link Status
The current link status of the installed module. This value is read-only.
 Link Up
« Link Down

External Port Speed
The module’s external port speed. This value is read-only.
 Half Duplex 10 Mbps
 Full Duplex 10 Mbps
 Half Duplex 100 Mbps
 Full Duplex 100 Mbps

Hardware Status
The operation status of this bridge module.

Operate as Internal Plus External Bridge:
The internal bridge function and the external bridge function are enabled.
Operate as External Bridge Only:

The internal bridge function of a given bridge module is disabled via the
hardware configuration.

Not Present:

There is no bridge module installed in the given group.

8245 Installation and Planning



Bridge Module Control

External Function Admin State
Enable:
Enables the external bridge function.

Disable:

Disables the external bridge function of a given bridge. Once the external
bridge function is disabled, you must enable it to restore external bridge
operation.

The default value is Disable.

Internal Function Admin State

Enable:
Enables the internal bridge function. The internal hardware DIP switch
must also be enabled for the internal bridge to function.

Notes:

1. The internal bridge must be enabled in hardware with the DIP
switch settings before the Admin state can be enabled. See Figure 2-
4 on page 2-8 and Figure 2-5 on page 2-8.

2. If you have a stack of all manageable units (no managed units), you
only need to set the bridge module’s hardware DIP switch to enable
it to act as an internal bridge.

Disable:

Disables the internal bridge function when the internal hardware DIP
switches have been enabled. Once the internal bridge function is disabled,
you must enable it to restore internal bridge operation.

The default value is Disable.
Notes:

1. These modules are not hot-swappable. You must remove power
from the 8245 before installing or removing bridge modules.

2. You should enable the internal bridge on only one bridge module
when you have multiple bridge modules installed in a stack. This
prevents a network loop condition.
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External Port Link Status Change Notify
If enabled a trap will be sent to the receiver when link status of the port has
changed.
Enable: The trap is sent to the trap receivers.
Disable: No trap is sent.
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External AUl Module Control / Status

Selecting this option displays the External AUl Module Control/Status Menu as
shown in Figure 4-24.

Figure 4-24 External AUI Module Control / Status Menu

The external AUI module is used to connect AUI devices to the 10/100 Ethernet
Stackable Hub 8245. The AUI module is an external bridge and does not have an
internal 10/100 bridge.

Group Number
A 10/100 Ethernet Stackable Hub ID in the stack (1 to 6).

Admin State

You can set this object to enable/disable the AUI port operation. If the AUI
module does not exist, it will show <N/A>.
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Redundant Link Control

4-38

Selecting this option displays the Redundant Link Control Menu as shown in
Figure 4-25.

Figure 4-25 Redundant Link Control Menu

The Redundant Link Control Menu allows you to configure up to 18 pairs of
redundant links. A redundant pair consists of any two physically linked ports in the 10/
100 Ethernet Stackable Hub stack, where one is the primary link port and the other is
the secondary link port. The primary link is thetivelink between two devices and

the secondary is a backup and is sét&ativeto prevent looping. If the primary link
fails, the secondary link becomes active. The secondary link stays active even if the
primary link recovers. You must manually reset the primary link status to active in
order to reinstate the redundant pair.

You configure a primary link by assigning a specific port on a specific hub to a Link
Pair Index. You assign a secondary link by assigning a specific port on a specific hub
to the same Link Pair Index.

Link Pair Index
The number identifying the redundant link pair (1 to 18).

Primary Link Group
This object identifies the hub ID of the primary link for a given redundant link
pair.

Primary Link Port

This object identifies the port number of the primary link for a given redundant
link pair.
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Secondary Link Group
This object identifies the hub ID of the secondary link for a given redundant link
pair.

Secondary Link Port
This object identifies the port number of the secondary link for a given redundant
link pair.

Active Link
This object indicates the current status for a given redundant link pair.

Primary: The primary port is currently the active link.
Secondary:The secondary port is currently the active link.

Both fail: Both the primary and secondary links have failed.

Link Switch Over Notify
If the link status of active link is down for more than 5 seconds theactive link
failedis detected, port switchover is performed, and a trap is sent to the trap
receivers.
Enable: A trap is sent to the trap receivers if a switchover occurs.
Disable: No trap is sent to the trap receivers if a switchover occurs.

Status
You can enable, disable, or suspend the operation of specific redundant link pairs.

Enable

The redundant link pair is in the normal operation mode. The primary port
is active and the secondary port is disabled.

Disable

If you disable the primary port from the port control/status menu, the
status of this link pair is changed to thespend statélhis indicates

that the active port has been disabled and the redundant link function is
temporarily suspended. If you enable the primary port later on, the sta-
tus of this redundant link pair is changectabled

If you disable the secondary port, the status of this link pair is changed
to thesuspendstate and both ports are disabled. If you enable the sec-

ondary port later, the status of this link pair is changed to enabled and

the redundant link pair is in the normal operation mode.
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Notes:

1. Setting the redundant link to disable does not cause the ports to be
switched over.
2. Redundant link pairs must have Link Test enabled.

Suspend

Indicates that the active ports are disabled and the redundant link func-
tion is temporarily suspended until you set its statentbled

Note The suspend state does not cause the port to be switched over.

Invalid

Purge the configuration of a redundant link pair from the system database.

Return-to-primary

Selecting this option and pressiBgter reassigns the primary link as
an active link again. A trap is sent to the trap receivers if the status of
the redundant link isnabled If the status isuspendhen the link pair

is reactivated but no trap is sent.

Figure 4-26 Redundant Link Control Menu
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Configuring Link Pairs

Selecting this option displays the Redundant Link Control Menu as shown in
Figure 4-26

Step 1. Select a link pair (1 to 18). Use NEXT PAGE to select pairs 10 through 18.

Note: You must enter at least one link pair on the FIRST PAGE in order to
go to the NEXT PAGE.

. Enter the Primary Link Group (1 to 6).
. Enter the Primary Link Port (1 to 12/24).
. Enter the Secondary Link Group (1 to 6).

N

Step

w

Step

N

Step

Note: You can configure and save the Secondary Link Group and the Pri-
mary Link Group as the same hub. However, this will be of no use in the
event of a hub failure.

Step 5. Enter the Secondary Link Port (1 to 12/24).

Step 6. Enable the Link Switch Over Notify (optional).

Step 7. Enable the Status.

Step 8. SelectSAVE to update the new linked pair. Repeat these steps for each link

pair.

Editing a Link Pair

To edit a link pair, enter the link pair number of an existing link pair, reconfigure the
rest of the columns, and then sel8&VE. The link pair is updated to the new settings.

Deleting a Link Pair

To delete a link pair, enter the link pair number of an existing link pair, set the Status to
invalid, and then sele&AVE. The link pair is removed.
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Security Intrusion Control/Status

Selecting this option displays the Security Intrusion Control/Status Menu as shown in
Figure 4-27.

Figure 4-27 Security Intrusion Control/Status Menu

The intrusion control enables you to set up secure ports that allow access by a single
authorized MAC address.

Group Number

The hub ID number that is assigned to the 10/100 Ethernet Stackable Hub 8245 (1
to 6).

Port Number
The port number of the hub that is specified in the Group Number (1 to 12/24).

Intrusion Status
Enable: Enable the security intrusion control for the current port.
Disable: The security intrusion control of a given port is disabled.
Invalid: Purge the security intrusion control configuration for the cur-
rent port from the system database.
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Intrusion Authentication Address Auto-Learn
Enable: The hub learns the MAC address of the first device that this
port receives data from. After learning the MAC address the auto-learn
function is disabled and the recorded MAC address is the authorized
MAC address. This address is displayed in the Intrusion Authentication
MAC address field.
Disable: Auto-learn operation is disabled.

Intrusion Authentication MAC Address
The MAC address of a device that is allowed to connect to this particular port.

Intrusion Action

The action that is performed when the hub detects an intrusion of an unauthorized
MAC address.

No Action: No action will be taken.

Send Trap: A trap is sent to the trap receivers.

Partition Port: The port is partitioned.

Send-Trap-and-Partition Port: The port is partitioned and a trap is sent to
the trap receivers.

Intrusion Violation

Detected: The MAC address that caused the intrusion is written to the
Intrusion Violated MAC Address field.
Not-Detected:No intrusion has been detected.

Intrusion Violated MAC Address
Displays the MAC address of the last unauthorized device to send to this port.

Notes:

1. If another hub or unrouted switch is attached to a port with Security Intrusion
enabled, then only one of possibly many MAC addresses will be allowed to
pass data.

2. When you use the up arrow key to go from Port Number to Group Number,
any data previously changed prior to saving will be reset to its previous state.
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Network Monitor

4-44

Selecting this option displays the Network Monitor Menu as shown in Figure 4-28.
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Figure 4-28 Network Monitor Menu

This menu lets you monitor the network traffic and analyze the network utilization.

Repeater Statistics Information
Hub statistics such as TX collisions, total frames, total errors, and total octets for
both 10-Mbps segments and 100-Mbps segments.

Repeater Group Statistics Information
Displays statistics counters for each hub.

Repeater Port Statistics Information
Displays statistics counters for each port.

Address Tracking Information

Provides a way for a network management application to passively gather
information about which network addresses are connected to which ports of a
hub.

Address Search Information
Active address tracking capability is used to watch for a given MAC address and
report which port it was seen on.

Broadcast Storm Protection

Monitors the broadcast counters of each hub port to detect if the broadcast
storming exists in the network.

Broadcast Storm Detected
Each hub port or optional module port which causes the broadcast storm is
displayed.
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Repeater Statistics Information

Selecting this option displays the Repeater Statistics Information Menu as shown in
Figure 4-29.

Figure 4-29 Repeater Statistics Information Menu

Display Mode

Displays counters for the 10-Mbps and 100-Mbps segment for all hubs in the

stack.
Absolute mode SelectAbsolute and pres&nter. Each counter will
represent the value collected since system start. You cannot clear abso-
lute counters.
Relative mode SelecRelative and pres&nter key. Each counter will
be cleared to 0, and will then redisplay the value collected since the rel-
ative mode was selected. You can reset the relative counters to 0 by
changing to Absolute Mode and then changing back to Relative Mode.

Total Tx Collisions
The number of transmission collisions that have occurred in this stack.

Total Frames
The number of frames received in this stack.

Total Errors

Total errors received by the stack including FCS errors, align errors, frame too
long, short events, late events, very long events and rate mismatches.

Total Octets
The number of octets contained in the valid frames that have been received by this
stack.
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Repeater Group Statistics Information

Selecting this option displays the Repeater Group Statistics Information Menu as
shown in Figure 4-30.
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Figure 4-30 Repeater Group Statistics Information Menu (Absolute)

Repeater Group Statistics Information Menu displays statistics information counters

for the current port of current hub. Counters are display@dhsoluteor Relative

values by toggling the display mode. Absolute values represent the value collected
since system start. You cannot clear absolute counters. Relative counters represent the
values collected since the relative mode was selected. You can reset the relative
counters to zero by changing to Absolute Mode and then changing back to Relative
Mode.

Group Number
The ID number of an 10/100 Ethernet Stackable Hub in the stack (1 to 6).

Display Mode
Display counters in Absolute or Relative values. Relative counters represent the
value collected since the relative mode was selected. Absolute values represent
the value collected since system start.
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Total Frames  0to 22-1 (4294967295 decimal)

The number of frames of valid frame length that have been received on the ports
of this hub and not including FCS errors and Collisions.

Total Octets 0to 2>-1 (10M segment) / 0 to @-1 (100M segment)

The total number of octets contained in the valid frames that have been received
on the ports of this hub.

Total Errors 0 to 282-1

Total errors received by the port including FCS Errors, Align Errors, Frame Too
Long, Short Events, Late Events, Very Long Events, and Rate Mismatch.
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Repeater Port Statistics Information

Selecting this option displays the Repeater Port Statistics Information Menu as shown
in Figure 4-31.
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Figure 4-31 Repeater Port Statistics Information Menu

The Repeater Port Statistics Information Menu displays counter information for the
current port of the current hub. You can select a hub with the PREV GROUP and
NEXT GROUP commands and its ports with the PREV PORT and NEXT PORT
commands.

Display Mode
Display counters in Absolute or Relative values. Relative counters represent the

values collected since the relative mode was selected. Absolute values represent
the value collected since system start.

Group Number
The ID number of an 10/100 Ethernet Stackable Hub in the stack (1 to 6).

Port Number
Port number of selected group (1 to 12/24).

4-48 8245 Installation and Planning



Readable Frames
Total readable frames received by the port.

Readable Octets
Total readable octets received by the port.

Broadcast Packets

The total number of good packets received that were directed to a broadcast
address. Note that this does not include multicast packets.

Multicast Packets

The total number of good packets received that were directed to a multicast
address. Note that this number does not include packets directed to the broadcast
address.

FCS Errors

The total number of packets received by the port that had bad Frame Check
Sequences.

Alignment Errors
Total Alignment Errors frames within the proper size (64 to 1518 octets) received
by the port.

Frame Too Long

Total frames received by the port that were longer than 1518 octets (excluding
framing bits, but including FCS octets).

Short Events

Total frames received by the port that were shorter than 64 octets or that had an
activity duration shorter than the event, ShortEventMaxTime (74 to 82 bit times).

Runts

The total number of packets received that were less than 64 octets due to
collisions or activity duration was greater than the ShortEventMaxTime event and
less than the ValidPacketMinTime event.
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Collisions
Total collisions.

Late Events

Total number of events received by the port for which the activity duration was
greater than the LateEventThreshold.

Very Long Events

Total number of events received by the port for which the activity duration was
greater than the MAU Jabber Lockup Protection timer TW3.

Data Rate Mismatches
Total number of frames received by the port with no collisions and for which the
activity duration was greater than the ValidPacketMinTime event and the
frequency (data rate) was detectable mismatched from the local frames mismatch
frequency.

Auto-Partitions
Total number of times the port was auto-partitioned.

Isolates (100M only)
Total isolates for 100-Mbps transmissions. This counter is incremented by one
each time that a port automatically isolates as a consequence of false carrier
events. The conditions that cause a port to automatically isolate are defined by the
transition from the False Carrier state to the Link Unstable state. The port will
automatically recover.

Symbol Errors (100M only)
Total symbol errors for 100-Mbps transmissions. This counter is incremented by 1
for each valid length packet received at the port with at least one occurrence of an
invalid data symbol. This can increment only once per valid carrier event. The
approximate minimum time for rollover of this counter is 7.4 hours at 100 Mbps.

Total Errors

Total errors received by the port including FCS Errors, Align Errors, Frame Too
Long, Short Events, Late Events, Very Long Events and Rate Mismatch.
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Address Tracking Information

Selecting this option displays the Address Tracking Information Menu as shown in
Figure 4-32.

Figure 4-32 Address Tracking Information Menu

The 10/100 Ethernet Stackable Hub 8245 provides per-port based node (MAC
address-based) tracking capability. The node tracking function records the source
MAC of each data packet and provides the filters for data analysis.

Source Address Changes
This counter is incremented by 1 for each time that the Last Source Address for
this port changes. This may indicate whether a link is connected to a single device
or another multi-user segment. The approximate minimum time for roll-over of
this counter is 81 hours.

Last Source Address
Indicates the source MAC address of the last readable frame received by this port.
If this port has received no frames since the hub began monitoring the port
activity, a null string will be displayed.

Source MAC Address Tracking List
A list of source MAC addresses that were recently received on this port. The first
source MAC address (00-04-AC-1C-80-23) in the tracking list contains the value
that is given by the Last Source Address for this port. This list can contain 15
entries. The list does not age out, the first entries are deleted to accommodate new
entries when the list is full.
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Address Search Information

Selecting this option displays the Address Search Information Menu as shown in
Figure 4-33.
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Figure 4-33 Address Search Information Menu

The 10/100 Ethernet Stackable Hub 8245 provides source (MAC address) matching
capability on a per-segment basis. The active address tracking capability is used to

watch for a given MAC address and report which port it was seen on. This capability
can be also used to collect the necessary information for mapping the topology of a

network. Up to 8 MAC addresses can be searsimdltaneously

Address Search Index

Identifies the index of the source address to be searched in the system for which
this entry contains information (1 to 8).

Address Search Lock

Used by a management station as an advisory lock for a search entry. The search
lock increments by 1 if the address is available. The number will be incremented
to the maximum value of21 and then roll over to zero.

4-52 8245 Installation and Planning



Address Search Status
In Use: A management station has obtained ownership.
Not In Use: No other management station has obtained ownership.

A management station first retrieves the values of the appropriate instances of the
Address Search Lock and Address Search Status objects, periodically repeating
the retrieval if necessary, until the value of Address Search Status is “Not In Use.”
The management station then tries to set the Address Searcldsk If the

set operation succeeds, then the management station has obtained ownership of
the entry, and the value of Address Search Lock is incremented by 1. Failure of
the set operation indicates that some other manager has obtained ownership of the
entry.

Address Searched
Specify MAC address for search

Address Search State
The current state of the MAC address search on this hub.
Single: The hub detects the address on one port only.
Multiple: The hub detects the address on more than one port.
None: The hub does not detect the address of any port.

The state is initially set to none.

Address Search Group
The Hub ID received, whose source address corresponds to the address searched
(1 to 6).

Address Search Port
The port number received, whose source address corresponds to the address
searched (1 to 24).

Address Search Owner
The entity that currently hasvnershipof this search entry
The owner for a given address search entry could be one of the following:

CONSOLE: If the entry is locked by the Local Console/Remote Telenet, the
owner is CONSOLE.

WEB: If the entry is locked by the Web-based manager, the owner is WEB.

hubrptrAddrSearchOwner: If the entry is locked by the SNMP manager, the
owner will be given by the SNMP manager by setting the MIB object
hubrptrAddrSearchOwner.
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Broadcast Storm Protection
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Selecting this option displays the Broadcast Storm Protection Menu as shown in
Figure 4-34.

Figure 4-34 Broadcast Storm Protection Menu

The 10/100 Ethernet Stackable Hub 8245 periodically monitors the broadcast counters
of each hub port to detect a broadcast storm condition. The hub port that causes the
broadcast storm can be automatically partitioned or a trap can be sent to the trap
receivers or both. The 10/100 Ethernet Stackable Hub 8245 continually monitors those
ports that have been partitioned to check if the broadcast storm condition still exists.
The port will be permanently partitioned if the broadcast storm does not subside in 2
minutes.

You can configure the broadcast threshold value for each port, each segment, and each
optional module. The Segment Rate Threshold, Port Rate Threshold, and Optional
Module Rate Threshold determine whether the broadcast storm exists or not.

Segment ID
The Segment ID specifies the segment where the broadcast storm protection
function is applied (10-Mbps/100-Mbps segments).

Segment Broadcast Packet Rate Threshold

The number of broadcast packets received on a given segment per second. The
range is 0 to 14,880 packets per second.
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Optional Module Broadcast Packet Rate Threshold

The number of broadcast packets received on each uplink of a given optional
module per second. The range is 0 to 14,880 packets per second.

Port Broadcast Packet Rate Threshold

The number of broadcast packets received on a given port per second. The range
is 0 to 14,880 packets per second.

Broadcast Alarm Action

Once broadcast storm is detected on a given port, segment, or optional module,
the proper action is performed based on the value specified by its Broadcast
Alarm Action.
Partition Port: The port will be disabled. Once a port is partitioned due to
a broadcast storm, the Broadcast Storm protection function will continue to
monitor the port. The port is disabled for 15 seconds and re-enabled for 5
seconds. This process is repeated for 2 minutes. If the broadcast storm still

exists after 2 minutes, the port is disabled and will no longer be monitored
for the broadcast storm.

Note: You must enable the port once the source of the broadcast storm has been
handled. You should resolve the broadcast storm before re-enabling the port.

Send-Trap-Partition-Port:

The port will be disabled and a trap will be sent.
Send Trap:

A trap is sent.
No Action:
No action will be taken.

Broadcast Alarm Status
Enable:

Enable the broadcast monitoring and protection function on this seg-
ment.

Disable:

Disable the broadcast monitoring and protection function on this seg-
ment.

Invalid:
Purge the broadcast monitoring and protection setting for this segment.

Formula for calculating broadcast packet rate

Broadcast packet rate =__ Broadcast packet received
Seconds
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Configuring broadcast storm protection

To detect the broadcast storm of the 10/100 Ethernet Stackable Hub 8245,
configure the following parameters from the Broadcast Storm Protection Menu:

Step 1. Selectl00-Mbps Segmentn theSegment IDfield.
Step 2. ConfigureSegment Broadcast Packet Rate Threshaold
Step 3. ConfigureOptional Module Broadcast Packet Rate Threshold

Note: The “Optional Module broadcast Packet Rate Threshold” of the 100-
Mbps segment is used for both 10-Mbps and 100-Mbps Broadcast Storm
Detection.

Step 4. ConfigureBroadcast Alarm Action.
Step 5. Enable the broadcast storm protection function.

To detect the broadcast storm of the AUI module, configure the following
parameters from the Broadcast Storm Protection Menu:

Step 1. Selectl0-Mbps Segmenin theSegment IDfield.

Step 2. ConfigureSegment Broadcast Packet Rate Threshaold

Step 3. ConfigureOptional Module Broadcast Packet Rate Threshold

Note: The Optional Module Broadcast Packet Rate Threshold of the 10-
Mbps segment is used for the AUl module broadcast storm detection.

Step 4. ConfigureBroadcast Alarm Action.
Step 5. Enable the broadcast storm protection function.
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Broadcast Storm Detected

Selecting this option displays the Broadcast Storm Detected Menu as shown in
Figure 4-35.
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Figure 4-35 Broadcast Storm Detected Menu

For each broadcast storm that is detected, the hub and port number are listed in this
menu. If there has been no storm detected, this menu is empty. A maximum of 32
broadcast storms will be displayed, 16 per page. The list is updated on a first-in, first-
out basis when the maximum of 32 are reached.
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User Authentication

Selecting this option displays the User Authentication Menu as shown in Figure 4-36.

Figure 4-36 User Authentication Menu

This menu lets you define up to six different users. The passwords are the same for
both the management session and the Web. You can also change the password for the
control panel.

Note: User names and passwords are not case sensitive. To define a user, perform the
following steps:

Step 1. Select an index number and pré&sger.

Step 2. Enter a user name of up to 12 alphanumeric characters.
Step 3. Enter a password of up to 6 alphanumeric characters.
Step 4. Enter the password again to confirm it.

Step 5. SpecifyRead Only or Read/Write privilege, and presSnter.
Step 6. SelectADD.

Step 7. SelectEXIT.

To change the console password, perform the following steps:
Step 1. Select an index number with a specific user and Eatey.
Step 2. Enter a password of up to 6 alphanumeric characters.
Step 3. Enter the password again to confirm it.
Step 4. SpecifyRead Onlyor Read/Write privilege, and presSnter.
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Step 5. SelectADD.
Step 6. SelectEXIT.

Note: The control panel password can be only four digits (0 to 9). The default is
"0000".

The 10/100 Ethernet Stackable Hub 8245 comes with two default user names:

Admin requires no password.
Guesthas a password of “guest.”
Note: If you do not confirm the password or if the password is incorrect in the
confirm field, then it will display the message, Invalid Password. BFHss®
continue.
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System Utility
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Selecting this option displays the System Utility Menu as shown in Figure 4-37.
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Figure 4-37 System Utility Menu

The System Utility Menu lets you download microcode, restart the hub, reset the hub

to the factory default, set the login timeouts, configure the upload settings, and request
an upload.

System Download
Configure type of download.

System Restart
Restart the hub.

Factory Reset
Reset to factory configuration.

Login Timeout Interval
Set the time duration before Telnet or local console automatically logs out.

Configuration Upload Setting
Set the IP Address of the server and the file name to be uploaded.

Configuration Upload Request/Status
Submit a request for a configuration file upload.
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System Download
Selecting this option displays the System Download Menu as shown in Figure 4-38.
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Figure 4-38 System Download Menu

This menu lets you perform a BootP request and a TFTP code download. To request an
IP address, subnet mask, and a default gateway address from your BootP server,
perform the following steps:

Step 1. SelectBootP REQUEST

Note: Not all DHCP servers support basic BootP services. If you experience a
problem, check your DHCP server manual.

Step 2. Perform a cold restart on your system. For information on restarting your
system, see “System Restart” on page 4-63.

You should perform a code download only to update existing software or if existing
code has become corrupted. Before performing a system download, make

sure that you know the IP address of your TFTP server and the location of the files on
the server.

Notes: Use the following naming conventions:

1. Boot ROM Code Download - 8245Vxxx.BT

2. Web Pages Database Information Download - 8245Vxxx.WEB
3. System Software Download - 8245Vxxx.RT

where xxx is the version number.
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To download TFTP code, perform the following steps:
Step 1. Enter the IP address of the TFTP server.
Step 2. Select the downloads that you want to perform.

Step 3. Enter the path and file name for each of the downloads you have selected (for
example, C:\microcode\8245V110.BT).

Step 4. Save the configuration.
Step 5. Restart the system using a cold start.

The backup managed unit will automatically run a system download with the updated
setup from the active managed unit whenever it detects a system download has
occurred on the active managed unit.
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System Restart

Selecting this option displays the System Restart Menu as shown in Figure 4-39.
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Figure 4-39 System Restart

The System Restart Menu lets you perforoola or warmrestart.

You can restart the system at any time without losing configuration settings, except in
the case of a download. When you seleXECUTE and then predsnter, a warning
message informs you that system restart will be performed.

Warm

A warm restart restarts the hub at the runtime code. For most cases, a warm restart
is sufficient, except in the case of a BootP request or code download.

Cold

A cold restart restarts the hub at the Boot ROM level and is the same as
unplugging and replugging power to the hub. A cold restart is needed when the
user performs a BootP request or code download.
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Factory Reset

Selecting this option displays the Factory Reset Menu as shown in Figure 4-40.
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Figure 4-40 Factory Reset Menu

The Factory Reset Menu lets you return all hub settings to the original default settings.
When you issue a factory reset, all of your custom settings are overwritten.
To perform the factory reset, perform the following steps:

Step 1. Select how you want the network configuration to be processed during a
factory reset:

« Not Reset —Current network configuration is saved.

« Reset from BootP -Request a new network configuration from BootP
server.

+ Reset to factory default -Current network configuration is reset to
factory defaults.

Step 2. Select how the user authentication configuration will be processed during a
factory reset:

« Not Reset —-Current user authentication configuration is saved.

» Reset to factory default -Current user authentication configuration
returns to factory defaults.

Step 3. SelectEXECUTE and presg&nter.

A warning message informs you that system configuration data will be reset now.
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Login Timeout Interval

Selecting this option displays the Login Timeout Interval Menu as shown in
Figure 4-41.

Figure 4-41 Login Timeout Interval Menu

This menu lets you select the time after which an established Telnet session or Local
Console is automatically logged out if inactive. The range is 0 to 60 minutes. The
default is 5 minutes. If you specify 0, the session remains logged in regardless of how
long it is inactive.

SelectSAVE to save your changes.
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Configuration Upload Setting

Selecting this option displays the Configuration Upload Setting Menu as shown in
Figure 4-42.
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Figure 4-42 Configuration Upload Setting Menu

The 10/100 Ethernet Stackable Hub 8245 can upload the hub configuration data to the
remote server in binary format. You can upload your configuration files and save them
as a backup in case you need to restore your system settings.

Enter the TFTP Server IP Address and the chosen file name (for example:
filenameCFG) and the path where the files will be uploaded to the server. Select
SAVE to save your configuration settings, and then request the upload using the
Configuration Upload Request Menu. See “Configuration Upload Request” on page
4-67.

TFTP Server IP Address
The IP address of the server on which the configuration files are to be stored.

Configuration File Name

The name of the configuration file and the full path of the location where the files
will be saved on the server.
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Configuration Upload Request

Selecting this option displays the Configuration File Upload Request/Status Menu as
shown in Figure 4-43.

Figure 4-43 Configuration File Upload Request/Status Menu

This menu displays information only. See Figure 4-43 as an example. To edit
configuration upload settings, see “Configuration Upload Setting” on page 4-66.

SelectSUBMIT to make the upload request.

TFTP Server IP Address
The IP address of the server that the configuration files will be uploaded to.

Configuration Filename
The name of the configuration file and the full path.

Current State
When the configuration file download is compleZ€)MPLETED is displayed.

Time Elapsed
The time elapsed since starting the upload request.
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Upload Status
The status of the data transfer with regard to errors.

No Error
The upload was successfully stored in the specified configuration file.

No-Such-File
The path specified in the Configuration Filename field, cannot be found
on the TFTP Server.

Access Violation
The file specified in the Configuration Filename field is Write
Protected.

Disk Full
The disk specified in the Configuration Filename field, is full.

Timeout
The TFTP upload timeout of 20 seconds has expired. A progress bar is
displayed in the menu showing the progress.

Other Error
Other errors that are defined by the system.

Once you have uploaded your configuration files you can download them if necessary.
See “System Download” on page 4-61 for information about downloading
configuration files.

4-68 8245 Installation and Planning



Chapter 5. Using Web Management

You can use your Web browser to configure the 10/100 Ethernet Stackable Hub. Enter
the hub’s IP address or host name in your Web browser's address field. You are
prompted for a user name and password.

The 10/100 Ethernet Stackable Hub comes with two default user names. One default is
“admin” and requires no password. The other default is “guest” and has a password of
“guest.” (User names and passwords are not case sensitive).

Figure 5-1 Login Menu
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Home Page

After you log in, the 10/100 IBM Ethernet Stackable Hub 8245 home page is
displayed as shown in Figure 5-2. This menu also contains a link to the IBM home
page \www.ibm.com

Figure 5-2 Home page

The Home Page displays the following menus:

System Information

Provides information related to the version of the system software installed on the
hub.

Management Setup
Allows you to set up the management functions of the hub.

5-2 8245 Installation and Planning



Device Control
Allows you to configure the hubs and their ports.

Network Monitor
Allows you to configure network monitoring.

RMON
Allows you to configure remote monitoring.

System Utility
Allows you to use and configure the system utilities.

Help

Displays help guide for Microsoft Internet Explorer users and shows how to
enable the trap window.
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Trap Frame Window

The Trap Frame window is displayed when the Web browser connects to the 10/100
Ethernet Stackable Hub 8245 as shown in Figure 5-3.

[192.168.0.103] !I'_-‘]Ei
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Figure 5-3 Trap Frame Window

This window receives all traps from the hub except for cold start, Hello, and RMON
traps. The maximum number of traps displayed depends on system resources and
capacity.

Display
Lets you manage how you want to display traps:

Pause:Stops displaying any new traps.
Continue: Resumes displaying new traps.
Clear: Clears the traps displayed on the Trap Frame window.

Buffer
Lets you control the traps in the buffer:

Delete: Deletes all the traps in the buffer.
Dump: Dumps all the traps in the buffer to the Trap Frame window.
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Hub Graphic

The graphic picture of the 10/100 Ethernet Stackable Hub 8245 displayed in the top
section of each of the Web pages is a Java applet that allows you to view the hub.

Figure 5-4 Hub Graphic of the Managed Unit

Managed Hub Graphic

The Managed Hub Graphic displays a graphical picture of the 10/100 Ethernet
Stackable Hub.

Hub Icon
Selecting the hub icon displays a graphical picture of the hub and shows its
current status. (see F)

« Green: A manageable hub or a manged hub that is not active.
« Blue: An active managed hub.
« Gray: A hub is disconnected or is unavailable.

Hub ID
A range of 1 to 6 indicates that the Hub ID of the connected hub (see E).

The following indicators are always on (as shown in Figure 5-4):

« | (LED): AC power status. (see A).

OK (LED): (see B).

%: (see C).

Ticker Scale (1, 3, 5, 10, 20, 40, 80): (see D).
Lock Sign

Port Indicators
Indicates a port number.
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Gauge Bars
Displays port-related information such as utilization.

Message Zone
Automatically switches between the “Utilization” and “10M 100M.”

G-A
Displays status of ports 1 to 12 in Port Group A.

G-B
Displays status of ports 13 to 24 in Port Group B.

Master

Indicates that the hub is a managed hub.

SNMP
Indicates that the hub is SNMP-manageable.

OOB
Indicates that the out-of-band is enabled.

Menu Key
Not used.

EIA 232 Connector

By clicking on it with the right mouse button, a pop-up menu appears allowing
you to display console information, OOB SLIP setup, and OOB baud rate.
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Figure 5-5 Hub Graphic of the Manageable Unit

Manageable Hub Graphic
Selecting the hub icon displays a graphical picture of the manageable hub
showing its current status.

LED Status
« | (LED):
-Always On

Link/Rx LEDs:
-Off: Link down

-Green: Link up

-Green and blinking: Packet receiving
100-Mbps LEDs:

-Off: 10-Mbps speed

-Green: 100-Mbps speed

Collision LEDs:
-Amber: Collision detected

-Off: No collision

Utilization Indicators:
- Five LED levels show the utilization of 10-Mbps and 100-Mbps segments.

Note: Five 10-Mbps segment utilization LEDs (green, green, green, green,
amber). Five 100-Mbps segment utilization LEDs (green, green, green,
green, amber).

TP Port Connector
-White (inside inner frame): Link up
-Amber (inner frame): auto-partitioned

-White (frame): admin disabled
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Optional Modules

There are three optional modules that can be installed in the 10/100 Ethernet Stackable
Hub. The modules are the 10BASE-T/100BASE-TX bridge module, the 100BASE-
FX bridge module, and the AUI expansion module.

10BASE-T/100BASE-TX Module

(LR LIFLEY [LLRLIFLLE]
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Figure 5-6 10BASE-T/100BASE-TX Module

The following indicators are always off on the Java applet of the hub graphical
display:

. TX
« RX
. COL

The following indicators are either on or off:

« Link

« FDX

« 100-Mbps

« Int Bridge Ena

How to Map the Hub’s Admin State to the Legend of the Graphic

« Internal Hardware Admin State
This depends on the Int Bridge Ena LED and the border color of the mod-
ule.
LED on: Enabled
LED off: Disabled
Border Color
None: Enabled

Yellow: Disabled

« Internal Function Admin State
This depends on the border color of the module.
Border Color
None: Enabled

Yellow: Disabled

« External Function Admin State
The appearance of the uplink module port will change depending on the
status of the port and the appearance is the same as the TP port.
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100BASE-FX Module
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Figure 5-7 100BASE-FX Module

The following indicators are always off on the Java applet of the hub graphical
display:
e TX

« RX
« COL

The following indicators are either on or off:

« Link
« FDX
« Int Bridge Ena

How to Map the Hub’s Admin State to the Legend of the Graphic

« Internal Hardware Admin State
This depends on the Int Bridge Ena LED and the border color of the
module.
LED on: Enabled
LED off: Disabled
Border Color
None: Enabled

Yellow: Disabled

« Internal Function Admin State
This depends on the border color of the module.
Border Color
None: Enabled

Yellow: Disabled

» External Function Admin State
Link Down
Black Inside: Enable

White Inside: Disable

Link Up
Gray: Enable
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White: Disable

AUl Expansion Module

(ITTTTELEE] [LTETIETIT]

o ‘ FIrTTh I

Figure 5-8 AUI Expansion Module

The following indicators are always off on the Java applet of the hub graphical
display:

« RX
« COL

How to Map the Hub’s Admin State to the Legend of the Graphic

« External Software Admin State
Black Inside: Enable

White Inside: Disable
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Port Selections for the Hub

If you click the right mouse button on any port, a menu is presented. You can use the
left mouse button to make the following port selections:

Statistics
Displays the Repeater Port Statistics Information Menu for the selected port.

Control
Lets you enable or disable ports:

ADMIN Enable: Enables the selected port.
ADMIN Disable: Disables the selected port.

The port status of the individual ports are graphically displayed in Figure 5-9.

| Amber = Auto Partitioned
Black = Not Partitioned
. - Link Up
| S R— Gray = Enabled

| White = Disabled

Figure 5-9 Hub Port Status Legend
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Unit Selection

If you click the right mouse button on the unit itself, a menu is presented. You can use
the left mouse button to make the following unit selections:

INFO
Displays the Repeater Group Control/Status Menu for the unit.

STATISTICS
Displays the Repeater Statistics Information Menu.

TRAP
Opens a trap window for the specified hub if its trap window was not already
displayed.

5-12 8245 Installation and Planning



System In formation

Selecting this option displays the System Information Menu as shown in Figure 5-10.
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Figure 5-10 System Information

The System Information Menu provides information related to the version of the
system software installed on the 10/100 Ethernet Stackable Hub 8245.

You can specify up to 48 alphanumeric characters for each of these: System Contact,
System Name, and System Location to provide useful information to all users
concerning the hub. The information on this menu should be kept current so that
persons requiring assistance know whom to contact.

Notes:
1. SelectSAVE before you exit this menu to save any changes you have made.

2. The MIBs supported field is for information only.
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System Description

A textual description of the entity. This also includes the name and version

identification of the system’s hardware type, software operating system,
and networking software.

System Object ID
The vendor’s authoritative identification of the network management sub-

system is contained in the 10/100 Ethernet Stackable Hub. This value is

allocated within the SMI enterprises’ subtree (1.3.6.1.4.1) and provides an

easy and unambiguous means for determining what kind of device is being
managed.

System Manager
The management capability that this system supports (SNMP and WEB).
System Up Time

The time since the network management portion of the system was last
restarted or powered on.
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Management Setup

Selecting this option displays the following options:

Network Configuration
Sets the IP address, Subnet Mask, and Default Gateway address.

Serial Port Configuration
Configures the serial port for communications.

SNMP Community
Configures community names and access.

Trap Receiver
Sets up community trap addresses.

Trap Filter
Sets up trap filters.

IPX Address Configuration
Sets the device’s IPX address.

IPX Trap Receiver
Sets the locations to receive the SNMP traps for IPX.
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Network Configuration

5-16

Selecting the Network Configuration Menu allows you to select the Network
Configuration-Ethernet Menu as shown in Figure 5-11 and the Network
Configuration-SLIP Menu as shown in Figure 5-12 on page 5-17.

Note: The 10/100 Ethernet Stackable Hub 8245 must be restarted for the changes to
take effect. For information on restarting the HUB, see “System Restart” on page 5-87.

Ethernet Menu

An Ethernet connection allows you to monitor and configure the hub with a local
console via Telnet session, a Web browser, or SNMP management. You need to
configure the ID address, and Subnet Mask to work with your LAN settings
before you can make an Ethernet connection.
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Figure 5-11 Network Configuration-Ethernet Menu

Current Configuration

The IP configuration that is currently running on the hub.

IP Address
The dotted decimal IP Address assigned to the hub.
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Subnet Mask
The dotted decimal Subnet Mask assigned to the hub.

Default Gateway

The dotted decimal IP address of the default router assigned to the hub.

New Configuration

The IP configuration that will become the new current configuration when
the hub is restarted.

The 10/100 Ethernet Stackable Hub 8245 must be restarted before the IP address,
subnet mask, and default gateway can take effect. To ensure that the new

information is correct, do a “ping” from another device that is connected to the
hub.

Note: The hub does not respond to ping packets that are greater than 1484 bytes.

SLIP Menu

SLIP connections enable monitoring and configuring of the 10/100 Ethernet
Stackable Hub.
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Figure 5-12 Network Configuration-SLIP Menu
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The baud rate, character size, parity, and stop bits are read only and not
configurable on this menu.

Baud Rate

The current serial port baud rate that can be configured from the Serial Port
Configuration Menu.

Character Size
8 hits.

Parity

None.

Stop Bits
1 stop bit.

Current Configuration

The SLIP configuration that is currently running on the hub.

New Configuration

The SLIP configuration that will become the new current configuration
when the hub is restarted.

IP Address

The dotted decimal address assigned to the SLIP interface of the hub.

Subnet Mask

The dotted decimal subnet mask assigned to the hub.
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Serial Port Configuration

The Serial Port Configuration Menu allows you to view Console and configure SLIP
connections.

Console

Selecting this option displays the Serial Port Configuration-Console Menu as shown in
Figure 5-13. The console is used to view the configurations required to make a VT100
terminal emulator connection to the 10/100 Ethernet Stackable Hub.

Hevdal Pord CoqfTparation — Console b

1] | H

Figure 5-13 Serial Port Configuration-Console Menu

Note: The information displayed on this menu is read only and these are the settings
required when making a console connection to the 10/100 Ethernet Stackable Hub
8245.
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Out-Of-Band

Selecting this option presents the Serial Port Configuration-Out-Of-Band menu as
shown in Figure 5-14. Out-Of-Band mode enables you to set serial port configurations
for making a connection to the 10/100 Ethernet Stackable Hub 8245 management port
using a modem.
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Figure 5-14 Serial Port Configuration-Out Of Band Menu

Current Configuration
The current out-of-band (OOB) configuration.

New Configuration

The new OOB configuration that will be updated after you s€89tE. You
must restart the hub before settings take effect.

Baud Rate

You can set the baud rate to any of the following: 2400, 4800, 9600, or 19200 bps.
The default is 9600.

Character Size
8 bhits.
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Parity
No parity.

Stop Bits
1 stop bit.

When SLIP is enabled, the EIA 232 port can be used for SLIP only. The EIA 232 port
cannot be used to gain access to a management session via VT100 terminal emulation.

EIA 232 Port

When you place your cursor on the EIA 232 port of the device and click on the right
mouse button, a selection betwge@NSOLE INFO, OOB SLIP, OOB Baud Rate
for Serial Port Configuration appears for you to choose.

You can click onrCONSOLE INFO and see the current information being displayed
on the Serial Port Configuration-Console Menu, click onad SLIP, which

allows you to set the IP address and/or subnet mask, or click @OiBé8aud Rate
which allows you to change the baud rate of OOB SLIP.
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SNMP Community Setup

5-22

Selecting this option displays the SNMP Community Setup Menu as shown in Figure
5-15.
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Figure 5-15 SNMP Community Setup Menu

The SNMP Community Setup Menu enables you to configure up to six community
names. You can add or edit SNMP community names and set the access right and
status. Community names ar@se sensitiveFor example, “Private” and “private” are
considered different.

SNMP Community Name
A valid community name that exists in the SNMP Community. The names
“public” and “private” are already entered, allowing you to use the SNMP
community without any configuration settings. These two community names can
be edited or renamed as well as any new community names added. It consists of a

text string up to 16 characters.

Access Right
You can configure the Access RightRead Only or Read and Write.
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Status
The status of community names (Enable or Disable):

Enable: To enable an SNMP community.

Disable: To disable an SNMP community.

To add a community name:
Step 1. SelectManagement Setupfrom the Main Menu.

Step 2. SelectSNMP Community Setup The SNMP Community Setup Menu is
loaded.

Step 3. Enter a Community name. Entering an existing name will overwrite the
existing name when saved.

Step 4. SettheAccess Right

Step 5. Set theStatus

Step 6. SelectAdd to add the new community name. Sele&VE to update.
Step 7. Repeat steps 3 through 6 for each additional name.

Chapter 5. Using Web Management5-23



Trap Receiver Setup
Selecting this option displays the Trap Receiver Setup Menu as shown in Figure 5-16.
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Figure 5-16 Trap Receiver Setup Menu

Traps are sent across a network to an SNMP Network Manager. These messages alert
the manager to changes in the 10/100 Ethernet Stackable Hub 8245. You can define up
to six trap receivers to receive traps when network events occur.

Index Number
A number to identify a trap receiver (1 to 6).

Community Name
The SNMP community string of the remote network manager (maximum of 16
characters).

IP Address
The IP address of the remote network manager station to which traps should be
sent.
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Status

Active or inactive. When set #ctive the trap receiver will receive traps when a
trap event is raised.

To set up trap receivers:

Step 1. Enter an Index number, Community Name, IP Address, and Status.
Step 2. SelectSAVE.

Step 3. Repeat steps 1 and 2 for each new trap receiver.
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Trap Filter

Selecting this option displays the Trap Filter Menu as shown in Figure 5-17.
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Figure 5-17 Trap Filter Menu

This menu lets you enable or disable trap filters for those traps defined by RFC1215
and RFC1516. Enabled trap filters send traps to the trap receivers when the associated
events occur. The default is all traps enabled.
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IPX Address Configuration

Selecting this option displays the IPX Address Configuration Menu as shown in
Figure 5-18.

Figure 5-18 IPX Address Configuration Menu
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The IPX Address Configuration Menu allows you to set or configure the IPX address

of this system.

The menu provides two regions: Current Configuration and New Configuration. The
Current Configuration (read only) refers to the configuration that is currently applied
in the IPX module. The New Configuration (read/write) refers to the new settings
applied, which take effect when the system is restarted.

Frame Type

Each frame type corresponds to one network interface. Select the data link
protocol used from among these four available protocols:

e Ethernet-ll

* Ethernet-802.2
e Ethernet-802.3
* Ethernet-SNAP
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Network Number

There is a network number for each frame type. When the system is restarted, it
learns this automatically from the IPX router. If there is no IPX router to supply
this information, the default setting will be applied. If the default setting is zero,
the agent will self-configure with a unique number as its network number.

Node Address
This field is always the same as the device's MAC address.

Status

You can make certain frame types active or inactive to control the devices.
Making a frame active will allow its associate frame type to access it. Making a
frame inactive will close the associate frame type.

SelectSAVE to retain the new configuration. The hub must be restarted before the
new configuration takes effect.
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IPX Trap Receiver

Selecting this option displays the IPX Trap Receiver Menu as shown in Figure 5-19.

P B b

El.'.um

T Carren Teplg i

e s Evmmrantis 4 s (==
) 3 m._.m. SRS
- — ] OO . OO0 [T
“ e r E E!- I IHi I ||..|-|-
Ry 3 O - e taunry
C B = IR . (B0 Lastins
e

- -

_.“IJ.“* - - - -

T S L - : LI

—:Il.lﬂ I_ I I I 1% D ;.]

i T

!y o e |

] M

Figure 5-19 IPX Trap Receiver Menu

The IPX Trap Receiver Menu allows you to configure the Trap Receiver through the
IPX network. You can set up to six IPX Trap Receivers.

Index Number
A number to identify a trap receiver (1 to 6).

Community Name
The authorized SNMP community string of the remote network manager
(maximum of 16 characters).

IPX Address
The IPX address of the remote network manager station to which traps should be
sent.

Status

Active or Inactive. When set to Active the trap receiver will receive traps when a
trap event is selected.
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To set up trap receivers:

Step 1. Enter an Index Number, Community Name, IPX Address, and Status.
Step 2. SelectSAVE when editing an existing entry.
Step 3. Repeat steps 1 and 2 for each new trap receiver.
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Device Control

The Device Control Menu displays the following menus:

Repeater Group Control/Status
Configure the hubs.

Repeater Port Control/Status
Configure the ports.

Bridge Module Control/Status
Configure the bridge module.

External AUI Module Control/Status
Configure the external AUl module.

Redundant Links Control
Configure redundant links.

Security Intrusion Control/Status
Configure security intrusion.
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Repeater Group Control/Status

Selecting this option displays the Repeater Group Control/Status Menu as shown in
Figure 5-20.
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Figure 5-20 Repeater Group Control/Status Menu

You can view the status and configure each hub in the 10/100 Ethernet Stackable Hub
8245 stack or reset to the default setting.

To configure a hub in the stack:

Step 1. Select a 10/100 Ethernet Stackable Hub Group number (Hub ID).
Step 2. SelectSubmit to load the hub’s configuration settings.

Step 3. Edit the current configurations.

Step 4. SelectSaveto update the new configuration.
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Port Capacity
The number of ports that the selected hub has available (12 or 24).

Repeater Type
The type of hub that is selected. For example, 10/10ps/Class-I.

Group Role
The role of the selected hub (managed or manageable).

HW Revision
The hub base board hardware version.

Group Software 1D
The software ID number of the hub.

Group Last Change
The following events will cause a group last change:

« A hub connected to or removed from the stack

e A hub restarted

« A device or module is added to the system

« A change in the value of hub operational status

« Ports were added or removed as members of the hub (such as group admin
enabled or disabled)

« Any of the counters associated with this hub reset

Group Partitioned Ports

The total number of ports in the hub group that have been auto-partitioned by the
hub due to broadcast storm or excessive collisions.

Group Operation
The current status of this group:

Operational: The hub is connected to the stack.

Not present: The hub is not present in the stack.
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Group Admin State
Enable or disable the specific group segment. The default value is Enabled All.

No Change:None of these will be modified.

Enabled 10:Only the 10-Mbps segment of a given group is connected to the
backplane of the stack. The 100-Mbps segment of a given group is isolated
from the stack.

Enabled 100:0nly the 100-Mbps segment of a given group is connected to
the backplane of the stack. The 10-Mbps segment of a given group is isolated
from the stack.

Enabled All: Both 10-Mbps and 100-Mbps segments of a given group are
connected to the backplane of the stack. This is the default.

Disabled All: Both 10-Mbps and 100-Mbps segments of a given group are
isolated from the stack.

Group Reset
All, some, or none of the group’s functions can be changed by selecting one of
these options:

No Change:No modifications are made.

Reset All: The function logic, counters, and hub configuration of group will be
reset. This is identical to hardware reset (cold start).

Function Only: The function logic of group will be reset. The counters and
hub configuration will be held static and will not be reset. This reset operation
will reset the link status of each port to ‘Link Down’ that can cause a Link
Status Change event to be raised.

Counters Only: The counters of each port will be reset to 0 but the function
logic and hub configuration will be held static and will not be reset.

Note: The selected option takes effect aB&VE is selected.

Group Name
The name assigned to this hub, up to 28 characters (cannot be accessed by SNMP
Manager).

Group Last Change Notify
Enabled: Send out a trap when the value of ‘Group Last Change’ is changed.

Disabled: The default. A trap is not sent out when the Group Last Change
Notify is changed.
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Repeater Port Control/Status

Selecting this option displays the Repeater Port Control/Status Menu as shown in
Figure 5-21 and Figure 5-22 on page 5-36.
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Figure 5-21 Repeater Port Control/Status Menu (Top/Upper View)
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Figure 5-22 Repeater Port Control/Status Menu (Bottom/Lower View)

You can select a group (hub) from the group number pull-down menu and then select

Submit.

To configure a port on a 10/100 Ethernet Stackable Hub in the stack:

Step 1. Select a port from the Port Number pull-down menu (1 tol12 or 1 to 24).

Step 2. SelectSubmit to load the port’'s current configuration settings.

Step 3. Configure the port.

Step 4. SelectSAVE to update the new port configuration.

Step 5. Repeat steps 1 through 4 for each port.

Group Number
A 10/100 Ethernet Stackable Hub ID in the stack (1 to 6).

Port Number
The current port number of the current hub.
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Link Status
The current link status of the port:

Link Down: Link pulses are not detected on this port.

Link Up: Link pulses are being received on this port.

Polarity Status
The current polarity link status of the port:

Rx Polarity Normal: The receive polarity of the given port is not reversed.

Rx Polarity Reversed:The receive polarity of the given port is reversed and
has been automatically crossed by the hub.

Auto-Partition
The current partition status of the port:

Not Auto-Partitioned: The port is not partitioned.

Auto-Partitioned: The port is partitioned.

Speed
The current speed of the port (10 Mbps/100 Mbps).

Isolate Status (100-Mbps port only)
Indicates whether this 100-Mbps port is currently isolated by the repeater

Not Isolated  The port is not isolated.

Isolated: The port is isolated.

Interface Type
The interface type of the port (10/100-Mbps TP port interface type).

Admin State
The current administration state of the port (enabled/disabled).

Link Test
Enable or disable link testing.

Notes:

1. When port link test function is disabled, the Port Link Status always returns
Link Up for 10-Mbps ports.

2. Redundant link pairs must have link test enabled.
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Speed Control

The port speed. The port will automatically connect to the 10-Mbps or 100-Mbps
segment based on its port speed.
Auto Negotiate: The speed is detected and the duplex mode is forced to
half duplex.
Force 10 - TP:The port speed is forced to 10 Mbps.
Force 100 - TP:The port speed is forced to 100 Mbps.

Link Status Change Notify

The link status change notify state (No Change/Disable/Enable). When enabled, a
trap will be sent to the receiver when a link status of the port has changed.

Enable: The trap is sent.

Disable: The trap is not sent.

Port Configuration Using Java Applet

Figure 5-23 shows that a port can be configured by clicking on the right mouse button
followed by clicking on the left mouse button.
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Figure 5-23 Configuring a Port

5-38 8245 Installation and Planning



Bridge Module Control/Status

Selecting this option displays the Bridge Module Control/Status Menu as shown in
Figure 5-24.
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Figure 5-24 Bridge Module Control/Status Menu

The bridge module has two internal and one external bridge ports. The two internal
ports bridge the 10/100 Ethernet Stackable Hub’s 10-Mbps segment and 100-Mbps
segment. The external port is used to bridge external devices.

To configure the bridge module:

Step 1. Select a 10/100 Ethernet Stackable Hub from the Group Number pull-down
menu.

Step 2. SelectSubmit, to load the configuration for the selected hub.
Step 3. Make the appropriate configurations in the New Configurations panel.
Step 4. SelectSAVE to update the module’s new configuration.

Group Number
The ID number of the current 10/100 Ethernet Stackable Hub 8245 (1 to 6).

Description
Description of the slide-in module currently installed (read only).
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External Port Interface Type
Description of the external port, for example RJ-45.

External Port Link Status
The current link status of the installed module. Read only (link up or link down).

External Port Speed
The module’s external port speed (read only).

Hardware Status
Read-only description of the hardware status.

External Function Admin State
You can enable or disable the external bridge function.

Internal Function Admin State

You can enable or disable the internal bridge function if the hardware DIP
switches are enabled. See “Installing an Optional Module” on page 2-7.

Enable: Enables the internal bridge function. The internal hardware DIP
switch must also be enabled for the internal bridge to function.

Notes:

1. The internal bridge must be enabled in hardware with the DIP
switch settings before the Admin state can be enabled. See Figure 2-
4 on page 2-8 and Figure 2-5 on page 2-8.

2. If you have a stack of all manageable units (no managed units), you
only need to set the bridge module’s hardware DIP switch to enable
it to act as an internal bridge.

Disable: Disables the internal bridge function when the internal hardware DIP
switches have been enabled. Once the internal bridge function is disabled, you
must enable it to restore internal bridge operation.

The default value is Disable.
Notes:

1. These modules are not hot-swappable. You must remove power-
from the 8245 before installing or removing bridge modules.

2. You should enable the internal bridge on only one bridge module
when you have multiple bridge modules installed in a stack. This
prevents a network loop condition.
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Link Status Change Notify
When enabled, a trap will be sent to the receiver when link status of the port has
changed.

Enabled: A trap is sent to the trap receivers if the link status changes.

Disabled: No trap is sent.

You can either enter into the Web page and make your configurations directly on the
menu, or click on the module on the Java Applet with the right mouse button and then
create your configuraton by clicking on Config with the left mouse button.
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External AUI Module Control/Status

5-42

Selecting this option displays the External AUl Module Control/Status Menu as
shown in Figure 5-25.
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Figure 5-25 External AUI Module Control/Status Menu

The external AUl module is used to connect AUI devices to the 10/100 Ethernet

Stackable Hub 8245. The AUI module is an external bridge and does not have an
internal 10/100 bridge.

Group Number
A 10/100 Ethernet Stackable Hub ID in the stack (1 to 6).

Admin State
Enable or disable the AUI port operation.

To configure the AUI module, enter into the Web page and make your configurations
directly on the menu, or click on the module on the Java applet with the right mouse

button, and then create your configurations by clickin@€onfig with the left mouse
button.
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Redundant Link Control

Selecting this option displays the Redundant Link Control Menu as shown in
Figure 5-26.
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Figure 5-26 Redundant Link Control

The Redundant Link Control menu allows you to configure up to 18 pairs of redundant
links. A redundant pair consists of any two physically linked ports in the 10/100
Ethernet Stackable Hub 8245 stack, where one is the primary link port and the other is
a secondary link port. The primary link is thetivelink between two devices and the
secondary is a backup and is sehswtiveto prevent looping. If the primary link fails,

the secondary link becomes active. The secondary link stays active even if the primary

link recovers. You must manually reset the primary link status to active in order to re-
instate the redundant pair.

You can configure a primary link by assigning a specific port on a specific hub to a
Link Pair Index. You can assign a secondary link by assigning a specific port on a
specific hub to the same Link Pair Index.
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Redundant Link Pair
Index number for a linked pair (1 to 18).

Primary Link Group

This object identifies the Hub ID number of a primary link for a given redundant
link pair.

Primary Link Port
This object identifies the port number of a primary link for a given redundant link
pair.

Secondary Link Group
This object identifies the Hub ID of a secondary link for a given redundant link
pair.

Secondary Link Port

This object identifies the port number of a secondary link for a given redundant
link pair.

Active Link
This object indicates the current status for a given redundant link pair.

Primary: The port is the currently the active primary link.
Secondary:The port is currently the secondary port.

Both fail: The secondary link port is the active link and it has failed. To
reinstate the link pair set the link pair statugmable

Link Switchover Notify
If the link status of active link is “down” for more than 5 seconds, theadtnee
link failedis detected angort switchoveiis performed and a trap is sent to the
trap receivers.

Enable
A trap is sent to the trap receivers.

Disable
A trap is not sent to the trap receivers.
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Status

You canenable, disableor suspendthe operation of specific redundant link
pairs:

Enable

The redundant link pair is in the normal operation mode. The primary port
is active and the secondary port is disabled.

Disable

If you disable the primary port, the status of this link pair is changed to the
suspend statand indicates that the active port has been disabled and the
redundant link function is temporary suspended. If you enable the primary
port later on, the status of this redundant link pair is changeaktoled

If you disable the secondary port, the status of this link pair is changed to
thesuspendstate and both ports are disabled. If you enable the secondary
port later on, the status of this link pair is changed to enabled and the
redundant link pair is in the normal operation mode.

Notes:

1. Setting the redundant link to disable does not cause the ports to be
switched over.

2. Redundant link pairs must have Link Test enabled.
Return-to-primary

Selecting this option and pressiBgter reassigns the primary link as
active link again. A trap is sent to the trap receivers if the status of the
redundant link i€nable If the status isuspendhen the link pair is
reactivated but no trap is sent.

Suspend

Indicates that the active ports are disabled and the redundant link function
is temporarily suspended until you set its statenable

Note: The suspend state does not cause the port to be switched over.

To add or edit a Redundant Link Pair:

Step 1. Select a Redundant Link Pair Index from the pull down menu.
Step 2. EnterGroup, Port, Link Switch Over Notify, andStatus Information.
Step 3. SelectSAVE. The information becomes effective immediately.
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Security Intrusion Control/Status

Selecting this option displays the Security Intrusion Control/Status Menu as shown in
Figure 5-27 and Figure 5-28 on page 5-47.
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Figure 5-27 Security Intrusion Control/Status Menu (Top/Upper View)

The intrusion control enables you to set up secure ports that either allow access by a
single authorized MAC address or allow different actions to be taken when accessed
by any IP address other than the authorized IP address. These actions could include
sending traps or partitioning the port or both.

Group Number
The Group Number is used to specify a hub range (1 to 6).

Port Number
Specifies to port number of a hub (1 to 12/24).

Intrusion Status
Enable: The security intrusion control for the port is enabled.

Disable:The security intrusion control for the port is disabled.
Invalid: Purge the security intrusion control configuration for the current port
from the system database.
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Figure 5-28 Security Intrusion Control/Status Menu (Bottom/Lower View)

Intrusion Authentication Address Auto-Learn

Enable: The hub records the MAC address of the first device that the current port
receives data from. The learn function is then disabled and the recorded MAC
address is the authorized MAC address. This address is displayed in the Intrusion
Authentication MAC address field.

Disable: Auto-learn operation is disabled.

Intrusion Authentication MAC Address
The MAC address of a device that is allowed to connect with this particular port.

Intrusion Violation
Detected:When an intrusion of an unauthorized MAC address occurs, the MAC
address that caused the intrusion is written to the Intrusion Violated MAC
Address field.

Not Detected:No intrusion has been detected.
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Intrusion Violated MAC Address
Displays the MAC address of the last unauthorized device to contact this port.

Intrusion Action
The action that will be performed when the hub detects an intrusion.

No Action: No action will be taken.
Send Trap: A trap is sent to the trap receivers.
Partition: The port is partitioned.

Send Trap And Partition: The port is partitioned and a trap is sent to the
trap receivers.

Note: If another hub or unrouted switch is attached to a port with Security
Intrusion enabled, then only one of possibly many MAC address will be
allowed to pass data.

To configure the security intrusion function, you can set up secure ports that allow
access by single authorized MAC address from the Security Intrusion Control/Status
Menu as the following steps:

Step 1. EnterGroup Number and pres$&ubmit to get intrusion information on a
hub.

Step 2. To add or edit intrusion on a port, selPcrt Number from the pull down
menu.

Step 3. EnterIntrusion Status, Auto Learn, MAC Address Information, and
Caption.

Step 4. PressSAVE. The information becomes effective immediately.
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Network Monitor

This menu lets you monitor the network traffic and analyze the network utilization.

Repeater Statistics Information

Displays the total statistic counters for the 10-Mbps and 100-Mbps segments for
all hubs in the stack.

Repeater Group Statistics Information
Displays the statistic counters for each hub.

Repeater Port Statistics Information
Displays the statistic counters for each port.

Address Tracking Information

Enables a network management application to passively gather information about
which network addresses are connected to which ports of a hub.

Address Search Information

Active address tracking capability is used to watch for a given MAC address and
report which port it was seen on.

Broadcast Storm Protection

Monitors the broadcast counters of each hub port to detect if the broadcast
storming exists in the network.

Broadcast Storm Detected
Each hub port or optional module port which causes broadcast storm will be
displayed.
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Repeater Statistics Information

5-50

Selecting this option displays the Repeater Statistics Information Menu as shown in
Figure 5-29.
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Figure 5-29 Repeater Statistics Information Menu

Display Mode
Enables you to display counters in either absolute mode or relative mode for the
10-Mbps and 100-Mbps segments for all hubs in the stack.

Absolute Mode: SelectABSOLUTE and selecBUBMIT. Each counter
will represent the value collected since the system started. You cannot reset
the absolute counters.

Relative Mode: SelectRELATIVE and selecBUBMIT. Each counter
will be reset to 0 and will then represent the value collected since you
selected the relative mode. You can reset the relative counter to 0 by
changing to Absolute Mode and then changing back to Relative Mode.

Total Tx Collisions
The number of transmission collisions that have occurred in this hub.

Total Frames

The number of frames of valid frame length that have been received on the ports
of this stack segment and not including FCS Error and Collision Event.
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Total Errors

Total errors received by the stack segment including FCS Errors, Align Errors,
Frame Too Long, Short Events, Late Events, Very Long Events and Rate
Mismatch.

Total Octets

The number of octets contained in the valid frames that have been received by this
hub.

Chapter 5. Using Web Management5-51



Repeater Group Statistics Information

5-52

Selecting this option displays the Repeater Group Statistics Information Menu as
shown in Figure 5-30.
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Figure 5-30 Repeater Group Statistics Information Menu

This menu displays statistics information counters for the current hub (group number).
Counters are displayed in absolute or relative values by toggling the display mode.
Absolute values represent the value collected since system started. You cannot clear
absolute counters. Relative counters represent the values collected since the relatively
mode was selected. You can reset the relative counters to 0 by changing to Absolute
Mode and then changing back to Relative Mode.

Group Number
The ID number of a hub in a stack (1 to 6).

Display Mode
Displays counters in Absolute and Relative Mode.

Total Frames
The number of frames of valid frame length that have been received on the ports
of this hub and not including FCS errors and collision events.
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Total Errors

Total errors received by all of the ports of this hub. Errors include FCS Errors,
Align Errors, Frame Too Long, Short Events, Late Events, Very Long Events and
Rate Mismatch.

Total Octets

The total number of octets contained in the valid frames that have been received
on the ports of this hub.
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Repeater Port Statistics Information

Selecting this option displays the Repeater Port Statistics Information Menu as shown
in Figure 5-31. It displays counter information for the current port of the current hub.

il

1=

]

== E

fiie
Nl

Figure 5-31 Repeater Port Statistics Information

To view port statistic counters:

Step 1. Select the Hub ID (Group Number) of the 10/100 Ethernet Stackable Hub
8245 to read from.

Step 2. Select a port.
Step 3. Select the display mode.

Step 4. SelectSubmit to load the port counter information for the port on the
selected hub.

Group Number
The ID number of an 10/100 Ethernet Stackable Hub in a stack (1 to 6).

Port Number
Port number of the selected group (1 to 12/24).
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Display Mode
Display counters in absolute or relative values.

Readable Frames
Total readable frames received by the port.

Readable Octets
Total readable octets received by the port.

FCS Errors

The total number of packets received by the port that had a bad Frame Check
Sequence.

Alignment Errors

Total Alignment Error frames within the correct size (64 to 1518 octets) received
by the port.

Frame Too Long

Total frames received by the port that were longer than 1518 octets (excluding
framing bits, but including FCS octets).

Short Events
Total frames received by the port that were shorter than 64 octets or for which the
activity duration was shorter than the event, ShortEventMaxTime (74 to 82 bit
times).

Runts

The total number of packets received that were less than 64 octets due to
collisions or for which the activity duration was greater than the
ShortEventMaxTime event and less than the ValidPacketMinTime event.

Collisions
Total collisions on a port.

Late Events

Total events received by the port where the activity duration is greater than the
LateEventThreshold.

Very Long Events

Total events received by the port where the activity duration is greater than the
MAU Jabber Lockup Protection timer TW3.

Data Rate Mismatches

Total frames received by the port with no collisions and for which the activity
duration was greater than the ValidPacketMinTime event and also the frequency
(data rate) was detectable mismatched from the local frames mismatch frequency.

Auto Partitions
Total number of times the port was auto-partitioned.

Isolates (100M only)
Total isolates for 100-Mbps transmissions. This counter is incremented by one
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each time that a port automatically isolates itself as a consequence of false carrier
events. The conditions that cause a port to automatically isolate itself are defined
by the transition from the False Carrier state to the Link Unstable state. The port
will automatically recover.
Symbol Errors (100M only)
Total symbol errors for 100-Mbps transmissions. This counter is incremented by
one for each valid length packet received at the port with at least one occurrence
of an invalid data symbol. This can increment only once per valid carrier event.
Total Errors
Total errors received by the port including FCS Errors, Align Errors, Frame Too
Long, Short Events, Late Events, Very Long Events and Rate Mismatch.
Broadcast Packets
Total broadcast packets received by the port.

Multicast Packets
Total multicast packets received by the port
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Address Tracking Information

Selecting this option displays the Address Tracking Information Menu as shown in
Figure 5-32.
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Figure 5-32 Address Tracking Information Menu

The 10/100 Ethernet Stackable Hub 8245 provides per-port address (MAC address-

based) tracking capability. The address-tracking function records the source MAC of
each data packet and provides the filters for data analysis.

Group Number

The ID number of a hub in a stack.
Port Number

Port number of the selected hub (1 to 12/24).
Source Address Change

This counter is incremented by one for each time that the Last Source Address for
this port has changed. This indicates whether a link is connected to a single device

or another multi-user segment. The approximate minimum time for rollover of
this counter is 81 hours.
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Last Source Address

Indicates the source MAC address of the last readable frame received by this port.
If this port has received no frames since the hub began monitoring the port
activity, a null string will be displayed.

MAC Index of Address Tracking Information of Web-based Management

The MAC index is used to indicate the ordering of source MAC address seen on
the port.

Source MAC Address Tracking List
A list of source MAC addresses that were recently received on this port. The first
source MAC address (00-40-AC-1C-80-23 for example) in the tracking list
contains the value that is given by the Last Source Address for this port. This list

can contain 15 entries. The first entries are deleted to accommodate new entries
when the list is full.
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Address Search Information

Selecting this option displays the Address Search Information Menu as shown in
Figure 5-33.
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Figure 5-33 Address Search Information Menu

You can use the active address search capability to watch for a given MAC address
and report which port it was seen on. You can also use it to collect the necessary
information for mapping the topology of a network. Up to eight MAC address can be
searched simultaneously.

Search Index

Identifies the index of the source address to be searched in the system for which
this entry contains information (1 to 8).

Address Searched

Identifies the source address to be searched in the system for which this entry
contains information.
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Address Search Lock

Used by a management station as an advisory lock for a search entry. The search
lock will increment by 1 up to%-1.

Address Search Status

In Use: A management station has obtained ownership.

Not In Use: No other management station has obtained ownership.

A management station first retrieves the values of the appropriate instances of the
Address Search Lock and Address Search Status objects, periodically repeating
the retrieval if necessary, until the value of Address Search StMos is Use

The management station then tries to set the same instance of the Address Search
Lock object to the value it just retrieved, the same instance of the Address Search
Status object ttn Use and the corresponding instance of Address Search Owner

to a value indicating itself. If the set operation succeeds, then the management
station has obtained ownership of the entry and the value of Address Search Lock
is incremented by the agent. Failure of the set operation indicates that some other
manager has obtained ownership of the entry.

Address Search State

The current state of the MAC address search on this hub (None, Single, or
Multiple).

Note: The result of address search for a given Source MAC Address is
represented bpddress Search State, Address Search GroupndAddress
Search Port

« Source MAC Address is detected on a port: Address Search State is set to
Single, (Address Search Group, Address Search Port) shows the detected
port number.

« Source MAC Address is detected on multiple ports: Address Search State is
set toMultiple, (Address Search Group, Address Search Port) shows the port
number, which detects the given Source MAC Address first.

« Source MAC Address is not detected on any port: Address Search State is
set toNone, (Address Search Group, Address Search Port) is undetermined.
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Address Search Group

The group Hub ID received, whose source address corresponds to the address
searched (1 to 6).

Address Search Port

The received port number whose source address corresponds to the address
searched (1 to 12/24).

Address Search Owner

The management capability which currently has “ownership” of this search entry
(Web).

The owner for a given address search entry could be one of the following:

CONSOLE: If the entry is locked by the local console or Remote Telnet, the
owner is CONSOLE.

WEB: If the entry is locked by the Web-based manager, the owner is WEB.

hubrptrAddrSearchOwner : If the entry is locked by the SNMP manager, the
owner will be given by the SNMP manager by setting the MIB object
hubrptrAddrSearchOwner.

To perform an address search:

Step 1. Enter an index number in the Search Index field at the bottom of the Address
Search Information Menu (1 to 8).

Step 2. Type in the source MAC address to be searched.
Step 3. Set Address Search StatudnieUse.

Step 4. SelectSAVE to get the owner of this entry. If the entry is free and available,
the Address Search Lock will be increased by 1, the Address Search Status
will be set to “In Use” and the Address Search Owner will be set to “Web.”
Otherwise the request to own the entry will be rejected.

Step 5. Repeat steps 1 through 4 for all addresses to be searched.
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Broadcast Storm Protection
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Selecting this option displays the Broadcast Storm Protection Menu as shown in
Figure 5-34.
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Figure 5-34 Broadcast Storm Protection

The 10/100 Ethernet Stackable Hub 8245 periodically monitors the broadcast counters
of each hub port to detect a broadcast storm condition. The hub port that causes the
broadcast storm can be automatically partitioned, or a trap can be sent to the trap
receivers, or both. The 10/100 Ethernet Stackable Hub 8245 continually monitors
those ports that have been partitioned to check if the broadcast storm condition still

exists. The port will be permanently partitioned if the broadcast storm does not subside
with 2 minutes.

You can configure the broadcast threshold value for each port, each segment, and each
optional module. The Segment Rate Threshold, Port Rate Threshold, and Optional
Module Rate Threshold determines whether the broadcast storm exists or not.

Segment ID

Specifies the segment where the broadcast storm protection function is applied
(10-Mbps or 100-Mbps segment).
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Segment Rate Threshold

The number of broadcast packets received on a given segment per second. The
range is 0 to 14,880 packets per second.

Optional Module Rate Threshold

The number of broadcast packets received on each uplink of a given optional
module per second. The range is 0 to 14,880 packets per second.

Port Rate Threshold

The number of broadcast packets received on a given port per second. The range
is 0 to 14,880 packets per second.

Alarm Action
Once broadcast storm is detected on a given port, segment, or uplink port, the
Alarm Detection Status will be set Betected and the correct action shall be
performed based on the value specified by its Broadcast Alarm Action

Partition: The port will be disabled. Once a port is partitioned due to a
broadcast storm, the Broadcast Storm protection function will continue to
monitor the port. The port is disabled for 15 seconds and re-enabled for 5
seconds. This process is repeated for 2 minutes. If the broadcast storm still
exists, the port is disabled and no longer monitored.

Note: You must enable the port once the source of the broadcast storm has
been handled. You should resolve the broadcast storm before re-enabling
the port.

Send Trap and Partition: The port will be disabled and a trap will be sent.
Sent Trap: The trap will be sent.
None: No action will be taken.

Alarm Status

Enabled: Enables the broadcast monitoring and protection function on this
segment.

Disabled: Disables the broadcast monitoring and protection function on
this segment.

Invalid: Purges the broadcast monitoring and protection setting for this
segment.

Formula for calculating broadcast packet rate
Broadcast packet rate =__ Broadcast packet received
Seconds

Configuring Broadcast Storm Protection

To detect the broadcast storm of the 10/100 Ethernet Stackable Hub, you have to
configure the following parameters from the Broadcast Storm Protection Menu:
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Step 1. Selectl00 Mbps Segmenfrom Segment ID field.
Step 2. ConfigureSegment Broadcast Packet Rate Threshald
Step 3. ConfigureOptional Module Broadcast Packet Rate Threshold

Note: TheOptional Module Broadcast Packet Rate Thresholdf 100
Mbps segment is used for both 10 Mbps and 100 Mbps Broadcast
Storm Detection.

Step 4. ConfigureBroadcast Alarm Action.
Step 5. Enable the broadcast storm protection function.

To detect the broadcast storm of the AUI module, the users have to configure the
following parameters from the Broadcast Storm Protection Menu:

Step 1. SelectlO Mbps Segmenfrom Segment IDfield.
Step 2. ConfigureSegment Broadcast Packet Rate Threshald
Step 3. ConfigureOptional Module Broadcast Packet Rate Threshold

Note: TheOptional Module Broadcast Packet Rate Thresholaf 10
Mbps segment is used for AUl module Broadcast Storm Detection.

Step 4. ConfigureBroadcast Alarm Action.
Step 5. Enable the broadcast storm protection function.

5-64 8245 Installation and Planning



Broadcast Storm Detected

Selecting this option displays the Broadcast Storm Detected Menu as shown in Figure
5-35.
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Figure 5-35 Broadcast Storm Detected Menu

When a broadcast storm is detected, the hub and port, segment or uplink port that are
causing the storm will be listed in the Broadcast Storm Detected Menu. If no broadcast
storm is detected, this menu displays N/A under Group and Port.
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RMON

The Remote Monitoring MIB (RMON) allows you to monitor LANs remotely.

Selecting this option displays the following menus:

RMON Statistic Group Configuration
Configures hub data source.

RMON History Group Configuration
Configures history groups.

RMON Alarm Group Configuration
Configures alarm groups.

RMON Event Group Configuration
Configures event groups.

RMON Statistics Information
Displays statistics information by index.

RMON History Information
Displays history information by index.

RMON Event Log
Displays event log by index.
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RMON Statistics Group Configuration

Selecting this option displays the RMON Statistics Group Configuration Menu as
shown in Figure 5-36.
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Figure 5-36 RMON Statistics Group Configuration Menu

The RMON Statistics Group Configuration Menu displays current group settings and
provides new configuration entry fields.

To create a new entry of RMON statistics from the RMON Statistics Group
Configuration Menu:

Step 1. Go to New Configuration.
Step 2. Type in a new index value to the Index field.

Step 3. SelectlOM Segmentor 100M Segmentrom the Data Source
field.

Step 4. Type the owner’s name in the owner field.

Step 5. To enable, seledfalid from the Status Menu, otherwise it will
appear as UnderCreation.

Step 6. SelectAdd to create a new entry.
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Statistics Group Index

A value from 1 to 65535. The value must be unique. Not to be confused with Data
Source Index.

Data Source Index:“This object identifies the source of the data for
which historical data was collected and placed in a media-specific table
on behalf of this historyControlEntry. This source can be any interface
on this device. In order to identify a particular interface, this object
shall identify the instance of the ifindex object, defined in RFC 1213
and RFC 1573[4,6] for the desired interface. For example, if an entry
were to receive data from interface #1, this object would be set to
ifindex.1.”

Data Source
Displays the data source as segment 10-Mbps/100-Mbps or no change.

Owner
Displays the owner of the statistics. The owner is always the monitor.

Status
Displays the current status of each port.

Valid: An entry is fully configured and consistent.

underCreation: Entry is in the process of being created and can be
incomplete. If an entry is valid, the entry should be made under-
Creation to be modified.

invalid: Entry is cleared.

Table 5-1 RMON Statistics Group Configuration Menu Button Selection

Add To create a new entry

Save To update an existed entry with Status value set
to UnderCreation

Delete To delete an existing entry

Cancel To cancel the configuration change
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RMON History Group Configuration

Selecting this option displays the RMON History Group Configuration Menu as
shown in Figure 5-37.
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Figure 5-37 RMON History Group Configuration Menu

This menu provides a means of correlating the data gathered by the statistics group
over time. It records statistical samples according to the user-specified time interval
and duration and stores them for later retrieval.

Notes:

1. SelectingSaveupdates an existing entry with Status value set to
UnderCreation.

2. SelectingAdd creates a new entry.
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To create a new entry of RMON history from the RMON History Group
Configuration Menu:

Step 1. Go to New Configuration.

Step 2. Type in a new index value to the Index field.

Step 3. Selectl0 M Segmentor 100 M segmenfrom the Data Source field.
Step 4. Type in the number of buckets requested.

Step 5. Type in the interval in seconds between buckets.

Step 6. Type owner’s name to the Owner field.

Step 7. To enable, seledtalid from the Status menu, otherwise it will appear as

UnderCreation.
Step 8. SelectAdd to create a new entry.

History Group Index
A value from 1 to 65535. The value must be unique. Not to be confused with Data
Source Index.

Data Source Index:“This object identifies the source of the data for
which historical data was collected and placed in a media-specific table
on behalf of this historyControlEntry. This source can be any interface
on this device. In order to identify a particular interface, this object
shall identify the instance of the ifindex object, defined in RFC 1213
and RFC 1573[4,6] for the desired interface. For example, if an entry
were to receive data from interface #1, this object would be set to
ifindex.1.”

Data Source
Displays the data source as segment 10-Mbps or 100-Mbps. The default is 10
Mbps.

Bucket requested

Number of sample buckets you want to collect and store. The range is 1 to 65535.
The default is 50 buckets.

Bucket granted

Number of sample buckets that will be collected and stored. The number granted
is affected by available resources.

Interval

Interval in seconds between bucket samples. The range of the interval is 1 to 3600
seconds (1 hour). The default is 1800 seconds.
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Owner

The entity that configured this entry and is using the resources assigned to it. A
string of up to 12 characters.

Status

A valid status has all fields filled in. Setting the status to invalid deletes the index.

An index with incomplete information in some fields automatically sets the status
asunderCreation.

Valid: An entry is fully configured and consistent.

underCreation: An entry is in the process of being created and might
be incomplete. If an entry is valid, the entry should be made
underCreation to be modified.

Invalid: Entry is cleared.

Table 5-2 RMON History Group Configuration Menu Button Selection

Add To create a new entry

Save To update an existed entry with Status value set
to UnderCreation

Delete To delete an existing entry

Cancel To cancel the configuration change
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RMON Alarm Group Configuration
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Selecting this option displays the RMON Alarm Group Configuration Menu as shown
in Figure 5-38.
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Figure 5-38 RMON Alarm Group Configuration Menu

You can create up to 16 alarm control entries through the Web-based manager or an
SNMP manager. The Alarm Group is used to track extraordinary events or activities.

It enables you to set the RMON alarms to specific thresholds. When the traffic volume
exceeds or drops below those thresholds, an event is activated. A rising threshold is
used to monitor the value of a tracked variable when it rises above a particular level. A
falling threshold is used to monitor the value of a tracked variable when it falls below

a particular level. Thresholds can be set against either an absolute value or a delta
(change in) value. Alarms can generate an action response through the Events Group.
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Creating a New Alarm Control Entry
Use the following procedures to create a new alarm control entry:

Step 1. Go to RMON Alarm Group Configuration Menu.
Step 2. Create a new entry first by using the following steps:
a. Go tcAlarm Group Index and type the index number in ther Creation
field to select a new index.
b. Select one of the variable categories fromMdmgable Category fields:

RMON: The alarm variable will be one of the RMON Ethernet
Statistics counters, as specified by RFC1757 RMON.

Repeater Group: The alarm variable will be one of the group counters
specified by RFC1516 Repeater MIB (for 10-Mbps segments only).

Repeater Port: The alarm variable will be one of the port counters
specified by RFC1516 Repeater MIB (for 10-Mbps and 100-Mbps
segment common counters only).

c. SelectAdd. A new entry will be created based on the variable category
with a default value.

Step 3. Go toNew Configuration area and type in the following configuration data
for a new entry:

Alarm Interval
« Group ID
Counter ID: Specifies the particular counter ID of a given variable
category to be sampled in Total Frames/Total Octets/Total Errors.
- For RMON variable, select a counter from the Counter ID field.
- For Repeater Group variable, select the group number from Group
Number field and select a counter from the Counter ID field.
- For Repeater Port variable, select the group/port number from
Group/Port Number field and select a counter from the Counter
ID field.
« Alarm Sample Type
« Alarm Startup
« Alarm Rising Threshold
« Alarm Falling Threshold
« Alarm Rising Event Index
« Alarm Falling Event Index
« Alarm Owner (12 characters)
« Alarm Status (underCreation and Valid)

Step 4. SelectSavecommand.
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To update an existing Alarm Control entry:

Step 1. Select an existing index from the list box “For Modification and Deletion”.
Step 2. SelectSubmit for modificaiton or seledDeleteto delete the entry.
Step 3. Modify the contents on the table if Submit is selected.

Alarm Index

A value from 1 to 65535. The value must be unique. Not to be confused with Data
Source Index.

Data Source Index:“This object identifies the source of the data for
which historical data was collected and placed in a media-specific table
on behalf of this historyControlEntry. This source can be any interface
on this device. In order to identify a particular interface, this object
shall identify the instance of the ifindex object, defined in RFC 1213
and RFC 1573[4,6] for the desired interface. For example, if an entry
were to receive data from interface #1, this object would be set to
ifindex.1.”

Alarm Variable Category
RMON: An RMON Ethernet Statistics counter.

Repeater Group: A group counter specified by RFC1516 repeater
MIB for 10-Mbps segments only.

Repeater Port: A port counter specified by RFC1516 repeater MIB for
10-Mbps and 100-Mbps segments common counters only.

Alarm Interval

Time in seconds over which the data is sampled for each bucket. The range is 1 to
3600 seconds (1 hour). The default is 1800 seconds.

Group ID
Shows an index of the Ether Statistics entries created (maximum of 16 entries).

Note: Default values are 1 for 10-Mbps segment, and 2 for 100-Mbps segments.

Alarm Sample Type
Absolute: Value stored is compared directly to the threshold level.

Delta: The value of the selected variable at the last sample is subtracted from the
current value, and the difference is compared with the threshold value.

Alarm Startup
Of rising and falling thresholds, the one that must be crossed first for an event to
be generated.
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Rising Alarm: Event is generated when the rising threshold is crossed first.
Falling Alarm : Event is generated when the falling threshold is crossed first.

Both Alarm: Event is generated when either the rising or falling threshold is
crossed first.

Alarm Rising Threshold

Threshold for the sampled statistic. When the current sampled vajeatsr
than or equal tothis threshold, and the value of this sample at the last sampling
interval wadess thanthe threshold, then a single event is generated.

After a rising event is generated, another rising event is not generated until the
sampled value falls below this threshold and reaches the falling threshold.

Alarm Falling Threshold

Threshold for the sampled statistic. When the current sampled value is less than or
equal to this threshold, and the value of this sample at the last sampling interval
was greater than the threshold, then a single event is generated. After a falling
event is generated, another falling event is not generated until the sampled value
rises above this threshold and reaches the rising threshold.

Alarm Rising Event Index

Index of the event entry that this Index used when the rising threshold is crossed.
It must coincide with the Event Group Index. The range is 0 to 65535. If you
choose 0, no event is generated when this threshold is met.

Alarm Falling Event Index

Index of the event entry that is used when the falling threshold is crossed. It must
coincide with the Event Group Index. The range is 0 to 65535. If you choose 0, no
event is generated when this threshold is met.

Alarm Owner
Text field to identify the owner.

Alarm Status
valid: An entry is fully configured and consistent.

underCreation: An entry is in the process of being created and might
be incomplete. If an entry is valid, the entry should be made
underCreation to be modified.

invalid: Entry is cleared.
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Table 5-3 RMON Alarm Group Configuration Menu Button Selection

Save To update an existed entry with Status value set
to UnderCreation
Cancel To cancel the configuration change
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RMON Event Group Configuration

Selecting this option displays the RMON Event Group Configuration Menu as shown
in Figure 5-39.
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Figure 5-39 RMON Event Group Configuration Menu

You can create up to 32 alarm control entries through the Web-based manager or an
SNMP manager.

To create a new entry of RMON event from the RMON Event Group Configuration
Menu:

Step 1. Go to New Configuration.

Step 2. Type in a new index value to the Event Group Index field.
Step 3. Type in optional Event Description.

Step 4. SelectEvent Typefrom the menu.

Step 5. Type in the Event Community name.

Step 6. Type owner’s name to the Owner field.

Step 7. To enable, seledtalid from the Status menu, otherwise it will appear as
UnderCreation.

Step 8. SelectAdd to create a new entry.
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Event Group Index
A value from 1 to 65535. The value must be unique. Not to be confused with Data
Source Index.

Data Source Index:“This object identifies the source of the data for
which historical data was collected and placed in a media-specific table
on behalf of this historyControlEntry. This source can be any interface
on this device. In order to identify a particular interface, this object
shall identify the instance of the ifindex object, defined in RFC 1213
and RFC 1573[4,6] for the desired interface. For example, if an entry
were to receive data from interface #1, this object would be set to
ifindex.1.”

Event Description
A comment that describes this event.

Event Type
None: No Action will be taken.

Log: When an alarm occurs, the alarm status will be logged.

Trap: When an alarm occurs, a trap will be sent to the specified SNMP
community.

Log and Trap: When an alarm occurs, the alarm status will be logged and
a trap will be sent to the specified SNMP community.

Event Community
A string that specifies the SNMP community to which an SNMP trap is to be sent
(up to 16 characters).

Event Last Time Sent
The value of System Up Time at the time this event entry last generated an event.

Event Owner
Text field to identify the owner (up to 12 characters).

Event Status
Valid: An entry is fully configured and consistent.
Under Creation: An entry is in the process of being created and may be
incomplete. If an entry is valid, the entry should be made underCreation to
be modified.
Invalid: Entry is cleared.
Event None:No action will be performed.
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Table 5-4 RMON Event Group Configuration Menu Button Selection

Add To create a new entry

Save To update an existed entry with Status value set
to UnderCreation

Delete To delete an existing entry

Cancel To cancel the configuration change
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RMON Statistics Information

Selecting this option displays the RMON Statistics Information Menu as shown in
Figure 5-40.
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Figure 5-40 RMON Statistics Information Menu

An Ethernet statistics entry contains a collection of statistics (counters) kept for a
particular Ethernet interface.

Data Source
Displays the data source as segment 10 Mbps or 100-Mbps.

Owner
Displays the owner of the statistics. The owner is always the monitor.

Status
Displays the current status of each port.

Valid: An entry is fully configured and consistent.

underCreation: Entry is in the process of being created and can be
incomplete. If an entry is valid, the entry should be made under-
Creation to be modified.

Invalid: Entry is cleared.

5-80 8245 Installation and Planning



Ethernet Statistics Index
The value of the Ethernet Statistics Index uniquely identifies an Ethernet Statistics
entry.

Display Mode
Displays counters for the 10 Mbps and 100Mbps segment for all hubs in the stack.
Absoluet Mode: SelectAbsolute Display Modeand selecBubmit. Each

counter will represent the value collected since system start. The user cannot clear
absolute counters.

Relative Mode SelectRelative Display Modeand selecBubmit. Each counter
will be cleared to 0, and then represents the value collected since the relative
mode was selected. You can reset the relative counters to 0 by changing to
Absolute Mode then change back to Relative Mode.

Readable Frames
A whole number representing the number of readable frames received by the port.

Multicast Frames

Total number of good packets directed to this port, not including packets directed
to the broadcast address.

Broadcast Frames

The total number of packets transmitted that were directed to the broadcast
address. Does not include packets directed to multicast address.

Packet Size 64
The number of packets received that were 64 octets.

Packet Size 65 to 127
The number of packets received that were between 65 to 127 octets.

Packet Size 128 to 255
The number of packets received that were between 128 to 255 octets.

Packet Size 256 to 511
The number of packets received that were between 256 to 511 octets.

Packet Size 512 to 1023
The number of packets received that were between 512 to 1023 octets.
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Packet Size 1024 to 1518
The number of packets received that were between 1024 to 1518 octets.

CRC Alignment Errors

The total CRC or alignment error frames within the proper size (64 to 1518
octets).

Undersize Packets

The number of packets received that were less than 64 octets long and were
otherwise well formed.

Oversize Packets

The number of packets received that were longer than 1518 octets and were
otherwise well formed.

Fragments

The total number of packets that were received that were longer than 1518 octets
and had an FCS or alignment error.

Jabbers

The number of packets received that were less than 64 octets and had an FCS or
alignment error.

Collisions
The number of collisions.

Readable Octets

The total number of octets of data, including bad packets and FCS octets, received
on the hub and excluding framing bits.

Drop Events

The number of events in which packets were dropped by the monitor due to lack
of resources.
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RMON History Information

Selecting this option displays the RMON History Information Menu as shown in
Figure 5-41. You can also refer to “RMON History Group Configuration” on page 5-
69 for further information.
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Figure 5-41 RMON History Information Menu

This menu is used to view the Ethernet information.

Ethernet History Index
The index number of a history event. The range is 1 to 65535. The maximum
number of entries is 16.

History Control Data Source
10-Mbps or 100-Mbps segment.

History Control Owner
The entity that configured this entry and is using the resources assigned to it. A
string of up to 12 characters is allowed.
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History Control Bucket Request
Number of sample buckets you want to collect and store. The range is 1 to 65535.

History Control Bucket Granted

Number of sample buckets that will be collected and stored. The number granted
is affected by available resources.

History Control Interval (seconds)

Interval in seconds, between bucket samples. The range of the interval is 1 to
3600 seconds (1 hour). The default is 1800 seconds.

History Control Status

A valid status has all fields filled in. Setting the status to invalid deletes the index.
An index with incomplete information in some fields automatically sets the status
as underCreation.

Valid
An entry is fully-configured and consistent.

underCreation
An entry is in the process of being created and might be incomplete. If
an entry is valid, the entry should be made underCreation to be
modified.

Invalid
Entry is cleared.

Sample Index

The index number of the sample statistics taken based on the number of buckets
granted. This index starts at 1 to a maximum of 20.
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RMON Event Log

Selecting this option displays the RMON Event Log Menu as shown in Figure 5-42.
You can also refer to “RMON Event Group Configuration” on page 5-77 for further
information.
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Figure 5-42 RMON Event Log Menu

This panel creates entries in an event log and sends SNMP traps to the management
workstation.

Event Index
A number that identifies an entry in the event table.

Log Index
An entry is made in the log table for each event

Event Description
A comment that describes this event.
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Event Type
Displays the event type.

Log
When an alarm occurs, the alarm status will be logged.
Trap

When an alarm occurs, a trap will be sent to the specified SNMP
community.

Log and Trap

When an alarm occurs, the alarm status will be logged and a trap will
be sent to the specified SNMP community.

Event Community

An octet string that specifies the SNMP community to which an SNMP trap is to
be sent (up to 16 characters).

Event Owner
Text field to identify the owner (up to 12 characters).

Event Status

Valid
An entry is fully configured and consistent.

underCreation
An entry is in the process of being created and might be incomplete. If
an entry is valid, the entry should be maaeerCreation to be
modified.

Invalid
Entry is cleared.

Log Time
The system time that this log was generated.

Log Description
A comment that describes this event.
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System Utility

Selecting this option displays the System Restart Menu.

System Restart

Selecting this option displays the System Restart Menu as shown in Figure 5-43.
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Figure 5-43 System Restart Menu

The system can be restarted using a warm start.

You can restart the system at any time without losing configuration settings, except in
the case of a download. When sef8tBMIT a warning message informs you that a
system restart will be performed now.

Warm Start

A warm restart will restart the hub at the runtime code. For most cases, a warm
restart is sufficient, except in the case of a BootP request or code download.
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Login Timeout Interval Setup

Selecting this option displays the Login Timeout Interval Setup Menu as shown in
Figure 5-44.
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Figure 5-44 Login Timeout Interval Setup Menu

This panel lets you select the time after which an established Telnet session or Local
Console is automatically logged out if inactive. The range is 0 to 60 minutes. The
default is 5 minutes. If you specify zero, the session remains logged in regardless of
how long it is inactive.

SelectSAVE to save your changes.
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Help

Selecting this option displays the Help Menu as shown in Figure 5-45, Figure 5-46
and Figure 5-47.

Figure 5-45 Help Menu-1

Content

Notice for users of Microsoft Internet Explorer

Selecting this option displays the Help Menu-2 as shown in Figure 5-46
on page 5-90. This menu gives instructions for making connections to
the 10/100 Ethernet Stackable Hub 8245 using Microsoft Internet
Explorer.

How to enable the trap window

Selecting this option displays the Help Menu-3 as shown in Figure 5-47
on page 5-91. This menu displays help for enabling the trap window.
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Figure 5-46 displays Help for Internet Explorer users.
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Figure 5-46 Help Menu-2

This menu gives instructions for making connections to the 10/100 Ethernet Stackable
Hub 8245 using Microsoft Internet Explorer.
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Figure 5-47 displays help for enabling the trap window.
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Figure 5-47 Help Menu-3
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Chapter 6. Troubleshooting and Service

This chapter contains procedures that help you troubleshoot problems with the 10/100
Ethernet Stackable Hub 8245 and its connections to other devices.

Be sure to read “Safety Information” on page xiii before proceeding.

Diagnosing Problems

The following sections contain lists of symptoms and actions to assist in problem
resolution prior to contacting IBM Support.

Power-On Self-Test Failures

When the 10/100 Ethernet Stackable Hub 8245 is powered on or if a cold restart is
initiated, it performs a power-on self-test (POST). If you are connected to the EIA 232
port and have your VT100-compatible terminal running, the following scrolling text
appears on your monitor depending on whether the test fails or completes
successfully:

BOOT ROM Integrity Test........ OK

BOOT ROM Integrity Test........ FAILED
Expected checksum = 0x12345678
Error checksum = OXFFFFFFFF

DRAM Test (04096 Kbytes)........ OK
DRAM Test (00000 Kbytes)........ FAILED
Failed location = 0x80000000
Test pattern = 0x80001234
Error pattern = OXFFFFFFFF

New Version BOOT ROM........ AVAILABLE
New Version BOOT ROM........ NOT FOUND

VFD Display Access Test........ OK
VFD Display Access Test........ FAILED

Flash Memory (512 Kbytes) Installed...... OK
Flash Memory Device Type........ UNKNOWN

Flash Memory (1024 Kbytes) Installed [2]........ OK
Flash Memory Device Type [2]........ UNKNOWN

Run Time Image Integration Test........ OK

Run Time Image Integration Test....... FAILED
-- Please reload run time image
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Web-Pages Integration Test........ OK
Web-Pages Integration Test........ FAILED
-- Please reload Web-Pages

EEPROM Read/Write Test........ OK
EEPROM Read/Write Test ........ FAILED

NIC Controller Access Test........ OK
NIC Controller Access Test........ FAILED

NIC Controller Loop Back Test........ OK
NIC Controller Loop Back Test........ FAILED

MAC Address = 00 4A C1 C1 2345
Repeater Controller And Serial Management Interface Access Test...... OK
Repeater Controller And Serial Management Interface Access Test.. FAILED

If any of the POST fails, disconnect and reconnect the power to retry the POST.

Runtime Integrity Test Failurelf the Runtime Integrity test fails, you might have a
problem that could be corrected by reloading the system software. For information on
reloading your system software, see “BOOT ROM Console” on page 6-6.

Web Pages Integrity Test Failuresf the Web Pages Integrity test fails, you might

have a problem that could be corrected by reloading the Web Pages Database
information. For information on reloading your Web Pages Database information, see
“BOOT ROM Console” on page 6-4.

If any other test fails, contact IBM Support.
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Hot Plug Stack Link Cable (Software Version 1.10 and Later)

Symptom Action
The newly added units cannot be 1. Check the position of the manageable and
managed after 2 minutes. managed units to see if all the managed units

are on the top of the manageable units. If not,
rearrange the units as necessary.

2. Disconnect and reconnect the power to one of
the units in the stack. Wait 1 minute to see if
the newly added units can be managed or not.
If not, go to next step.

3. Unplug the stack link cable and check if the
pins are bent.

4. Follow the Instructions for “Stacking Hubs
with Stack Link Cables” on page 2-10 of
Chapter 2 to replace a new cable or swap it
with another stack link cable in the stack. This
will enable you to check if the newly added
unit can be put in the stack. If not, call for ser-
vice.

"Wait Data Carrier Detect" message on VFD

Symptom Action

A "Wait DCD" message is dis- 1. Dial up modem to go into OOB downloading
played on the VFD if the following Process.

conditions occur during a restart or - 5

power on:
« OOB Enabled 2. Recycle the device power and press ENTER,

while "10 sec to OOB" is being shown on the

= "Download Files" selected VFD, to enter BootRom Console
* TFTP server mask same as SLIP ' '

IP mask
* Modem attached with no phone
connection
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Backup Managed (Software Version 1.10 and later)

6-4

Use the following instructions to fix the problem:

Symptom Action

The active managed hub cannot 1. Use a null-modem cable to connect to the EIA

duplicate the configuration of the 232 port to enter into the management session.

stack to the backup managed unit. Check the software versions of the managed
unit and the backup managed units to see if
they are the same. If not, follow the proce-
dures for downloading new software to ensure
that all the managed units have the same level
of software at version 1.10 or higher.

2. Ensure that each managed unit has a unique IP
address.

You can ping the IP address of thd. Check the power connection of each hub in
managed unit and get its status, butthe stack to see if one of the managed units has

you cannot get the information for been powered off.
hubs in the stack (the backup many ¢ 1ot check the stack link cable of the man-

aged unit has powered off). aged unit that connects with the first hub in the
stack. Replace it if it is defective.

You cannot ping the IP address. 1. Check the power connection of each hub In
Also, you cannot determine whetherthe stack to see if the managed unit on the top

the backup managed unit has has been powered off.

become the managed unit 2. If not, disconnect the stack link cable of the

(the managed unit on the top of the 50496 unit on the top of the stack to see if

stack has powered off). the backup managed unit will become the
managed unit.

3. Disconnect the power of the managed unit that
you had removed from the stack to see if it can
function separately. If it can be booted and
operated again, you can put it back into the
stack.

4. If the problem cannot be fixed using the above
procedures, power off each hub starting from
the top of the stack and power each on again to
reset the whole stack.
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VFD toggles between NUM Model. If you are adding a new Hub to the top of the
and all segments lit. The Backup  stack, make sure that the Backup Function is
Managed Hub comes up with the ~€nabled in the Management Capability Setup
Utilization screen displayed on the Menu of BOOT ROM Console.

VFD and will periodically restart. , rify the Backup Function of the Backup

Managed Hub is enabled in the Management
Capability Setup Menu of the BOOT ROM
Console.
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BOOT ROM Console
Connect your VT100-compatible terminal emulator to the EIA 232 management port
to see the POST's text messages. When the POST completes, the following message is
displayed:

[Enter]: Abort Boot Loader

Notes:

1. If you do not select the abort command within 12 seconds, the hub is automati-
cally reset.

2. The BOOT ROM menu is a subset of the functions available on the main menu
of the management interface described in Chapter 4, “Using the Management
Interface.”

Selecting the abort command displays the BOOT ROM login panel as shown in
Figure 6-1.

TESD DS Edbernet Siackable Hob 2145
[ECROYT RO Yersion: 1.1

User Same: | admin |
Passwonrds |

=+ E= ol B BOOT LIADER

Lise <Tabe ke #a #iose betaeei D Mo gnid Finason 1. il piris <FEasei

Figure 6-1 BOOT ROM Login Panel

You can log in using a previously defined user name and password, or you can use one
of the default user names. One default user name, ADMIN, requires no password. The
other default user name, GUEST, has a password of GUEST. (Note that user names
and passwords are not case sensitive.)
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After you have logged in, the BOOT ROM console main menu shown in Figure 6-2 is
displayed.

aM 10000 Edhernet Stncksble Habh 3342
Main ¥enu

System Information

Medwork Conliguration

Serial Part Conlignratien
Manapement Capability Setup
System Dvvwnland

System Hestart

Ficiory Resel

RESUME BOWFTLORATY HELF

Use =Tab= Koy to select the Mem, ilken press <Enter=

Figure 6-2 BOOT ROM Main Menu

You can selecBystem Downloado reload the code on your 10/100 Ethernet
Stackable Hub 8245. See “System Download” on page 4-61 for more information on
downloading code. To exit from the main menu, séReSUME BOOT LOAD to
continue booting the 10/100 Ethernet Stackable Hub.

Chapter 6. Troubleshooting and Service 6-7



Help
The Help Menu lists all the keyboard commands used in a Console session.

IBM 10/100 Ethernet Stackable Hub 8245
- Help Menu -
=Ctrl=Q : Invoke Help Menu
<Cirl>R : Refreshes Screen
[Enter] : Confirm Input
[Tab] : Goto the next Tabstop
“Ctrt~Z : Goto the next Tabstop
<Cirl-W : Goto previous Tabstop
<Cirl> 8/ <Ctrl> A : Select/Toggle <FIELD> value
[Esc] : Exit to Previons Menu
[ESC] : TOGDBACK

Figure 6-3 Help Menu

LEDs

Symptom Action

Power LED does not light. 1. Check the power cable to ensure that it Is
firmly connected to both the hub and the
power outlet.

2. Ensure that there is power at the power outlet.

OK LED is Off or fault LED is On. The hub is malfunctioning. Repower or cold
restart the hub. If the hub still fails, contact IBM
Support.
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Control Panel

Symptom Action

Port Indicator and port number 1. The port has been disabled by changing the

frame are both On. Admin State of the Repeater Port Control to
Disable.

2. The operating status of this port is set to
“Disable” by changing the Link Test State of
the Repeater Port Control to Disable.
Port Number Frame is blinking. Port has been partitioned due to a broadcast
storm. Message zone displays BRDCST
STORM.
Port Number Indicator On (but notCheck that:
bright), port number frame Off, port :
. . R 1. All connections are secure.
is available, but link is still down.

2. The device at both ends of the cable are pow-
ered-on.

3. The cable is good.

4. The correct type of cable (either crossover or
straight-through) is used. If connected
devices are MDI-X only, ensure that you are
using a crossover cable.

EIA 232 Port

Symptom Action
Menu panels incorrectly displayed.1. Check that the VT-100 terminal emulator is

correctly configured: 9600 bps, 8 data bits, 1
stop bit, no parity, and VT-100 emulation.

2. Check that the hub is configured for con-
sole mode.
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Login menu does not display. 1. Check that the VT-100 terminal emulator is
correctly configured: 9600 bps, 8 data bits, 1
stop bit, no parity, and VT-100 emulation.

2. Perform the command line “wake up” proce-
dure by pressingnter two or three times or
pressingCtrl-R to refresh the panel.

3. Verify that you are using a null-modem cable
or a serial cable with a null-modem adapter.

4. Check to see if OOB is displayed on the
VFD.
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Telnet Session

Password

Symptom Action

Telnet workstation cannot access theCheck that the hub’s IP address, subnet

hub. mask, and default gateway are correctly con-
figured.

2. Ensure that you entered the IP address or host
name of the hub correctly when invoking the
Telnet facility.

3. Only one active Telnet session is allowed at

one time.
Symptom Action
Lost control panel password. Use the management interface (either by a Tel-

net session or by using the EIA 232 port) and
reset the control panel password using the User
Authentication Menu. (See “User Authentica-
tion” on page 4-58).

Lost control panel password (Web dr Contact network administrator for a new
Management Interface). password.

2. Contact another user with READ/WRITE
access.

3. Contact IBM Support.

Note: If no user has READ/WRITE access, con-
tact IBM Support.

Chapter 6. Troubleshooting and Service6-11



Web Browser

Note: Web browsers must support Java 1.0 Multiframe HTML. The 10/100 Ethernet
Stackable Hub 8245 has been tested using Netscape Navigator Versions 3.04, 4.03 and
4.04, and Microsoft Internet Explorer 3.02 and 4.0 in both Microsoft Windows 95 and
Microsoft Windows NT 4.0.

Symptom Action
Web browser cannot access the hub Check that the 10/100 Ethernet Stackable

Hub’s IP address, subnet mask and default
gateway are correctly configured.

2. Ensure that you entered the IP address of the
hub correctly on your Web browser.

3. If you are using Microsoft Internet Explorer,
see “Help for Using Internet Explorer.”
The Java applet graphic of the hulClear the memory cache and the disk cache of
does not appear. your Web browser. For example, in Netscape
4.03 selecEdit/Preferences/Advanced/Cache
and then selec@lear Memory Cacheand
Clear Disk Cache

Help for Using Internet Explorer

6-12

In the Microsoft Internet Explorer, using an IP address instead of a host name can
cause problems related to Java classes. You can use either of the following method to
enable the Java communication in the hub panel.

Method One:

1. Construct a host entry in the host table of your local machine.

« Place the host table file in Windows/hosts. For example, if the IP address of
the hub is 212.67.1.99, and you choose a unique host name, “device 997, then
you can edit the file as follows:

-127.0.0.1 localhost
-212.67.1.99 device99

2. Typedevice99in the URL text field of IE 3.0 or IE 4.0 to get the HTML document
and download the Java class.

Method Two:Create the host entry in the host table of one Domain Name Server and
setup the domain name server of your local machine.

Note: Method One is the recommended method.
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When managing the 10/100 Ethernet Stackable Hub Model 112 and 124 with default
settings of Microsoft Internet Explorer 4.0 (IE4), the Java Applet fails to display the
picture of the hub. This occurs with IE4 running on Windows 95, Windows 98, or
Windows NT.

To enable your browser to work correctly with the 10/100 Ethernet Stackable Hub
Model 112 and 124, it will be necessary to make the following changes:

Step 1. Select the browser¥iew pull-down menu and select Internet Options.
Step 2. Select theAdvancedtab and locate the Java VM heading.

Step 3. Under Java VMselectlava console enablednd then Apply.

Step 4. Select theSecurity tab and then th€ustom radio button.

Step 5. SelectSetting and locate th@ava menu heading.

Step 6. UnderJava permissionsselectCustom.

Step 7. Selectlava Custom Setting

Step 8. Select theéedit Permissionstab.

Step 9. Under the unsigned Content, locate the Run Unsigned Content section and
selectEnable.

Step 10.SelectOK - OK - Apply - OK.
Step 11.Exit and re-enter your web browser.

If your browser does not have this content, you may have to download IEAK (Internet
Explorer Administration Kit).

The software can be downloaded throught//ieak.microsoft.com.
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Obtaining Software

You can obtain the latest level of code, MIBs, tips, and publications about the 10/100
Ethernet Stackable Hub 8245 through the Internet.

WWW Site

1. Access the IBM Networking Technical Support:
http://www.networking.ibm.com/support
2. Select 8245 for the Product Number menu.

You can access product announcements, publications, technical tips, and code
downloads. You can also subscribe to receive e-mail notifications of code updates,
tips, and FAQs for the 10/100 Ethernet Stackable Hub 8245.

3. Locate and download the following file 8245Vxxx.EXE. The file includes BOOT
ROM, Web pages database information, system software code, and readme file.

Note: In this filename, xxx is the version number.
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Obtaining Service

If you need assistance in troubleshooting or if you need service for your 10/100
Ethernet Stackable Hub 8245, call IBM1aB800 772-222 the United States and
1 800 426-7378 (1 800 IBM-SERMp Canada. See Appendix A, “Notices,” for
information concerning service for the product.
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Appendix A. Notice s

References in this publication to IBM products, programs, or services do not imply
that IBM intends to make these available in all countries in which IBM operates. Any
reference to an IBM product, program, or service in this publication is not intended to
state or imply that only IBM’s product, program, or service may be used. Any
functionally equivalent product, program, or service that does not infringe any of
IBM’s intellectual property rights may be used instead of the IBM product, program,
or service. Evaluation and verification of operation in conjunction with other
products, programs, or services, except those expressly designated by IBM, are the
user’s responsibility.

IBM may have patents or pending patent applications covering subject matter in this
document. The furnishing of this document does not give you any license to these
patents. You can send license inquiries, in writing, to the IBM Director of Licensing,
IBM Corporation, North Castle Drive, Armonk, NY 10504-1785, USA.

Notice to Users of Online Versions of This Book

For online versions of this book, we authorize you to:

Copy, modify, and print the documentation contained on the media, for use within
your enterprise, provided you reproduce the copyright notice, all warning statements,
and other required statements on each copy or partial copy.

Transfer the original unaltered copy of the documentation when you transfer the
related IBM product (which may be either machines you own, or programs, if the
program’s license terms permit a transfer). You must, at the same time, destroy all
other copies of the documentation.

You are responsible for payment of any taxes, including personal property taxes,
resulting from this authorization.

THERE ARE NO WARRANTIES, EXPRESS OR IMPLIED, INCLUDING THE
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE.

Some jurisdictions do not allow the exclusion of implied warranties, so the above
exclusion may not apply to you.

Your failure to comply with the terms above terminates this authorization. Upon
termination, you must destroy your machine-readable documentation.
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Safety Notices

Telecommunications Safety Requirements in the United Kingdom
This IBM product is made to high safety standards. It complies inherently with
telecommunications safety standard BS 6301. It is not designed to provide protection
from excessive voltages appearing externally at its interfaces. Therefore, when this
product is connected to a public telecommunications network via any other equipment,
and you connect to this product items not supplied by IBM United Kingdom Ltd., you
must comply with mandatory telecommunications safety requirements.

Statement of Compliance with the United Kingdom Telecommunications

Act 1984
This apparatus is approved under approval number NS/G/1234/3/2100003 for indirect
connections to the public telecommunications systems in the United Kingdom.

Electronic Emission Notices

Federal Communications Commission (FCC) Statement
This equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment is
operated in a commercial environment. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with the
instruction manual, may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful interference
in which case the user will be required to correct the interference at his own expense.

Properly shielded and grounded cables and connectors must be used in order to meet
FCC emission limits. IBM is not responsible for any radio or television interference
caused by using other than recommended cables and connectors or by unauthorized
changes or modifications to this equipment. Unauthorized changes or modifications
could void the user's authority to operate the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions (1) this device may not cause harmful interference, and (2)
this device must accept any interference received, including interference that may
cause undesired operation.

Industry Canada Class A Emission Compliance Statement
This Class A digital apparatus complies with Canadian ICES-003.

Avis de conformité aux normes d'Industrie Canada
Cet appareil numérique de la classe A est conform a la norme NMB-003 du Canada.
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European Norm (EN) Statement
This product is in conformity with the protection requirements of EU Council
Directive 89/336/EEC on the approximation of the laws of the Member States relating
to electromagnetic compatibility. IBM cannot accept responsibility for an failure to
satisfy the protection requirements resulting from a non-recommended modification of
the product, including the fitting of non-IBM option cards.

This product has been tested and found to comply with the limits for Class A
Information Technology Equipment according to CISPR 22/European Standard EN
55022. The limits for Class A equipment were derived for typical residential
environments to provide reasonable protection against interference with licensed
communication devices.

Warning: This is a Class A product. In a domestic environment this product may
cause radio interference in which case the user may be required to take adequate
measures.

Zulassungsbescheinigung laut dem Deutschen Gesetz uber die elektromagnetische
Vertraglichkeit von Geraten (EMVG) vom 30. August 1995 (bzw. der EMC EG
Richlinie 89/336).

Dieses Gerét ist berechtigt in Ubereinstimmung mit dem deutschen EMVG das EG-
Konformitétszeichen - CE - zu fuhren.

Verantwortlich fir die Konformitatserklarung nach Paragraph 5 des EMVG ist die
IBM Deutschland Informationssysteme GmbH, 70548 Stuttgart.

Informationen in Hinsicht EMVG Paragraph 3 Abs. (2) 2:

Das Gerat erfillt die Schutzanforderungen nach EN 50082-1 und EN 55022 Klasse /-*

EN 55022 Klasse A Geréate missen mit folgendem Warnhinweis versehen werden:

"Warnung: dies ist eine Einrichtung der Klasse A. Diese Einrichtung kann im
Wohnbereich funkstorungen verursachen; in diesem Fall kann vom Betreiber verlangt
werden, angemessene MalRBbnahmen durchzufuhren und dafur aufzukommen.”

EN 50082-1 Hinweis

"Wird dieses Gerét in einer industriellen Umgebung betrieben (wie in EN 50082-2
festgelegt), dann kann es dabei eventuell gestort werden. In solch einem Fall ist der
Abstand bzw. die Abschirmung zu der industriellen Storquelle zu veré3ern.”

Anmerkung
Um die Einhaltung des EMVG sicherzusellen sind die Geréte, wie in den IBM
Handbiichern angegeben, zu installieren und zu betreiben
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Japanese Voluntary Control Council for Interference (VCCI) Statement
This product is a Class A Information Technology Equipment and conforms to the
standards set by the Voluntary Control Council for Interference by Technology
Equipment (VCCI). In a domestic environment this product may cause radio
interference in which case the user may be required to take adequate measures.

-Dzikz, MELIBERSERRESLAHERS (VCC|) DRAL
EICHFAAMBEREETY, COREEREMATHRT & RRNEE
SlERCTCENBYET, CORGICHERENENTHEERTOLOER
shic By ET.

Taiwanese Class A Warning Statement

Bk A
BRTEANETAESR > &
AR BB P A8 > T
RS AR TH > A8
HERT » A EHRE
REBREBFEHR -

Trademarks

IBM is a trademark of the IBM Corporation in the United States or other countries or
both.

Microsoft, Windows, Windows NT, and the Windows 95 logo are trademarks or
registered trademarks of Microsoft Corporation.

Other company, product and service names may be trademarks or service marks of
other companies.
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International Business Machines
Corporation Armonk, NY 10504

Statement of Limited Warranty

The warranties provided by IBM in this Statement of Limited Warranty apply only to
Machines you originally purchase for your use, and not for resale, from IBM or an
IBM authorized reseller. The term "Machine" means an IBM machine, its features,
conversions, upgrades, elements, or accessories, or any combination of them.
Machines are subject to these terms only if purchased in the United States or Puerto
Rico, or Canada, and located in the country of purchase. If you have any questions,
contact IBM or your reseller.

Machine 8245 10/100 Ethernet Stackable Hub
Models 012, 024, 112 and 124

Warranty Period* One Year

*Elements and accessories are warranted for three months. Contact your place of purchase for warranty service
information.

Production Status

Each Machine is manufactured from new parts, or new and serviceable used parts
(which perform like new parts). In some cases, the Machine may not be new and may
have been previously installed. Regardless of the Machine's production status, IBM's
warranty terms apply.

The IBM Warranty

IBM warrants that each Machine 1) is free from defects in materials and workmanship
and 2) conforms to IBM's Official Published Specifications. IBM calculates the
expiration of the warranty period from the Machine's Date of Installation. The date on
your receipt is the Date of Installation, unless IBM or your reseller informs you
otherwise.

During the warranty period, IBM or your reseller will provide warranty service under
the type of service designated for the Machine and will manage and install engineering
changes that apply to the Machine. IBM or your reseller will specify the type of
service.

For a feature, conversion, or upgrade, IBM or your reseller may require that the
Machine on which it is installed be 1) the designated, serial-numbered Machine and 2)
at an engineering-change level compatible with the feature, conversion, or upgrade.

Appendix A. Notices A-5



A-6

Some of these transactions (called "Net-Priced" transactions) may include additional
parts and associated replacement parts that are provided on an exchange basis. All
removed parts become the property of IBM and must be returned to IBM.

Replacement parts assume the remaining warranty of the parts they replace.

If a Machine does not function as warranted during the warranty period, IBM in its
sole discretion will repair, replace it (with a Machine that is at least functionally
equivalent), or refund the purchase price. To obtain coverage under the warranty you
may be required to present proof of purchase.This warranty is non-transferable by the
end-user customer.

This warranty is non-transferable by the end-user customer.
Warranty Service

To obtain warranty service for the Machine, you should contact your reseller or call
IBM. In the United States, call IBM atg800-772-2227In Canada, call IBM at
1-800-IBM-SERV (1-800-426-7378) YOU may be required to present proof of purchase.

Depending on the Machine, the service may be 1) a "Repair” service at your location
(called "On-site") or at one of IBM's or a reseller's service locations (called "Carry-
in") or 2) an "Exchange" service, either On-site or Carry-in.

When a type of service involves the exchange of a Machine or part, the item IBM or
your reseller replaces becomes its property and the replacement becomes yours. The
replacement may not be new, but will be in good working order and at least
functionally equivalent to the item replaced.

It is your responsibility to:

1. obtain authorization from the owner (for example, your lessor) to have IBM or
your reseller service a Machine that you do not own;

2. where applicable, before service is provided—

a) follow the problem determination, problem analysis, and service request proce-
dures that IBM or your reseller provide,

b) secure all programs, data, and funds contained in a Machine,
c) inform IBM or your reseller of changes in a Machine’s location, and

d) for a Machine with exchange service, remove all features, parts, options, alter-
ations, and attachments not under warranty service. Also, the Machine must be
free of any legal obligations or restrictions that prevent its exchange; and

3. be responsible for loss of, or damage to, a Machine in transit when you are respon-
sible for the transportation charges.
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Extent of Warranty
IBM does not warrant uninterrupted or error-free operation of a Machine.

Misuse, accident, modification, unsuitable physical or operating environment,
improper maintenance by you, or failure caused by a product for which IBM is not
responsible may void the warranties.

IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
HOWEVER, SOME LAWS DO NOT ALLOW THE EXCLUSION OF IMPLIED
WARRANTIES. IF THESE LAWS APPLY, THEN ALL EXPRESS AND IMPLIED
WARRANTIES ARE LIMITED IN DURATION TO THE WARRANTY PERIOD.
NO WARRANTIES APPLY AFTER THAT PERIOD.

In Canada, warranties include both warranties and conditions.

Some jurisdictions do not allow limitations on how long an implied warranty lasts, so
the above limitation may not apply to you.

Limitation of Liability

Circumst