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Safety Information

A Danger: Before you begin to install this product, read the safety information in
Caution: Safety Information—Read This EjiSD21-0030. This booklet describes safe
procedures for cabling and plugging in electrical equipment.

& Gevarr: Voodrat u begint met de installatie van dit produkt, moet u eerst de
veiligheidsinstructies lezen in de broché¥eS OP! Veiligheidsinstructies—Lees dit
eerst SD21-0030. Hierin wordt beschreven hoe u electrische apparatuur op een
veilige manier moet bekabelen en aansluiten

A Danger: Avant de procéder a I'nstallation de ce produit, lisez d'abord les
consignes de sécurité dans la brocltRFEENTION: Consignes de sécurité—A lire au
préalable,SD21-0030. Cette brochure décrit les procédures pour cabler et connecter
les appareils électriques en toute sécurité.

A Perigo: Antes de comecar a instaler deste produto, leia as informacdes de
seguranca contidas eBuidado: Informagfes Sobre Seguranca—Leia Prim&m21-

0030. Esse folheto descreve procedimentos de seguranca para a instalacao de cabos e
conexdes em equipamentos elétricos.

A

ot A Rl R
“Caution: Safaty Information—FHead
This Firsi® 5021-0030 FH$AH
HETE RN - AR EMEE R
{2 P AR R M
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Cpaanoet: Prija nego sto pocnete s ingtalacijom produkda,
proditajte naputak o previlima o sigumom rukovaniu u
Upazomnje: Pravila o sigumom rukovanju - Prvo procits) oeo,
S21-0030. Cwaj privitek opisuje sigumosans posfupks za
prikdjucrivangs kedwln i prildjucivanje ne slsktricno nepajanja.

VAN

Upoczorméni: ne zehijite instalaci tohoto produktu, plfedtéte si
nejpree bezpadnosini informace v pokynech Dezpeénostni
informacs” &. 21-0030. Tato broZurka popisuje bezpednostni
opatfeni pro kabsléE a zapojeni alektricksho zafizen.

A Fare! Fgr du installerer dette produkt, skal du laese sikkerhedsforskrifterne i
NB: Sikkerhedsforskrifter — Lees dette f@&B21-0030. Vejledningen beskriver den
fremgangsmade, du skal bruge ved tilslutning af kabler og udstyr.

& Gevarr: Voordat u begint met het installeren van dit produkt, dient u eerst de
veiligheidsrichtlijnen te lezen die zijn vermeld in de publik&@#aution: Safety
Information - Read This firs8SD21-0030. In dit boekje vindt u veilige procedures
voor het aansluiten van elektrische appratuur.

A VARRA: Ennen kuin aloitat taman tuotteen asennuksen, lue julkaisussa
Varoitus: Turvaohjeet—Lue tdmé enSiD21-0030, olevat turvaohjeet. Tassa
kirjasessa on ohjeet siita, mitensahkolaitteet kaapeloidaan ja kytketaan turvallisesti.

A Danger : Avant d'installer le présent produit, consultez le livtgéntion :
Informations pour la sécurité—Lisez-moi d'abo&)21-0030, qui décrit les
procédures a respecter pour effectuer les opérations de cablage et brancher les
équipments électriques en toute sécurité.

A Vorsicht: Bevor mit der Installation des Produktes begonnen wird, die
Sicherheitshinweise iAchtung: Sicherheitsinformationen—Bitte zuerst leS&M

Form SD21-0030. Diese Veroffentilchung beschreibt die Sicherheitsvorkehrungen fir
das Verkabien und Anschlie3en elektrischer Geréte.
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Mow EexnfioeTe v eywatdoTaon autod Tou mpoidvros,

Edmmdimd %EDEHWCL 1o puiribio il

mmvpd-pwmmmiﬂqamﬁumtmmnwmmﬂmmmw
MAEKTDIKGY OUOKELDV Kal Tn olvdeo| Toue oy nplfa

A Vigyazat: Mielbtt megkezdi a berendezés (izembe helyezését, olvassa el a
Caution: Safety Information—Read This FjirSD21-0030 kdnyvecskében leirt
biztonsagi informacidkat. Ez a kényv leirja, miyen biztonsagi intézkedéseket kell
megtenni az elektromos berendezés huzalozasakor illetve csatlakoztatasakor.

& Pericolo: prima di iniziare l'installazione di questo prodotto, leggere le
informazioni relatie alla sicurezza riportate nell'opusé@dtenzione: Informazioni di
sicurezza—Prime informazioni da leggémecui sono descritte le procedure per il
cablaggio ed il collegamento di apparecchiature elettriche.

A\

R DA HRERERT AN, RecETE
MEFD21-0030 D TEEN-SEA 122
Read This First) DIOEESMER XL,
CHihETIE. RERROIEERTEEBED
FRz2vTRELTLET,

A\

HHl: ol HSEE axisio] Holl Bl
"R PR EE-AEET| o
(sD21-0030) of Sl BHE R
Hedalz.
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CMACHOCT
MNpag 08 NOYHETE 8 N MHCTANWDATS 000] MpOqyKT, NpoYWTa|TS
je mrchopaaumjaTa 38 Oesbe/HOCT:

Ft:amﬂtﬁm'mrbﬂ' Muchopmaymje 3a SeabagmocT: MpoumTejTe
npoo ooa®, S0E-0030.

Opaa Ep:ru.lypamhlwna Geca0aQHOCHA NMPOWEOYW 38 KalnupaH:s
M DKMyYDAHG HE GNGKTRHYHA ONDoME,

A Fare: Far du begynner & installere dette produktet, ma du lese
sikkerhetsinformasjonenAdvarsel: Sikkerhetsinformasjon — Les dette f@BX21-
0030 som beskriver sikkerhetsrutinene for kabling og tilkobling av elektrisk utstyr.

A

Uwaga:
Frzed reepcezgelam Instalsc)l produkiu nalezy zapoznad sig z Instrukcls;
"Cauticn: Safety Information - Resd This First®, S021-0030.

Zawiera ona wanunki berpiecnanstwa prry podinezaniu 9o siec alekbryczne]
i ekepinataci.

A Perigo: Antes de iniciar a instalacao deste produto, leia as informacdes de
seguranc&uidado: Informagdes de Seguranga—Leia PrimexD21-0030. Este
documento descreve como efectuar, de um modo seguro, as ligacdes eléctricas dos
equipamentos.

A

OCTOPOMHO: Mpaxne “eM MHCTANNMPOGATL aTOT
MPOIYET, NPOYMTATE MHCTRYELAKD N0 TexHKke Dea0-
rﬂcm{:mﬁg AoEysagHTE  "BHumaHue: MHCTRYELMA No
TExHWEE DE30NACHOCTH - NMPOoYEcTL B NEPEYRD CHEpes",
SD21-0030. B aroi Spouwmscpe onNWcAHE Ga30nac-
Heg cnOCOoDel KAGNMPOBAHME W NOOKNIONEHWS 3NEKT-

PHMSCEDND CHOODYNOBAMKME.
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Mebezpetensivo: Pred indtaldcion vyrobku si preditajie
bezpetnostd predpisy v

Wstraha: Bezped osté predpisy - Predita) ako prvé,
SD21 G030, V wejto brodirke sd opisand bezpetnosts
postupy pre pripojenie elektrickych zansdeni.

A\

Fozon Precen zoénebe 2 | Tega
S001-0030, hmi' CPgs e
posiopke 20 koblranje,

& Peligro: Antes de empezar a instalar este producto, lea la informacion de
seguridad ertencion: Informacion de Seguridad—Lea Esto Prim&021-0030.

Este documento describe los procedimientos de seguridad para cablear y enchufar
equipos eléctricos.

A Varning — livsfara: Innan du borjar installera den har produkten bor du lasa
sakerhetsinformationen i dokumentairning: Sakerhetsforeskrifter — Las detta forst
SD21-0030. Dar beskrivs hur du pa ett sakert satt ansluter elektrisk utrustning.

A

s

TR S T+ P R St -
iEW

6 R I - TN, S021-0030

S 2 5 0 = W Wy o S P -
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About This Manual

This manual explains how to install and service the IBM 10/100 Ethernet Stackable
Hub 8245, Models 012, 024, 112, and 124.

Who Should Read This Manual

This manual is intended for use by installation technicians, network administrators,
and service personnel.

How This Manual Is Organized

« Chapter 1, “Introduction,” provides a functional product description and cabling
requirements.

« Chapter 2, “Installation,” describes installation and cabling procedures.

« Chapter 3, “Control Panel Management,” describes how to use the 10/100 Ethernet
Stackable Hub control panel.

« Chapter 4, “Using the Management Interface,” describes how to use the EIA 232
management port through a local connection.

« Chapter 5, “Using Web Management,” describes how to use an Internet web
browser to connect to and manage your 10/100 Ethernet Stackable Hub.

« Chapter 6, “Troubleshooting and Service,” provides troubleshooting procedures,
how to get help from IBM, and procedures for downloading new code.

« Appendix A, “Notices” describes product notices and provides warranty informa-
tion.

« Appendix B, “Cable Pinout Diagrams” shows cable and pin configurations.

Prerequisite Publication
Caution: Safety Information - Read This First, SD21-0030.
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Chapter 1. Introduction

This chapter describes the features of the IBM 10/100 Ethernet Stackable Hub, Models
012, 024, 112, and 124. It provides a functional overview that can help you integrate
the 10/100 Ethernet Stackable Hub into your new or existing network.

The 10/100 Ethernet Stackable Hub is a 10BASE-T/100BASE-TX dual-speed
intelligent Ethernet hub. The 10/100 Ethernet Stackable Hub consists of 12 and 24 port
managed and manageable units with many features that make monitoring, configuring
and expanding a LAN easy and efficient.

The 10/100 Ethernet Stackable Hub is designed for use in medium-sized workgroups
or remote locations that are part of a large campus network.

The 10/100 Ethernet Stackable Hub series has four models, two managed hubs with 12
or 24 ports (models 112 and 124) and two manageable hubs with 12 or 24 ports
(models 012 and 024). One managed hub can manage all the manageable hubs in a
stack. Manageable hubs can be stacked without a managed hub and work without
management features.

Managed Models

Managed models 112 and 124 display system and port information in the control panel
as shown in Figure 1-1 and Figure 1-2.

[ | o

Figure 1-1 10/100 Ethernet Stackable Hub Model 112

|IH
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Figure 1-2 10/100 Ethernet Stackable Hub Model 124
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Manageable Models

Manageable models 012 and 024 indicate their port status through an LED panel with
LEDs for every port indicating link status (Link/Rx) and port speed

(10 Mbps/100 Mbps) as shown in Figure 1-3 and Figure 1-4. Utilization is indicated
with five graduated LEDs and collisions are indicated with a Collision LED for each

segment.

LT TTTT NI TTTTT ]

E om O E = B = m B O m m orw Tl

Figure 1-3 10/100 Ethernet Stackable Hub Model 012

e Ee me mm

Figure 1-4 10/100 Ethernet Stackable Hub Model 024
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Product Features

Models 012 and 024 Features
« 12/24 MDI-X 10BASE-T/100BASE-TX ports with shielded RJ-45 connectors

« Two MDI ports that share ports 1 and 12 with shielded RJ-45 connectors

« All ports use UTP/STP cable - category 3, 4, or 5 for 10 Mbps, category 5 for
100 Mbps

« All ports support auto partition/reconnect capability

« All ports support auto polarity reversal

« Jabber protection

« Hub ID indicator is automatically set by stack position

« Compliance with IEEE802.3 10BASE-T standard

« Compliance with IEEE802.3u 100BASE-TX standard

« Compliance with IEEE802.3u 100BASE-FX standard (optional module)

« Compliance with IEEE802.3 repeater standard

« Per port status LED (Link, Rx, and speed)

» Per segment collision LED

« Per segment utilization indicator

« An optional module slot for one of the following modules:
- A 10/100 bridge with 10BASE-T/100BASE-TX Uplink
- A 10/100 bridge with 100BASE-FX Uplink
- An AUI Expansion Module

Models 112 and 124 Features

These models include the features of models 012 and 024 (except LEDs) plus the
following features:

« One EIA232 Management Port (DTE male) which supports local console
management or out-of-band management

« Network utilization indicators for both 10 Mbps and 100 Mbps segments

« Management function through the control panel

« Support for in-band Telnet, SNMP, and Web-based management capability
« Support for software upgrade capability through the standard TFTP protocol

« Support for RFC1213 MIB-1l, RFC1516 Repeater MIB, RFC1757 RMON MIB
(Group 1, 2, 3, and 9), and proprietary MIB

Chapter 1. Introduction  1-3



« Support for traps to report the hub event to the specified SNMP managers and
Web-based manager.

« Group/port control and status monitoring capability
 Statistics counters monitoring capability

« RMON (Group 1, 2, 3, 9) probe capability

« Redundant link capability

« Security (Intrusion) control capability

« Address (source MAC address) tracking capability

« Address (source MAC address) searching capability
« Broadcast storm protection

« BootP Protocol

1-4 10/100 Ethernet Stackable Hub



Functional Characteristics

Figures 1-5 and 1-6 identify the components of the 10/100 Ethernet Stackable Hub

Control Keys Expansion Module Slot
Hub ID

Management Port
L

s | |

193t

10/100 BASE-TX Ports (MDI-X)
Fault Control Panel MDI Ports

Figure 1-5 Model 124 Front Panel

Port LEDs Expansion Module Slot
AC Power

Hub ID Indicator
|

i -
B et IZW
= H
- I [E ©
o

-] ﬁ-\.-\.l"rﬁLb:Iliﬂ|

10/100 BASE-TX Ports (MDI-)QJ

o L MDI Ports
Collision LEDs

73 ! I@I v wiw/w (e
&ower LED

Utilization LEDs

Figure 1-6 Model 012 Front Panel

Chapter 1. Introduction 1-5



Status and Activity Indicators
Manageable models 012 and 024 indicate their port status with different colors or
flashing LEDs for each port. LED traffic statistic information is indicated with five
graduated Utilization LEDs, one for 10 Mbps and another for 100 Mbps
communications. Each 10 Mbps and 100 Mbps segment has its own Collision LED.

Port Numbers
|
1314151617181 20 2122 2324 Hub ID
UnkRx OOOQOOCO0O00000

100Mbps O OO CCOO0O0Q000
12345678 910112

" kR0 00000 ODCCo0 | L
|£ 100Mbps O OO QO 0000000

Liilization % Collision

1M0Mbps OO OO0 o Collision 10 Mbps
100Mbps O OO 00 {"+——Collision 100 Mbps
1 5 10 30 50+

—

Graduating Utilization 100 Mbps Segmer

Graduating Utilization 10 Mbps Segment

Figure 1-7 LEDs for the manageable models
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Table 1-1 LED Indicators and Meanings

LED Status Meaning

Power On There is power to the hub.

Utilization On Indicates percentage of utilization with an array of
LEDs. The number below the LED indicates the
percentage of hub capacity being used. For
example, if all five LEDs are on, the hub is being
heavily utilized. Data traffic within the hub is 50%
(or more) of its capacity.

Collision On Indicates there are collisions on the 10 Mbps or 100
Mbps segment.

Link/Rx On The port is linked.

Link/Rx Blinking The port is receiving data.

Link/Rx Off Indicates this port is in link down state, auto
partitioned, or disabled by the administrator.

100 Mbps On The port speed is 100 Mbps.

100 Mbps Off The port speed is 10 Mbps.

Control Panel

The Control Panel, shown in Figure 1-8, provides overall utilization statistics that
allow you to monitor all the ports at a glance, as well as providing detailed error and
configuration information by port.

_ Hub ID
Port Indicator Frame Gauge Bars Control Keys
Port Indicator
Group Indicators
[ | 1 I
% ZIM3|[#] [S[W][7] %] [®] [0 [77] 2 G-A
| __
Scale% o GB 5 [mMENU
0 e Waslir s
o ENMP "“E'"'
- 1 o WWW | ENTER
;__" Te ] ﬂ
| | ﬁ' E‘-
Power Lock Icon
L_OK Message Zone )
. Caution Icon
ault Management Indicators

Figure 1-8 Control Panel
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Power
Power LED indicates power is connected.
OK
Diagnostic OK LED indicates the POST test was run without errors.
Fault
Diagnostic Fault indicates the POST test found an error.
%

The relative percentage of utilization or collision. Each port has its own
percentage scale.

Port Indicators

Indicates a port number.
Port Indicator Frame

Indicates which ports are disabled.
Message Zone

Displays test messages, the menu items, and status information.
Gauge Bars

Displays port-related information such as utilization.
Lock Icon

Indicated that the control panel configuration is locked.
G-A

Displays status of ports 1 to 12 in Port Group A.
G-B

Displays status of ports 13 to 24 in Port Group B.
Master

Indicates that the hub is a managed hub.
SNMP

Indicates that the hub is SNMP-manageable.
Www

Indicates that the Web Management feature is enabled.
OOB

Indicates that out-of-band is enabled.
CAUTION ICON

Not used.
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Hub ID

The 10/100 Ethernet Stackable Hub ID is automatically set based on the stack posi-
tion. Each hub that is added to the stack is assigned a Hub ID from 1 to 6 depending on
its position in the stack.

Control Keys
The control keys are used to cycle through the menus and make selections.

The following table summarizes the control keys functions.

Table 1-2 Control Keys

MENU Return to the previous level
SCROLL Choose another topic within the same level
ENTER Go to the next level, view status, or confirm the configurable settings.

Communication Ports

« Ethernet Ports - 12/24 MDI-X 10BASE-T/100BASE-TX Ethernet. All ports use
UTP/STP category 3, 4, or 5 cables with RJ-45 connectors for 10 Mbps and
Category 5 for 100 Mbps.

« MDI Ports - two shared ports; one shared with Port 1 and one shared with Port 12.
The MDI ports take priority when shared with ports 1 and 12. These ports use
UTP/STP category 3, 4, or 5 cables with RJ-45 connectors for 10 Mbps and
Category 5 for 100 Mbps.

« Expansion Ports - One expansion slot located on the front panel. This slot allows
you to add a 100BASE-FX uplink, 10BASE-T/100BASE-TX Uplink, or an AUI
Expansion Module.

Management Port

The management port is an EIA 232 (formerly RS232-C) serial interface that is used
to configure the 10/100 Ethernet Stackable Hub. A terminal emulator can be
connected to this port for local console or out-of-band (SLIP) management.

For a VT-100 terminal connection to the management port, the following settings are
required:

» Baud rate: 9600 bps

» Character size:8 data bits per character
 Stop bits: 1 stop bit

* Parity bit: no parity

For out-of-band (SLIP) management, the management port can be configured using
the local console/remote Telnet, the Web-based manager, or the SNMP manager.

» Baud rate: 2400 bps, 4800 bps, 9600 bps, or 19200 bps
» Character size:8 data bits per character

* Stop bits: 1 stop bit

* Parity bit: no parity
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Optional Modules

1-10

Three types of expansion modules are available for the 10/100 Ethernet Stackable
Hub. These modules can be inserted into the expansion slot which is located on the
front panel of the 10/100 Ethernet Stackable Hub.

« A 10/100 Bridge with 10BASE-T/100BASE-TX Uplink as shown in Figure 1-9.

- Supports store and forward and back-pressure for both internal and external
bridges

The TX Module’s internal bridge enables the hub to pass data between 10 Mbps and
100 Mbps segments. The external bridge allows you to cascade other stacks through
its 10/200-TX Uplink.

« A 10/100 Bridge with 100BASE-FX Uplink as shown in Figure 1-10.

- Supports store and forward and back-pressure for both internal and external
bridges

The FX Module’s internal bridge enables the hub to pass data between 10 Mbps and
100 Mbps segments. The external bridge allows you to cascade other stacks through
its FX Uplink using fiber cable. FX connections allow cable lengths up to 2 km

(2.2 mi) when operating in full-duplex mode and 412 m (1352 ft) when operating in
half-duplex mode.

« An AUI Expansion Module as shown in Figure 1-11.

- Attaches to the 10 Mbps segment and supports half-duplex mode.
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Figure 1-9 10/100 Bridge with 10BASE-T/100BASE-TX Uplink
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Figure 1-10 10/100 Bridge with 100BASE-FX Uplink

Figure 1-11 AUI Expansion Module
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Physical Characteristics and Requirements

Power Requirements

« A standard ac power cord.

» Input voltage: 100 V ac to 240 V ac.

« Input frequency: 50 Hz to 60 Hz.

« Input current max: 1 A at 100 V ac or 0.7 A at 240 V ac.

Operating Environment
Table 1-3 Operating Environment

Relative Wet Bulb

Environment Ambient Temp Humidity Temp

Power on 10° to 40° C (50° to 104° F) 8 to 80% 27° C

Storage -25°t0 70° C (-13° to 158° F) 5 to 80% 29° C

Shipment -40° to 60° C (-40° to 140° F) 5 to 100% 29° C
Physical Dimensions

Table 1-4 Physical Dimensions

Width 439.4 mm (17.3 in) 1.5U rack mountable

Height 64 mm (2.5 in)

Length 217 mm (8.5 in)

Weight for models 012, 024 3.6 kg (7.9 Ib)
Weight for models 112, 124 3.8 kg (8.4 Ib)

Power Dissipation
47 watts maximum (160 BTU per hour).

dB Rating
40 dB

EMC Certifications

« FCC Class A
+ CISPR-22 Class A

Safety Certifications

« UL 1950

« CSA

« |[EC 950

« CB Bulletin
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Chapter 2. Installation

This chapter describes installation procedures. Before installing the 10/100 Ethernet
Stackable Hub, be sure to read the “Safety Information” on page xiii and the notices
and warranty information in Appendix A, “Notices.”

Installation Summary

Table 2-1 10/100 Ethernet Stackable Hub Installation Procedures

Step Procedure Reference
1. Read the safety informationSD21-0030
booklet shipped with the
10/100 Ethernet Stackable
Hub

2. Unpack the 10/100 EthernétUnpacking Instructions”
Stackable Hub

3. Rack-mount the 10/100 “Rack Mounting the 10/100 Ethernet Stackable
Ethernet Stackable Hub  Hub” on page 2-2

4. Perform power-on checkout “Power-On Checkout” on page 2-2

5. Install an Expansion Module “Installing an Optional Module” on page 2-3

6. Connect the Cables “Cabling” on page 2-5

7. Configure the 10/100 “Connecting Null Modem Cable to the

Ethernet Stackable Hub  Management Port” on page 2-6

Unpacking Instructions

Step 1. Verify that the following items are in the package along with this manual:

* An Ethernet Stackable Hub

» 2 rack mounting brackets and 8 screws

* A power cord

» A Stack Link Cable

» 8245 Quick Reference Guide (preinstalled in the card tray beneath the
Ethernet Stackable Hub)

» Safety Manual

Step 2. Visually inspect the unit to ensure that it was not damaged during shipping. If

any items are missing or damaged, contact your place of purchase.
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Rack Mounting the 10/100 Ethernet Stackable Hub

Follow these steps to mount the 10/100 Ethernet Stackable Hub in a rack:

Step 1. Install the two mounting brackets to the sides of the Ethernet Stackable Hub
using the brackets and screws provided.

Step 2. Insert the hub into a 19-inch rack.

Note: Ensure that the ventilation holes are not obstructed. The rack-mounting screws
are not provided.

Figure 2-1 Rack Mounting the 10/100 Ethernet Stackable Hub

Power-On Checkout

2-2

Connect the ac power cable from the front panel to the power source. This powers on
the Ethernet Stackable Hub.

When the Ethernet Stackable Hub is powered-on, it runs a Power On Self-Test
(POST). Tests such as NMU MODE, TEST EEPROM, and TEST NIC are run. A
display area on the control panel calledrinessage zoriadicates the particular test
being run. If all the tests pass, a final result SELF TEST OK is displayed in the
message zone. After the POST completes, the control panel defaults to
UTILIZATION status. If a test detects an error during the POST, an error message is
displayed. See Chapter 6, “Troubleshooting and Service,” for more information on
error messages.

10/100 Ethernet Stackable Hub



Installing an Optional Module

Power down the Ethernet Stackable Hub before installing an expansion module.

Three optional bridge modules are available for the 8245 10/100 Ethernet Stackable
Hub—210/100 Bridge with 10/100-TX Uplink Module (PN 08L2975), 10/100 Bridge
with 100BASE-FX Uplink Module (PN 08L2972) and AUl Expansion Module (PN
08L2977). The 100BASE-FX use SC-type connectors with multi-mode fiber.
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Figure 2-2 10/100 Bridge with 10/100-TX Uplink Module, 10/100 Bridge with
100BASE-FX Uplink Module and AUI Expansion Module

To install these modules, perform the following steps.
Notes:

1. These modules are not hot-swappable. You must remove power from the 8245
before installing or replacing a bridge module.

2. You should enable the internal bridge on only one bridge module when you
have multiple bridge modules installed in a stack. This prevents a network loop
condition.

3. The 10/100 Bridge with 10/100-TX Uplink and the 10/100 Bridge with
10/100-FX Uplink modules are shipped with the internal bridge disabled.

Step 1. Set the DIP Switch for the internal bridge. See Figure 2-3 and 2-4 for the
correct switch settings.
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DIP Switch Setting for the 10/100 Bridge with 10/100-TX Uplink Module
DIP 1 to 4 set to ON to enable the internal bridge.

DIP 5 to 8 Not used.

DIP1 [HFZ2 P33 DIP4
HHHH H H H H Internal Bridge Enable ON ON ON ON
o Internal Bridge Disable OFF OFF QFF OFF

1234586878

Figure 2-3 TX Module DIP Switch Setting

DIP Switch Setting for the 10/100 Bridge with 100BASE-FX Uplink Module
DIP 1 to 4 set to ON to enable the internal bridge.

DIP 5 set to ON to enable FX half duplex or set to OFF for full duplex.
DIP 6 to 8 Not used.

LDIF1 HFE DIF3 P4 NP5

"l Internal Bridge Enable ON OW ON ON
H H H H H H H H Internal Bridge Disable OFF OFF OFF OFF

. Fx Half Duplex OM
12345678 FX Full Duplex OFF

Figure 2-4 FX Module DIP Switch Setting

Step 2. Remove the power from the 8245 by disconnecting the power cable from the
ac outlet.

Step 3. Remove the installed bridge module or blank cover by turning the two knobs
on the front counterclockwise as shown in Figure 2-5.

Jpemen el M
ST #

MOl 1@ 2w 3w 4x Gx B T 8w Bw 10w 1x12x MO

Figure 2-5 Removing the Blank Module Panel

Step 4. Insert the new module, ensuring that the edges slide through the guides, as
shown in Figure 2-6.
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1000
Figure 2-6 Insert the Module

Step 5. Turn the two knobs on the new bridge module until they are securely attached
to the 8245.

Step 6. Connect the appropriate communication cable to the new module.
Step 7. Reconnect the ac power cord to the wall outlet.

For information about attaching cables to the newly installed expansion module, see
“Cabling” on page 2-5.

Cabling

Cable Tips:
« Avoid stretching or bending cables.

« Avoid routing cables near potential sources of electromagnetic interference, such as
motorized devices or fluorescent lights.

« Route cables away from aisles and walkways to avoid creating trip hazards. Use
floor cable covers to secure cables if such routes cannot be avoided.

Attaching Cables to Ports

Step 1. Refer to your network documentation to determine each cable’s port or
expansion slot assignment.

Step 2. Using appropriate connectors, connect the cables to the ports or expansion
slots.

Step 3. Start by labeling each end of the cable. This will simplify network
troubleshooting later. As a minimum, we suggest a label contain:

At the Hub end of the cable

* A unique identifier for the cable

* Location of the far end of the cable

* MAC address of the device at the far end of the cable
At the opposite end of the cable

* The port number to which the cable is attached
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Connecting Null Modem Cable to the Management Port

To access the Ethernet Stackable Hub, perform the following:

Step 1. Connect one end of a null modem cable (direct connection) to the 10/100
Ethernet Stackable Hub management port labeled EIA 232, see Figure 2-7.

Step 2. Connect the other end to the communication port on your PC.

For information on setting up a session through the management port, see “Setting Up
a Management Session” on page 4-1.
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Figure 2-7 Connecting to the Management Port.
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Ethernet Connections

To connect a workstation to the 10/100 Ethernet Stackable Hub, connect one end of
the UTP/STP cable to a workstation’s Ethernet RJ-45 port and the other end to a port
on the hub.
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Figure 2-8 Connecting Workstations

Maximum length of cable between the Ethernet Stackable Hub and other devices is
100 m (328 ft).

Connecting a Modem

Connect one end of a serial cable (direct connection) to a modem and the other end to
the management port of the 10/100 Ethernet Stackable Hub.
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Cables and Distances between Devices

Devices attached to the front of the 10/100 Ethernet Stackable Hub using UTP/STP
category 3, 4, or 5 cabling follow the rules established in the IEEE 802.3 standard for
10BASE-T Ethernet implementation.

Straight-Through Cables

All the front panel ports, including the MDI ports, use straight-through cables to attach
devices.

Crossover Cables
Crossover cables are used when linking MDI to MDI ports or MDI-X to MDI-X ports.

Maximum Cable Lengths

Table 2-2 lists the maximum recommended cable lengths between the 10/100 Ethernet
Stackable Hub and workstations.

Table 2-2 Recommended Maximum Cable Lengths

Ethernet Type Maximum Segment Length
10BASE-T 100 m (328 ft)
100BASE-TX (Hub to Workstation) 100 m (328 ft)

100BASE-TX (Hub to Hub via repeater ports) 5 m (16.4 ft)
100BASE-TX (Hub to Hub via bridge modules}100 m (328 ft)

100BASE-FX Half Duplex - 412 m (1352 ft)
Full Duplex - 2000 m (6560 ft)

Cabling Requirements

2-8

10BASE-T ports will operate correctly on any of the following cables:

10/100

Category 3, 4, or 5, 100-ohm UTP or STP cable and connection hardware as speci-
fied in the ANSI/TIA/EIA 568-A or CSA T529 standards.

150-ohm STP-A cable and components as specified in these standards.

IBM Cabling System types 1, 6, and 9, 150-ohm STP-A cable. If you are using
150-ohm cabling systems, impedance matching devices must be used in conjunc-
tion with the cable.

Category 3, 4, or 5, 100-ohm and 120-ohm, balanced, shielded or unshielded cables
and components, as specified in the ISO/IEC 11801 standard.

150-ohm, balanced, shielded or unshielded cables and components as specified in
the ISO/IEC 11801 standard.

Ethernet Stackable Hub



« Any link that meets the specifications of a Class D link. If you are using 150-ohm

cabling systems, impedance matching devices must be used in conjunction with the
cable.

Notes:

1. All devices connected to the cables must be grounded.

2. Do not use telephone extension cables in 10BASE-T networks. The wire pairs
in those cables are not twisted and the cable does not meet other requirements
for use in a 10BASE-T network.

100BASE-TX ports require the following cable:
« Class Il Hub Category 5 UTP or STP cable.

Cabling Requirements for 10/100 Bridge with 10BASE-T/100BASE-TX
Module

This module incorporates two RJ-45 connectors, one MDI-X and one MDI. The
MDI-X port performs an internal crossover function that allows easy connection to
other devices using standard straight-through cables. The MDI ports do not have the
internal crossover function, permitting connection to devices having an internal
crossover function using standard straight-through cables.

Note: Maximum cable length specifications are outlined in “Maximum Cable
Lengths” on page 2-8. For connection to 100BASE-TX networks, you can only use
category 5 cables.

Cabling Requirements for 10/100 Bridge with 10/100BASE-FX Module

This module incorporates two SC-type connectors, one RX and one TX, that require
multimode fiber cable.

Stacking Hubs with Stack Link cables

Hubs can be stacked by using Stack Link Cables (PN 25L4900). This cable extends
the number of ports on a segment beyond the limit afforded by a single hub. You can
stack up to six Ethernet Stackable Hubs using Stack Link cables.

Removing and Replacing a Hub from the Stack
Follow the procedure to add or remove an Ethernet Stackable Hub from the stack:

Attention: Care must be used in connecting and disconnecting the stack link
cables to prevent accidental bending or breaking of the signal pins.

Notes:

1. Make sure the power to each hub is disconnected.

2. Connect the lower connector (B) at the rear panel of the first hub and to the
upper connector (A) of the hub below it as shown in Figure 2-9 on page 2-10.
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3. Continue with Step 2 until all hubs are connected. You may connect up to six
hubs in a stack.

4. Connect power to each hub.

To remove a hub from the stack, power down the stack, disconnect the cables from the
hub, remove the hub and re-connect cables to other hubs.

Note: The managed hub can be positioned anywhere in the stack.

I A

Figure 2-9 Stacking hubs with Stack Link Cable
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Cascading Ethernet Hubs

The best way to appreciate the benefit of stacking hubs is to examine the method of
interconnection used by simpler Ethernet workgroup hubs, which interconnect by
cascading. Cascaded hubs are in the same collision domain. Figure 2-10 shows four
Ethernet workgroup hubs labeled A, B, C and D. Hub B and Stack C are cascaded
from Stack A. If using straight through cables, you would attach one end to a MDI port
on stack A to a MDI-X port on hub B, another to a MDI-X port on stack A to a MDI
port on stack C, and so forth. See Figure 2-10 for an example using straight through
cables. Crossover cables are needed for MDI to MDI and MDI-X to MDI-X
connections.
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Figure 2-10 Cascading Ethernet Hubs

Because data sent from the workstation on Hub B must pass through four hubs along
the way to the workstations on Hub D, the workstation on Hub D is said to be four
repeater hops from the workstation on Hub B. A repeater hop is counted whenever an
Ethernet frame passes through a repeater. A stack of up to six 10/100 Ethernet
Stackable Hubs is considered one hop.
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Connecting Two Stacks of 10/100 Ethernet Stackable Hubs

2-12

» 10Mbps connectionsilf 10Mbps connections are made between stacks, the

IEEE 802.3 standard specifies that a frame sent from one workstation to
another should not pass through more than four repeaters on the way to its
destination and will not contain more that 5 segments between any end
devices in the same collision domain. Category 3, 4, or 5 cables can be used
for 10 Mbps connections and the maximum length of each segment is

100 m (328 ft). Therefore there may be up to 500 m (1640 ft) between end
devices that have been cascaded at 10 Mbps. The 10 Mbps segments of the
cascaded hubs are in the same collision domain.

Note: The 10/100 Ethernet Stackable Hub supports auto negotiation. When
connecting two stacks together, they will automatically link at 100 Mbps. To
run at 10 Mbps, you will need to manually configure the ports to 10 Mbps.

100Mbps connectionsif 100Mbps connections are made between stacks,

the IEEE 802.3u standard specifies that there may be only one repeater cas-
caded from another in the same collision domain. Only category 5 cable may
be used and it can not be longer than 5m. Therefore, the maximum cable dis-
tance between end devices that have been cascaded at 100 Mbps is

205 m (672 ft). The 100 Mbps segments of the cascaded hubs are in the same
collision domain.

External Bridge connections:The external bridge separates collision
domains. If you connect the external 10BASE-T/100BASE-TX bridge mod-
ule of one stack to a MDI or MDI-X port another stack, no hops are counted.
This connection may be 10 Mbps or 100 Mbps and may be up to

100 m (328 ft) in length.

You can connect two stacks of 10/100 Ethernet Stackable Hubs with two
100BASE-FX bridge modules. The fiber distances may be 412 m (1352 ft) if
half duplex and 2000 m (6560 ft) if full duplex.

This method will allow you to cascade unlimited numbers of 10/100 Ethernet
Stackable Hubs.
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Chapter 3. Control Panel Management

The control panel is an effective management tool for monitoring and configuring the
10/100 Ethernet Stackable Hub. It displays the following types of information:

Port Utilization
Port Statistics
Port Configuration
Hub Configuration

Control Panel

The control panel shown in Figure 3-1 has the following features:

Figure 1-11 Vacuum Fluorescent Display (VFD)—displays port and hub information
in an easy-to-read format.

* Control Keys MENU, SCROLL, andENTER)—enables you to select
menu items, make configuration settings, and navigate the menu structure.

. Hub ID
Port Indicator Frame Gauge Bars Control Keys
Port Number Indicator
Group Indicators
£ 1 2|13 4 5 B [ a a in " iz -I i
% Scale—| , GA 1D .
48k -8B [T} i | EﬁH
200k . Mlasier
|: : SAMP o | I;I-I.I.
1o 1k WIWW | ENTER
S 1 ? CHIE
) A’
| | =
Power Lock Icon
L_OK Message Zone )
Caution Icon

ault Management Indicators

Figure 3-1 Control Panel
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VFD Display
The Vacuum Florescent Display (VFD) displays the following port and system
information:

% Scale
The relative percentage of utilization or collision.
Port Number Indicators (1 to 12)

Port Number Indicators indicate the number of a port, and with their
brightness, indicate status information. See Table 3-1.

Port Indicator Frame ( [])
Port Indicator indicates which ports are disabled. See Table 3-1.
Table 3-1 Port Information

Number Frame Indicates

Normal Off Port is available but link is down.

Bright Off Port is available and link is up.

Flashing Off Link is up and receiving data.

Bright On The port is disabled by the administrator.
Bright Blinking The port is auto partitioned by the device.

Message Zone

Displays test messages, the menu items, and status information.
Gauge Bars

Displays information such as utilization or port status.
Lock Icon

Indicates that the control panel configuration is locked.
G-A

Displays status of ports 1 to 12 in Port Group A.
G-B

Displays status of ports 13 to 24 in Port Group B.
Master

Indicates that the hub is a managed hub.
SNMP

Indicates that the hub is SNMP-manageable.
Www

Indicates that the Web Management feature is enabled.
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O0OB
Indicates that out-of-band is enabled.
Caution Icon

Not used.

Control Keys

Power and

The control keys are used to navigate through the Menus and to make selections.
Table 3-2 lists the function of each key.

Table 3-2 Control keys

Key Action

MENU Return to the previous level

SCROLL Choose another topic within the same level
ENTER Go to the next level or view status

Error Indicators
Power
Power LED indicates power is connected.
OK
Diagnostic OK LED indicates the self diagnostics test was run without errors.
Fault

Diagnostic Fault indicates the self diagnostic test found an error
Table 3-3 Power and Error LEDs

LED Position State Meaning
(Power) Top On The 10/100 Ethernet Stackable Hub
(green) power supply current is good.
OK (green) Middle On The hub is working correctly.

Off The hub is not working correctly.
Unlabeled Bottom On A power-on failure has occurred.
(fault) Off The hub is working correctly.
(amber) Blinking Diagnostics are in progress.

Menu Structure

Figure 3-2 on page 3-4 shows the control panel’s menu structure.
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Control Panel Inactivity

If the control keys are not used for a period of 15 minutes, the control panel
configuration is automatically locked and the VFD returns to utilization mode.

After an hour of inactivity, the VFD turns off. Pressing any control key reactivates the
VED.

Monitoring Network Utilization

You can observe the network traffic in the Control Panel by selecting the Utilization
menu as shown in Figure 3-3. The utilization rate of each segment is represented by a
bar graph consisting of 7 gauge bars, which shift continuously from left to right as

time elapses, as shown in Figure 3-3 and Figure 3-4. In the message zone, the word
“UTILIZATION" alternates periodically with the labels “10 M 100 M.”
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Figure 3-3 Ultilization for 10 Mbps and 100 Mbps segments

The 10 M segment utilization is displayed on the left and the 100 M segment
utilization is displayed on the right.

Each bar represents the total utilization for this segment at the

same moment, the first bar in each segment is the most recent total
utilization
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Figure 3-4 Utilization for 10 Mbps and 100 Mbps segments
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Selecting Hub
In the hub selection main menGROUP SELECT” is displayed in the message
zone. The hub ID, in the Message Zone, is referred to as GROUP. The current hub 1D

is indicated by the “group cursor” (3 bar scales) under the port indicator as shown in

Figure 3-5.
, | £t 4 7 % oo o112 E-A[B
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Figure 3-5 Group Select

Figure 3-6 illustrates the current hub ID is 2, by the “group cursor” under port
indicator 2 and by “GROUP 2" in the Message Zone.
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Figure 3-6 Group 2

Monitoring Detailed Port Statistics

Statistics of each port for a selected hub can be monitored by selecting the Port
Statistics menu. The current selected hub, for example, Hub 3, is indicated by the 3 bar
scales under the port indicator number as shown in Figure 3-7.
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Figure 3-7 Statistics
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To Select a Port
Step 1. On the port statistics main menu, pre®$TER to select a port for viewing
its statistic counter.

Step 2. On the port selection menu, the current hub (Hub 3) is indicated by 3 bar
scales under the port number indicator. The selected port number is displayed
in the message zone, and 6 bar scales below the port number (port cursor)
also indicates the current selected port as shown in Figure 3-8.
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Figure 3-8 Port Select

Step 3. PressSCROLL to select the next port. The “port cursor” will move to the
corresponding position under the port number indicator, and the
corresponding port number is displayed in the message zone.

Step 4. PresENTER to confirm the selection of the port; and go to the counter
selection menu. The name of the port statistic counter is displayed in the
message zone. Figure 3-9 shows the readable frame (READABLE FRM)
statistic counter in the Message Zone for port 13 of hub 3.
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Figure 3-9 Readable Frame

Step 5. PressSCROLL to scroll through each type of counter.

Step 6. PresENTER to view the value of the counter. The value of the counter is
displayed in the message zone. Figure 3-10 shows the statistic counter, 1500
readable frames for port 13 of hub 3.
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Figure 3-10 Statistic Counter Value
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READABLE FRAMES

The total number of frames received on the hub port.
READABLE OCTETS

The total number of octets of data received on the hub port.
FCS ERRORS

The total number of packets received by the port that had bad Frame Check
Sequence.

ALIGN ERRORS

The total number of packets received that have bad FCS with a non-integral
number of octets.

FRM TOO LONG

The total number of received packets that were longer than 1518 octets
(including FCS octets but excluding framing bits) but were otherwise well
formed.

SHORT EVENTS

The total number of received packets that were less than 64 octets (including
FCS octets but excluding framing bits) and were otherwise well formed.

RUNTS

The total number of received packets that were less than 64 octets due to
collisions or activity duration was greater than the ShortEventMaxTime event
and less than the ValidPacketMinTime event.

COLLISIONS
Total collisions.
LATE EVENTS

Total events received by the port where the activity duration is greater than the
LateEventThreshold.

VERY LONG EVENTS

Total events received by the port where the activity duration is greater than the
MAU Jabber Lockup Protection timer TW3.

RATE MISMATCH

Total frames received by the port with no collisions and the activity duration
was greater than the ValidPacketMinTime event and also frequency (data rate)
is detectably mismatched from the local frames mismatch frequency.

AUTO PART

Total number of times the port was auto-partitioned.
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TOTAL ERRORS

Total errors received by the port including FCS errors, Align errors, Frame Too
Long, Short Events, Late Events, Very Long Events and Rate Mismatch.

Monitoring Port Status Information

Monitor detailed port information by selecting the Port Status menu. P&ROLL
until “PORT STATUS” is displayed in the message zone. The currently selected hub is
indicated by the “group cursor” under the port ID indicator as shown in Figure 3-11.

1 1 | 5 3 T = [+ nm 11 1 Eﬂ@

Ml e

P OR T T AT U S

Figure 3-11 Port Status

Selecting Ports
You can view the status of all ports either in a single display or a single port.
Single Port
To view the status of a single port.

Step 1. PresENTER to go to the port selection menu, “PORT X” is displayed in the
message zone, and a bar graph is displayed under the port number as shown
in Figure 3-12.

Step 2. PressSCROLL to select a port.

Step 3. PresENTER to view port status.The port status scrolls automatically until
any control key is pressed.

1 2 3 d s & 7 ¥ g 1l 11 13 H@

Al nsder]

P ORT 2

Figure 3-12 Individual Port Status
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All Ports
To view the status of all ports:
Step 1. PresENTER to go to the port selection menu.

Step 2. PressSCROLL to scroll to “All PORTS”. A bar graph under all the ports is
displayed in the message zone. The top row of bars represents ports 13 to 24
and the bottom row represents ports 1 to 12.

Ports 1 to 12
Ports 13 to 24
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Figure 3-13 All ports

Step 3. PresENTER to view all port status. A bar graph is displayed under each
port number that is configured as shown in the message zone. Figure 3-14
shows the ports configured as 10 Mbps ports on hub 3.
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Figure 3-14 All 10 Mbps Ports

Step 4. The name of port status is displayed in the message zoneSP¥RE4._L to
view the next status of all ports. Figure 3-15 shows the ports configured as
100 Mbps ports on hub 3.

Not 100 Mbps ports 100 Mbps ports
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Figure 3-15 100 Mbps Ports Status
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Table 3-4 lists the possible status of ports.

Table 3-4 Port Status

10M PORTS The port is set to a 10 Mbps port.

100M PORTS The port is set to a 100 Mbps port.

LINK UP The port is linked.

LINK DOWN The port link is down.

POLAR NORMAL The receive (Rx) polarity of the port is normal.

POLAR REVERS The receiver (Rx) polarity has been
automatically crossed by the hub.

NO AUTO PART The port is not auto partitioned.

AUTO PART The port is auto partitioned.

ENABLE The port is enabled.

DISABLE The port is disabled.

Configuring Ports

The PORT CONFIG menu allows you to configure individual ports or all ports at one
time. You are prompted to enter the password when the console is locked. The ports
must be configured to match the devices at the other end of the link. Settings such as
speed must be identical. All ports are set to default to AUTO NEGO. When the AUTO
NEGO mode is set, the highest speed supported by both ends is negotiated by the port
and the device at the other end.

In the Port Setting menu, “PORT CONFIG” is displayed in the message zone and the
currently selected hub is indicated by the “group cursor” under the port number
indicator as shown in Figure 3-16.

I:"E-l 5 & 7 8 g W n B Eﬂ@

Ilaster
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Figure 3-16 Port Configuration
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To Configure “All PORTS”
Step 1. PresENTER to go to the port selection menu.

Step 2. PressSCROLL to select “All PORTS.”
Step 3. PresENTER. The configuration is displayed in the message zone as shown

in Figure 3-17.
Not Enabled
123_4 5 6 7 B g 1In 11 2 m@
e __ EE_E|___&
T £ E L —L Master
=_—_——= = =R == =
ENABLED

Figure 3-17 Current Port Configuration (All Ports)

Step 4. PressSCROLL to scroll through each configuration item.
Step 5. PresENTER to apply the configuration to all ports.

To Configure Single Ports
Step 1. PresENTER to go to the port selection menu.

Step 2. PressSCROLL to select a port.
Step 3. PresENTER. The status of the port is displayed as shown in Figure 3-18.

.
1 3 3 4 S5 & T ®E 9 BND HE]
-

Felmster|

*1 0 m PORT

Figure 3-18 Current Configuration

Step 4. PressSCROLL to scroll through each configuration item.
Step 5. PresENTER to apply the configuration to the port.
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The applied configuration is indicated by an asterisk sign displayed before the name of
the configuration in the message zone, otherwise the asterisk sign will not appear as
shown in Figure 3-19.

1 I 3 4 5 & T ®© § I 11 11 e )
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Figure 3-19 Current Port Configuration (single port)

The following is a list of port configuration options:

« ENABLED

- DISABLED

« AUTONEGO
« 10 BASE-T

« 100 BASE-X

Unit Configuration

The unit configuration menu allows you to configure the 10/100 Ethernet Stackable
Hub. When the device is locked, you are prompted for a password. How to enter the
password entry is described in “Unlock/Lock the Control Panel” on page 3-14.

To configure the Unit:
Step 1. Scroll to UNIT CONFIG and pre€<sSNTER.
Step 2. Enter the password (if the control panel is locked).

Step 3. Scroll to the appropriate menu item and pEeNJER then follow the
procedure for the selected item.

1 T 3 4 5 & T #® ? ;11 11 m@

5 BT

UNI T C ONF I G

Figure 3-20 Unit Config Main Menu
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Unlock/Lock the Control Panel

3-14

Control panel security is maintained by the console lock menu. The lock icon is an
amber lock symbol on the lower right of the VFD and is On when the control panel
configuration is locked. When the control panel is unlocked, it automatically locks
again after 15 minutes of inactivity. You must unlock the control panel to access the
port configuration and unit configuration menus.

To unlock the control panel:
Step 1. Scroll toUNIT CONFIG and preseNTER.

Step 2. Enter the password. The default password is 0000. The control panel is now
unlocked.

To lock the control panel at any time:
Step 1. Scroll to UNIT CONFIG and pre€SNTER.

Step 2. Scroll to CONSOLE LOCK and pre&NTER twice, an “*” appears before
LOCK.

Step 3. PressMENU to exit.

The control panel is locked as shown in Figure 3-21 and the lock icon appears in the

control panel.
i 1 1 d 2 u 7 B a4 I B0 B H@
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Figure 3-21 Control Panel Lock
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Network Configuration

IP address

You can configure the hub IP address, subnet mask, and default gateway with the
Network Configuration Menu.

The current IP address is displayed in the IP address configuration menu.

1 T 3 4 = 7T 8 L] L1 B I Gﬂ@

Mlnsder]
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Figure 3-22 IP Address

To configure the IP address:

Step 1. Scroll toUNIT CONFIG and preseNTER.
Step 2. Scroll to NETWORK CONF and pre&NTER.
Step 3. Scroll to IP ADDRESS and preENTER.
Step 4. PressSCROLL to increase the digit (0 to 9).

Step 5. PresENTER to set the digit and move the cursor to the next digit. The
current digit is blinking.

Step 6. The hub must be restarted for the configuration to take effect.

Since the message zone cannot contain the whole IP address, the IP address will shift
left when the last digit in the message zone is set as shown in Figure 3-23. When user
completes the setting of the IP address, system will validate the IP address. If the IP
address is valid, the display will show the IP address, and system will apply the setting
when the system is restarted. Otherwise, the system will reject it, and a message
“FAIL" is displayed for a few seconds. The invalid IP address is displayed again to
allow the user to modify it.

1 . 3 4 = Bn ] L | B U HE]
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Figure 3-23 IP Address Shift Left
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Subnet Mask
The subnet mask is displayed and configured the same as the IP address.
Default Gateway

The default gateway is displayed and configured the same as the IP address.

Securing the 10/100 Ethernet Stackable Hub

The 10/100 Ethernet Stackable Hub is secured by automatically locking the control

panel. A password must be entered to unlock the control panel before configurations

can be made. You can configure a four digit password. The default password is 0000.
Unlock and Set Password

Step 1. Scroll to UNIT CONFIG and pre€dSNTER. You are prompted to enter the
password**** PSW appears in the message zone and the first “*” flashes.
PressSCROLL to increase the digit.

Step 2. Unlock the control panel by entering the default password 0000, one digit at a
time by pressingCROLL once andENTER once to progress to the next
digit.

Step 3. Repeat Step 2 three times. The control panel is unlocked.

Step 4. Scroll to SET PASSWORD and prdsSITER.

Step 5. Enter a new password and pred¢TER.

| I 3 4 *= OB 7 ¥ L {11 I Elﬂ.
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Figure 3-24 Set Password

Restart the 10/100 Ethernet Stackable Hub

Using the system restart menu, you can restart the system. At this time, your
configurations will be used to set up the system.

Step 1. Scroll to UNIT CONFIG and predSNTER.
Step 2. Scroll to SYS RESTART and preENTER.

Step 3. PresENTER at “CONTINUE” or presSSCROLL to end the action at the
menu option “CANCEL".

Step 4. PresENTER to confirm.
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Figure 3-25 Continue

Restore System Default Settings

Selecting the option resets all settings back to the factory default settings. All custom
settings, including password, port configurations and unit configurations will be set to
factory default settings.

Restore the system defaults with the following steps:
Step 1. Scroll toUNIT CONFIG and preseNTER.
Step 2. Scroll toSYS DEFAULT and presENTER to confirm.

Configuring EIA 232 Port

You can configure the baud rate for SLIP connections. The default (9600) is indicated
with an “*”,

Step 1. Scroll toUNIT CONFIG and preseNTER.

Step 2. Scroll toEIA232 CONFG and predsSNTER.

Step 3. Scroll to baud rate and press and HOMITER until an “*” appears in front
of the number. PreddENU to exit.

Baud Rate:

2400
4800
9600
19200
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System Information

To view system information:

Scroll toSYSTEM INFO menu and predSNTER. The following system
information is sequentially displayed uiMENU or SCROLL is pressed:

« Hardware Version
« Software Version
« |IP Address

« Subnet Mask

« Default Gateway
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Chapter 4. Using the Management Interface

The 10/100 Ethernet Stackable Hub incorporates a powerful management interface
that supports VT100 terminal emulation.

Setting Up a Management Session

You can set up a management session by connecting a direct null modem cable
between the management port on the 10/100 Ethernet Stackable Hub and the
communication port of your PC or terminal.

To connect a local terminal to the 10/100 Ethernet Stackable Hub, perform the
following steps:

Step 1. Install a terminal emulation application, such as Windows Hyperterminal, on
your PC.

Step 2. Configure the terminal emulation application as follows:

Baud rate 9600
Parity None
Data bits 8
Stop bits 1
Flow Control None

Step 3. If you are using Microsoft Windows terminal emulation, disable the “Use
Function, Arrow, and Ctrl Keys for Windows” option in the Terminal
Preferences menu under Settings.

Step 4. Connect the EIA 232 management port on the 10/100 Ethernet Stackable Hub
to your PC or DTE device using a null modem cable or straight-through cable
and null-modem adapter. The 10/100 Ethernet Stackable Hub has a 9-pin,
male connector. For more information, see “Connecting Null Modem Cable
to the Management Port” on page 2-6.

Step 5. PressEnter 2 or 3 times and the login panel to the management interface
appears.
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Setting Up a Telnet Session

4-2

You can use any Telnet application that emulates a VT100 terminal to establish an
in-band session on the 10/100 Ethernet Stackable Hub. Only one Telnet session can be
active at a time. Before you can start a Telnet session, you must configure IP
parameters for the 10/100 Ethernet Stackable Hub. This is done by using the Network
Configuration Menu on the control panel or by using the serial management port. To
open a Telnet session, you must specify the IP address assigned to the 10/100 Ethernet
Stackable Hub. For information on how to specify an IP address in your Telnet
application, refer to your Telnet application documentation. When the connection is
established, the management interface login panel is displayed, as shown in Figure 4-3
on page 4-5.

Note: Telnet is a component of most TCP/IP applications. You need to install TCP/IP
on your workstation before you can use this interface.
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Navigating the Management Session

Selecting Help on any panel presents the Help Menu shown in Figure 4-1.

IBM 10/100 Ethernet Stackable Hub 8245
- Help Menu -

<Ctrl>-Q: Invoke Help Menu
<Ctrl>-R: Refresh Screen

[Enter]: Confirm Input

[Tab]: Goto next Tabstop

<Ctrl> -Z: Goto next Tabstop

<Ctrl> -W: Goto previous Tabstop

<Ctrl>-S/ <Ctrl>-A: Select/Toggle <FIELD> value
[Esc]: Exit to Previous Menu

[ESC] TO GO BACK

Figure 4-1 Help Menu

This Help menu lists additional keystroke functions.
Panel Command Usage:

* The commands available on each panel are displayed at the bottom of the
panel.

* Use the Tab and Up and Down arrow keys to toggle through the available
commands. Use the Left and Right arrow keys to toggle through selections
within a command. If brackets enclose a field on a pafielt], you must
type in the value of that field. If less-than and greater-than sifje)><
enclose a field on a panel, you can toggle a list of values with the toggle com-
mand, Ctrl+S.

Status and read only fields are auto-refreshed every five seconds. Editable and input
fields are not auto-refreshed but can be refreshed by pressing F2. Index fields, such as
group number and port number, are refreshed each time the cursor moves through the
index field.
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Menu Conventions

4-4

The menu conventions used in the management interface are shown in Figure 4-2.

IHM 1T Ethernet Stackable Huly 8245

= SBvsiem Daowmband Menn
3 L | LEIHENE
[ & ) Eooip Request LU
I ogrte LHIE U
File Dowmload Regquest; “lm-Famal! Crpg-O0-Band= Dansmload

Bt Server [P Address: | 000000 < o Sl
[ % ) Conliguration File Dewmload
ek o Conligeration Fils Mame: | | Ty Meepaiad
[ % 1 System Soliware Downdoad /
Sysiem Software File Name: | |

[ %1 Web-PFages Dainbase Informatben Downlond

Commang
Mirraae Lime \
\ Save  Exit  ToMals Menu  Help
Mlegal File Mame: L nkhownaye"

Figure 4-2 Menu Conventions

Menu Title
Describes the current configuration menu.
Toggle Input Item

Allows you to toggle the available options for items that appear between “< >”
symbols. Toggle with Ctrl+S.

Item Selected
Highlights the current cursor location.
Check Box

Allows you to select or deselect items. Parentheses, “()”, preceding and item
denote a check box.

Text Input

Allows you to enter text from the keyboard. Highlighted items appearing
between square brackets, “[ ], are text input fields that you may edit.

Message Line

Displays messages, usually error messages, indicating how to proceed.
Command

Presents the valid commands allowed in the current menu.

Note: Panel refreshes occur every few seconds. Only status fields will be refreshed.
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Beginning a Management Session

The login panel, as shown in Figure 4-3, appears when you establish a connection
between your terminal and the 10/100 Ethernet Stackable Hub.

Note: If the terminal panel does not appear, pister two or three times.

TEM 10100 Edbernet Stackabbe Hub 8245

Wlsgr ™ amies | admin |
Password: | |

Lag « Tabi= key mo mine between Laer ™ gail Peaswand, sai press <Enters

Figure 4-3 Login Screen

To begin a console session, perform the following steps:

Step 1. Type your user name, if one has been configured. User names and passwords
are NOT case sensitive. The 10/100 Ethernet Stackable Hub comes with two
default user names. One default is “admin” and requires no password. The
other default is “guest” and has a password of “guest.” Fnetes.

Step 2. Type in the password, if one has been configured. There is no default
password for a user name. PrEsger to advance to the Main Menu.
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Main Menu

Selecting this option presents the Main Menu as shown in Figure 4-4.

TEME DR Erlvernet Stackable Hub 8245
- Main Memm -

Svstem I m Fosrmrum o
Management Setup
Device Controd
Metwork Monitor
User Authentication
Swvatem LUriliry

LAHLARLT HELF
Use <Tabo kev o select the #em, then press <Enfers

Figure 4-4 Main Menu

System Information

Allows you to view general system information as well as specifying location
and contact information.

Management Setup

Allows you to view and specify management configurations.
Device Control

Allows you to monitor and configure hubs.
Network Monitor

Allows you to monitor statistic counters.
User Authentication

Allows you to configure user names and passwords.
System Utility

Allows you to configure software downloads, restart options, and Telnet
session timeout intervals.
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System Information

Selecting this option presents the System Information Menu as shown in Figure 4-5.

1% 1100 Ethermet Stncknble Hub B248
- myvatem Information Memw -

Sysiem seription: TINTDD M bps Ethernet Hohb

Froduet Yersion: ¥l

BOHYT ROM Version: (KL
System Softwnre YViersion: 104
Weh-Pages Versian: 1m0

Syetem Ohject I 136,041, 5.6.147
Syt Lo I s Bdavs O hrs Bmim 0 see

System Contact: | I

|
System M ame: | I
System Loscation: J oisa pivnin Eihermer Simekabie Wub (8245 |
System Muonager:  SNMPand WER

MIBs Sapparted: RFCIZIZ RFCI2IE, RFCIS1G6, RFCITST
and proprictary ¥IH,

HANVE EXIT MAIN MEMNL HELF

Figure 4-5 System Information Menu

The System Information Menu provides information about the version of the system
software installed on the 10/100 Ethernet Stackable Hub.

You can specify up to 48 alphanumeric characters each for the System Name, Contact,
and Location to provide useful information to all users concerning the 10/100 Ethernet
Stackable Hub. The information on this panel should be kept current so that persons
requiring assistance know whom to contact.

Notes:

1. You must selecBAVE to save any changes you have made.
2. The MIBs supported field is for information only.

System Description

A textual description of the entity. This also includes the name and version
identification of the system’s hardware type, software operating system, and
networking software.
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System Object ID

The vendor’s authoritative identification of the network management
subsystem is contained in the 10/100 Ethernet Stackable Hub. This value is
allocated within the SMI enterprises’ subtree (1.3.6.1.4.1) and provides an easy
and unambiguous means for determining what kind of device is being
managed.

System Manager

The management capability that this system supports (SNMP and WEB).
System Up Time

The time since the network management portion of the system was last
restarted or powered on.
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Management Setup

Selecting this option displays the Management Setup Menu shown in Figure 4-6.

IBM 10100 Edhermer Stackable Hub 8245
- Management Setup Moo -

Metwork Configaration

Serial Port Configuration
EMNMP Communily

Trap Receiver Selup
Management Capability Setup
Trap Filler

EXIT MALN MENL HELF

Use <Tabe key (o select the ilem, and press the <Enters..

Figure 4-6 Management Setup Menu

Network Configuration

Set IP address, Subnet Mask, Default Gateway, and SLIP address.
Serial Port Configuration

View and configure the management port.
SNMP Community

Configure community names and access right.
Trap Receiver

Set up community trap addresses.
Management Capability Setup

Enable or disable Web access and out-of-band management.
Trap Filter

Enable/disable trap filters.

Chapter 4. Using the Management Interface 4-9



Network Configuration

4-10

Selecting this option displays the Network Configuration Menu shown in Figure 4-7.

The Network Configuration Menu allows setting up Ethernet and SLIP connections to
the 10/100 Ethernet Stackable Hub. Network Interface <1> is used to configure
Ethernet connections, and Network Interface <2> is used to configure SLIP
connections.

Ethernet Configurations

An Ethernet connection allows you to monitor and configure the hub with a local
console via Telnet Session, a Web browser, or SNMP management. You need to
configure the IP Address and Subnet Mask to work with your LAN settings before you
can make an Ethernet connection.

TN 10710 Edbermet Stackable Blub §245
= Metwork Cenliguration Menu -

Metwork |-n-rra-.--.-:f.|] =
Imterface Pyvpe:  Erherne

WAL Adddress: (o= AC- 1C-R0-2%

Confewration: Curreni ™
IF Address: {11001 (LR K[
Suwhmet Mask: [LRIE [{LE IR
Defuult Gatewny:  (LLDLD LRIEINI]]
SAYE EXIT MAIN MENU HELPF

Figure 4-7 Network Configuration Menu (Network Interface <1>Interface type:
Ethernet)

IP Address
The dotted decimal address assigned to the 10/100 Ethernet Stackable Hub.
Subnet Mask

The dotted decimal subnet mask assigned to the 10/100 Ethernet Stackable
Hub.

Default Gateway

The dotted decimal IP address of the default gateway assigned to the 10/100
Ethernet Stackable Hub.

The 10/100 Ethernet Stackable Hub must be restarted before the IP address,
subnet mask, and default gateway can take effect. To ensure the new
information is correct, a “ping” should be done from another device connected
to the 10/100 Ethernet Stackable Hub.

Note: The hub does not respond to ping packages that are greater than 1484
bytes.
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SLIP Configurations

SLIP connections enable monitoring and configuring the 10/100 Ethernet Stackable
Hub remotely with a modem.

IEAM 101060 Edbermet Stackabbe Hub 8245
- Metwnrk Configuration Menun =

Merwork Imicrlace: cE:—

Imierface Type: SLIF

Baml Hate: Bai

Charcter Soe: ]

Parity: L ti]

Siop Bits: 1

Conligaration: Current M
IF Address: LA AL 1
St Mask: L ALD |II.Il.IHI

SAVE EXIT WAIN MENL HELF

Figure 4-8 Network Configuration Menu (Network Interface <2>Interface type:
SLIP)

The baud rate, character size, parity, and stop bits are read only and not configurable
on this menu.

Baud Rate

The current serial port baud rate that can be configured from the Serial Port
Configuration Menu.

Character Size
8 bits character size
Parity
None
Stop Bits
1 stop bit
IP Address

The dotted decimal address assigned to the SLIP interface of the 10/100
Ethernet Stackable Hub.

Subnet Mask

The dotted decimal mask assigned to the SLIP interface of the 10/100 Ethernet
Stackable Hub management port.
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Serial Port Configuration

Selecting this option displays the Serial Port Configuration Menus as shown in
Figure 4-9 and Figure 4-10.

The management port must be configured as shown in Figure 4-9 to connect a PC to
the 10/100 Ethernet Stackable Hub management port.

Console

The Console Mode is used to view the configurations required to make a
VT100 terminal emulator connection to the 10/100 Ethernet Stackable Hub.

1A% 11 Ethermet Sinckable Hub 8245
- Serkal Port Confizaration ¥emn -

Operation ¥ode:< =hlnde

Bamd Hafe: Sy lll'u..
Character Sim:  H Hirs
Parity: Maone Farity
Stop Bits: 1 it
ExIl MAIN MEMNL HELF

Figure 4-9 Serial Port (Console)

Note: The information displayed on the Serial Port Configuration Menu is
read only and is not configurable on this menu.
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Out-of-Band

Out-of-band mode enables setting up serial port configurations for making a
connection to the 10/100 Ethernet Stackable Hub management port using a modem.

IBN 1100 Ethermet Sinckable Hub 8245
= Serinl Port Configwration Menuw -
Operation Yode:= COHMBIVENIEWIE =Wode
Configuration:  Current Mew
Bawd Haie; i < | XM} =
Characher Sim: 4 H
Purity: Mone Mome
St Hits: 1 1
SAYE EXIT AN MENI HEL®

Figure 4-10 Serial Port (Out-of-Band)

Baud Rate

The baud rate can be set to one of the following 2400 bps, 4800 bps, 9600 bps,
19200 bps. The default is 9600.

Character Size

8 bits character size
Parity

No parity
Stop Bits

1 stop bit

SelectSAVE to retain the new configuration. The new configuration takes effect if
out-of-band management is enabled.

When SLIP is enabled, the EIA 232 port can be used for SLIP only. The EIA 232 port
cannot be used to gain access to a management session via VT100 terminal emulation.
If the SLIP connection is malfunctioning, you can disable SLIP by rebooting and
pressing Enter when the Abort message appears. The message will appear for only 10
seconds. Also, the OOB will appear on the lower right hand side of the control panel
when out-of-band management is enabled.

Chapter 4. Using the Management Interface4-13



SNMP Community Setup

From the Community Menu, Figure 4-11, you can manage all aspects of SNMP
communities. You can add, delete, or edit SNMP community names, set access rights,
and alter the community state. Community names are case sensitive; Private and
private are considered different. You cannot enter the same name more than once. If
you do, an error message will appear at the bottom of the screen. You can clear the
error by pressing the ESC key.

IBNE DRI Erlernet Stachalsle Hub 8245
- SNMP Compunbty Mesm -

Index  S%AMP Commuamity Mame  Access Right  Stanes
1 public Read Umly <Enabbes
] prvaie Wi rle <|M=ahle-
3
4
5
[

EXIT MAIN MENU HELFP

Use <Tah> or srrow keys o seleol eniryy <Emter= io EDET

Figure 4-11 SNMP Community Menu

This menu lets you assign up to six SNMP communities.
Community Name
Text string up to 16 characters.

Access Right
* Read Only
- The SNMP manager can only view the status of the hub.

* Read/Write
- The SNMP manager can view and configure the hub.

Status
* Enable: To enable a SNMP Community.
» Disable: To disable a SNMP Community.
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To add a community name:

Step 1. Highlight an index number and prdsster. An editable panel is presented as
shown in Figure 4-12 on page 4-15.

Step 2. Enter a name in the Input field.
Step 3. Set the access right and status
Step 4. Highlight ADD, and pres&nter, the new name is entered and displayed.

IEN VK10 Ethernet Stackalle Hub 8145
= 5% MEP Communily Menn -

AMMP Commuanity Name Access Right  Status

| | Head Chnly < Ihgaleles

ADD  DELETE UFDBATE  EXIT  MAIN MENU HELF

Figure 4-12 SNMP Community Menu-2

To edit a community name:

Step 1. Enter an existing name in the Input field and piester.

Step 2. Change the access right and status.

Step 3. Highlight Update and pres&nter.

Step 4. Highlight Deleteand pres&nter to delete an existing name.
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Trap Receiver

Selecting this option displays the Trap Receiver Menu shown in Figure 4-13.

LEM NINTNE Ethermet Stackalle Hab 3245
- Trap Receiver ¥emi -

Index Commanity Name [P Address Staims

1
5
4
g
i

EXIT MAIN MENU HELF

Use <Tab> or arrow keys io select enfry; <Emter= io LT

Figure 4-13 Trap Receiver Menu

Traps are messages sent across a network to an SNMP Network Manager. These
messages alert the manager to changes in the 10/100 Ethernet Stackable Hub. You can
set up to six trap receivers.

Index
A number to identify a trap receiver (1 to 6).
Community Name

The authorized SNMP community string of the remote network manager
(maximum 16 characters).

IP Address

The IP Address of the remote network manager station to which traps should
be sent.

Status

A trap receiver’s status can be either active or inactive. Trap receivers with
active status receive all traps sent by the hub.
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To setup trap receivers:

Step 1. Use the tab or arrow keys to select an index entry. Brgss to edit or setup
a trap receiver.

Step 2. Enter theCommunity Name, IP Address, andSet Status
Step 3. SelectUPDATE.
Step 4. Repeat Steps 1 to 3 for each new trap receiver.
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Management Capability Setup
Selecting this option presents the Management Capability Setup Menu as shown in

Figure 4-14.
IBN LIW100 Ethernet Sincknble Hab 8245
= Munagement Copability Setop Menu -
Wieli- Based W anagenseni Comtrol: B sl
Crut-O-Band Management Sintus: [isahle
Chut-UH-Band Manapement Control; <Enahlc=
SAVE EXIT MAIN MENL HELF

Figure 4-14 Management Capability Setup Menu

This menu lets you enable or disable Web-based management and out-of-band
management.

Web-Based Management

Enables or disables Web-based management. The new configuration takes
effect after executin§AVE.

Out-Of-Band Management Status
Displays the current status.
Out-Of-Band Management Control

Enables or disables out-of-band management (SLIP).
* When connecting with local serial port, this setting takes effect immediately.
* When connecting with Telnet, the system must be restarted before the setting

takes effect.
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Trap Filter
Selecting this option presents the Trap Filter Menu as shown in Figure 4-15.

IBM 10/100 Ethernet Stackable Hub 8245
- Trap Filter Menu -

(X)) hubRfc1215LinkDownTrapFilter
(X)) hubRfc1215LinkUpTrapFilter
( X) hubRfc1215AuthenticationTrapFilter
(X) hubRfc1516rptrHealthTrapFilter
( X) hubRfc1516rptrGroupChangeTrapFilter
( X) hubRfc1516rptrResetEventTrapFilter
(X)) helloTrapFilter
*k%k Note *k*k
(x): the trap filter is turned-off and its associated trap is enabled.
(' ): the trap filter is turned-on and its associated trap is disabled.

SAVE EXIT MAIN MENU HELP
Use <Tab> key to select the item, and press the <Enter>...

Figure 4-15 Trap Filter Menu

This menu lets you enable or disable trap filters for those traps defined by RFC1215
and RFC1516. Deselecting a trap filter disables the filter and no traps are sent for the
specified trap. The default is all traps enabled.
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Device Control

Selecting this option presents the Device Control Menu as shown in Figure 4-16.

TBM 1100 Erhernet Stackable Hub 8245

- Meviee Comtral M -

Repeater Group ControelSiatns

Repeater Ford Control’Statns

Bridze Modebe ContrelSiEtis
Esternal AU Modube ControlStatus
Redundant Link Congrol

Security Intmasinn

EXIT MAIN MENU HELF

Use < Tk key o select the Bem. sl pres ihe <Emter ..

Figure 4-16 Device Control Menu

This menu lets you configure each hub in the stack.
Repeater Group Control/Status
View and configure hubs.

Repeater Port Control/Status

View and configure hub ports.
Bridge Module Control/Status

View and configure bridge modules.

External AUl Module Control/Status
View and configure external AUl module.

Redundant Link Control
Configure redundant link pairs.

Security Intrusion
Configure hub security.
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Repeater Group Control/Status

Selecting this option presents the Repeater Group Control/Status Menu as shown in

Figure 4-17.
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Figure 4-17 Repeater Group Control/Status

The Repeater Group Control/Status displays the status of hubs and allows enabling or
disabling a hub as well as naming and resetting the hub.

Group Number

The 10/100 Ethernet Stackable Hub ID assigned to the hub in the stack (1 to 6).
Port Capacity

The maximum number of ports that can be contained within the group.
Machine Type

Identifies the machine type (8245).
Model Number

The model number of the hub (012, 024, 112 or 124).
Repeater Type

The repeater type of the group (10/100 Mbps Class II).
Group Role

* Managed: A managed hub that can manage other hubs in the stack.
* Manageable: A manageable hub.

HW Revision
The hardware version of the 10/100 Ethernet Stackable Hub.
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Group Serial Number
The serial number of the hub.

Group Last Changed
The value of system up time since any of the following conditions occurred:
* When a hub is connected or removed from the stack.
* Hub restarted.

 This instance of group was created (such as, when a device or module was
added to the system).

» A change in the value of hub operational status.

» Ports were added or removed as members of the group (such as, group admin
enabled or disabled).

» Any of the counters associated with this hub that have been reset.

Group Partitioned Ports
The total number of partitioned ports in the group.

Group Operational Status
» Operational: The hub is connected to the stack and is functional.
* Not Present: The hub is not present or is not functioning.

Group Admin State
Enable or disable the specific group segment. The default value is Enable Both
10 Mbps and 100 Mbps Admin only.

» Enable-10: Only the 10 Mbps segment of a given group is connected to the
back plane of stack. The 100 Mbps segment of a given group is isolated from
stack.

» Enable-100:0Only the 100 Mbps segment of a given group is connected to the
back plane of stack. The 10 Mbps segment of a given group is isolated from
stack.

» Enable-10-100:Both 10 Mbps and 100 Mbps segments of a given group are
connected to the back plane of stack.

 Disable-10-100Both 10 Mbps and 100 Mbps segments of a given group are
isolated from stack.
Group Reset

All, some, or none of the group’s function can be changed by selecting one of
these options:

Note: The selected option takes effect aB&VE is selected.
* Not Reset:None of the options are reset.

* Reset All: The function logic, counters, and repeater configuration of group
will be reset. This is identical to a cold restart.
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» Reset Function Logic Only:The function logic of the group will be reset. The
counters and repeater configuration will be held static and will not be reset.
This reset operation will reset the link status of each port to ‘Link Down.” This
will cause a Link Status Change event to be raised.

» Reset Counters Only:The counters of each port will be reset to 0, but the
function logic and repeater configuration will be held static and will not be
reset.

Group Name

The name assigned to this hub (up to 28 characters) cannot be accessed by SNMP
Manager.

Group Last Change Notify

» Enable: Sends out a trap when a setting in the Repeater Group Control
changes.

 Disable: Does not send out a trap when the setting in the Repeater Group Con-
trol changes.

To change the setting of a given group:

Step 1. Select the group by number.

Step 2. Set new value to Group Admin State.
Step 3. Set reset request to Group Reset field.
Step 4. Type in the name to the Group Name field.
Step 5. Set Group Last Change Notify field.

Step 6. SelectSAVE.
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Repeater Port Control/Status

Selecting this option presents the Repeater Port Control/Status as shown in

Figure 4-18.
1EM 1 HE Ethermet Stackable Huls BI45
Hepenter Port Cantrol®tates Mens
==Group Namber: | n | Fort Mumber: | 1 |
|Forl Sesius:
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& ubn Partilssn: Fartitined Mol Faritionel
Spead; T bepsd D M s Speed
Isokiie Sintus: Isodated Sat Isolabed P A
Interfnce Type: HA=45 TPA0/ME Mbps TP
|Fart L entrel:
Al il Slane: < [ i bl I s B il =
Link Tesl Siake: < i il =
Speed Conidral: <Ambe NegslEleForee 10-THFarce 18-TP
Link Siatus Chamge NMotily; <Enabled/ Trhisalleds-
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Figure 4-18 Repeater Port Control/Status

The Repeater Port Control/Status menu provides information about a hub’s port status.
A hub can be selected with the PREV GROUP and NEXT GROUP commands and its
ports with the PREV PORT and NEXT PORT commands. The selected port state can
be configured.

Group Number
The Ethernet Stackable Hub ID assigned to the hub in the stack (1 to 6).

Port Number
The port number of the hub specified in the Group Number.

Link Status
The current link status of the port.
 Link Down: Link pulses are not detected on this port.
* Link Up: Link pulses are being received on this port.

Note: When port link test function is disabled, the Port Link Status always returns
Link Up for ports.

Polarity Status

The current polarity link status of the port.
* Normal: The receive polarity of the given port is not reversed.
* Reversed:The receive polarity of the given port is reversed and has been auto-
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matically crossed by the repeater.
Auto Partition
The current partition status of the port.
* Not Partitioned: The port is not partitioned
« Partitioned: The port is partitioned
Speed
The current speed of the port (10 Mbps/100 Mbps).
Isolate Status (100 Mbps Port Only)
Indicates whether this 100 Mbps port is currently isolated by the repeater.
* Not Isolated: The port is not isolated.
* Isolated: The port is isolated.

Interface Type
The interface type of the port (10/100 Mbps TP).

Admin State
The current administration state of the port (enable/disable).

Link Test
Enable or disable link testing.

Note: Redundant link pairs must have Link Test enabled.

Speed Control

The port speed. The port will automatically connect to the 10 Mbps or 100 Mbps
segment based on its port speed.

» Auto Negotiate: The speed is detected and the duplex mode is forced to half
duplex.

» Force 10-TP:The port speed is forced to 10 Mbps.
» Force 100-TP:The port speed is forced to 100 Mbps.

Link Status Change Notify
* Enable: The trap is sent.
 Disable: The trap is not sent.

Note: Whenever the Port Link Status is changed, the “hubPortLinkStsChgTrap” will
be raised by the agent.
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Bridge Module Control/Status

Selecting this option presents the Bridge Module Control/Status Menu as shown in
Figure 4-19.

IBM 10/100 Ethernet Stackable Hub 8245
- Bridge Module Control/Status Menu -

Group Number: [ 1]

Bridge Module Status:
Description:
External Port Interface Type: RJ-45TP
External Port Link Status: Link Down
External Port Speed: Half-Duplex-10 Mbps
Hardware Status: Oper-As-Internal-Plus-External-Bridge

Bridge Module Control:
External Function Admin State: < Disable >
Internal Function Admin State: < Disable >
External Port Link Status Change Notify: < Disable >

PREV GROUP NEXT GROUP  SAVE EXIT MAIN MENU HELP|

Figure 4-19 Bridge Module Control/Status Menu

Group Number
The hub ID number assigned to the Ethernet Stackable Hub (1 to 6).

Bridge Module Status
Bridge Description
A description of the characteristics of this bridge module.
» 10/100 Bridge with 10/100-TX Uplink
» 10/100 Bridge with 100 BASE-FX Uplink
Bridge External Port Interface Type
Indicates the interface type of external port for a given bridge module.
* TP port with RJ-45 interface
» Multi-Mode with SC type interface
External Port Link Status
The current link status of the installed module. This value is read only.
 Link Up
* Link Down
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External Port Speed
The module’s external port speed. This value is read only.
» Half Duplex 10 Mbps
 Full Duplex 10 Mbps
 Half Duplex 100 Mbps
* Full Duplex 100 Mbps

Hardware Status
Indicates the operation status of this bridge module.

» Operate as Internal Plus External Bridge:The internal bridge function and
the external bridge function are enabled.

» Operate as External Bridge Only: The internal bridge function of a given
bridge module is disabled via the hardware configuration.

* Not Present: There is no bridge module installed in the given group.

Bridge Module Control
External Function Admin State
» Enable: Enables the external bridge function.

 Disable: Disables external bridge function of a given bridge. Once the external
bridge function is disabled, you must enable it to restore external bridge opera-
tion.

The default value is Disable.

Internal Function Admin State
» Enable: Enables the internal bridge function. The internal hardware DIP
switch must also be enabled for the internal bridge to function.

Note: The internal bridge must be enabled in hardware with the DIP switch
settings before the Admin state can be enabled. See Figure 2-3 and 2-4.

* Disable: Disables the internal bridge function when the internal hardware DIP
switches have been enabled. Once the internal bridge function is disabled, you
must enable it to restore the internal bridge operation.

The default value is Disable.
Notes:

1. These modules are not “hot-swappable.” You must remove power from the
8245 before installing or removing bridge modules.

2. You should enable the internal bridge on only one bridge module if you have
multiple bridge modules installed in the stack. This prevents a network loop
condition.
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External Port Link Status Change Notify

If enabled a trap will be sent to the receiver when link status of the port has
changed.

» Enable: The trap is sent to the trap receivers.
 Disable: No trap is sent.
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External AUl Module Control / Status

Selecting this option presents the External AUl Module Control/Status Menu as
shown in Figure 4-20.

IEN VN TEHF Ethermet Stackalle Hab 5245
- External AU Maodeble Contred®iatus Mlens -

Group Nombers | n |
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PFREY GROLF NEXT GROUF  =AVE EXIT  MAIN MENU HELF

Figure 4-20 External AUI Module Control / Status Menu

The external AUl module is used to connect AUI devices to the 10/100 Ethernet
Stackable Hub. The AUI Module is an external bridge and does not have an internal
10/100 bridge.

Group Number
A 10/100 Ethernet Stackable Hub ID in the stack (1 to 6).

Admin State
You can set this object to enable/disable the AUI port operation.
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Redundant Link Control

4-30

Selecting this option presents the Redundant Link Control Menu as shown in
Figure 4-21.
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Figure 4-21 Redundant Link Control

The Redundant Link Control menu allows configuring up to 18 pairs of redundant
links. A redundant pair consists of any two physically linked ports in the 10/100
Ethernet Stackable Hub stack, where one is the primary link port and the other is the
secondary link port. The primary link is thetivelink between two devices, and the
secondary is a backup and is seingctiveto prevent looping. In the event that the
primary link fails, the secondary link becomes active. The secondary link stays active
even if the primary link recovers. You must manually reset the primary link status to
active in order to re-instate the redundant pair.

You configure a primary link by assigning a specific port on a specific hub to a Link
Pair Index. You assign a secondary link by assigning a specific port on a specific hub
to the same Link Pair Index.
Link Pair Index

The number identifying the redundant link pair (1 to 18).

Primary Link Group
This object identifies the hub ID of primary link for a given redundant link pair.
Primary Link Port
This object identifies the port number of primary link for a given redundant link
pair.
Secondary Link Group
This object identifies the hub ID of secondary link for a given redundant link pair.
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Secondary Link Port
This object identifies the port number of secondary link for a given redundant link
pair.
Active Link
This object indicates the current status for a given redundant link pair.
* Primary: The primary port is currently the active link.
» Secondary:The secondary port is currently the active link.
 Both fail: Both the primary and secondary links have failed.

Link Switch Over Notify

If the link status of active link idownfor more than five seconds, then twaive
link failedis detected and “port switch over” is performed, and a trap is sent to the
trap receivers.

» Enable: A trap is sent to the trap receivers if a switch over occurs.
 Disable: No trap is sent to the trap receivers if a switch over occurs.

Status
You can enable, disable, or suspend the operation of specific redundant link pairs.

» Enable: The redundant link pair is in the normal operation mode.The primary
port is active, and the secondary port is disabled.

* Disable: If you disable the primary port from the port control/status menu, the
status of this link pair is changed to thespend statand indicates that the
active port has been disabled and the redundant link function is temporarily
suspended. If you enable the primary port later on, the status of this redundant
link pair is changed tenabled

If you disable the secondary port, the status of this link pair is changed to the
suspendstate, and both ports are disabled. If you enable the secondary port
later on, the status of this link pair is changed to enabled, and the redundant
link pair is in the normal operation mode.

Notes:

1. Setting the redundant link to disable does not cause the ports to be
switched over.

2. Redundant link pairs must have Link Test enabled.

» Suspend:Indicates that the active ports are disabled and the redundant link
function is temporarily suspended until you set its stagnéble

Note: The Suspend state does not cause the port to be switched over.

* Invalid: Purge the configuration of a redundant link pair from the system data-
base.

» Return-to-primary: Selecting this option and pressing Enter reassigns the pri-
mary link as active link again. A trap is sent to the trap receivers if the status of
the redundant link isnable If the status isuspendhen the link pair is reacti-
vated but no trap is sent.
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Configuring Link Pairs

Step 1. Select a Link Pair (1-18). Use NEXT PAGE to select pairs 10 through 18.
Note: At least one link pair must be entered on the FIRST PAGE in order
to go to the NEXT PAGE.

Step 2. Enter the Primary Link Group (1 to 6).

Step 3. Enter the Primary Link Port (1 to 12/24).

Step 4. Enter the Secondary Link Group (1 to 6).

Note: You can configure and save the Secondary Link Group and the Pri-
mary Link Group as the same hub. However, this will be of no use in the
event of a hub failure.

Step 5. Enter the Secondary Link Port (1 to 12/24).
Step 6. Enable the Link Switch Over Notify (Optional).
Step 7. Enable the Status.

Step 8. SelectSAVE to update the new Linked Pair. Repeat these steps for each Link
Pair.

Editing a Link Pair

You can edit a Link Pair by entering the Link Pair number of an existing Link Pair and
reconfiguring the rest of the columns. Sel8&VE and the Link Pair is updated to the
new settings.

Deleting a Link Pair

You can delete a Link Pair by entering the Link Pair number (of an existing Link Pair)
and setting the Status to Invalid, then se®AYE, the Link Pair is removed.
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Security Intrusion Control/Status

Selecting this option presents the Security Intrusion Control/Status Menu as shown in

Figure 4-22.
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Figure 4-22 Security Intrusion Control/Status Menu

The intrusion control enables you to set up secure ports that allow access by a single
authorized MAC address.

Group Number
The hub ID number that is assigned to the 10/100 Ethernet Stackable Hub (1 to 6).

Port Number
The port number of the hub that is specified in the Group Number (1 to 12/24).
Intrusion Status
» Enable: Enable the security intrusion control for the current port.
 Disable: The security intrusion control of a given port is disabled.

* Invalid: Purge the security intrusion control configuration for the current port
from the system database.
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Intrusion Authentication Address Auto Learn
» Enable: The hub learns the MAC address of the first device that this port
receives data from. After learning the MAC address the auto learn function is
disabled and the recorded MAC address is the authorized MAC address. This
address is displayed in the Intrusion Authentication MAC address field.

* Disabled: Auto learn operation is disabled.

Intrusion Authentication MAC Address
The MAC address of a device that is allowed to connect with this particular port.

Intrusion Action
The action that is performed when the hub detects an intrusion of an unauthorized

MAC address.

* No Action: No action will be taken.

» Send Trap: A trap is sent to the trap receivers.

* Partition Port: The port is partitioned.

» Send-Trap-and-Partition Port: The port is partitioned and a trap is sent to the
trap receivers.

Intrusion Violation

» Detected: The MAC address that caused the intrusion is written to the Intru-
sion Violated MAC Address field.

* No-Detected:No intrusion has been detected.

Intrusion Violated MAC Address
Displays the MAC address of the last unauthorized device to send to this port.

Notes:
1. If another hub or unrouted switch is attached to a port with Security Intrusion
enabled, then only one of possibly many MAC addresses will be allowed to

pass data.
2. When using the up arrow key to go from Port Number to Group Number, any
data previously changed prior to saving will be reset to it's previous state.
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Network Monitor

Selecting this option presents the Network Monitor Menu as shown in Figure 4-23.
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Figure 4-23 Network Monitor Menu

This menu lets you monitor the network traffic and analyze the network utilization.

Repeater Statistics Information

Hub statistics such as Tx collisions, total frames and total errors and total octets
for both 10 Mbps segments and 100 Mbps segments.

Repeater Group Statistics Information
Displays the statistic counters for each hub.

Repeater Port Statistics Information
Displays the statistic counters for each port.

Address Tracking Information

Provides a way for a network management application to passively gather
information about which network addresses are connected to which ports of a
hub.

Address Search Information

Active address tracking capability is used to watch for a given MAC address and
report which port it was seen on.

Broadcast Storm Protection
Monitor the broadcast counters of each hub port to detect if the broadcast
storming exists in the network.

Broadcast Storm Detected
Each hub port or optional module port which causes the broadcast storm is
displayed.
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Repeater Statistics Information

Selecting this option presents the Repeater Statistics Information Menu as shown in

Figure 4-24.
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Figure 4-24 Repeater Statistics Information Menu

Display Mode

Displays counters for the 10 Mbps and 100 Mbps segment for all hubs in the
stack.

» Absolute Mode: SelectAbsolute Display Modeand pres&nter. Each
counter will represent the value collected since system start. The user cannot
clear absolute counters.

* Relative Mode: SelectRelative Display Modeand pres&nter key. Each
counter will be cleared to 0, and then represents the value collected since the
relative mode was selected. You can reset the relative counters to 0 by chang-
ing to Absolute Mode then change back to Relative Mode.

Total Tx Collisions

The number of transmission collisions that have occurred in this stack.
Total Frames

The number of frames received in this stack.
Total Errors

Total errors received by the stack including FCS errors, Align errors, Frame Too
Long, Short Events, Late Events, Very Long Events and Rate Mismatches.

Total Octets

The number of octets contained in the valid frames that have been received by this
stack.
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Repeater Group Statistics Information

Selecting this option presents the Repeater Group Statistics Information Menu as
shown in Figure 4-25.
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Figure 4-25 Repeater Group Statistics Information Menu (Absolute)

Repeater Group Statistics Information Menu displays statistics information counters

for the current port of the current hub. Counters are display&dsaluteor Relative

values by toggling the display mode. Absolute values represent the value collected
since system start. You cannot clear absolute counters. Relative counters represent the
values collected since the relative mode was selected. You can reset the relative
counters to zero by changing to Absolute Mode then changing back to Relative Mode.

Group Number

The ID number of an 10/100 Ethernet Stackable Hub in the stack (1 to 6).
Display Mode

Display counters in Absolute or Relative values. Relative counters represent the

values collected since the relative mode was selected. Absolute values represent
the value collected since system start.

Total Frames 0 to 321 (4294967295 decimal)

The number of frames of valid frame length that have been received on the ports
of this hub and not including FCS Error and Collision Event.

Total Octets 0 to 321 (10M segment) / 0 to #-1 (100M segment)
The total number of octets contained in the valid frames that have been received
on the ports of this hub.

Total Errors 0 to 2321

Total errors received by the port including FCS errors, Align errors, Frame Too
Long, Short Events, Late Events, Very Long Events and Rate Mismatch.
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Repeater Port Statistics Information

Selecting this option presents the Repeater Port Statistics Information Menu as shown

in Figure 4-26.
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Figure 4-26 Repeater Port Statistics Information Menu

The Repeater Port Statistics Information Menu displays counter information for the
current port of the current hub. A hub can be selected with the PREV GROUP and
NEXT GROUP commands and its ports with the PREV PORT and NEXT PORT
commands.

Display Mode
Display counters in Absolute or Relative values. Relative counters represent the
values collected since the relative mode was selected. Absolute values represent
the value collected since system start.

Group Number
The ID number of an 10/100 Ethernet Stackable Hub in the stack (1 to 6).

Port Number
Port number of selected group (1 to 12/24).

Readable Frames
Total readable frames received by the port.

Broadcast Packets
The total number of good packets received which were directed to a broadcast
address. Note that this does not include multicast packets.

Multicast Packets

The total number of good packets received which were directed to a multicast
address. Note that this number does not include packets directed to the broadcast
address.
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FCS Errors

The total number of packets received by the port that had bad Frame Check
Sequence.

Alignment Errors

Total Alignment Errors frames within the proper size (64 to 1518 octets) received
by the port.

Frame Too Long

Total frames received by the port that were longer than 1518 octets (excluding
framing bits, but including FCS octets).

Short Events

Total frames received by the port that were shorter than 64 octets or activity
duration was shorter than the event, ShortEventMaxTime. (74 to 82 bit times)

Runts

The total number of packets received that were less than 64 octets due to
collisions or activity duration was greater than the ShortEventMaxTime event and
less than the ValidPacketMinTime event.

Collisions
Total collisions.

Late Events

Total events received by the port where the activity duration is greater than the
LateEventThreshold.

Very Long Events

Total events received by the port where the activity duration is greater than the
MAU Jabber Lockup Protection timer TW3.

Data Rate Mismatches

Total frames received by the port with no collisions and the activity duration was
greater than the ValidPacketMinTime event and also frequency (data rate) is
detectably mismatched from the local frames mismatch frequency.

Auto Partitions
Total number of times the port was auto-partitioned.

Isolates (100M only)
Total isolates for 100M transmissions. This counter is incremented by one each
time that a port automatically isolates as a consequence of false carrier events.
The conditions which cause a port to automatically isolate are defined by the
transition from the False Carrier state to the Link Unstable state. The port will
automatically recover.
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Symbol Errors (100M only)

Total symbol errors for 100 Mbps transmissions. This counter is incremented by
one for each valid length packet received at the port with at least one occurrence
of an invalid data symbol. This can increment only once per valid carrier event.

The approximate minimum time for rollover of this counter is 7.4 hours at
100Mb/s.

Total Errors

Total errors received by the port including FCS errors, Align errors, Frame Too
Long, Short Events, Late Events, Very Long Events and Rate Mismatch.
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Address Tracking Information

Selecting this option presents the Address Tracking Information Menu as shown in

Figure 4-27.
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Figure 4-27 Address Tracking Information

The 10/100 Ethernet Stackable Hub provides per port based node (MAC address
based) tracking capability. The node tracking function records the source MAC of
each data packet and provide the filters for data analysis.

Source Address Changes

This counter is incremented by one for each time that the Last Source Address for
this port has changed. This may indicate whether a link is connected to a single
device or another multi-user segment. The approximate minimum time for roll-
over of this counter is 81 hours.

Last Source Address
Indicates the Source MAC Address of the last readable frame received by this

port. If this port has received no frames since the hub began monitoring the port
activity, a null string will be displayed.

Source MAC Address Tracking List

A list of source MAC addresses that were recently received on this port. The first
Source MAC Address (00-04-AC-1C-80-23 for example) in the tracking list
contains the value that is given by the Last Source Address for this port. This list
can contain 15 entries. The list does not age out, the first entries are deleted to
accommodate new entries when the list is full.
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Address Search Information

4-42

Selecting this option presents the Address Search Information Menu as shown in
Figure 4-28.
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Figure 4-28 Address Search Information Menu

The 10/100 Ethernet Stackable Hub provides per segment based source (MAC
address) matching capability. The active address tracking capability is used to watch
for a given MAC address and report which port it was seen on. This capability can be
also used to collect the necessary information for mapping the topology of a network.
Up to 8 MAC addresses can be seardieuiltaneously

Address Search Index

Identifies the index of the source address to be searched in the system for which
this entry contains information (1-8).

Address Search Lock
Used by a management station as an advisory lock for a search entry. The search
lock increments by 1, if the address is available. The number will be incremented
to the maximum value of*2-1 and then roll over to zero.

Address Search Status
* In Use: A management station has obtained ownership.
* Not in Use: No other management station has obtained ownership.

A management station first retrieves the values of the appropriate instances of the
Address Search Lock and Address Search Status objects, periodically repeating
the retrieval if necessary, until the value of Address Search Status is “Not In Use.”
The management station then tries to set the Address Searcildse& If the

set operation succeeds, then the management station has obtained ownership of
the entry, and the value of Address Search Lock is incremented to 1. Failure of the
set operation indicates that some other manager has obtained ownership of the
entry.
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Address Searched
Specify MAC address for search

Address Search State
The current state of the MAC address search on this hub.
* Single: The hub detects the address on one port only.
* Multiple: The hub detects the address on more than one port.
* None: The hub does not detect the address of any port.
The state is initially set to none.

Address Search Group
The Hub ID number received, whose source address corresponds to the address
searched (1 to 6).

Address Search Port
The port number received, whose source address corresponds to the address
searched (1 to 12/24).

Address Search Owner
The entity which currently hasvnershipof this search entry
The owner for a given address search entry could be one of the following:

« CONSOLE: If the entry is locked by the Local Console/Remote Telnet, the
owner is CONSOLE.

» WEB: If the entry is locked by the Web-based manager, the owner is WEB.

» hubrptrAddrSearchOwner: If the entry is locked by the SNMP manager, the
owner will be given by the SNMP manager by setting the MIB object
hubrptrAddrSearchOwner.

Chapter 4. Using the Management Interface4-43



Broadcast Storm Protection

4-44

Selecting this option presents the Broadcast Storm Protection Menu as shown in
Figure 4-29.
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Figure 4-29 Broadcast Storm Protection Menu

The 10/100 Ethernet Stackable Hub periodically monitors the broadcast counters of
each hub port to detect a broadcast storm condition. The hub port that causes the
broadcast storm can be automatically partitioned, or a trap can be sent to the trap
receivers or both. The 10/100 Ethernet Stackable Hub continually monitors those ports
that have been partitioned to check if the broadcast storm condition still exists. The
port will be permanently partitioned if the broadcast storm does not subside within 2
minutes.

You can configure the broadcast threshold value for each port, each segment, and each
optional module. The Segment Rate Threshold, Port Rate Threshold, and Optional
Module Rate Threshold determines whether the broadcast storm exists or not.

Segment ID

The Segment ID specifies the segment where the broadcast storm protection
function is applied (10 Mbps/100 Mbps segment).

Segment Broadcast Packet Rate Threshold
The number of broadcast packets received on a given segment per second. The
range is 0 to 14 880 packets per second.

Optional Module Broadcast Packet Rate Threshold

The number of broadcast packets received on each uplink of a given optional
module per second. The range is 0 to 14 880 packets per second.

Port Broadcast Packet Rate Threshold

The number of broadcast packets received on a given port per second. The range
is 0 to 14 880 packets per second.

10/100 Ethernet Stackable Hub



Broadcast Alarm Action
Once broadcast storm is detected on a given port, segment, or optional module,
the proper action shall be performed based on the value specified by its Broadcast
Alarm Action.

« Partition Port: The port will be disabled. Once a port is partitioned due to
broadcast storm, the Broadcast Storm protection function will continue to
monitor the port. The port is disabled for 15 seconds and re-enabled for five
seconds. This process is repeated for two minutes. If the broadcast storm still
exists after two minutes, the port is disabled and will no longer be monitored
for the broadcast storm.

Note: Itis up to the user to enable the port once the source of the broadcast
storm has been handled. The user must re-enable a port that has been disabled
for a broadcast storm that lasts more than two minutes. The user should resolve
the broadcast storm before re-enabling the port.

» Send-Trap-and-Partition-Port: The port will be disabled and a trap will be
sent.

» Send-Trap: A trap is sent.

» No-Action: No action will be taken.

Broadcast Alarm Status
» Enable: Enable the broadcast monitoring and protection function on this seg-

ment

« Disable: Disable the broadcast monitoring and protection function on this seg-
ment

* Invalid: Purge the broadcast monitoring and protection setting for this seg-
ment

Formula for calculating Broadcast packet rate
Broadcast packet rate = Broadcast packet received
Seconds

Configuring Broadcast Storm Protection

To detect the broadcast storm of the 10/100 Ethernet Stackable Hub, the users
have to configure the following parameters from the Broadcast Storm Protection
Menu:

1. Selectl00 Mbps Segmenfrom Segment IDfield.

2. ConfigureSegment Broadcast Packet Rate Threshald

3. ConfigureOptional Module Broadcast Packet Rate Threshold
Note: The “Optional Module Broadcast Packet Rate Threshold” of
100 Mbps segment is used for both 10 Mbps and 100 Mbps Broadcast Storm
Detection.

4. ConfigureBroadcast Alarm Action.

5. Enable the broadcast storm protection function.
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To detect the broadcast storm of AUl module, the users have to configure the
following parameters from the Broadcast Storm Protection Menu:

1. Selectl0 Mbps Segmenfrom Segment IDfield.
2. ConfigureSegment Broadcast Packet Rate Threshald
3. ConfigureOptional Module Broadcast Packet Rate Threshold
Note: TheOptional Module Broadcast Packet Rate Thresholaf
10 Mbps segment is used for AUl module broadcast storm detection.
4. ConfigureBroadcast Alarm Action.
5. Enable the broadcast storm protection function.
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Broadcast Storm Detected

Selecting this option presents the Broadcast Storm Detected Menu as shown in

Figure 4-30.
IEAT 11 Eihermer Stackable Huulb 5245
= Broadenst Storm Detected Menn -
Broadenst Séorm detecied on Groap | Por 5

FREVPAGE NENTPAGE  EXIT  Mals MENL HELFP

Figure 4-30 Broadcast Storm Detected Menu

Each broadcast storm is detected, the hub and port number is listed in this menu. If
there has been no storms detected, this menu is empty. A maximum of 32 broadcast
storms will be displayed, 16 per page. The list is updated on a first-in, first-out basis
when the maximum of 32 are reached.
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User Authentication

Selecting this option presents the User Authentication Menu as shown in Figure 4-31.
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Figure 4-31 User Authentication Menu

This menu lets you define up to six different users. The passwords are the same for
both the management session and the web. You can also change the password for the
control panel.

Note: User Names and Passwords are not case sensitive. To define a user, perform the
following steps:

Select an Index number and présger.

Enter a user name of up to 12 characters.

Enter a password of up to 6 alphanumeric characters.

SpecifyRead Only or Read/Write privilege, and pressnter.

SelectADD.

SelectEXIT.

Note: The control panel password can be only four digits (0-9).

2L L

The 10/100 Ethernet Stackable Hub comes with three default user names.

e Admin requires no password.
» Guesthas a password of “guest”.
» Control Panel has a password of “0000".
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System Utility

Selecting this option presents the System Utility Menu as shown in Figure 4-32.
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Figure 4-32 System Utility Menu

The System Utility Menu lets you download microcode, restart the Hub, reset the Hub
to the factory default, set the login time-outs, configure the upload settings and request
an upload.

System Download
Configure type of download.

System Restart
Restart the Hub.

Factory Reset
Reset to factory configuration.

Login Timeout Interval
Set the amount of time before a Telnet automatically logs out, when requesting an
upload.

Configuration Upload Setting
Set the IP Address of the server and the file name to be uploaded.

Configuration Upload Request/Status
Submit a request for a configuration file upload.
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System Download

Selecting this option presents the System Download Menu as shown in Figure 4-33.
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Figure 4-33 System Download Menu

This menu lets you perform a BootP request and a TFTP code download. To request an
IP address, subnet mask, and a default gateway address from your BootP server,
perform the following steps:

Step 1. Select BootP REQUEST

Note: Not all DHCP servers support basic BootP services. If you experi-
ence a problem check your DHCP server manual.

Step 2. Perform a cold restart on the system. For information on restarting your
system, see “System Utility” on page 4-49.

You should perform a code download only to update existing software or if existing
code has become corrupted. Before performing a system download, make
sure that you know the IP address of your TFTP server and the location of the files on
the server.
Note: Use the following naming convention:

* BOOT ROM Code download: 8245Vxxx.BT

» Web Pages Database Information Download8245Vxxx.WEB

» System Software Download8245Vxxx.RT

Where, xxx is the version number.
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To download TFTP code, perform the following:
Step 1. Enter the IP address of the TFTP server.
Step 2. Select the downloads that you want to perform.

Step 3. Enter the path and file name for each of the downloads you have selected (for
example, C:\microcode\8245V101.BT).

Step 4. Save the configuration.

Step 5. Restart the system using a cold start.
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System Restart

Selecting this option presents the System Restart Menu as shown in Figure 4-34.
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Figure 4-34 System Restart

The System Restart Menu lets you perforoola or warmrestart.

You can restart the system at any time without losing configuration settings, except in
the case of a download. When you select EXECUTE and thenEmess a warning
message informs the user that system restart will be performed right now.

Warm
A warm restart restarts the hub at the runtime code. For most cases, a warm restart
is sufficient, except in the case of a BootP request or code download.

Cold
A cold restart restarts the hub at the BOOT ROM level and is the same as
unplugging and re-plugging power to the hub. A cold restart is needed when the
user performs a BootP request or code download.
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Factory Reset

Selecting this option presents the Factory Reset Menu as shown in Figure 4-35.
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Figure 4-35 Factory Reset Menu

The Factory Reset Menu lets you return all Hub settings to the original default
settings.

When you issue a factory reset, all of your custom settings are overwritten.
To perform the factory reset, do the following steps:

Step 1. Select how the network configuration will be processed during a factory
reset:
* Not Reset:Current network configuration is saved.

* Reset from BootP:Request a new network configuration from BootP
server.

* Reset to Factory Default:Current network configuration is reset to fac-
tory defaults.

Step 2. Select how the user authentication configuration will be processed during a
factory reset:

* Not Reset:Current user authentication configuration is saved.

* Reset to Factory Default:Current user authentication configuration
returns to factory defaults.

Step 3. SelectEXECUTE and presg&nter.

WhenEXECUTE andEnter are selected, a warning message informs the user that
system configuration data will be reset right now.
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Login Timeout Interval

Selecting this option presents the Login Timeout Interval Menu as shown in
Figure 4-36.
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Figure 4-36 Login Timeout Interval Menu

This menu lets you select the time after which an established Telnet session is
automatically logged out if inactive. The range is zero to 60 minutes. The default is
five minutes. If you specify zero, the session remains logged in regardless of how long

it is inactive.
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Configuration Upload Setting

Selecting this option presents the Configuration Upload Setting Menu as shown in
Figure 4-37.
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Figure 4-37 Configuration Upload Setting Menu

The 10/100 Ethernet Stackable Hub provides the capability to upload the hub
configuration data to the remote server in binary format. You can upload your
configuration files and save as a backup in case you need to restore your system
settings.

Enter the TFTP Server IP Address and the chosen file name (for example:
filename.CFG) and the path where the files will be uploaded to on the server. Select
SAVE to save your configuration settings, and then request the upload using the
Configuration Upload Request Menu. See “Configuration Upload Request” on
page 4-56.
TFTP Server IP Address

The IP address of the server that the configuration files are to be stored.

Configuration File Name
The name of the configuration file and the full path of saving location on server.
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Configuration Upload Request

4-56

Selecting this option presents the Configuration Upload Request Menu as shown in
Figure 4-38.

IBM 10/100 Ethernet Stackable Hub 8245
- Configuration File Upload Request/Status Menu -

New Upload Request
TFTP Server IP Address:210.68.0.21
Configuration Filename: LL_Hub1.cfg

Current Status

TFTP Server IP Address:210.68.0.21

Configuration FileName:LANIord.cfg

Current State:

Time Elapsed:20 Seconds

Upload Status:No-Error/No-Such-File
/Access-Violation/Disk Full
/Timeout/Other Error

%
SUBMIT  ABORT EXIT MAIN MENU HELP

Figure 4-38 Configuration Upload Menu

This menu displays information only. See Figure 4-38 as an example. To edit
configuration upload settings, see “Configuration Upload Setting” on page 4-55.

Select SUBMIT to make the Upload Request.

TFTP Server IP Address
The IP address of the server that the configuration files will be uploaded to.

Configuration File Name
The name of the configuration file and the full path.

Current State
When the configuration file download is complatempletedis displayed.

Time Elapsed
The time elapsed since starting the upload request.
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Upload Status
The status of the data transfer with regard to errors.

* No Error: The upload was successfully stored in the specified configuration
file.

* No-Such-File: The path specified in the Configuration Filename field, can not
be found on the TFTP Server.

» Access Violation:The file specified Configuration Filename field is Write
Protected.

* Disk Full: The disk specified Configuration Filename field, is full.

» Timeout: The TFTP upload timeouts has expired, 20 seconds. A progress bar
is displayed in the menu showing the progress.

» Other Error: Other errors that are defined by the system.

Once you have uploaded your configuration files you can download them if necessary.
See “System Download” on page 4-50 for information about downloading
configuration files.
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Chapter 5. Using Web Management

You can use your web browser to configure the 10/100 Ethernet Stackable Hub. Enter
the hub’s IP address or host name in your web browser's address field. You are
prompted for a user name and password.

The 10/100 Ethernet Stackable Hub comes with two default user names. One default is
“ADMIN” and requires no password. The other default is “GUEST” and has a
password of “GUEST”. (User names and passwords are not case sensitive.)

http://192, 168.0. 1007 S

Figure 5-1 Login Menu
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Home Page

After logging in the IBM 10/100 Ethernet Stackable Hub home page is presented as
shown in Figure 5-2. This menu also contains a link to the IBM home page
(www.ibm.com).
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Figure 5-2 Home page

The Home Page presents the following menus:
System Information

The System Information Menu provides information related to the version of
the system software installed on the 10/100 Ethernet Stackable Hub.

Management Setup

Allows you to setup the management functions of the 10/100 Ethernet
Stackable Hub.

Device Control

Allows you to configure the hubs and their ports.
Network Monitor

Allows you to configure network monitoring.
RMON

Allows you to configure remote monitoring.
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System Utility
Allows you to use and configure the system utilities.
Help

Presents help guide for Microsoft Internet Explorer users and shows how to
enable the trap window.
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Trap Frame Window

The Trap Frame window is displayed when the web browser connects to the 10/100
Ethernet Stackable Hub as shown in Figure 5-3.

B3 Trap Frame - [192.168.0.103] =] E3 I

Display Buffer

¥ .

rfsm| Java Applet Window

Figure 5-3 Trap Frame Window

This window receives all traps from the hub except for cold start, Hello, and RMON
traps. The maximum number of traps displayed depends on system resources and
capacity.

Table 5-1 Trap Frame Information

Display Lets you manage how you want to display traps:
» Pause:Stops displaying any new traps.
» Continue: Resumes displaying new traps.

» Clear: Clears the traps displayed on the Trap Frame win-
dow.

Buffer Lets you control the traps in the buffer:

» Delete:Deletes all the traps in the buffer.

* Dump: Dumps all the traps in the buffer to the Trap Frame
window.
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Hub Graphic

A graphic picture of the 10/100 Ethernet Stackable Hub displayed in the top section of
each of the web pages is a Java applet that allows you to view the 10/100 Ethernet
Stackable Hub.

Hub Icon

Figure 5-4 Hub Graphic

Note: The Java Applet for the management unit is displayed as a manageable unit.
Hub Icon
Selecting a hub icon will display a graphical picture of that hub and show it's
current status.
» Green: A manageable hub.
* Blue: A managed hub.
» Gray: A hub is disconnected or is unavailable.

7-Segment Display
A range of 1 to 6 indicates the hub id of connected hub
LED Status

* Link/Rx LEDs:

Off: Link down
Green: Link up
Green and blinking: Packet receiving

* 100 Mbps LEDs:
Off: 10 Mbps speed
Green: 100 Mbps speed

« Collision LEDs:
Amber: Collision detected
Off: No collision

» Utilization Indicators:
* 5 LED levels show the utilization of 10 Mbps and 100 Mbps segments.

Note: Five 10 Mbps segment utilization LEDs (green, green, green, green,
amber). Five 100 Mbps segment utilization LEDs (green, green,
green, green, amber).
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* TP Port Connector:
White (inside inner frame): Link up
Amber (inner frame): auto partitioned
White (frame): admin disabled

If you click with the right mouse button on any port, a menu is presented. You can use
your left mouse button to make the following port selections:

Table 5-2 Port Information

Statistic Displays the Repeater Port Statistic Information Menu for the
selected port (see Figure 5-22 on page 5-41)
Control Lets you enable or disable ports:

 ADMIN Enable: enables the selected port
» ADMIN Disable: disables the selected port

The status of the individual ports is shown in the hub picture. Figure 5-5 shows how
port status is graphically displayed for each port.

i Amber = Auto Partitioned
Black = Not Partitioned
. - Link Up
1 - Gray = Enabled

| White = Disabled

Figure 5-5 Hub Port Status Legend

If you click with the right mouse button on the unit itself, a menu is presented. You can
use your left mouse button to make the following unit selections:

Table 5-3 Unit Information

INFO Displays the Repeater Group Control/Status menu for the unit

STATISTIC Display the Repeater Statistics Information Menu

TRAP Opens a trap window for the specified hub if trap window does
not exist
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System Information

Selecting this option presents the System Information menu as shown in Figure 5-6.
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Figure 5-6 System Information

The System Information Panel provides information related to the version of the
system software installed on the 10/100 Ethernet Stackable Hub.

You can specify up to 48 alphanumeric characters for each of these: System Contact,
System Name, and System Location to provide useful information to all users
concerning the 10/100 Ethernet Stackable Hub. The information on this menu should
be kept current so that persons requiring assistance know whom to contact.

Notes:

1. You must selecBAVE to save any changes you have made.
2. The MIBs supported field is for information only.

System Description

A textual description of the entity. This also includes the name and version
identification of the system’s hardware type, software operating system, and
networking software.

Chapter 5. Using Web Management 5-7



System Object ID

The vendor’s authoritative identification of the network management
subsystem is contained in the 10/100 Ethernet Stackable Hub. This value is
allocated within the SMI enterprises’ subtree (1.3.6.1.4.1) and provides an easy
and unambiguous means for determining what kind of device is being
managed.

System Manager

The management capability that this system supports (SNMP and WEB).
System Up Time

The time since the network management portion of the system was last
restarted or powered on.
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Management Setup

Selecting this option presents the following options:
Network Configuration

Set IP address, Subnet Mask, and Default Gateway address
Serial Port Configuration

Configure serial port for communications.
SNMP Community

Configure community names and access.
Trap Receiver

Set up community trap addresses.
Trap Filter

Setup trap filters.

Network Configuration

Selecting the Network Configuration Menu allows you to select the Ethernet
configuration menu shown in Figure 5-7 and the SLIP configuration menu shown in
Figure 5-8.

Note: The 10/100 Ethernet Stackable Hub must be restarted for the changes to take
effect. For information on restarting the 10/100 Ethernet Stackable Hub, see “System
Utility” on page 5-70.
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Ethernet Menu

5-10

An Ethernet connection allows you to monitor and configure the hub with a local
console via Telnet session, a Web browser, or SNMP management. You need to
configure the ID Address, and Subnet Mask to work with your LAN settings before
you can make an Ethernet connection.
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Figure 5-7 Network Configuration-Ethernet Menu

IP Address
The dotted decimal IP Address assigned to the 10/100 Ethernet Stackable Hub.
Subnet Mask

The dotted decimal Subnet Mask assigned to the 10/100 Ethernet Stackable
Hub.

Default Gateway

The dotted decimal IP address of the default router assigned to the 10/100
Ethernet Stackable Hub.

Current Configuration

The IP configuration that is currently running on the 10/100 Ethernet Stackable
Hub.

New Configuration

The IP configuration that will become the new current configuration when the
hub is restarted.
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The 10/100 Ethernet Stackable Hub must be restarted before the IP address,
subnet mask, and default gateway can take effect. To ensure the new
information is correct, a “ping” should be done from another device connected
to the 10/100 Ethernet Stackable Hub.

Note: The hub does not respond to ping packages that are greater than 1484
bytes.
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SLIP Menu

5-12

SLIP connections enable monitoring and configuring of the 10/100 Ethernet Stackable
Hub remotely with a modem.
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Figure 5-8 Network Configuration-SLIP Menu

The baud rate, character types, and stop bits are read only and are not configurable on
this menu.

Current Configuration

The SLIP configuration that is currently running on the 10/100 Ethernet
Stackable Hub.

New Configuration

The SLIP configuration that will become the new current configuration when
the hub is restarted.

IP Address

The dotted decimal address assigned to the SLIP interface of the 10/100
Ethernet Stackable Hub.

Subnet Mask

The dotted decimal Subnet Mask assigned to the SLIP interface of the 10/100
Ethernet Stackable Hub.
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Serial Port Configuration

The Serial Port Configuration Menu allows you to view Console and configure SLIP
connections.

Console

Selecting this option presents the Serial Port Configuration-Console Menu as shown in
Figure 5-9. The console is used to view the configurations required to make a VT100
terminal emulator connection to the 10/100 Ethernet Stackable Hub.
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Figure 5-9 Serial Port Configuration -Console Menu

Note: The information in this menu is read only and these are the settings required
when making a console connection to the 10/100 Ethernet Stackable Hub.
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Out-Of-Band

Selecting this option presents the Serial Port Configuration-Out of Band Menu as
shown in Figure 5-10. Out-of-band enables setting up serial port configurations for
making a connection to the 10/100 Ethernet Stackable Hub management port using a

modem.
]
=t
8 Bsss Pags -
i et il Serial Port Configuration-Out Of Band Menu
O Mlasngssia e S Frag
¥ farwesd
m Cwreni ©anfiparstion
Crafpu e
il O B sl BEOE k] ] 1

BLT G 3

oy Fneer
Y Seep Filiar Mo | n Bgeraiian
& Demvier Laniind
o o e [ Rote ] e e | Py | soap |
SRR [ rT— B KO i
& Syritewn Uiy
@ ey

B | Ceel |
The mew confguraion Wil nod take efTect untll (e systein B rescaried,

Figure 5-10 Serial Port Configuration-Out Of Band Menu

Current Configuration
The current out-of-band (OOB) configuration.
New Configuration

The new OOB configuration that will be updated aB&VE has been
selected. You must restart the hub before these settings take effect.

Baud Rate

You can set the baud rate to any of the following: 2400, 4800, 9600, or 19200.
The default is 9600.

Character Size

8 bits character size .
Parity

No Parity.
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Stop Bits
1 stop bit.

When SLIP is enabled, the EIA 232 port can be used for SLIP only. The EIA 232 port
cannot be used to gain access to a management session via VT100 terminal emulation.
See on page 4-13.
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SNMP Community Setup
Selecting this option presents the SNMP Community Setup Menu as shown in

Figure 5-11.
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Figure 5-11 SNMP Community Setup Menu

The SNMP Community Setup Menu enables configuring up to 6 community
names.You can add or edit SNMP community names, set the access right and status.
Community nameare case sensitiv@rivate and private are considered different.

To add a community name:
Step 1. SelectManagement Setupfrom the Main Menu.

Step 2. SelectSNMP Community Setup The SNMP Community Setup Menu is
loaded.

Step 3. Enter aCommunity Name. Entering an existing name will overwrite the
existing name when saved.

Step 4. Set theAccess Right
Step 5. Set theStatus.
Step 6. SelectAdd to add the new community name. Sele&VE to update.

Step 7. Repeat steps 3 to 6 for each additional name.
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SNMP Community Name
It consists of a text string up to 16 characters.

A valid community name that exists in the SNMP Community. “public” and
“private” are already entered allowing you to use the SNMP community
without any configuration settings. These two community names can be edited
or renamed as well as any new community names added.

Access Right
You can configure the Access Right to “Read Only” or “Read and Write”.

Status
The status of community names (Enable or Disable)
» Enable: To enable a SNMP community.
* Disable: To disable a SNMP community.
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Trap Receiver Setup

5-18

Selecting this option presents the Trap Receiver Setup Menu as shown in Figure 5-12.
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Figure 5-12 Trap Receiver Setup Menu

Traps are sent across a network to an SNMP Network Manager.These messages alert
the manager to changes in the 10/100 10/100 Ethernet Stackable Hub. You can setup
up to 6 trap receivers to receive traps when network events occur.

To setup trap receivers:
Step 1. Enter anindex, Community Name, IP Address,and seStatus
Step 2. SelectSAVE.
Step 3. Repeat steps 1 and 2 for each new trap receiver.
Index
A number to identify a trap receiver (1 to 6).
Community Name

The SNMP community string of the remote network manager (maximum 16
characters).
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IP Address

The IP Address of the remote network manager station to which traps should
be sent.

Status

Active or Inactive. When set to active the trap receiver will receive traps when
a trap event is raised.
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Trap Filter

Selecting this option presents the Trap Filter Menu as shown in Figure 5-13.
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Figure 5-13 Trap Filter Menu

The trap filter menu allows you enable/disable trap filters. Enabled trap filters send
traps to the trap receivers when the associated events occur. These traps are defined by

RFC1215 and RFC156.
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Device Control

The Device Control Menu presents the following menus:

Repeater Group Control/Status
Configure hubs.

Repeater Port Control/Status
Configure ports.

Bridge Module Control/Status
Configure bridge module.

External AUl Module Control/Status

Configure external AUl module.

Redundant Links Control
Configure redundant links.
Security Intrusion Control/Status

Configure security intrusion.
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Repeater Group Control/Status

Selecting this option presents the Repeater Group Control/Status Menu as shown in
Figure 5-14.
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Figure 5-14 Repeater Group Control/Status Menu

You can view the status and configure each hub in the 10/100 10/100 Ethernet
Stackable Hub stack or reset to the default setting.

To configure a hub in the 10/100 Ethernet Stackable Hub stack:

Step 1. Select an 10/100 Ethernet Stackable Hub number from the Group Number
(Hub ID) pull down menu (1 to 6).

Step 2. SelectSubmit, to load the hub’s configuration settings.
Step 3. Edit the current configurations.
Step 4. SelectSAVE, to update the new configuration.
Port Capacity
The number of ports that the selected hub has available (12/24).
Repeater Type
The type of hub that is selected. 10/100ps Class-II .
Group Role
The role of the selected hub (Managed or Manageable).
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HW Revision
The hub base board hardware version.
Group Serial Number
Selected hub’s serial number.
Group Last Change
The following will cause a group last change event:
* When a hub is connected to or removed from the stack.
* Hub restarted.
* When a device or module is added to the system.
* A change in the value of hub Operational Status.

* Ports were added or removed as members of the hub (such as group admin
enabled or disabled).

» Any of the counters associated with this hub reset.
Group Partitioned Ports

The total number of ports in the hub group that has been auto partitioned by the
hub due to broadcast storm or excessive collisions.

Group Operation
The current status of this group:
* Operational: the hub is connected to the stack and is functioning.
* Not present:the hub is not present on the stack.

Group Admin State

Enable or disable the specific group segment. The default value is Enable Both
10 Mbps and 100 Mbps Admin Only.

* No Change:None of these will be modified.

* Enabled 10:Only the 10 Mbps segment of a given group is connected to the
back plane of stack. The 100 Mbps segment of a given group is isolated from
stack.

» Enabled 100:0nly the 100 Mbps segment of a given group is connected to
the back plane of stack. The 10 Mbps segment of a given group is isolated
from stack.

» Enabled All: Both 10 Mbps and 100 Mbps segments of a given group are
connected to the back plane of stack. This is the default.

* Disabled All: Both 10 Mbps and 100 Mbps segments of a given group are
isolated from stack.
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Group Reset

All, some or none of the group’s function can be changed by selecting one of
these options:

Note: The selected option takes effect aB&VE is selected.
* No Change:None of these are modified.

* Reset All: The function logic, counters, and hub configuration of group will
be reset. This is identical to a cold start.

* Function Only: The function logic of group will be reset. The counters and
hub configuration will be held static and will not be reset. This reset opera-
tion will reset the link status of each port to ‘Link Down’ that can cause a
Link Status Change event to be raised.

» Counters Only: The counters of each port will be reset to 0, but the function
logic and hub configuration will be held static and will not be reset.

Group Name

The name assigned to this hub, up to 28 characters (cannot be accessed by
SNMP Manager).

Group Last Change Notify

» Enabled: Send out a trap when the value of ‘Group Last Change’ is changed.

* Disabled: The default. No trap is sent when the Group Last Change Notify is
changed.
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Repeater Port Control/Status

Selecting this option presents the Repeater Port Control/Status menu as shown in
Figure 5-15.
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Figure 5-15 Repeater Port Control/Status Menu

You can select a group (hub) from the group number pull down menu, then select
SUBMIT.

To configure a port on an 10/100 Ethernet Stackable Hub in the stack:
Step 1.
Step 2.
Step 3.
Step 4.
Step 5.
Group Number

An 10/100 Ethernet Stackable Hub ID in the stack (1 to 6).
Port Number

Select a port from the Port Number pull down menu (1 to 12/24).
SelectSubmit, to load the ports current configuration settings.
Configure the port.

SelectSAVE to update the new port configuration.

Repeat steps 1 to 4 for each port.

The current port number of the current hub.
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Link Status
The current link status of the port.
* Link Down: Link pulses are not detected on this port.
* Link Up: Link pulses are being received on this port.

Note: When the port link test function is disabled, the Port Link Status always
returns the Link Up for ports.

Polarity Status
The current polarity link status of the port.
* Rx Polarity Normal: The receive polarity of the given port is not reversed.

* Rx Polarity Reversed:The receive polarity of the given port is reversed and
has been automatically crossed by the hub.

Auto Partition
The current partition status of the port.
* Not Auto Partitioned: The port is not partitioned
 Auto Partitioned: The port is partitioned
Speed
The current speed of the port (10 Mbps/100 Mbps).
Isolate Status (100 Mbps Port Only)
Indicates whether this 100 Mbps port is currently isolated by the repeater.
* Not Isolated: The port is not isolated.
* Isolated: The port is isolated.
Interface Type
The interface type of the port (10/100 Mbps TP).
Admin State
The current administration state of the port (enable/disable).
Link Test
Enable or disable link testing.

Note: Redundant link pairs must have Link Test enabled.
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Speed Control

The port speed. The port will automatically connect to the 10 Mbps or
100 Mbps segment based on its port speed.

» Auto Negotiate: The speed is detected and the duplex mode is forced to half
duplex.

* 10 Mbps: The port speed is forced to 10 Mbps.

* 100 Mbps: The port speed is forced to 100 Mbps.
Link Status Change Notify

* Enable: The trap is sent.

* Disable: The trap is not sent.

Note: Whenever the Port Link Status is changed, the
“hubPortLinkStsChgTrap” will be raised by the agent.
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Bridge Module Control/Status
Selecting this option presents the Bridge Module Control/Status menu as shown in

Figure 5-16.
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Figure 5-16 Bridge Module Control/Status Menu

The Bridge Module has two internal and one external bridge port. The two internal
ports bridge the 10/100 Ethernet Stackable Hub’s 10 Mbps segment and 100 Mbps
segment. The external port is used to bridge external devices.

To configure the Bridge Module:

Step 1. Select an 10/100 Ethernet Stackable Hub from the Group Number pull down
menu.

Step 2. SelectSubmit, to load the configuration for the selected hub.
Step 3. Make the appropriate configurations in the New Configurations panel.
Step 4. SelectSAVE to update the module’s new configuration.
Group Number

The ID number of the current 10/100 Ethernet Stackable Hub (1 to 6).
Description

Description of the slide in module currently installed. The value is read-only.
External Port Interface Type

Description of the external port, for example RJ-45.
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External Port Link Status

The current link status of the installed module. The value is read-only. (Link up
or link down.)

External Port Speed

The modules external port speed. (The value is read only.)
Hardware Status

Read-only description of the hardware status.
External Function Admin State

You can enable or disable external bridge function.
Internal Function Admin State

You can enable or disable internal bridge function if the hardware DIP
switches have been enabled.

Note: The internal bridge must be enabled with the DIP switch settings before
the Admin state can be enabled.

See “Installing an Optional Module” on page 2-3.
Notes:

1. These modules are not “hot-swappable.” You must remove power from the
8245 before installing or removing bridge modules.

2. You should enable the internal bridge on only one bridge module if you
have multiple bridge modules installed in the stack. This prevents a net-
work loop condition.

Link Status Change Notify

When enabled, a trap will be sent to the receiver when link status of the port
has changed.

* Enabled: A trap is sent to the trap receivers if the link status changes.

* Disabled: No trap is sent to the trap receivers if the link status changes.
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External AUI Module Control/Status
Selecting this option presents the External AUI Module Control/Status menu as shown

in Figure 5-17.
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Figure 5-17 External AUl Module Control/Status Menu

The External AUI Module is used to connect AUI devices to the 10/100 Ethernet
Stackable Hub. The AUI Module is a external bridge and does not have an internal 10/

100 bridge.

Group Number
An 10/100 Ethernet Stackable Hub ID in the stack (1 to 6).

Admin State
Enable or disable AUI port operation.
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Redundant Link Control

Selecting this option presents the Redundant Link Control menu as shown in
Figure 5-18.
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Figure 5-18 Redundant Link Control

The Redundant Link Control menu allows configuring up to 18 pairs of redundant
links. A redundant pair consists of any two physically linked ports in the 10/100
Ethernet Stackable Hub stack, where one is the primary link port and a secondary link
port. The primary link is thactivelink between two devices and the secondary is a
backup and is set tnactiveto prevent looping. In the event that the primary link fails,

the secondary link becomes active. The secondary link stays active even if the primary
link recovers. You must manually reset the primary link status to active in order to re-
instate the redundant pair.

You can configure a primary link by assigning a specific port on a specific hub to a
Link Pair Index. You can assign a secondary link by assigning a specific port on a
specific hub to the same Link Pair Index.

To add or edit a Redundant Link Pair:

Step 1. Select a Redundant Link Pair Index from the pull down menu.
Step 2. EnterGroup, Port, Link Switch Over Notify, andStatus Information.
Step 3. SelectSAVE. The information becomes effective immediately.
Redundant Link Pair

Index number for a linked pair (1 to 18).
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Primary Link Group

This object identifies the hub ID number of primary link for a given redundant
link pair.

Primary Link Port

This object identifies the port number of primary link for a given redundant
link pair.

Secondary Link Group

This object identifies the hub id of secondary link for a given redundant link
pair.

Secondary Link Port

This object identifies the port number of secondary link for a given redundant
link pair.

Active Link
This object indicates the current status for a given redundant link pair.
* Primary: The port is currently the active primary link.
» Secondary:The port is currently the secondary port.

* Both fail: The secondary link port is the active link and it has failed. To rein-
state the link pair set the link pair status to enable.

Link Switch Over Notify

If the link status of active link is “down” for more than 5 seconds, then the
active link failedis detected angdort switch oveis performed and a trap is
sent to the trap receivers.

* Enable: A trap is sent to the trap receivers.
* Disable: A trap is not sent to the trap receivers.
Status

You canenable, disableor suspendthe operation of specific redundant link
pairs.

» Enable: The redundant link pair is in the normal operation mode.The pri-
mary port is active and the secondary port is disabled.

* Disable: If you disablethe primary portfrom the port control/status menus,
the status of this link pair is changed to shiepend statand indicates that
active port has been disabled and the redundant link function is temporary
suspended. If you enable the primary port later on, the status of this redundant
link pair is changed tenabled
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If you disable the secondary pothe status of this link pair is changed to the
suspendstate and both ports are disabled. If you enable the secondary port
later on, the status of this link pair is changed to enabled and the redundant
link pair is in the normal operation mode.

Notes:

1. Setting the redundant link to disable does not cause the ports to be
switched over.
2. Redundant link pairs must have Link Test enabled.
* Return-to-primary: Selecting this option and pressing enter re-assigns the
primary link as active link again. A trap is sent to the trap receivers if the sta-

tus of the redundant link is enable. If the status is suspend then the link pair is
reactivated but no trap is sent.

» Suspend:Indicates that the active ports are disabled and the redundant link
function is temporarily suspended until you set its staémé&ble

Note: The suspend state does not cause the port to be switched over.
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Security Intrusion Control/Status

Selecting this option presents the Security Intrusion Control/Status menu as shown in
Figure 5-19.
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Figure 5-19 Security Intrusion Control/Status Menu

The intrusion control enables you to set up secure ports that allow access by a single
authorized MAC address.

Step 1. EnterGroup Number and presSubmit to get intrusion information on a

hub.

Step 2. To add or edit intrusion on a port, selPcirt Number from the pull down
menu.

Step 3. EnterIntrusion Status, Auto Learn, MAC Address Information, and
Caption.

Step 4. PressSAVE. The information becomes effective immediately.
Group Number

The Group Number is used to specify a hub range (1 to 6).
Port Number

Specifies 1 to 12/24 port of a given hub.
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Intrusion Status
* Enable: Enable the security intrusion control for the current port.
* Disable: The security intrusion control of a given port is disabled

* Invalid: Purge the security intrusion control configuration for the current
port from the system database.

Intrusion Authentication Address Auto Learn

» Enable: The hub records the MAC address of the first device that the current
port receives data from. The learn function is then disabled and the recorded
MAC address becomes the authorized MAC address. This address is dis-
played in the Intrusion Authentication MAC address field.

* Disabled: Auto learn operation is disabled.
Intrusion Authentication MAC Address

The MAC address of a device that is allowed to connect with this particular
port.

Intrusion Violation

* Detected: When an intrusion of an unauthorized MAC address occurs, the
MAC address that caused the intrusion is written to the Intrusion Violated
MAC Address field.

* Not-Detected:No intrusion has been detected.
Intrusion Violated MAC Address

Displays the MAC address of the last unauthorized device to contact this port.
Intrusion Action

The action that will be performed when the hub detects an intrusion.

* No Action: No action will be taken.

» Send Trap: A trap is sent to the trap receivers.

* Partition: The port is partitioned.

* Send Trap And Partition: The port is partitioned and a trap is sent to the
trap receivers.

Note: If another hub or unrouted switch is attached to a port with Security
Intrusion enabled, then only one of possibly many MAC addresses will be
allowed to pass data.
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Network Monitor

5-36

This menu lets you monitor the network traffic and analyze the network utilization.
Selecting this option presents the following menus:

Repeater Statistics Information

Displays the total statistic counters for the 10 Mbps and 100 Mbps segments
for all hubs in the stack.

Repeater Group Statistics Information

Displays the statistic counters for each hub.
Repeater Port Statistics Information

Displays the statistic counters for each port.
Address Tracking Information

Provides a way for a network management application to passively gather
information about which network addresses are connected to which ports of a
hub.

Address Search Information

Active address tracking capability is used to watch for a given MAC address
and report which port it was seen on.

Broadcast Storm Protection

Monitor the broadcast counters of each hub port to detect if the broadcast
storming exists in the network.

Broadcast Storm Detected

Each hub port or optional module port which causes broadcast storm will be
displayed.
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Repeater Statistics Information
Selecting this option presents the Repeater Statistics Information Menu as shown in

Figure 5-20.
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Figure 5-20 Repeater Statistics Information Menu

Display Mode

Displays counters for the 10 Mbps and 100 Mbps segment for all hubs in the
stack.

*» Absolute Mode: SelectAbsolute Display Modeand pres&ENTER. Each
counter will represent the value collected since system start. The user cannot
clear absolute counters.

* Relative Mode: SelectRelative Display Modeand pres&NTER key. Each
counter will be cleared to 0, and then represents the value collected since the
relative mode was selected. You can reset the relative counters to 0 by chang-
ing to Absolute Mode then change back to Relative Mode.

Total Tx Collisions

The number of transmission collisions that have occurred in this stack
segment.

Total Frames

The number of frames of valid frame length that have been received on the
ports of this stack segment and not including FCS Error and Collision Event.
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Total Errors

Total errors received by the stack segment including FCS errors, Align errors,
Frame Too Long, Short Events, Late Events, Very Long Events and Rate
Mismatch.

Total Octets

The number of octets contained in the valid frames that have been received by
this stack segment.
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Repeater Group Statistics Information

Selecting this option presents the Repeater Group Statistics Information menu as
shown in Figure 5-21.
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Figure 5-21 Repeater Group Statistics Information Menu

Statistics information counters for the current hub (Group Number). Counters are
displayed in Absolute or Relative values by toggling the display mode. Absolute
values represent the value collected since system start. You can not clear absolute
counters. Relative counters represent the values collected since the relatively mode
was selected. You can reset the relative counters to 0 by changing to Absolute Mode
then change back to Relative Mode.

Group Number

The ID number of an 10/100 Ethernet Stackable Hub in the stack (1 to 6).
Display Mode

Display counters in Absolute or Relative values.
Total Frames

The number of frames of valid frame length that have been received on the
ports of this hub and not including FCS Error and Collision Event.

Total Octets

The total number of octets contained in the valid frames that have been
received on the ports of this hub.
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Total Errors

Total errors received by all of the ports of this hub. Errors include, FCS errors,
Align errors, Frame Too Long, Short Events, Late Events, Very Long Events
and Rate Mismatch.
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Repeater Port Statistics Information

Selecting this option presents the Repeater Port Statistics Information menu as shown
in Figure 5-22. This displays counter information for the current port of the current
hub.
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Figure 5-22 Repeater Port Statistics Information

To view port statistic counters:

Step 1. Select the Hub ID (Group Number) of the 10/100 Ethernet Stackable Hub to
read from.

Step 2. Select a port.
Step 3. Select the display mode.

Step 4. SelectSubmit to load the port counter information for the port on the
selected hub.

Group Number

The ID number of an 10/100 Ethernet Stackable Hub in the stack (1 to 6).
Port Number

Port number of selected group (1 to 12/24).
Display Mode

Display counters in Absolute or Relative values.
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Readable Frames

Total readable frames received by the port.
Readable Octets

Total readable octets received by this port.
FCS Errors

The total number of packets received by the port that had bad Frame Check
Sequence.

Alignment Errors

Total Alignment Errors frames within the proper size (64 to 1518 octets)
received by the port.

Frame Too Long

Total frames received by the port that were longer than 1518 octets (excluding
framing bits, but including FCS octets).

Short Events

Total frames received by the port that were shorter than 64 octets or activity
duration was shorter than the event, ShortEventMaxTime (74 to 82 bit times).

Runts

The total number of packets received that were less than 64 octets due to
collisions or activity duration was greater than the ShortEventMaxTime event
and less than the ValidPacketMinTime event.

Collisions
Total collisions transmissions on a port.
Late Events

Total events received by the port where the activity duration is greater than the
LateEventThreshold.

Very Long Events

Total events received by the port where the activity duration is greater than the
MAU Jabber Lockup Protection timer TW3.

Data Rate Mismatches

Total frames received by the port with no collisions and the activity duration
was greater than the ValidPacketMinTime event and also frequency (data rate)
is detectably mismatched from the local frames mismatch frequency.

Auto Partitions

Total number of times the port was auto-partitioned.
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Isolates (100 M only)

Total isolates for 200M transmissions. This counter is incremented by one each
time that a port automatically isolates as a consequence of false carrier events.
The conditions which cause a port to automatically isolate are defined by the
transition from the False Carrier state to the Link Unstable state. The port will
automatically recover.

Symbol Errors (100 M only)

Total symbol errors for 100 M transmissions. This counter is incremented by
one for each valid length packet received at the port with at least one
occurrence of an invalid data symbol. This can increment only once per valid
carrier event.

Total Errors

Total errors received by the port including FCS errors, Align errors, Frame Too
Long, Short Events, Late Events, Very Long Events and Rate Mismatch.

Broadcast Packets

Total broadcast packets received by the port.
Multicast Packets

Total multicast packets received by the port.
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Address Tracking Information
Selecting this option presents the Address Tracking Information Menu as shown in

Figure 5-23.
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Figure 5-23 Address Tracking Information Menu

The 10/100 Ethernet Stackable Hub provides per port based address (MAC address
based) tracking capability. The address tracking function records the source MAC of
each data packet and provide the filters for data analysis.

Group Number

The ID number of an 10/100 Ethernet Stackable Hub in the stack (1 to 6).
Port Number

Port number of selected group (1 to 12/24).
Source Address Changes

This counter is incremented by one for each time that the Last Source Address
for this port has changed. This may indicate whether a link is connected to a
single device or another multi-user segment. The approximate minimum time
for roll-over of this counter is 81 hours.

Last Source Address

Indicates the Source MAC Address of the last readable frame received by this
port. If this port has received no frames since the hub began monitoring the
port activity, a null string will be displayed.
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Source MAC Address Tracking List

A list of source MAC addresses that were recently received on this port. The
first Source MAC Address (00-40-AC-1C-80-23 for example) in the tracking
list contains the value that is given by the Last Source Address for this port.
This list can contain 15 entries. The first entries are deleted to accommodate
new entries when the list is full.

MAC Index of Address Tracking Information of Web-based Management

The MAC Index is used to indicate the ordering of source MAC address seen
on the port.
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Address Search Information
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Selecting this option presents the Address Search Information menu as shown in
Figure 5-24.
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Figure 5-24 Address Search Information Menu

This active address search capability is used to watch for a given MAC address and
report which port it was seen on. This capability can be also used to collect the
necessary information for mapping the topology of a network. Up to 8 MAC address
can be searched simultaneously.

To perform an address search:

Step 1. Enter an Index number in the Search Index field at the bottom of the Address

Search Information Menu (1 to 8).

Step 2. Type in the source MAC address to be searched.
Step 3. Set Address Search StatuslmUse”.
Step 4. ExecuteSAVE command to get the owner of this entry. If the entry is free

and available, the Address Search Lock will be increased by 1, Address
Search Status will be set to “In Use”, and Address Search Owner will be set
to “Web”. Otherwise the request to own the entry will be rejected.

Step 5. Repeat Steps 1 to 4 for each address to be searched.
Search Index

Identifies the index of the source address to be searched in the system for
which this entry contains information (1 to 8).
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Address Searched

Identifies the source address to be searched in the system for which this entry
contains information.

Address Search Lock

Used by a management station as an advisory lock for a search entry. The
search lock will increment by 1 up t8221, if the address is available.

Address Search Status
* In Use: A management station has obtained ownership.
* Not in Use:No other management station has obtained ownership.

A management station first retrieves the values of the appropriate instances of
the Address Search Lock and Address Search Status objects, periodically
repeating the retrieval if necessary, until the value of Address Search Status is
“Not In Use.” The management station then tries to set the same instance of the
Address Search Lock object to the value it just retrieved, the same instance of
the Address Search Status objednttse and the corresponding instance of
Address Search Owner to a value indicating itself. If the set operation
succeeds, then the management station has obtained ownership of the entry,
and the value of Address Search Lock is incremented by the agent (as per the
semantics of INTEGER). Failure of the set operation indicates that some other
manager has obtained ownership of the entry.

Address Search State

The current state of the MAC address search on this hub (None, Single, or
Multiple).

Note: The result of address search for a given Source MAC Address is repre-
sented byAddress Search State, Address Search GroupndAddress
Search Port

» Source MAC Address is detected on a port: Address Search State is set to
Single,(Address Search Group, Address Search Port) shows the detected port
number.

» Source MAC Address is detected on multiple ports: Address Search State is
set toMultiple, (Address Search Group, Address Search Port) shows the port
number, which detects the given Source MAC Address first.

» Source MAC Address is not detected on any port: Address Search State is set
to None, (Address Search Group, Address Search Port) is undetermined.

Address Search Group

The hub id number received, whose source address corresponds to the address
searched (1 to 6).
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Address Search Port

The port number received, whose source address corresponds to the address
searched (1 to 12/24).

Address Search Owner
The management capability which currently has ownership of this search entry.
The owner for a given address search entry could be one of the following:

* CONSOLE: If the entry is locked by the Local Console/Remote Telnet, the
owner is CONSOLE.

* WEB: If the entry is locked by the Web-based manager, the owner is WEB.

* hubrptrAddrSearchOwner: If the entry is locked by the SNMP manager,
the owner will be given by the SNMP manager by setting the MIB object
hubrptrAddrSearchOwner.
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Broadcast Storm Protection
Selecting this option presents the Broadcast Storm Protection Menu as shown in

Figure 5-25.
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Figure 5-25 Broadcast Storm Protection

The 10/100 Ethernet Stackable Hub periodically monitors the broadcast counters of
each hub port to detect a broadcast storm condition. The hub port that causes the
broadcast storm can be automatically partitioned, or a trap can be sent to the trap
receivers, or both. The 10/100 Ethernet Stackable Hub continually monitors those
ports that have been partitioned to check if the broadcast storm condition still exists.
The partitioned hub port is auto recovered to normal operation once the broadcast
storm condition is released.

Users can configure the broadcast threshold value for each port, each segment, and
each optional module. The Segment Rate Threshold, Port Rate Threshold, and
Optional Module Rate Threshold determines whether the broadcast storm exists or
not.

Segment ID

Specifies the segment where the broadcast storm protection function is applied
(10 Mbps/100 Mbps Segment).

Segment Rate Threshold

The number of broadcast packets received on a given segment per second. The
range is 0 to 14,880 packets per second.
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Optional Module Rate Threshold

The number of broadcast packets received on each uplink of a given optional
module per second. The range is 0 to 14,880 packets per second.

Broadcast Port Rate Threshold

The number of broadcast packets received on a given port per second. The
range is 0 to 14,880 packets per second.

Broadcast Alarm Action

Once broadcast storm is detected on a given port, segment, or uplink port, the
Alarm Detection Status will be set Betectedand the proper action shall be
performed based on the value specified by its Broadcast Alarm Action

* Partition: The port will be disabled. Once a port is partitioned due to broad-
cast storm, the Broadcast Storm protection function will continue to monitor
the port. The port is disabled for 15 seconds and re-enabled for 5 seconds.
This process is repeated for 2 minutes.

Note: Itis up to the user to enable the port once the source of the broadcast
storm has been handled.

» Send Trap and Partition: The port will be disabled and a trap will be sent.
» Sent Trap: The trap will be sent.
* None: No action will be taken.

Broadcast Alarm Status

» Enabled: Enables the broadcast monitoring and protection function on this
segment.

* Disabled: Disables the broadcast monitoring and protection function on this
segment.

* Invalid: Purges the broadcast monitoring and protection setting for this seg-
ment.

Formula for calculating Broadcast packet rate
Broadcast packet rate = Broadcast packet received
Seconds

Configuring Broadcast Storm Protection

To detect the broadcast storm of the 10/100 Ethernet Stackable Hub, the users
have to configure the following parameters from the Broadcast Storm
Protection Menu:

1. Selectl00 Mbps Segmenfrom Segment IDfield.
2. ConfigureSegment Broadcast Packet Rate Threshald
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3. ConfigureOptional Module Broadcast Packet Rate Threshold

Note: The “Optional Module Broadcast Packet Rate Threshold” of
100 Mbps segment is used for both 10 Mbps and 100 Mbps Broadcast Storm
Detection.
4. ConfigureBroadcast Alarm Action.
5. Enable the broadcast storm protection function.
To detect the broadcast storm of AUI module, the users have to configure the
following parameters from the Broadcast Storm Protection Menu:
1. Selectl0 Mbps Segmenfrom Segment IDfield.
2. ConfigureSegment Broadcast Packet Rate Threshald
3. ConfigureOptional Module Broadcast Packet Rate Threshold
Note: TheOptional Module Broadcast Packet Rate Thresholf
10 Mbps segment is used for AUl module broadcast storm detection.
4. ConfigureBroadcast Alarm Action.
5. Enable the broadcast storm protection function.
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Broadcast Storm Detected
Selecting this option presents the Broadcast Storm Protection Menu as shown in

Figure 5-26.
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Figure 5-26 Broadcast Storm Detected Menu

Each broadcast storm is detected, the hub and port number is listed in this menu. If
there has been no storms detected, this menu is empty.
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RMON
Remote Monitoring MIB (RMON) allows you to monitor LANs remotely. RMON

allows you to remain at one workstation and collect information on all switch ports.
Configuration
Selecting this option presents the following menus:
RMON Statistic Group Configuration
Configure hub data source.
RMON History Group Configuration
Configure history groups.
RMON Alarm Group Configuration
Configure alarm groups.
RMON Event Group Configuration
Configure event groups.
RMON Statistics Information
View statistics information by index.
RMON History Information
View history information by index.
RMON Event Log

View event log by index.
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RMON Statistic Group Configuration
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Selecting this option presents the RMON Statistics Group Configuration Menu as
shown in Figure 5-27.
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Figure 5-27 RMON Statistics Group Configuration Menu

The Statistic Group Configuration Menu displays current group settings and provides
new configuration entry fields.

To create a new entry of RMON statistics from the RMON Statistics Group
Configuration Menu:

Step 1. Go to New Configuration.

Step 2. Type in a new index value to the Index field.

Step 3. Selectl0 M Segmentor 100 M Segmentfrom the Data Source field.
Step 4. Type owner’s name to the Owner field.

Step 5. To enable, seledfalid from the Status menu, otherwise it will appear as
UnderCreation.

Step 6. SelectAdd to create a new entry.
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Statistic Group Index

A value from 1 to 65535. The value must be unique. Not to be confused with
Data Source Index.

» Data Source Index:“This object identifies the source of the data for which
historical data was collected and placed in a media-specific table on behalf of
this historyControlEntry. This source can be any interface on this device. In
order to identify a particular interface, this object shall identify the instance
of the ifindex object, defined in RFC 1213 and RFC 1573 [4, 6] for the
desired interface. For example, if an entry were to receive data from interface
#1, this object would be set to ifindex.1.”

Data Source

Displays the data source as segment 10 Mbps or 100 Mbps. The default is
10 Mbps.

Owner

Displays the owner of the statistics. The owner is always the monitor.
Status

Displays the current status of each port.

* Valid: An entry is fully configured and consistent.

» UnderCreation: An entry is in the process of being created and might be
incomplete. If an entry is valid, the entry should be made UnderCreation to
be modified.

* Invalid: Entry is cleared.

Add To create a new entry

Save To update an existed entry with Status value set to
“UnderCreation”

Delete To delete an existed entry

Cancel To abort the configuration change
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RMON History Group Configuration

Selecting this option presents the RMON History Group Configuration Menu as
shown in Figure 5-28.
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Figure 5-28 RMON History Group Configuration Menu

This menu provides a means of correlating the data gathered by the statistics group
over time. It records statistical samples according to the user-specified time interval
and duration and stores them for later retrieval.

» SelectingSaveupdates an existing entry with Status value set to UnderCreation.
» SelectingAdd creates a new entry.

To create a new entry of RMON history from the RMON History Group Configuration
Menu:

Step 1. Go to New Configuration.

Step 2. Type in a new index value to the Index field.

Step 3. SelectlO M Segmentor 100 M Segmentrom the Data Source field.
Step 4. Type in the number of buckets requested.

Step 5. Type in the interval in seconds between buckets.

Step 6. Type owner’s name to the Owner field.

Step 7. To enable, seledtalid from the Status menu, otherwise it will appear as
UnderCreation.

Step 8. SelectAdd to create a new entry.
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History Group Index

A value from 1 to 65535. The value must be unique. Not to be confused with
Data Source Index.

» Data Source Index:“This object identifies the source of the data for which
historical data was collected and placed in a media-specific table on behalf of
this historyControlEntry. This source can be any interface on this device. In
order to identify a particular interface, this object shall identify the instance
of the ifindex object, defined in RFC 1213 and RFC 1573 [4, 6] for the
desired interface. For example, if an entry were to receive data from interface
#1, this object would be set to ifindex.1.”

Data Source

Displays the data source as segment 10 Mbps or 100 Mbps. The default is
10 Mbps.

Bucket requested

Number of sample buckets you want to collect and store. The range is
1 to 65535. The default is 50 buckets.

Bucket granted

Number of sample buckets that will be collected and stored. The number
granted is affected by available resources.

Interval

Interval in seconds, between bucket samples. The range of the interval is
1 to 3600 seconds (1 hour). The default is 1800 seconds.

Owner

The entity that configured this entry and is using the resources assigned to it. A
string of up to 12 characters.

Status

A valid status has all fields filled in. Setting the status to invalid deletes the
index. Index’s with incomplete information in some fields automatically sets
the status as UnderCreation.

* Valid: An entry is fully configured and consistent.

» UnderCreation: An entry is in the process of being created and might be
incomplete. If an entry is valid, the entry should be made UnderCreation to
be modified.

* Invalid: Entry is cleared.

Add To create a new entry

Save To update an existed entry with Status value set to “UnderCreation”
Delete To delete an existed entry

Cancel To abort the configuration change
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RMON Alarm Group Configuration
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Selecting this option presents the RMON Alarm Group Configuration Menu as shown
in Figure 5-29.
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Figure 5-29 RMON Alarm Group Configuration Menu

You can create up to 16 Alarm Control entries through the Web-based manager or an
SNMP manager. The Alarm Group is used to track extraordinary events or activities. It
permits you to set the RMON alarms to specific thresholds. When the traffic volume
exceeds or drops below those thresholds, an event is activated. A rising threshold is
used to monitor the value of a tracked variable when it rises above a patrticular level. A
falling threshold is used to monitor the value of a tracked variable when it falls below
a particular level. Thresholds can be set against either an absolute value or a delta
(change in) value. Alarms can generate an action response through the Events Group.

The user can base on the following procedures to create a new Alarm Control entry:

a) Go to the RMON Alarm Group Configuration Menu
b) Create a new entry using the following steps:

Step 1. Go toAlarm Group Index and type the index number &or
Creation field to select a new index.

Step 2. Select one of the variable categories from the Variable Category field.

« RMON: The alarm variable will be one of the RMON Ethernet Sta-
tistics counters.

« Repeater Group: The alarm variable will be one of the group
counters specified by RFC1516 Repeater MIB (for 10 Mbps seg-
ments only).
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« Repeater Port: The alarm variable will be one of the port counters
specified by RFC1516 Repeater MIB (for 10 M and 100 M segment
common counters only).

Step 3. ExecuteAdd command. A new entry will be created based on the

variable category with default value as shown in the following menu.

c) Go toNew Configuration area and type in the following configuration data for
a new entry:

Alarm Interval
Counter ID: Specifies the particular counter id of a given variable category
to be sampled.

- For RMON variable, select a counter from the Counter ID field.

- For Repeater Group variable, select the group number from Group
Number field and select a counter from the Counter ID field.

- For Repeater Port variable, select the group/port number from Group/
Port Number field and select a counter from the Counter ID field.

Alarm Sample Type

Alarm Startup

Alarm Rising Threshold

Alarm Falling Threshold

Alarm Rising Event Index

Alarm Falling Event Index

Alarm Owner (12 characters)

Alarm Status (UnderCreation and Valid)

d) ExecuteéSAVE command.

To update an existing Alarm Control entry:

a) Select an existing index from the list box “For Modification and Deletion.”
b) SelecSubmit for modification, or seleddeleteto delete the entry.
c) Modify the contents on the tableStibmit is selected.

Alarm Group Index

A value from 1 to 65535. The value must be unique. Not to be confused with

Data Source Index.

 Data Source Index:“This object identifies the source of the data for which
historical data was collected and placed in a media-specific table on behalf of
this historyControlEntry. This source can be any interface on this device. In
order to identify a particular interface, this object shall identify the instance
of the ifindex object, defined in RFC 1213 and RFC 1573 [4, 6] for the
desired interface. For example, if an entry were to receive data from interface
#1, this object would be set to ifindex.1.”
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Variable Category

* RMON: An RMON Ethernet Statistics counter.

» Repeater Group: A group counter specified by RFC1516 repeater MIB for
10 Mbps segments only.

» Repeater Port: A port counter specified by RFC1516 repeater MIB for
10 Mbps and 100 Mbps segments common counters only.

Alarm Interval

Time in seconds over which the data is sampled for each bucket. The range is
1-3600 seconds (1 hour). The default is 1800 seconds.

Alarm Sample Type

* Absolute: Value stored is compared directly to the threshold level.

* Delta: The value of the selected variable at the last sample is subtracted from
the current value, and the difference is compared with the threshold value.

Alarm Startup

Of rising and falling thresholds, the one that must be crossed first for an event
to be generated.

e risingAlarm: Event is generated when the rising threshold is crossed first.
« fallingAlarm: Event is generated when the falling threshold is crossed first.

* bothAlarm: Event is generated when either the rising or falling threshold is
crossed first.

Alarm Rising Threshold

Threshold for the sampled statistic. When the current sampled value is
GREATER THAN OR EQUAL TO this threshold, AND the value of this

sample at the last sampling interval was LESS THAN the threshold, then a
single event is generated. After a rising event is generated, another rising event
is not generated until the sampled value falls below this threshold and reaches
the falling threshold.

Alarm Falling Threshold

Threshold for the sampled statistic. When the current sampled value is LESS
THAN OR EQUAL TO this threshold, AND the value of this sample at the last
sampling interval was GREATER THAN the threshold, then a single event is
generated. After a falling event is generated, another falling event is not
generated until the sampled value rises above this threshold and reaches the
rising threshold.

Alarm Rising Event Index

Index of the event entry that is Index used when the rising threshold is crossed.
It must coincide with the Event Group Index. The range is 0 to 65 535. If you
choose 0, no event is generated when this threshold is met.
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Alarm Falling Event Index

Index of the event entry that is used when the falling threshold is crossed. It
must coincide with the Event Group Index. The range is 0 to 65 535. If you
choose 0, no event is generated when this threshold is met.

Alarm Owner
Text field to identify the owner.
Alarm Status
« Valid: An entry is fully configured and consistent.

» UnderCreation: An entry is in the process of being created and might be
incomplete. If an entry is valid, the entry should be made UnderCreation to
be modified.

* Invalid: Entry is cleared.

Save To update an existed entry with Status value set to
“UnderCreation”
Cancel To abort the configuration change
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RMON Event Group Configuration
Selecting this option presents the RMON Event Group Configuration Menu as shown

in Figure 5-29.
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Figure 5-30 RMON Event Group Configuration Menu

You can create up to 32 Alarm Control entries through the Web-based manager or an
SNMP manager.

To create a new entry of RMON event from the RMON Event Group Configuration
Menu:

Step 1. Go to New Configuration.

Step 2. Type in a new index in the Event Group index field.
Step 3. Type in optional Event Description.

Step 4. SelectEvent Type from the menu.

Step 5. Type in the Event Community name.

Step 6. Type owner’s name to the Owner field.

Step 7. To enable, seledtalid from the Status menu, otherwise it will appear as
UnderCreation.

Step 8. SelectAdd to create a new entry.
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Event Group Index

A value from 1 to 65535. The value must be unique. Not to be confused with
Data Source Index.

» Data Source Index:“This object identifies the source of the data for which
historical data was collected and placed in a media-specific table on behalf of
this historyControlEntry. This source can be any interface on this device. In
order to identify a particular interface, this object shall identify the instance
of the ifindex object, defined in RFC 1213 and RFC 1573 [4, 6] for the
desired interface. For example, if an entry were to receive data from interface
#1, this object would be set to ifindex.1.”

Event Description
A comment that describes this event.
Event Type
* None: No action will be taken.
* Log: When an alarm occurs, the alarm status will be logged.

» Trap: When an alarm occurs, a trap will be sent to the specified SNMP com-
munity.

* Log and Trap: When an alarm occurs, the alarm status will be logged and a
trap will be sent to the specified SNMP community.

Event Community

An octet string that specifies the SNMP community to which an SNMP trap is
to be sent (up to 16 characters).

Event Last Time Sent

The value of System Up Time at the time this event entry last generated an
event.

Event Owner

Text field to identify the owner, up to 12 characters.
Event Status

* Valid: An entry is fully configured and consistent.

» UnderCreation: An entry is in the process of being created and may be
incomplete. If an entry is valid, the entry should be made UnderCreation to
be modified.

* Invalid: Entry is cleared.

Add To create a new entry

Save To update an existed entry with Status value set to “UnderCreation”
Delete To delete an existed entry

Cancel  To abort the configuration change
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RMON Statistic Information

Selecting this option presents the RMON Statistic Information Menu as shown in
Figure 5-31.
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Figure 5-31 RMON Statistic Information Menu

An Ethernet Statistics entry contains a collection of statistics (counters) kept for a par-
ticular Ethernet interface.

Ethernet Statistics Index

The value of Ethernet Statistics Index uniquely identifies an Ethernet Statistics
entry.

Display Mode

Displays counters for the 10 Mbps and 100 Mbps segment for all hubs in the
stack.

* Absolute Mode: SelectAbsolute Display Modeand selecEubmit. Each
counter will represent the value collected since system start. The user cannot
clear absolute counters.

* Relative Mode: SelectRelative Display Modeand selecbubmit. Each
counter will be cleared to 0, and then represents the value collected since the

relative mode was selected. You can reset the relative counters to 0 by chang-
ing to Absolute Mode then change back to Relative Mode.

Readable Frames

A whole number representing the total readable frames received by the port.
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Multicast Frames

Total number of good packets directed to this port, not including packets
directed to the broadcast address.

Broadcast Frames

The total number of packets transmitted that were directed to the broadcast
address. Does not include packets directed to multicast address.

Packet Size 64

The number of packets received that were 64 octets.
Packet Size 65 to 127

The number of packets received that were between 65 to 127 octets.
Packet Size 128 to 255

The number of packets received that were between 128 to 255 octets.
Packet Size 256 to 511

The number of packets received that were between 256 to 511 octets.
Packet Size 512 to 1023

The number of packets received that were between 512 to 1023 octets.
Packet Size1024 to 1518

The number of packets received that were between 1024 to 1518 octets.
CRC Alignment Errors

The total CRC or alignment error frames within the proper size (64-1518
octets).

Undersize Packets

The number of packets received that were less than 64 octets long and were
otherwise well formed.

Oversize Packets

The number of packets received that were longer than 1518 octets and were
otherwise well formed.

Fragments

The total number of packets that were received that were longer than 1518
octets and had an FCS or alignment error.

Jabbers

The number of packets received that were less than 64 octets and had an FCS
or alignment error.

Collisions
The number of collisions.
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Readable Octets

The total number of octets of data, including bad packets and FCS Octets,
received on the hub and excluding framing bits.

Drop Events

The number of events in which packets were dropped by the monitor due to
lack of resources.
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RMON History Information
Selecting this option presents the RMON History Information Menu as shown in

Figure 5-32.
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Figure 5-32 RMON History Information Menu

You use this menu to view the Ethernet information.

Ethernet History Index

The index number of a history event. The range is 1 through 65535. The
maximum number of entries is 16.

Sample Index

The index number of the sample statistics taken, based on the number of
buckets granted. This index starts at 1 to a maximum of 20.
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RMON Event Log
Selecting this option presents the RMON Event Log Menu as shown in Figure 5-33.
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Figure 5-33 RMON Event Log Menu

This panel creates entries in an event log and sends SNMP traps to the management
workstation.

Event Index
A number that identifies an entry in the event table.
Log Index
An entry is made in the log table for each event.
Event Description
A comment that describes this event.
Event Type
* None: No action will be taken.
* Log: When an alarm occurs, the alarm status will be logged.

» Trap: When an alarm occurs, a trap will be sent to the specified SNMP com-
munity.

* Log and Trap: When an alarm occurs, the alarm status will be logged and a
trap will be sent to the specified SNMP community.
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Event Community

An octet string that specifies the SNMP community to which an SNMP trap is
to be sent. (Up to 16 characters.)

Event Owner

Text field to identify the owner, up to 12 characters.
Event Status

* Valid: An entry is fully configured and consistent.

» UnderCreation: An entry is in the process of being created and might be
incomplete. If an entry is valid, the entry should be made UnderCreation to
be modified.

* Invalid: Entry is cleared.
Log Time

The system time that this log was generated.
Log Description

A comment that describes this event.
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System Utility

Selecting this option presents the System Restart Menu.

System Restart
Selecting this option presents the System Restart Menu as shown in Figure 5-34.
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Figure 5-34 System Restart Menu

The system Restart menu lets you perforivilaamrestart.

You can restart the system at any time without losing configuration settings, except in
the case of a download. When y@¥ECUTE andEnter, a warning message inform

the user that system restart will be performed right now.

Warm Start

A warm restart will restart the hub at the runtime code. For most cases, a warm
restart is sufficient, except in the case of a BOOTP request or code download.
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Help

Selecting this option presents the Help Menu as shown in Figure 5-35, Figure 5-36 and
Figure 5-37.
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Figure 5-35 Help Menu-1

Content
* Notice for users of Microsoft Internet Explorer

- Selecting this option presents the Help Menu-2
* How to enable the trap window

- Selecting this option presents the Help Menu-3
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Figure 5-36 presents Help for Internet Explorer users.
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Figure 5-36 Help Menu-2

This menu gives instructions for making connections to the 10/100 Ethernet Stackable
Hub using Microsoft Internet Explorer.
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Figure 5-37 presents help for enabling the trap window.
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Chapter 6. Troubleshooting and Service

This chapter contains procedures that help you troubleshoot problems with the 10/100
Ethernet Stackable Hub and its connections to other devices.

Be sure to read “Safety Information” on page xiii before proceeding.

Diagnosing Problems

The following sections contain lists of symptoms and actions to assist in problem
resolution prior to contacting IBM Support.

Power On Self-Test Failures

When the 10/100 Ethernet Stackable Hub is powered on or if a cold restart is initiated,
it performs a Power On Self-Test (POST). If you are connected to the EIA 232 port
and have your VT100-compatible terminal running, the following scrolling text
appears on your monitor depending on whether the test fails or completes
successfully:

BOOT ROM Integrity Test........ OK

BOOT ROM Integrity Test........ FAILED
Expected checksum = 0x12345678
Error checksum = OXFFFFFFFF

DRAM Test (04096 Kbytes)........ OK
DRAM Test (00000 Kbytes)........ FAILED
Failed location = 0x80000000
Test pattern = 0x80001234
Error pattern = OxFFFFFFFF

New Version BOOT ROM........ AVAILABLE
New Version BOOT ROM........ NOT FOUND

VFD Display Access Test........ OK
VFD Display Access Test........ FAILED

Flash Memory (512 Kbytes) Installed...... OK
Flash Memory Device Type........ UNKNOWN

Flash Memory (1024 Kbytes) Installed [2]........ OK
Flash Memory Device Type [2]........ UNKNOWN

Run Time Image Integration Test........ OK
Run Time Image Integration Test....... FAILED
-- Please reload run time image

Web-Pages Integration Test........ OK

Web-Pages Integration Test........ FAILED
-- Please reload Web-Pages
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EEPROM Read/Write Test........ OK
EEPROM Read/Write Test  ........ FAILED

NIC Controller Access Test........ OK
NIC Controller Access Test........ FAILED

NIC Controller Loop Back Test........ OK
NIC Controller Loop Back Test........ FAILED

MAC Address = 00 4A C1 C1 23 45
Repeater Controller And Serial Management Interface Access Test...... OK
Repeater Controller And Serial Management Interface Access Test.. FAILED

If any of the POST fails, disconnect and reconnect the power to retry the POST.

Run Time Integrity Test Failureif the Run Time Integrity test fails, you might have a
problem that could be corrected by reloading the system software. For information on
reloading your system software, see “BOOT ROM Console”.

Web Pages Integrity Test Failuresf the Web Pages Integrity test fails, you might

have a problem that could be corrected by reloading the Web Pages Database
information. For information on reloading your Web Pages Database information, see
“BOOT ROM Console”.

If any other test fails, contact IBM Support.

BOOT ROM Console

Connect your VT100 compatible terminal emulator to the EIA 232 management port
to see the POST's text messages. When the POST completes, the following message is
displayed:

[Enter]: Abort Boot Loader
Notes:

1. If you do not select the abort command within 12 seconds, the 10/100 Ethernet
Stackable Hub is automatically reset.

2. The BOOT ROM menu is a subset of the functions available on the main menu
of the management interface described in Chapter 4, “Using the Management
Interface.”
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Selecting the abort command presents the BOOT ROM login panel as shown in
Figure 6-1 on page 6-3.

IEM 101060 Exlernct Stackahle Hub 8245
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Figure 6-1 BOOT ROM Login Panel

You can log in using a previously defined user name and password, or you can use one
of the default user names. One default user name, ADMIN, requires no password. The
other default user name, GUEST, has a password of GUEST. (Note that user names
and passwords are not case sensitive.)

After you have logged in, the BOOT ROM console main menu shown in Figure 6-2 is
presented.

IEM 10/ Edhermer Stackable Hub 5245
Main Menu

Svsicm Information

Metwork Conliguration

Serial Port Configaration
Managensenl Capability Selup
Svsicm Dovwnlasd

Syslem Hestard

Facinry Heset

HELP
Use <Tabo kev o select the #em, then press <Enfers

Figure 6-2 BOOT ROM Main Menu

You can selecBystem Downloadto reload the code on your 10/100 Ethernet
Stackable Hub. See “System Download” on page 4-50 for more information on
downloading code. To exit the main menu, seREESUME BOOT LOAD to
continue booting the 10/100 Ethernet Stackable Hub.
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Help
The Help Menu lists all the keyboard commands used in a Console session.

IBM 107100 Ethernet Stackable Hub 8245
- Help Menn -
<Ctrl>(Q : Invoke Help Menu
<Ctul~R : Refreshes Screen
[Enter] : Confirm Input
[Tab] : Goto the next Tabstop
<Ctrl> £ : Goto the next Tabstop
<Ctrl>'W : Goto previous Tabstop
<Ctrl> 8/ <Cul> A : Select/Toggle <FIELIY> value
[Esc] : Exit to Previous Menu
[ESC] : TO GO BACK

Figure 6-3 Help Menu

LEDs

Symptom Action

Power LED does not light. » Check the power cable to ensure it is firmly
connected to both the 10/100 Ethernet
Stackable Hub and the power outlet.

» Ensure there is power at the power outlet

OK LED is Off or fault LED is On. « The 10/100 Ethernet Stackable Hub is
malfunctioning. Repower or cold restart the
hub. If the 10/100 Ethernet Stackable Hub still
fails, contact IBM support.
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Control Panel

Symptom Action
Port Indicator Frame On. » The port has been disabled by the
administrator.

» The operating status of this port is set to “No”.

Port Number Frame is blinking. Port has been partitioned due to a broadcast
storm. Message zone displays BRDCST
STORM.

Port Number Indicator On (but notCheck the following:

bright), port number frame Off, post All connections are secure.

is available, but link is still down. .« The device at both ends of the cable are
powered-on.

* The cable is good.

» The correct type of cable (either crossover or
straight through) is used. If connected devices
are MDI-X only, ensure that you are using
either MDI-X port or a crossover cable and an
MDI-X port.

EIA 232 Port

Symptom Action

Menu panels incorrectly displayed. < Check that the VT-100 terminal emulator is
correctly configured: 9600 bps, 8 data bits, 1
stop bit, no parity, and VT-100 emulation.

* Check that the Ethernet Stackable Hub is
configured for console mode.
Login menu does not display. * Check that the VT-100 terminal emulator is
correctly configured: 9600 bps, 8 data bits, 1
stop bit, no parity, and VT-100 emulation.

» Perform the command line “wake up”
procedure by pressifgNTER two or three
times or pres€trl+R to refresh the panel.

* \erify that you are using a null-modem cable
or a serial cable with a null-modem adapter.
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Telnet Session

Symptom Action

Telnet workstation cannot access #h€heck the 10/100 Ethernet Stackable Hub’s IP

10/100 Ethernet Stackable Hub.  address, subnet, mask, and default gateway are
correctly configured.

* Ensure that you entered the IP address or host
name of the 10/100 Ethernet Stackable Hub
correctly when invoking the Telnet facility.

Password

Symptom Action

Lost Control Panel Password. Use the management interface (either by a Tel-
net session or by using the EIA 232 port) and
reset the control panel password using the User
Authentication Menu. See “User Authentica-
tion” on page 4-48.

Lost Control Panel Password (Wek Contact network administrator for a new

or Management Interface). password.

» Contact another user with READ/WRITE
access

» Contact IBM support.

Note: If no user has READ/WRITE access, con-
tact IBM support.
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Web Browser

Note: Web Browsers must support Java 1.0 Multiframe HTML. The 10/100 Ethernet
Stackable Hub has been tested using Netscape Navigator Version 3.04, 4.03, and 4.04
and Microsoft Internet Explorer 3.02 and 4.0 in both Microsoft Windows 95 and
Microsoft Windows NT 4.0.

Symptom Action

Web browser cannot access the hub. ¢ Check that the 10/100 Ethernet Stackable
Hub’s IP address, subnet mask and default
gateway are correctly configured.

* Ensure that you enter the IP address of the hub
correctly on your web browser.

« If you are using Microsoft Internet Explorer,
see “Help for Using Internet Explorer.”
The Java applet graphic of the hulClear the memory cache and the disk cache of
does not appear. your Web browser. For example, in Netscape
4.03 selecEdit/Preferences/Advanced/Cache
and then selec@lear Memory Cacheand
Clear Disk Cache

Help for Using Internet Explorer

In the Microsoft Internet Explorer, using an IP address instead of a host name can
cause problems related to Java classes. You can use either of the following methods to
help Java applets find their class information.

Method One:

1. Construct a host entry in the host table of your local machine.

* Place the host table file in WINDOWS/hosts. For example, if the IP address of
the hub is 212.67.1.99, and you choose a unique host name, “device 99”, then
you can edit the file as follows:

-127.0.0.1 localhost
-212.67.1.99 device99

2. Typedevice99in the URL text field of IE 3.0 or IE 4.0 to get the HTML document
and download the Java class.

Method Two:Create the host entry in the host table of one Domain Name Server and
setup the domain name server of your local machine.

Note: Method One is the recommended method.
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Obtaining Software

You can obtain the latest level of code, MIBs, tips, and publications about the 10/100
Ethernet Stackable Hub through the Internet.

WWW Site
1. Access the IBM Networking Technical Support:

http://www.networking.ibm.com/support
2. Select 8245 for the Product Number menu.

You can access product announcements, publications, technical tips, and code
downloads. You can also subscribe to receive e-mail notifications of code updates,
tips, and FAQs for the 10/100 Ethernet Stackable Hub.

3. Locate and download the following files 8245Vxxx.EXE. The file includes BOOT
ROM, Web Pages Database information, system software code, and readme file.

Note: In this filename, xxx is the version number.

FTP Site
1. Access the IBM Networking Environment anonymous FTP site:

ftp.networking.ibm.com/pub/products/lanprods/hub
2. Login as anonymous.
3. Enter your e-mail address as your password.

4. Locate and download the following file 8245Vxxx.EXE. The file includes BOOT
ROM, Web Pages Database information, system software code, and readme file.

Note: In this filename, xxx is the version number.

Obtaining Service

If you need assistance in troubleshooting or if you need service for your 10/100
Ethernet Stackable Hub, call IBM &800-772-2227n the United States and
1-800-426-7378 (1-800-IBM-SERVIN Canada. See Appendix A, “Notices,” for
information concerning service for the product.
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Appendix A. Notices

References in this publication to IBM products, programs, or services do not imply
that IBM intends to make these available in all countries in which IBM operates. Any
reference to an IBM product, program, or service in this publication is not intended to
state or imply that only IBM’s product, program, or service may be used. Any
functionally equivalent product, program, or service that does not infringe any of
IBM’s intellectual property rights may be used instead of the IBM product, program,
or service. Evaluation and verification of operation in conjunction with other
products, programs, or services, except those expressly designated by IBM, are the
user’s responsibility.

IBM may have patents or pending patent applications covering subject matter in this
document. The furnishing of this document does not give you any license to these
patents. You can send license inquiries, in writing, to the IBM Director of Licensing,
IBM Corporation, 500 Columbus Avenue, Thornwood NY 10594 USA.

Notice to Users of Online Versions of This Book
For online versions of this book, we authorize you to:

Copy, modify, and print the documentation contained on the media, for use within
your enterprise, provided you reproduce the copyright notice, all warning statements,
and other required statements on each copy or partial copy.

Transfer the original unaltered copy of the documentation when you transfer the
related IBM product (which may be either machines you own, or programs, if the
program’s license terms permit a transfer). You must, at the same time, destroy all
other copies of the documentation.

You are responsible for payment of any taxes, including personal property taxes,
resulting from this authorization.

THERE ARE NO WARRANTIES, EXPRESS OR IMPLIED, INCLUDING THE
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE.

Some jurisdictions do not allow the exclusion of implied warranties, so the above
exclusion may not apply to you.

Your failure to comply with the terms above terminates this authorization. Upon
termination, you must destroy your machine-readable documentation.
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Safety Notices

Telecommunications Safety Requirements in the United Kingdom

This IBM product is made to high safety standards. It complies inherently with
telecommunications safety standard BS 6301. It is not designed to provide protection
from excessive voltages appearing externally at its interfaces. Therefore, when this
product is connected to a public telecommunications network via any other equipment,
and you connect to this product items not supplied by IBM United Kingdom Ltd., you
must comply with mandatory telecommunications safety requirements.

Statement of Compliance with the United Kingdom Telecommunications
Act 1984

This apparatus is approved under approval number NS/G/1234/3/100003 for indirect
connections to the public telecommunications systems in the United Kingdom.

Electronic Emission Notices

Federal Communications Commission (FCC) Statement

This equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment is
operated in a commercial environment. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with the
instruction manual, may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful interference
in which case the user will be required to correct the interference at his own expense.

Properly shielded and grounded cables and connectors must be used in order to meet
FCC emission limits. IBM is not responsible for any radio or television interference
caused by using other than recommended cables and connectors or by unauthorized
changes or modifications to this equipment. Unauthorized changes or modifications
could void the user's authority to operate the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions (1) this device may not cause harmful interference, and (2)
this device must accept any interference received, including interference that may
cause undesired operation.

Industry Canada Class A Emission Compliance Statement
This Class A digital apparatus complies with Canadian ICES-003.

Avis de conformité aux normes d'Industrie Canada
Cet appareil numérigue de la classe A est conform a la norme NMB-003 du Canada.
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European Norm (EN) Statement

This product is in conformity with the protection requirements of EU Council
Directive 89/336/EEC on the approximation of the laws of the Member States relating
to electromagnetic compatibility. IBM cannot accept responsibility for an failure to
satisfy the protection requirements resulting from a non-recommended modification of
the product, including the fitting of non-IBM option cards.

This product has been tested and found to comply with the limits for Class A
Information Technology Equipment according to CISPR 22/European Standard EN
55022. The limits for Class A equipment were derived for typical residential
environments to provide reasonable protection against interference with licensed
communication devices.

Warning: This is a Class A product. In a domestic environment this product may
cause radio interference in which case the user may be required to take adequate
measures.

Zulassungsbescheinigung laut dem Deutschen Gesetz lber die
elektromagnetische Vertraglichkeit von Geraten (EMVG) vom 30. August 1995
(bzw. der EMC EG Richlinie 89/336).

Dieses Gerat ist berechtigt in Ubereinstimmung mit dem deutschen EMVG das EG-
Konformitatszeichen - CE - zu flhren.

Verantwortlich fur die Konformitatserklarung nach Paragraph 5 des EMVG ist die
IBM Deutschland Informationssysteme GmbH, 70548 Stuttgart.

Informationen in Hinsicht EMVG Paragraph 3 Abs. (2) 2:

Das Gerat erfillt die Schutzanforderungen nach EN 50082-1 und EN 55022 Klasse 4

EN 55022 Klasse A Gerate missen mit folgendem Warnhinweis versehen werden:

"Warnung: dies ist eine Einrichtung der Klasse A. Diese Einrichtung kann im
Wohnbereich funkstorungen verursachen; in diesem Fall kann vom Betreiber verlangt
werden, angemessene MalRBbnahmen durchzufuhren und dafur aufzukommen.”

EN 50082-1 Hinweis

"Wird dieses Gerat in einer industriellen Umgebung betrieben (wie in EN 50082-2
festgelegt), dann kann es dabei eventuell gestort werden. In solch einem Fall ist der
Abstand bzw. die Abschirmung zu der industriellen Stoérquelle zu veréfZern."

Anmerkung
Um die Einhaltung des EMVG sicherzusellen sind die Gerate, wie in den IBM
Handbichern angegeben, zu installieren und zu betreiben
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Japanese Voluntary Control Council for Interference (VCCI) Statement

This product is a Class A Information Technology Equipment and conforms to the
standards set by the Voluntary Control Council for Interference by Technology
Equipment (VCCI). In a domestic environment this product may cause radio
interference in which case the user may be required to take adequate measures.

cORRIE, HULASRERIMRCEAMENSE (VCC 1) OBEIC
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Taiwan Class A Warning Statement
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Trademarks
IBM is a trademark of the IBM Corporation in the United States or other countries or
both.

Microsoft, Windows, Windows NT, and the Windows 95 logo are trademarks or
registered trademarks of Microsoft Corporation.

Other company, product and service names may be trademarks or service marks of
other companies.
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International Business Machines
Corporation Armonk, NY 10504

Statement of Limited Warranty

The warranties provided by IBM in this Statement of Limited Warranty apply only to
Machines you originally purchase for your use, and not for resale, from IBM or an
IBM authorized reseller. The term "Machine" means an IBM machine, its features,
conversions, upgrades, elements, or accessories, or any combination of them.
Machines are subject to these terms only if purchased in the United States or Puerto
Rico, or Canada, and located in the country of purchase. If you have any questions,
contact IBM or your reseller.

Machine 8245 10/100 Ethernet Stackable Hub
Models 012, 024, 112 and 124

Warranty Period* One Year

*Elements and accessories are warranted for three months. Contact your place of purchase for warranty service
information.

Production Status

Each Machine is manufactured from new parts, or new and serviceable used parts
(which perform like new parts). In some cases, the Machine may not be new and may
have been previously installed. Regardless of the Machine's production status, IBM's
warranty terms apply.

The IBM Warranty

IBM warrants that each Machine 1) is free from defects in materials and workmanship
and 2) conforms to IBM's Official Published Specifications. IBM calculates the
expiration of the warranty period from the Machine's Date of Installation. The date on
your receipt is the Date of Installation, unless IBM or your reseller informs you
otherwise.

During the warranty period, IBM or your reseller will provide warranty service under
the type of service designated for the Machine and will manage and install engineering
changes that apply to the Machine. IBM or your reseller will specify the type of
service.

For a feature, conversion, or upgrade, IBM or your reseller may require that the
Machine on which it is installed be 1) the designated, serial-numbered Machine and 2)
at an engineering-change level compatible with the feature, conversion, or upgrade.
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A-6

Some of these transactions (called "Net-Priced" transactions) may include additional
parts and associated replacement parts that are provided on an exchange basis. All
removed parts become the property of IBM and must be returned to IBM.

Replacement parts assume the remaining warranty of the parts they replace.

If a Machine does not function as warranted during the warranty period, IBM in its
sole discretion will repair, replace it (with a Machine that is at least functionally
equivalent), or refund the purchase price. To obtain coverage under the warranty you
may be required to present proof of purchase.This warranty is non-transferable by the
end-user customer.

This warranty is non-transferable by the end-user customer.
Warranty Service

To obtain warranty service for the Machine, you should contact your reseller or call
IBM. In the United States, call IBM atg800-772-2227In Canada, call IBM at
1-800-IBM-SERV (1-800-426-7378) YOu may be required to present proof of purchase.

Depending on the Machine, the service may be 1) a "Repair” service at your location
(called "On-site") or at one of IBM's or a reseller's service locations (called "Carry-
in") or 2) an "Exchange" service, either On-site or Carry-in.

When a type of service involves the exchange of a Machine or part, the item IBM or
your reseller replaces becomes its property and the replacement becomes yours. The
replacement may not be new, but will be in good working order and at least
functionally equivalent to the item replaced.

It is your responsibility to:

1. obtain authorization from the owner (for example, your lessor) to have IBM or
your reseller service a Machine that you do not own;

2. where applicable, before service is provided—

a) follow the problem determination, problem analysis, and service request proce-
dures that IBM or your reseller provide,

b) secure all programs, data, and funds contained in a Machine,
c) inform IBM or your reseller of changes in a Machine’s location, and

d) for a Machine with exchange service, remove all features, parts, options, alter-
ations, and attachments not under warranty service. Also, the Machine must be
free of any legal obligations or restrictions that prevent its exchange; and

3. beresponsible for loss of, or damage to, a Machine in transit when you are respon-
sible for the transportation charges.
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Extent of Warranty
IBM does not warrant uninterrupted or error-free operation of a Machine.

Misuse, accident, modification, unsuitable physical or operating environment,
improper maintenance by you, or failure caused by a product for which IBM is not
responsible may void the warranties.

IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
HOWEVER, SOME LAWS DO NOT ALLOW THE EXCLUSION OF IMPLIED
WARRANTIES. IF THESE LAWS APPLY, THEN ALL EXPRESS AND IMPLIED
WARRANTIES ARE LIMITED IN DURATION TO THE WARRANTY PERIOD.
NO WARRANTIES APPLY AFTER THAT PERIOD.

In Canada, warranties include both warranties and conditions.

Some jurisdictions do not allow limitations on how long an implied warranty lasts, so
the above limitation may not apply to you.

Limitation of Liability

Circumstances may arise where, because of a default on IBM's part (including
fundamental breach) or other liability (including negligence and misrepresentation),
you are entitled to recover damages from IBM. In each such instance, regardless of
the basis on which you are entitled to claim damages, IBM is liable only for:

1. bodily injury (including death), and damage to real property and tangible personal
property; and

2. the amount of any other actual loss or damage, up to the greater of $100,000 or the
charge for the Machine that is the subject of the claim.

Under no circumstances is IBM liable for any of the following:

1. third-party claims against you for losses or damages (other than those under the
first item listed above);

2. loss of, or damage to, your records or data; or

3. economic consequential damages (including lost profits or savings) or incidental
damages, even if IBM is informed of their possibility.

Some jurisdictions do not allow the exclusion or limitation of incidental or
consequential damages, so the above limitation or exclusion may not apply to you.

This warranty gives you specific legal rights and you may also have other rights which
vary from jurisdiction to jurisdiction.
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Appendix B. Cable Pinout Diagrams

Straight-Through 10BASE-T/100BASE-TX Cables

10BASE-T/100BASE-TX connections to devices such as workstations and servers
require straight-through cables, as shown in Figure B-1 and Figure B-2 for UTP and
Figure B-3 on page B-2 for STP.

Two standards are shown for wiring UTP connectors, T568-A and T568-B. The only
difference between them is in the color of the insulation around the wires.

i T

Figure B-1 Straight-Through UTP Cable (RJ-45 to RJ-45), T568A
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Figure B-2 Straight-Through UTP Cable (RJ-45 to RJ-45), T568B
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Straight-Through 10BASE-T/100BASE-TX Cables for STP

RJ-45 IBM Cabling System
Ping Data Connector Calor Code

I 1 « = Red [
2 || e > Grean f
3 A— = Black |
a - — C— :..-:_-_I.-I.-:“-_:

Figure B-3 Straight-Through STP Cable (RJ-45 to IBM Data Connector)

Crossover 10BASE-T/100BASE-TX Cables

Crossover cables are typically required when making 10BASE-T/100BASE-TX
connections to other hubs. The 8245 does not require crossover cables, but if you need
them, Figure B-4 and Figure B-5 show you how to wire the connectors for UTP and
Figure B-6 on page B-3 shows you how to wire the connectors for UTP.

Two standards are shown for wiring UTP connectors, T568-A and T568-B. The only
difference between them is in the color of the insulation around the wires.

" il 0 I P o M
..-"-..'-'-"'. AT VAN
1 2 345678 123435068178
I
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GreaniWhite

Figure B-4 Crossover UTP Cable (RJ-45 to RJ-45), T568-A
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Figure B-5 Crossover UTP Cable (RJ-45 to RJ-45), T568-B

Crossover 10BASE-T/100BASE-TX Cables for STP

RJ-45 IBM Cabling System
Pins Data Cannectar Color Code
| — _—— Orange
2 A — = Black
3 10  _ . Green
B A o —# RHed

Figure B-6 Crossover STP Cable (RJ-45 to IBM Data Connector)
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Null Modem Cable

A null modem cable should be used for a direct connection from a PC serial port to the
8245 Management Port.

B-4

Hulb's 9-Pin PC's 9-Pin
Management Por COM Poat
iDCD = —* 1 DCD
2 AXD -~— e 2 XD
ITED - = 3THD
40TR - __—» 4DTR
5 SGND - === % 5 SGND
EDSA - T 5DSRA
TATS - - THTS
BCTE 4— & BCTS
SRl - = ORI

Figure B-7 Null Modem Cable Connection
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Tell Us What You Think?

IBM 10/100 Ethernet Stackable Hub 8245
Installation and Planning Guide
Part Number 08L2957

We hope you find this publication useful, readable, and technically acurate, but only
you can tell us! Your comments and suggestions will help us improve our technical
publications. Please take a few minutes to let us know what you think by completing
this form. If you are in the U.S.A., you can malil this form postage free or fax it to us
at 1-800-253-3520. Elsewhere, your local IBM branch office or representative will
forward your comments or you may mail them directly to us.

Overall, how satisfied are you with the

information in this book? Satisfied Dissatisfied
O O

How satisfied are you that the information

in this book is: Satisfied Dissatisfied

Accurate ] ]

Complete ad O

Easy to find ad O

Easy to understand ad ad

Well organized O o

Applicable to your task ad O

Specific Comments or problems

Please tell us how we can improve this book:

Thanks you for your comments. If you would like a reply, provide the necessary
information below.
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