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WebSphere Portal Express —
An Introduction to enabling Single Sign-On to Backend Applications

Overview

This lab will introduce you to the single sign-on support in WebSphere® Portal, providing a mechanism that
assists a portlet in retrieving one of several representations of a user's authenticated identity, which the portlet
can then pass to a backend application. You will be introduced to the Credential Vault, a portal service that
helps portlets and portal users manage multiple identities. The credential vault provided by WebSphere Portal
distinguishes between different types of vault slots and this lab will illustrate the differences in functionality of
private slots, shared slots, and system slots in the credential vault. You will exercise the functionality of each of

these slots by installing a number of portlets which create or use credential vault slots to store and retrieve
credentials.

Lab Requirements
? WebSphere Portal V5.0.2 and its prerequisites

? Completion of the portal lab: WebSphere Portal Express — An Introduction to the Portal
Access Control Facility

What you should be able to do

At the end of this lab, you will have exercised some of the following functions of the Credential Vault:
? Gain experience using a private user slot
?  Gain experience using a shared user slot

? Configure and use a system slot

Introduction

The credential vault offers the ability for portlets to store and retrieve credentials. The primary objective of the
credential vault is to enable single sign-on with backend applications, in environments where multiple user
identities may be necessary. For instance, your portlet may need to send an e-mail message, and therefore, it
needs to sign on to the e-mail server. Usually, there is no guarantee that the user ID and password that were
utilized to log into the WebSphere Portal can also be used to sign on to the e-mail server. A portlet could store
the e-mail user identity in a slot in the credential vault and retrieve those credentials to log in to the e-mail
server.

There are a number of different ways to use the credential vault. Most of the times, you will use a
programmatic approach. Portlets can create slots and store credentials, and then retrieve them at a later time.
Slots created this way are called “user slots” and can be “shared” or “private.” A shared slot is accessible from
any portlet that runs under a certain user identity. A private slot is only accessible to a specific concrete portlet
running under a specific user identity.

The Administrator can also create slots — called system slots. System slots are special slots that are visible to
all of the portlets, irrespective of the user identity that is used to run them. An administrator can set the
credentials in a system slot using the administrative function of the credential vault, allowing oortlets to retrieve
those credentials programmatically.
In this exercise, you are going to install, run, and analyze three types of portlets that:

1) Create and use a private user slot

2) Create and use a shared user slot

3) Use a system slot which you previously created using the administrative interface
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Exercise Instructions

Part 1: Getting Started

In the first portion of the lab, you will perform some preliminary actions which will later allow you to exercise the
credential vault.

There are two ways to manage your portal server — through the HTTP server administration graphical client or

through the iSeries™ 5250 interface. We will show you both methods in this lab. Use either the graphical
interface or the iSeries 5250 interface to verify your WebSphere Portal Server is running.

Starting the Portal Server through the HTTP Server Administration Interface

1. Using your browser, go to the HTTP Server Administration client. You will need to use the correct
URL for your administration client: http://fullyqualifiedhostname:2001

2. When prompted for your user ID and password, provide a valid iSeries user ID and password that
will allow you the correct level of authority to work with the HTTP Server Administration client
features.

3. On the “iSeries Tasks” screen, click the first link, IBM Web Administration for iSeries.

iSeries Tasks

PWDE RC

-

'-'t't IBM Web Administration for iSeries

. Confizure HTTP servers, application servers and deploy applications

5 © 18ertes Navigator URL Advisor
£ Learn how to add O3/400 admitdstration tasks into your web applications

=Y Digital Certificate Manager
Create, distribute, and manage Digital Certificates

[

=t IBM Directory Server for iSeries
& / Administer the IBMW Directory Server

IBL IPP Server for iSenies
==l Configure the IEM IPP Server

L Civptosvaplae Cloprocessor

& . Configure the cryptographic coprocessor
15e11es Web-Based Help Server
Administer the i3eries Web-based help server
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4. Onthe Manage All Servers screen, click on the second tab, All Application Servers.

5. Onthe All Application Servers screen, you will see a list of the application servers running on your
IBM® eServer™ iSeries server. You can see the status of each server instance. The screen capture

shows some servers at the “Stopped” state and others at the “Running” state.

Manage All Servers @

ANHTTP Servers

Drata current 33 o7 002618 PM UTC on 1 2052004

Al Aplication Servers AILASF Tomcal Servers

Senver . Verslon Status Aalilress:Port

O3 AVHI DDA O WAS, VS (baSE) W Stopped  ™Z2070007,2070006, 200 001 02010011, 20010012,2010013

{ ANIIGEAVINGS WLE, V51 (besE) @ Stopped  ™209901,209908, 20081 0,20081 1,209912,209913

O defauitfzervarl WAS, Va0 (base) W Slopped  T2809,3930 9043 90E0,9080

O defaultise el WAS, WET (base) @ Ruwing  T2909,3330, 8043, 9080,9090,9443

O WASSIEL WASSIEL WS, VET (hased @ Rmwning 1007410019, 1002310024, 10025,1 0026 WahSphere ap)

O WWASSPOoMabRSSPotal  WWAS, WE.0 (ponal @ Stopped  *10001,10008,10010,10011,10012 WahSphen: Fo

O wpsindsiaps s WRS, VS D (poral W Fmming 5070050105 501085011 0,50111 WabhSphere Po

& wpsiteamisps tteam WAS, WE.D {porall & Ruwmwing 20700230105 201092011 0,201 11 WabSphere Fo
s &

Refresh Start || Stop || Restart

Manage Datails Dalete | Renarme

6. If your portal application server is not currently running, select the server by clicking the circle to the
left of your portal server instance. In the example below, the WAS5Portal server has been selected.

Manage All Servers @

ANHTTR Servers AN Apdication Servers . All ASF Tomcal Servers

Drata current 33 o D0:33:30 PH UTC on 1 2092004

Server a Version Status Address:Port

O AN DOANT1OD WRE W31 (base) W Stopped  T2070007,2010008 3010010,2010011,2010012,2070013

O AVMAGEYTEY WAS, V1 (base) W Slopped  T209901, 209906 2086102068911 20091 2 209913

2 defauitizerar] WAS, WD (basel W Stopped  T2800,23230, 0043 8080,9090

O defaultise e WS, VAT (base) W Runing  *2809,3330,804 3508050905443

{3 WASSTEL WASSTEL WAB V3 (based W Ruming  “1007410019,10023,10024,10025,10026 WbSphere ap)

(& WASSPoralWUASSPortal  WAS, V5.0 (porall @ Stopped  ™10001,10006,10010,10011,10012 WiahSphere Fo

O owpsindswpsinds WAS, VED {poraly W Pamwsing 75070050105 501 09,5011 0,501 11 WabSphere Fo

O wpstteamiwpsfteam  WWAS VED (podall @ Rumeing  *20100,20105, 201082011 0,201 11 WahSphare Fo
4 »

Raresh Stat || Slop || Restar

Manage Details Delete | Henane

7. Now, click the Start button to start the instance.
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8. You have successfully started your portal instance to begin the Portal Server Authorization lab.

Starting the Portal Server through the iSeries 5250 Interface

An alternate way to start your portal instance is through the iSeries 5250 interface. If you have already used
the HTTP Web Administration interface to start your portal instance, you can skip directly to the “Preparing the
Portal Server” section of this lab.

1. Sign on to your iSeries server.
2. From an OS/400 command prompt, enter STRQSH.

3. Navigate to the /gibm/proddata/webas5/pme/bin directory by issuing the Qshell command: cd
/qibm/proddata/webas5/pme/bin

4.  From the Qshell command prompt, type the following command, replacing “wpsXteam” with the
name of your portal instance: serverStatus wpsXteam -instance wpsXteam (NOTE: the
parameter values are case sensitive.)

5. Output from this command indicates if your application server is started or not. Alternately, you can
use the WRKACTJOB 0OS/400 command to determine if your application server is running in the
QEJBASS subsystem.

6. If your portal server instance is already started, you will see the message, The Application Server

“wpsXteam” is STARTED. If your portal server is not started, follow the instructions in the step
below to start the server.

7. Ifitis not already started, you should start your WebSphere Portal server by issuing the following
command: startServer —instance wpsXteam. Wait until you see the confirmation message: Server
<your server name> open for e-business; process id is xxx

8. Exit the Qshell environment by pressing PF3.

Preparing the Portal Server

1. Log in as wpsadmin.

___a) Using your browser, go to your portal instance using the correct URL:
http://hostname:port/wps/portal

___b) Click Log In at the upper right corner of the screen.

__c) Enter a user ID and password of the administration ID of the WebSphere Portal server.
For this lab example, we use id wpsadmin.

__d) Click the Log in button.

2. Create a new user and make it part of the wpsadmins group. We need two users to demonstrate the
flexibility of the credential vault.

__a) Click Administration on the navigation bar in the upper right portion of the screen.
___b) Click the Access menu in the left navigation pane

___¢) Click on Users and Groups.


http://hostname:port/wps/portal
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__d) Click the Search button to populate the list of users and groups.

__e) Click on the wpsadmins group.

___f) Click on the New user button.

___0) Create a new user called User2. Specify a password of password. Select English as the

language.
Pensconen [T T ST oy poctal Adeministration fdibmy pofls § Leg ot
HManage Urers and Groups HEERES
H’ Poptsl Uese Intarface Fravids ucss mFarmadan -
o L
@J, Portisis ¥ Uzmr [D:
= (AELTid |
{-jj. Mooess * Pagsnord:
semsnann
Senrm aed oo * Confimn Passvord:
Asrourcs Bemmizsiars T‘
Uzar and droup Parmizzionz | g g
Cradantial Usult =
¥ LaskName;
E’ Portal Settings T |
Ermimi:

__.;Pu-hl Arnalysin

Usar2g0us, b, cam |

Prafarraed languagsa:

.Engllch w
HRaquikad Fiald

__h) Click OK to create the user.

WebSphere J3ili-]

w Portal User Interface

% Portets
@ Access

Users and Groups
Resource Permissions
Uzer and Group Perrmizsions

Credential Wault

Ej Portal Settings
v Portal Analysis

TN T =]

Manage Users and Groups

m APMPO100I: User created successtully!

Foot p wpsadmins

Mermbers of cn=wpsadmins,o=default arganization - add, edit and delete uzer groups :

Mew group | PMew userl E Add rmember

D

User?

wpsadmiin
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Note — The user does not have to be part of the wpsadmins group in order to use the credential vault
portlets. However, by making it part of this group, we won’t have to define specific authorizations.
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Part 2: Exercising a Private User Slot
1. Install the Private Slot Portlet application.

___a) From the WebSphere Portal Adminstration portlet, click on Portlets on the navigation
menu.

___b) Now click Install to install a portlet.

___¢) To select the application to install, click Browse by the Directory field.

Crirectary:

___d) Navigate to C:\Portlets and select privateslotsample.war, assuming you extracted the
download associated with this lab to your C drive.

___e) Click Open.

| WebsSphers L NN -« TN

Install Pordets

T
)‘i'g Partal User Interface Specify the location of the file,
@ Drirectary:

gy Portets |C\Portletsiprivateslotsample. war |(Eromse... ]

o

Manage Applications
Manage Portlets
web Clipping

r}

{ﬁ,ﬁg Access

EJ Portal Settings

‘-ﬁ Portal Analysis
-

___f) Verify the correct portlet has been chosen in the Directory field and click Next.

___0) The subsequent screen shows the name of the Portlet application.

-:M-?.
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WebSphera §30i=]

Install Pordets

ﬁ Portal User Interface The fallowing portletz will be installed:
Portets
Portets -
Private Slot Sample Portlet concrete app (Sample code)
Install # Private Slot Sarmple Portlet concrete 1

Manage Applications ||

Install Cancel

Manage Portlats
web Clipping

@ Access
E’ Portal Settings
-

%“' Portal Analysis

___h) Click Install. The installation of the portlet will take a minute or so. You should obtain a
message that confirms the successful installation.

WebSphere J3ili-]

Install Portdets

?;? Portal User Interface . . —
| APIMOOOSI: Portlets were successfully installed.
6\? Portets Specify the location of the file.
Crirectory:
Install | |[(Browse... |

Manage Applications
Manage Portlets

Web Clipping

@ Access
QJ Portal Settings
et

b Portal Analysis
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2. Next, you will create a page to exercise the private credential vault portlet that you just installed.
___a) Click on Portal User Interface on the navigation menu.
___b) Next, click Manage Pages.
__¢) Click on the My Portal label.
__d) Now click on the New Label button.

___e) Type Credential Vault Lab for the title. Leave the default selection for the theme.

| WaS s LS T T T g ot
Page Properties ETL
ko |abals by Doetal
Title:

Thamal

-----Tnherlt Farert Theme---— & | o)

[0 twantta maka this paga my private paga
H aAdvanced options

ok || cancel

___f) Click OK. You will see the following confirmation message displayed indicating the page
was created successfully.

WebSphere L]

Page Propertes

m APPROOLOI: Credential Wault Lab hasz been created successfully,
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___0) Click OK to acknowledge the confirmation message.

[ Wussshue [
'?__'? Portal User Intarfacs

HManage Pages

Thernes and Skins

g 1 oital Advaniswatisn £ oy praile T Log ot
HManage Pages “HEERER
B Saardh on:
Tithe cortains -
Seawch fari
ot ook b vy porest B 21 (1]
Pagus in My Bartal Add, Edit, Dalats, and Feardsr pagss
[ Mawr pmgm | [F Hen labal] [5 Haw od]
' : Showingl-7 of 7 Fagedefl
Tt Hpkque mare status
"ﬂﬂ__‘m wps. My Portal Walcoma Adive 'l;; Al _ﬂ ﬂJ
DE ke pdmworkspace active :i | Bl ﬁl A g]
Fpay wroch wps. My Portal. My Wor Adctiva al[xl B A
= wpz. by Portal.Hy Finances aive [ [¥] B A ]
L= EREE wps. Wy Fortal Wy Hewsronm Artive :l 1= E H _ﬂJ
'E*ﬂ.'ﬂ {Sarigs wps My Portal My iSaries Activa _I-J | Bl Fa) _n_-l
e pfmnkial aut Lab £ 0 &3 Ackive &) Bl A H]
Showing1-Tof T Fage 1afl

___h) Click on the newly created Credential Vault Lab label.

10
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__i) Click on the New Page button to create a page for the Credential Vault Lab label.

WebSphere 00T e e

Page Properbes
Mew page:Credential Yault Lab

Title:

iLaI:- Page |

D I want to make thiz page my private page
Advanced options

| 0K | | Cancel |

__J) Type Lab Page in the Title field.

___k) Click OK. You will receive a message notifying you of the successful creation of the new
page.

[ Wk Sphare [0 N T Lo ot

P Propea Htia e L

i} APPRODLOL Lab Page has bean treated sucoessfull

o

___1) Click OK to acknowledge the confirmation message.

11
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___m) Click the Edit Page Layout icon next to the lab page that you just created.

[ wabaphars [T N ST 1, Foral Administratien Edit my profile. ¥ Log aut
Pl S wRRR=ED
w Fartal User Interfare [l 2sarch on:
Titla mmntaine -
Hanage Pages Saarch for

Tharmes and Skins

8"""! | tmarch
2 Pertluts
@Am Comtent inat ¥ ey ored * eredential vauls 1an 2 21 ]

Pages m [redentisl Vaulk lab &dd, Edit. Dslets. and Recidsr psgss
m Partal Sattings [t paga | 5 Hen labal | [ Han ol |
i Showing L - 4 of 1 Paga 1 of 1
'&_w Portal Anabysin Titlm Uit s bmiuim

B, £ i_6A Active Bl [#] # [H

showing L -4 of 1 Pagaiefd

__n) Click on the Add Portlets button in the left pane of the lab page.
[ Websphers [ =

. Contert  Appearance  Locks

Edit Layout

q-) Edit Lavout and Content allows vou to add and arrange portlets, columns and rows, You can alzo remove portlets, columr
therm.

Page title: Lab Page

[] M g & =

|+ Add portlets |+ Add portlets

___0) Type the word Private in the Search for field.

___p) Click the Search button to locate the Private Slot Sample portlet.

12
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___q) Select Private Slot Sample portlet by checking the checkbox next to the portlet.
| WebSphers [0 R

Edit Layout

B Search on: .
Title contains bt
.S.ga.r;h_f.q.r_:

Private

Showing 1 -1 af 1 Page 1 of 1

Select Portet Titde Unique name

Private Slot Sarmple portlet

Showing 1 -1 of1 Page 1 of 1

| 0K | | Cancel |

__ 1 Click OK to complete editing the layout of the left pane.

___s) Repeat the previous five steps for the right column or pane.

13
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___t) Your final page layout should look like the following.

WebSphere [3]i]

I Content  Appearance  Locks

Edit Layout

@ APCLO115I: Hew portlets are added successfully,

Q Edit Layout and Content allows you to add and arrange portlets, columns and rows, You can also remove portlets, columr
thern.

Page titla: Lab Page

[] I =0 B &

[ [
Private Slot Sarmple portlet |E| Private Slot Sarmple portlet

|+ Add portlets |+ Add portlets

___u) Click Done to complete editing the page layout of your lab page.

14
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3. Inthis next step, you will exercise the private credential slot portlet.

___a) Click My Portal (“My Portal” at the very top of the page next to Administration — not “My
Portal” the label).

___b) Click on the Credential Vault Lab label. (NOTE: You may have to push the left and right

scroll buttons to find the label. These scroll buttons are located to the left of the labels at
the top of the screen.)

WebSphere L=

I My Page

___c¢) Click on the Lab Page. You should obtain a page where the two portlets display the
message shown below.

WebSphare J3:i-]

— L

Labk Page

Lab Page Private Slot Sarmple portlet & =0 Private Slot Sarmple pol
There are no userid and password in the vault for this portlet, Use 'adit' There are no userid an
rmode to stare tharn, rmode ta stare thern,

. - &F .

__d) Click on the Edit icon for the portlet in the left pane.

___e) Setauser ID and a password of your liking on the subsequent screen. The user ID and
password you enter do not have to be an existing user and password. They also do not
need to be a defined portal profile or an operating system user. What you enter here will
be stored in a private slot in the credential vault. Only this particular servlet and this
particular user (wpsadmin) will be able to retrieve that slot.

| Wedspmire L] K‘-‘:{{‘“h i_w ry Portall Sdepinistestion of Edit my profile ® Log out
Mew Psqe Edd Beage &S:zsion P 2w .
B Labpacs
Laks Pags Privats Slat Sarnple portet i ==
Enber Userld angd Passmard

UsarlC
kgrasns

Pazznard:
[passmora

] g

__ ) Click the Submit button. You will now see the portlet on the left display the user and
password you entered.

___0) Repeat the edit operations for the portlet on the right hand side.

___h) You should end up with two portlet instances displaying two different user-password pairs.

15
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S o == 3 3 B G
| wanapaars [J01] EST ) STy pavtal Adrninistration oF By peofle T Lag oot
Mew Paqe Edit Dage Qazign Darmiceione
. [ e |
B Lsb Pags
Labk Pags= PFrivaks Slnt Sample petist #F =0 Arivsks Slok Ssmpls porklst A =0
UrsmrlD o kgressmes Usnsrl D oo wecllark
FPassword Is passwivd Pazswvord Iz william

__i) Log out of portal.

__j) Log in back in, but this time user id User2 and its associated password. (NOTE: These
both the user ID and password are case sensitive).

___k) Click Credential Vault Lab label. You will see that the portlets do not show the users and
passwords you set when running as wpsadmin. (You may see an error message because
the username and password have not yet been stored. These can be ignored.)

___1) Using the edit function, set a new pair of user ID/password combinations. Be sure to pick
different user IDs and passwords than you used before. These users will be private to

User2.
[ wassphers (R T my portal Adminisation o Bdi my peofile ¥ Log el
M = B Pt iy B i it

| e eesere ECREECTRORIEEY  [EEETEEEE
i] Laks Fags

et C L Bt mIn e aE B (Eruats Sict Sarepls porkisk i

Uzerll s Cisco UeerlD iz Pamcha

Pazzmord iz Diable Pazanerd iz Loco

___m) Log out of portal.
__n) Now Log in again as wpsadmin.
___0) Click Credential Vault Lab.

___p) Click the lab page. You should see the users and passwords you set originally, when
running as wpsadmin.

Completion of this step demonstrates the slots the portlet created are private to the user and to the

specific portlet instance. For an analysis of the code that was used to code that made this example
possible, see Appendix A at the end of this lab.

16
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Part 3: Exercising the Shared User Slot

1. In part 3 of this lab, you will install and configure the shared slot example, which demonstrates how
portlets can share a credential slot.

___a) Make sure that you are logged into your WebSphere Portal server with the administration
ID. We have been using wpsadmin as the ID in our examples.

___b) Click Administration.

___¢) Next, click Portlets in the navigation menu.
___d) Click Install.

___¢e) Now, click the Browse button.

__f) Select file C:\Portlets\sharedslotsample.war.

__g) Click Open.
__h) Click Next.
mﬁ'!;& -.\:\‘_ -""-\--..,-I g B T My Porkal  Administration idit my profls F Log ot
Install Porileis T=0
"“:;_“’- Portal LUser Interface e Pl ind Sirtlebe Wil b rekallad
8‘ 3T Portisbs
Sy Shared Slot =ample Partlet concrete ape
Install &  fharad Slot Fampla Potlatl conckata

Manage applicanons » Shared Slot Samples Portlst? carcrats

Nanage Forfiate T 1
by | Install | | Cancsl

ek Clippirg
o Mocess
"
E;'*-' Portal Settings
-

' % Postal Anabhnid

-

__i) This WAR file contains two portlets that are exactly the same, in terms of the code they
contain. Only the class name and the description are different. The objective of this section
of the lab is to configure both of these portlets on the same page so that they can share the
same slot.

__j) Click Install. You should get a message that shows that the portlets were successfully
installed.

__k) Click on Portal User Interface in the navi gation menu.

__I) Click Manage Pages.

17
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___m) Navigate to the Credential Vault Lab label by clicking My Portal -> Credential Vault

Lab.

I Fo

This will take you to a page that shows the lab page.

BT ST ook Admmistration Edit my prafile 7 Leg aut

2 Hanags Pages EEEEO
T Povtal ey interfare =] 31:;:*;::;;“; =
Manzge Pages search Fors
Thameas ard Ghins |
a?‘ e Swarch |
= L=
e Lontent Root P iy Posal F ppedential u“umﬂ ﬁ I
1!_19-,: Aoooes
Pages in Credential Wault Lab 8dd, Edit, Delets, snd Rearder pags:
w Foirtal Settings K Hau page | [ Haw (bl [& Ham ool
2 | Shoming 1 - L of L Paga'dofi
._-.-1,, ik Ariikgaie Tt Ciatua
; dysb pang 5064 Ackive o (] 1 [
| Bhoning L AL ofl  Dagedioral
__n) Click the Edit Page Layout icon (the pencil) to the right of the lab page. This brings you to
the design page, where you can add portlets. The Private Slot Portlets should still be there.
__0) Click the Add portlets button in the left pane.
___p) Type shared in the search field.
___q) Click Search. You will see a screen where the two portlets that you just installed can be
selected.
o s T T 7 s
ot Lanesth al | ]
H Fessch o
| THs cordsins e
Swarch for
!5h-:m=d
Search ]
Bhowirg 1 -2 of 2 Page 1 of L
. [#l  Shared Siot Podle
1 sharad slot Podlet
Ghowireg 1 - 2 of 2 Paga L of L
[Cox ][ concet

__ 1 Check the checkbox by Shared Slot Portletl.

__s) Click

OK to complete adding the portlet to the left pane.

___ 1) Click the Add portlets button in the right pane.
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___u) Repeat the search, this time selecting Shared Slot Portlet2.

m Pi.'l'-\ll W - ? Log out
Edit Layout NEEE

B semedh ono
Tl cortsins -
Saarch for
|5h-:m=d

| shoeimgi-2efz  Pagelofi |
|
|

Yalect Portlst Tide i pus nsna |

I [0 Sharad Slat Dodtlett

! [ sharad slot ol

[ CEhawing i o Pagerers |

[Tox ][ canem |

V) Click OK.

___w) Click Done to complete editing the page layout.
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2. Inthis next step, you will exercise the shared slot portlets.

___a) Click My Portal and navigate to your lab page by opening the credential vault. There
should be four portlets on the page. The two portlets at the top should still show the values

you entered when we ran the private slot example. The two new portlets we just added
show the usual message about the slot not being available.

| Witk ghara [T W-J ST vy Foital Administration o Edit my profle

T Lag o

ge Assign Parmission

I Lab Pags

Private 5lot Samnpla potlet = 0  PFivata Blot Samples potlat

& =0
Usarll is kgeeame eIl is wclark
Passrord s passwibed Password s william
Sharsd Slot Pardstl # = 0 CSharad Slok Porilst? F o= 0O
There arz no usend and passyvord in the vault for thiz podlet Use 'edit’ mode to Thare arz no uzend ard passvard Inthe vauk for this podlen Use ‘sdit’ mode o
sbore thern. store them:

___b) Click the Edit button for the Shared Slot Portletl.

___c¢) Fillin the user ID and password on the subsequent screen (choose values you have not
utilized yet).

| WebSphers LU
-um Credential Wault Lab _
i

Lab Page

Shared Slot Portletl
Enter UserID and Password
UserIDn:

Password:

[ submit ][cancel ]
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___d) Click the Submit button. You should now notice that not only does the Shared Slot

Portletl show the values you entered, but the Shared Slot Portlet2 does too. The secret is

being shared between the two portlets. However, a new user will not be able to get to
those credentials.

| WatEgtare [UTE] T 1y rortal dministration < Ede my profile. ® Log out
m Credential Wauk Lab My Fayonbes -
§ Labpage

Frivate Blot Sarmnple potlet F 28 Frivate sloe Sample pordat &=
LlsarlD is begram g Uz iz wsclar

Pazmsord iz passeied

Fassyord 15 wlliam

Ehared Slot Portdstl B e U Sharsd Slot Parklek2 & = O
UesrlD iz sz UzsrlD 13 Lo
Pagsedord 15 Lirthes

Password Is Luather

___e) To see this effect, log out and log in as User2.

__f) Click on Lab page. You will see that the Shared Slot portlets are not yet initialized. You will
need to edit one of the Shared Slot portlets to store credentials for User2.

__g) Click the Edit button for the Shared Slot Portlet2. Fill in the user ID and password on the
subsequent screen (choose values you have not utilized yet).

___h) Click the Submit button. You will see a screen similar to that below.

[ WetsEpharn [ITH m%h S = vy poetal | Administration of Ede my profile F Log ut
Mew Page Edit Bage  mssige Papmissigns

-u Docimentz | My Wark | My Finances | My Bevzroom cradental Vsl Lab My Faucribes UI
I Lab Pags

Prinate Slot Sample pordet # =0 Prvste Slot Sample postlee |
I=erl0 i= Claca Uzarll iz Pancho

Pazznord |z Diskle Faszvord i3 Loco

Shared Slot Fartlatl « = 0 Gharad slot Portletz =

UserlD i Kimn Uzarll i Kim
Passrord is Grosme Fasavord |5 Greene

These credentials will be private to User2, but shared among the portlets on this page.

__i) Log out and log back in as wpsadmin.
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__j) Click on Lab Page. The credentials you set as user ID wpsadmin will still be displayed by
the Shared Slot portlets.

Iy P RS ) vy portsl Adminiteation o Edit g profile 8

Log ouk
Hay Fage EditEace  Assigr Peenizssions

IR credeneo veur oo [, . covoree:
n Lab Page

Frivate 5lot Sarmple porddes & Frivate Blot Sample portlet & = O

LzerdD iz b gresne

UsailD iz wicladk
Pazzuord iz pazawied

Passvard s willkan

Ehared Flot Pordatl £ 0 Eharad ot Potletz & — O

UrarlD iz Lex

narlD ix Lex
Passeord is Luther Pazsword is Luther

3. Let's now analyze how the Shared Slot portlet is coded.

___a) Using a text editor, such as Wordpad, open the file SharedSlotSamplePortletl.java
located in C:\Portlets\credentialVaultSource\sharedSlot. Notice there are two portlets in

this directory. The only difference between the two Java files is limited to the class name.
The rest of the code is exactly the same.

___b) Inspect the initConcrete() method — notice this method provides the same function it did
in the private slot portlet example, it caches the credential vault service:
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___¢) Inspect the doView() method next. This implementation is very similar to the private slot

example — this method calls getCredential() and displays any credentials retrieved from
the vault.

__d) Scroll down to the implementation of getCredential(), Notice the first difference from the
private slot portlet. In the shared slot portlet, the getCredential() method does not look up a
vault slot based on an identifier which is stored in the portlet request data. Rather, it calls a
getCredentialSlotConfig() method, which iterates through all the potentially accessible
shared slots in the credential vault and returns the one that matches the requested
resource.

private Credenti al Sl ot Confi g getCredenti al Sl ot Confi g(Portl et Request
portl et Request)

java.util.lterator it = null;
try{ // creates |list of accessible slots

it= vaul t Servi ce. get Accessi bl eSl ot s(portl| et Request);
}catch(Portl et Exception pe)

{

}
Credential Sl ot Config config = null ;
String curResNanme = nul |;

return null;

whi |l e(it.hasNext() )

{
config =(Credential SlotConfig )it.next() ;
cur ResNane = config. get Resour ceNane();
/I searches for shared resource name
if (curResNane.startsWth(resourceNane ) )
return config;
}
return null;

23




WebSphere Portal Express —
An Introduction to enabling Single Sign-On to Backend Applications

___e) The next major difference between the shared slot portlet and the private slot example is in

the actionPerformed() method. With the shared slot example, the portlet creates a shared
slot (notice that the portletPrivate parameter is set to false):

if(config==null) // create slot if it doesn't exist
{
Qbj ect| D segnentI D =
vaul t Servi ce. get Def aul t User Vaul t Segnment | d() ;
Map descri pMap new Hasht abl e() ;
Map keywor dMvap new Hasht abl e();
int secretType
vaul t Servi ce. SECRET_TYPE_USERI D_STRI NG_PASSWORD_STRI NG;
bool ean active = fal se;
bool ean portletPrivate = false;

/lcreate the slot
config = vaul t Servi ce. creat eS| ot (resour ceNane,
segnment | D, descri pMap, keywor dMap,
secret Type, active, portletPrivate, portletRequest);

}
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Part 4: Exercising the System Slot

The examples we have worked with to this point in the lab created their own user slots in the credential vault. It
is also possible for portlets to use slots that were created by the administrator. In particular, an administrator
could create a system slot which will be available to all portlets, irrespectively of the user identity under which
they are running. This function can be used whenever a number of Portal applications need to connect to a
backend system using the same user ID. For example, your Portal applications and users may need to
connect to a purchasing system that is implemented on a legacy system with all users needing to submit

purchase orders using the same identity. This part of this lab will configure a system slot administratively, and
then install a portlet that uses the slot.

___a) Make sure that you are logged into the portal server with a user ID that has administration
rights, such as wpsadmin.

__b) Click Administration in the navigation bar in the upper right portion of the screen.
___c¢) Click the Access menu in the left navigation pane.

__d) Click Credential Vault. This is the “Credential Vault” administration portlet.

[ e stars Lo e . ] | - = | My Pl mdanisteation Eds my peofile ¥ Lag oot
Cradential Yault T -0
.
:T!_"!-; Prartal Ussr Inberface
B | Add a vault segrent  ceste & patmon in s vaulto store oedendals
h ] —
Fr 3
"__'_. Fortlate B Managa vadlt segnnents i Or delate & yallt segrmant
G Rocess b Aadd @ vault slot  ceste o slot in s wauk segrient for staring coedentials
L3

I v 3 B Managa svcbern wadlt slots view of deleto @ systerm waulk € tooor dhange tha cradantal for sestom sharmad slots
Users and Sroups
Amsaurce Permizzions

Uzer and Sroup Pemmiccions

Credential ault

__e) Click Add a Vault Slot to create a slot in the vault segment. This vault slot will be used to
store system credentials..

__f) Specify SystemSlot1 in the name field.

___0) Check the box next to Vault slot is shared.

__h) Click the New radio button for the Vault resource associated with vault slot.
__i) Type LegacyPurchasingSystem in the text field next to the New radio button.

__J) Type legacylD for the shared user ID and legacypwd for both the shared password and
confirm password fields.

___k) Type a description of your choosing.

__I) Leave all remaining parameters at their default values.
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[ Wtk ghare [ N ST 1 Fortal Adminkstration EdE my profile ® Log out
Tredential Yault 720
Portal Ussr Dnksrfa
g " - Select Woult
e_ wauls
T Poathe
= i L Defaule W
P % Create a vault slet
"ﬂﬁ'ﬁ Arcess
Mame: 000000 Yault resourcs spsooatsd with vaolt slat:
Usars and @noups SysmrnBlotl

|
i . | wwisting: | dmplopment.bepctare
Rweource Parrizricns Wault sagment:

Defaulbadrningagrant W) 3 IagacPariacingSyatam
User and Sroup Permissions | new [ EOESPAEnnngapaem
Credential Yault
¥ | e slot is shared:
Shared wserid: Sharad passeord: Confirn passaond
9? Hortal Settngs |legaoyic: [ AR |
= ol
..;-»F wal sl Coesoptan

Usirg 8 systern slot with & legacy purdhasing application

:I .5-:!: Ic-c.alﬁ.-s.padl‘ir. dasciptions
| oK | Cancal |
___m) Click OK to complete creation of the system slot.

4.  Now, you will install a portlet that uses the system slot. This portlet will need to have the system
definition in its deployment descriptor in order to utilize the system slot.

__a) Click the Portlets menu in the left navigation pane.

___b) Click Install and then Browse to select the systemslotsample.war file in directory
C:\Portlets\systemslotsample.war.

__¢) Click Open.

__d) Click Next. Your screen should be similar to the following.

| WabEahara [0 [ i || [_— ST 1y portal Admindsteation Edit roy profile ¥ Log out
Tnstall Portiets F=0
‘:ﬁ Portal User Interface The Following potlats will ba installad:
Portlets
T Portleis
=

Sysbem Slot Sample Portlet conoebe app
Triakall = Eywtam Blok Earnple Porklabl concreks

Manage Applications
Install | | Cance!
Hansgs Fortlsts

Wab Clipping

___e) Click the Install button to install the portlet. You should get a successful completion
message.

__f) Click Portal User Interface —> Manage Pages.

___0) Navigate to MyPortal —> Credential Vault Lab.
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should see a page that allows you to work withyour Credential Vault lab page.

m&{"‘f\-—ﬁ_-h. .i-i-;'w’ My Partal  Adiviindsteation Edit rop profile ¥ Lag oot

sanage Pages
Bl Baardh oni
Tide cortslns "d

Cantent Ruct b by Partal P tradential vault LablEl (& ]

Pages in Credential Wault Lab Add, Edd, Delate, arnd Raorder pagas
1

[3 "waw paga] B waw labal] [ Wen ud

Tiika Wil L Meaiir

R 6_0_&H

Shavingl -1 oF1
S
Aickiv e

Shawing 1 - 1 oF 1

FEEEO

Page1ofl

2l [7] 4 @]

Pagedaf 1

__i) Click the Edit Page Layout icon, . This will take you to the design page. You will see
the portlets that you have previously added.

__J) Click the Add portlets button in the left pane. You will be adding only one instance of the
portlet.

___k) Type system in the Search for field.

__1) Click the Search button.

WebSphers Lili-]

Edit Layout

E Search an:

|Tit|e contains

v

Search for:

|5',lstern

Showing 1 -1 aof1
Select Portet Tide

Showing 1 -1 aof1

Page 1 of 1

Unique name

F Systern Slot Portlet

Page 1 of 1

| oK | | Cancel

27



WebSphere Portal Express —
An Introduction to enabling Single Sign-On to Backend Applications

___m) Check the checkbox next to System Slot Portlet and click OK.

mpml.i T Loq ouk
. Content COppasranca | Locke
| Bt Layout TEEEED

‘_._r'ﬂ OPCLoLdST Hes porbats sre added suocessfully

S mdit Lapout and Cortert sllave vyou to add snd arrange portists, calumns and rovz. You can o slso remous potlets, columne snd ross. Madficstione acour &2 yau maks
therm

Page titler Lab Paga

Olm @ @ B
Private Slok Bample pariat |ﬂ|ﬂ-ﬂ Frivate Slot Sarmple portst |ﬂ'ﬂ"ﬂ_|
|Ehared Siot Aorterl [a][x][®] (@] | =hared siorPoter: [&] =] o]
Systarn Flot Dorlet [&][=] ]
+ edd portlats |
Dons : Ediik propectiss :
__n) Click Done.

5. You are now ready to exercise the portlet.

__a) Click MyPortal —> Credential Vault Lab. You should now see five portlets. The top four
portlets show the credentials you set in parts 2 and 3 of this credential vault lab. The last
portlet you just added shows the credentials which the administrator set in the system vault

slot.
Y Pora ST iy portal Administration « Editmy profila § Log o
Hav Pags EditPao  Asslan Farmisslons

BEDREEEEE occcntial vauk Lab My Favarltas v
. Lab Pag=
| ‘Priuata Slot Fample partlak - ¢- ‘8 Private slot 2ampla pordet ',l"' |

UsarlD iz logreens Ul is wclark

Pazspond 15 passwivd Paszaord iz willlaem

Sharad Slok Parflstl Z|[8 &l =sharsd Sict Portiat? Fap=lE

UeerlD ix Lex Urerlls in Lex

Paszword is Luther Pasgrard is Lther

Syprtmm Slot Porbat EiE

LinerlD iz lmgacy K

[ERRS ) A—

___b) Next, we want to see that the system vault slot credentials are available to all portal users.
Log out and then log in again, but this time log in as User2.

___c¢) Click MyPortal —> Credential Vault Lab. You will see the System Slot Portlet showing
the shared credentials.

28



| Wettabare U

| Lab Page
Priyate Glot Sample portst

UrerlD ir Ciecao
Parsword is Duabio

Sharad Slok Pordatl

UrerlD ir Kimn
Parmword in Gresms

WebSphere Portal Express —
An Introduction to enabling Single Sign-On to Backend Applications

e T ST by Dovkal AdminictaHon ' Edit my profile § Logout
aW Faqe EdiEFage Azzjon Pampissons

- [T
Privata Slot 5ample podat a0

UrarlD iz Poncha
Fazzward iz Lsen

Sharad Blot Poslet2 -

UrarlD iz K
Fazzvard iz hireens
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__d) Log out and close your browser.
6. In this step, we will inspect the System Slot portlet.

__a) Using a text editor such as Wordpad, open the file SystemSlotSamplePortlet.java
located in C:\Portlets\credentialVaultSource\systemSlot.

___b) Notice this portlet is significantly more simple than the previous two portlets we analyzed.
In particular, it does not need to implement the doEdit() and actionPerformed() methods.

These methods are not required because it does not set the credentials in the slot. The
slot and the credentials are set by the administrator.

___¢) The initConcrete() method performs the usual caching of the vault service. In addition, it

retrieves the system slot name from the application settings. This parameter must be
statically defined in the deployment descriptor.

syst envaul t Sl ot Nane =
settings.get ApplicationSettings().getAttribute("SystenvaultSl ot Nanme");

__d) The doView() method still calls getCredential() , like in the previous two cases.

__e) The getCredential() method very simply retrieves the credential from the system slot that
was retrieved during the initConcrete() method execution:

private void getCredential (PortletRequest portletRequest,
StringBuffer userid,
StringBuffer password) throws Portl et ServiceExcepti on{
try{
User Passwor dPassi veCredenti al credenti al
=(User Passwor dPassi veCredential ) vaultService. getCredenti al (systenVaul t Sl ot Nane ,
"User Passwor dPassi ve", new HashMap(), portletRequest);
useri d. append(credential .getUserld() );
passwor d. append( String.val ueXf (credential . get Password() ) );

}

catch(comibm wps. portl etservice.credential vault. Credenti al Secr et Not Set Exce
ption e){

return ;

}

7. Close the text editor you were using to view the system slot source code.
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Summary

This lab illustrated the differences in functionality of private slots, shared slots, and system slots in the
credential vault.

You have exercised this functionality of each of these slots by installing a number of portlets which created or
used credential vault slots to store and retrieve credentials. You also experienced the different scopes of
visibility offered by the various types of slots.
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Appendix A: Analysis of Private User Slot code

Let's briefly analyze the code that made this example possible.

___a) Using a text editor (i.e. Wordpad), open the file PrivateSlotSamplePortlet.java located in the
C:\Portlets\credentialVaultSource\privateSlot folder, assuming this is the directory you
have placed the .java file in.

___b) Notice that the initConcrete() method caches the credential vault service:

public void initConcrete(PortletSettings settings) throws Unavail abl eException
{

super.initConcrete(settings);
try{

vaul t Service = (Credenti al Vaul t Servi ce)
get Port | et Confi g(). get Context().getService(Credential Vaul t Servi ce. cl ass);

cat ch(Exception e){
return;
}

}

___¢) Scroll down and look at the doView() method.This method retrieves the credentials that are
stored in the private slot. It does so by calling the getCredential() method.

getcredential{portletrRequest, userid, password);
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__d) The getCredential() method extracts the slot ID from the PortletData object It does this by
getting the slotIDKey for the current user. Once the slotiIDKey has been retrieved, the slotID is
retrieved for the slotiIDKey. Provided a slotID is returned, the passive credentials of user ID
and password are returned.

private void getCredential (PortletRequest portletRequest, StringBuffer
userid, StringBuffer password){
String slotlDKey =
"Privat eS| ot Sanpl ePortl et Sl ot | D'"+portl et Request. get User (). get Userl D();
try{
String slotld = (String)
portl et Request.getData().getAttribute(slotlDKey);

if(slotld==null)
return ;

User Passwor dPassi veCredenti al credenti al
=( User Passwor dPassi veCredenti al ) vaul t Servi ce. get Credenti al
(slotld, "UserPasswordPassive", new
HashMap(), portl et Request);
useri d. append(credential .getUserld() );
password. append( String.val ueXf (credential . get Password() ) );

}

catch(com i bm wps. portl etservice.credential vault. Credenti al Secr et Not Set Exce
ption e){

return ;
}
catch(Portl et Servi ceException e){
return ;
}

___e) The method that actually populates the credential vault slot is the actionPerformed(). This
method gets called when the user presses the submit button in the JSP that is associated
with the “edit” action. This is the key method in this example. This method first extracts the
user ID and password from the Portlet request:

String userID = (String) portletRequest. getParaneter("userlD");
String password = (String) portletRequest. getParaneter("password");
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___f) The method then tries to store those credentials in the private slot. If the slot does not exist yet,
the method will create it. Notice that a simple user ID/password passive credential slot and
that the slot is private are created.

Portl etData data = portl et Request. getData();
String slotld = (String) data.getAttribute(sl otlDKey);

if(slotld==null) { // create slot if necessary

String resourceName = "POP3Mil App";

bj ect I D segrment | D = vaul t Servi ce. get Def aul t User Vaul t Segnent 1 d() ;
Map descri pMap = new Hasht abl e();
Map keywor divap new Hasht abl e();
int secretType Credenti al Vaul t Servi ce. SECRET_TYPE_USERI D_STRI NG_PASSWORD_STRI NG;
bool ean active = false; // passive credentials
bool ean portletPrivate = true; // Private slot
//create the slot
Credenti al Sl ot Config slot= vaultService.createS| ot (resourceNane, segnentl D,

descri pMap, keywordMap, secretType, active, portletPrivate, portletRequest);

slotld=slot.getSlotld();
data.set Attribute(slotlDKey, slot.getSlotld());
data.store(); //saving the credentials

___g) Close the source code example you have open in Wordpad.

33




WebSphere Portal Express —
An Introduction to enabling Single Sign-On to Backend Applications

Trademarks

The following are trademarks of the International Business Machines Corporation in the United States and/or
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All other products may be trademarks or registered trademarks of their respective companies.
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