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Reserved System Login Information Form

There are two ways that you can connect to the VLP Network: either using the VPN Appliance or the SSH
Gateway. Once you are connected to the VLP Network you must use an SSH client (for AIX and Linux) or
a tn5250 client (for 15/08S) to access your VLP system.

The following table is provided for you to record your reserved system login information:
Initial Changed Changed

Date:
User ID:
VPN Appliance IP Address: 198.81.193.16

SSH Gateway IP Address: | 198.81.193.104

VPN Password:

SSH Password:

VPN Client Group
Name and Password:
Project Name:

Res ID:

Operating System:
IP Address:

User Password:
Root Password:

ibmdtsc

Project Name:
Res ID:

Operating System:
IP Address:

User Password:
Root Password:

Project Name:
Res ID:

Operating System:
IP Address:

User Password:
Root Password:

Project Name:
Res ID:

Operating System:
IP Address:

User Password:
Root Password:

Project Name:
Res ID:

Operating System:
IP Address:

User Password:
Root Password:
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Where to get your Reserved System Information: User id,
Password, and IP Addresses

1. The VNP Client Group Authentication Name and Password are:

Name: ibmdtsc
Password: ibmdtsc
Confirm Password: ibmdtsc

& VPN Client | Create New VPN Connection Entry

Connection Entry: |IBM DTsC

Description: ||BM DTSC

Host:|138.21.133 16
Authentication lTlanspc:rt ]Eackup Servers ] Dial-Up ]

{+ Group Authentication

Hame: |i|:umdtsc

Passward: |“‘“"“*

Confirm Passward: |“‘“"“*

(™ Certfficate Authentication

Mame: | j

[ Send CA Cerfficate Chain

Erase User Password | Save | Cancel |

Note: You must use VPN Client Version 4.6.02 or greater

2. The VPN Appliance and SSH Gateway initial and last reset Passwords and IP Addresses are available on
the Connection Info page at:

https://www.developer.ibm.com/sdp/e3/CSFServlet?packageid=4100&mvcid=front

a. Log in with your PartnerWorld User Id and Password.
b. Click on the Connection info Tab.
c. The VPN and SSH Gateway IP Address and your passwords will be displayed as follows:

VPN access =
+ WFN appliance IF address; 198.51.193.16
« Initial / last reset

VPN password: ndzp3cis

SSH access =
+ S5H gateway IF address: 198.81.193.104
+ Initial / last reset

S5H password: e

J Reset passwords =
Note: a button is provided should you need to reset your VPN or SSH passwords.
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3. To obtain your Reserved VLP Server's I[P Address click the “My reservations” tab and click on the

Project Name that you would like to work with.

https: /i

.developer.ibm.com/isv /sdp/e3/C5FServiet?packageid =4100 &mvcid =front [ a Go

Country/region [select] Terms of use -~

[ ==

Home Products

Virtual Loaner Program

VPN client download

Related links

+ IBM eServer

+ IEM TotalStorage
ions

artnerWorld

Center

demand

+ IBM Virtual Innovation

Services & solutions | Suppert & downloads | My account

[BM @server
Virtual Loaner Program

My reservations

MName:
Manage your reservations here. You can view reservation details, extend Company name:
your reservation end date, end your reservation early or cancel your
reservation. You will receive email notification approximately 2 hours prior to
your reservation start time that includes reservation information, logon
information, and password.

Project Central U.5. start Central U.5. end Status
name date date Refresh

9/6/2005 2:47 PM 9/7/2005 8:32 PM Active
9/6/2005 2:48 PM 9/7/2005 8:33 PM Active

Current Central U.S. date/time: = 9/6/2005 3:15 PM

Mote: To save an image for a given project, begin by clicking on the
project name link.

Done

é e Internet

Home Products

Virtusl Loaner Program

VPN client download

Related links
+ IBM eServer
+ 1BM TotalStorage

4. Click the “Res ID” number for each reservation within the project.

https: ffwww,developer.ibm.comjisv fsdp/e3/CSFServiet?mvoid =view&packageid =4 100 &groupid =3856 e a Go

Country/region [select] Terms of use

. -

Services & solutions Support & downloads My account

IBM @server
Virtual Loaner Program

Detailed reservation information

Project name: Test linux
Project description: Test linux
Project objective: Test linux

Central U.S. start date: 9/6/2005 2:48 PM
Central U.S. end date: 3/7/2005 8:33 PM o Extend & %) End earl\rE

Res ID State Access type  Operating system IP address

Active Root access  Red Hat RHAS3 17228131 XX

%y Cancel reservation™ W Back

Mote: To save an image for a reservation 1D, click on the Res ID link for the
Root access reservation that you would like to save. Then on the "Detailed
partition information" page use the "Save image" function to get to the "Save

wyour image" page. 4

é Q Internet
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5. Your IP Address, User id, and Initial password (user, and root (if applicable)) are displayed. Record
your information on the Reserved System Login Information Form.

My reservations

Detailed partition information

Res ID: 1074 & Reset partition =
State: Active
Access type: Root access
Operating system: AIX 5.3 J Reset OS5 =
Architecture: S ST
pSeries
CPUs: 1
Memory(GB): 2
Disk space(GB): 20
Saved image info: Image not saved J Save image =
IP address: 172.29.136.8
User id: u00oo203
Initial / last et
p-glslsz:nc{rdas: res J Reset passwords =
User password: fmpi2zol
Root password: rczw3gja

Note, you may reset your system password(s) or reset your partition or OS from this screen should
this become necessary. Additionally you can initiate a Save Image beginning from this page.
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Connecting to the VLP Network Using the VPN Appliance.

There are two ways that you can connect to the VLP Network: either using the VPN Appliance or the SSH
Gateway. Once you are connected to the VLP Network you must use an SSH client (for AIX and Linux) or
a tn5250 client (for 15/0S) to access your VLP system.

The following instructions explain how to connect to the VLP Network through the VPN Appliance.

How to get the VPN Client — you must use v4.6.02 or higher

1. The VPN client is available at (Note: you will be required to enter your PartnerWorld ID and Password):

https://www.developer.ibm.com/isv/sdp/e3/CSFServlet?mvcid=front&packageid=4110

It also may be found on the left hand side of the reservation management pages by clicking on “VPN
client download”.

2. Select and download the appropriate client for the operating system that you are running on your local
machine.

3. [Install the client (Note: this may require that your system be rebooted).

How to Configure the VPN Client

1. After the VPN Client has been installed and the System is rebooted, go to the Windows taskbar, Click on
the Start button, Go to Programs, CISCO Systems VPN Client, and select VPN Client.

2. The VPN Client program will start and you will see this window pop up.

& VPN Client - Version 4.6.02.0011 (=15
Connection Entries  Status Certificates Log Options Help
£ = N o Cisco SvsTes

& 7 M

Connect New Import Modify Delete \
Connection Entries lCertiﬁcates ] Log ]

J Connection Ertry | Host | Transport

‘ |
Mot connected.

3. Click on the New icon

Mew
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4. Now enter IBM DTSC in the Connection Entry box. This is a name for the connection you are creating.
Enter IBM DTSC in the Description box. This is a description for your connection. In the Host box,

enter the IP address of 198.81.193.16.

@ VPN Client | Create New VPN Connection Entry

Connection Ertry: ||IBM DTSC

Deseription: |IEM DTSC

SE

Host:[198.81.193.16
Authentication ITmnsport I Backup Servers | Dial-Up I

f* Group Authertication

Mame: I

Password: I

Confirm F‘assword:l

™ Cerificate Authentication

Mame: I LI

[~ Send CA Certificate Chain

Save I Cancel |

Erase User Password

5. Next configure the Authentication for your client. Go to the Group Authentication Section under the
Authentication Tab. Type in the GROUP Name and Password EXACTLY as shown below:
Name: ibmdtsc
Password: ibmdtsc
Confirm Password: ibmdtsc

& VPN Client | Create New VPN Connection Entry

Connection Entry: [IBM DTSC

Desciiption: |IBM DTSC _{ \

Host:|198.81.193.16
Authentication ITlanspurt | Backup Servers | Dial-Up |

* Group Authertication

Mame: Iil:umdtsc

Password: |““‘“‘“

Corfimn Password: |““‘“‘“

" Cerificate Authentication

Mame: | LI

™| Send CA Cerficate Chain

Erase Uzer Password | Save Cancel |
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9. Click on the Transport tab. Select the "Enable Transparent Tunneling" AND "IPSec over UDP
(NAT/PAT)". Troubleshooting: If IPSec over UDP (NAT/PAT) doesn't work for you, try the IPSec over

TCP option. (Both are supported by the VLP.)

Authentication :Tlanspcurt IEackup Servers ]DiaI-Llp ]

¥ Enable Transparert Tunneling
+ |PSec over UDP { NAT / PAT)

" IPSec over TCP TGP Port- 110000

[T Alow Local LAN Access
Peer response timeout (seconds): 1!}!}

Erase User Password i Save | Cancel

11. Click on the Save button.

Connecting with the VPN Client

Note: this example is specific to the Windows Client
(this will be similar for Linux, Macintosh, and Solaris clients)

October 20, 2005

1. From the Windows taskbar, go to Start, Programs, CISCO System VPN Client, and select VPN Client or

alternatively locate the VPN client on your desktop.

2. Select the IBM DTSC line and click on the Connect icon:

<

Connect

& VPN Client - Version 4.6.02.0011 g@]

Connection Entries Status Certificates Log Options Help

Connect New Import Modify Delete
;! lCert'rﬁcates ] Log ]

@ @ ﬁ Cisco Srsnus_

J Connectioiﬂ Entry I Host | Transport

IBM DTSC 198.81.193.16 IPSec/UDP

« |

| Mot connected.

© Copyright IBM Corp 2005
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A window should pop up that says VPN Client | User Authentication for "IBM DTSC".

| & VPN Client | User Authentication for “IBM DTSC*

Enter Lsemame and Password.
Lisco Sstems ... |

» Password: r

Ok | Cancel

Enter your user name and password.
Once you have entered your username and password, you will see a small lock in the bottom right corner of
your task bar indicating you now have a VPN connection. Llﬁ

Depending upon which operating system you have selected for your reservation, you may now connect to
your system's [P Address.
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How to Connect to your System once connected to the VLP
Network through the VPN Appliance:

Once Connected to the VLP Network through VPN, Access AIX
Systems as follows:

The following instructions explain how to connect to your VLP AIX system after you are connected to the
VLP Network. Most Linux distributions include an SSH client. AIX has a SSH client on the "bonus" CD.
Windows systems can use the PUTTY client, available at:

http://www.chiark.ereenend.org.uk/~sgtatham/putty/

See Appendix B for information on the installation and usage of PuTTY.

IBM does not make any recommendations about the use of this client. Please read the documentation and
disclaimers that come with it.

1. Use PuTTY or another SSH client to connect to your system (Telnet is not enabled on VLP systems).

2. Start PuTTY or another SSH Client (this example illustrates using PuTTY). Enter the IP address of your
machine in the Host Name (or IP address) and select SSH under Protocol.

BY PuTTY Configuration
Category:
=I- Session ~ Basic options for your PUTTY session
T |..Dg|ging Specify your connection by host name or [P address
eml-é;:board Host Name jor IP address) Port
172 25136 XX 22
Eell
Features Protocal:
=- Window ) Raw (O Telnet (O Rlogin @~ (*) 55H
ﬁppea!ance Load, save or delete a stored session
Behaviour
Translation Saved Sessions
Selection
Colours Default Settings Load
=J- Connection
Prongy
Rlogin
=- 55H
KE" Close window on exit:
;"ﬁh ) Mways (O Never  (3)Only on clean exit
Tunnels v
About I Open l [ Cancel l

Press the Open button and a new SSH session will open up. Log in with your User id and password.

You may be prompted to change your password. Enter your OLD password first, then enter your
NEW password twice. Record your new password in the Reserved System Login Information

Form..

You have now successfully completed connection to your reserved VLP server.
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Once Connected to the VLP Network through VPN, Access iSeries
i5/0S Systems as follows:

There are two ways that you can connect to the VLP Network: either using the VPN Appliance or the SSH
Gateway. Once you are connected to the VLP Network you must use a tn5250 client or an SSH client to
access your VLP system.

Once logged into the VPN you can connect to your i5/0S system by using the 5250 emulator
(recommended) or an SSH client. The following describes how to use the tn5250 emulator.

1. How to obtain a tn5250 emulator client.
a. You can use the 5250 emulator from iSeries Access or IBM Personal Communications.
b. An additional site for the tn5250 client is:

http://sourceforge.net/project/showfiles.php?group_id=27533

IBM does not make any recommendations about the use of this client. Please read the
documentation and disclaimers that come with it.

2. How to Connect to your system with the tn5250 emulator client.
a. First, connect to the VPN as described in earlier steps.

b. Now, start your 5250 emulator client and enter the IP address of the reserved VLP server

TN5250 Quick-Connect =]

Host to cannect to: [172.29300500¢

Device Name;

I Use S5L Encryption Terminal Size

™ Werify Server's G5L certificats (* 24 %80

I~ Auto-copy. Right-click paste: AR

Char map: [37

e

c. Enter your User id and log in with the reserved VLP server User id or QSECOFR..

B tn5250 - BEX)

Fle Edit View Help

Sign On

V131201
QINTER
QPADEY@@01

Password
Program/procedure
Menu

Current library

(C) COPYRIGHT IBM CORP. 1988, 2003.
053/0086
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d. You may be prompted to change your password. Enter your OLD password first, then enter your
NEW password twice. Record your new password in the Reserved System Information Login
Form..

e. You are now logged into your reserved VLP server and can proceed with exploring the server.

B tn5250 - - 172.29.131.201 mE X

|Fi|e Edit View Help

05/400 Main Menu
System: ¥131201
one of the following:

User tasks

Office tasks

General system tasks

Files, libraries, and folders
Programming

Communications

Define or change the system
Problem handling

Display a menu

Information Assistant options
iSeries Access tasks

1.
A
3.
R
9
6.
1.
8.
2
0.
1.

1
1

90. Sign off

Selection or command

"
R

F3=Exit F&=Prompt F9=Retrieve F12=Cancel F13=Information Assistant
F23=Set initial menu
55%% COPYRIGHT IBM CORP. 1980, 2003.

007/028

You have now successfully completed connection to your reserved VLP server.
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Once Connected to the VLP Network through VPN, Access Linux
Systems ONLY as follows:

Once logged into the VPN appliance you can connect to your Linux system by using an SSH client. The
following describes how to use the PuTTY SSH client.

1. Once connected to the VPN appliance you may log into your LPAR.

2. Now that you have your Reserved VLP Server User id and password, you can use PuTTY or another
SSH client to connect to your system. Telnet is not enabled on VLP systems. See Appendix B for
information on the installation and usage of PuTTY.

3. Start PuTTY or another SSH Client. Enter the IP address of your machine in the Host Name (or IP

address) box and select SSH under Protocol.

% PuTTY Configuration
Category:
=) Session - Basic options for your PuTTY session
Logaing Specify your connection by host name or IP address
=) Terminal .
Keyboard Host Name {or IP address) Port
Bell 17229136 %X 22
Features Protocal:
= Window ORaw  OTenet ORlogn @ SSH
.-wppea@nce Load, save or delete a stored session
Behaviour
Translation Saved Sessions
Selection
Colo.urs Default Settings o
=) Connection
Proscy
Rlogin
= 55H
t(ex Close window on exit:
.;rlrt1h O Mways (O Never () Only on clean exit
Tunnels w
About [ Open ] [ Cancel ]

4. Press the Open button and a new SSH session will open up. Log in with your User id and password.

& 172.29.134.50 - PuTTY

5. You are now able to log into your LPAR and perform testing or installation of software that you wish
using the User Id and Password obtained in Step 3 and Step 4.

You have now successfully completed connection to your reserved VLP server.
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Connecting with the SSH Client to the SSH Gateway rather
than using the VPN Appliance:

It is recommended that you use the VPN Appliance to connect to the VLP Network, however, if this is not an
option for you then you may connect via the SSH Gateway. The following instructions explain how to
connect to the VLP Network via the SSH Gateway rather than using the VPN Appliance.

SSH Gateway Connection Instructions:

1. Obtain the SSH client. Most Linux distributions include an SSH client. AIX has a SSH client on the
"bonus" CD. Windows systems can use the PUTTY client, available at:

http://www.chiark.greenend.org.uk/~sgtatham/putty/

IBM does not make any recommendations about the use of this client. Please read the documentation
and disclaimers that come with it.

2. Start the SSH client session and connect to the SSH gateway IP address by entering 198.81.193.104 as
the Server Address.

3. Enter your user id and SSH Gateway password at the Login as: prompt.

e The first time you connect through the SSH gateway on a new reservation, you will be asked to
change your password. PLEASE MAKE NOTE OF YOUR NEW PASSWORD, VLP DOES NOT
KEEP TRACK OF THIS NEW PASSWORD.

e When prompted, re-enter the ORIGINAL password
e Now enter the NEW password, and then confirm the NEW password by entering it again.

4. You are now logged into the VLP Network via the SSH gateway and should see the "$" prompt. You are
not yet logged into your VLP System, just the VLP Network.

5. Now that you are in the VLP Network you will connect to your VLP System. Using the SSH gateway,
you can login to your reserved VLP server by either direct access to the server from the gateway, or by
creating and using an SSH tunnel for your server. An SSH tunnel enables you to secure copy (scp) and
secure ftp (sftp) to your reserved VLP server. You only need to create a tunnel at the start of each session
with a server.
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Creating an SSH tunnel to access your reserved VLP server (you need to do
this at the start of each session with your VLP server):

1.

Choose a port number between 20000-20099. If the port chosen is already in use, please select a different
port number and try again. REMEMBER THIS PORT NUMBER, IT WILL BE USED AGAIN. Type
the following command in the existing SSH session.

ssh -gLL <tunnel port>:<reserved server ip address>:22
<reserved server user id>@<reserved server ip address>

example:

ssh -glL 20099:172.29.131.99:22 20000999@172.29.131.99
You will be prompted for your USER password (not your Root password).
You have now created an SSH tunnel to your reserved VLP server.

Leave this session open. Note: You will start or restart this tunnel session (using the same port) each time
you want to access your reserved VLP server via the SSH Tunnel.

Proceed to, "Accessing your Reserved VLP server via the SSH Tunnel".

Accessing your Reserved VLP Server via the SSH Tunnel — Do this only
after you have created an SSH tunnel:

1.

If the session from the previous step has timed out or is closed, use the command in step 1, above to
open the tunnel.

Start a NEW SSH session.

Access your reserved VLP server using the tunnel created earlier, by typing:
ssh -p <port> <reserved server user id>@<SSH gateway IP Address>
where <port> is the port number you chose earlier(20099).

Note: If you are using an SSH client that gives you a Windows type interface, enter the SSH
gateway [P address and change the port from the default of 22 to the port you used when creating the
tunnel which was (20099).

Example:

ssh -p 20099 20000999@198.81.193.104

You now have an SSH session to your reserved VLP server. Use this session to perform the functions
on your reserved VLP server.
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Accessing your Reserved VLP Server with Direct SSH without using a
Tunnel:

Note: secure copy (scp) and secure ftp (sftp) are not supported without a Tunnel. If you need to
transfer any files then do not use “Direct SSH without using a Tunnel”.

1. You should already have a connection to the VLP SSH gateway server. If your connection is inactive or
has been closed, connect to the gateway using the information in "SSH Gateway Connection
Instructions", above.

2. You will use that SSH session to connect to your reserved VLP server.
3. From your VLP SSH gateway connection, SSH to the VLP reserved server address:
ssh <reserved server user id>@<reserved server IP Adress>

example (use the original user id provided by VLP):
ssh 20000999@172.29.133.99

Note: The first time you connect to an AIX reserved VLP server, you will be asked to change your
password. PLEASE MAKE NOTE OF YOUR NEW PASSWORD. If you lose your password you may
reset it from the VLP Reservation management pages.
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Appendix A: How to get a PartnerWorld ID & Password
Existing PartnerWorld ID & Password

1. You will need to go to this website to register for an Partnerworld ID:
http://www-1.ibm.com/partnerworld/pwhome.nsf/weblook/pub_index_assist.html

Fie Edt Vew Fovorites Tools heb

-
Pl oot = Y [ ™ " \ = %
IJ B LA Favorites g Miasis = : .t‘i
S| bt e 1ibm.com par mermard peinme, nsf vebiookipus_indes_ssest el »| o
Country/ ragian [seloct] s of izg -
I
Mo Produsls  Servies 8 solulions  Swpport & doembads Hy st
wihy joinT
Bunufits and rescurces
Mamborchip lewels Mead sisslaces fignsg o G PadnasWerld? Firgl angear thage guestiors:
UM stratagiss Yorin Dol e Vil
= 18 your company & mamber ol Paraervorld? * Prar o
Ewanis ¥our Company must be regisered wih Pammervond in order far wou oo Sign
e n. [f your compary does not have an 1BM PartserWorkd memberchip, takoe a -
mamenrt b3 joir naw = it's quick and there iz na dharge!
Cantat ParlasrWorkl
Are wou 8 member of PartnerWorid?
I wour comoa of Pacinariarkl, you st have an
IEM 1D th 5 O S P Wworld profile inoondar
10 sign dona 5o alraady, stast by getting an 10N I0, Onoa
vou have an [ [ 4 15 assecate it with yeur campany's
ZartnerWarid profile.
mad yow anter your TRH 0 and password correctly?
BF your company ia an 18M Businesa Partner and your profile is asacciated
with Fartmeresld, you may have entersd your 18H 1T incorrecty. 184
pasrwords sre cese seneibre. [F you Sk you antered yoer [0 snd
gagivward inssrrgctly, plaada Lry agan
If wou &8 il crdble b dsjr in, plesas Contact Partisarticeld Sar sadistance, =

Ei. Do

P e

2. You must register as a company member of PartnerWorld or become a new member of
PartnerWorld.

https://www.ibm.com/account/profile/us?page=reg
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Fil=  Edit \View Favorites Toaolks Help

; anu - :.:" 2"' , ) semweh ST Favorites e“'neuia £ -

-

@] https:fwwew.bm.com faccount fprafle fusfpage =reg

Home Products

My 1BM registration
Help and FAQ

United States [change]

Services & solutions Support & downloads My aCcoount
My IBM registration
Step 1 of 2

The fialds indicated with an asterisk () are required to complate this
trancactian; other fields are cptienal. If vou da not want Lo pravide us with
the regus r\ed infarmation, pleass use the "Back” button on your browser ta
return to the preavious page, or clese the window or browser session that is

displaying this page.

Preferred languape for profiling: English

IBM has sald itz BT business ta Lenava Graup Lid. Toe facilitate your abihty
ta browse for information on PO products and services, your 1D and
password will provide you access te both the [BM and Lenove web sites.
IEM is not responsible for the privacy practices or the cantent of the
Lentwo web site. Learn mors about IBM & Lencve.

Flaase submit the following infarmation, which is required each time you
sign in, Please provide an email address as your IBM 10, This can be, but
nead nat be, the same a5 the emeal addrezss vou pravide belaw sc edilable
contact infarmation.

Remember, you can't change your IBM 1D once .n::u we 5||:|ned up Ta leam
'.I aL £ ﬂ..l:'\dr..tdl‘.lh: as & password, 282 gudslnes

“1BM 1D:

I have to provide an email address a5 miy
" Passwaord:

[T T S —

Why do I need an IBM ID?
Your IBM Registration ID is your single point of access to IBM web applications that use
IBM Registration. You need just one IBM ID and one password to access any IBM Registration
based application. Furthermore, your information is centralized so you can update it in a convenient
and secure location. The benefits of having an IBM Registration ID will increase over time as more
and more IBM applications migrate to IBM Registration
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Appendix B: How to Install and Run the PuTTY Client

1. To obtain Putty, you can go to several sites. A suggestion to get Putty is to go to this site:

http://www.chiark.ereenend.org.uk/~sgtatham/putty/download.html

2. Scroll down the page and find your operating system. Double click the putty.exe file so you can
download the program.

Binaries i
The larast release version ((.38). This will generally be a version I think is reasonably likely to work well. If vou have a
problem with the release version, it might be worth trving out the latest development snapshot (below) to see f ['ve already
fixed the bug, before reporting it to me.

For Windows 95, 98, ME, NT, 2000 and XP on Intel x86

PulTY: puttv.exe (or by FTP) (RSA sig) (DSA sig)
PuTTYtel: puttvtel exe (or by FTP) (RSA sig) (DSA sig)
PSCP: scp.exe (or by FTE) (RSA sig) (DSA sig)
PSFTP: psitp exe (ot by FTD) (RSA sig) (DSA sig)
Plinlc: plink exe (or by FTP) (RSA sig) (DSA sig)
Pageant: pageant exe (or by FTP) (RSA sig) (DSA sig)
PuTTYgen: puttvgen exe (or by FTP) (RSA sig) (DSA sig)
For Windows NT on Alpha

PuTTY: puttv.exe (or bv FTP) (RSA sig) (DSA sig)

3. A Save File Dialog will pop up. Choose the Option to Save the File. Pick a location to save your
file, such as C:\temp.

4. Run Putty by first locating the putty.exe file and double clicking on the putty.exe file to run the
program.

5. The Putty Dialog box will pop up.

B PuTTY Configuration
Category:
[=)- Session | Basic options for your PUTTY session
Logging Specify your connection by host name or IF address
- Termins Host N IP add Port
Keyboard ost Name (or IP address) o
Bel 3
Features Protocal:
= Window ) Raw () Telnet (O Rlogn  ()S5H
Appea!an-:e Load, save or delete a stored session
Behaviour
Translation Saved Sessions
Selection
Colours ;
Default Settings
= Connection il
Proocy
Rlogin
=-55H
— Close window an exit:
Qﬁh L O Mways (O Never (%) Only on clean exit
Tunnels V
About [ Open l l Cancel
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6. Under Saved Sessions, Select Default Settings, then click on the Load button.
7. Now Under the Category list on the Left hand side, select SSH.

8. You will see this dialog box, under Preferred SSH Protocol Version, Select 2.

Version 1.1

ﬁ PuTTY Configuration
Categary:
= Session [ Options contralling S5H connections
Logging Data to send to the server
= Terminal Remot J-
PR emote command:
Bell
Features .
o Window Pratocol options
Appearance [] Dont allocate a pseudo4eminal
Behaviour [[1Dont start a shell or command at all
Translation [] Enable compression
Selection Prefemed S5H protocol version:
Colours 1 only @ @2 )2 only
= Connection ; )
Data Encryption options
Prowy Encryption cipher selection policy:
Telnet AES (S5H-2 only)
. Blowfish
I Rogn SOES
—wam below here -
Ke DES
Auth
N | [ Enable legacy use of single-DES in S5H-2
Tunnels il
About [ Cpen l l Cancel ]

October 20, 2005

9. Under the Category Dialog box on the left hand side, Select Session. Now Select SSH under the

Protocol Session.

10. Select Default Setting under Saved Sessions and click the Save button. You now have saved the
settings that you have just configured so by default you will use SSH Protocol 2 when you use

PuTTY.
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Appendix C: What is a Virtual Private Network (VPN)?

A virtual private network (VPN) is private network that uses a public network, such as the Internet, to create
a secure private connection through a private tunnel. A VPN uses a virtual connection that is routed from a
company's private network through the internet to a remote system or site. The VPN connection creates a
secure connection between the user's machine and the remote network giving that user local access to the
remote site. The user can then have access to the remote company's network as if they were locally
connected to that company's network.

Computer .~

.

il VPN
= Concentrator

o [[[]] 198.81.193.16

4

Internet

VLP Servers
17 2. XXX.XX.XX
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