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About this guide

This guide provides the information that you need to plan for, install, and
configure Content Manager components on the following operating systems:

* Microsoft® Windows®
© AIX®
* Sun Solaris Operating Environment (hereinafter referred to as Solaris)

The guide provides installation guidelines and recommendations as well as
steps for each installation task.

Very Important - Two key parts of the IBM® Content Manager for
Multiplatforms package are:

1. The "Start Here” CD
2. This Planning and Installing Your Content Management System guide

Follow these steps for a smooth installation experience:

Step 1.
Familiarize yourself with Content Manager and get an overview of
the product by looking over the following sections of Planning and
Installing Your Content Management System:

* |Chapter 1, “Introducing Content Manager”, on page 3|

+ |Chapter 3, “Planning for Content Manager”, on page 23|

+ |Chapter 6, “Content Manager hardware and software requirements’]
, on page 55|

Note: Don't try to install any of the products until you have used the
"Start Here” CD in step 2.

Step 2.
Insert the "Start Here” CD into the CD drive of any of your
workstations. The CD launches automatically and:

* Explains the contents of the Content Management package
* Informs you of the product capabilities
* Explains potential system configurations

* Assists you with product requirements, planning information, and
installation steps

* Points (or links) to important information in this guide (as you
need it) during the planning process.

* Provides printable planning charts as a result of decisions that you
make during the planning process.
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Step 3.
Intall the products in the order indicated by the Output Planning
charts from the "Start Here” CD.

Use this guide, along with your output charts, to step you through the
installation of the various prerequisite programs and Content
Managent components. This guide is divided into five parts as
follows:

e Part 1 addresses the planning aspects of Content Manager

* DPart 2 leads you through an entire installation for the Windows
operating system

* Part 3 leads you through an entire installation for the AIX operating
system

* Part 4 leads you through an entire installation for the Sun Solaris
operating system

* Part 5 guides you through any after-install program installation and
configuration procedures, including the uninstall procedures.

Who should use this guide

Use this guide if you need to plan for, install, configure, upgrade, or migrate
the Content Manager system for your enterprise. Application programmers
who want to create client applications might also want to read this guide.

Skills that are required

Depending on the configuration of your Content Manager system, you should
be familiar with one or more of the following operating systems: Windows,
AIX, and Sun Solaris.

To design and install a custom system, you need to be familiar with the
following:
* One of the following communications protocols:

— Transmission Control Protocol/Internet Protocol (TCP/IP)

— System Network Architecture (SNA), Advanced Peer-to-Peer

Communication (APPC), or Advanced Peer-to-Peer Networking® (APPN)

* System operation and network administration
* Database administration on DATABASE 2 (DB2®) or Oracle

Where to find more information

Your product package includes a complete set of information to help you plan
for, install, administer, and use your system. Product documentation and
support are also available on the Web.
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Information included in your product package

The product package contains an information center and each publication in
portable document format (.PDF).

The information center
The product package contains an information center that you can install when

you install the product. For information about installing the information
center see Planning and Installing Your Content Management System.

The information center includes the documentation for Content Manager,
Enterprise Information Portal, and IBM Content Manager VideoCharger.
Topic-based information is organized by product and by task (for example,
Administration). In addition to the provided navigation mechanism and
indexes, a search facility also aids retrievability.

PDF publications
You can view the PDF files online using the Adobe Acrobat Reader for your

operating system. If you do not have the Acrobat Reader installed, you can
download it from the Adobe Web site at www.adobe.com.

shows the Content Manager publications included with IBM Content
Manager for Multiplatforms.

Table 1. Content Manager publications

File name Title Publication number

install Planning and Installing Your Content GC27-1332-01
Management System"

migrate Migrating to Content Manager Version 8 5C27-1343-01

sysadmin System Administration Guide 5C27-1335-01

When you order IBM Content Manager for Multiplatforms, you also receive
IBM Enterprise Information Portal for Multiplatforms. Or, you can separately
order IBM Enterprise Information Portal for Multiplatforms. shows the
Enterprise Information Portal publications that are included with the product.

Table 2. Enterprise Information Portal publications

File name Title Publication number
apgwork Workstation Application Programming Guide' SC27-1347-01
ecliinst Installing, Configuring, and Managing the SC27-1350-02

eClient
eipinst Planning and Installing Information Integrator GC27-1345-01

for Content

eipmanag Managing Information Integrator for Content — SC27-1346-01
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Table 2. Enterprise Information Portal publications (continued)

File name Title Publication number
messcode Messages and Codes® SC27-1349-01
Notes:

1. The Workstation Application Programming Guide contains information about
programming applications for both Content Manager and Enterprise Information
Portal.

2. Messages and Codes contains the messages and codes for Content Manager and
Enterprise Information Portal.

Support available on the Web

Product support is available on the Web. Click Support from the product Web
sites at:

www.ibm.com/software/data/cm/
www.ibm.com/software/data/eip/

The documentation is included in softcopy with the product. To access
product documentation on the Web, click Library on the product Web site.

An HTML-based documentation interface, called Enterprise Documentation
Online (EDO), is also available from the Web. It currently contains the API

reference information. Go to the Enterprise Information Portal Library Web
page for information about accessing EDO.

How to send your comments

Your feedback helps IBM to provide quality information. Please send any
comments that you have about this publication or other Content Manager or
Enterprise Information Portal documentation. You can use either of the
following methods to provide comments:

* Send your comments from the Web. Visit the IBM Data Management Online
Reader’s Comment Form (RCF) page at:

www.ibm.com/software/data/rcf
You can use the page to enter and send comments.

* Send your comments by e-mail to comments@vnet.ibm.com. Be sure to
include the name of the product, the version number of the product, and
the name and part number of the book (if applicable). If you are
commenting on specific text, include the location of the text (for example, a
chapter and section title, a table number, a page number, or a help topic
title).

Planning and Installing Your Content Management System



What's new in Version 8.27?

Version 8.2: Version 8.2 includes a variety of enhancements from Version 8.1.
Version 8.2 adds more workflow features to the eClient, increases resource
management function, and supports the latest in database and client
technology, including DB2 Universal Database Version 8.1, Oracle Version
8.1.7.4 and Version 9.2.0.1, and WebSphere Version 5. These highlights, and
other enhancements to the Version 8.2 product, are summarized below:

Enterprise Information Portal name change to IBM Information

Integrator for Content
Enterprise Information Portal has been renamed to Information
Integrator for Content. Although the names of the books have
changed for Version 8.2, the text within the books continues to
show the product name Enterprise Information Portal. When
searching the Web for more information, you can continue to use
Enterprise Information Portal, or EIP, until the transition to the
new name is complete.

Support for Oracle Version 8.1.7.4 or Version 9.2.0.1 or later
Content Manager V8.2 adds support for Oracle databases
managing the metadata stored in both library server and resource
manager. Migration tools are included for Oracle users of Content
Manager Version 7. Note: Oracle does not manage Enterprise
Information Portal database server contents.

Replication
Content Manager V8.2 includes resource manager replication,
which is the ability to store objects in multiple locations, managed
by replication resource managers. Object replicas will behave as
LAN cache objects for improved load balancing.

LAN cache
LAN cache support in Content Manager V8.2 provides
application-transparent caching, using local servers as defined by
the system administrator.

Support for DB2 UDB V8.1
Content Manager V8.2 and Enterprise Information Portal V8.2
supports DB2/UDB V8.1. The connection concentration feature of
DB2 V8.1 provides increased scalability for two-tier applications
and clients (such as the Content Manager V8 Client for Windows).
DB2/UDB V8.1 has replaced the DB2 Universal Database Text
Information Extender (TIE) with Net Search Extender (NSE).
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Support for WebSphere Application Server Version 4 and Version 5
WebSphere Application Server Version 5 introduces server
deployment and data access and management from any web
browser.

Federated folders
eClient now has the ability to organize documents and native
folders from multiple repositories into a single federated folder
and start that folder on a workflow. Federated folders also allows
users to persistently store search results in the EIP federated
database where users can retrieve them at any time. Full CRUD
(create, retrieve, update, and delete) operations are available
against these federated folders without re-indexing.

Advanced workflow collection points
Workflow is now fully supported on AIX and Solaris. The
workflow builder, APIs, Collection Points Monitor, and JavaBeans
provide improved workflow function and usability.

Microsoft Visual Studio .NET for building applications
The Content Manager and Enterprise Information Portal 8.1 and
later APIs now support Microsoft Visual Studio .NET for writing
content management applications or to integrate applications built
using Microsoft Visual Studio .NET.

Version 8.1: Version 8.1 begins a legacy of integration and versatility. One of
the many highlights and improvements from previous Content Manager
products is the new data model structure which allows for more document
customization. The changes to the Content Manager product in Version 8.1 are
summarized below:

Improved performance
The library server and resource manager use DB2 stored
procedures and leverage DB2 technology to significantly reduce
network traffic and improve performance and scalability.

Support for Sun Solaris
Both the library server and resource manager can be installed on
Sun Solaris.

Enhanced data model
The new hierarchical data model provides the basis for customized
compound document management solutions.

Improved workflow
Through integrated document routing, workflow capabilities have
been improved with sequential routing, dynamic routing, and
collection points.
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Integrated text search

In addition to attribute-based searching, client users can now
perform full-text searching on text-based document information.
The text search function now uses the DB2 Universal Database
Text Information Extender, which contributes to a streamlined
process for setting up text searching.

Common system administration

A single client application provides separate access to Content
Manager and Enterprise Information Portal. Within Content
Manager, administrative domains provide a way to limit
administrative access to subsections of the library server.

Full-function desktop client and enhanced eClient

Client enhancements provide users with an out-of-the-box
application for rapid deployment or line of business application
integration. The Client for Windows supports integrated text
search, document routing, the hierarchical data model (to a single
child component level), versioning, and index during import. The
eClient includes integrated text search, EIP advanced workflow,
version control, and multi-valued attributes.

Easier installation

Installation is consistent across supported operating systems and
customized installation information is provided by the Start Here
CD’s Planning Assistant. Silent and console installations are also

provided.

Information center

The browser-based information center includes the documentation
for Content Manager, Enterprise Information Portal, and IBM
Content Manager VideoCharger. Topic-based information is
organized by product and by task (for example, Administration).
In addition to the provided navigation mechanism and indexes, a
search facility also aids retrievability.

Accessibility

Accessibility features help a user who has a physical disability,
such as restricted mobility or limited vision, to use software
products successfully. The major accessibility features for this
product include:

— The ability to operate all features using the keyboard instead of
the mouse.

— Support for enhanced display properties.
— Options for video and audio alert cues.
— Compatibility with assistive technologies

— Compatibility with operating system accessibility features
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— Accessible documentation formats

PeopleSoft and Siebel integrations
Users of PeopleSoft and Siebel applications can now configure
these applications to access content stored in a variety of content
servers using the eClient.
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Part 1. Planning for Content Manager

This section contains information for planning your Content Manager system
across all operating systems. It addresses the following topics:

Khapter 1, “Introducing Content Manager”, on page 3|

Chapter 2, “Introducing the XYZ Insurance scenario”, on page 17

Chapter 3, “Planning for Content Manager”, on page 23

Chapter 4, “Introducing Enterprise Information Portal”, on page 37|

Chapter 5, “Planning your Enterprise Information Portal system”, on|

page 4§|

Chapter 6, “Content Manager hardware and software requirements”, on|
age 55|
Chapter 7, “EIP hardware and software requirements”, on page 67|

© Copyright IBM Corp. 1993, 2003



2 Planning and Installing Your Content Management System



Chapter 1. Introducing Content Manager

In the past, business communication consisted of information on paper.
Conversations were documented by taking notes on paper. Presentations were
typed onto paper. Correspondence was sent to customers through the mail. A
document was considered to be information on paper.

Today, a document is much more than information on paper. Business is
conducted in many forms, some, unheard of just a few years ago. In today’s
world, business is complicated. Most businesses use multiple transactions, and
many means of communicating, negotiating, or working with their customers.
They use fax, e-mail, electronic presentations, and electronic meeting sessions,
for example. All of these transactions are stored into some electronic medium
and are considered to be documents, or at least the contents of a stored
information unit that we call a document.

Most businesses need a way to manage the content of their documents. They
need a way to capture each event or communication that occurs with their
customers. They need to be able to store the content, organize it, and retrieve
it in the blink of an eye. They need to look at it, update it, print it, e-mail it,
fax it, or even throw it away when it is no longer needed.

It would be very difficult and expensive for some businesses to create their
own program, or even to assemble a variety of programs, and try to get them
to work together to solve their content management problem.

The Content Manager solution

Content Manager provides the solution.

Content Manager doesn’t have a single process for solving the problem,
instead, it has an unlimited variety of flexible ways to manage content.
Content Manager provides components that work together to solve your
business needs.

The Content Manager solution includes:

* Support for multiple operating systems

« AJava -based tool for managing the system
* Client options

* Browser access

* Support for business documents of almost every kind
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* Administration tools for defining users and user privileges
* Efficient methods for keeping the system secure
* Features for managing the flow of work through the system

Building a Content Manager system

This section shows how the Content Manager system fits together. Each
component, feature, or a related program is described one at a time, then how
it works with the rest of the system.

The library server component

The library server is the key component of the Content Manager system. It is
called the library server because it performs the functions that a library
catalog file in a real library performs. It is where you define the information
that you store in your library.

The library server is the component of a Content Manager system that stores,
manages, and provides access control for objects stored on one or more
resource managers. The library server processes requests (like update or
delete) from one or more clients and maintains data integrity between all of
the components in the Content Manager system.

User access to objects stored on any resource manager in the system is directly
controlled by the library server. A library server relies on a relational database
management system (RDBMS), like DB2 Universal Database’”, to manage the
content and perform parametric searches, text searches, and combined
(parametric and text) searches.

You can directly access the library server using SQL (Structured Query
Language) or a relational database client.

A Content Manager system requires one library server, which can run on the
Windows, AIX, or Solaris operating system. |Figure 1 on page 5 shows the
library server.
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Content Manager
Library Server

Database

Figure 1. Library server

The following programs are provided in this package to work with the library
server:

IBM DB2 Universal Database
The IBM DB2 Universal Database software provided in this package is
required to run with the library server (and must be installed on the
same machine as the library server).

Text Search feature
Content Manager includes an optional text search feature that allows
for full text searching through documents in the Content Manager
database. To use it, you must plan ahead and install the DB2 Text
Information Extender (TIE) when you are installing the prerequisite
DB2 software for the library server.

Document routing
Document routing (called "workflow” in previous versions of Content
Manager) is an integrated part of the basic library server installation.
It is provided to help you manage your "work-in-process” by creating
processes and work nodes:

Process
A series of steps defined by an administrator through which a

document is routed.
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Work node
A step within a process.

Access to processes and work nodes is controlled by the system
administrator through access control lists. More information is
provided in the System Administration Guide.

The resource manager component
Add the resource manager to the system. It can be on the same work station
as the library server, or it can be on its own computer (depending on what
you want to do and how you want to configure your system). shows
the resource manager and its relationship to the library server.

= Web Application
= Server
i—
Content Manager &l , [&| Resource
Library Server = Manager
Database

Figure 2. Resource manager

The resource manager efficiently and automatically stores objects for Content
Manager. Users store and retrieve digital objects on the resource manager by
routing requests through the library server. A single library server can support
multiple resource managers and content can be stored on any of these
resource managers.

Resource managers can be distributed across networks to provide convenient
user access.
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Using the Content Manager Client for Windows, you can communicate with
the resource manager and perform simple functions like storing, retrieving or
updating objects. You can also perform more complicated functions (that you
can learn about later).

The following programs are provided in this package to work with the
resource manager:

IBM DB2 Universal Database
The IBM DB2 Universal Database software provided in this package is
required to run the resource manager. It can be installed on the same
machine as the resource manager, or it can be installed on a separate
machine. Depending on the speed and storage requirements of your
Content Manager system, you could even have the library server and
the resource manager share the same DB2 database that is installed on
the library server machine.

WebSphere® Application Server (WAS)
The IBM WebSphere Application Server (WAS) software provided in
this package is required to run with the resource manager and must
be installed on the same machine as the resource manager.

The IBM WebSphere Application Server (WAS) provides an
environment for open distributed computing. Users and processes on

a wide variety of platforms can interact by using the facilities
provided by WAS.

Tivoli® Storage Manager (TSM)
Tivoli Storage Manager (TSM) is provided so that you can optionally
store long term objects on devices other than the fixed disks attached
to the resource manager.

TSM is a client/server product that provides storage management and
data access services in a heterogeneous environment. It supports
various communication methods, provides administrative facilities to
manage the backup and storage of files, and provides facilities for
scheduling backup operations.

The system administration client component

You use the system administration client to oversee the entire Content

Manager system. With the system administration client, you perform tasks
like:

* Defining your data model
* Defining users and their access to the system

* Managing storage and storage objects in the system
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These tasks are explained in detail in [“Planning for system administration” on
[page 29} [Figure 3 shows a system administration client connected to the

system.
= Web Application
=) server
=
=
Content Manager >
System Administration Content Manager &1, (S| Resource
Client Library Server =) Manager
(Windows Only)
Database

Figure 3. System administration client

The system administration client component can be installed on any of the
workstations that other components are installed, or it can be on its own
workstation.

LDAP option
During the Content Manager installation, you have the option to
decide if you want to use LDAP (Lightweight Directory Access
Protocol) with the Content Manager system. It allows you to define a
directory to store a single user ID and password for each user with
secure, controlled access to any or all components of the Content
Manager system through a single sign-on (or logon). For more
information, see [“Planning for user management” on page 34

Client options
There are many ways to customize the Content Manager system to fit the
business needs of your enterprise. Your exact process depends on how your
enterprise chooses to implement and configure the system. [Figure 4 on page 9|
shows a Client for Windows attached to the system.
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Client for Windows

Content Manager

System Administration

Client
(Windows Only)

Figure 4. Client for Windows

«— g% Web Application
=) Server
> B
=
ContentManager 1 | (&E| Resource
|, Library Server = Manager

Database

One of the options that you have is how you implement your client. Two
options are available in this package: the Client for Windows, or the eClient.
You may also decide to create your own client for your specific needs.

Client for Windows

eClient

The Client for Windows is installed on a Windows system. It provides
an interface that enables you to import documents into the system,
view them, work with them, store them, and retrieve them.

The Client for Windows can also be run in a Terminal Server Edition
(TSE) environment. The number of users that can be supported on
any one TSE server depends on the memory, processing power, and
other factors on the server, as well as on the amount of activity for
each client user. All client actions are supported in this environment,
except for scanning (which must be done on a local machine).

The eClient can be installed on any system that has an Internet
Explorer (Version 5.0 or higher) or a Netscape Navigator (Version 4.6
or higher) browser installed. This browser-based client allows users to
connect, query, create, update, delete, and display documents and
folders.

Creating your own client

You can create customized Content Manager applications by using
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client APIs and user exit routines that are part of the ICM connector
that comes with Enterprise Information Portal. You can use these APIs
to:

* Access information in the library server and resource manager
¢ Customize document processing
* Design your own data model

The IBM Enterprise Information Portal for Multiplatforms product

A subset of the Enterprise Information Portal (EIP) product is available in this
package to provide search and retrieval capability across heterogeneous
datastores, including;:

* IBM Content Manager OnDemand
+ IBM Content Manager for iSeries
* Lotus® Domino".Doc

* IBM DB2 Universal Database

« IBM ImagePlus® for OS/390®

If a required connector doesn’t exist it can easily be made. After it is made,
that previously separate system can be searched in conjunction with all of its
peers in one federated search. This gives you the ability to contextually
provide access to all relevant data.

The IBM Content Manager VideoCharger for Multiplatforms product

The IBM Content Manager VideoCharger product is available as a separate
product offering (not part of this package).

By installing the IBM Content Manager VideoCharger on a separate machine
and connecting it to Content Manager through the resource manager, you can
integrate video and audio files, (called media objects in Content Manager, and
assets in IBM Content Manager VideoCharger), into your products and
services. You can deliver the assets in real time (called streaming) from a IBM
Content Manager VideoCharger Server to clients over the Internet, an intranet,
or local area network. Streaming from the server eliminates the need to
download the assets first and can spare much of the client’s disk space.

Choosing a configuration

There are many ways to configure the Content Manager system:

* You can install all components on a single machine (as you might do for
your first prototype Content Manager system)

* You can have each component on its own machine, on different operating
systems

* You could have 15 Client for Windows on a number of Windows machines
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* You could have five other eClients on various platforms all connected to the
same system

* You could have the library server on a Windows machine and have your
resource manager installed on an AIX machine

* You can have your system administration client installed on any one of
your existing machines, or on its own.

In summary, your configuration could be described as one of the following:
* An entire Content Manager system on a single Windows workstation.

* A large system with components on separate machines and with some
components on different operating systems.

* A medium-sized system with some components combined, and some
components on their own systems. Some components are on different
operating systems.

[Figure 5 on page 12|shows how all possible components connect together to
make up a full Content Manager system.
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Content Manager and e-business

E-business requires more than a web site. At its heart, e-business demands
integrated access to information across departmental boundaries, and even
between companies. This information is not limited to the structured data
kept in various databases and backend systems, but includes the wide array
of customer communications:

* applications

» order forms

* statements

e invoices

¢ shipping documents

* correspondence and e-mails that enable the transaction and support the
customer relationship.

In the shift from paper-based commerce to e-business, these documents have
not gone away. In e-business, electronic and document-driven processes
instead intertwine, so the new challenge for companies is how to integrate
paper’s digital equivalents, or e-documents, into their e-business strategies.

IBM Content Manager Version 8 Release 2 meets the challenge by providing
the technology you need to store and manage information, both data and
documents, in a way that supports the integrated access needs of e-business.
Content Manager technology provides secure, scalable, storage and
management of vast amounts of information, both structured and
unstructured, across a wide variety of data types and formats. The Content
Manager solution makes information easily searchable and accessible across
the Internet, and integrates the information with your specific e-business
processes.

IBM Content Manager for Multiplatforms is making it easier for companies to
incorporate documents and historical data in a wide array of front office and
web self-service applications. Content Manager covers a vast range of content
types, from paper and fax to E-mail to statements and invoices to multimedia,
providing repositories tailored to the unique characteristics of each type but
all accessible through a common API and unified search and retrieval.

Content Manager and the insurance industry
For industries such as insurance, Content Manager offers these benefits:
* Provides real-time, online access to policy, claims and customer information

* Consolidates integrated information in diverse formats into a common
repository for enterprise-wide management and retrieval

Chapter 1. Introducing Content Manager 13



14

* Automates underwriting, benefits administration and other time-critical
business processes

* Offers Web-based customer service and support

Insurance companies are not only experts in providing their customers with
peace of mind, but they must also be savvy at managing valuable information
from a myriad of sources. All of the activity that goes into protecting people’s
interests involves documentation, and plenty of it. Information is collected
every time a policy is quoted, a statement is sent, or a claim is paid.

Business information is no longer restricted to documents. Digital video,
high-resolution photographs, and spreadsheets can also be vital resources for
the insurance industry. To provide the kind of service that helps you attract
(and keep customers), you need to integrate these diverse information sources,
and provide underwriters, agents, and brokers a comprehensive overview of
customer cases quickly and conveniently.

By removing the limitations of routing paper and aggregating relevant content
into a dynamic virtual client folder, Content Manager can bring value to a
variety of insurance applications, including:

* Individual life underwriting

* Group pension plans

* New policy applications

* Customer service

* Diversified claims processing and inquiries

* Complex underwriting and litigation support

Customer-facing representatives and claims adjusters in the insurance
industry can use the Content Manager solution from their desktops, anywhere
in the world. They can use it to retrieve anything (within seconds) that they
need to perform their jobs, such as:

* Video testimonials about accidents

* Images of damaged vehicles

» Statements

* Invoices

* Correspondence related to accidents
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Content Manager and the customer service industry

Nowhere are the benefits of Content Manager more applicable than in
customer service. When your customer service representative (CSR) takes a
phone call from an end-user, neither cares about the source or medium of the
required information. The caller needs help and the service representative
wants to deliver it.

Content Manager delivers many features to help build solid, positive
customer service operations, including:

* Document management capabilities, with version control, check-in/check-
out and Open Document Management API (ODMA) support integrated into
a single server

* Support for diverse content types (including images, facsimiles,
spreadsheets, desktop documents, streaming audio/video with a
transparent player)

* e-business enablement with the Content Manager eClient

* Replication for resource manager for enhanced availability

Users in the customer-service industry can use Content Manager to build
customer satisfaction through easy, dynamic access to all customer-related
e-content and increase productivity of customer service representatives.

Content Manager integrates scalable, reliable, secure e-content management
into core business processes and customer relationship management (CRM)
solutions.

Too often, customers bear the burden of helping customer service
representatives (CSRs) piece together information about themselves. The
company probably already has the information but just can’t seem to find and
gather it together. From statements, invoices, insurance policies, checks or any
number of applications that use paper-based correspondence and e-mail,
business content in the commercial world exists in many unstructured
formats. In fact, more than 85 percent of today’s business information resides
in sources outside of traditional databases.

Content Manager allows CSRs to quickly access digital versions of customer

interactions when responding to requests for documents, improving
productivity, response time and overall customer service.
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Chapter 2. Introducing the XYZ Insurance scenario

The following scenario about a fictitious insurance company illustrates a basic
implementation of Content Manager, VideoCharger ', and Enterprise
Information Portal. Use this scenario to assist you with planning,
administering, and implementing your Content Management solution.

Background

XYZ Insurance (XYZ), a large auto insurance company, has an extensive
collection of photographs, claims, policies, adjuster’s notes, reports from
experts, and other documents. It is a large organization with offices in various
locations around the country and many employees who need quick access to
documents stored in various media--Internet, network, and so forth.

The business need

XYZ Insurance kept a majority of its information in physical filing cabinets,
which involved the time-consuming task of filing documents, and had some
digitized information in a wide variety of media types. Its paper files had
become unmanageable and any video documentation became lost in storage.
This system made finding misfiled documents difficult and led to poor
productivity. XYZ Insurance wanted a system to manage customer
information and gather it quickly from different systems throughout the
company. It needed a single Web interface to access client information for all
its employees. XYZ Insurance wanted to have a low cost information
management system, reduce operation costs, improve customer service, and
increase market share.

The solution

XYZ Insurance deploys IBM Content Manager for Windows NT®,
VideoCharger, EIP, and eClient. It uses these products because it has
components that work together to provide solutions that are uniquely suited
to its business needs. They use Content Manager to scan insurance
applications, enter customer information into databases, and conduct
workflow. Any video documentation they receive, they store on VideoCharger.
EIP is used as the middleware to access all the backend Content Manager
databases. The eClient allows remote offices to access information via the
Web.

With this solution in place, employees can search for information, enter any
new information, and respond to customers in a timely manner. Document
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retrieval is now both simple and accurate and employees can maintain all
information with 100% integrity. XYZ Insurance can manage more
documentation as a result, because it no longer needs to have employees file
paper documents or retrieve misplaced documents, thus, increasing its market
share.

Setting up the system

This section explains the steps that XYZ Insurance had to take to implement
its new system. For example, the databases they use, the environments they
need to work in, and so forth.

Planning and designing the data model

Before you define your Content Manager system, you need to plan your entire
system. Planning your system includes analyzing your business process,
deciding which users require access to the objects on your system and what
type of access they require, how objects are migrated from one storage
medium to another, and how objects are defined for search and retrieval.

Even if you are sure that you understand the current business needs in your
department or group, have your users keep a daily log of their tasks. You
might uncover something new about how your coworkers really perform their
work.

Administering your Content Manager system

18

When you have analyzed and planned out your Content Manager system, the
system administrator must define the Content Manager elements in the
following order:

System-managed storage
Privilege sets

User 1IDs

Access lists
Administrative domains
Item types

Work Nodes

Document routing

© N gk bR

As a system administrator, you define system-managed storage, which
includes setting up and managing the library server and resource managers,
you set up and manage object storage and retrieval, user access, and
document routing. Depending on the scope of your tasks, you might have to
work with a DB2 administrator to keep up the integrity of the objects that
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users store on the DB2 database. You might also work with other content
server administrators, for example, the EIP system administrator, to maintain
content server mappings.

For more information about how to set up a Content Manager system, refer to
the System Administration Guide.

Customizing your system

XYZ Insurance has a complex desktop application that meets some very
specific business requirements. XYZ Insurance employees have used the
custom application extensively and have become accustomed to using its
extensive set of features and capabilities. Therefore, XYZ Insurance chooses to
integrate their application into their newly established Content Manager
system instead of creating a completely new application. This is easily done
using the comprehensive, easy to use set of development tools provided by
Content Manager.

An XYZ Insurance application programmer evaluates XYZ Insurance’s
application and determines that in order for XYZ Insurance employees to
perform their daily tasks, they need access to a customer’s policy data, like
the policy terms, photos, letters, and so forth. The programmer also
determines that XYZ Insurance stores all of its customer information in folders
of item type policy. Therefore, using the policy number provided by the end
user, the application has to retrieve the corresponding policy folder from the
Content Manager system. The folder and the list of all its contents must be
retrieved from the Content Manager system quickly so that the information
can be presented by the application to the end user for viewing, processing,
and storing.

XYZ Insurance’s application programmer analyzes the Content Manager
development tools and quickly adds the additional capability into their
application. For more information about the Content Manager development
tools, see the Working with Content Manager Version 8 Release 2 section of
the Workstation Application Programming Guide.

Integrating IBM Content Manager VideoCharger into your system

XYZ Insurance’s system administrator installs VideoCharger on another server
in order to store and stream media files (audio and video). Using a
VideoCharger Player client application, numerous Windows workstations can
watch videos in real-time without having to download them first. For details,
see Planning and Installing VideoCharger and the VideoCharger Administrator’s
Guide and Reference.
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XYZ Insurance decides to utilize Content Manager’s administrative
capabilities to manage videos the same way it would manage documents and
photographs. The administrator logs into the library server system
administration window and adds the VideoCharger Server to an already
existing resource manager. Content Manager then treats the VideoCharger
Server as another resource manager. For details, see Planning and Installing
VideoCharger.

XYZ Insurance’s application programmer writes an application that lets an
end user pick a media file in Content Manager that would automatically
stream using VideoCharger. The programmer uses a Play API to send a
temporary metadata file to the client workstation which would initiate
streaming. The programmer also uses a Retrieve API to allow the option of
exporting the media file to an FTP site. For details, see the VideoCharger
Programmer’s Reference.

Administering your Enterprise Information Portal system

XYZ Insurance deploys Enterprise Information Portal because the
comprehensive search technologies allow them to connect and search all of
their content servers for the retrieval of data. Now, when an XYZ Insurance
Call Center representative receives a call, a single federated search retrieves all
of the necessary policy holder information.

Using the eClient

20

In order for XYZ Insurance employees to provide customer service, they have
a need to simultaneously access all customer information. This information is
located in a variety of different content servers including IBM Content
Manager. An EIP administrator can set up and administer the searches XYZ
Insurance employees perform across different content servers. The employees
can access the customer information in these servers through a Web browser,
using the eClient. Because the eClient is conveniently accessed in a Web
browser, the company does not have to install a client at every machine in all
of the XYZ Insurance insurance branch offices. Through the eClient,
employees can search, create, delete, and display documents and folders
stored in these servers, and start and process workflow.

An XYZ Insurance web administrator installs the eClient using the Installing,
Configuring, and Managing the eClient document and configures it as a Web
application. The administrator defines workflow process, enables e-mailing of
retrieved documents, and might also customize the eClient. When employees
use the eClient, the search templates available to them are retrieved from the
EIP system administration database. They select a search template and enter
values for the search criteria and run the search. A list of documents satisfying
the search criteria are returned to them. Once employees have located
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documents, they can print or e-mail them or start them on a workflow. They
can view a broad range of document formats such as MOD:CA, TIFF, JPEG,
and GIF using either a server side conversion or an applet viewer.

If XYZ Insurance decides it does not want to use EIP to build search
templates, the eClient can also directly connect to a single content server
using a connector. For example, if the EIP administrator installs a Content
Manager connector, employees can perform searches on information stored in
Content Manager by selecting an item type to search on. EIP search templates
and user IDs (that map to the Content Manager server) do not need to be
defined.
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Chapter 3. Planning for Content Manager

This section is provided to help you plan for the key components of Content
Manager. Your IBM sales representative can work with you during the
planning process to provide more detailed information about planning
considerations. Requirements for Content Manager components are shown in
Chapter 6, “Content Manager hardware and software requirements”, on|

page 55|

General planning for system configuration and user management

During the installation of Content Manager, you will be asked to supply
information or make various decisions about options. In many cases, you can
take the default name, path, or option, or you can change them if you need
to. Whether you take the default or make a change, it is often very important
to remember the decisions that you make (for use at a later time), like the
following:

* The location of your configuration files
* The names of your various databases
* Certain keywords

To help you remember key data, we have provided special charts within the
"Install” sections of this guide for you to record this important information.

It might be useful for you to review these sections in advance and print
copies of them. Then, you can use them during the install process to keep
track of your decisions.

Planning for LDAP (Lightweight Directory Access Protocol)

During the Content Manager installation, you decide if you are going to use
the standard method for managing users or if you are going to use LDAP
(Lightweight Directory Access Protocol). You can decide to enable LDAP at
that time, or you can decide to enable it later by using the LDAP Enable
utility described in [“Enabling LDAP” on page 482

If you want to take advantage of LDAP with Content Manager, there are three
possible ways that it can be implemented:

* Use the IBM Directory Server. See [‘Planning for IBM Directory Server” on|

page 2

* Use the Active Directory of Windows 2000. See [“Planning for Active]
[Directory (Windows 2000 only)” on page 24}
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+ Use Lotus Domino Directory Notes Address Book (NAB)

Planning for IBM Directory Server

IBM Directory (known as IBM SecureWay® Directory in previous versions) is
a Lightweight Directory Access Protocol (LDAP) cross-platform, highly
scalable, robust directory server for security and e-business solutions.

The IBM Directory product is available in this package with Content Manager.
Use the documentation provided on the product CD to plan and install IBM
Directory. It can be installed at any time, that is, you can implement and
enable it at any time, either before or after you install Content Manager.

Planning for Active Directory (Windows 2000 only)

Active Directory is the name of the LDAP directory used by Microsoft for
Windows 2000.

If you are running Windows 2000 Server, you can use the Active Directory
feature as your LDAP method with Content Manager.

If you plan to use the Active Directory feature, you must adhere to the
following rules:

* There must be an Active Directory set up according to the procedures in the
Microsoft Windows 2000 server documentation.

* The system used for Content Manager must be able to physically access an
Active Directory server. To verify this, open the command prompt window
and enter: ping <ip address>

Lotus Domino Directory Notes Address Book (NAB)

Beginning with its Release 4.6, Lotus Domino also incorporates an LDAP
service that allows LDAP clients to access the information stored in the
address book. See the Domino Directory documentation for more information
about implementing LDAP with Domino Directory Notes Address Book.

Planning for performance and scalability of Content Manager

The process for ensuring that a production Content Manager system will have
acceptable performance and scalability includes more than modifying tuning
parameters after installation. Information is provided in this section to help
you start planning for performance and includes:

* A description of recommended best practices in
[methodology” on page 25,

* Hints for [“Planning for a library server” on page 26

* Hints for [“Planning for resource managers” on page 26|

¢ [“Configuration choices and tradeoffs” on page 2
g pag
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« A section that tells|“Where you can find more information about|
[performance and tuning” on page 29

Performance methodology

This section provides an overview of recommended performance “best
practices” with the primary goal of avoiding surprises later on. Its scope
ranges from the very beginning of planning for a Content Manager system
through to the routine monitoring of the production system. It also includes
an overview of the configuration and application design choices a CM
administrator faces, focusing on the performance implications of those choices.
Recommendations:

1. Read and understand the (XREF to configuration choices and trade-off in
this document).

2. Plan and document your overall system topology and configuration.

3. Understand and document your projected workload, and you performance
and scalability objectives:

*  Number of desktop and web client users

* Frequently performed operations (for example: search, view, import,
doc-routing) by "typical users”.

* The number of operations performed per hour during "peak hours”
* Average document size and number of pages

* Use of features with significant performance impact (for example,
mid-tier conversion, migrator, versioning, custom clients, or custom data
models)

4. Your IBM representative has a “sizer” tool to help you make an initial
rough sizing of the hardware configurations that should be able to support
your workload.

5. Read and understand the performance tuning recommendations in this
document. Be aware that performance tuning involves trade-off --
appropriate tuning techniques and parameter values depend on the
unique circumstances of your configuration and workload.

6. Plan for an initial tuning period to maximize confidence and reduce risk
before going into production. If possible, use automated test tools to drive
a multiuser test load based on your projected workload. During this
tuning period iterate focusing on one area at a time, changing only a small
number of tuning parameters. Run the test workload to evaluate the effect
of each set of changes before making additional tuning changes.

7. In production, perform routine performance “maintenance”, and monitor
the performance of your Content Manager server systems:

* Perform periodic database “runstats/rebind”, as described in the tuning
recommendations.

* Maintain a periodic performance profile of key performance metrics
(CPU, memory, network, and disk utilizations, for example, as well as
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overall throughput and the response times for key operations), using the
available performance monitoring tools on your platform.

* Validate your original workload projections against your production
system.

* Document the performance profiles over time to observe trends before
they become a problem.

Planning for a library server

The library server is the component of a Content Manager system that stores,
manages, and provides access control for items stored on one or more
resource managers. The library server processes requests (like update or
delete) from one or more clients and maintains data integrity between all of
the components in the Content Manager system. User access to items stored
on any resource manager in the system is directly controlled by the library
server.

A library server relies on a relational database management system (RDBMS),
like DB2 Universal Database, to manage the library contents and perform
parametric, text, and combined parametric and text searches. You can access a
library server using the client provided by Content Manager, direct SQL
(Structured Query Language), or a relational database client. A Content
Manager system requires one library server, which can run on the Windows,
AIX, or Solaris operating system.

Planning for library server capacity
Library servers build search requests and transmit search results to the client.

You must allocate storage for the database as it grows. Make sure you reserve
disk space for prerequisite software and the Content Manager program files.

Library server machines have a high reading and writing work load, and they
require a powerful processor to accommodate concurrent requests from
multiple users. Because the database is at the core of the library server, good
database administration is crucial to the library server’s efficient operation.

Planning for resource managers

The resource manager is the repository for objects stored in the system. Users
store and retrieve digital objects in the resource manager by routing requests
through the library server.

The resource manager efficiently and automatically manages storage
resources, based on the storage management entities defined using the
Content Manager system administration client.

The system administrator can specify how long objects reside in one medium
before migrating them to another. After the system administrator defines
migration policies, the resource manager automatically manages storage.

Planning and Installing Your Content Management System



For example, a photograph is scanned into the Content Manager system. If the
object has been assigned a migration policy, the system checks the migration
policy and moves the digital object to the first migration storage location. The
system continues to move the object according to the defined storage
management policy.

Resource managers can be distributed across networks to provide convenient
user access.

Planning for resource manager capacity
To plan the capacity requirements for storing documents in a LAN-based

resource manager, you multiply the number of objects by their average size.
You then add that result to the hard drive space that is required for:

* Prerequisites and program files
¢ Staging area
¢ Growth in the resource manager database

Configuration choices and tradeoffs
This section describes some of the important configuration and application
design choices when planning a Content Manager Version 8 system, focusing
on the performance implications of those choices.
Web clients or desktop clients?
* Desktop clients are typically faster than web clients
* Web clients are typically easier to deploy and maintain

For web clients: Direct retrieve or mid-tier conversion?
¢ Direct retrieve is faster and more scalable

* Direct retrieve may require browser plug-ins or viewer applet

For web clients: Direct Connect or Federated access?
* Federated access is slower than direct connection to Library Server
* Federated access supports search across heterogeneous backend
servers
IBM client program or custom client program?
* A custom client program can be tuned to your exact requirements
* The IBM clients already use our latest general-purpose tuning
methods
For custom clients: Beans (non-visual, or non-visual + visual), or Java/C++
OOAPI?
* Beans implement only the document model

* Beans support rapid application development with a federated
“reach”
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* OOAPIs will have the best performance
For Java or C++ OOAPI custom clients: Document model or custom data
model?

¢ The document data model already includes our latest
general-purpose tuning methods

* A custom data model can be tuned to your exact requirements

Document routing or advanced workflow (MQSeries workflow)?
¢ Document routing has better performance and higher scalability
* MQSeries workflow offers advanced workflow function not
available with doc routing
Versioning
* Versioning increases the library server database size

* Accessing current version is faster than accessing previous versions

Attribute indexes

* Appropriate indexes improve performance of searches and reduce
library server resource usage

* Indexes increase library server database size, and affect store and
update times
Resource manager asynchronous and third-party ingest/delivery
* Asynchronous and third-party require custom clients
e Appropriate for very large objects, such as for VideoCharger

Library server and resource manager on the same or separate machines

* Higher scalability when on separate machines

Single or multiple resource managers

* Multiple resource managers give higher total bandwidth for larger
objects

* Multiple resource managers give higher migrator parallelism
¢ Distributed resource managers located close to end users provide
better performance
Number of resource manager collections
* Multiple collections give higher migrator parallelism (one thread
per collection)
Server platform choice
¢ Mid-tier server
- CM v8 Java OOAPI supported on AIX, Sun, and Windows
— Some other connectors are Windows-only

— Java conversion engine is cross-platform
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* library server and resource manager
— Higher scalability on AIX or Sun than Windows

Where you can find more information about performance and tuning

For more information about performance and tuning, see the Performance
Tuning Guidelines that are posted on the IBM Support page for Content
Manager under the "White pages” category at:

|www.ibm.com /software/data/cm/cmgr/mp/ support.html|

Planning for client and server time synchronization

It is recommended that clients and servers be kept synchronized to UTC time
or some other time standard. (There are a number of tools that are available
for free to accomplish synchronization. )

Most important: The time difference between the library server and the
resource manager should be kept to a minimum to ensure the best operation.
While the servers do tolerate normal time variances, there are complex
scenerios where the servers may refuse a client operation due to a large
differences in time.

Planning for system administration

Use the system administration client to manage your Content Manager system
and database utilities:

* To configure the library servers
* To set up and work with the resource managers
* To define user access and control

* To control access to documents

+ To set up your Content Manager data model (see [“Planning your Content|
[Manager data model” on page 31})

* To set up document routing

Use the additional planning instructions indicated for any of the following
features:

« LDAP - See ['Planning for user management” on page 34}

« Text Search - See[“Planning for the text search feature” on page 35

Understanding the basics

The building blocks of content management are items and objects. The easiest
way to understand these concepts is to use a metaphor we’re all familiar with:
a library. A library is full of information in different forms: books, videos,
music, pamphlets, magazines and journals. Generically, each of these pieces of
information is an object.
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To find objects in a library, you look in a catalog. You search for an object by
identifying at least one thing that you know about that object, for example,
the author of the book. When you search for that author by name, the library
catalog provides results. Generically, each of these results is an item.

The item is not the object, but thoroughly identifies it and how to find it.
Usually, an item directly corresponds to one or more objects (for example, one
item might identify one book, or it might identify a set of two videos that
make up a complete movie). In some cases, however, an item contains
information that does not directly equate with an object. For example, if you
look up a broad subject keyword in the catalog, the resulting item might
actually be a list of items that further narrow the subject.

Understanding the basics of describing data

To understand the basics of describing data, we start by describing items and
item types.

Items hold consistently formatted data that describe and identify data objects.
The items are used to help locate objects and to identify objects quickly. The
item type defines the specific set of information that is required to identify and
locate objects of that type (that is: the collection of descriptive tags that are
used to identify a group of objects). Using Content Manager, you build item
types for recording a consistent set of information about the objects that you
want to catalog. Different groups of objects may require different sets of
information to be associated with them, and so, they can belong to different
item types.

The information recorded in the catalog about each object differs by the type
of object. Each item type has an associated item type classification, which
identifies in a general way, the format of the object. Content Manager supplies
the following item type classifications: document, image, video, audio, folder,
object, and text; you can also create your own item type classes.

So, for a video, you might want to know the title, duration, and format,
whereas for a journal article, you might want to know the name of the
journal, number and date of the issue, and the name of the author or authors.
Each of these characteristics of the object is an attribute.

When you build an item type, you specify the attributes for which your users
must enter values to identify objects. Those same attribute values can be used
to locate and view the object later. Some attributes logically go together, for
example, you might create an item type that includes an address. The address
is an attribute grouping, a convenient way to refer to the group of attributes
including street, city, state or province, country, and postal code.
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Because objects are digitally stored in Content Manager on one or more
resource managers, and not physically on library shelves, your item types
must also include attributes specific to the format of the objects, for example,
an image might be GIF or JPEG. (The format does not affect the item type of
an object. An item type may hold objects of any format.)

Planning your Content Manager data model

Based on the organization of the library catalog, you can assume that it did
not come into existence by accident. You can assume that some person or
persons did some planning before designing the layout of the cards, so they
could store their items efficiently in their library and be able to retrieve them
quickly.

We could say that the layout on the index cards represent a data model, and
we could convert the physical card catalog, and the physical library itself into
a digital Content Manager library.

Now that you understand the basic concepts of what a data model is, you can
begin to define your own model. Look at all of the procedures that your
company performs, and at the information that you might store into the
Content Manager system. Realize that Content Manager is a very flexible
system and it is easy to modify your data model whenever you need to do so.
The idea is to get started and to define as much as you can for your basic
model.

You can refer to this simple scenario of our fictitious XYZ Insurance Company
and some of the things that they might consider when they create their data
model.

A more complete scenario is shown in |[Chapter 2, “Introducing the XYZ]
[[nsurance scenario”, on page 17}

Here are some definitions of the key terms that you will use for your data
model, and that are used by the system administration client when you define
your model to the Content Manager system.

Item Type
A template for defining and later locating like items, consisting of a
root component, zero or more child components, and a classification.

For example, you might have an item type called Insurance claim. The
Insurance claim item type includes a consistent set of characteristics,
or attributes, for example: Policy holder name, Policy holder ID
number, Incident date, Vehicle ID number, and so forth. When you
create an item of type Insurance claim, you enter values for each of
these attributes, and those values that uniquely define that item.
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Attribute

An attribute is a unit of data that describes a certain characteristic or
property (for example, name, address, age, and so forth) of an item,
and which can be used to locate that item. System administrators
define attributes, and can specify the type of attribute from a list of
available types such as Character, Integer, or Decimal. The system
administration program stores these defined attributes and makes
them available for selection when creating or modifying item types.

Attribute group

Link

When creating attributes, you usually make them as basic as possible
so that they are flexible enough to use throughout your system. You
might find that you use a couple of the same attributes for multiple
item types. For these attributes, you can create an attribute group. An
attribute group is a set of attributes that are grouped together for
convenience.

Adding an attribute group to an item type will insert all attributes in
the attribute group into the item type at one time. For example,
instead of searching for and selecting four attributes for every item
type to create an address (street, city, state, and zip code), you create
an attribute group called Address that includes those four attributes.
When you create an item type, you select the attribute group Address
and the system will insert street, city, state, and zip code.

A link is used to relate one item type to another item type. For
example, if you have an item type called customer, it could link to
another item type called address.

Reference

Item

Used with attributes. As the system administrator, you define the
delete rules for the reference (if it can be deleted, or if it should never
be deleted).

An item is a generic term for an instance of an item type. For
example, you might have item types called Insurance claim and Policy
holder. Each claim that you create and each policy holder that you
identify is generically referred to as an item.

The steps that the XYZ Insurance Company might go through to plan their
data model might be:

1. They begin by analyzing their business procedures. They look at all types
of information that they collect and could store into their Content Manager
system. Some of the item types that they have identified are:

* Application forms

¢ Claim forms

* Accident reports
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2. For each item type that they identify, they list all of the possible attributes
that could describe the item type. For example, attributes that they identify
for the Insurance application form are:

* Customer name and address
* The thing that is to be insured
* The date of the application

An example for writing the notation for an item type and it attributes
might be:

application form (name, address, insured item, date)

The notation for the claim form could be:
claim form (date, policy no., photos, witnesses)

3. After they list all of the possible attributes, they realize that the customer
name and address, and other specific information about their customers
will probably be used by almost every other item type that they create.
They decide that Customer information should be an item type on its own,
and that other item types could either reference it or link to it when that
information is needed.

4. They look at the attributes that they listed and decide whether some of
them can be put together into an attribute group. For example, address
becomes an attribute group name made up of the four obvious attributes
of street, city, state, and zip code.

5. They draw diagrams to show relationships of their items to each other:
application form (name, insured item, date)

\
\

customer (name, address)
/
/

claim form (policy #, date, pictures)

Where do you go from here?

After you have defined your processes and identified your item types and
attributes and you are ready to create your own data model, go to the
"Getting Started” section of the System Administration Guide to learn how to
enter your data model into the Content Manager system.

Planning for clients

Refer to [‘Client options” on page 8|for a summary of your options.

When planning for client components, examine what tasks your client will
perform. Generally, clients fall into one of three categories:

* Scanning clients, which capture documents into the system
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* Display clients, which view or work with objects

* Indexing clients, which create metadata about objects in the system

If your Windows client workstation is not dedicated to Content Manager,
ensure that the workstation has enough RAM to prevent the client from being
swapped out.

Important: Ensure that the client application that you use is enabled to
recognize the item types that you want to use. For example, the clients that
come with Content Manager use only the document classification. See the
System Administration Guide for more information about item type
classifications.

Planning to create customized applications with the Enterprise
Information Portal ICM Connector

The ICM Connector (when installed with Enterprise Information Portal)
enables you to create customized Content Manager applications by using
client APIs. You can use APIs to:

* Access information in the library server and resource manager
* Customize document processing

* Design your own data model

Planning for user management

34

As mentioned earlier in [“Planning for LDAP (Lightweight Directory Access|
[Protocol)” on page 23] you decide (during installation) if you are going to use
the standard method for managing users, or if you are going to use LDAP
(Lightweight Directory Access Protocol). LDAP is described on page |23} the
standard method is described here.

When you plan for your Content Manager system configuration and setup,
you must also decide who can have access to your system and how much
access these users must have to the objects on your system. The Content
Manager system defines user access through privileges. A privilege grants the
right to access a specific object in a specific way. Privileges include rights such
as creating, deleting, and selecting objects stored in a system.

A group of privileges assigned to a user is a privilege set. A privilege set
identifies the functions that a user can perform, such as creating folders or
adding objects to a work process. A user cannot access the Content Manager
system without a user ID, a password, or a privilege set.

Before creating users and assigning them privileges, you must decide who can
have access to the system and what their jobs dictate. You do not want users
having the right to delete an object when they do not understand the scope of
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what deleting that object can do. On the other hand, you do not want to
prevent users from doing their jobs by not giving them the correct privilege
set. So, before assigning users privilege sets, you will need to define the types
of tasks each job requires.

Often, users with the same job description have the same or similar tasks, and
therefore, they might need the same access to objects on your system. You can
group users with common access needs into a user group, but you cannot nest
user groups. A user group is solely a convenience grouping of individual
users with similar tasks. You do not assign a user group a privilege set. Each
user in a user group has his or her own privilege set. A user group makes it
easier to create access control lists for objects in your system. When users
create an object in the Content Manager system, they must define who can
access the object and what operations can be done to the object. This
definition is what is known to the Content Manager system as an access
control list (ACL).

An access control list is a list consisting of one or more individual user IDs or
user groups and their associated privileges. You use ACLs to control user
access to objects in the Content Manager system. The objects that can be
identified in ACLs are:

* Objects stored by users
¢ Item types

* Workbaskets

* Workflows

* Worklists

Although privilege sets define an individual user’s maximum ability to use
the system, an ACL restricts an individual user’s access to an object. An ACL
that has a privilege that is not defined by a user’s privilege set does not grant
the user that privilege. Only users that have that privilege can use that
privilege on an object. An ACL limits user access, it does not grant more
access.

Planning for the text search feature

The optional text search feature allows for full text searching through
documents in the Content Manager database.

It allows you to automatically index, search, and retrieve documents stored in

Content Manager. It lets you locate documents by searching for words or
phrases using a client.
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To use it, you must plan ahead and install the DB2 Text Information Extender
(TIE) or DB2 Net Search Extender (NSE) when you are installing the
prerequisite DB2 software for the library server.

Planning for IBM License Use Management (LUM)

IBM License Use Management (LUM) is the IBM product for technical
software license management. The LUM tools are available to help you to
comply with the terms and conditions of license agreements. They check
compliance through runtime monitoring of the usage of software assets.

You can decide to install LUM at any time, either before or after you install
your Content Manager system.

See [“Installing and configuring IBM License Use Management (LUM)” on|

|Eage 500|
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Chapter 4. Introducing Enterprise Information Portal

Many paper-intensive enterprises, such as insurance companies and financial
institutions, administer large volumes of business-related content. The need
for an enterprise solution for managing and accessing business information
spans many industries.

A content server stores multimedia objects, business forms, documents, and
related data. The content server also stores metadata that allows employees to
process and work with the content. When there is no way to effectively
connect all the information on different content servers, a business can waste
time and money by duplicating information or training employees to perform
multiple searches.

Enterprise Information Portal provides leading-edge technology to bring all of
your enterprise resources to your workstation desktop. EIP can help you
maximize the value of your information and multimedia assets by connecting
disparate content servers through a single client. With an EIP client, users can
quickly and concurrently access information on all connected content servers.
Users can also mine information, conduct intelligent searches across content
servers (including the Web or an intranet) and perform workflow tasks within
your business processes.

With Enterprise Information Portal, you can customize applications for your
enterprise by installing the connector toolkit and samples. Application
programmers can use the connector toolkit and samples to create desktop and
Web-based applications.

Introducing the Enterprise Information Portal components

This section explains each EIP component and describes the installation
options.

See [Chapter 6, “Content Manager hardware and software requirements”, on|
lpage 55| for information on component prerequisites.

© Copyright IBM Corp. 1993, 2003 37



38

lists the components and the compatible operating systems.

Table 3. EIP component operating system compatibility

Component Windows AIX Solaris Notes
Administration yes yes yes Database
database includes
workflow
builder
functionality
Administration yes no no Client can
client connect to
databases
installed on
Windows, AIX
or Solaris
operating
systems.
Connectors yes yes yes
Information mining yes yes yes
server
Information mining yes no no
client
IBM Web Crawler yes yes yes
Text search client yes yes yes
Image search client yes yes yes
Connector toolkit  yes yes yes « Windows
and samples version
includes
source code to
compile
sample client.
No sample

client code
installed on
AIX.

* Workflow
samples and
APIs are
installed with
the federated
connector
sample.
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Table 3. EIP component operating system compatibility (continued)

Component Windows AIX Solaris Notes
Viewer yes no no Installs
OnDemand
client and
viewer.
Information center yes yes yes

Administration

The administration component provides the administration database and
administration client subcomponents. When you install the administration
database, you also install the workflow feature.

Administration database
The administration database is a DB2 database that manages information

about EIP users and groups, privilege levels, passwords, user IDs, and other
information. The database also provides the workflow and, optionally, the
information mining functionality. You can install multiple databases. Each
database provides the EIP workflow functionality. If you have a Content
Manager Version 8 system, you can share the EIP administration database
with the Content Manager Version 8 Library Server database. You can share
the database because the Library Server database contains all the information
required by EIP.

Administration client
The administration client can be installed only on Windows workstations. You

can install multiple clients. If you have a Content Manager Version 8 system
as the content server, you can administer EIP Administration database (a
heterogeneous / federated data mapping layer) and Content Manager Version
8 backend datastore from the same client.

The client provides the interface that allows the administrator to:
* Define each content server for federated searching.

¢ Identify native entities and attributes on content servers and map them to
federated entities.

* Maintain an inventory for all the content servers defined by the EIP system
administrator

¢ Create search templates.
* Identify and manage users and groups.
* Assign privileges to users and groups.

* Define access to search templates and set conditions on the actions users
can take with the information retrieved from a search.

* Design and administer business workflow processes.
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Connectors

The connectors provide the communications interface between EIP clients, the
content servers, and the administration database. The content server
connectors, such as Content Manager Version 7.1 connector, provide the
functionality that allows EIP to log in to the server, search for information,
and return the information to the administration or end-user clients. The
federated connector connects the administration client to the administration
database.

EIP provides the following connectors:

Features

Federated connector connects EIP client to the administration database.
Content Manager connector for Content Manager Version 7.1 servers.
Content Manager connector for Content Manager Version 8.2 servers.

Content Manager OnDemand connector for Content Manager OnDemand
Version 7.1.

Content Manager for Visuallnfo " for 400® Version 4.3, and Version 5.1.

Content Manager ImagePlus for OS/390 connector for ImagePlus/390
Folder Application Facility Version 3.1, Image Plus/390 ODM Version 3.1.

Lotus Domino.Doc connector for Domino.Doc Version 3.0a, Desktop Enabler
Version 3.0a.

EIP has two optional features:

Image Search client

Provides the interface required to access and administer Image Search
functionality on a Content Manager Version 7 content server.

Text Search client

Provides the interface required to access and administer Text Search
functionality on a Text Search server.

Content viewer

Installing the OnDemand viewer installs the OnDemand client and other files
required to view documents retrieved from an OnDemand server.

Connector toolkits and samples

EIP provides a connector toolkit that includes sample programs you can use
to experiment with and test various EIP functions, such as:

connecting to and disconnecting from content servers
performing SQL and other sample queries on content servers
determining content server MIME types, and so forth
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Windows connector toolkit
To install the connector toolkit and samples on Windows servers, you must

select the Development Workstation machine type. Then select the Connector
Toolkit and Samples component. You can install the sample programs for all
connectors, or select individual samples to match the connectors you installed.

On Windows servers, connector toolkit sample programs are organized in the
following way:

c:\CMBROOT\SAMPLES\activex\xx

¢:\CMBROOT\SAMPLES\cpp\xx

c:\CMBROOT\SAMPLES\java\xx

c:\CMBROOT\SAMPLES\ jsp\xx

c:\CMBROOT\SAMPLES\server\xx

where xx is the directory name containing the sample programs for each
applicable connector, for example, db2, od, d1, and so forth.

For instructions about how to use sample programs to verify EIP installation
and connect to the EIP federated database, see |“Verify connections by running]
low-level connection tests” on page 195/

On AIX servers, the sample programs are organized in the following way:
Jusr/1pp/cmb/samples/cpp/xx

/usr/1pp/cmb/samples/java/xx

/usr/1pp/cmb/samples/jsp/xx

/usr/1pp/cmb/samples/server/exit

where xx is the subdirectory name, such as beans, serviets, and so forth.

On Solaris servers, the development toolkit is named Content Manager EIP
Version 8.1 Development Toolkit Base. The package name is cmbcomub. Unlike
other EIP components on Solaris, the package is installed as a default and is
not a selectable option. The development toolkit base is organized on Solaris
servers in the following way:

/opt/IBMcmb/samples/java/aa
/opt/1BMcmb/samples/jsp/bb
/opt/1BMcmb/samples/server/exit

where aa is the subdirectory name, such as icm, beans, serviets, or servlets.

where bb is the subdirectory name, either serviets, or taglib.
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The sample programs include documentation that describes the programs, and
provides the server settings (environment settings, memory, and so forth)
required to work with the sample code.

Information center

The information center component contains the Enterprise Information Portal
information center. The information center is a Web-based, searchable version
of the Enterprise Information Portal library.
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Chapter 5. Planning your Enterprise Information Portal
system

The following sections provide information to help plan your Enterprise
Information Portal system. Your IBM sales representative can provide more
details and work with you during the planning process.

Analyzing your business information requirements

Analyze your need to access, search for, retrieve and work with business
information. This analysis helps you to decide on the appropriate Enterprise
Information Portal configuration. The list below represents some common
considerations to help plan the right system for your business:

* The network topology strategy for your enterprise
* Types and quantity of clients to deploy

* Information useful for existing applications already contained in your
content servers

* Business processes that use this information

* Number of potential users, their location, and potential network traffic
* Number and types of file formats to search for and display

¢ Hardware capabilities

* Quantity, version level, and location of content servers

* Average number of users who will simultaneously access one or more
content servers

For example, you might decide to use multiple Enterprise Information Portal
servers to balance workload across your network. You might have some
clients on Windows 2000 and others on Windows 98. You also might decide
that only certain clients can access the workflow processes of your business or
perform information mining.

Planning a configuration

EIP offers multiple ways to configure a system. When you plan a
configuration, you must understand how you want to configure your clients
and your servers. You can install all components on a single server (Windows
only) or distribute the components across AIX, Sun or Windows servers, or all
three. Enterprise Information Portal supports RMI server configurations; see
[“Remote Method Invocation (RMI) server” on page 45|
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Enterprise Information Portal’s architecture gives you the flexibility to design
many different system configurations. Ask the following questions to help
determine where to install the components:

¢ Local or remote connectors?

* Multiple RMI servers (an RMI server pool) to improve performance?

Choosing a server configuration

When designing the configuration to support your environment, you
determine satisfactory response time. Response time depends on:

* The size of the objects you are searching for and viewing
* CPU speed, memory, disk space, network speed
* DB2 Universal Database (UDB) workload

Evaluate and adjust the possible configurations described in this section
according to your unique requirements.

You can choose many ways to configure your servers for Enterprise
Information Portal, depending on your environment. The following sections
describe these possible configurations for your servers:

* Full server

* Administration server and information mining server
* RMI server

* RMI server pool

* Web server

* Workflow server

Full server (Windows only)
The full server configuration consists of one server that includes all

prerequisites and all EIP components. The full server is only available on
Windows operating systems, because the administration client is only
compatible with Windows operating systems. A full server would include:

- IBM DB2 UDB

* WebSphere Application Server

+ MQSeries® Server and MQSeries Workflow
* Administration database and client

* Local and remote connectors

* Content viewers

* Connector toolkit and samples

e Information Center

* Information Mining

e IBM Web Crawler
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A full server configuration can be used to develop applications, learn the
product, or perform a trial run of Enterprise Information Portal. However,
consider installing Enterprise Information Portal on a distributed set of
workstations to support multiple users with reasonable performance.

Administration server (Windows-only configuration)
You can configure one server to provide administration services by installing

only the administration client, database, and federated connector on a single
server. The administration server configuration is only compatible with
Windows servers because the administration client is a Windows application.

Administration server (multiplatform configuration)
To configure a multiplatform administration server, you install the

administration and federated database and connectors on AIX or Solaris, and
install the administration client on Windows. An RMI server or DB2 UDB
Client Configuration Assistant is required to connect the EIP administration
client to the database.

Workflow server
Each administration database contains the tables required by EIP workflow.

You can configure one server to support workflow. This is the recommended
configuration. Workflow requires IBM MQSeries Server, IBM MQSeries
Workflow, DB2 UDB and an administration database.

Remote Method Invocation (RMI) server
You can configure an RMI server to distribute client requests to components.

See |[Chapter 7, “EIP hardware and software requirements”, on page 67| for the
prerequisites to configure RMI servers on AIX, Windows or Solaris platforms.

This section provides some guidelines for planning an RMI server. With RMI,
you can create Java applications that communicate and pass objects to other
Java applications over a network.

RMI allows multiple EIP clients to search content servers through connectors
installed on one RMI server. If you choose a system that includes an RMI
server, you do not have to install the remote connectors on each client. The
RMI server supports the connectors, and EIP clients access the connectors on
the RMI server when performing a search.

If you plan to use RMI to connect clients to content servers, you do not need
the remote content server connectors on EIP client machines. You must write
all custom client applications in Java to take advantage of RML

RMI server pool
You can configure Enterprise Information Portal with multiple RMI servers to

distribute client requests. A group of RMI servers is an RMI server pool. When
a client communicates with an RMI server, this RMI server can delegate the
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client request to other members of the server pool. In this scenario, this RMI
server acts as a master server. The master server itself fulfills client requests
when all the server pool members reach their maximum number of
connections.

The clients and the Web server connect with an RMI server in an RMI server
pool configuration. Because all remote connectors can be shared on the RMI
server, the RMI server pool configuration is scalable and easy to maintain.

Choosing a client configuration

EIP provides an administration client, and also includes code you can compile
to create a desktop client. When you install EIP on Windows, the installation
program gives you a Client installation option. If you select that option, you
can install the connectors and other components that will support an end-user
client.

The EIP installation programs on Windows and Sun does not give you the
option to install Local or Remote connectors. When you install EIP connectors
on AIX, the installation program gives you the choice to install local and/or
remote connectors.

You can choose to configure your clients as one or any of the following types:

Client using local connectors
Configure your client with the local connectors if you want your client to

connect directly to one or more content servers. A client with local connectors
can improve response time, but can require more disk space and a faster
processor. This configuration requires you to update all clients when you add
or upgrade the content server associated with the appropriate connector.

Client using remote connectors
In this configuration, you install only the client application and remote

connectors on a workstation. The client accesses the content servers through
an RMI server. This configuration eliminates the need to upgrade remote
connectors when systems change, but can worsen response time.

Client using local and remote connectors
Enterprise Information Portal supports client configurations that include both

local and remote connectors. Choose this configuration if you want your client
to connect directly to some local content servers and connect remotely to
others.
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Understanding Windows server machine types

When you install EIP on a Windows workstation, the installation program
requires you to select a machine type. When you install EIP on AIX and Sun
Solaris, you do not select a machine type. This section describes the machine
types and has a table showing which components are available with each
machine type.

Each machine type provides a specific group of components that support the
system configurations described in|“Introducing the Enterprise Information|

[Portal components” on page 37, The machine types are EIP Client, EIP Server,
and EIP Development Workstation. See for more information.

It is essential to understand how the components offered by the three machine
types fit into your system design. For example, if you select the Client
machine type, you could install the components required to support an
end-user client, but you could not install an administration database. If you
select EIP Server to install the components that would support a full server or
distributed server. If you select the Development Workstation machine type,
you can install sample code that can help you program custom applications,
such as end-user client. The EIP Client machine type provides the components
required for client-only configurations.

lists the components offered by the three machine types.

Table 4. Components and machine types

Component Machine Type
Development
Client Server Workstation

Administration no yes yes
Connectors yes yes yes

Features yes* yes yes

Content Viewers yes yes yes
Connector Toolkit and no no yes

Samples

Information no yes yes

* If you select the Client machine type, you can install only the Information Mining,
Text Search and Image Search clients. If you select either the Server or Development
workstation machine types, you have the option to install both the Information Mining
client and he Information Mining server.
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Planning system administration

You use the administration client to set up and manage your system. System
administration tasks include defining federated search templates, managing
information mining and workflow features, and managing access control. You
can install multiple administration clients on additional Windows
workstations.

The following list includes some high-level tasks to complete when planning
for system administration:

* Identify the content servers where information is stored

* Identify the users who can access content server data through Enterprise
Information Portal

* Determine what level of security access users and user groups should have
* Define user groups who can access certain search templates
* Identify users who can perform information mining

* Define users and user groups who can perform tasks related to the business
and workflow processes of your enterprise

See the Enterprise Information Portal online help for details about how to
perform these system administration tasks. See Managing Information Integrator
for Content for information about concepts behind the administration tasks.

Planning Enterprise Information Portal network security

48

This section lists six topics to consider when planning Enterprise Information
Portal network security.
Authorization

* How do you ensure that users are who they claim to be?

* How do different elements in the system locate and determine
whether to trust one another?

* How do you enable new employees, customers or business partners
to access existing systems without major changes to existing
security infrastructure?

* Whose identity should be used to determine authorization: the end
user, the server, or some other entity?
Asset Protection

¢ Can you keep data confidential and private when it’s stored and
when it’s traveling across relatively untrusted networks?

* How can you be sure that the data doesn’t change while it’s stored
or in transit?

Accountability
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* How can you can tell who did what and when?

* How can you ensure, and prove, that requests and results are not
altered, inadvertently or maliciously?

Administration

* Can you define the security policy?

* Can you ensure that policies are consistent across all elements of
applications, systems, platforms, and networks?

Assurance

* How will the system keeps its security promises?

* How can you ensure that the infrastructure and application
resources -- including systems, networks, and data -- are not
presently under attack?

Availability

* How do you prevent attacks on elements of the system that cause
disruptions in service?

* How do you design for fault tolerance and ensure that applications
and data are restored in the event of a serious failure?

* How can you keep the system up and running and also make
needed modifications to the application, the systems, and the
enterprise network?

Enterprise Information Portal security prevents these three types of security
risks:

* Unauthorized network access to Enterprise Information Portal machines,
clients, and features

* Unauthorized access to Enterprise Information Portal functionality

* Unauthorized viewing and use of content server information

General planning hints and tips

Enterprise Information Portal supports multiple databases. The databases are
independent of each other. Multiple databases provide scalability and
increased security. You can install multiple databases on one DB2 system.
Enterprise Information Portal provides a utility to create databases after the
initial installation.

Check the software version levels of the content servers to which you plan to
connect to be sure the levels are compatible with the version level supported
by the EIP connectors. For example, if you install the VI/400 connectors, you
must select a version number to ensure that you install the compatible
connector.
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If you install a Visuallnfo for AS/400%° connector on any platform, the
installation program prompts you for information that is stored in the AS/400
network table (frnolint):

¢ Version number
¢ Server name
* Host name

¢ Port number

EIP uses the data in the network table to connect to the AS/400 content
server. The network table (frnolint.tb1) is installed in cmbroot.

Depending on the operating system where you install the OS/390 connector,
the installation program might prompt you for connector parameters, such as
IP address and other information. But you must know the information listed
below to define a connection to the OS/390 server using the EIP
administration client:

* FAF port number

* FAF application ID

* FAF protocol

* FAF IP address

* Object distribution manager CICS

* Object distribution manager IP address

* Object distribution manager port number

* Object distribution manager terminal ID

* Additional parameters (optional, depending on OS/390 server settings)

If you install the Content Manager Version 7 connector, you can also install
Text Search and Image Search, two optional features.

To install the text search feature, you must know the following information to
correctly configure the text search client settings:

» Text search server User ID

* Text search server name

» Text search server hostname

* Text search server port number
* Global setting

To install the image search feature, you must know the following information
to correctly configure the image search client settings:

* Configuration file path information (must match the settings defined on the
installation panel path definitions for CMBROOT)
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* Image server name
* Image server hostname
¢ Image server port number

* Database name of the Content Manager Version 7 database associated with
the image server.

To access DB2 DataJoiner®, make sure the authentication method for
Enterprise Information Portal is server for the database defined in DB2
Universal Database.

Before you install Enterprise Information Portal Version 8 Release 2, use the
Enterprise Information Portal Version 8.1 Uninstall program (or the AIX/Sun
equivalent) to remove earlier versions of Enterprise Information Portal
components.

Tip: Do not use Windows Add/Remove programs because it does not remove
all EIP components.

If you installed the information mining feature with EIP in an earlier release,
the information mining database (information mining database) is deleted
when you remove EIP. If you want to keep data in this database, back it up
before you uninstall. In a db2cmd command window enter db2 1ist db
directory. If IKF appears in the returned list of databases, the information
mining database exists. In the DB2 Command Window, type db2 backup
database IKF to <dir> where <dir> is a directory of your choice.

Planning workflow

In Version 8.2 workflow is not a selectable feature.

Workflow samples and APIs are installed when you select the Connector
toolkit and samples component and also select the Federated Connector
option.

The workflow builder is installed with the administration client and the
workflow functionality is administered through the administration client.

Planning information mining installation

The Information Mining server is always located on the workstation where
the administration database is located. If you want to access the Information
Mining feature, especially if you want to install the Information Structuring
Tool on a different workstation, you must install an information mining client
and configure an RMI connection.
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Planning EIP performance

This section describes some of the important configuration and application
design choices when planning an EIP system, focusing on the performance
implications of those choices.
Web clients or desktop clients?

* Desktop clients are typically faster than web clients

* Web clients are typically easier to deploy and maintain

For web clients: Direct retrieve or mid-tier conversion?
e Direct retrieve is faster and more scalable

* Direct retrieve may require browser plug-ins or viewer applet

For web clients: Direct Connect or Federated access?
* Federated access is slower than direct connection to Library Server
* Federated access supports search across heterogeneous backend
servers
IBM client program or custom client program?
* A custom client program can be tuned to your exact requirements
* The IBM clients already use our latest general-purpose tuning
methods
For custom clients: Beans (non-visual, or non-visual + visual), or Java/C++
OOAPI?
* Beans implement only the document model

¢ Beans support rapid application development with a federated
“reach”

* OOAPIs will have the best performance
For Java or C++ OOAPI custom clients: Document model or custom data
model?

* The document data model already includes our latest
general-purpose tuning methods

* A custom data model can be tuned to your exact requirements

Document routing or advanced workflow (MQSeries workflow)?
¢ Document routing has better performance and higher scalability
* MQSeries workflow offers advanced workflow function not
available with doc routing
Versioning
* Versioning increases the library server database size

* Accessing current version is faster than accessing previous versions

Attribute indexes
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* Appropriate indexes improve performance of searches and reduce
library server resource usage

* Indexes increase library server database size, and affect store and

update times
Server platform choice

* Mid-tier server
— CM v8 Java OOAPI supported on AIX, Sun, and Windows
— Some other connectors are Windows-only
— Java conversion engine is cross-platform

* library server and resource manager

— Higher scalability on AIX or Solaris than Windows

Locating more information about performance planning

For more information about performance and tuning, see the Performance
Tuning Guidelines that are posted on the IBM Support page for Content
Manager under the "White pages” category at
www.ibm.com/software/data/cm/cmgr/mp/support.html:
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Chapter 6. Content Manager hardware and software
requirements

This section describes hardware and software that are required to install and
run a Content Manager system. Your Content Manager system might require
additional hardware, such as optical, tape library, RAID, or other storage
devices, for use with resource managers.

Important
See the README for the latest version requirements of prerequisite
software, including related update or fixpack levels.

Windows requirements

Before you install any Content Manager components for Windows, ensure that
your workstation has the correct hardware and software installed. This section
lists the required hardware and software for installing and running the server

and client components.

Windows server hardware requirements

Table 5. Required hardware for servers on Windows

Component Required
Processor Intel Pentium® 800MHz or equivalent.
RAM 128 MB for each library server

512 MB for each resource manager

Storage 100 MB combined (for the installed product) of:
* The library server

* The resource manager

Recommended:

* Allow for 300 MB of physical paging space for each server.

» Allow for additional hard disk space for data storage.
Display and adapter SVGA (800 x 600 resolution and 256 color mode)

Other required hardware « Mouse

* CD-ROM drive (for installation only)

* Network adapter (if components are installed on multiple
workstations)
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Windows server software requirements

Table 6. Required software for the servers on Windows

Component Required

Operating system Microsoft Windows NT 4.0 with service pack 6 or later,
or Windows 2000 Server or Advanced Server

or .Net Server 2003 (when available)

Network Communication TCP/IP installed with Windows

Library server Microsoft Visual C++ Version 6.0

or Microsoft Visual Studio .Net Professional

For DB2:
IBM DB2 Application Development Client (known as
DB2 Software Development Kit, or SDK, in previous
versions of DB2)

Library server database
IBM DB2:

IBM DB2 Universal Database (DB2 UDB), Enterprise
Edition Version 7.2 or later

or IBM DB2 UDB Enterprise Extended Edition Version
7.2.1 or later

Or Oracle:
Oracle Version 8.1.7.4 or later (for Version 8i)

or Oracle Version 9.2.0.1 or later (for Version 9i),
and IBM DB2 UDB Version 8.1,
and IBM DB2 UDB Relational Connect Version 8.1

Optional
If you plan to use the text search feature:

* IBM DB2 Text Information Extender (TIE), Version
7.2 with IBM DB2 EE or EEE Version 7.2

* or IBM DB2 Net Search Extender (NSE), Version 8.1
with IBM DB2 ESE, Version 8.1.

Resource manager WebSphere Application Server (WAS) Version 4.0.5 Advanced
Edition (AE) or Advanced Single Server Edition (AES) or later

For Oracle
JDBC Driver Version 9.0.1
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Table 6. Required software for the servers on Windows (continued)

Component

Required

Resource manager database

IBM DB2:
IBM DB2 Universal Database (DB2 UDB), Enterprise
Edition Version 7.2 or later

or IBM DB2 UDB Enterprise Extended Edition Version
7.2.1 or later

Or Oracle:
Oracle Version 8.1.7.4 or later (for Version 8i)

or Oracle Version 9.2.0.1 or later (for Version 9i)

Resource manager auxiliary
device support

Tivoli Storage Manager API Client Version 4.2.1 (or later) and
Tivoli Storage Manager Server Version 4.2.1 (or later) if you want
to provide long term storage for your objects on devices other
than the fixed disks attached to the resource manager

LDAP

IBM Directory Server 4.1

LUM

IBM License Use Management (LUM) 4.6.2 or later

Client for Windows hardware requirements

Table 7. Required hardware for the Client for Windows

Component Required
Processor Intel Pentium or equivalent
RAM 256 MB
Storage 64 MB
Recommended:

Allow for sufficient temporary space for documents
being viewed.

Display and adapter

VGA (800x600 resolution and 256 color mode)

Other required hardware

* Mouse (for installation)
* CD-ROM drive (for installation only)

* Network adapter (if components are installed on multiple
workstations)

* ASPI-compliant SCSI adapter for scanning
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Client for Windows software requirements

Table 8. Required software for the Client for Windows

Component Required

Operating system Windows NT Version 4.0,
or Windows 2000 Professional, Server, or Advanced Server,
or Windows Millenium Edition,
or Windows 98,

or Windows XP

Network Communication TCP/IP (included with Windows)

Connector software X . .
For CM Version 8.1 servers using DB2 Version 7.2, you need:

* DB2 Version 7.2 client software

For CM Version 8.2 servers using DB2 Version 7.2, you need:
* DB2 Version 7.2 client software

For CM Version 8.2 servers using DB2 Version 8.1, you need:
» DB2 Version 7.2 client software

e or DB2 Version 8.1 client software

For CM Version 8.2 servers using Oracle, you need:

* DB2 Version 8.1 client software
For more information see the [“Client/Server support matrix” on|

System administration client hardware requirements

Table 9. Required hardware for the system administration client

Component Required

Processor Intel Pentium 800 MHz processor or equivalent
RAM 128 MB

Storage 35 MB for the installed product

Display and adapter SVGA (1024x768 resolution and 256 color mode)

Other required hardware « Mouse

* CD-ROM drive (for installation only)

* Network adapter (if components are installed on multiple
workstations)
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System administration client software requirements

Table 10. Required software for system administration client

Component Required

Operating system Windows NT Version 4.0,
or Windows 2000,

or Windows XP
Network Communication = TCP/IP installed with Windows

Toolkits Java Runtime Environment (JRE) 1.3 is installed with this
program
DB2 Application Development Client

* Known as DB2 Software Development Kit, or SDK, in
previous versions of DB2 (before Version 7)

¢ Installed automatically as part of DB2 Version 8

Information Center hardware requirements

Table 11. Required hardware for the Information Center

Component Required

Storage 150 MB

Information Center software requirements

Table 12. Required software for the Information Center

Component Required

Browser Internet Explorer, Version 5 or higher
Netscape, Version 4.5, 4.6, or 4.7

Not compatible: The Information Center is not
compatible with Netscape, Version 6.0 or later

AlX requirements

Before you install any Content Manager components for AIX ensure that your
workstation has the correct hardware and software installed. This section lists
the required hardware and software for installing and running Content
Manager components on AIX.
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AlIX hardware requirements

Table 13. Required hardware for all AIX components

Component Required
Server RS/6000® based processor
RAM 256 MB for each library server

512 MB for each resource manager

Storage 100 MB combined (for the installed product) of:
* The library server

* The resource manager
150 MB for the Information Center

Recommended:
 Allow for 300 MB of physical paging space for each server.

* Allow for additional hard disk space for data storage.

Display and adapter VGA (256 color mode)
Other required hardware * CD-ROM drive (for installation only)
* Network adapter (if components are installed on multiple
workstations)

AlIX server software requirements

Table 14. Required software for Content Manager servers on AIX

Component Required

Operating system AIX 4.3.3 or later versions of AIX

Network communication TCP/IP (installed with AIX)

Library server compiler IBM VisualAge® C++ Professional batch compiler,
Version 5.0.2.0 or later

or VisualAge C++ Professional for AIX Version 6.0
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Table 14. Required software for Content Manager servers on AlX (continued)

Component

Required

Library server database

IBM DB2

IBM DB2 UDB Enterprise Edition Version 7.2 or
later

or IBM DB2 UDB Extended Enterprise Edition
Version 7.2.1

and with the Application Development Client
for AIX (known as DB2 Software Development
Kit, or SDK, in previous versions of DB2)

Or Oracle

Oracle for UNIX® Version 8.1.7.4 or later (for
Version 8i)

or Oracle Version 9.2.0.1 or later (for Version 9i),
and IBM DB2 UDB Version 8.1,

and IBM DB2 UDB Relational Connect Version
8.1

Optional

If you plan to use the text search feature:

e IBM DB2 Text Information Extender (TIE),
Version 7.2 with IBM DB2 EE or EEE Version
7.2

» or IBM DB2 Net Search Extender (NSE),
Version 8.1 with IBM DB2 ESE, Version 8.1.

Resource manager

WebSphere Application Server (WAS) Version 4.0.5
Advanced Edition (AE) or Advanced Single Server
Edition (AES) or later

For Oracle

JDBC Driver Version 9.0.1
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Table 14. Required software for Content Manager servers on AlX (continued)

Component Required

Resource manager database IBM DB2
IBM DB2 UDB Enterprise Edition Version 7.2 or
later

or IBM DB2 UDB Extended Enterprise Edition
Version 7.2.1

and with the Application Development Client
for AIX (known as DB2 Software Development
Kit, or SDK, in previous versions of DB2)

Or Oracle
Oracle for UNIX Version 8.1.7.4 or later (for
Version 8i)

or Oracle Version 9.2.0.1 or later (for Version 9i),

Resource manager auxiliary Tivoli Storage Manager API Client Version 4.2.1 (or later)

device support and Tivoli Storage Manager Server Version 4.2.1 (or later)
if you want to provide long term storage for your objects
on devices other than the fixed disks attached to the
resource manager

LDAP IBM Directory Server 4.1

LUM IBM License Use Management (LUM) 4.6.2 or later

Information Center browser Internet Explorer, Version 5 or higher

Netscape, Version 4.5, 4.6, or 4.7

Not compatible: The Information Center is not
compatible with Netscape, Version 6.0 or later

Solaris requirements

Before you install any Content Manager components for Solaris, ensure that
your workstation has the correct hardware and software installed. This section
lists the required hardware and software for installing and running Content
Manager components on Solaris.

Solaris hardware requirements

Table 15. Required hardware for all Solaris components

Component Required
Server Solaris SPARC-based processor
RAM 256 MB for each library server

512 MB for each resource manager
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Table 15. Required hardware for all Solaris components (continued)

Component

Required

Storage

100 MB combined (for the installed product) of:
* The library server

* The resource manager
150 MB for the Information Center

Recommended:
 Allow for 300 MB of physical paging space for each server.
 Allow for additional hard disk space for data storage.

Display and adapter

VGA (256 color mode)

Other required hardware

* CD-ROM drive (for installation only)

* Network adapter (if components are installed on multiple
workstations)

Solaris server software requirements

Table 16. Required software for Content Manager servers on Solaris

Component

Required

Operating system

Solaris Version 2.8 or later

Network communication

TCP/IP (installed with Solaris)

Library server compiler

Sun - Forte C++ compiler Enterprise Edition 6 or later

Chapter 6. Content Manager hardware and software requirements

63



64

Table 16. Required software for Content Manager servers on Solaris (continued)

Component Required

Library server database IBM DB2
IBM DB2 UDB Enterprise Edition Version 7.2 or
later

or IBM DB2 UDB Extended Enterprise Edition
Version 7.2.1

and with the Application Development Client
for AIX (known as DB2 Software Development
Kit, or SDK, in previous versions of DB2)

Or Oracle
Oracle for UNIX Version 8.1.7.4 or later (for
Version 8i)

or Oracle Version 9.2.0.1 or later (for Version 9i),
and IBM DB2 UDB Version 8.1,

and IBM DB2 UDB Relational Connect Version
8.1

Optional
If you plan to use the text search feature:
* IBM DB2 Text Information Extender (TIE),
Version 7.2 with IBM DB2 EE or EEE Version
7.2

» or IBM DB2 Net Search Extender (NSE),
Version 8.1 with IBM DB2 ESE, Version 8.1.

Resource manager WebSphere Application Server (WAS) Version 4.0.5
Advanced Edition (AE) or Advanced Single Server
Edition (AES) or later

For Oracle
JDBC Driver Version 9.0.1
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Table 16. Required software for Content Manager servers on Solaris (continued)

Component

Required

Resource manager database

IBM DB2

IBM DB2 UDB Enterprise Edition Version 7.2 or

later

or IBM DB2 UDB Extended Enterprise Edition

Version 7.2.1

and with the Application Development Client

for AIX (known as DB2 Software Development

Kit, or SDK, in previous versions of DB2)

Or Oracle

Oracle for UNIX Version 8.1.7.4 or later (for

Version 8i)

or Oracle Version 9.2.0.1 or later (for Version 9i),

Resource manager auxiliary

device support

Tivoli Storage Manager API Client Version 4.2.1 (or later)

and Tivoli Storage Manager Server Version 4.2.1 (or later)
if you want to provide long term storage for your objects

on devices other than the fixed disks attached to the
resource manager

LDAP

IBM Directory Server 4.1

LUM

IBM License Use Management (LUM) 4.6.2 or later

Information Center browser Internet Explorer, Version 5 or higher

Netscape, Version 4.5, 4.6, or 4.7

Not compatible: The Information Center is not
compatible with Netscape, Version 6.0 or later
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Chapter 7. EIP hardware and software requirements

This section describes hardware and software that are required to install and
administer an EIP system.

Important
See the README for the latest version requirements of prerequisite
software, including related update or fixpack levels.

Windows requirements

Before you install any EIP components for Windows, ensure that your
workstation has the correct hardware and software installed. This section lists
the required hardware and software to install before you install the EIP Client,
Server or Development Workstation.

EIP client, server and development workstation hardware requirements

When you install EIP on Windows, you must first select one of three machine
types: Client, Server, and Development Workstation. The machine type you
choose determines which components you can install. See [Table 4 on page 47
for a list of the components that you can install with each machine type.

able 17| describes the hardware required by the Server and Development
Workstation machine types. [Table 18 on page 68| describes the hardware
required for the Client machine type.

[Table 19 on page 6§ describes the software required by the Server and
Development Workstation machine types.

Table 17. Required hardware for EIP Server and Development Workstation machine

types
Component Required
Processor Intel Pentium 800MHz or equivalent.
RAM 512 MB minimum
1024 MB recommended
Storage + 1 GB swap space:
* 400 MB install space
e 10 MB temporary space
Display and adapter SVGA (800 x 600 resolution and 256 color mode)
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Table 17. Required hardware for EIP Server and Development Workstation machine
types (continued)

Component Required

Other required hardware « Mouse

* CD-ROM drive (for installation only)

* Network adapter (if components are installed on multiple
workstations)

Table 18. Required hardware for EIP client machine type

Component Specification

Processor Intel Pentium II 200 MHz minimum Intel Pentium III 400 MHz
recommended

RAM 128 MB minimum

256 MB recommended

Storage * 100 MB swap space:

* 210 MB install space
* 30 MB temporary space

Display and adapter SVGA (800 x 600 resolution and 256 color mode)

Other required hardware « Mouse

* CD-ROM drive (for installation only)

* Network adapter (if components are installed on multiple
workstations)

EIP server and development workstation software requirements

Table 19. Required software for EIP server and development workstation machine types
on Windows

Component Required

Operating system Microsoft Windows NT 4.0 server with service pack 6 or later,
Windows 2000 Server, or Windows XP, or >Net Server 2003 (when
available)

Network Communication TCP/IP installed with Windows
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Table 19. Required software for EIP server and development workstation machine types

on Windows (continued)

Component

Required

¢ Administration database

» Connector toolkit and
samples

Microsoft Visual C++ Version 6.0

IBM DB2 Universal Database (DB2 UDB), Enterprise Edition
Version 7.2 or later, or

IBM DB2 UDB Enterprise Extended Edition Version 7.2 or later,
with DB2 Application Development Client

(Connector toolkit and samples only) Java Development Kit
Standard Edition with the latest fixpack

(Optional) IBM DB2 Universal Database Net Search Extender
(NSE), (compatible with DB2 Version 8.1) or IBM DB2 Universal
Database Text Information Extender (compatible with DB2
Version 7.2). NSE and TIE are only required if you plan to use
the text search feature to search a Content Manager Version 8
server.

Federated connector

IBM DB2 Universal Database (DB2 UDB), Enterprise Edition
Version 7.2 or later

Java Development Kit, Version 1.3

Relational Database connector

IBM DB2 Universal Database (DB2 UDB), Enterprise Edition
Version 7.2.1 or later

JDBC driver 1.3 (Java only)
ODBC 3.0 (C++ only)
DataJoiner 2.1.1

Information Catalog
connector

IBM DB2 Universal Database (DB2 UDB), Enterprise Edition
Version 7.2.1 or later

JDBC driver 1.3 (Java only)
ODBC 3.0 (C++ only)
DataJoiner 2.1.1

Advanced workflow

MQSeries Version 5.3.0.2 Server with latest fixpack
MQSeries Workflow Server Version 3.4 or later
Internet Explorer Version 5.0 or later

IBM DB2 Universal Database Version 7.2 or later

For C++, WebSphere MQSeries Version 5.3.0.1 client and
MQSeries Workflow V3.4 client are required to run client-side
applications. See the MQSeries server and MQSeries workflow
documentation for details.

Requirement: Install the MQSeries Server and MQSeries
Workflow software on the machine where you install the
administration database. The MQSeries software is required to
activate the workflow builder feature, which is installed
automatically with the administration database.
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Information mining and Web Crawler software requirements

Table 20. Required software for information mining and Web Crawler on Windows

Component Required

Operating system Microsoft Windows NT 4.0 with service pack 6 or later,

or Windows 2000 Server or Advanced Server

Network Communication TCP/IP installed with Windows

Information mining .

IBM DB2 Universal Database Version 7.2 plus fixpack 2 or later
Java Runtime Environment (JRE), Version 1.3 or later

DB2 Text Information Extender plus fixpack 2 or later
Federated connector

Java Plug-in Version 1.4.1 or later recommended

WebSphere Application Server Version 4.0.3 with the latest
fixpack, or later

Web Crawler Netscape 5.0 or higher

Web samples for information
mining

WebSphere Application Server (WAS) version 4.0.3 Advanced
Edition or Advanced Single Server Edition or later.

Java 2 Software Developer’s Kit Standard Edition, Version 1.3,
with the latest fixpack.

System administration client hardware requirements

Table 21. Required hardware

for the system administration client

Component Required

Processor Intel Pentium 800 MHz processor or equivalent
RAM 128 MB

Storage 35 MB for the installed product

Display and adapter SVGA (1024x768 resolution and 256 color mode)
Other required hardware « Mouse

CD-ROM drive (for installation only)

Network adapter (if components are installed on multiple
workstations)

System administration client software requirements

Table 22. Required software for system administration client

Component

Required

Operating system

Microsoft Windows NT Server Version 4.0, or
Microsoft Windows 2000

or Windows XP
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Table 22. Required software for system administration client (continued)

Component Required

Network Communication = TCP/IP installed with Windows

Toolkits Java Runtime Environment (JRE) 1.3 (included with the
program)

DB2 Application Development Client Version 7.2 or
Version 8.1 (known as DB2 Software Development Kit, or
SDK, in previous versions of DB2)

Information Center hardware requirements

Table 23. Required hardware for the Information Center

Component Required

Storage 150 MB

Information Center software requirements

Table 24. Required software for the Information Center

Component Required

Browser Internet Explorer, Version 5 or higher
Netscape, Version 4.5, 4.6, or 4.7

Not compatible: The Information Center is not
compatible with Netscape Version 6.0 or later

AlX requirements

Before you install any EIP components for AIX, ensure that your workstation
has the correct hardware and software installed. This section lists the required
hardware and software for installing and running Content Manager
components on AIX.

AlIX hardware requirements

Table 25. Required hardware for all AIX components

Component Required

Server RS/6000 based processor
RAM 512 MB

Storage 4 GB for the installed product:
Display and adapter VGA (256 color mode)

Chapter 7. EIP hardware and software requirements 71



72

Table 25. Required hardware for all AIX components (continued)

Component Required
Other required hardware * CD-ROM drive (for installation only)
* Network adapter (if components are installed on multiple
workstations)

AlIX server software requirements

Table 26. Required software for EIP servers on AlX

Component Required

Operating system * AIX 4.3.3 and the latest fix pack (must include TCP/IP
and Unicode converter) or AIX 5.1 or later.

* Java Developer’s Kit/Java Runtime Environment
Version 1.3 with fix pack

* Java Servlet Developer’s Kit Version 2.2, or later
* WebSphere 4.0.3, or later

Network communication TCP/IP (installed with AIX) except standalone topology

Administration database + IBM VisualAge C++ Version 5 or later

» IBM DB2 UDB Extended Enterprise Edition Version 7.2
or later, with the DB2 Application Development Client
(known as DB2 Software Development Kit, or SDK, in
previous versions of DB2.)

* (Optional) IBM DB2 Universal Database Text
Information Extender (TIE), Version 7.2 (if you plan to
use the text search feature)

Text search client e C/C++ibmcxx Level 3.6.6.1 or later
e Text Search Server Release 6

* Content Manager Version 7.1 connector

Image search client e C/C++ibmexx Level 3.6.6.1 or later

* Content Manager Version 7.1 connector

Federated connector * IBM DB2 Universal Database Extended Enterprise
Edition Version 7.2 or later, with the Application
Development Client for AIX (known as DB2 Software
Development Kit, or SDK, in previous versions of
DB2.)

* Java Software Developer’s Kit, Version 1.3
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Table 26. Required software for EIP servers on AlX (continued)

Component Required
Relational database + IBM DB2 UDB Extended Enterprise Edition Version
connector 7.2.1 and with the Application Development Client for
AIX (known as DB2 Software Development Kit, or
SDK, in previous versions of DB2.) Java Database
Connect (JDBC) driver Version 1.3 with latest service
pack (Java only)
¢ ODBC Version 3.0 (C++ only)
* DataJoiner Version 2.1.1
Information catalog IBM DB2 Universal Database Extended Enterprise
connector Edition Version 7.2.1

Administration Workflow .

WebSphere MQSeries Server Version 5.3.0.1 Server
with latest fixpack.

MQSeries Workflow Version 3.4 or later

IBM DB2 Universal Database Enteprise Edition Version
7.2.1.

LDAP IBM Directory server 4.1

Information mining .

IBM DB2 Universal Database Extended Enterprise
Edition Version 7.2 with fixpack 2 or later, and with
the Application Development Client for AIX (known
as DB2 Software Development Kit, or SDK, in previous
versions of DB2.)

DB2 Text Information Extender 7.2 plus fixpack 2 or
later

Java Runtime Environment (JRE), Version 1.3 or later
Java Plug-in Version 1.4.1 or later

WebSphere Application Server 4.0.3 with the latest
fixpack or later

IBM Visual Age C, C++ compiler, Version 5
IBM Web Crawler

Web samples for .
information mining

WebSphere Application Server Advanced Edition or
Advanced Single Server Edition 4.0.3 or later, with
latest fixpack

Java 2 Software Developer’s Kit Standard Edition,
Version 1.3, with the latest fixpack.

Information Center browser Netscape, Version 4.5, 4.6, or 4.7

Not compatible: The Information Center is not
compatible with Netscape, Version 6.0 or later
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Table 26. Required software for EIP servers on AlX (continued)

Component Required

Connector toolkit and

* IBM Visual Age C++ compiler, Version 5 or later for
samples

application development using the C++ connector
APIs

* Java Development Kit, Version 1.3, with latest fixpack

Solaris requirements

Before you install any Content Manager components for Solaris, ensure that
your workstation has the correct hardware and software installed. This section
lists the required hardware and software for installing and running EIP
components on Solaris.

Solaris hardware requirements

Table 27. Required hardware for all Solaris components

Component Required

Server Solaris SPARC-based processor

RAM 1GB

Storage 4 GB for installed product and data storage, depending on
workload.

Display and adapter VGA (256 color mode)

Other required hardware * CD-ROM drive (for installation only)
* Network adapter (if components are installed on multiple

workstations)

Solaris server software requirements

Table 28. Required software for EIP components on Solaris

Component Required

Operating system Solaris Version 2.8 with patch level SubOS hostname 5.8
Generic_108528-08, or later

Network communication TCP/IP

Administration database « IBM DB2 UDB Version 7.2 or later with the
Application Development Client.

* Sun Forte C and C++ compiler Enterprise Edition 6
update 1 or later
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Table 28. Required software for EIP components on Solaris (continued)

Component

Required

Federated connector

+ IBM DB2 UDB Extended Enterprise Edition Version
7.2.1 and with the Application Development Client for
Solaris.

* Sun Forte C and C++ compiler Enterprise Edition 6
update 1 or later

* Java Developer’s Kit/Java Runtime Environment,
Version 1.3.1.2 (IBM version)

* Java Plug-ins Version 1.3.1

Relational database
connector

* IBM DB2 UDB Extended Enterprise Edition Version 7.2
or later with the Application Development Client.

* Java Database Connect (JDBC) driver Version 1.3 (Java
only)

* ODBC Version 3.0 (C++ only)
e DataJoiner Version 2.1.1

Information catalog
connector

IBM DB2 UDB Extended Enterprise Edition Version 7.2.1
and with the Application Development Client for Solaris.

Advanced Workflow

¢ WebSphere MQSeries Server Version 5.3.0.1 Server
with latest fixpack

* MQSeries Workflow Server Version 3.4 or later
+ IBM DB2 UDB Enterprise Edition Version 7.2.1 or later

Information mining

+ IBM DB2 UDB Extended Enterprise Edition Version 7.2
or later with the Application Development Client.

¢ DB2 Text Information Extender 7.2 plus latest fixpack

* Java 2 Runtime Environment Version 1.3, Standard
Edition, local or remote

* Federated connector

* WebSphere Application Server Version 4.0.3 or later
with the latest fixpack.

* Sun Forte C and C++ compiler, Enterprise Edition 6
e IBM Web Crawler

Web samples for
information mining

* WebSphere Application Server (WAS) Advanced
Edition, or Advanced Single Server Edition, Version
4.0.3 or later.

* Java 2 Software Developer’s Kit Standard Edition,
Version 1.3, with the latest fixpack.

LDAP

IBM Directory server 4.1

Connector toolkit and
samples

Java Developer’s Kit/Java Runtime Environment, Version
1.3, with latest fixpack.
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Table 28. Required software for EIP components on Solaris (continued)

Component Required

Text search » Text Search Server Release 6

* Content Manager Version 7.1 connector

Information Center browser Netscape, Version 4.5, 4.6, or 4.7

Not compatible: The Information Center is not
compatible with Netscape, Version 6.0 or later

RMI server requirements

This section describes the operating system requirements to configure an EIP
RMI server.

* Windows NT with Service Pack 6, or later
¢ Windows 2000
e AIX 4.34, or AIX 5.1 or later

Client/Server support matrix

Use the matrix in|Table 29| to determine the support criteria for connecting EIP
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connectors, the system administration client, and the Client for Windowst to
EIP databases, Content Manager library servers, or to Content Manager
resource manager servers.

This matrix is intended to help you to understand the client to server support
possibilities. It is also intended to help you to understand how you can
upgrade your Content Manager servers from Version 8.1 to Version 8.2 first
and then upgrade your clients over time.

Table 29. Client/Server support matrix

CM Version 8.1
Servers on DB2

CM Version 8.2
Servers on DB2

CM Version 8.2
Servers on DB2

CM Version 8.2
Servers on

connector or
clients using
DB2 Version 7.2
client software

Version 7.2 Version 7.2 Version 8.1 Oracle +NSE?
Server +TIE" Server +TIE* Server +NSE?
Version 8.1 CM | SUPPORTED SUPPORTED SUPPORTED not supported
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Table 29. Client/Server support matrix (continued)

CM Version 8.1
Servers on DB2
Version 7.2
Server +TIE"

CM Version 8.2
Servers on DB2
Version 7.2
Server +TIE!

CM Version 8.2
Servers on DB2
Version 8.1
Server +NSE?

CM Version 8.2
Servers on
Oracle +NSE>

Version 8.1 CM
connector or
clients using
DB2 Version 8.1
client software

not supported

not supported

not supported

not supported

Version 8.2 CM
connector or
clients using
DB2 Version 7.2
client software

not supported

SUPPORTED

SUPPORTED

not supported

Version 8.2 CM
connector or
clients using
DB2 Version 8.1
client software

not supported

not supported

SUPPORTED

SUPPORTED

Notes:

1. Text Information Extender (TIE) - optional for use with Content Manager

text search feature with DB2 Version 7.2.

2. Net Search Extender (NSE) - optional for use with Content Manager text

search feature with DB2 Version 8.1.
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Part 2. Installing Content Manager on a Windows
operating system

This section contains information needed to install and configure the IBM
Content Manager and Enterprise Information Portal software on the Windows
operating system. The information is based on the steps identified using the
Planning Assistant from the Start Here CD.

The prerequisite and installation details in this section are presented in the
required order of installation. All steps are presented as if each one is required
on this single workstation (for a single server configuration). In fact, you may
only need some of the steps, depending on your own configuration needs:

1.

[Chapter 8, “Installing and updating prerequisite programs for Windows” |

lon page 81|

[Chapter 9, “Performing pre-installation steps on Windows”, on page 99|

Chapter 10, “Installing Content Manager components on Windows”, on|

page 113|

Chapter 11, “Verifying a successful installation of Content Manager on|
Windows”, on page 153

Chapter 12, “Installing Enterprise Information Portal components on|
Windows”, on page 173|

Chapter 13, “Verifying a successful installation of Enterprise Information|
Portal on Windows”, on page 193]

Chapter 14, “Installing Content Manager eClient on Windows”, on|

page 201|

Chapter 15, “Installing the Content Manager Client for Windows”, on|

page 20§|
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Chapter 8. Installing and updating prerequisite programs
for Windows

This section has two sub-sections:

1. ["Verifying your software prerequisites on Windows”| explains how to
check the level of a prerequisite that you already have installed on your
system.

2. ['Installing / Updating Prerequisites” on page 84 has detailed instructions
for how to install and configure the prerequisite programs that are needed
for your own planned configuration.

* The steps that you need to perform are determined by the selections
that you make while you are using the "Planning Assistant” from the
Start Here CD.

* The planning assistant produces output sheets (with checklists) for the
programs and components that you need to install for your selected
components.

The prerequisite programs included in this section are:

+ [“Microsoft Windows Operating System” on page 84
« [“IBM DB2 Universal Database” on page 84|
+ [“Oracle database on a Windows system” on page 86]

« [“IBM DB2 Net Search Extender (NSE) and Text Information Extender]|
(TIE)” on page 90|

+ ["Microsoft Visual C++ compiler” on page 91|

* |“IBM WebSphere Application Server (WAS)” on page 93|

+ ["Java Development Kit (JDK) Version” on page 95|

Verifying your software prerequisites on Windows

Run the following verification checks to determine which of the prerequisites
you need to install or update. For those prerequisites that are either not

installed or not at the expected level, use the next section (“Installing /

[Updating Prerequisites” on page 84) to guide you through installing them.
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Table 30. Basic prerequisite verification

Prerequisite How to check

Example value

1. Windows NT SP6 Winver
2. Windows 2000 Server SP2

1. Version 4.0 (Build
1381: Service Pack 6)

2. Version 5.0 (Build
2195: Service Pack 2)

Java Development Kit V1.3 java -fullversion

Version needs to read
1.3.1 (for example, if
you are using the
version from WebSphere
Application Server, it
will read: java full
version " J2RE 1.3.1 IBM
Windows 32 build
cn131w-20020403
ORB130").

UDB EE v7.2 with fixpack 7 or  From the DB2 Command
higher Window: db21evel

Level needs to read
"SQL07025" or greater
with fixpak level of
"WR21306" or greater.

DB2 UDB Enterprise Server From the DB2 Command
Edition Version 8.1 with fixpack Window: db2level
1

Level needs to read
SQL08010 or read "DB2
v8.1.1.27". The fixpack
information needs to
read "FixPak "1"" and
list the fixpack level.
(For example, "s021124"
is the fixpack that had
been available
November 24, 2002.) For
Oracle, the fixpack level
must be 5021110 or later.

DB2 Text Information Extender From the DB2 command
with fixpack 1 prompt: db2text start

1. CTEO0185

2. CTE0001 Operation
completed
successfully

Net Search Extender (required  From the DB2 Command
if you use DB2 Version 8.1) Window, start the text
search program:

db2text start

Then type:
db2textlevel

CTEO0350 Instance "DB2"
uses DB2 Net Search
Extender code release ”
tx9_81" with level
identifier " tx9_26a"
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Table 30. Basic prerequisite verification (continued)

Prerequisite

How to check

Example value

Tivoli Storage Manager API

Client Version 4.2.1

c:\tsm\api\samprun\
dapismp

API Library Version =
42.1.0

Tivoli Storage Manager Server

Version 4.2.1

Logon to the TSM Server
Administration web page:

http://<hostname> :1580

Where <hostname> is the
name of the TSM server.

The version appears on
the Web page. It should
say Version 4, Release2,
Levell.0

1. WebSphere Application

Server AE 4.0.3

2. WebSphere Application

Server AES 4.0.3

Check the product.xml file

located in:
x:\WebSphere\AppServer
\propers\com\ibm
\websphere.

<version>4.0.3</version>

Microsoft Visual C++ Compiler

Version 6.0

Check Start --> Programs.

=

Microsoft Visual C++
6.0

2. Microsoft Visual
Studio 6.0

Microsoft Visual Studio .NET

Professional

At the command line, type:

cl

Microsoft 32-bit C/C++
Optimizing Compiler
Version 13.00.94966

for 80x86

Copyright (C) Microsoft
Corporation 1984-2001.
A1T rights reserved.

Table 31. Prerequisite verification for Oracle

Prerequisite

How to check

Example value

Oracle Version 8.1.7.4 or
Version 9.2.0.1 .

Connect to an existing Oracle
database: Squlplus userlID/

user_password@
databasename.domainname

To check the version type:
select * from

product_component_version;

Oracle 8i Enterprise
Edition 8.1.7.4.0 PL/SQL
8.1.7.4.0 TNS for 32-bit
Windows: 8.1.7.4.0

Oracle 9i Enterprise
Edition 9.2.0.1 PL/SQL
9.2.0.1 TNS for 32-bit
Windows: 9.2.0.1

DB2 Relational Connect
Version 8.1 with fixpack 1

From a DB2 Command
Window:

db2Tlevel

Level: s021110 or later
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Installing / Updating Prerequisites

84

The following sections guide you through installing each of the prerequisites,
including where you can find download trial versions and fixpacks, how to
install them, and how to verify them after installation.

The rule of thumb when installing the prereqs is to always apply the fixpacks
after your base components are installed. For instance if you are missing the
DB2 UDB Application Development Client from your DB2 install, install this
component first, then install the fixpak code. Otherwise you will need to
install the fixpak code again after adding any new DB2 pieces.

Microsoft Windows Operating System

One of the following Windows operating systems is required for Content
Manager Version 8 Release 2:

* Windows NT with service pack 6, or later, including TCP/IP.
* Windows 2000 Server with service pack 1, or later, including TCP/IP.

Where to obtain Windows service packs
You can download the service packs for the Windows operating systems at

the following location:

http:/ /www.microsoft.com/downloads

How to install the Windows service packs
See instructions that come with Windows NT or Windows 2000 product for

instructions for installing the service packs.

How to validate that the service pack is installed correctly
From a command prompt, enter the command:

winver

You should see one of the following:
e For Windows NT: Version 4.0 (Build 1381: Service Pack 6)
* For Windows 2000: Version 5.0 (Build 2195: Service Pack 2)

IBM DB2 Universal Database

IBM DB2 Universal Database Enterprise Edition Version 7.2 OR Enterprise
Extended Edition Version 7.2.1. (or higher) is required for Content Manager
Version 8 Release 2. IBM DB2 Universal Database Enterprise Server Edition
Version 8.1 (at the fixpack 1 code level) is included in the Content Manager
package.

Use this section to install IBM DB2 Universal Database Enterprise Server
Edition Version 8.1 with the latest fixpack (included in the Content Manager
package) if you are planning to use a DB2 database for your library server
and resource manager.
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If you are planning to use an Oracle database with your Content Manager
library server and resource manager, use the instructions for installing DB2
Universal Database and DB2 Relational Connect that are provided in the
section: [“Oracle database on a Windows system” on page 86|

Before you begin to install IBM DB2 Universal Database
Before you begin to install IBM DB2 Universal Database:

__ 1. Ensure that your server meets all of the prerequisites and conditions

needed to install DB2 Universal Database. To learn more about DB2
prerequisites, insert the DB2 installation CD and click Installation
Prerequisites from the DB2 Launchpad.

IBM DB2 Universal Database Enterprise Server Edition, Version 8.1 is
provided in the package with the Content Manager software.

Make sure that the user ID that you plan to use to install DB2 is a user
ID that is part of the "Administrators” group, has a local domain, and
has the following user rights assigned through the Local Security
Policy:

¢ Act as part of the operating system.

* Create a token object.

* Increase quotas.

* Replace a process level token.

If the domain is not local, the SATCTLDB and DWCTRLDB databases
will not be created successfully. If the user does not have the above
privileges, the installation will not be able to validate any DB2
usernames.

Refer to |Chapter 9, “Performing pre-installation steps on Windows”, on
|Eage 92|, for more information.

Installing IBM DB2 Universal Database
__ 1. Log in to the system with the Administrator account that you have

2.

defined for DB2 installation.

Close all programs so the installation program can update files as
required.

Insert the DB2 installation CD-ROM into the drive. If enabled, the
auto-run feature automatically starts the DB2 Setup launchpad.

From the IBM DB2 Setup Launchpad (Welcome) window, you can view
installation prerequisites and the release notes. You may wan to review
the installation prerequisites and release notes for late-breaking
information. Click Install Products to begin the installation.

When prompted, select Typical as the installation type, to install all
DB2 components required to support Content Manager.
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__ 4. The DB2 Setup wizard determines the system language, and launch the
setup program for that language. If you want to run the setup program
in a different language, or the setup program fails to auto start, you can
start the DB2Setup wizard manually:

__a. Click Start and select the Run option.
__b. In the Open field, enter the following command:

x:\setup /i language

where:
* x: represents your CD-ROM drive

* language is the territory identifier for your language (for
example, EN for English).

If the /i flag is not specified, the installation program runs in the
default language of the operating system.

__c. Click OK.

5. Once you have initiated the installation, proceed by following the setup
program’s prompts. Online help is available to guide you through the
remaining steps. To invoke the online help, click Help or press F1. You
can click Cancel at any time to end the installation. DB2 files will only
be copied to your computer once you have clicked Finish on the last
DB2 Setup wizard installation panel.

For information on errors encountered during installation, see the db2.10g file.
The db2.7og file stores general information and error messages resulting from
the install and uninstall activities. By default, the db2.1og file is located in the
My Documents\DB2LOG\ directory. The location of the My Documents directory
will depend on the settings on your computer.

Validating the IBM DB2 Universal Database installation
To validate the DB2 installation:

1. From a DB2 Command Window, enter db21evel.
__ 2. You should see the following:

DB210851 Instance "DB2" uses DB2 code release "SQLO7025"
(or higher) with level...identifier ...
and informational tokens .... and "WR21306" (or higher).

Oracle database on a Windows system

This section helps you set up the required prerequisite programs if you want
to access Oracle data sources for your library server. Depending on your
planned configuration, you will be installing the following software:

For the library server database component

* Oracle Enterprise server software, Version 8.1.7.4 OR Version 9.2.0.1
or later
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* IBM DB2 Universal Database Enterprise Server Edition Version 8.1
with fixpack 1 applied (s021110 or later)

* DB2 Relational Connect Version 8.1 with fixpack 1 applied (s021110
or later)

For the library server application component
If the library server application component is going to be installed on
the same machine as the library server database component:

* Oracle Enterprise server software, Version 8.1.7.4 OR Version 9.2.0.1
or later

e IBM DB2 Universal Database Enterprise Server Edition Version 8.1
with fixpack 1 applied (s021110 or later)

* DB2 Relational Connect Version 8.1 with fixpack 1 applied (s021110
or later)

If the library server database component is going to be installed on a
remote Oracle server machine from the library server application
component:

* Oracle Enterprise client software, Version 8.1.7.4 OR Version 9.2.0.1
or later

Before you begin to install the Oracle server or client software
Before you begin to install IBM DB2 Universal Database, ensure that your

machine has enough memory and disk space for the installation, and that you
meet all the requirements for the installation. See the following Oracle web
site for the platform-specific requirements:

[http:/ / technet.oracle.com|

Installing the Oracle server software for the library server database
component
To install Oracle Enterprise Edition server software, Version 8.1.7.4 OR Version

9.2.0.1 (or later):

__1. Log on to the system with a user ID that is part of the "Administrators”
group.

2. Use the installation procedures in the documentation that comes with

the Oracle software for details on how to install the Oracle server
software.

Installing the Oracle client software for a remote library server
application component
To install Oracle Enterprise Edition client software, Version 8.1.7.4 OR Version

9.2.0.1 (or later):
__1. Log on to the system with a user ID that is part of the "Administrators”
group.
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__ 2. Use the installation procedures in the documentation that comes with
the Oracle software for details on how to install the Oracle client
software. Become aware of any compatibility issues between different
levels of Oracle client software and Oracle server software by
consulting Oracle documentation, the Oracle TechNet website, the
Oracle Metalink website, or Oracle customer service.

3. To ensure that the client software is able to connect to the Oracle server,
use the Oracle sqlplus tool to connect to an existing database on the
Oracle server.

You should see the following fields in your sqlnet.ora file in your
ORACLE_HOME/NETWORK/ADMIN directory:

SQLNET.AUTHENTICATION_SERVICES=(NTS)
NAMES.DIRECTORY_PATH= (TSNAMES,ONAMES,HOSTNAME)

Before you begin to install IBM DB2 Universal Database

Before you begin to install IBM DB2 Universal Database:

__ 1. Ensure that your server meets all of the prerequisites and conditions
needed to install DB2 Universal Database. To learn more about DB2
prerequisites, insert the DB2 installation CD and click Installation
Prerequisites from the DB2 Launchpad.

IBM DB2 Universal Database Enterprise Server Edition, Version 8.1 is
provided in the package with the Content Manager software.

2. Make sure that the user ID that you plan to use to install DB2 is a user
ID that is part of the "Administrators” group, has a local domain, and
has the following user rights assigned through the Local Security
Policy:

* Act as part of the operating system.

* Create a token object.

¢ Increase quotas.

* Replace a process level token.

If the domain is not local, the SATCTLDB and DWCTRLDB databases
will not be created successfully. If the user does not have the above

privileges, the installation will not be able to validate any DB2
usernames.

Refer to|Chapter 9, “Performing pre-installation steps on Windows”, on
|Eage 99|, for more information.

Installing IBM DB2 Universal Database Enterprise Server Edition
To Install IBM DB2 Enterprise Server Edition:

__ 1. Insert the DB2 CD and start the setup program—the DB2 Setup
Wizard—to install the DB2 server software.
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* Insert the CD-ROM into the drive. The auto-run feature
automatically starts the DB2 Setup Wizard. If the setup program fails
to auto-start, you can start the DB2 Setup Wizard manually.

To start the DB2 Setup Wizard manually, click Start and select the
Run option. In the Open field, enter x:\setup, where x: represents
your CD-ROM drive. Then click OK.

2. The DB2 Setup Launchpad opens. From this window review the
installation prerequisites and release notes for late-breaking setup
information.

3. Proceed through the DB2 Setup Wizard installation panels and make
your selections.

Installation help is available to guide you through the steps. To invoke
the installation help, click Help or press F1. You can click Cancel at any
time to end the installation.

4. Click Finish on the last DB2 Setup Wizard installation panel to copy
the DB2 files to your system.
When you complete the installation, DB2 is installed in the following
directory:
\Program Files\IBM\SQLLIB

Installing DB2 Universal Database Relational Connect
After you install the client software and the DB2 server software, you need to

install DB2 Relational Connect, Version 8 on the DB2 server. DB2 Relational
Connect contains the software that you need to access Oracle data sources.

__ 1. Log on to the system with the Administrator account that you have
defined for DB2 installation.

2. Close all open programs so that the installation program can update
files as required.

3. Insert the DB2 Relational Connect CD into the CD-ROM drive. The
auto-run feature automatically starts the setup program. If the setup
program fails to auto-start, you can start the setup program manually.

To start the setup program manually, click Start and select the Run
option. In the Open field, enter x:\setup, where x: represents your
CD-ROM drive. Then click OK.

4. The DB2 Relational Connect Setup Launchpad opens. From this
window review the installation prerequisites and release notes for
late-breaking setup information.

5. From the Select the features to install panel (in the setup program),
choose Relational Connect for Oracle Data Sources. The set up will
require you to identify the local path where you installed the Oracle
client software.

Chapter 8. Installing and updating prerequisite programs for Windows 89



The Relational Connect installation will update the
sql1ib/cfg/db2dj.ini file to set the ORACLE_HOME environment
variable.

Caution: If you do not install the Oracle client software before you run

the DB2 Relational Connect installation, you will have to manually set

the environment variables and link DB2 to the client software.

Installation help is available to guide you through the steps. To invoke

the installation help, click Help or press F1. You can click Cancel at any

time to end the installation.
6. As part of the installation:

* Create a DB2 instance on the federated server. This will set the DB2
database manager FEDERATED parameter to YES, which enables the
DB2 server to access the data sources.

* Specify the user authorities information for the instance.

7. Click Finish on the last setup installation panel to copy the DB2
Relational Connect files to your system.

When you complete the installation, DB2 Relational Connect is installed
in the same directory as the DB2 server software.

IBM DB2 Net Search Extender (NSE) and Text Information Extender (TIE)

The powerful text search capabilities of the DB2 Version 7 Text Information
Extender (TIE) are merged into the Net Search Extender (NSE) Version 8.
Notice that if you plan to use the (optional) text search feature of Content
Manager Version 8, you must install:

IBM Text Information Extender (TIE), Version 7.2 with IBM DB2 Enterprise
Edition Version 7.2 and Enterprise Extended Edition Version 7.2.1

OR

IBM Net Search Extender (NSE), Version 8 with IBM DB2 Enterprise Server
Edition, Version 8.1.

If you are using Oracle as your database application with Content Manager,
AND you plan to use the (optional) text search feature of Content Manager,
you must install NSE, not TIE.

IBM Net Search Extender (NSE), Version 8 is provided in the package with
Content Manager, Version 8.2.

Installing IBM DB2 Net Search Extender (NSE) on a Windows operating
system
Follow these steps to install DB2 NSE on the Windows operating system:

1. Insert the DB2 Net Search Extender CD into the CD ROM drive

2. Follow the instructions to install NSE. When you get to the window
that asks for the user ID and password for the DB2EXT -service, enter
the same user name that you specified for your DB2 -service.
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Requirements:
* DB2 NSE must be installed on the same workstation as the library server.

* For every DB2 instance, a Windows service is created. Ensure that the log on
as user for DB2 services is running as this account and not a system account
using your Windows user name.

Steps to perform after installing IBM Net Search Extender (NSE)
Update the NSE server configuration file for use with Information Mining:

__ 1. Edit the TIE configuration file db2extIm.cfg , in the directory:
%DB2HOME%\%DB2INSTANCE%\db2ext
__ 2. Increase the default value of the parameter maxIdxPerDb to "100".

Validating the IBM DB2 NSE installation
To validate the DB2 NSE installation:

__ 1. From a DB2 Command Window, type:
db2text start
__ 2. You should see information like the following:
CTEO185
or
CTEGOOL operation completed successfully

Microsoft Visual C++ compiler

Refer to the following website for information about the availability of this
product.

[http:/ /www.microsoft.com|

Installing Microsoft Visual C++
Follow the installation instructions that come with the Microsoft Visual C++

product.

During the installation, look for and make sure that you select Register
environment variables.

Steps to perform after installing Microsoft Visual C++

Perform the following steps after you install Microsoft Visual C++:

__ 1. Make sure that the Microsoft Visual C++ environment variables are set

up correctly:

When Visual C++ is first installed, the environment variables are set
up as user variables, not system variables. Therefore, the Visual C++
environment is not automatically available to every user of the
library server.
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You can change the user environment variables into system
environment variables, so that all users have access to the Visual
C++ environment.

If you change user variables to system variables, make sure that you
place the Visual C++ values after any DB2 or Oracle values.

After you make changes to the environment variables, you must
reboot your system to make the variables available to the services.

An example of how to accomplish this task is as follows:

a.

K

Logon to the system as the user that installed Visual C++.

b. Click Start — Settings —> Control Panel.
C.
d. For Windows NT, click the Environment tab.

Double click the System icon.

For Windows 2000, click the Advanced tab, then click the
Environment Variables button.

(You can see that the System Variables are above the User
Variables for the user that is logged on to the system.)

Find the path variable in the User Variables section of the
window and click on it.

(You see that the variable name path is displayed in the
Variable: field. You see the settings of the path variable
displayed in the Value: field of the window.)

Within this Value field, highlight the Microsoft Visual Studio
variable, for example:

C:\Program Files\Microsoft Visual Studio\Common\Tools\Winnt;

. Copy this highlighted information to your clipboard (CTRL+C)

. Click on path in the System Variables: section of the window.

(Now, you see that the information displayed in the Value field
is the value that is associated with the path of the System
Variable.)

Place your cursor in the Value field. Scroll to the end of the
information field (or after the DB2 values). For example:

C:\Program Files\SQLLIB;

. Paste (Ctr1+V) the information that you copied to your clipboard

from the User Variables to this point in the System Variables.
(Make sure that there is a semi-colon (;) separating the two
variables.)

Verify that the information is correctly part of the System
Variable. If it is correct, then delete the information from the User
Variable section. (The C++ variables must be available in the
System Variables, and not in the User Variables.)
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__|. Repeat steps through for both the lib

variable and the include variable.

__m. Reboot your system to make the variables available to the
services.

If you install Microsoft Visual Studio Enterprise Edition, the installation
may prompt you as to whether to use a new 6.0 database format or to
use an older format which is compatible with version 5.0. This format
decision has no impact on Content Manager.

Validating the Microsoft Visual C++ installation
To validate the installation, check the Start --> Programs menu for either

Microsoft Visual C++ 6.0 or Microsoft Visual Studio 6.0.
IBM WebSphere Application Server (WAS)

IBM WebSphere Application Server, Version 5 is provided in this package with
Content Manager, Version 8.2. It includes:

e IBM HTTP Server
¢ Java Development Kit (JDK)

Installing IBM WebSphere Application Server
Be sure your server is configured to meet all of the specific WebSphere

Application Server prerequisites and conditions. The WebSphere Information
Center contains the prerequisites and conditions and it is located at:

[http:/ /www.ibm.com /software/webservers/appserv /library.html|

1.

Log in to the workstation using the user ID and password that allow
you to act as part of the operating system.

Insert the WebSphere Application Server CD into the CD drive.
Select the language for your locale and click Next.

Use the LaunchPad to access the product overview, the ReadMe file,
and installation guides. Click Install the product to launch the
installation wizard.

The welcome window opens. Click Next.

The Software License Agreement window opens. Accept the
agreement, then click Next.

When the window opens to Select the type of installation, select Full
and click Next.

The window for identifying the directory paths opens. Click Next to
accept the default destination directories for the WebSphere directory,
the IBM HTTP Server directory, and the Embedded Messaging Server
and Client directory. Click Browse to define a different destination
directory for each of the products.

In the next window, enter the node name and the host name for this
installation. Click Next.
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10. When the Services window opens, click to check:
* Run WebSphere Application Server as a service
* Run IBM HTTP Server as a service

Enter your user ID and password, then click Next.

11. The next window shows you which features have been selected for
install. Click Next.

12. WebSphere begins copying files to the server.
13. Restart the server after the installation completes.

14. Click Start — Programs and verify that IBM HTTP Server and
WebSphere Application Server AES are listed.

15. Open Services and verify that the IBM HTTP Server and WebSphere
Application Server AES are listed as Windows NT or Windows 2000
services.

WebSphere Application Server AES opens and closes multiple command-line
interface windows after you restart the workstation. This is a normal part of
the installation process.

After you restart the server and the installation program finishes configuring
the WebSphere Application Server components, WebSphere Application Server
AES automatically launches a First Steps application. First Steps gives you the
opportunity to take an interactive tutorial that provides experience with
configuring and defining sample data to learn more about the product.

Validating the IBM WebSphere Application Server installation
Follow these steps to validate the IBM WebSphere Application Server

installation:
1. Start the WebSphere Application Server.

2. Open Start->Programs->IBM WebSphere->Application Server V5.0->
Administrator’s Console, and view the information panel under
Help->About. It should read version 5.0 (or higher).

Another way to validate the installation, is to check the product.xml file:
WebSphere\AppServer\properties\com\ibm\websphere

It should contain the following information:
<version >5.0/version>

After installing and validating WAS: verify that the JDBC resource in the
Application Server is configured properly. To do this, make sure the
WebSphere Application Server is started, then open the Administrator’s
Console from the Start menu.
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1. In the left panel navigate to WebSphere Administrative
Domain->Resources->JDBC Providers.

2. In the right panel select the Nodes tab.

3. Make sure the classpath value for your node is set to C:\Program
Files\SQLLIB\java\db2java.zip.

Java Development Kit (JDK) Version

JDK, Version 1.3 is required only for the following products:
* EIP toolkits.

* Information Mining.

¢ eClient.

* VideoCharger.

¢ Installation launchpads.

Where to obtain the Java Development Kit (JDK)
You can use the JDK that comes with WebSphere Application Server. It can be

found in the following directory:
C:\WebSphere\AppServer\java

Since the JDK is part of the WebSphere Application Server, no installation is
necessary. However, you must ensure that the JDK directory (for example:
C:\Websphere\AppServer\java\bin) is added to your system path environment
variable.

Verifying the correct level of JDK on your system
You can verify that you have the correct level of the Java Development kit as

follows:

__ 1. From a command prompt, type: java -fullversion.

__ 2. The level should read: 1.3.1.
If you are using the JDK that comes with WebSphere, it will read:
Java full version "J2RE 1.3.0 IBM build cnl31w-20020403 ORB130"

Installing Workflow for Windows

MQSeries Server has two prerequisites: Active Directory Services Interface
(ADSI) 2.0, and Microsoft Management Console 1.1. The MQSeries Server CD
includes both products in the Prereqs directory. If you are installing on
Windows 2000, ADSI and MMC are part of the operating system.

The MQSeries installation CD has an auto-start feature. If you need to install

the prerequisites, click Cancel when the For Windows - Language Selection
window opens and navigate to the Prereqs directory.
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Installing MQSeries Server software on Windows

1.

10.

11.
12.

13.

14.

If you installed the prerequisites from the MQSeries Server CD, click
Setups/xx_xx/install.exe where xx_xx is the language for your locale. If
your workstation configuration already included ADSI 2.0 and MMIC 1.1,
insert the CD-ROM labeled IBM for Windows NT Server into your
CD-ROM drive.

If the installation does not start automatically:
a. Click Start — Run from the Windows taskbar.

b. Enter x:\setup.exe in the Open field, where x is the drive letter for
your CD-ROM drive.

c. Click OK.

The for Windows - Language Selection window opens.

Select the language that supports your locale and click OK. The Setup
window opens, then the Welcome window opens.

Click Next. The Read License Conditions window opens.

Click Yes to accept the License Agreement terms.

To accept the default installation folders, click Next. If you do not want
to use the defaults, change them and then click Next. The Setup Type
window opens.

Click Typical and then click Next. The Set Up Default Configuration
window opens.

Leave the Set up a default configuration check box selected and click
Next. The Select Options window opens.

Leave both check boxes selected in the Select Options window and click
Next. The Join Default Cluster window opens.

Click Yes, make it the repository for the cluster and then click Next. The
Repository Location window opens.

Click Next. The Select Program Folder window opens.

Click Next. A folder called IBM is added to the Windows Start menu
under Programs. The Ready to Copy Files window opens.

Click Next. The installation program copies program files to the
installation directory. This can take ten or more minutes. The Setup

Complete window opens when the installation program finishes copying
the files.

Click Finish to complete the MQSeries server installation process. The
service will automatically start as a Windows NT service.

Installing MQSeries Workflow on Windows
After you have installed MQSeries server, you must install MQSeries

Workflow to use workflow.

1.

Ensure that your workstation meets the prerequisites.

96 Planning and Installing Your Content Management System



10.

Ensure that you have installed MQSeries Server Version 5.2h.

Create a temporary folder on your workstation for the MQSeries
Workflow installation files; for example, c:\temp\cmbwf.

Insert the CD in the CD drive.

Copy the MQSeries Workflow installation and configuration files from
the WFInstall directory on the CD to the temporary directory.

Open a command window and change to the temporary directory that
you created in step E

Remove the CD and insert the MQSeries Workflow CD.

If the MQSeries Workflow installation begins automatically, click Cancel
and Exit Setup.

To start the MQSeries workflow installation, type: cmbwfinstall <x>
<temp> where x is the name of the CD drive and temp is the name of the
temporary directory where you copied the MQSeries Workflow
installation and configuration files in step El For example, cmbwfinstall
g: c:\temp\cmbwf.

To install from a LAN, use the LAN alias instead of the drive letter.

Restart the workstation when you see the message MQSeries Workflow
installation completed.

Configuring MQSeries Workflow on Windows
To configure MQSeries Workflow:

1.

Open a command window and change to the temporary directory you
created in the previous task.

Check the bin subdirectory of the MQSeries Workflow installation is in the
PATH.

Type cmbwfconfig and wait until the configuration completes. This step
creates the default FMC workflow configuration, workflow runtime
database, and EIP workflow data container structures. This manual
procedure is a one time configuration task.

Starting EIP workflow on Windows
EIP Advanced workflow uses MQSeries Workflow as the underlying

workflow engine to deliver workflow functionality. Therefore, starting EIP
workflow includes steps to start the MQSeries Workflow.

1.
2.

Open cmbupes81.bat in the notepad.

Find those two entries which set the EIP administrator user id and
password. Modify them according to your custom settings and save the
results.

@set CMBUPESUSER=icmadmin @set CMBUPESPASS=password

The user id and password will be used to start up the EIP collection points
monitor (upes) via the cmbupes81.bat.
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3. Type cmbwfstart to start the MQSeries Workflow server and the EIP
collection points monitor. Three command windows open. Those three
command windows are titled:

¢ Trigger Monitor
* MQSeries Workflow Server
* IBM MQSeries Workflow PE

The collection points monitor will prompt its startup status in the MQSeries
Workflow Server command window. If you choose not to set user id and
password in the cmbwfstart.bat, upes will prompt for user id and password
when it starts.

Leave those three command windows up while EIP Advanced Workflow is
running.

Tip: If you do not require the collection point functionality, enter ‘quit’ to
shutdown the UPES server. Shutting down the UPES server does not shut
down the MQSeries Workflow.

Tip: You need to enable the WorkFlow Service option in the EIP System
Administration client before you could define EIP Workflow objects (such as
Workflow processes and actions) via the Administration client. After you
enable the Workflow Service in the EIP, it is important to keep in mind to
have the MQSeries Workflow running when you log on the System
Administration client. This is needed to keep the Workflow objects definitions
in sync between the EIP Administration database and the MQSeries Workflow
runtime database.

Tip: The default MQSeries Workflow system administrator (not configuration
administrator) id is ADMIN with default password as "password”. You would
want to change it later for security reason. To do that, first start the MQSeries
Workflow and use the fmcautil utilitiy to connect to the Workflow system to
change the password. After you have done that, be sure to modify the
cmbwfstart.bat to reflect your changes. Here are the steps:

1. fmcautil Au admin Ap password
2. Select u, p to change your password and then exit the utility.

3. Update the CMBWFStart.bat. For example: fmcxspea -u=admin
-p=myPassword -f

To configure your MQSeries Workflow server as an RMI server, see
[Chapter 33, “Configuring an RMI server”, on page 507}
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Chapter 9. Performing pre-installation steps on Windows

In addition to installing all the necessary prerequisites, you need to complete
the following tasks before installing Content Manager and Enterprise
Information Portal:

« [“Create user IDs with the proper user rights and privileges’]

* ["Make sure that you have enough temporary space on your system” on|
age 101|

* [‘Make sure that your %PATH% is not too long” on page 101|
» [‘Configure Secure Sockets Layer (SSL) for IBM HTTP server” on page 102

Create user IDs with the proper user rights and privileges

Create three user IDs as follows:

* Library server "administration” user ID (such as ICMADMIN) if you are
installing a library server on this workstation. This user ID must be part of
the DB2 Admin group.

 "Database connection” user ID (such as ICMCONCT) if you are installing a
library server on this workstation. (This should be a regular user ID with
normal privileges, not part of the DB2 Admin group.)

* Resource manager "administration” user ID (such as RMADMIN) if you are
installing a resource manager on this workstation. This user ID must be
part of the DB2 Admin group.

The installation program refers to the IDs by the default names, and you
should substitute the names you use if you are not using the default names.

The user ID icmadmin (used for the library server administration) and
rmadmin (used for resource manager administration both need to have DB2
Administrative privileges. One simple way to accomplish this is to add
icmadmin and rmadmin to the Administrators group. The user ID, icmconct,
does not need any special privileges.

In addition, icmadmin and rmadmin need to have the following four user
rights:

* Act as part of the operating system
* Create a token object
¢ Increase quotas

* Replace a process level token
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The steps required for assigning these rights differ between Windows NT and
Windows 2000:

For Windows NT Operating System:

1.

Click Start -> Programs -> Administrative Tools -> User
Manager.

Select User Rights from the Policies Menu
Enable the Show Advanced User Rights checkbox

Select the right you want to assign (for example: Act as part of
the Operating System from the drop-down list of rights

Click Add
Select the user account to the list
Click OK and OK again and then close the User Manager

Reboot the server for changes to take effect

For Windows 2000 Operating System:

1.

Click Start -> Settings -> Control Panel
Select Administrative Tools
Select Local Security Policy

From the topology tree, select Local Policies -> User Rights
Assignment

Double-click on the right you want to assign (for example: Act
As Part of the Operating System

Click Add
Select user account from the list
Click OK

The modified user must logoff and log back on for changes to
take effect

You need to remember these user IDs and their passwords for entry during
the installation. We remind you about them during the installation (at the time
that you need to enter them). You can record their names here:

Table 32. Administration and connection IDs

Default name / information | Record your value here

Library server database ICMADMIN
administration 1D

password

Library server database
administration 1D

Database connection ID ICMCONCT
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Table 32. Administration and connection IDs (continued)

Default name / information | Record your value here

Database connection 1D
password

Resource manager RMADMIN
database administration
1D

Resource manager
database administration
ID password

Make sure that you have enough temporary space on your system

Before installing Content Manager or Enterprise Information Portal, you need
to ensure that you have more than 100MB available in the partition where
%TEMP% is located.

The Content Manager and Enterprise Information Portal installations both use
the temporary directory specified in the $TEMP% environment variable, (for
example: C:\TEMP or C:\WINNT\TEMP), and they both require about 100MB of
free space.

In addition, the Content Manager resource manager installation creates a
temporary directory on your C: partition and requires about 5MB of free
space to be available on your C: partition.

Make sure that your %PATH% is not too long

The Content Manager and Enterprise Information Portal installations will
append values to your %PATH% environment variable. Microsoft Windows
limits the length of your path to approximately 1024 characters.

The Content Manager and Enterprise Information Portal installation programs
need to add about 100 characters to your path, depending on what you select
for your installation directories. One way to verify your %PATH% is not too
long is by copying it into a word processor and running a word count on it.

If your %PATH% is too long, remove duplicate entries first, then you can try to

use short names for directories (for example:Program Files => PROGRA~1.
Use dir /x from the command line to look up the short names.

Chapter 9. Performing pre-installation steps on Windows 101



Configure Secure Sockets Layer (SSL) for IBM HTTP server

102

If you installed WebSphere on this workstation, you need configure Secure
Sockets Layer (SSL) for IBM HTTP Server.

This section explains how to configure Secure Sockets Layer (SSL) for IBM
HTTP Server on a Windows server to establish secure connections. The
resource manager, which requires a web server such as IBM HTTP Server,
requires SSL in order to fully communicate with the system administration
client. It is important that you follow these instructions very carefully.

Once configured for SSL, you need to enable both http and https access for
the resource manager.

See the IBM HTTP Server documentation for the most recent and complete
details.

Overview of Secure Sockets Layer (SSL)

Secure Sockets Layer (SSL) is an encryption system used on servers to ensure
that data transferred between a client and a server remains secure and private.

For a server and client to use SSL for secure communications, the server must
have two things:

Key pair
A Key pair consists of public and private keys. The keys are used for
encryption and decrypting of messages to ensure privacy and
confidentiality in transmissions across the internet.

Certificate
The certificates is used for authentication or verification of identity. A
certificate can be either self-signed certificate or an issued certificate:

Self-signed
A certificate that you create for your own private Web
network

Issued Provided (issued) to you by a certificate authority (CA) or by a
certificate signer.

SSL uses a security handshake to initiate a secure connection between the
client and the server. During the handshake, the client and server agree on the
keys they will use for the session and the method for encryption. The client
authenticates the server using the server certificate.

After the handshake, SSL is used to encrypt and decrypt all of the information
in both the HTTPS (a unique protocol that combines SSL. and HTTP) request
and the server response, including:
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¢ The URL that the client is requesting

* The contents of any form being submitted

* Access authorization information (like user names and passwords)
* All data sent between the client and the server

Configuring secure connections

To have a secure network connection, you will need to complete the following

four procedures:
1. Create a new key database (if one does not already exist) and a key.

2. Receive a server certificate from a certificate authority or create a
self-signed server certificate using the IBM Key Management Utility
(IKEYMAN).

3. Set up SSL using the IBM Administration Server.
4. Test the server installation and configuration.

Creating a new key database

A key database is a file that the server uses to store one or more key pairs
and certificates. You can use one key database for all your key pairs and
certificates, or create multiple databases. You can create a new key database or
you can use an existing key database. If you want to use an existing key
database, you can go on to [“Creating a self-signed certificate” on page 104

If you want to create a new key database, continue below.

To create a new key database:

__ 1. Start by creating a folder to store the keys database files (for example:
C:\keys\). This is a good idea, because the foldermust pre-exist when
you actually create the files. You can write the name of the folder here
so you can remember it later on in these procedures.

"Keys” folder (path): |

__ 2. Enter ikeyman on a command line or start the Key Management utility
in the IBM HTTP Server folder (Start — Programs —> IBM HTTP
Server —> Start Key Management Utility).

__ 3. Click Key Database File —> New.
__ 4. In the New window that opens:

a. Enter your key database name in the File name field (for example:
key.kdb)

b. Enter the path to the keys folder (that you created in step [1) in the
Location field

c. Click OK
__ 5. When the Password Prompt window opens:
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7.

a. Create a password. (A minimum of six characters is required.)
b. Confirm the password.

C. Very important: Select the Stash the password to a file check
box.

d. Click OK.

Password Strength guidelines:
You can see the strength of the password change by the number
of key symbols that appear (up to five keys).You can see five
keys appear after you enter a complicated key with mixed-case
alpha-numeric characters that include special characters, such
as the following example: MickeyMouse43@#0243

An information window opens to tell you that the password has been
encrypted and saved. Click OK.

Close the IBM Key Management window (Key Database File — Exit).

Creating a self-signed certificate

Use IKEYMAN to create a self-signed server certificate to enable SSL sessions
between clients and the server. Use this procedure if you are acting as your
own CA for a private Web network.

__ 1. Enter ikeyman on a command line or start the Key Management utility

in the IBM HTTP Server folder (Start — Programs — IBM HTTP
Server —> Start Key Management Utility).

Click Key Database File —> Open.

In the Open dialog box, navigate to your key database name (for
example: C:\keys\key.kdb), then click Open.

When the Password Prompt window opens, enter your password (that
you created in the previous section) and click OK.

Select Personal Certificates from the dropdown list in the Key
Database content frame, then click the New Self-Signed... button.

In the Create New Self-Signed Certificate window, you need to know
the following information for these two fields (the other fields are self
explanatory):

Key label
Enter a name to identify the key and certificate in the database
(for example: icmrm). You need to remember this name later
when you are setting up to enable SSL.

You can write it in the space on the line below. (You will be
reminded to look here when you need to use it again.)

Key label:
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Common name
Enter the fully qualified host name of the Web server as the
common name (for example: www.myserver.com).

Organization
You need to put some information in this field (for example:
the name of your company or organization).
When you have completed this panel, click OK.
You can verify that the new Personal Certificate was created
successfully and its name appears in the Personal Certificate panel (for
example *icmrm).
You are now ready to set up SSL using the IBM HTTP administration
server.

Close the IBM Key Management window (Key Database File —> Exit).

Setting up SSL using the IBM HTTP Administration Server
Before you begin,

__ 1. Start the following services:

__* The IBM HTTP Server service
__* The IBM HTTP Administration service
__* The Application server (for example WAS AES)

Open a browser window on the HTTP server machine and enter the
URL http:/ /localhost:8008/admin/ to open the IBM HTTP
administration console.

Enter your User Name and Password.

Hint If you don’t have a User Name and password yet, click the
Cancel button to get directions for creating them. (Clicking the
Cancel button actually causes the information page for creating
a User Name and password to appear.)

After you enter your correct User Name and Password, the Getting
Started panel (for the IBM HTTP Server) opens. Wait until the left
navigation panel appears (with the title "IBM Administration Server”),
then follow Step 1 through Step 6 below, to configure the SSL.

If you are using the WebSphere Application Server Advanced Edition

(AE), you also need to continue with [“Additional steps for WebSphere|
[Application Server, Version 4 Advanced Edition (AE)” on page 108

Step 1: Set up the security module

1.

In the left navigation panel, click the arrowhead next to Basic Settings
(to expand the tree).

Select Module Sequence (in the tree).

The Module Sequence panel opens with Scope: <GLOBAL> shown.
(This is the default.)
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. Click the Add button (below the list box).
. Click in the radio button to select Select a module to add. Click to

expand the drop-down list, then select ibm_ss1 from the list. The
module dll (modules/IBMModuleSSL128.d1l) is placed in the field to
the right.

. Click the Apply button.
. Click the Close button.
. Click the Submit button.

Step 2: Set up the secure host IP and additional port for the secure

__ 1. Under Basic Settings, click Advanced Properties (from the tree).

The Module Sequence window panel opens with Scope: <GLOBAL>
shown. (This is the default.)

. Click Add for the Specify additional ports and IP addresses field.
. Leave the (optional) IP address field empty, but enter 443 in the Port

field.

. Click the Apply button.
. Click the Close button.
. Scroll down to find and click the Submit button.

Step 3: Set up the virtual host structure for the secure server
. In the left navigation panel, click the arrowhead next to Configuration

Structure (to expand the tree).

. Click Create Scope (in the tree) to open the Create Scope panel.
. Expand the drop-down list under Select a valid scope to insert within

the scope selected in the right panel and select VirtualHost from the
list (default).

. In the Enter the virtual host IP address or fully qualified domain

name field, enter the fully qualified host name for the Web server.

. Enter 443 in the virtual host port field.

. Leave the Enter the server name field blank. (This field is used only for

redirection URLs. The HTTP Server determines the Server (host) name
from its own IP address.)

. Leave alternate name(s) for host blank.
. Click the Submit button.

Step 4: Set up the virtual host document root for the secure server
__ 1. Under Basic Settings, click Core Settings (in the tree)

__ 2. Click Scope, then select the <Virtual host that you created for SSL>

(that was created during the previous step).
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Again, leave the Server name field blank. (This field is used only for
redirection URLs. The HTTP Server determines the Server (host) name
from its own IP address.)

Enter the document root directory name (for example: C:\IBM HTTP
Server\htdocs. This is very important).

Click the Submit button.

Step 5: Set keyfile and SSL timeout values for the secure server

1.

In the left navigation panel, click the arrowhead next to Security (to
expand the tree)

Click Server Security (in the tree) to open the Server Security panel.

Notice that the <Virtual host that you created for SSL> is displayed
next to the Scope button.

Select the Enable SSL: Yes radio button.

In the Keyfile filename field, enter the path and keyfile filename
(example: C:\keys\key.kdb)

Enter a timeout value for SSL Version 2 session IDs (100 seconds).
Enter a timeout value for SSL Version 3 session IDs (1000 seconds).
Click the Submit button.

Step 6: Enable SSL and select the mode of Client authentication

1.

Under Security, click Host Authorization (in the tree) to open the Host
Authorization panel.

Notice (again) that the <Virtual host that you created for SSL> is
displayed next to the Scope button.

Click to select the Enable SSL: Yes radio button. (This enables SSL for
virtual secure host.)

Click to select the Mode of client authorization to be used: None radio
button.

In the Server certificate to be used for this virtual host field, enter the
server certificate name that you created during [“Creating a self-signed|
[certificate” on page 104(for example: icmrm).

Click the Add button under the Cipher specification(s) that can be

used in a secure transaction panel. Add specifications 39, 3A, 62, and
64 by clicking on each one, then clicking the Apply button.

Click the Submit button.
Restart the HTTP Server (and leave it open) by clicking on the black

circle logo that is located next to the "help” ? in the upper-right corner
of the right panel.
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Additional steps for WebSphere Application Server, Version 4 Advanced
Edition (AE)

If you have WebSphere Application Server Advanced Edition (AE) installed
then the Web Server Plugin needs to be generated with SSL information:

__ 1. Make sure that the WebSphere Application Server (WAS) service is

started.
2. Invoke the WebSphere Application Administrative Console:

Click Start --> Programs --> IBM WebSphere --> Application Server
AE --> Administrator’s Console

3. Click Virtual Hosts in the tree on the left frame of the console Click the
General tab on the right frame of the console Click Add

4. Enter *:443 in the text area that appears (that’s an asterisk, a colon, then
the numbers 443).

5. Click Apply

6. Click Nodes (to expand that part of the tree)

7. Right click <your hostname> in the tree on the left frame
8. Click Regen Webserver Plugin

9

. Restart the IBM HTTP Server and the WebSphere Application Server so
that the latest plugin information takes effect.

Testing the server installation and configuration

After configuring the Secure Sockets Layer, you should test the server
installation with three quick tests. If you don’t get the expected results from
these tests, you could have a problem with your SSL configuration or you
could have a problem with your resource manager installation. If you have a
problem, see [“Troubleshooting” on page 109}

__ 1. Test of the http connection
__ 2. Test of the https (SSL) connection
__ 3. View your configuration file

To test the http connection:
From a web browser enter the URL:

http://your_host/icmrm/snoop

You should see the snoop information returned.

To test the https (SSL) connection:
From a web browser enter the URL:

https://your_host/icmrm/snoop
You should see the snoop information returned here as well.

Special note: The localhost (127.0.0.1) interface will not be enabled for
SSL. You must use the external Name to access SSL.)
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To view your configuration file and verify your settings:
Navigate to your configuration file (httpd.conf) and view it with a text
editor. The bottom of your httpd.conf file should look something like
the following:

LoadModule ibm_ss1_module modules/IBMModuleSSL128.d11
Listen 443

LoadModule ibm_app_server_http_module
C:/WebSphere/AppServer/bin/mod_ibm_app_server_http.d11
Alias /IBMWebAS/ "C:/WebSphere/AppServer/web/"

Alias /WSsamples "C:/WebSphere/AppServer/WSsamples/"
WebSpherePTuginConfig C:\WebSphere\AppServer\config\plugin-cfg.xml
<VirtualHost host-name.stl.ibm.com:443>

ServerName host-name

DocumentRoot "c:/ibm http server/htdocs"

ServerAdmin admin@us.ibm.com

ErrorLog "c:/ibm http server/logs/error.log"
TransferLog "c:/ibm http server/logs/error.log"
ServerSignature Off

Keyfile c:\keys\key.kdb

SSLV2Timeout 100

SSLV3Timeout 1000

SSLEnabTe

SSLCTientAuth none

SSLServerCert icmrm

SSLCipherSpec 64

SSLCipherSpec 62

SSLCipherSpec 3A

SSLCipherSpec 39

</VirtualHost>

Troubleshooting

Follow the steps in this section to find out why your SSL configuration
doesn’t work for your resource manager.

1. Enable logging for the WebSphere Application Server plug-in by
changing the trace level from Error to Trace in the following file:

C:\Websphere\AppServer\config\plugin-cfg.xml

2. Enable logging for the resource manager by changing the priority of
the root component from INFO to DEBUG and by changing the
appender from ASYNC to CONSOLE in the following file:

C:\WebSphere\AppServer\installedApps\<icmrm>.ear
\icmrm.war\icmrm_logging.xml

3. Shut down the IBM HTTP Server.
4. Shut down WebSphere Application Server.

5. Delete all the old log files from the folder where you have the
WebSphere Application Server logs directed to. The default path for
these logs is:

C:\Websphere\AppServer\logs
6. Restart WebSphere Application Server
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7.

10.

11.

12.

Check the WebSphere Application Server stdout.log and ensure the
resource manager connected to DB2. If there is a DB2 connection
problem, check for the following conditions in the file listed below:
__* The db2java.zip file is not in the appservers JVM CLASSPATH.
__* The database name is incorrect

__* The user name is incorrect

__* The user password is incorrect

Correct the following file for any indication of the above errors:

C:\WebSphere\AppServer\installedApps\<icmrm>.ear
\icmrm.war\WEB-INF\classes\com\ibm\mm\icmrm
\icmrm.properties

If you need to change or correct the password, you can enter it in
clear text in this file and the server will encrypt it on its first use.

Restart IBM HTTP Server.

Enter the URL http://localhost:9080/icmrm/snoop in Internet Explorer
or Netscape.

If the snoop page displays, you have validated that the resource
manager snoop servlet is running for normal sockets.

Enter the URL http://your.host.name/icmrm/snoop in Internet Explorer
or Netscape.

If the snoop page displays, you have validated that the resource
manager snoop servlet is accessible through the IBM HTTP Server
through the normal sockets.

Enter the URL http://localhost:9443/icmrm/snoop in Internet Explorer
or Netscape.

If the snoop page displays, you have validated that the resource
manager snoop servlets is accessible through SSL.

If the snoop page does NOT display, the application server is not
listening on port 9443. (Port 9443 is used by default by WebSphere
Application Server Single Server Edition (AES) with SSL enabled. For
WebSphere Application Server Advanced Edition, the port must be
configured by hand or you can use a non SSL link for the connection
from the IBM HTTP Server plugin to the WebSphere Application
Server.)

If this test works, you can choose to modify the resource manager
https port to 9443 and not use IBM HTTP Server.

Enter the URL http://your.host.name/icmrm/ICMResourceManager in
Internet Explorer or Netscape.

If a resource manager error panel displays, you have validated that
your SSL configuration is working.
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__13. If, after you have gone through all of these steps, the system
administration client still presents an error when it accesses the
resource manager, you can have an incorrect password.

You know the following: The password in the icmrm.properties file is
correct since you are able to access DB2 successfully.

Use the system administration client to change or update the resource
manager password in the library server. When you know that the new
password is correct and works, login using the new password.
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Chapter 10. Installing Content Manager components on
Windows

This section is a guide for installing the following Content Manager
components on Windows:

 Library server
* Resource manager
* System administration client

* The Information center

Information for installing the other client components are covered later in the
following sections:

* [Chapter 14, “Installing Content Manager eClient on Windows”, on page 201]
« [Chapter 15, “Installing the Content Manager Client for Windows”, on|

page 20§|

Before you begin

Before you begin the Content Manager installation:

__ 1. Ensure that you have a user ID that will be used to perform the
installation:

* That is defined locally
¢ That belongs to the Local Administrator’s group

* That is one to eight characters in length. Important: User IDs must
also follow the rules outlined by the relational database manager you
are using.

__ 2. If Enterprise Information Portal has ever been installed on this
workstation, you need to remove the following Environment Variable
from the workstation:

DB2_STPROC_ALLOW_LOCAL_FENCED = 1

To remove it:

a. Click Start —> Settings —> Control Panel.

b. Double click the System icon.

c. Click the Environment tab.

d. Find and delete the DB2_STPROC_ALLOW_LOCAL_FENCED variable.
e

. Reboot your system before you continue with the next step.
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__ 3. Know that there are special instructions provided for the following
required program products:

IBM DB2 Universal Database or Oracle database
Either IBM DB2 Universal Database or Oracle is required for
the library server and the resource manager.

If you have not already installed your database application:

« See[“IBM DB2 Universal Database” on page 84| for the
instructions for installing your DB2 database on the
workstation.

« See[“Oracle database on a Windows system” on page 86| for
instructions for installing your Oracle database on the
workstation.

If the library server application and the library server
database will be installed on separate machines:

a. The library server database must be created before the
library server application component can be installed.

b. The library server database on the remote Oracle server
must be up and running and have an active Oracle
listener associated with it. DB2 will connect to the Oracle
database during the library server application installation
using the tnsnames and Net8 protocol.

Your database application must be installed before you begin
the installation of the Content Manager components.

IBM DB2 Universal Database client software
For Oracle/resource manager installations, IBM DB2 client
software is required to be installed. (The DB2 JDBC drivers are
needed for communication of the resource manager with the
library server.)

DB2 Text Information Extender (TIE)
Text Information Extender (TIE) or Net Search Extender (NSE)
is required if you plan to use the Text Search feature.

If it is required and you have not installed it, see["IBM DB
Net Search Extender (NSE) and Text Information Extender|
(TIE)” on page 90 for instructions to install DB2 TIE or DB2
NSE.

NSE or TIE must be installed on the same workstation as the
library server.

IBM WebSphere Application Server (WAS)
IBM WebSphere Application Server is required for the resource
manager.
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See|“IBM WebSphere Application Server (WAS)” on page 93| for
instructions for installing and configuring WAS on the
workstation. WAS must be installed and configured before you
begin the installation of the Content Manager resource manager
component, and it must be installed on the same workstation as
the resource manager.

Important: make sure that you start the WebSphere Server
Service before you begin the Content Manager installation
procedure.

Tivoli Storage Manager

Chapter 30, “Installing and Configuring Tivoli Storage Manage{l
(TSM)”, on page 431| provides the instructions for installing and
configuring TSM. TSM is an optional feature that provides
long-term storage on devices other than the fixed disks

attached to the resource manager. It is installed after the
resource manager component is installed.

Microsoft Visual C++
Ensure that Microsoft Visual C++ is installed correctly on the
workstation where you will install the library server. If you
have not already installed it and verified the installation, see
[“Microsoft Visual C++ compiler” on page 91| for the installation
and verification procedure.

__4. Ensure that your system meets all of the memory, hardware, and all
other software requirements to install Content Manager. Refer to
Chapter 6, “Content Manager hardware and software requirements”, on|
page 55| for a summary of the requirements.

Installing Content Manager on Windows

To start the Content Manager installation program, complete the following

steps:

__ 1. Make sure that the person who installs Content Manager is an
administrator. (The user ID that is going to install the server must be a
member of the Administrators group.)

2. Make sure that you have created the three user ID s that are required
for the Content Manager installation process as explained in the section
entitled [’Create user IDs with the proper user rights and privileges” on|

|Eage 921

3. For Oracle only: Make the library server user ID that was created
during the installation of DB2 a member of the same group as the
Oracle user ID. (For example: make the user ID ICMADMIN a part of
the oinstall group).
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__ 4. For Oracle only: Grant Write permission for the group in the previous

step (for example: oinstall ) to the tnsnames.ora file, located in the
directory specified by the Oracle environment variable TNS_ADMIN.
During the Content Manager installation process, you will be prompted
for the value of TNS_ADMIN. This value must be consistent with the
Oracle installation that you intend for use with Content Manager.

For Oracle only: Verify that the library server database is up and
running by logging on to your Oracle client machine:
tnsping LS db name.Oracle server domain name

If the connection is successful, proceed with the library server
application installation. If the connection is not successful, correct the
TNS errors reported by Oracle before continuing:

a. Check the tnsnames.ora, Tistener.ora, and sqlnet.ora files on
your Oracle machine for proper configuration.

b. Recycle the Oracle listener on your Oracle server (if necessary) by
performing the following steps:

Isnrctl stop
Isnrctl start

c. Issue the following command to your Oracle server to ensure that
your library server database is associated with the active listener:

Isnrctl status
For Oracle only: If you experience connectivity problems , for each

HOST in the DESCRIPTION section of the tnsnames.ora file, you might
need to update the hosts file:

/etc/hosts

Whether you update this file or not depends on how TCP/IP is
configured on your network. Part of the network must translate the
remote host name specified in the DESCRIPTION section in the
tnsnames.ora file to an address. If your network has a named server
that recognizes the host name, you do not need to update the TCP/IP
hosts file. Otherwise, you need an entry for the remote host. See your
network administrator to determine how your network is configured.

Shut down any open Windows applications.
Shut down any open DB2 applications, then stop and restart DB2.

Start the Content Manager installation by inserting the Content
Manager CD into the CD-ROM drive of your workstation. The Content
Manager installation launch pad opens and you see "Welcome to
Content Manager”.

* You can click Prerequisites to review the install prerequisites (if you
have not already done so).
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* You can click Release Notes to review any "last minute” changes or
release notes for Content Manager that could apply to your
installation.

* You can click Install Product to begin the installation of Content

Manager.

When you click Install Product, the Welcome window opens.

Welcome panel

The first panel (Welcome) of the InstallShield Wizard opens.

Click Next to continue the installation.

Software License Agreement panel

Read the Content Manager license terms. If you accept the license terms, click
Accept. If you do not accept the license terms, the installation program

terminates.

Click Next to continue the installation.

Step 1. Install directory

Choose the directory where the Content Manager program files will be

installed:

Table 33. Install location

both Content
Manager and
Enterprise
Information Portal

Install information | Description Default name / Record your value
option here
Directory name for |Location of the C:\Program
Yoicmroot% Content Manager Files\IBM\CMS81
program files'
Directory name for |Location of common |C:\Program
common files files that are used by | Files\IBM\cmgmt

Note

1. If you have Content Manager and Enterprise Information Portal on the
same machine (or plan to install them on the same machine), do not
install them to the same directory. If you do, you will have problems in
the future if you need to remove or update one of them. (For example:
when you remove Content Manager, it can remove common files that
you need for Enterprise Information Portal. This problem will not occur
if the base programs are each installed in their own directory.)
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Click Next to continue the installation.

Step 2. Selecting the components to install

The Component Selection window opens, showing you what components are
available to install.

Select the components that you want to install. (By default, most components
are checked.)

* Click in the box to remove the check mark of the components that you do
not want to install.

* Place a check mark in the box for each component that you want to install.
Click Next when you are satisfied with your selections.

Depending on the selections that you made on this panel, go to the page
indicated in [Table 34

Table 34. Location of next step

Choices Go to

Library server with IBM DB2 (either |’Step LS1. Configure Library Server” on|
alone or with any, or all, of the other [page 112|
components)

Library server with Oracle (either [“Step ORAL1. Select Library Server Components”|
alone or with any, or all, of the other |on page 124_14

components)

Resource manager with IBM DB2
only (no other components selected)

“Step RM1. Configure Resource Manager|
Server” on page 121

Resource manager with Oracle only
(no other components selected)

“Step ORA2. Select Resource Manager]|
Components” on page 124]

Resource manager with IBM DB2
and system administration client

“Step RM1. Configure Resource Manager]|
Server” on page 121

Resource manager with Oracle and
system administration client

“Step ORA2. Select Resource Manager|
Components” on page 124|

Resource manager with IBM DB2
and Information center

“Step RM1. Configure Resource Manager|
Server” on page 121

Resource manager with Oracle and
Information center

“Step ORA2. Select Resource Manager]|
Components” on page 124]

Resource manager with IBM DB2,
system administration client, and
Information center

“Step RM1. Configure Resource Manager]|
Server” on page 121

Resource manager with Oracle,
system administration client, and
Information center

“Step ORA2. Select Resource Manager|
[Components” on page 124|
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Table 34. Location of next step (continued)

Choices Go to

System administration client only “Step SA1. Configure System Administration|
Client” on page 138]

System administration client and “Step SA1. Configure System Administration|
Information center Client” on page 138
Information center only “Step VE1. Verify the install location and)|

component selection” on page 146

Step LS1. Configure Library Server

Skip this step if you are not installing the library server component at this
time, and continue with [‘Step RM1. Configure Resource Manager Server” on|

Enter the following information for your library server database:

Table 35. Library server configuration

Install information | Description Default name / Record your value
option here
Library server The name of the ICMNLSDB
database name library server
database

Library server The library server ICMADMIN
schema name schema name
Library server Administration ID ICMADMIN
database for the library
administration ID | server'
Password Password for the <password>

. library server
(two fields) administration 1D’
Database Database connection |ICMCONCT
connection ID ID 2
Note:

1. This is the Administration ID that you created at the beginning of the
install process. See [Table 32 on page 100l

2. This is the Connection ID that you created at the beginning of the install
process. See [Table 32 on page 100}

When you complete your library server configuration, click Next.

Program note:
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1. At this time the installation program checks to see if a Content

Manager (CM) library server database or an Enterprise
Information Portal (EIP) system administration database exist on
this workstation.

If a database exists, the program checks to see if it has the same
database name, the same user ID, the same schema name, or the
same password that you entered.

* If (only) a CM library server database already exists, the
program asks if you want to overwrite the existing database,
keep it, or go back to type in new information for the new
database.

* If (only) an EIP system administration database exists, the
program asks if you want to share the database between CM
and EIP, or if you want to type in another name for the new CM
library server database. The installation program cannot create a
new separate library server database with the same name as the
system administration database. You must give it a different
name than the system administration database.

* If a shared database between CM and EIP already exists, the
program asks if you want to proceed with no change to the
existing database, or to go back and enter a new information for
the database that you want to create.

Also, during the time that the library server is being installed, a
program called "library server monitor” is being created
automatically. The library server monitor program’s job is to detect
the availability of resource managers to a library server database
(among other things that are listed in the section called

[the library server monitor program” on page 498}).

If the library server monitor program ever stops running
abnormally, then you need to restart it by using the procedure that
is also described in the section called [‘Running the library server|
[monitor program” on page 498}

Step LS2. Configure Library Server Options

Select the library server options:

Table 36. Library server configuration options

Install information

Description

Default name /
option

Record your value
here

Name of library
server 1D

Enter the name of
the library server ID
(Range =1 to 99)

1
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Table 36. Library server configuration options (continued)

Install information

Description

Default name /
option

Record your value
here

Installation drive
(drop-down list of
available choices)

The location of your
library server
database.

C:

Enable Unicode

Check this box to

(not checked)

(check box) enable Unicode.
Enable text search | Check this box if (not checked)
(check box) you want to use the
Text Search feature.
Note:

1. You must have the DB2 Text Information Extender (TIE) or DB2 Net
Search Extender (NSE) installed to use Text Search.

Click Next to continue to the next window.

Step RML1. Configure Resource Manager Server

Skip this step if you are not installing the resource manager component at this
time, and continue with [‘Step SA1. Configure System Administration Client”]

Enter the identification and authentication information for the resource

manager:

Table 37. Configuring the resource manager server

Install information

Description

Default name /
option

Record your value
here

(two fields)

resource manager
administration ID!

Resource manager |The name of the RMDB
database name resource manager

database
Resource manager |Administration ID RMADMIN
database for the resource
administration ID | manager'
Password Password for the <password>
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Table 37. Configuring the resource manager server (continued)

Install information | Description Default name / Record your value
option here

Note:

1. This is the Administration ID that you created at the beginning of the
install process. See [Table 32 on page 100}

When you complete your resource manager configuration, click Next.

Program note:
The installation program checks to see if a resource manager database
with the same name that you entered already exists. If the resource
manager database already exists, you are asked if you want to
overwrite the existing database, keep it, or type in another name.

Step RM2. Configure Resource Manager Server Options

Enter the information for the resource manager database location, storage
drive, and staging area path:

Table 38. Resource manager server options

Install information | Description Default name / Record your value
option here

Installation drive | The drive location of |C:
(drop-down list of | the resource
available choices) | manager database

Mount point Path to the drive C:\
(drop-down list of |used for storing
available choices) | objects

Staging area path | Path to the drive for |C:\staging
(drop-down list of | storing objects for
available choices) |LAN Cache or TSM
objects

Click Next to continue to the next window.

Step RM3. Deploy Resource Manager With WebSphere Application Server

Enter the following information to identify the application server that your
resource manager will use:
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Table 39. Deploying the resource manager

(the first of five
numbers) to be used
for resource manager
components
(migrator, purger,
stager, replicator,
and asynchronous
recovery)

Install information | Description Default name / Record your value
option here
Application server | (Optional field)" ICMRM
name '
The name of the
WAS AE application
server
Web application The web path to the |/icmrm
path WebSphere
application server
Web application The name of the icmrm
name Web application
Services port Enter a port number | <recommendPort>

The recommended

port number is
displayed on the
panel®.

Node name

Enter the node name
for this resource
manager application

<current machine
node name>

WAS administrator

Enter the WAS

was_admin

user name administrator user
1D

Password Enter and confirm <password>
the password for the

(two fields) WAS Admin user
name

Note:

1. This is an optional field. It will only be visible in this window if
WebSphere Application Server Advanced Edition (AE) is installed on this
workstation.

2. You can enter a port number other than the recommended default
number. However, it must be the first number of five available
contiguous port numbers.

Click Next and continue with[“Step SA1. Configure System Administration|

[Client” on page 138
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Step ORAL. Select Library Server Components

Skip this step if you are not installing a library server (with Oracle) on this
machine.

Select the library server components to install on this machine, and enter the
location of the configuration file:

Table 40. Select library server components

Install information | Description Default name / Record your value
option here

Library server Check this box to (checked)

database install the library

server database on
this machine

Library server Check this box to (checked)
application install the library
server application on
this machine

Location of the Path to the default Default
default configuration
configuration settings file?!

settings file

Notes:

1. For more information about this field, see ['Oracle - expanded|
[information for installation panel fields” on page 147

Click Next to continue.

Step ORA2. Select Resource Manager Components

Skip this step if you are not installing a resource manager (with Oracle) on
this machine.

Select the resource manager components to install on this machine, and enter
the location of the configuration file:

Table 41. Select resource manager components

Install information | Description Default name / Record your value
option here

Resource manager | Check this box to (checked)

database install the resource

manager database on
this machine
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Table 41. Select resource manager components (continued)

Install information

Description

Default name /
option

Record your value
here

default
configuration
settings file

configuration
settings file'

Resource manager |Check this box to (checked)
application install the resource

manager application

on this machine
Location of the Path to the default | Default

Notes:

1. For more information about this field, see [‘Oracle - expanded|

[information for installation panel fields” on page 147

Click Next to continue to the next window.

Step ORAS. Configure Oracle Database (1)

Enter the information for the Oracle database server:

Table 42. Oracle server database

Oracle

fully-qualified path
under which all
Oracle products can
be found.!

Install information | Description Default name / Record your value
option here
Base directory for | This is the C:\Oracle

Oracle database
server directory

This is the
fully-qualified path
to your Oracle
Enterprise Edition
product directory. *

C:\Oracle\Ora92

Oracle TNS Names
file location

This is the
fully-qualified path
to the tnsnames.ora
file in use for the
ORACLE_HOME
environment
variable.!

C:\Oracle\Ora92\
network\admin
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Table 42. Oracle server database (continued)

Install information

Description

Default name /
option

Record your value
here

Oracle NLS
message files
location

This is equivalent to
your ORA_NLS33
environment
variable.!

C:\Oracle\Ora92\
ocommon\nls\
admin\data

Oracle JDBC path

Click Browse to find
the path to the JDBC
directory

Notes:

1. Por more information about this field, see [‘Oracle - expanded]

[information for installation panel fields” on page 147}

Click Next to continue to the next window.

Step ORAA4. Configure Oracle Database (2)

Enter information for the Oracle database server:

Table 43. Oracle database

Install information

Description

Default name /
option

Record your value
here

Oracle database
server version

Select the version of
the installed Oracle
software!

9.2.0.1 OR higher

Password (two
fields)

Enter and confirm
the password for the
Oracle SYSTEM and
SYS user IDs!

<password>

Notes:

1. For more information about this field, see [‘Oracle - expanded|

[information for installation panel fields” on page 147]

Click Next to continue and go to the first step indicated by the following

questions:

1. Are you installing a library server database or a library server application
on this machine?

If yes, go to question 2.
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If no, go to question 3.

2. Are you installing a library server application on this machine?

If yes, go to [‘Step OLS1. Configure Library Server Application (1)”]

If no, go to|“Step OLS6. Configure Library Server Database (1)” on|

Ieage 13{]

3. Are you installing a resource manager database on this machine?

If yes, go to [‘Step ORM1. Configure Resource Manager Database (1)”

|on page 13§|

If no, go to[“Step ORM5. Configure Resource Manager Application (1)”]

|on page 13§|

Step OLS1. Configure Library Server Application (1)

Skip this step if you are not installing a library server application on this

machine, and go to ['Step OLS6. Configure Library Server Database (1)” onl

Enter the information for the library server application to connect to the

library server database:

Table 44. Configure library server connections

Install information | Description Default name / Record your value
option here
Library server Enter the library ICMNLSDB
database name server database
name
Library server Enter the library ICMADMIN
schema name server schema name
Library server This is the user ID oraadmin
database that is used to
administration ID | administer your
Content Manager
library server'
Password (two Enter and confirm <password>
fields) the password
Notes:

1. For more information about this field, see [‘Oracle - expanded|

[information for installation panel fields” on page 147

Click Next to continue to the next window.
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Step OLS2. Configure Library Server Application (2)

Enter the information for library server database connection 1D:

Table 45. Library server connection 1D

Install information | Description Default name / Record your value
option here
Library server Enter the library ICMCONCT
database server database
connection ID connection ID
DB?2 instance This is the ID that DB2INST1
owner ID you created prior to
installing the DB2
product.!
Notes:
1. For more information about this field, see I"Oracle - expandedl
[information for installation panel fields” on page 147]

Click Next to continue to the next window.

Step OLS3. Configure Library Server Application (3)

Enter the information for library server application options:

Table 46. Library server application options

Install information | Description Default name / Record your value
option here
Library server Enter the drive C:\

installation drive location for the
library server

DB2 database Fully qualified path
location to the location of the
DB2 database that is
used with this
Oracle database

Enable unicode Select to enable (not checked)
unicode

Click Next to continue to the next window.

Step OLS4. Configure Library Server Application (4)

Enter the information for connecting the library server application to the
resource manager server:
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Table 47. Library server application connection to resource manager

fields)

the password for the
resource manager
database
administration ID

Install information | Description Default name / Record your value
option here
Resource manager |Enter the resource <hostname>
server host name | manager server host
name
Resource manager |Enter the resource RMADMIN
database manager database
administration ID | administration ID
Password (two Enter and confirm <password>

Click Next to continue to the next window.

Step OLS5. Configure Library Server Application (5)

Enter more information in this window for connecting the library server
application to the resource manager server:

Table 48. Library server application connection to resource manager

Install information

Description

Default name /
option

Record your value
here

Web application Enter the web icmrm
name application name
Web application Enter the path for /icmrm
path the web application
Web application Enter the port 80
port number for the web
application
Secure web Enter the port 443
application port number for the
(HTTPS) secure web
application
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Table 48. Library server application connection to resource manager (continued)

Install information

Description

Default name /
option

Record your value
here

Token duration
(hours)

The amount of time
(in hours) that a
connection between
the library server
application and the
resource manager
can stay active until
it is discarded by the
system. (Can be
modified later with
the system
administration client
tools.)

20

Click Next to continue and go to the first step indicated by the following

questions:

1. Are you installing a library server database on this machine?
If yes, go to [‘Step OLS6. Configure Library Server Database (1)}
If no, go to question 2.

2. Are you installing a resource manager database or a resource manager
application on this machine?

If yes, go to question 3.

If no, go to[“Step SA1. Configure System Administration Client” on|

|Eage 13§l

3. Are you installing a resource manager database on this machine?

If yes, go to ['Step ORM1. Configure Resource Manager Database (1)”|

|on page 135%[

If no, go to[’Step ORM5. Configure Resource Manager Application (1)”

|on page 13’»§|r

Step OLS6. Configure Library Server Database (1)

Skip this step if you are not installing a library server database on this
machine, and go to [‘Step ORM1. Configure Resource Manager Database (1)”]
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Enter information for the library server database:

Table 49. Library server database

Install information

Description

Default name /
option

Record your value
here

name

name of the Oracle
server where your
library server
database is created.!

Library server Enter the library ICMNLSDB
database name server database
name
Library server Enter the
database location | fully-qualified path
name of the location
where you want
Oracle to store its
internal database
files.!
Library server host | This is the host-only | <hostname>

Library server
domain name

This is the domain
name that is
associated with the
host name for the
library server (in the
row above this one).

<xmpl.name.com>

Notes:

1. For more information about this field, see [‘Oracle - expanded|

linformation for installation panel fields” on page 147

Click Next to continue to the next window.

Step OLS7. Configure Library Server Database (2)

Enter more information for the library server:

Table 50. Library server database (more information)

from the drop-down
list!

Install information | Description Default name / Record your value
option here

Oracle listener Enter the name of LISTENER

name the Oracle listener®

Oracle protocol Select the protocol TCP/IP
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Table 50. Library server database (more information) (continued)

Install information | Description Default name / Record your value
option here
Oracle listener port | Enter the port 1521

number for the
Oracle listener!

Notes:

1. For more information about this field, see [‘Oracle - expanded|
[information for installation panel fields” on page 147]

Click Next to continue to the next window.

Step OLS8. Configure Library Server Database (3)
Enter the authentication information for the library server database:

Table 51. Oracle database administration ID

Install information | Description Default name / Record your value
option here
Oracle database Enter the Oracle oraadmin

administration ID | database
administration ID*

Password (two Enter and confirm <password>
fields) the password for the
Oracle database
administration ID!

Notes:

1. For more information about this field, see [‘Oracle - expanded|
[information for installation panel fields” on page 147}

Click Next to continue to the next window.

Step OLS9. Configure Library Server Database (4)

Select the configuration options for the library server database:

Table 52. Library server database configuration options

Install information | Description Default name / Record your value
option here

Enable for unicode |Check this box to (not checked)
enable for unicode
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Table 52. Library server database configuration options (continued)

Install information | Description Default name / Record your value
option here
Mirror database Check this box to (checked)
files mirror database files
Mirror directory Enter (or browse to) |C:\Temp
the path for the
Mirror directory®

Notes:

1. For more information about this field, see [‘Oracle - expanded|
[information for installation panel fields” on page 147}

Click Next to continue and go to the first step indicated by the following
questions:

1. Are you installing a resource manager database or a resource manager
application on this machine?

If yes, go to question 2.

If no, go to|“Step SA1. Configure System Administration Client” on|

|Eage 13§|r

2. Are you installing a resource manager database on this machine?

If yes, go to [‘Step ORM1. Configure Resource Manager Database (1)}

If no, go to[“Step ORM5. Configure Resource Manager Application (1)”]
|on page 13§|.

Step ORM1. Configure Resource Manager Database (1)

Skip this step if you are not installing a resource manager database on this
machine, and go to [“Step ORM5. Configure Resource Manager Application|

(1)” on page 13
pag

Enter information for the resource manager database:

Table 53. Resource manager database

Install information | Description Default name / Record your value
option here
Resource manager |Enter the resource RMDB
database name manager database
name

Chapter 10. Installing Content Manager components on Windows 133



134

Table 53. Resource manager database (continued)

Install information

Description

Default name /
option

Record your value
here

Resource manager
database location

Enter the
fully-qualified path
name of the location
where you want
Oracle to store its
internal database
files.!

Resource manager
host name

This is the host-only
name of the Oracle
server where your
resource manager
database is created.!

<hostname>

Resource manager
server domain

This is the domain
name that is

<xmpl.name.com>

name associated with the
host name for the
resource manager (in
the row above this
one).

Notes:

1. For more information about this field, see [‘Oracle - expanded|

[information for installation panel fields” on page 147}

Click Next to continue to the next window.

Step ORM2. Configure Resource Manager Database (2)

Enter more information for the resource manager:

Table 54. Resource manager database (more information)

Install information

Description

Default name /
option

Record your value
here

number for the
Oracle listener!

Oracle listener Enter the name of LISTENER
name the Oracle listener!
Oracle protocol Select the protocol TCP/IP
from the drop-down
list!
Oracle listener port | Enter the port 1521
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Table 54. Resource manager database (more information) (continued)

Install information | Description Default name /
option

Record your value
here

Notes:

1. For more information about this field, see [‘Oracle - expanded|

[information for installation panel fields” on page 147

Click Next to continue to the next window.

Step ORM3. Configure Resource Manager Database (3)

Enter the authentication information for the resource manager database:

Table 55. Oracle database administration ID

administration ID | database
administration ID?

Install information | Description Default name / Record your value
option here
Oracle database Enter the Oracle RMADMIN

Password (two Enter and confirm <password>
fields) the password for the
Oracle database
administration ID'

Notes:

1. For more information about this field, see [‘Oracle - expanded|

[information for installation panel fields” on page 147}

Click Next to continue to the next window.

Step ORM4. Configure Resource Manager Database (4)

Select the configuration options for the resource manager database:

Table 56. Resource manager database configuration options

Install information | Description Default name / Record your value
option here
Mirror database Check this box to (checked)
files mirror database files
Mirror directory Enter (or browse to)
the path for the
Mirror directory’
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Table 56. Resource manager database configuration options (continued)

Install information

Description

Default name /
option

Record your value
here

Notes:

1. For more information about this field, see [‘Oracle - expanded|

[information for installation panel fields” on page 147

Click Next to continue to the next window.

Step ORMS. Configure Resource Manager Application (1)

Skip this step if you are not installing a resource manager application on this
machine, and go to ['Step SA1. Configure System Administration Client” on|

Enter information for the resource manager application:

Table 57. Resource manager application

Install information

Description

Default name /
option

Record your value
here

path

the path for the web
application

Web application Enter the web icmrm
server name application server

name
Web application Enter the web icmrm
name application name
Web application Enter (or browse to) | /icmrm

Node name

Enter the node name
for this resource
manager application

<current machine
node name>

WAS administrator

Enter the WAS

was_admin

(two fields)

the password for the
WAS Admin user
name

user name administrator user
1D
Password Enter and confirm <password>

Click Next to continue to the next window.
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Step ORM6. Configure Resource Manager Application (2)

Enter information for the resource manager appliction:

Table 58. Resource manager application mount point and staging area

Install information

Description

Default name /
option

Record your value
here

Mount point

Enter the location of
the storage area that
is used for storing
objects

Staging area path

Enter the location of
the storage area that
is used for staging
LAN Cache objects
or TSM objects

Resource manager
services port

Enter a port number
(the first of five
numbers) to be used
for resource manager
components
(migrator, purger,
stager, replicator,
and asynchronous
recovery)

<recommendPort>

The recommended
port number is
displayed on the
panel.

Note:

1. You can enter a port number other than the recommended default
number. However, it must be the first number of five available
contiguous prot numbers.

Click Next to continue to the next window.

Step ORMY7. Configure Resource Manager Application (3)

Enter information for the resource manager to connect to the library server:

Table 59. Connect the resource manager to the library server

Install information

Description

Default name /
option

Record your value
here

database name

server database
name

Library server host | Enter the library <hostname>
name server host name
Library server Enter the library ICMNLSDB
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Table 59. Connect the resource manager to the library server (continued)

Install information

Description

Default name /
option

Record your value
here

Library server
schema name

Enter the library
server schema name

ICMADMIN

Click Next to continue to the next window.

Step ORMS. Configure Resource Manager Application (4)

Enter additional information for the resource manager to connect to the

library server:

Table 60. Library server application administration 1D

Install information

Description

Default name /
option

Record your value
here

fields)

the password for the
library server
application
administration ID

Library server Enter the library oraadmin
application server application

administration ID | administration ID

Password (two Enter and confirm <password>

Click Next to continue to the next window.

Step SAL. Configure System Administration Client

Skip this step if you are not installing the system administration client
component at this time, and continue with [‘Step CNLS1. Connect Library]

[Server To Resource Manager” on page 141}

Enter the appropriate information into the following fields to configure your
system administration client:

Table 61. System administration client configuration

Install information

Description

Default name /
option

Record your value
here

schema name

schema name

Library server The name of the ICMNLSDB
database name library server
Library server The library server ICMADMIN
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Table 61. System administration client configuration (continued)

Install information | Description Default name / Record your value
option here
Authentication Related to DB2 Server
type database manager
authentication:

Choose Client or
Server to match the
settings on your DB2

server.
Database Enter the database ICMCONCT
connection ID connection ID?
Password Enter the password | <password>

for your database
connection ID?

Enable Single Sign | Check this box if (not checked/No)
On (check box) you want to enable
the single sign on
option®

Client/Server Notes:

1. This is the setting that your DB2 administrator chose when configuring the DB2
database. If you are not sure which option to choose, contact your DB2
administrator.

2. This is the Connection ID that you created at the beginning of the install process.
See [Table 32 on page 100l The database connection ID and password areas are
enabled for the Server option only. They are disabled if you choose the Client
option.

3. The Enable single sign on option is enabled only if you selected the Client option.
It is disabled if you choose the Server option.

When you have completed your system administration client configuration,
click Next.

Step SA2. Define Location Of System Configuration Information

During this step you indicate where your system configuration information is

located for this system. Because of the flexibility of Content Manager, you

have a number of options:

1. You can store system configuration information on this Local workstation,
or you can use system configuration that is stored on a Remote
workstation or that you plan to store there later. (During this installation
you are indicating where the configuration information will be at the time
that it is needed by the system.)

2. You can use system configuration information on an HTTP web server.
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3. You can use configuration information on an LDAP server (which may or
may not exist at this time, but will exist at the time that it is needed by the

system).

4. You can use a combination of any of the above three options.

You can use any one of the above options (1, 2, or 3)

OR

You can use two of the options

OR

You can use all three of the options

What you choose depends on what you are trying to do with your servers,
and how you want users to have access to various components of your

system.

Enter the information as follows:

Table 62. System configuration information

Install information

Description

Default name /
option

Record your value
here

Select Local or
Remote

Select Local to install
the configuration
information on this
workstation.

Select Remote if
your configuration
information is
located (or will be
located) on a remote,
network-mapped
workstation

Local

(Area for entering
the location of the
remote
configuration
information file)

For Remote, enter
the file path name
where your
configuration
information is
located.

<path>

Web Server

Area for entering a
valid URL address
(in the form
http://...) of the
remote web server

(no default)
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Table 62. System configuration information (continued)

Install information

Description

Default name /
option

Record your value
here

Enable LDAP
(check box)

Check this box if
you would like to
use datasources
configuration
information stored
on an LDAP server.

(not checked /no)

Click Next to continue to the next window.

Step CNLS1. Connect Library Server To Resource Manager

Skip this step if any one of the conditions listed in [Table 63|are true, and
continue with the step indicated. Otherwise, continue below.

Table 63. Location of next step

Condition

Continue with (go to)

If you are not installing a library
server or a resource manager at this

time

“Step VEI1. Verify the install location and)|

component selection” on page 146

If you are installing a resource
manager, but not a library server at

this time

“Step CNRM. Connect Resource Manager To|

Library Server” on page 143|

Enter the information about the resource manager that the library server
needs to connect to it:

Table 64. Connect library server to resource manager

Install information

Description

Default name /
option

Record your value
here

Resource manager
server host name

The host name of the
workstation that
contains the resource
manager

< host name>

port

the Web Application
Server

Resource manager |The name of the RMDB
database name resource manager

database
Web application The port number for |80
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Table 64. Connect library server to resource manager (continued)

(hours)

(in hours) that a
connection between
the library server
and the resource
manager can stay
active until it is
discarded by the
system. (Can be
modified later with
the system
administration client
tools.)

Install information | Description Default name / Record your value
option here
Secure Web Port number for the |443
application port resource manager to
(HTTPS) communicate with
the system
administration client
Web application Same as the path /icmrm
path entered in *
RM3. Deplo
Resource Manager|
With WebSphere|
Application Server’|
|0n page 122]
Resource manager |The operating <platform>
database operating |system of the
system (drop-down | workstation where
list of available the resource
choices) manager is located
Token duration The amount of time |48

Click Next to continue to the next window.

Step CNLS2. Connect Library Server To Resource Manager Part 2

Skip this step if the library server and the resource manager are being
installed on the same machine.
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Enter the resource manager database connection ID and password:

Table 65. Resource manager connection ID

Install information | Description Default name / Record your value
option here

Resource manager |See Note 1 (below). |RMADMIN

database

administration ID

Password See Note 1 (below). |<password>

(two fields)

Note:

1. These are the same values that were entered during[’Step RMT |
|Configure Resource Manager Server” on page 121

Click Next to continue to the next window.

Step CNRM. Connect Resource Manager To Library Server

Skip this step if you are not installing a resource manager at this time, or if
you are installing both a library server and a resource manager on this same
machine.

Enter the information about the library server that the resource manager
needs to connect to it:

Table 66. Connect resource manager to library server

Install information | Description Default name / Record your value
option here
Library server host | The host name of the | <host name>
name workstation that
contains the library
server
Library server See Note 1 (below). |ICMNLSDB
database name
Library server See Note 1 (below). |ICMADMIN
schema name
Library server See Note 1 (below). [ICMADMIN
database

administration ID

Password See Note 1 (below). | <password>

(two fields)
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Table 66. Connect resource manager to library server (continued)

Install information

Description

Default name /
option

Record your value
here

Note:

|Library Server” on page 119)

1. These are the same values that were entered during ['Step LS1. Configure]

Click Next to continue to the next window.

Table 67. Enable LDAP options

Step LDAP1. Configure components for LDAP
Select the components that you want to enable for LDAP:

Install information

Description

Default name /
option

Record your value
here

server (check box)

allow user
authentication for
the resource
manager by an
LDAP server

Library server Check this box to (not checked/No)
(check box) allow user

authentication for

the library server by

an LDAP server
System Check this box to (not checked/No)
administration allow importing of
client (check box) |users from an LDAP

server’
Resource manager |Check this box to (not checked/No)

Note:

1. If you check the system administration client (to allow importing of users
from an LDAP server), and if you are installing a library server on this
machine, it is a good idea to also check the library server check box (to
allow user authentication for the library server).

Click Next to continue to the next window.
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Step LDAP2. Define LDAP Server

Skip this step if you did not select any of the options on the previous panel to
enable LDAP, and go to [‘Step VE1. Verify the install location and component|

lselection” on page 146

Enter the information for the LDAP server that you want to use:

Table 68. Define the LDAP server

Install information

Description

Default name /
option

Record your value
here

LDAP server type
(drop-down list of
available choices)

Select either
Standard LDAP" or
Active Directory
from the drop-down
list

Standard LDAP

number on the
LDAP server
machine

Host name Enter the host name |ldap://
of the LDAP server |ldapServer.ibm.com
machine

Port Enter the port 389

LDAP server
administration ID

Enter the LDAP
server administration
ID for LDAP on the

cn = root (default
for IBM Directory)
<adminld> (default

LDAP server for Active
machine Directory)
Password Enter the password | <password>
for the LDAP server
administration ID
Note:

1. Select Standard LDAP for IBM Directory or for Domino NAB.

Click Next to continue to the next window.
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Step LDAP3. Configure LDAP Server
Enter configuration information for the LDAP server

Table 69. Configure the LDAP server

Install information | Description Default name / Record your value
option here
Base distinguished | Refer to the LDAP o=ibm, c=US
name documentation for
information about
the base

distinguished name

User authentication | Refer to the LDAP cn
attribute documentation for
information about
the user
authentication
attribute

Search scope During search Subtree
operations against an
LDAP, search at one
level or in a subtree
fashion'

Referral Choose to Ignore or |Ignore
Follow a reference to
another LDAP
server?

Note:

1. See the LDAP documentation for more information

Click Next, and continue to the next step.

Step VEL1. Verify the install location and component selection

Verify that the installation information is correct. If any parameters are
incorrect, you can return to previous windows by using the Back buttons.
Click Next to complete the installation.

The Content Manager install program goes to work
The Start Copying Files window opens.

You will see a message that installation has been successful. Click Finish.
If you received a message during installation, you can view it in the Tog.txt

file in your %ICMRO0OT% directory. (Where %ICMROOT% is the directory where
Content Manager is installed.)
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First steps - verify the installation

After the installation of a Content Manager system administration client, the
First Steps launchpad appears. You can use it at that time, or you can come

back to it at any time by pressing Start —> IBM IBM Content Manager for
Multiplatforms V8.2 — First Steps.

The First Steps window opens:

1. Click View First Steps information to read the introduction to the First
Steps process.

2. Click Load Sample Data to store the samples into the Content Manager
database.

3. Click Work with Sample Data. The system administration client opens.
You can use it to see how Content Manager makes use of the new data
model to manage objects. Some examples of what you can do are as
follows:

a. You can open the item type Policy and go to the Attributes page:
* Attributes and attribute groups appear to the left
* You can see that Policy is the name of the item type
¢ Insured and VIN are child components of Policy
* Address is an attribute group

* Policy_Number shows you an attribute that is free of a child
component or an attribute group

b. You can explore the sample data for each object
You can create your own objects and add them to the sample data
d. You can delete users and re-create them

You can refer to the system administration client’s online help for assistance
on specific tasks.

Oracle - expanded information for installation panel fields

This section is provided to give more detail for the information that is added
to specific fields during the installation.

Location of the default configuration settings file
You can re-use an existing icmisdb.properties for the library server
(or icmrmdb.properties file for the resource manager) file as input to
the installation process. If no path is provided, values from a default
version of the file will be used by install. You can modify or accept
these values during the course of the installation. It is also possible to
have a custom-made icmlsdb.properties file for the library server (or
icmrmdb.properties file for the resource manager) for use in
deploying a new library server (or Resource Manager). However, this
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is not recommended due to the importance of the accuracy of the
information in the icmisdb.properties for the library server (or
icmrmdb.properties file for the resource manager) file.

Base directory for Oracle

This is the fully-qualified path under which all Oracle products can be
found. During your initial installation of the Oracle product, you were
asked for this value during Oracle product installation. This is the
ORACLE_BASE environment variable. For example, if you have
installed both Oracle Enterprise Edition and the Oracle Universal
Installer, you might have a directory tree similar to the following:

/opt/oracle/ ---> /opt/oracle/product/8.1.7

--> /opt/oracle/oui

In this example, /opt/oracle would be the value of your ORACLE_BASE
environment variable.

Oracle database server directory

This is the fully-qualified path to your Oracle Enterprise Edition
product directory. Under this directory is the Oracle database bin,
network, dbs, and other related directories. This is equivalent to your
ORACLE_HOME environment variable. In the example above, the
ORACLE_HOME value would be /opt/oracle/product/8.1.7

Oracle TNS Names file location

This is the fully-qualified path to the tnsnames.ora file in use for the
ORACLE_HOME environment variable that you specified in the previous
step. The value for this field is equivalent to your Oracle TNS_ADMIN
environment variable. The oracle user ID should have full access to
this TNS_ADMIN location. Additionally, this file must have write
permissions for the Oracle group so that the db2 instance user ID
(which must also be a member of the Oracle group) can update the
information for Content Manager.

Oracle NLS message files location

For most customers, this value should be
ORACLE_HOME/ocommon/n1s/admin/data. It is equivalent to your Oracle
ORA_NLS33 environment variable. This setting is intended primarily for
customers who have different installations of Oracle on the same
machine and utilize different language versions.

Oracle database server version

If you are using any version of Oracle 9.2.0.1 or higher, you should
select "9.2.0.1 or higher"”. If you are selecting any version of Oracle
8.1.7.4 or higher, but are not using Oracle 9i, you should select "8.1.7.4
or higher”. Note that Content Manager does not support Oracle
versions of 9i less than 9.2.0.1, nor any versions of 8i less than 8.1.7.4.
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Refer to Oracle’s Metalink website for any patchsets and related
installation instructions you may need to upgrade your Oracle system
prior to installing Content Manager.

Password (for Oracle SYS and SYSTEM)
This is the password that will be set for the Oracle-created accounts
SYS and SYSTEM. At database creation time, these two internal
accounts are set with the password value you provide here. As
indicated in Oracle security guidelines, you should differentiate the
password used for these accounts after database creation. Setting the
passwords provides additional security for the administration of your
Oracle database.

Library server database administration ID/Schema name
This will be the user ID used to administer your Content Manager
library server. In most cases, this will also be your Library server
schema name. Therefore, unless you specifically want to have your
library server schema ID separate from your library server
administrator ID, these two values will be the same (for example:
icmadmin).

DB2 instance owner ID
This is the user ID you created prior to installation of the DB2
product. It is the user ID that you specified during installation of DB2
as the DB2 instance user ID. It is also the user ID that you included in
the Oracle user ID group. As the user ID that owns a DB2 instance,
this user ID, by default, also has DB2 SYSADM privileges which are
needed to create a DB2 federated database that connects to your
Oracle data source.

Library server database location
This should be the fully-qualified path name of the location where
you want Oracle to store its internal database files. Additionally, this
directory will be used by the installation program to generate
intermediate files and database creation log files. It keeps a copy of
your icmlsdb.properties file for future use. If you will be installing
the library server application on an Oracle client machine, you should
use ftp to connect to this file to your Oracle client machine (to save
time and provide default values for the library server application
installation). If the directory provided in this field does not exist, the
installation program creates it for you. If you are using a directory
that already exists, you must ensure that it is owned by the Oracle
user ID and has write permissions for the Oracle user ID and Oracle

group.
Library server host name

This is the host-only name of the Oracle server on which your library
server database will be created. If you are installing a library server
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database, this will be the host name for the local Oracle server
machine. If you are installing the library server application, this will
be the host name for the Oracle server machine that already contains
your library server database.

Oracle listener name

For most Oracle installations, and the value provided by default
during an Oracle installation, you will never need to specify a value
other than LISTENER. If, however, you are certain that your
organization uses named listeners and you want to use a specific
listener, please enter that name in this field. You can check to see the
name of the current, active listener on your Oracle server by issuing
the following command:

Isnrct1 status

If the active listener is not the listener you wish to use, you can check
your 1istener.ora file on the Oracle server to determine which
available, named listener you wish to use. If you want to create a new
listener, the listener must be added to your listener.ora file before
beginning Content Manager installation.

For proper operation of Content Manager, the listener name you
specify in this field must be the active listener on your Oracle server
at all times.

Oracle protocol

In most cases, you should accept the default value of TCP/IP for the
Oracle communications protocol to be used. If you choose to select
another Oracle-supported protocol, you must verify that your Oracle
client/server environment is correctly configured for this protocol
using the Oracle TNSNAMES naming method and the Oracle Net8
database communications protocol.

Oracle listener port

Most Oracle installations use a default listener port of 1521. If you
know that the named listener you wish to use has a different protocol,
please specify that value here. You can verify this by referring to your
Oracle Tistener.ora file.

Oracle database administration ID

To maximize the security of your library server database and Oracle
system, it is good practice to choose a different value for this field
than the user ID and password that you provide for the library server
administrator user ID and password. This user ID owns the Oracle
database and tables and is created as an internal Oracle user only.
DB2 Relational Connect does not support the use of other Oracle
external authentication methods. Therefore, this user ID MUST remain
an internal, Oracle-authenticated user ID. Users can change the Oracle
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user ID associated with the library server database after installation
by running the Content Manager user mapping utility, icmsumap for
Sun platforms. However, you must ensure that the new user ID has
identical Oracle permissions to the previous user ID in use. You
should not change this value once Content Manager has been
installed, but instead change only the password associated with the
user, unless your organization’s security policy dictates otherwise.

Password (for Oracle database administration ID)

This value should not be the same value used for your library server
administrator password. This is to maximize the security of your
library server database and Oracle system.

Mirror directory

If you choose to use this Oracle mirroring option, it enables Oracle to
mirror the Oracle log files (useful for recovery purposes). Refer to
your Oracle server documentation for more information about
mirroring.

Resource manager database location

This should be the fully-qualified path name of the location where
you want Oracle to store its internal database files. Additionally, this
directory will be used by the installation program to generate
intermediate files and database creation log files. It keeps a copy of
your icmrmdb.properties file for future use. If you will be installing
the resource manager application on an Oracle client machine, you
should use ftp to connect to this file to your Oracle client machine (to
save time and provide default values for the library server application
installation). If the directory provided in this field does not exist, the
installation program creates it for you. If you are using a directory
that already exists, you must ensure that it is owned by the Oracle
user ID and has write permissions for the Oracle user ID and Oracle

group.

Resource manager host name

This is the host-only name of the Oracle server on which your
resource manager database will be created. If you are installing a
resource manager database, this will be the host name for the local
Oracle server machine. If you are installing the resource manager
application, this will be the host name for the Oracle server machine
that already contains your resource manager database.
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Chapter 11. Verifying a successful installation of Content
Manager on Windows

Use information in this section to verify a successful installation of Content
Manager on a Windows system:

“Verify library server database”]

“Verify library server access modules generated” on page 154|

“Verify that the library server monitor program is running” on page 155|

“Verify resource manager deployment” on page 155

“Verify resource manager Web application in a Web browser” on page 156|

“Verify resource manager database” on page 156

“Verify the installation by running Content Manager First Steps” on|

page 152]

Verify library server database

To verify that the library server is installed correctly:

__ 1. Open a DB2 command window (Start -> Programs -> DB2 ->

2.

Command Window)
Check database connection by typing;:
db2 connect to <icmnlsdb> user <icmadmin> using <password>

You should see output similar to the following:
Database Connection Information

Database server = DB2/NT 7.2.0
SQL authorization ID = ICMADMIN
Local database alias = ICMNLSDB

. Check database tables by typing:

db2 Tist tables

You should see several tables listed (around 100); some with names
starting with "FA" (29 tables) and some starting with "ICM" (109
tables). For Oracle: you will not see any tables with names starting with
"FA". You will only see tables with names starting with "ICM".

You can also check %ICMRO0OT%\1ogs\icmcrisdb.log and search for the
term SQLSTATE= to find error messages. A few of the SQLSTATE messages
are normal and you need to read the surrounding text to determine if
there may have been a problem. For example, you should expect to
find SQLSTATE=08003 messages in the log after the CONNECT RESET
commands.
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For Oracle only: Log files generated during Oracle database creation
will be in the "Library server database location” specified during install,
ending with the suffix .1og. Log files generated during DB2 database
creation will be in the %$TMP% directory, icmlscrdb.db2.10g.

If database creation fails, you should verify the values used in your
icmlsdb.properties file. For Oracle database creation, this file will be
located in the "Library server database location” specified during
installation. For DB2 database creation, this file will be located in the
%TMP% directory. If one of the values in the properties file is incorrect,
you can edit the file to correct the value. Once you are satisfied that the
properties file is correct, re-run the installation program and browse to
the directory where their properties file is located. You should also
verify your tnsnames.ora, Tistener.ora, and sqlnet.ora on your
Oracle server using the methods already described. The sqlnet.ora file
on the Oracle client machine should use the same settings described
earlier for the Oracle server.

Verify library server access modules generated

154

The access modules are used for CM item types. They are dynamically
generated using the C++ compiler.

Look for .dll files in $ICMRO0OT%\<db name>\d11. If you are using a shared
database with EIP, the dlls may be located at %$CMBROOT%\<db name>\d11
instead. (This does not apply for Oracle installations).

Troubleshooting

__ 1. If the dlls are not there, then your compiler environment
settings may not be set up correctly for CM. You may find
some .tx3 files in the <db name>\d11 directory instead which
will contain error messages.

2. Verity that you have moved (not copied) the Microsoft C++
environment variables from USER variables to SYSTEM
variables. See [“Microsoft Visual C++ compiler” on page 91| for
more information.

3. If you did not register the C++ environment variables during
the compiler installation, you can try to do it manually by
looking inside Microsoft Visual
Studio\VC98\bin\vcvars32.bat at the location where you have
installed the compiler. You can use vcvars32.bat to determine
what you should set your environment to.

4. For Oracle only: In the INCLUDE, LIB, and PATH variables,
make sure that DB2 information appears before any Oracle
information.
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Verify that the library server monitor program is running

To verify that the library server monitor is running, use the procedure for
[‘Running the library server monitor program” on page 498}

Verify resource manager deployment

To verify that the resource manager deployed correctly:

__ 1. Check that the <icmrm> web application and ICM_Server web
application server are listed. Note that icmrm is the default name and
will be different if you changed it during the install
__a. Open the Administrative Console from Start -> Programs ->

IBM WebSphere Application Server AE(s) V4.0 ->
Administrator’s Console.

b. Select Open a configuration file to edit with the console
Select the option - Enter full path to file on server - and enter
the path to the IDM_ICM.xm] configuration file located in your
Content Manager Common directory (e.g. C:\Program
Files\IBM\CMgmt)

d. On the left-hand topology pane, expand

+ WebSphere Administrative Domain
+ Nodes
+<hostname>
+Application Servers

to find the ICM_Server application server.

__e. Expand
+WebSphere Administrative Domain
+Nodes
+<hostname>

+Enterprise applications
to find the <icmrm> web application.

You should see the icmrm application server started. You should also
see the icmrm web application.

If this validation fails, your resource manager did not deploy correctly

and you will have to manually deploy the ICMRM Web application.

Instructions on how to do this on WAS AE can be found in i“Deployingl

and configuring the resource manager with WAS Advanced Edition|

(AE)” on page 496}

2. Open a DB2 command window (Start -> Programs -> DB2 ->
Command Window). Check RM processes are running by typing:

db2 1ist applications
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You should see output similar to the following:

Auth Id Application Appl. Application Id DB # of
Name Handle Name  Agents

RMADMIN java.exe 23  +LOCAL.DB2.020625001135 RMDB 1
RMADMIN java.exe 24 +LOCAL.DB2.020625001136 RMDB 1
RMADMIN  java.exe 25  *LOCAL.DB2.020625001137 RMDB 1

The three java.exe processes are related to RMDB

You can also check to see if the icmrm files have been copied to the
WAS directory, for example:

C:\WebSphere\AppServer\installedApps\icmrm.ear\

Verify resource manager Web application in a Web browser

To verify the resource manager Web application in a Web browser:

__ 1. Start your WebSphere Application Server if it is not already started.

For WAS AE
Start the IBM WS AdminServer 4.0 from the Services panel.

For WAS AES
Start the IBM WS Admin Server by running IDM_ICM_Start.bat
located in the CM installation directory (e.g. C:\Program
Files\IBM\CM81)

Open a web browser and type in the following web addresses:
http:/ /<hostname>/icmrm /snoop

You should see the snoop information returned using http which
should display network settings for your machine.

Now, enter the following web address for your secure (SSL) connection:
https:/ /<hostname>/icmrm /snoop

You should see the snoop information again using https which will test
your SSL connection.

More information about the SSL configuration is in the section f’Configura

[Secure Sockets Layer (SSL) for IBM HTTP server” on page 102}

Verify resource manager database

156

You can verify that the resource manager database is installed correctly as
follows:

1.

Open a DB2 command window (Start -> Programs -> DB2 ->
Command Window):

Check database connection by typing;:
db2 connect to <rmdb> user <rmadmin> using <password>
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You should see output similar to the following:
Database Connection Information

Database server = DB2/NT 7.2.0
SQL authorization ID = RMADMIN
Local database alias = RMDB

3. Check database tables by typing:
db2 Tist tables

You should see numerous tables listed

4. You can also check %ICMRO0OT%\1ogs\icmcrrmdb.1og and search for the
term SQLSTATE= to find error messages.

A few of the SQLSTATE messages are normal and you need to read the
surrounding text to determine if there may have been a problem. For
example, you should expect to find SQLSTATE=08003 messages in the log
after the CONNECT RESET commands.

Verify the installation by running Content Manager First Steps

Content Manager First Steps allows you to load sample data into the Content
Manager servers. You perform the First Steps procedures differently
depending whether you have all of the Content Manager components on one
system or if you have them installed on more than one system.

If you have all of the Content Manager components on one system, begin the
first steps process in the section: [“Running First Steps for a single Windowsq
fmachine Content Manager system”]

If you installed the Content Manager library server, and/or your resource
manager on another machine from your system administration client, use the
procedures for First Steps in the section: [“Running First Steps for a multiple|
imachine Content Manager system” on page 15|

Running First Steps for a single Windows machine Content Manager

Start the first steps here if you installed all of the Content Manager
components on a single Windows operating system machine:

__ 1. Click Start -> Programs -> IBM Content Manager for Multiplatforms
V8.2 -> First Steps

__ 2. C(lick on Load Sample Data.

An input panel appears. The following example shows the values you
should enter if you selected the default values during the installation
program:
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Library server database name: ICMNLSDB

Resource manager database name: RMDB
User Id: icmadmin
Password: password

Wait several minutes for the sample data to be loaded. An hour glass
pops up indicating the progress. When you see the hour glass
disappear, the sample data has been created. Check the following file to
see if the first steps program succeeded:

%ICMROOT%\BIN\FirstSteps\cm\icmcrsample.log

It should reflect the successful loading of the sample database and end
saying:
Datastore disconnected

3. Click on Work with Sample Data. This starts the System
administration client. (Alternatively, go to Start -> Programs -> IBM
Content Manager for Multiplatforms V8.2 -> System Administration).

___ 4. Continue with[“Validating the first steps” on page 159}

Running First Steps for a multiple machine Content Manager system
Start the first steps procedure here if you installed the Content Manager
components on more than one machine, even if the components are on
different operating systems:

1. Ensure administration client (installed on this Windows machine) is
configured to connect to a remote administration database.

2. Make sure that the library server database is already installed (either on
this local machine or on a remote database machine.

3. Make sure that the resource manager database is already installed
(either on this local machine or on a remote database machine.

4. Catalog the remote database(s) on the local client.

To catalog the database, run the DB2 Client Configuration Assistant and
follow the system prompts. (For example, to start the Configuration
Assistant on DB2 Version 8, click Start —> Programs —> IBM DB2 —
Set-up Tools —> Configuration Assistant.)

5. Configure the (ICMNLSDB) remote database for use with the Content
Manager Administration Client by clicking: Start -> Programs -> IBM
Content Manager for MultiPlatforms V8.2 -> Server Configuration
Utility
Enter the configuration information as follows:

Server type:
Content Manager

Server name:
ICMNLSDB
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Validating the first steps
__ 1. The System Administration Client logon panel should appear. Make

Schema name:
ICMADMIN

Host name:
<Host name>

Operating system:
<Operating system>

Port number:
50000 (Default DB2 port number)

Security options:
Server authentication (Default)

User ID:
icmadmin

Password:
<password>

Click on Load Sample Data. The following shows the values you
should enter if you selected the default values during the install:

Database name: ICMNLSDB
Database schema: ICMADMIN
User Id: icmadmin
Password: password

Wait several minutes for the sample data to be loaded. An hour glass
will pop-up indicating progress. Once you see the hour glass disappear
the sample data has been created.

. 4) Click on Work with Sample Data. This starts the System

administration client. Continue to the next section:|“Validating the first]

sure that Content Manager and the correct database are selected from
the drop-down lists. Log in with the DB2 administration ID you
specified for the Library Server database during the Content Manager
installation, for example: icmadmin.

Successful logon means that your communication between the Library
Server and the System Administration Client is working and also
indicates that the Library Server database has been created.

Verify the data was loaded by looking for the sample item type
definitions beginning with the prefix XYZ

. You can also check to see if content was loaded into the Resource

manager by looking for the RM staging and destaging directories. If
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you selected the default locations during CM install, you can look for
files in C:\LBOSDATA\00001\01 after running CM First Steps. The staging
directory is C:\STAGING.

If you get an error with First Steps, go through the previous verification
steps under [Chapter 11, “Verifying a successful installation of Content|
[Manager on Windows”, on page 153

The following sections cover Library server validation:

“Verify library server database” on page 153

“Verify library server access modules generated” on page 154|

The final three sections cover Resource manager validation:

“Verify resource manager deployment” on page 155

“Verify resource manager Web application in a Web browser” on|

page 156

“Verify resource manager database” on page 156|

If the following CM First Steps 'Load sample data” problem error
occurs

[1BM] [CLI Driver] CLIO123E SQL data type out of range.
SQLSTATE=HY004

Rerun usejdbc2.bat to ensure the JDBC upgrade from version 1 to 2:
__Step a. Run First Steps and click Remove Sample Data option
__Step b. Stop DB2 JDBC Applet Server service

__ Stepc. Run usejdbc2.bat located in SQLLIB\javal2 directory (e.g.
c:\program files\sqllib\javal2)

__Stepd. Restart DB2 JDBC Applet Server service
__Step e. Run First Steps and click "Load Sample Data’” option

__ Stepf. Check the icmcrsample.log (e.g. c:\program
files\ibm\cm81\bin\firststeps\cm) for the following lines:

Connecting to datastore...
Datastore connected.

Creating sample attributes...

Attribute XYZ_ClaimNumber was created successfully.
Attribute XYZ_DriversLic was created successfully.
Attribute XYZ_LicPlate was created successfully.
Attribute XYZ_PolicyNum was created successfully.
Attribute XYZ_ReportNum was created successfully.
Attribute XYZ_State was created successfully.
Attribute XYZ_VIN was created successfully.
Attribute XYZ_ZIPCode was created successfully.
Attribute XYZ_AdjustFName was created successfully.
Attribute XYZ_AdjustLName was created successfully.
Attribute XYZ _City was created successfully.
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Attribute
Attribute
Attribute
Attribute
Attribute
Attribute
Attribute
Attribute

XYZ_ClaimFName
XYZ_ClaimLName
XYZ_InsrdFName
XYZ_InsrdLName
XYZ_Street was

was created
was created
was created
was created
created suc

successfully.
successfully.
successfully.
successfully.

cessfully.

XYZ_Type was created successfully.

XYZ_AdjustDate was created successfully.

XYZ_IncDate was created successfully.

Creating sample item types...

Item type
Item type
Item type
Item type
Item type

XYZ_ClaimForm
XYZ_AdjReport
XYZ_PolReport
XYZ_InsPolicy
XYZ_AutoPhoto

was created
was created
was created
was created
was created

successfully.
successfully.
successfully.
successfully.
successfully.

Creating sample items...

DDO
DDO
DDO
DDO
DDO
DDO
DDO
DDO
DDO
DDO
DDO
DDO
DDO
DDO
DDO

> > > > > > > >

of
of
of
of
of
of
of
of
of
of
of
of
of
of
of

item
item
item
item
item
item
item
item
item
item
item
item
item
item
item

Disconnecting
Datastore disconnected.

type
type
type
type
type
type
type
type
type
type
type
type
type
type
type

from

XYZ_ClaimForm
XYZ_ClaimForm
XYZ_ClaimForm
XYZ_AdjReport
XYZ_AdjReport
XYZ_AdjReport
XYZ_PolReport
XYZ_PolReport
XYZ_PolReport
XYZ_InsPolicy
XYZ_InsPolicy
XYZ_InsPolicy
XYZ_AutoPhoto
XYZ_AutoPhoto
XYZ_AutoPhoto

datastore...

was
was
was
was
was
was
was
was
was
was
was
was
was
was
was

correctly for Oracle

created
created
created
created
created
created
created
created
created
created
created
created
created
created
created

Verifying that DB2 Universal Database Relational Connect is

successfully.
successfully.
successfully.
successfully.
successfully.
successfully.
successfully.
successfully.
successfully.
successfully.
successfully.
successfully.
successfully.
successfully.
successfully.

set up

After the software is installed, a user with SYSADM authority should check
the setup and create the federated database. The DB2 instance owner then
configures the server to access the Oracle data sources.

Checking the federated server setup
After the federated server is setup, you can avoid potential problems by

checking the following key setting:
* Ensure that the FEDERATED parameter is set to YES.

Checking for the wrapper library files
The link-edit scripts create the wrapper libraries in specific directories,

depending on the operating system. The following tables list the directory
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path for the library file names by data source. If the wrapper library file
appears in the directory, the link-edit was successful.

Oracle:
The directory paths and wrapper library file names for Oracle.

The wrapper library names for Oracle are:

Table 70. Oracle wrapper library names

Operating system on your Wrapper library names for Wrapper library names for

federated server SQLNET NETS8

AIX libdb2sqlnet.a libdb2net8.a
Solaris libdb2sqlnet.so libdb2net8.so
Windows NT and Windows db2sqlnet.dll db2net8.dll
2000

Checking the link-edit error message files
If the link-edit fails, there will be errors listed in the error message file in the

library directory. There may be an error message file in the library directory,
even if the link-edit is successful. You need to open the error message file to
determine if the link-edit failed. The link-edit error message file names are
listed in the following table.

Table 71. Link-edit error message file names by data source

Data source Error message file names

Oracle djxlinkOracle.out

Manually linking DB2 to the data source client libraries
The link script creates the wrapper libraries on the federated server for the

data source you are setting up. There are several reasons why the link might
fail when you setup the federated server:

* If the client software is not installed before the link-edit is attempted, then
the link-edit will fail. For example, if you do not install the Informix client
software before you install the DB2 server software, the link-edit will fail.
Likewise, if you do not install the Sybase Open Client software before you
install DB2 Relational Connect, the link-edit will fail. In these situations,
you will have to perform the link manually.

* Check to make sure the version of the data source client is supported. The
latest information is on the product Web sites. Check the DB2 Relational
Connect Web sitewww.ibm.com/software/data/db2/relconnect/. If the
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version of the data source client you have installed is not supported, the
link-edit will fail. You will have to install a client version that is supported
and then perform the link manually.

You need root authorization to run the link scripts. The quickest way to link
DB2 to the data source client libraries is:

__ 1. Install and configure the client software on the DB2 federated server (if
necessary).

__ 2. Use the product CDs and run the DB2 Relational Connect installation
again.

If you manually run a link script, you must issue the db2iupdt command on
each DB2 instance to enable federated access to the data sources.

Note: There is another script, the djx1ink script, that attempts to create a
wrapper library for every data source that DB2 for UNIX and Windows
supports. If you only have the client software for some of the data sources
installed, you will receive an error message for each of the missing data
sources when you issue the djxTink script.

Once the link is performed, check the permissions on the wrapper libraries
after they are created. Make sure that the libraries can be read and executed
by the DB2 instance owners.

Creating the federated database
After you setup the federated server, the DB2 instance owner creates a DB2

database on the federated server instance that will act as the federated
database.

You can create the database two ways:
¢ Through the DB2 Control Center
* Through the DB2 Command Center or DB2 command line processor (CLP).

The advantage of using the DB2 Control Center is that you do not have to key
in each statement and command. It is the easiest way to quickly create a
database.

The steps in this section assume that you are using the DB2 Command Center
or the command line processor (CLP) to create the database.

Prerequisites:

A federated server that is properly setup to access your data sources. This
includes the installation and configuration of any required software, such as:

* (Client software
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* DB2 Relational Connect

Restrictions:

You need SYSADM or SYSCTRL authority to create a DB2 database.
Procedure:

Create a DB2 database on the federated server instance that will act as the
federated database. For example:

CREATE DATABASE federated

This command:

* Initializes a new database.

* Creates the three initial table spaces.
* Created the system tables.

* Allocates the recovery log.

In a multi-node environment, this command affects all nodes that are listed in
the db2nodes.cfg file. The node from which this command is issued, becomes
the catalog node for the new database.

Adding Oracle data sources to a federated server
Configuring the federated server to access Oracle data sources involves

supplying the server with information about the Oracle data sources and
objects you want to access. You can configure access to Oracle data sources
two ways:

* Through the DB2 Control Center

* Through the DB2 Command Center or command line processor (CLP)

The advantage of using the DB2 Control Center is that you do not have to key
in each statement and command. It is the easiest way to quickly configure

access to Oracle data sources. There are a few configuration tasks that can not
be accomplished through the DB2 Control Center:

* Setting up and testing the Oracle client configuration file.

* Testing the connection to the Oracle server to validate the server definition
and user mappings.

* Adding or dropping column options.
The steps in this section assume that you are using the DB2 Command Center
or the command line processor (CLP) to configure access to Oracle data

sources.

Prerequisites:
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* A federated server and database that are setup to access Oracle data
sources.

* The Oracle client software installed and configured on the federated server.

¢ The proper variables setup. This includes: system environment variables,
db2dj.ini variables (UNIX only), and DB2 Profile Registry (db2set) variables.

The steps to accomplish these tasks are discussed in [“Before you begin tof
finstall IBM DB2 Universal Database” on page 88}

Procedure:

To add an Oracle data source to a federated server:

Set up and test the Oracle client configuration file.
Create the wrapper.

Create the server definition and set the server options.
Create the user mappings.

Test the connection to the Oracle server.

o0 ks whE

Create nicknames for Oracle tables and views.

These steps are explained in detail in this section. Operating system-specific
differences are noted where they occur.

Step 1: Set up and test a client configuration file: The client configuration
file is used to connect to Oracle databases, using the client libraries that are
installed on the federated server. This file specifies the location of each Oracle
database server and type of connection (protocol) for the database server. The
default name for the Oracle client configuration file is tnsnames.ora.

To set up the client configuration file, use the utility that comes with the
Oracle client software. See the installation documentation from Oracle for
more information about using this utility. Within the tnsnames.ora file, the
SID is the name of the Oracle instance, and the HOST is the host name where
the Oracle server is located.

The Windows directory in which the tnsnames.ora file is created is
%O0RACLE_HOME®%\NETWORK\ADMIN

Test the connection to ensure that the client software is able to connect to the
Oracle server. Use the Oracle sqlplus tool to test the connection.

Setting a different location for the tnsnames.ora file: If you decide to place the
tnsnames.ora file in a path other than the default search path, you must set
the TNS_ADMIN environment variable to specify the file location. To set this
environment variable:
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1. Edit the db2dj.ini file located in the sq11ib/cfg directory, and set the
TNS_ADMIN environment variable:

TNS_ADMIN=x:\path\tnsnames.ora

2. To ensure that the environment variable is set in the program, recycle
the DB2 instance. Issue the following commands to recycle the DB2
instance:

db2stop
db2start

Step 2: Create the wrapper: To specify the wrapper that will be used to
access Oracle data sources, use the CREATE WRAPPER statement. DB2
Relational Connect includes two wrappers for Oracle. To determine which
wrapper to use, consult the following:

For Oracle Version 7
Use the SQLNET wrapper.

For Oracle Version 8
Use the NET8 wrapper (recommended) or the SQLNET wrapper.

For Oracle Version 9
Use the NET8 wrapper (recommended) or the SQLNET wrapper.

Note: The SQLNET wrapper uses OCI 7 (Oracle Call Interface) API calls. The
NET8 wrapper uses OCI 8 API calls. If the Oracle 8 or Oracle 9 client is
installed, you will experience better performance and functionality by using
the NET8 wrapper. Additionally, the NET8 wrapper has LOB support. Because
the OCI 7 does not support LOB data types, the SQLNET wrapper does not
support Oracle LOB data types.

* The SQLNET wrapper maps Oracle LONG data types to DB2 for UNIX and
Windows LOB data types.

* The NET8 wrapper does not support Oracle LONG data types. It does map
Oracle LOB data types to DB2 for UNIX and Windows LOB data types.

The following example shows the CREATE WRAPPER statement for the NET8
wrapper:

CREATE WRAPPER NET8

Recommendation: Use the default wrapper names (SQLNET or NETS8). When
you create the wrapper using one of the default names, the federated server
automatically picks up the default library name associated with the wrapper.
If the wrapper name conflicts with an existing wrapper name in the federated
database, you can substitute the default wrapper name with a name you
choose. If you use a name that is different than one of the default names, you
must include the LIBRARY parameter in the CREATE WRAPPER statement.
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Suppose that you have a federated server running on AIX and you decide to
use a wrapper name that is not one of the default names. Examples of the
CREATE WRAPPER statements for SQLNET and NET8 are:

CREATE WRAPPER mywrapper LIBRARY 'libdbZsqlnet.a’

CREATE WRAPPER mywrapper LIBRARY 'libdbZnet8.a’

The wrapper library names for Oracle are:

For SQLNET
The wrapper library name is: db2sqlnet.d11

For NETS
The wrapper library name is: db2net8.d11

Step 3: Create the server definition: In the federated database, you must
define each Oracle server that you want to access. You create a server
definition using the CREATE SERVER statement. For example:

CREATE SERVER oraserver TYPE oracle VERSION 7.2 WRAPPER net8
OPTIONS (NODE 'paris_node')

oraserver
A name that you assign to the Oracle database server. This name must
be unique. Duplicate server names are not allowed.

TYPE oracle
Specifies the type of data source server to which you are configuring
access. The type parameter for the SQLNET and NET8 wrappers must be
oracle.

VERSION 7.2
The version of Oracle database server that you want to access. The
supported Oracle versions are 7.x, 8.x, and 9.x.

WRAPPER net8
The name you specified in the CREATE WRAPPER statement.

NODE ‘paris_node’
The name of the node where the Oracle database server resides.
Obtain the node name from the tnsnames.ora file.

Although the node name is specified as an option in the CREATE
SERVER statement, it is required for Oracle data sources.

Locating the node name: You must define the node name in the Oracle
tnsnames.ora file (see step 1). Although the node_name is specified as an
option in the CREATE SERVER statement, it is required for Oracle data
sources. This is an example of a tnsnames.ora file:
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ORA9I.SEEL =
(DESCRIPTION =
(ADDRESS_LIST =
(ADDRESS = (PROTOCOL = TCP) (HOST = somehost) (PORT = 1521)))
(CONNECT_DATA =
(SERVICE_NAME = ora9i.seel)))

The node value to use in the CREATE SERVER statement would be
ora9i.seel.

Optional: Set additional server options: When you create the server definition,
you can specify additional server options in the CREATE SERVER statement.
There are general server options and data source-specific server options.

DB2 assumes that all of the Oracle VARCHAR columns contain trailing
blanks. If you are certain that all VARCHAR columns in the Oracle database
do not contain trailing blanks, you can set a server option to specify that the
data source uses a non-blank padded VARCHAR comparison semantic. An
example of the CREATE SERVER statement with this server options is:

CREATE SERVER oraserver TYPE oracle VERSION 7.2 WRAPPER net8
OPTIONS (NODE ’paris_node', VARCHAR_NO_TRAILING BLANKS 'Y')

Use the VARCHAR_NO_TRAILING_BLANKS server option when all the
columns do not contain trailing blanks. If only ssome of the VARCHAR
columns do not contain trailing blanks, you can set an option on those specific
columns with the CREATE NICKNAME or ALTER NICKNAME statements.

After the server definition is created, use the ALTER SERVER statement to
add or drop server options.

Step 4: Create the user mappings: When you attempt to access an Oracle
server, the federated server must first establish a connection to the data
source. The federated server does this by using a valid user ID and password
to that data source. You must define an association between the federated
server user ID and password and the data source user ID and password. This
association must be created for each user ID that will be using the federated
system to send distributed requests. This association is called a user mapping.

Use the CREATE USER MAPPING statement to map the local user ID to the
Oracle server user ID and password; for example:

CREATE USER MAPPING FOR robert SERVER oraserver

OPTIONS (REMOTE_AUTHID 'rob', REMOTE_PASSWORD 'then4now')

robert  The local user ID that you are mapping to a user ID defined at an
Oracle server.
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SERVER oraserver
The name of the Oracle server that you defined in the CREATE
SERVER statement.

REMOTE_AUTHID ’rob’
Tthe user ID at the Oracle database server to which you are mapping
robert. This value is case sensitive unless you set the FOLD_ID server
option to "U’ or 'L’ in the CREATE SERVER statement.

REMOTE_PASSWORD 'then4now’
The password associated with rob’. This value is case sensitive unless
you set the FOLD_PW server option to "U’ or ‘'L” in the CREATE
SERVER statement.

You can use the DB2 special register USER to map the authorization ID of the
person issuing the CREATE USER MAPPING statement to the data source
authorization ID specified in the REMOTE_AUTHID user option. The
following is an example of the CREATE USER MAPPING statement which
includes the USER special register:

CREATE USER MAPPING FOR USER SERVER oraserver
OPTIONS (REMOTE_AUTHID 'rob', REMOTE_PASSWORD 'thendnow')

Restriction: The user ID at the Oracle data source must have been created
using the Oracle create user command with the “identified by’ clause, instead
of the “identified externally” clause.

Step 5: Test the connection to the Oracle server: Test the connection to the
Oracle server to ensure that you can establish a connection, using the server
definition and user mappings you defined. Open a pass-through session and
issue a SELECT statement against the Oracle system tables. For example:

SET PASSTHRU server_name

SELECT count(*) FROM sys.all tables
SET PASSTHRU RESET

If the SELECT returns a count, then your server definition and user mapping
are set up properly. If the SELECT returns an error, you might have to:

* Check the Oracle server to make sure that it is configured for incoming
connections.

¢ Check your user mapping to make sure that the settings for the
REMOTE_AUTHID and REMOTE_PASSWORD options are valid for
connections to the Oracle server.

* Check the Oracle client software on the DB2 federated server to make sure
that it is installed and configured correctly to connect to the Oracle server.
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* Check your DB2 federated variables to make sure that they are correct for
working with the Oracle server. This includes checking the system
environment variables, db2dj.ini variables, and the DB2 Profile Registry
(db2set) variable.

* Check your server definition and possibly drop it and create it again.

* Check your user mapping and possibly alter it or create another if
necessary.

Step 6: Create the nicknames for tables and views: The federated database
relies on catalog statistics for nicknamed objects to optimize query processing.
These statistics are gathered when you create a nickname for a data source
object using the CREATE NICKNAME statement. The federated database
verifies the presence of the object at the data source, and then attempts to
gather existing data source statistical data. Information useful to the optimizer
is read from the data source catalogs and put into the global catalog on the
federated server. Because some or all of the data source catalog information
might be used by the optimizer, update statistics (using the data source
command equivalent to RUNSTATS) at the data source before you create a
nickname.

For each Oracle server you defined, assign a nickname to each table or view
you want to access on those servers. You will use these nicknames, instead of
the names of the data source objects, when you query the Oracle servers.
Nicknames can be up to 128 characters in length.

The federated server will fold the Oracle server, schema, and table names to
uppercase unless you enclose them in double quotation marks (”). The
following example shows a CREATE NICKNAME statement:

CREATE NICKNAME PARISINV FOR oraserver.'france"."inventory"

PARISINV
A unique nickname used to identify the Oracle table or view.

Note: the nickname is a two-part name—the schema and the
nickname. If you omit the schema when creating the nickname, the
schema of the nickname will be the authorization ID of the user
creating the nickname.

”nong

oraserver." france"."inventory”
A three-part identifier for the remote object:

* oraserver is the name you assigned to the Oracle database server in
the CREATE SERVER statement.

* france is the name of the remote schema to which the table or view
belongs.
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* inventory is the name of the remote table or view that you want to
access.

Repeat this step for each Oracle table or view for which you want create
nicknames. When you create the nickname, DB2 will use the connection to
query the data source catalog. This query tests your connection to the data
source using the nickname. If the connection does not work, you will receive
an error message.

Tuning and troubleshooting the configuration to Oracle data sources
After you have set up the configuration to Oracle data sources, you may want

to modify the configuration to improve performance.

Connectivity problems: For each HOST in the DESCRIPTION section of the
tnsnames.ora file, you might need to update the hosts file. Whether you
update this file depends on how TCP/IP is configured on your network. Part
of the network must translate the remote host name specified in the
DESCRIPTION section in the tnsnames.ora file to an address. If your network
has a named server that recognizes the host name, you do not need to update
the TCP/IP hosts file. Otherwise, you need an entry for the remote host. See
your network administrator to determine how your network is configured. If
you need to update the hosts file, the file location depends on the federated
server operating system:

On Windows federated servers
Update the x:\winnt\system32\drivers\etc\hosts file.
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Chapter 12. Installing Enterprise Information Portal
components on Windows

This section explains how to install EIP components on Windows servers.

Before you install the administration database

Read this section before you install any administration database, including the
information mining database, and the Content Manager Version 8 connector,
or if you plan to add EIP tables to Content Manager Version 8 databases.

Sharing a Content Manager Version 8 database

Because EIP Version 8 and Content Manager Version 8 share common code,
you can share a Content Manager Version 8 library server database.

Restriction: If you plan to share the library server database, you must be sure
that the database was Unicode-enabled during installation and that the code
page is 1208. There are two ways to check whether the database meets the
requirements.

Use a DB2 command window (Start—»Programs-—>IBM DB2—Command

Window)
1. At the prompt, type db2 get db cfg for <Content Manager Version 8
database>

2. Check that the Database code page setting is 1208

Use the DB2 Control Center (Start—>Programs-—>IBM DB2—>Control
Center)

1. Highlight the Content Manager Version 8 database.
2. Right-click Configure. The Environment tab appears.
3. Check that the Database code page value is 1208.

If you plan to share a Content Manager Version 8 library server database, you
must know the user IDs that were defined when that specific Content
Manager Version 8 database was installed. This is required because the EIP
installation program uses the user ID to access the Content Manager Version 8
database, add the EIP tables and save the modified database.

The Content Manager Version 8 database must be on a local drive of the

server where you are installing EIP. You cannot add EIP tables to a Content
Manager Version 8 database that is accessed through a networked drive.

© Copyright IBM Corp. 1993, 2003 173



174

You must start DB2 on the server that contains the Content Manager Version 8
Library Server database you are sharing with EIP.

Because you are you are modifying an existing DB2 database, you must log
on to the server with a user ID and password that allows you to administer
DB2 databases.

You must define exactly the same Server name, Schema name, user 1D and
password that was used when the Content Manager Version 8 database was
created.

Are you installing an administration database and the Content Manager
Version 8 connector?

If you install the Content Manager Version 8 connector, you must
know the user IDs and passwords defined when the Content Manager
Version 8 database that you want to connect to was installed. You
must perform the following steps:

1. On the window labeled Identify Administration Database, you
must enter one administration user ID and one DB2 Connect user
ID. The administrator and the Connect user ID must be locally
defined. Requirement: If you are sharing a Content Manager
Version 8 library server, you must type the same administrator
user ID and the Connect user IDs defined when the Content
Manager database you are sharing was created.

2. On the window labeled Configure Federated Server Connection,
you must type the password associated with the DB2 Connect user
ID.

3. On the Configure Content Manager Version 8 connector window,
type the DB2 Connect user ID and password that was defined
when the Content Manager Version 8 library server database was
installed.

Are you installing an administration database but not the Content Manager
Version 8 connector?
See steps 1 and 2 in the previous section.

Are you sharing a Content Manager Version 8 database?
You must perform the following steps:

1. If you are sharing a Content Manager Version 8 library server, you must
type the same administrator user ID and the Connect user ID defined
when the Content Manager database you are sharing was created.

2. On the window labeled Configure Federated Server Connection, type the
DB2 Connect user ID and password that was defined when the Content
Manager Version 8 Library Server database was installed.
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3.

On the Configure Content Manager Version 8 connector window, type the
DB2 Connect user ID and password that was defined when the Content
Manager Version 8 library server database was installed.

Restriction! The Database connection user IDs (and all other values) you
define in steps 1, 2 and 3 of this section must be the same in each window.

Removing previous versions of EIP

The uninstall program removes the EIP components from previous versions.
The databases are not removed because they are stored in DB2. The EIP
uninstall program detects changes to *.INI and *.BAT files and prompts you
to decide if you want to make backup copies of these files.

1.

2.

6.

Click Start—>Programs-—»>IBM Enterprise Information Portal for
Multiplatforms—>Uninstall.

Select the language from the Choose Setup Language window, click OK,
then click Yes to start the component removal process.

To remove modified *.INI or *.BAT files from cmbroot, click Yes. If you
click No, the program prompts you to decide if you want to make backup
copies of the *.BAT and =.INI file. If you click Yes, the program stores the
backup files in cmbroot.

Click Yes or No and click Finish.

After you restart the workstation, copy backup *.INI or %.BAT files to a
temporary directory.

Delete the \CMBROOT directory.

EIP Windows installation quick start

1.

Insert the EIP Windows installation CD-ROM in the CD-ROM drive. If the
program begins automatically, select the appropriate language and click
Next. If the installation does not start automatically, navigate to the
CD-ROM drive, select the appropriate language directory and double-click
setup.exe.

Click Accept to accept the License Agreement. The Select Machine Type
Window appears.

Click a Machine Type and click Next.
* Client

* Server

* Development Workstation

Click Next to accept the default path and directory name for the EIP
product and for the configuration files, or change the path and name
information as required.

Click the appropriate components and subcomponents and click Next.

Chapter 12. Installing Enterprise Information Portal components on Windows 175



6. Depending on the components you install, and on your system plan, the
program displays various installation windows and prompts you to type
configuration information.

7. Click Finish and restart the server.

EIP installation windows

176

lists the common EIP installation windows you always see, in the
general sequence you see them, no matter which components you select.
When you install some components, such as the Information Center or IBM
Web Crawler, you see only the common installation windows.

When you install other components, you will see specific windows. |[Table 7
*

n page 177|lists the specific windows in alphabetical order. The installation
sequence and the windows you see varies, depending on the components you
install. For example, you will only see the Visuallnfo for AS/400 Network
Table Generation window if you select the CM for AS/400 connector.

Table 72. Common EIP installation windows

Common window Details

License Agreement See [“Software License Agreement” on page 179]
Select Machine Type See |“Select Machine Type” on page 179

Specify Destination See [“Specify Destination” on page 179}
Component Selection See [‘Component Selection” on page 180|

Specify RMI Host Name and See [“Specify RMI Host Name and Port Number” on|

Port Number |Eage 18§_ir

System Configuration See [“System Configuration” on page 180}
Start Copying Files See [“Start Copying Files” on page 183
Product Registration See [“Product Registration” on page 183]
Installation Complete See [“Installation Complete” on page 183
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Table 73. Specific EIP installation windows

Specific window

Description

Details

Catalog remote database

The values you define in this
panel enable communications
between the administration client
and a remote EIP database.

For information on
how to collect the
information
required to fill out
this window, see
‘Connecting th
administrationi
Client to a remote]
hdministration

Configure components for
LDAP

You use this window to enable
the administration database
and/or the administration client
to use LDAP information.

See
IComponents fo

LDAP” on page 183l

Configure Content Manager
V8 Server Connection

Only used when you install the
Content Manager Version 8
connector.

See |”C0nﬁgure|

Content Manager|

Configure federated server
connection

Only used when you install:

e the administration client
and/or

* any connector

Configure LDAP Server

Only used when you install:

* the common configurations on
an LDAP server and

* the federated connector and

* the Content Manager Version 8
connector and

* the administration or
Information Mining database

See |”C0nfigure|

LDAP Server” on|

page 183|

Define LDAP Server

Only used when you install:

* the common configurations on
an LDAP server and

* the federated connector and

¢ the Content Manager Version 8
connector and

¢ the administration or
Information Mining database

See |”Define LDAPI

[Server” on page 185}
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Table 73. Specific EIP installation windows (continued)

Specific window

Description

Details

Destination Path for Content
Manager V7 connector
C-APIs

Only used when you install the
Content Manager Version 7
connector.

See |”Destination

Path for Content]

Manager V7|

Connector C-APIs”|

|9n page 186l

Existing database

Only used when you install:

* The administration database
and/or Information Mining
feature and

* You share the EIP tables in a
Content Manager Version 8
Library Server database.

See |”Existing

[Database” on|

page 186|

Identify Administration
Database

Only used when you install an
administration or Information
Mining database.

Image Search Server/Client
Configuration

Only used when you select the
Image Search feature.

See |”Image SearcEI

Server /Client]

Configuration” on|

page 18§|

Install OnDemand?

Only used when you install the
OnDemand viewer.

Network Table Generation

Only used when you install the
Content Manager Version 7
connector. This window gives
you options to generate the
Content Manager Version 7
network table.

See |”Network Tabla

Generation (for]

Content Manager]

Network Table Generation

Only used when you install the
Content Manager Version 7
connector. The values you type
are copied to the Content
Manager Version 7 network table
(FRNROOT/FRNOLINT.TBL).

See |"Network Tabla

Generation (for|

Select administration
database options

Only used when you install a
new database or replace an
existing database.

See

|Administratio

Database Options”|

|9n page 190[
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Table 73. Specific EIP installation windows (continued)

Specific window Description Details
Select Version of Visuallnfo ~ Only used when you install the  See[*Select Version]
for AS/400 VisualInfo for AS/400 connector. |of Visuallnfo fo

AS/400” o

Server configuration utility Used to define port number,
database name and other
information about remote
databases.

Text Search Server/Client Only used when you select the  See
Configuration Text Search feature. Server/Client
Configuration” on|

page 190|

Upgrade OnDemand? Only used when you install the
OnDemand viewer and you have
an existing OnDemand client on

the server.
Visuallnfo for AS/400 Only used when you install the
Network Table Generation Visuallnfo for AS/400 connector.

You type the values that are part
of the Visuallnfo for AS/400
network table.

Common installation windows

This section describes the installation windows that you will see when you
install any EIP component.

Software License Agreement
Click Accept to accept the license agreement. Click Decline to end the

installation.

Select Machine Type
Click Client, Server or Development Workstation and click Next.

Server Configuration Utility
On this window, you enter the database name, server port number and other

information required to connect to a remote database.

Specify Destination

On this window, you can change the default installation paths and directory
names for the for CMBROOT and for CMgmt. CMBROOT contains the EIP program,
and CMgmt contains the common configuration files. The information you
define in this window is stored in the Windows environment system
variables.
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Type new information in one or both fields, or click Next to accept the default
path and file names.

Component Selection
On this window, you select the components to install. You can install all

components at the same time, or select individual components.

Specify RMI Host Name and Port Number
On this window, you define RMI host name and port number for an RMI

server and you can also define an RMI host name and port number for a
workflow or Information Mining RMI server.

If your system plan includes a master RMI server, type the host name of the
master server and the master server port number in the fields in the top half
of this window. The default host name is the local server name, and the
default port number is 1919. The RMI information is copied to
x:\<CMCOMMON>\cmbc1ient.ini. Tip: Ask the server administrator if you are
required to enter a fully-qualified master RMI server host name.

If your system plan includes a separate RMI server for workflow or
Information Mining, type the host name and port number for the workflow or
Information Mining RMI server in the fields in the bottom half of this
window. This RMI information is copied to x:\<CMBROOT>\cmbsvclient.ini

Tip: If your system plans include RMI, you must install and configure the
connectors on the RMI server in a separate step before the clients can use the
RMI server.

System Configuration
EIP Version 8 offers a new option that allows EIP components to access

remote system configuration files across a network or Web server.

For example, you can install the configuration files on a network server in
Chicago, install administration databases in the Seattle and San Francisco
offices, and an administration client in New York. All users would access their
required configuration files in Chicago through a network drive.

The selections you make on the System Configuration window define the
location of the system configuration files. The system configuration files are in
a directory named CMgmt. The files in CMgmt contain information used by the
administration client, connectors and other EIP components. For example, the
administration client needs the information stored in the configuration file
named cmbds.ini to connect to the administration database. Another
configuration file, cmbicmsrvs.ini, contains data required to catalog, connect
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to and search a Content Manager Version 8 server. The window also gives you
the option to point remote components to a data source file stored on an
LDAP server.

Restrictions

The configuration files do not have to be installed on the network or Web
server when you define the path, but the files must be installed before any
user can work with EIP. To install the configuration files on a network or
Web server, you can use the EIP installation CD-ROM, or, if you have
already installed configuration files on another server, you can copy the
CMgmt directory to the network or Web server.

Before remote EIP components can access and use configuration files on a
network server, you must configure the following properties:

— Set up sharing on the configuration file directories and subdirectories.
The configuration files that can be accessed across a network are
installed in CMgmt, and the subdirectories are admin, doc.

— Define user IDs and passwords for the remote users on the server where
you installed the shared configuration files.

— Be sure the user IDs and passwords have read/write privileges.
Read /write access is required because the clients and other components
update shared configuration files, including log files.

If you install the configuration files on a Web server, see the Web
administrator for information on configuring sharing and read /write
parameters for remote EIP users.

If you are installing the Information Center, you must select Local to install
the system configuration files. The Information Center files are installed in
CMgmt/infoctr. Users cannot access the Information Center through a
network or Web server.

If you plan to point remote users to data source configuration information
stored on an LDAP server, you must use a utility specific to your LDAP
product to install only the data source configuration file. See your LDAP
administrator for more information. The data source file is named
cmbds.ini.

The option to point remote users to a data source file stored on an LDAP
server is only selectable if:

— You are installing the Content Manager Version 8 connector and
— You are installing the federated connector by itself and/or

— You are installing the administration database, the Information Mining
database, or the administration client, because the federated connector is
always installed with those components.

This section describes the fields on the System Configuration window.
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Local

Remote

Click Local to install the configuration files on the local server. The
configuration files are installed in <CMgmt>, using the path and
directory name you defined in the Specify Destination window.

Click Remote and type the path where you installed, or plan to
install, the configuration files on a network server.

Tip: If you have already installed, or plan to install, Content Manager
Version 8, EIP can share the Content Manager configuration files
across a network. Click Remote and type in the path where you
installed or plan to install the Content Manager configuration files.

Web Server

Type the URL of the Web server where you installed, or plan to
install, the configuration files. The configuration files do not have to
be installed on the Web server when you type the URL, but they must
be installed before any user can work with EIP. Contact the Web
administrator to learn more about how remote EIP users can connect
to and update configuration files on a Web server.

Tip: If you have already installed, or plan to install, Content Manager
Version 8, EIP can share the Content Manager configuration files. Type
the URL where you installed or plan to install the Content Manager
Version 8 configuration files.

Use datasource configuration information stored on an LDAP server

Click this box to begin the process of defining and configuring LDAP
server information so you can later install the cmbds.ini configuration
file. You do not have to install an LDAP server to select this option.
But you must know specific information about the LDAP server. If
you click this box and press Next, the installation program displays
the Define LDAP Server and Configure LDAP Server windows. The
information you define on those two windows is stored in the
cmbcmenv.properties file for later use by the administration client and
other EIP components. Tip: if the installation program detects an
existing cmbcmenv.properties file, you cannot modify any of the fields
in Define LDAP Server and Configure LDAP Server windows

You install the configuration files on the LDAP server in a separate
step using an LDAP utility after you install EIP. For more information,
see the LDAP server documentation.

You see Define LDAP Server and Configure LDAP Server only if
you:

* Click LDAP server on the System Configuration window and

¢ Install the Content Manager Version 8 connector and

¢ Install the federated connector either by itself of as part of an
administration of Information Mining database
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Start Copying Files
This window shows all components that you selected for installation. Click

Next to begin installation, or click Back to change your component selections.
When you click Next, EIP displays multiple messages describing the
component installation status.

Product Registration
Type the information required to register EIP Version 8.2. Click Next to send

the registration to IBM, or click Exit to send the registration information at a
later time.

Installation Complete
Click Yes, I want to restart my computer now or No, I will restart my

computer later and click Finish.

Specific installation windows

This section describes the windows that are specific to some components, such
as the administration database. Depending on system design, you might see
some or all of these windows. Tip: The windows are described in alphabetical
order, because the sequence in which you see the windows depends on the
components you are installing.

Configure Components for LDAP
In this window, you can choose to enable the system administration database

and the client to use information imported from an LDAP server. Click
System administration database to enable the database for LDAP, and click
System administration client to enable the client to import users from an
LDAP server. You can select one or both options. If your system plan does not
include LDAP, click Next.

Configure LDAP Server
On this window, you define the LDAP Server Base distinguished name and

User authentication attributes. EIP stores the information from this window in
cmbcmenv. properties. Tip: You are not required to install, configure or start
any LDAP servers before you define the information required on this window.

Base distinguished name
Select IBM Secureway or Microsoft Active Directory. Type the base
distinguished name

Hostname
Type the LDAP server host name.

Port  Type the LDAP server port number.

LDAP administration ID
Type the LDAP administration user ID.

Password
Type the LDAP administration password.
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Configure Content Manager V8 Server Connection
On this window, you define the information required to connect to the

Content Manager Version 8 server. You only see this window if you install the
Content Manager Version 8 connector. When the administrator defines and
connects to a Content Manager Version 8 server, EIP uses the values you
define in this window to connect to the server. By default, EIP copies the
information from this window to cmbicmsrvs.ini and cmbicmenv.ini.

Database name
Type the Content Manager Version 8 database name. If you have
cataloged the database, type the alias name in this field.

Schema name
Type the schema name that was assigned to the Content Manager
Version 8 database when the database was installed.

Authentication type
If you leave the default setting of Server, then the Content Manager
Version 8 database user ID and password is sent to the Content
Manager Version 8 server for validation.

If you click Client, no validation is performed by DB2, and the user
ID you type to log in to your system allows connection to the Content
Manager Version 8 Library Server.

Restriction: when you log in to the client workstation, you must enter
a user ID that has DB2 connect privileges.

Database connection ID
You must type the same user ID and password that was defined as
the Database connection ID when the Content Manager Version 8
Library Server database was installed.

Enable sign-on
Click True to enable single sign-on, if required by your EIP system
plan.

Configure Federated Server Connection
On this window, you define the information required to connect an

administration client to the administration database. You see this window if
you choose any connector, or if you install the administration client. EIP
copies the information from this window to a configuration file named
cmbds.ini and cmbfedenv.ini.

Database name
Type the administration database name.

Schema name
Type the schema name that was assigned to the administration
database when the administration database was installed.
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Authentication type
If you leave the default setting of Server, then the administration
database user ID and password is sent to the administration database
for validation.

If you click Client, no validation is performed by the database, and
the user ID you type to log in to your system allows connection to the
administration database.

Restriction: When you log in to the client workstation, you must enter
a user ID that has DB2 connect privileges.

Database connection ID
Type the user ID and password that was defined when the
administration database was installed. The user ID and password
must be locally defined on the server.

Single sign-on enabled
Click to enable single sign-on, if required by your EIP system plan.

Catalog remote EIP database
Click if you want to define the remote server specifications that will
enable the administration client to connect to a remote database. The
remote database must be cataloged before you can connect to it. The
remote EIP database catalog option is only available if you install the
administration client but no local administration database.

Catalog remote database
For information on how to fill in the fields on this window, see f’Connectina

{the administration client to a remote administration database” on page 447}

Define LDAP Server
On this window, you define the LDAP server type, hostname, port and

authentication methods. EIP stores the information you type in this window
in cmbenv.properties.

Tip: You are not required to install, configure or start any LDAP servers
before you define the information required on this window.

LDAP server type
Select IBM Secureway or Microsoft Active Directory

Hostname
Type the LDAP server host name.

Port  Type the LDAP server port number.

LDAP administration ID
Type the LDAP administration user ID.
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Password
Type the LDAP administration password.

Destination Path for Content Manager V7 Connector C-APIs
On this window you specify the installation location for the APIs required by

the Content Manager Version 7 connector. Click Browse to change the default
path and file name.

Requirement: You must install the Content Manager Connector C-APIs on the
same server where you install the administration client.

Existing Database
You see this window only if you have reused the name of an EIP database or

you typed the name of a Content Manager Version 8 Library Server.

Replace the existing database?
If you click this option, DB2 drops the existing database and creates
an EIP database.

Tip: If you replace the existing database, the program prompts you
twice for confirmation.

Identify Administration Database
The installation program uses the information you enter on this window to

connect to DB2, list the databases on the server and compare the name you
define in the Database name field to existing databases on the server.

Tip: If you are sharing a Content Manager Version 8 database and want to
verify the Content Manager Version 8 database name, or to avoid duplicating
database names if you are installing a new EIP database, use DB2 Command
Line Processor to list the databases on the server. Click Start—>Programs-
—>IBM DB2 Command Line Processor and type LIST DATABASE DIRECTORY at
the db2 prompt.

If the program does detect a database with the same name, the program gives
you the option to overwrite the database. If you are adding EIP tables to a
Content Manager Version 8 database, do not overwrite the database. If the
program does not detect an existing database with the same name, you are
prompted to create a database. Follow the guidelines below when you define
the information that identifies the administration database:

Database name

Type the administration database name. Tip: To avoid potential
problems, do not use the special characters @, #, and $in a database
name if you intend to have a client remotely connect to a host
database. Also, because these characters are not common to all
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keyboards, do not use them if you plan to use the database in another
country. Unless otherwise specified, all names can include the
following characters:

* A through Z. When used in most names, characters A through Z
are converted from lowercase to uppercase.

* 0 through 9
* @, # %, and _ (underscore)

Unless otherwise specified, all names must begin with one of the
following characters:

* A through Z
e @ # and $

* If you are installing an administration or Information Mining
database, accept the default database name, or type the new name.

* If you are sharing a Content Manager Version 8 Library Server
database, type the Content Manager Version 8 Library Server
database name that was defined when the Library Server was
installed.

Schema name

* If you are installing an administration or Information Mining
database, you can accept the default name, which is the same name
as the Database administration ID default user ID, or change the
default schema name. Type the new database name in the Schema
name field. The schema name can contain up to eight letters, can
contain numerals, and will appear in capital letters.

* If you are sharing a Content Manager Version 8 database, type the
Content Manager Version 8 Library Server database schema name
that was defined when the Library Server was installed.

A schema is a collection of named objects. A schema also provides a
logical classification of objects in the database. A schema can contain
objects such as aliases, tables, views, indexes, triggers, distinct types,
functions, and packages. A schema can be implicitly created when an
object is created. The schema exists in the database as an object. If a
schema name is not specified, the first eight letters of the
authorization name of the creator of the object is used as the default.

Database administration ID
The user ID and password you define in this field is used only for
database creation and must be locally defined and must have DB2
administration privileges.
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Restriction: You must log in to the server with a user ID that has DB2
administration privileges before you can create the administration
database.

Database connection ID
The user ID and password you define in this field allows users to

connect to the administration database. The user ID must be locally
defined.

Image Search Server/Client Configuration
On this window, you define the Image Search server name, host name, Port

number and Library Server name. EIP uses the information to locate and
connect to the image search server.

Server name
Type the name of the Image Search server that was defined when the
server was installed.

Host Name
Type the host name of the Image Search server. Ask the server
administrator if you are required to enter a fully-qualified host name.

Port Number
Type the port number that was defined when the server was installed.

Library Server Name
Type the name of the Content Manager Version 7 Library Server
database that is associated with Image Search.

Install OnDemand?
Click Yes or No when the system prompts you to confirm OnDemand client

installation.

Network Table Generation (for Content Manager version 7 connector)
On this window, you click one of three options that specify information about

the Content Manager Version 7 network table. When the EIP administrator
defines a Content Manager Version 7 server, EIP uses the information in the
network table to connect to the Content Manager Version 7 server.

Tip: The Content Manager Version 7 connector network table
(x:\<FRNROOT>.FRNOLINT.TBL) and the CM for AS/400 connector network table
(x:\<CMBROOT>.FRNOLINT.TBL) are separate files that have identical names.

Generate a new network table
If you click this option and click Next, the installation program
displays a window where you enter the data required to generate
Frnolint.tb1. EIP stores the new network table in
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x:\<FRNROOT>\Frnolint.tb1, where x:\<FRNROOT> is the path defined
in the Destination Path for Content Manager V7 connector C-APIs
window.

Copy an existing network table
If you click this option, the EIP installation program assumes that:

* Frnolint.tbl is already located in the path specified on the
Destination Path for Content Manager V7 connector C-APIs
window and

* you want to use the existing Frnolint.tbl without regenerating it

Generate a network table later
If you click this option, EIP installation program assumes that you
plan to generate a Content Manager Version 7 network table after you
install EIP. To generate a network table later, you use the program
named frnnlinc.exe, which is installed in the path specified in the
Destination Path for Content Manager V7 Connector C-API’s window.
EIP stores the new network table in x:\<FRNROOT>\Frnolint.tb]1.

To use frnnlinc.exe:
1. Double-click frnnlinc.exe
2. Type 1 - Add Server Entry.

3. Answer prompts to define server location, server type, operating
system information and so forth.

Tip: You can also use frnnlinc.exe to Delete and Update Content
Manager Version 7 server information.

Network Table Generation (for Content Manager version 7 connector)
On this window, you define the stem type, Library Server name, Port number,

Host name and TP name associated with the Content Manager Version 7
library server you want to connect to.

Type Click NT, OS/2, AIX or MVS.

Server name
Type the name of the Content Manager Version 7 Library Server.

Port Number
Type the port number that was defined when the Content Manager
Version 7 Library Server was installed.

Host name
Type the host name for the server where the Content Manager Version
7 Library Server was installed.
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Select Administration Database Options
You see this window only if you are installing an EIP administration database

that does not reuse the name of an existing administration database and you
are not adding EIP tables to a Content Manager Version 8 database.

Database location
In the database location field, you specify the drive letter where the
database will be installed.

Restriction: You cannot install an administration database on a remote
network drive.

Enable Unicode
Click Enable Unicode if you are installing Information Mining, or an
administration database to which you plan to add Information Mining
tables.

Enable User Authentication from an LDAP server
Click this box to enable user authentication from an LDAP server.

Select Version of Visualinfo for AS/400
On this window, you specify the version of the Visuallnfo for AS/400 server

that you plan to connect to. Click Version 4.3 or Version 5.1.

Text Search Server/Client Configuration
On this window, you define the Text Search Server name, Server host name,

Server Port number. When the EIP administrator defines a text search server,
EIP uses the information to connect to the server.

User ID
Type the text search user ID.

Server name
Type the name of the text search server.

Server host name
Type the fully-qualified host name of the text search server.

Server port number
Type the port number assigned when the text search server was
installed.

Global setting
Click yes or No.

Visuallnfo for AS/400 Network Table Generation
On this window, you define the AS/400 Server name, Hostname and Port

number. The information you define is copied to x:\<CMBROOT>\frnolint.tb1,
where x:\<CMBROOT> is the path defined on the Specify Destination window.
Restriction: You must install the AS/400 network table on the same drive
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where you install the administration client. When the EIP administrator
defines an AS/400 server, EIP uses the information in fronlint.tb1 connect to
the AS/400 server.

Server Type the database name that you plan to connect to, for example,
FRNLS400.

Hostname
Type the host name or TCP/IP address of the VI/400 server.

Tip: Ask the VI/400 administrator if you are required to enter a fully
qualified Hostname.

Port  Type the port number that was used to install the server.

Upgrade OnDemand?
If the installation program detects an OnDemand client on the server, EIP

prompts you decide if you want to upgrade to upgrade to Version 7.1.0.2 of
the OnDemand client. Click Yes or No.

After you install EIP components on Windows

Refer to [“Configuring the components on Windows” on page 447] to configure
the EIP components.
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Chapter 13. Verifying a successful installation of
Enterprise Information Portal on Windows

Use information in this section to verify a successful installation of Enterprise
Information Portal on a Windows system. It includes the following
procedures:

* ['Verify system administration database and system administration client|
communication”|

* ["Verify Enterprise Information Portal system administration database” on|
age 194
* ["Verify connections by running low-level connection tests” on page 195|

* ["Verify the installation by running Enterprise Information Portal First]
Steps” on page 196

Verify system administration database and system administration client
communication

If the administration client and database are installed on the same server,
follow the steps in this section. If the administration client and database are
installed on the different Windows server, or if the database is installed on
AIX or Solaris, refer to [“Connecting the administration client to a remote|
ladministration database” on page 447|

Start the Enterprise Information Portal Administration Client on the Windows
system in one of two ways:

Start -> Programs -> Enterprise Information Portal V8.2 -> Administration
OR

Start -> Programs -> IBM Content Manager for Multiplatforms V8.2 ->
System Administration

The System Administration Client logon panel should appear. Make sure that
Enterprise Information Portal and the correct database are selected from the
drop-down lists.

Log in with icmadmin and password.

Successful logon means that your communication between the Enterprise
Information Portal system administration database and the system
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administration client is working. It also indicates that the Enterprise
Information Portal database has been created successfully (if applicable).

If you are sharing the Enterprise Information Portal database with a Content
Manager library server, a successful logon means that the shared database has
been configured correctly.

Once you are logged into the administration client, there is a drop-down in
the upper left part of the window that you can use to switch between the
interfaces for Content Manager and Enterprise Information Portal.

Test that you can see the Content Manager interface to ensure that the
Content Manager connection to the system administration client is still intact.

Verify Enterprise Information Portal system administration database

194

Verify that the system administration database is installed correctlyas follows:

__ 1. Open a DB2 command window (Start -> Programs -> DB2 ->

Command Window)
2. Check database connection by typing:

db2 connect to <icmnlsdb> user <icmadmin> using <password>

You should see output similar to the following:
Database Connection Information

Database server = DB2/NT 7.2.0
SQL authorization ID = ICMADMIN
Local database alias = ICMNLSDB

3. Check database tables by typing:
db2 list tables

You should see several tables listed (around 100); some with names
starting with "FA” (29 tables) and some starting with "ICM" (109
tables).

You should see several tables starting with XYZ (6 tables) added by
Content Manager First Steps.

If you did not choose to use and existing database during the
Enterprise Information Portal installation, you can also check
%CMBRO0T%\Togs\icmcrisdb.log and search for the term SQLSTATE= to
find error messages. A few of the SQLSTATE messages are normal and
you need to read the surrounding text to determine if there may have
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been a problem. For example, you should expect to
find SQLSTATE=08003 messages in the log after the CONNECT RESET

commands.

Verify connections by running low-level connection tests

To verify connectiona, open an Enterprise Information Portal development

window:

Start -> Programs -> Enterprise Information Portal for Multiplatforms V8.2

OR

Open a DOS command window and run cmbenv81.bat

1. Test federated connector:

cd %CMBROOT%\samples\java\fed
javac TConnectFed.java

java TConnectFed <icmnlsdb> <icmadmin> <password>

Expected output:
java TConnectFed icmnlsdb icmadmin password

**%x connecting to datastore : icmnlsdb
**x datastore connected *x*

user icmadmin dsName icmnlsdb
datastore disconnected

2. Test Content Manager v8 connector:

cd %CMBROOT%\samples\java\icm
javac SConnectDisconnectICM. java

java SConnectDisconnectICM <icmnlsdb> <icmadmin> <password>

Expected output:

java SConnectDisconnectICM icmnlsdb icmadmin password

IBM Enterprise Information Portal v8
Sample Program: SConnectDisconnectICM
Database: icmnlsdb

UserName: icmadmin

Connecting to datastore (Database 'icmnlsdb', UserName

"icmadmin')...

Connected to datastore (Database 'icmnlsdb', UserName

"icmadmin').

Disconnecting from datastore & destroying reference...
Disconnected from datastore & destroying reference.
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Verify the installation by running Enterprise Information Portal First Steps

196

Enterprise Information Portal First Steps allows you to load in sample data
into Enterprise Information Portal. You perform the First Steps procedures
differently depending whether you have all of the Enterprise Information
Portal components on one system or if you have them installed on more than
one system.

If you have all of the Enterprise Information Portal components on one
system, begin the first steps process in the section: [“Running First Steps with|
[Enterprise Information Portal components installed on a single machine’]

If you installed the Enterprise Information Portal system administration
database on another machine from your system administration client, use the
procedures for First Steps in the section: [“Running First Steps with Enterprisel
[[nformation Portal components installed on multiple machines”]

Running First Steps with Enterprise Information Portal components
installed on a single machine
Start the first steps here if you installed all of the Enterprise Information
Portal components on a single Windows operating system machine:
__ 1. Click Start -> Programs -> Enterprise Information Portal V8.2 -> EIP
First Steps
2. Click Load Sample Data. An input panel appears. The following
shows the values you should enter if you selected the default values
during the installation:

Database schema: ICMADMIN
User Id: icmadmin
Password: password

Wait several minutes for the sample databases (EIPSAMPL,
XYZSAMPL, IBMPRESS) and data to be loaded. A window will pop-up
with progress messages. Click OK once you see the message saying
that the sample database has been successfully created.

3. Click on Work with Sample Data. This will start the System
administration client.

___ 4. Continue with [“Validating the First Steps” on page 200|

Running First Steps with Enterprise Information Portal components
installed on multiple machines
Start the first steps procedure here if you installed the Enterprise Information
Portal components on more than one machine, even if the components are on
different operating systems:

__ 1. Ensure that the system administration client is configured to connect to
a remote system administration database.
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__ 2. Manually create three sample databases on a remote database machine
with a DB2 Admin user ID of icmadmin, and a password of password.
Create the databases as follows:

a.

Command:
EIP Database Install Script:

Click Start -> Programs -> Enterprise Information Portal
V8.2 -> Database Install

OR
c:\cmbroot\config\dbutil \eipcreatelsdb.bat

Database name:
EIPSAMPL

Replace existing database:
Yes

Database connection ID:
ICMCONCT

LS database administrator ID:
ICMADMIN

Schema name:
ICMADMIN

Database drive:
DB2 default

Path into which the library server was installed:
C:\Program Files\IBM\CM81

Enable Unicode support:
Yes

Enable text search support:
Yes

Token duration time in hours:
48

Host name:
None specified (Specify if database remote)

Port number:
None specified (Specify if database remote)

Node number:
None specified (Specify if database remote)
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Enable SSO support:
No

Server authentication:
Yes

Command:
DB2 Create Database Script:

DB2 CREATE DATABASE IBMPRESS
USING CODESET UTF-8 TERRITORY US COLLATE
USING SYSTEM

Database name: IBMPRESS

Command:
DB2 Create Database Script:

DB2 CREATE DATABASE XYZSAMPL USING
CODESET UTF-8 TERRITORY US COLLATE USING
SYSTEM
Database name: XYZSAMPL
__ 3. Catalog the remote databases on the local client:
__a. Run the DB2 Client Configuration Assistant:
db2cca
or

Start -> Programs -> IBM DB2 -> Client Configuration
Assistant
__Db. On the Client Configuration window: Click Add
c. On the Add Database Wizard window: click the Source tab,
select Search network, and click Next.
d. On the Add Database Wizard window: click the Database
nametab, then click Add System.

e. On the Add System window: Select Protocol and enter the host
name

f. On the Add Database Wizard window: click the Database
nametab, select database from remote system to catalog and
click Next.

__g. On the Add Database Wizard window: click the Alias tab,
change the database alias name if needed, then click Next.

__h. On the Add Database Wizard window: click the ODBC tab,
select register database for ODBC and As a system data source;
Click Finish.

__i. Confirmation -<Database name> panel: Click Test connection
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On the Connect to DB2 Database window: Enter the user ID and

password used to connect to the database and click OK.

__ k. Repeat steps through for each remote database.

4. Configure the EIPSAMPL remote database for use with the EIP system

administration client:

__a.

b.

Click Start -> Programs -> Enterprise Information Portal V8.2 ->
Server Configuration Utility.

Enter the following information:

Server type:
Enterprise Information Portal

Server name:
EIPSAMPL

Schema name:
ICMADMIN

Host name:
<Host name>
Operating system:
<Operating system>

Port number:
50000 (Default DB2 port number)

Security options:
Server authentication (Default)

User ID:
icmadmin

Password:
<password>

__ 5. C(lick Load Sample Data. The following shows the values you should
enter if you selected the default values during the install:

Database name: EIPSAMPL
Database schema: ICMADMIN
User Id: icmadmin
Password: password

Wait several minutes for the sample databases (EIPSAMPL,
XYZSAMPL, IBMPRESS) and sample data to be loaded. A window will
pop-up with progress messages. Click OK once you see the message

saying that the sample database has been successfully created and
loaded.

6. Click Work with Sample Data. This starts the system administration
client.
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__ 7. Continue with|“Validating the First Steps’]

Validating the First Steps

__1. Log into the System administration client. Select Enterprise
Information Portal and EIPSAMPL. Enter icmadmin and password.

2. First Steps should connect to your EIP sample database (EIPSAMPL) and
the samples should be loaded successfully.

3. Verity that the data was loaded
Defined servers (ex. EIPSAMPL, IBMPRESS, XYZSAMPL)
Search templates (ex. SearchLongBySource, SearchXYZClaimForms)

Federated entities (ex. fed_xyz_claimforms, fed_long_article)
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Chapter 14. Installing Content Manager eClient on
Windows

After you have verified your Enterprise Information Portal installation, you
can install the eClient.

If you are installing the eClient on the same machine that you installed
Enterprise Information Portal, you do not need to install any additional
prerequisites.

Before you install the eClient

Before you begin the installation process for the eClient, here are some things
to consider:

__* If you are using WebSphere Application Server (WAS) AES, stop any
server that is already running on WAS. For example, if the default server
is running, run stopServer.bat located in the /bin subdirectory of
WebSphere. If you do not stop, then restart the IBM HTTP server, the
eClient Web application cannot be installed correctly.

* If you are using WebSphere Application Server AE, make sure that the
WebSphere Application Server administration server (AE) is running
before starting the eClient installation.

* If you are using WebSphere Application Server 5, the application server

server 1 must be started. To start server 1, select Start -> Programs ->
IBM WebSphere -> Application Server v5.0 -> Start the Server.

Installing the eClient

To install the eClient on a Windows operating system:

__ 1. Insert the eClient CD into the CD drive. The launchpad starts
automatically. If the launchpad does not start automatically, execute
Taunchpad.bat from the launchpad directory.

2. In the launchpad, click Install to start the eClient installation program.

3. Follow the instructions in the installation windows. The default
directory for the eClient is C:\Program Files\IBM\CMeClient. If you are
connecting to Content Manager Version 8, the default local file location
of the data server list file is:

C:\Program Files\IBM\CMgmt\cmbicmsrvs.ini

4. After you install the eClient files, the installation program checks for
WebSphere. If the installation program detects WebSphere, you can
continue with the automatic configuration of the Web application for
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the eClient. You can choose to exit without automatically configuring
the application with WebSphere. If you choose to exit, the installation
program ends, and you need to manually deploy the eClient on your
Web application server.

5. Optional:If you choose not to perform the automatic configuration, you

can set up and configure the eClient as a Web application.

Validating the eClient installation

After you installed and configured the eClient as a Web application, you can
verify your installation and configuration following these steps:

1. Verify that the eClient application has been deployed successfully on your
WebSphere Application Server.

For WebSphere 4.0.5 AE and WebSphere 5

a.

Open the WebSphere Application Server Administrative
Console.

Verify that the eClient_Server Application Server was created
under Servers.

Verify that the IBM e(Client 82 Application is installed under
Enterprise Applications.

For WebSphere 4.0.5 AES

a.

Open the WebSphere Application Server Administrative
Console by clicking Start -> Programs -> IBM WebSphere
Application Server AE(s) V4.0 -> Administrator’s Console.

b. Select Open a configuration file to edit with the console.

C. Select the option, Enter full path to file on server, and enter the

path to the IDM_ICM.xml configuration file located in your
Content Manager Common directory (for example, C:\Program
Files\IBM\CMgmt).

In the left-hand topology frame, expand WebSphere
Administrative Domain -> Nodes -> hostname -> Application
Servers to find the ICM_Server application server.

Expand WebSphere Administrative Domain -> Nodes ->
hostname -> Enterprise applications to find the IBM eClient
82 Web application.

2. Start the eClient Web application, and point your browser to

http://hostname/Web application name/IDMInit

where

hostname

Name or IP address of the server machine
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Web application name

Name of the eClient Web application

IDMlInit

Initial connection servlet

An example of the eClient Web application address is
http://hostname/eClient82/IDMInit

If you installed the eClient correctly and the address is correct, the Logon
window should open.

If you configured the eClient correctly, you should be able to access the
content servers that you defined. The content servers that the eClient supports
include:

IBM Content Manager for Multiplatforms Version 7.1

IBM Content Manager for Multiplatforms Version 8.1

IBM Content Manager for Multiplatforms Version 8.2

IBM Content Manager OnDemand for Multiplatforms Version 7.1
IBM Content Manager OnDemand for OS/390 Version 2.1

IBM Content Manager OnDemand for OS/390 Version 7.1

IBM Content Manager OnDemand for iSeries Version 4.5

IBM Content Manager OnDemand for iSeries Version 5.1

IBM Content Manager ImagePlus for OS/390 Version 3.1

IBM Visuallnfo for AS/400 Version 4.3 or Version 5.1

Using the eClient with Content Manager or Enterprise Information Portal
First Steps

The following steps describe an example search you can run against the
sample data you loaded with Content Manager First Steps:

1. Enter your user ID and password. Change the Server in the drop-down
list to ICMNLSDB (CMS8), where ICMNLSDB is the name of your
Library server.

2. Click Logon.

3. Click on the Search button that appears in the eClient Home panel.
4. From the Item Type List, select XYZ_Auto Photo.
5

. In the XYZ_AdjustLName attribute search field, enter a * (asterisk) to
specify a wild card search.

6. Click Search and the search results will be displayed to you.
7. To view the associated image, click on the document icon for that item.

Chapter 14. Installing Content Manager eClient on Windows 203



204

The following steps describe an example search you can run against the
sample data you loaded with Enterprise Information Portal First Steps:

1. Enter your user ID and password.

2. Change the Server in the drop-down list to EIPSAMPL (FED). Click
Logon.

3. Click on the Search button that appears in the eClient Home window.
4. From the Templates listed, select SearchXYZClaimForms.

5. In the Last name search field, enter: Twain

6. Click Search and the search results will be displayed to you.
IMPORTANT: For IMPORT capability, you will need to modify the
IDM.properties file. Change the ImportEnabled value from False to True. You
need to make similar modifications for other capabilities such as check-in and

check-out, e-mail, re-indexing, create folder, etc. See the Installing, Configuring,
and Managing the eClient document for further details.
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Chapter 15. Installing the Content Manager Client for
Windows

This section provides the information for installing the Content Manager
Client for Windows. It is not necessary to uninstall an earlier version of the
Client for Windows program before you begin.

Before you begin

Before you begin the installation, meet with your system administrator to plan
for and obtain information that you need during the Client for Windows
installation. You need know where your Initialization (configuration) files will
be located. Decide on one of the following:

* On a remote http location:

* On a remote "mapped” network location:

* On this workstation (Local)

If the initialization files will be located on this workstation, you need to
understand /plan for information in the following two charts:

Initialization file information Record values here

Datastore alias name

DB2 user ID

DB2 password

DB2 schema name

Database location: remote or local.

Authentication: related to DB2 database
manager authentication. Choose Client or
Server.

Single sign-on: this option is only available
when you choose Client (above).

Remote database catalog information Record values here

Host name of database server

Port number (of the remote database)

Remote database name

Database node name
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Remote database catalog information

Record values here

The platform of the system (where the remote
database is located):

For more information about initialization (ini) files, see |Chapter 34

[‘Generating configuration files”, on page 515}

Beginning the installation

206

To begin the installation, complete the following steps:

1.

2.

Shut down any open Windows applications, including antivirus
software.

Insert the Client for Windows CD in your CD-ROM drive. If the
"Choose setup Language” window opens automatically, go to step El

If the "Choose setup Language” window does not open automatically,
start the setup program manually, for example:

a. Click Start — Run

b. Enter [x]:\setup.exe, where [x] is the designation of your CD
drive.

Select the language that you want to use during the installation
program. Here are some things that you need to consider when you
choose the language:

* When you choose the language to run during the installation
program, you can install the Client for Windows in another or
several other languages. For example: you can select French to start
the installation, then later in the installation, select to install the
English and German versions of the Client for Windows.

* The language that you choose to start the installation affects the
language that is used to install the DB2 runtime client. To select
another language for the DB2 runtime client, you need to uninstall
the runtime client, then reinstall it from the Client for Windows CD
and select the other language that you want to use.

Click OK.
When the Welcome window opens, click Next.

The Destination Folder window opens. To accept the default location
for installing the Client for Windows program, click Next.

If you want to install the Client for Windows program in a different
location, click Change, select the location that you want, then click
OK.

Note: If you have a previous version of the product on this
workstation, the installation program does not use that
location for the Client for Windows program. It is intended
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that you be able to have both a Version 8 and a Version 7.2
Client installed and operable (concurrently).

__ 6. The Setup Type Selection window opens. Select the type of installation

that you want to run:

Typical
This selection does not install all possible components. It
installs all components except for:

* Scanner support (a sub-component under Client
Application)

¢ Additional languages

« ODMA

Custom
To select specific components.

Click Next, and go to step if you choose Typical, or step

EI for Custom options.

7. You can choose from the following components in the Custom Setup
window:

Client Application
Install the Client Application to work with documents and
folders in the Content Manager system.

This component contains the Scanner support sub-component.
You must select it to install it.

Languages
Choose the languages that you want to have installed. You can
choose more than one language (for the Client for Windows
only).

ODMA
Install ODMA support if you want to be able to access
documents stored in a Content Manager system directly from
certain workstation applications.

Note about ODMA:
ODMA installs only in the same language that the
install program runs in. However, ODMA is not
translated into the following languages: Czech,
Danish, Dutch, Hebrew, Hungarian, Norwegian,
Polish, Russian, Slovakian, Sovenian, or Swedish.

When you install in one of these languages, you get
English ODMA. Only some internal messages will be
translated.
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8. The "Content Manager Initialization Files Location - Remote” window
opens.

Important
This is the point in the install that you need to refer to the
planning information that you prepared at the beginning of
this section.

If your initialization files are located (or will be located in the future)
on a remote http server, enter the URL address here, then click Next
and go to step

If your initialization files are not (or will not be) located on a remote
http server, leave it blank, then click Next.

9. The "Initialization Files Location - Local” window opens. Specify the
location of your local folder for the initialization files, then click Next.

10. Enter the requested information using the information you gathered at
the beginning of this section.

Hint: It is best if you have the correct information at this time. If you

do not have it, you have two options:

* You can skip entering the initialization information (by clicking the
Skip for now button), and continue with the installation. (You can
modify the initialization files later.)

* You can cancel the installation program and run it at a later time
when you have the information.

This is the recommended option.

11. When the Ready to Install window opens, click Install to begin
copying files to your workstation.

Validating the installation

Use the following steps to validate the Client for Windows installation:

_ 1. Launch the Client for Windows. Go to Start -> Programs -> IBM
Content Manager V8 -> Client for Windows

__ 2. Login to your Content Manager Library Server using the Client for
Windows.

sample data you loaded with CM First Steps:
1. Click on the Search button that appears in the Welcome panel.

2. From the Item Type drop-down list, select Auto Photo (Content
Manager V8 Sample Item Type).

3. In the Adjuster Last Name attribute search field, enter a * (asterisk) to

|
|
|
|
I
I
[ The following steps describe an example search you can run against the
|
I
|
|
|
| specify a wild card search.
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__ 4. Click OK and the search results will be displayed to you.
__ 5. To view the associated image, double-click on the item.
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Part 3. Installing Content Manager on an AlIX operating

system

This section contains information needed to install and configure the IBM
Content Manager and Enterprise Information Portal software on the AIX
operating system. The information in this section is based on the steps
identified using the Planning Assistant from the Start Here CD.

The prerequisite and installation details in this section are presented in the
required order of installation. All steps are presented as if each one is required
on this single workstation (for a single server configuration). In fact, you may
only need some of the steps, depending on your own configuration needs:

1.

Chapter 16, “Installing and updating prerequisite programs for AIX”, on|

page 213
Chapter 17, “Performing pre-installation steps on AIX”, on page 235

[Chapter 18, “Installing Content Manager components on AIX”, on page 245|

Chapter 19, “Verifying a successful installation of Content Manager on|
ATX”, on page 281]
[Chapter 20, “Installing Enterprise Information Portal components on AIX”)|

|on page 303

Chapter 21, “Verifying a successful installation of Enterprise Information|
Portal on AIX”, on page 315|

[Chapter 22, “Installing the Content Manager eClient on AIX”, on page 319
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Chapter 16. Installing and updating prerequisite programs

for AIX

This section has two sub-sections:

1. ["Verifying your software Prerequisites on AIX”|explains how to check the

level of a prerequisite that you already have installed on your system.

2. ['Installing or Updating Prerequisite programs” on page 215/ has detailed

instructions for how to install and configure the prerequisite programs that
are needed for your own planned configuration.

The steps that you need to perform are determined by the selections
that you make while you are using the "Planning Assistant” from the
Start Here CD.

The planning assistant produces output sheets (with checklists) for the
programs and components that you need to install for your selected
components.

The prerequisite programs included in this section are:

[“AIX operating system” on page 215|

[“IBM VisualAge C++ Professional Batch compiler” on page 216
[“IBM DB2 Universal Database” on page 217
[“Oracle database on an AIX system” on page 222|

“IBM DB2 Net Search Extender (NSE) and Text Information Extender]
(TIE)” on page 227
[“IBM WebSphere Application Server (WAS)” on page 228|

Verifying your software Prerequisites on AIX

Run the following verification checks to determine which of the prerequisites
you need to install or update. For those prerequisites that are either not
installed or at the expected level, use the next section (“Installing or Updating]

[Prerequisite programs” on page 215) to guide you through installing them.

Table 74. Basic prerequisite verification

Prerequisite How to check Expected value
1. AIX433ML9 + or oslevel -r 1. 4330-09 or higher
higher + APAR 1Y19277 2. 5100-01 or higher

2. AIX51ML1
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Table 74. Basic prerequisite verification (continued)

Prerequisite

How to check

Expected value

IBM VisualAge C++ Batch
Compiler ver. 5.0.2.0 On
AIX 5.1 you need ptfs
1Y18426 and 1Y23677.

Tslpp -1 | grep vacpp

level#: 5.0.2.0 or higher
Component examples:

vacpp.cmp.batch
vacpp.cmp.rte

Visual Age C++

Professional batch compiler

for AIX Version 5.0.2.0 or
higher

1sTpp -L vacpp.cmp.batch

Level: 5.0.2.0 or higher

DB2 UDB ver 8.1

1slpp -1 | grep db2

level#: 8.1.1.0 Component
examples:

db2_08_01.adt.rte
db2_08 01.das
db2_08 01.db2.rte

DB2 UDB Enterprise
Extended Edition Version
7.2 with Fixpack 7 or
higher

From the DB2 Command
Window: db2Tevel

Level needs to read
"SQL07025" or greater
with fixpack level of
"WR21306" or greater.

DB2 UDB Enterprise Server

Edition Version 8.1 with
Fixpack 1

From the DB2 Command
Window: db21evel

Level needs to read
SQL08010 or read "DB2
v8.1.1.27". The fixpack
information needs to read
"FixPak "1"" and list the
fixpack level, for example,
"s021124" is the fixpack
that had been available
November 24, 2002. For
Oracle, the fixpack level
must be S021110 or later.

DB2 Text Information
Extender v7.2 fp 1

Tslpp -1 | grep db2tie

level#: 7.2.0.1 Component
examples:
db2_07_01.db2tie

DB2 Net Search Extender
(required if you use DB2
Version 8.1)

From the DB2 Command
Window, start the text search

db2text start

db2textlevel

CTEO0350 Instance "DB2"
uses DB2 Net Search
Extender code release ”
tx9_81" with level
identifier” tx9_26a"

Tivoli Storage Manager API

Client Version 4.2.1

/opt/tivoli/tsm/
client/api/samprun

API Library Version =
42.1.0
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Table 74. Basic prerequisite verification (continued)

Prerequisite

How to check

Expected value

Tivoli Storage Manager
Server Version 4.2.1

Logon to the TSM Server
Administration web page:

http://<hostname>:1580

Where <hostname> is the
name of the TSM server.

The version appears on
the Web page. It should
say Version 4, Release2,
Levell.0

1. WebSphere AppServer
AE

2. WebSphere AppServer
AES - v4.0.5

grep "<version>"
/usr/WebSphere/AppServer

/properties/com/ibm

/websphere/product.xml

<version>4.0.5</version>u

Table 75. Prerequisite verification for Oracle

Prerequisite

How to check

Expected value

DB2 Relational Connect
Version 8.1 with fixpack 1

From a DB2 Command
Window: db2level

Level: s021110 or later

Oracle Version 8.1.7.4 or
Version 9.2.0.1

Connect to an existing Oracle

database: Squlplus
userID/user_password@
databasename.domainname

To check the version type:
select * from
product_component_version;

Oracle 8i Enterprise
Edition 8.1.7.4.0 PL/SQL
8.1.7.4.0 TNS for 32-bit
Windows: 8.1.7.4.0

Oracle 9i Enterprise
Edition 9.2.0.1 PL/SQL
9.2.0.1 TNS for 32-bit
Windows: 9.2.0.1

Installing or Updating Prerequisite programs

This section guides you through installing each of the prerequisite programs

for Content Manager.

The rule of thumb when installing the prerequisites is to always apply the
fixpacks after your base components are installed. For instance, if you are
missing the DB2 UDB Application Development Client from your DB2 install,
install this component first, then install the fixpack code. Otherwise, you will
need to install the fixpack code again after adding any new DB2 components.

AlX operating system

One of the following AIX operating systems is required for Content Manager,

Version 8 Release 2:

e AIX 4.3.3 with maintenance level 9 or later

* AIX 5.1 with maintenance level 1 or later
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Your system should already be at AIX 4.3.3 or AIX 5.1.
* To download maintenance level 9 for AIX 4.3.3, go to the following website:

http:/ /techsupport.services.ibm.com/server /mlfixes /43

* To download maintenance level 1 for AIX 5.1, go to the following website:

http: / /techsupport.services.ibm.com /server/aix.fdc51?|
togele=DNLDMIJ

Follow the Download and Install instructions provided at the AIX download
site. Reboot your system after you have installed the updates.

To validate that your system is at the correct level, re-run the oslevel
command:

oslevel -r

You should see the following output:
4330-09

IBM VisualAge C++ Professional Batch compiler

You must have IBM VisualAge C++ Professional Batch compiler, version
5.0.2.0 or later to run the Content Manager, Version 8 Release 2 library server.

Where to obtain the IBM Visual Age C++ compiler program program
Two possible methods for obtaining the IBM Visual Age C++ compiler

program are:
* You can work with your IBM sales representative to obtain it
* You can download a trial version of the program

You can download a 60 day try & buy version of the VisualAge C++ compiler
at the following location:

[http: / /www.ibm.com /software /ad /vacpp/|
__ 1. Select "VisualAge C++ Professional for AIX5.0, try it for 60 days!”
__ 2. Complete the registration information

To download fixes:
* either to get you to level 5.0.2.0
* or, for the ptfs IY18426 and IY23677 that are needed or AIX version 5.1

Go to the same vacpp website (repeated here):

[http:/ /www.ibm.com/software/ad /vacpp/|

and complete these steps:
__ 1. Select Downloads in the left panel.
__ 2. Limit you search by selecting;:

¢ platform/operating system: AIX

Planning and Installing Your Content Management System


http://techsupport.services.ibm.com/server/mlfixes/43
http://techsupport.services.ibm.com/server/aix.fdc51?toggle=DNLDML
http://techsupport.services.ibm.com/server/aix.fdc51?toggle=DNLDML
 http://www.ibm.com/software/ad/vacpp/
 http://www.ibm.com/software/ad/vacpp/

e version: 5.0

__ 3. In the Search entry field enter 5.0.2.0 or the ptf names to identify the
download packages for the fix you need.

How to install or upgrade IBM Visual Age C++ compiler
To install IBM Visual Age C++, follow the installation instructions that come

with the program code.

Use the System Management utility to install IBM VisualAge C++ software,
for example, you can use smitty:

* Select Software Installation and Maintenance
* Select Install and Update Software
* Select Install and Update from LATEST Available Software

* On the Install window, enter the directory which contains the IBM Visual
Age C++ code next to: * INPUT device/directory for software

* Check all the options on the "Install” screen and make sure all the values
are correct.

* Press enter and a confirmation dialog appears to ask you to confirm the
installation.

How to validate your IBM Visual Age C++ installation
To validate your IBM Visual Age C++ installation, re-run the Islpp command:

1sTpp -1 vacpp.cmp*

You should see the following output:

vacpp.cmp.C 5.0.2.0 COMMITTED VisualAge C++ C Compiler
vacpp.cmp.aix43.1ib 5.0.2.0 COMMITTED VisualAge C++ Libraries
for AIX 4.3

vacpp.cmp.batch 5.0.2.0 COMMITTED VisualAge C++ Batch Compiler
vacpp.cmp.core 5.0.2.0 COMMITTED VisualAge C++ Compiler
vacpp.cmp.extension 5.0.2.0 COMMITTED VisualAge C++ Extension Interface
vacpp.cmp.include 5.0.2.0 COMMITTED VisualAge C++ Compiler

Include Files
vacpp.cmp.incremental 5.0.2.0 COMMITTED VisualAge C++ Incremental

Compiler
vacpp.cmp.1ib 5.0.2.0 COMMITTED VisualAge C++ Libraries
vacpp.cmp.rte 5.0.2.0 COMMITTED VisualAge C++ Compiler

Application Runtime

vacpp.cmp.tools 5.0.2.0 COMMITTED VisualAge C++ Tools

IBM DB2 Universal Database

IBM DB2 Universal Database Enterprise Edition Version 7.2 OR Enterprise
Extended Edition Version 7.2.1. (or higher) is required for Content Manager
Version 8 Release 2 servers when you use DB2 for your server databases. IBM
DB2 Universal Database Enterprise Server Edition Version 8.1 is required
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when you use Oracle for your server databases. IBM DB2 Universal Database
Enterprise Server Edition Version 8.1 (at fixpack 1 code level) is included in
the Content Manager package.

If you are planning to use a DB2 database for your library server and resource
manager, continue with this section to install IBM DB2 Universal Database
Enterprise Server Edition Version 8.1 (included in the Content Manager
package).

If you are planning to use an Oracle database with your Content Manager
library server and resource manager, use the instructions for installing DB2
Universal Database and DB2 Relational Connect that are provided in the
section: [“Oracle database on an AIX system” on page 222}

Before you begin to install IBM DB2 Universal Database
Before you begin to install IBM DB2 Universal Database, complete the

following steps:

__ 1. Ensure that your machine has enough memory and disk space for your
installation. See the DB2 product documentation on the DB2 Online
Support Web site for the requirements at:

www.ibm.com /cgi-|
bin/db2www /data/db2/udb/winos2unix/support]
/v8pubs.d2w /en_main|

2. Make sure that you do not have a previous version of DB2 already
installed on the machine. If a previous version of DB2 is installed, you
need to migrate servers and instances, depending on the version
installed. In this case, do not follow these instructions. Instead, refer to
the DB2 product documentation on the DB2 Online Support Web site
at:

www.ibm.com /cgi-|
bin/db2www /data/db2/udb /winos2unix /support]
/v8pubs.d2w /en_main|

3. Your DB2 database server will reside on the same machine as
WebSphere Application Server. This configuration and the use of the
default settings documented in these instructions are appropriate only
for development and small production environments. For larger
environments where it is preferable to configure the DB2 server on a
remote machine, you must install and configure a DB2 client on the
same machine on which you install WebSphere Application Server and
verify the remote database connectivity. See the IBM Redbook,
WebSphere V3.5 Handbook, on the IBM Redbooks Web site at:

[www.redbooks.ibm.com/redbooks/SG246161.html|

for more information about implementing this configuration.
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Important: Install DB2 before installing WebSphere Application Server.

__ 4. The DB2 CD in the package may contain a compressed image. You may

have to untar it before you use it.

Installing IBM DB2 Universal Database
Perform the following steps to install DB2:

1.

10.

Ensure that you are logged into the machine with super user (root)
privileges.

Ensure that a CD-ROM drive is installed and configured on the
machine. If a CD-ROM drive is not installed or configured on the
machine, install and configure one according to the instructions
provided with the drive.

Insert the DB2 UDB V8.1 CD-ROM into the CD-ROM drive.

If necessary, use the mkdir command to create a mount point for the
CD-ROM. The following command creates a mount point at the
directory /cdrom; you can mount the CD-ROM at any location on the
machine’s local file system.

# mkdir /cdrom

The commands in these steps assume the CD-ROM is mounted at
/cdrom. If you mount the CD-ROM at a different location, use that
location when issuing commands.

Mount the CD-ROM drive by entering the following command:

# mount -o ro -v cdrfs /dev/cdnumber /cdrom

In this command, number is the CD-ROM number for your system,
usually O (zero). Note that this command assumes that the CD-ROM is
mounted at /cdrom.

Navigate to the /cdrom directory.

Start the DB2 installation by invoking the DB2 Setup Utility
(db2setup) as follows:

# ./db2setup

From the IBM DB2 Setup Launchpad (Welcome) window, you can
view installation prerequisites and the release notes. You may want to
review the installation prerequisites and release notes for late-breaking
information. Click Install Products to begin the installation.

The Setup window opens. Select DB2 UDB Enterprise ServerEdition,
then click Next.

Once you have initiated the installation, proceed by following the
setup program’s prompts.
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When prompted, select Typical as the installation type, to install all
DB2 components required to support Content Manager. You can take
most default options (unless you have specific requirements of your
own).

Online help is available to guide you through the remaining steps. To
invoke the online help, click Help or press F1. You can click Cancel at
any time to end the installation. DB2 files will only be copied to your
computer once you have clicked Finish on the last DB2 Setup wizard
installation panel.

11. Unmount the CD-ROM before removing it from the CD-ROM drive by
using the umount command, as follows:

# umount /cdrom

Steps to complete after installing DB2 and before installing Content
Manager
After you install DB2 perform the following steps for Content Manager:

__ 1. Ensure that the user named root is a member of the group set named
db2grp1 by performing the following steps:
__a. Invoke SMIT to change characteristics of a user by entering the
following command:
# smit chuser

The Change/Show Characteristics of a User dialog box opens.
b. In the User NAME field, type root and press Return.
c. In the GROUP SET field, ensure that the group db2grpl is

listed. If it is not, append it to the list of groups, and press

Return.
d. When the process is complete, exit from SMIT.

2. Create symbolic links from the home directory of the instance owner to
the DB2 installation directory by executing the db2ln script, as follows:

# /usr/opt/db2_08_01/cfg/db21n
3. Configure the user root to run the db2profile or db2cshrc at login:

 For the Korn shell (ksh), add the following text to the /.profile file of
root. Note the space between the period (.) and the first slash (/).

. /home/db2inst1/sql1ib/db2profile

* For the C shell (csh), add the following line to the /.cshrc file of
root:

source /home/db2inst1/sql11ib/db2cshrc

Log out then log back in for your changes to take effect.
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Configuring the database manager to use shared memory
Before starting DB2 on AIX you must configure the database manager to use

extended shared memory, as follows:

__1. Login as the DB2 instance owner, db2instl, by using the su command,
as follows:
# su - db2instl

When you log in as db2instl, the command prompt changes from the #
symbol to a dollar sign ($) to indicate a change in your login identity.

2. If this is the first time that you have logged in as the DB2 instance
owner, you could be prompted to change the password. Enter a new
password and press Return. DB2 requires a password of eight or fewer
characters.

3. When prompted, type the new password again and press Return.

4. Set the EXTSHM environment variable by entering the following
commands:

$ EXTSHM=ON
$ export EXTSHM
$ db2set DB2ENVLIST=EXTSHM

Ensure: that the EXTSHM environment variable is set each time you
start DB2. Do this by editing /home/db2inst1/sql1ib/profile.env and
add or modify the line:

DB2ENVLIST="EXTSHM'

Also add the following to /home/db2inst1/sqllib/userprofile:
export EXTSHM=ON

Validating the IBM DB2 Universal Database installation
To demonstrate that DB2 is functioning correctly, you can create a sample

database and compile and execute a Java application that accesses it. You can
see that the environment is set up correctly for DB2 and for IBM Java 2 SDK,
and that the JDBC provider is accessible from a Java application.

Perform the following steps to create the sample database and compile and
run the Java application:

__ 1. Ensure that you are logged in as the DB2 instance owner, db2inst1.

__ 2. Ensure that the DB2 environment has been set up correctly by using the
echo command to verify the value of the DB2INSTANCE environment
variable, as follows:

$ echo $DB2INSTANCE

The correct value returned is db2inst1.

Chapter 16. Installing and updating prerequisite programs for AIX 221



222

3. Ensure that the home directory of the instance owner, /home/db2inst1,
has write permissions.

4. Create the sample database by executing the db2sampl script, as
follows:

$ db2sampl

This process can take several minutes to complete.

5. Ensure that you are in the instance owner’s home directory,
/home/db2instl.

6. Compile an example Java application by using the javac command, as
follows:

$ javac -d . sqllib/samples/java/DB2Appl.java

The resulting class file is created in the local directory.

7. Start DB2 by using the db2start command, as follows:
§ db2start

8. Run the Java sample by using the java command, as follows:
$ java DB2App]

Correct output resembles the following;:

Retrieve some data from the database...
Received results:

empno= 000010 firstname= CHRISTINE
empno= 000020 firstname= MICHAEL
empno= 000030 firstname= SALLY

Update the database...
Changed 1 row.

For a final verification, type the command
# db2level

You should see data that is similar to the following:

DB210851 Instance "db2instl" uses DB2 code release "SQL08010"
with Tevel identifier "01010106".
Informational tokens are "DB2 v8.1.1.0", "s021023", "" and FixPak "0".
Product is installed at "/usr/opt/db2_08 01".
Oracle database on an AIX system

This section helps you set up the required prerequisite programs if you want
to access Oracle data sources for your library server. Depending on your
planned configuration, you will be installing the following software:

For the library server database component

* Oracle Enterprise server software, Version 8.1.7.4 OR Version 9.2.0.1
or later
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* IBM DB2 Universal Database Enterprise Server Edition Version 8.1
with fixpack 1 applied (s021110 or later)

* DB2 Relational Connect Version 8.1 with fixpack 1 applied (s021110
or later)

For the library server application component
If the library server application component is going to be installed on
the same machine as the library server database component:

* Oracle Enterprise server software, Version 8.1.7.4 OR Version 9.2.0.1
or later

e IBM DB2 Universal Database Enterprise Server Edition Version 8.1
with fixpack 1 applied (s021110 or later)

* DB2 Relational Connect Version 8.1 with fixpack 1 applied (s021110
or later)

If the library server database component is going to be installed on a
remote Oracle server machine from the library server application
component:

* Oracle Enterprise client software, Version 8.1.7.4 OR Version 9.2.0.1
or later

Before you begin to install the Oracle server or client software
Before you begin to install IBM DB2 Universal Database, ensure that your

machine has enough memory and disk space for the installation, and that you
meet all the requirements for the installation. See the following Oracle web
site for the platform-specific requirements:

[http:/ / technet.oracle.com|

Installing the Oracle server software for the library server database
component
To install Oracle Enterprise Edition server software, Version 8.1.7.4 OR Version

9.2.0.1 (or later):
1. Log on to the system as a user ID that has root authority.

2. Use the installation procedures in the documentation that comes with
the Oracle software for details on how to install the Oracle server
software.

Installing the Oracle client software for a remote library server
application component
To install Oracle Enterprise Edition client software, Version 8.1.7.4 OR Version

9.2.0.1 (or later):
1. Log on to the system as a user ID that has root authority.

2. Use the installation procedures in the documentation that comes with
the Oracle software for details on how to install the Oracle client
software. Become aware of any compatibility issues between different
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levels of Oracle client software and Oracle server software by
consulting Oracle documentation, the Oracle TechNet website, the
Oracle Metalink website, or Oracle customer service.

. To ensure that the client software is able to connect to the Oracle server,

use the Oracle sqlplus tool to connect to an existing database on the
Oracle server.

You should see the following fields in your sqlnet.ora file in your
ORACLE_HOME/NETWORK/ADMIN directory:

SQLNET.AUTHENTICATION_SERVICES=(NTS)
NAMES.DIRECTORY_PATH= (TSNAMES,ONAMES,HOSTNAME)

Before you begin to install IBM DB2 Universal Database
Before you begin to install IBM DB2 Universal Database, complete the

following steps:

__ 1. Ensure that your machine has enough memory and disk space for your

installation. See the DB2 product documentation on the DB2 Online
Support Web site for the requirements at:

www.ibm.com /cgi-|
bin/db2www /data/db2/udb/winos2unix/support
/v8pubs.d2w /en_main|

. Make sure that you do not have a previous version of DB2 already

installed on the machine. If a previous version of DB2 is installed, you
need to migrate servers and instances, depending on the version
installed. In this case, do not follow these instructions. Instead, refer to
the DB2 product documentation on the DB2 Online Support Web site
at:

www.ibm.com /cgi-|
bin/db2www /data/db2/udb /winos2unix/support]
/v8pubs.d2w /en_main|

. Your DB2 database server will reside on the same machine as

WebSphere Application Server. This configuration and the use of the
default settings documented in these instructions are appropriate only
for development and small production environments. For larger
environments where it is preferable to configure the DB2 server on a
remote machine, you must install and configure a DB2 client on the
same machine on which you install WebSphere Application Server and
verify the remote database connectivity. See the IBM Redbook,
WebSphere V3.5 Handbook, on the IBM Redbooks Web site at:

[www.redbooks.ibm.com /redbooks /SG246161.html|

for more information about implementing this configuration.

Important: Install DB2 before installing WebSphere Application Server.
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__ 4. The DB2 CD in the package may contain a compressed image for DB2
ESE and for DB2 Relational Connect. Your may have to untar it before
you use it.

Installing IBM DB2 Universal Database Enterprise Server Edition
To Install IBM DB2 Enterprise Server Edition:

1. Insert the DB2 UDB V8.1 CD-ROM into the CD-ROM drive.

__ 2. If necessary, use the mkdir command to create a mount point for the
CD-ROM. The following command creates a mount point at the
directory /cdrom; you can mount the CD-ROM at any location on the
machine’s local file system.

# mkdir /cdrom

The commands in these steps assume the CD-ROM is mounted at
/cdrom. If you mount the CD-ROM at a different location, use that
location when issuing commands.

3. Mount the CD-ROM drive by entering the following command:
# mount -0 ro -v cdrfs /dev/cdnumber /cdrom

In this command, number is the CD-ROM number for your system,
usually 0 (zero). Note that this command assumes that the CD-ROM is
mounted at /cdrom.

4. Navigate to the /cdrom directory.

5. Start the DB2 installation by invoking the DB2 Setup Utility (db2setup)
as follows:
# ./db2setup

6. From the IBM DB2 Setup Launchpad (Welcome) window, you can view
installation prerequisites and the release notes. You may want to review
the installation prerequisites and release notes for late-breaking
information. Click Install Products to begin the installation.

7. Proceed through the DB2 Setup Wizard installation panels and make
your selections.
Note: As part of the installation, do not create a DB2 instance. You will
create the instance when you install DB2 Relational Connect.
Installation help is available to guide you through the steps. To invoke
the installation help, click Help or press F1. You can click Cancel at any
time to end the installation.

8. Click Finish on the last DB2 Setup Wizard installation panel to copy the
DB?2 files to your system.
When you complete the installation, DB2 is installed in the following
directory:/usr/opt/db2_08_01
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Installing IBM DB2 Universal Database Relational Connect
After you install the client software and the DB2 server software, you need to

install DB2 Relational Connect, Version 8 on the DB2 server. DB2 Relational
Connect contains the software that you need to access Oracle data sources.

1.
2.

Log on to the system under a user ID that has root authority.

Close all open programs so that the installation program can update
files as required.

Insert the DB2 Relational Connect CD, and start the setup program to
install DB2 Relational Connect.

If necessary, use the mkdir command to create a mount point for the
CD-ROM. The following command creates a mount point at the
directory /cdrom; you can mount the CD-ROM at any location on the
machine’s local file system.

# mkdir /cdrom

The commands in these steps assume the CD-ROM is mounted at
/cdrom. If you mount the CD-ROM at a different location, use that
location when issuing commands.

Mount the CD-ROM drive by entering the following command:

# mount -o ro -v cdrfs /dev/cdnumber /cdrom

In this command, number is the CD-ROM number for your system,
usually 0 (zero). Note that this command assumes that the CD-ROM is
mounted at /cdrom.

Navigate to the /cdrom directory.

Start the DB2 Relational Connect installation by invoking the DB2
Setup Utility (db2setup) as follows:

# ./db2setup

The DB2 Relational Connect Setup Launchpad opens. From this
window review the installation prerequisites and release notes for
late-breaking setup information.

From the Select the features to install panel in the setup program,
choose Relational Connect for Oracle Data Sources. The set up will
require you to identify the local path where you installed the Oracle
client software.

The Relational Connect installation will update the
sql1ib/cfg/db2dj.ini file to set the ORACLE_HOME environment
variable. If you need to set the ORACLE_BASE and ORA_NLS
environment variables, you will need to set them manually.

The installation will also link DB2 to the Oracle client software.
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Caution: If you do not install the Oracle client software before you
run the DB2 Relational Connect installation, you will have to
manually set the environment variables and link DB2 to the client
software.

Installation help is available to guide you through the steps. To invoke
the installation help, click Help or press F1. You can click Cancel at
any time to end the installation.

10. As part of the installation:

* Create a DB2 instance on the federated server. This will set the DB2
database manager FEDERATED parameter to YES, which enables
the DB2 server to access the data sources.

* Specify the user authorities information for the instance.

11. Click Finish on the last setup installation panel to copy the DB2

Relational Connect files to your system.

When you complete the installation, DB2 Relational Connect is
installed in the same directory as the DB2 server software.

IBM DB2 Net Search Extender (NSE) and Text Information Extender (TIE)

The powerful text search capabilities of the DB2 Version 7 Text Information
Extender (TIE) are merged into the Net Search Extender (NSE) Version 8.
Notice that if you plan to use the (optional) text search feature of Content
Manager, you must install:

IBM Text Information Extender (TIE), Version 7.2 with IBM DB2 Enterprise
Edition Version 7.2 and Enterprise Extended Edition Version 7.2.1
OR

IBM Net Search Extender (NSE), Version 8 with IBM DB2 Enterprise Server
Edition, Version 8.1.

IBM Net Search Extender (NSE), Version 8 is provided in the package with
Content Manager, Version 8.2.

Installing IBM DB2 NSE
Refer to the installation instructions on the documentation CD supplied with

DB2 Net Search Extender (NSE).
NSE must be installed on the same workstation as the library server.
Validating the DB2 NSE installation

To verify proper NSE installation, make sure DB2 is started and execute the
following command to start DB2 NSE:

# db2start

# db2text start

You should see the following output:
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CTEOOOL Operation completed successfully.

IBM WebSphere Application Server (WAS)

IBM WebSphere Application Server, Version 5 is provided in this package with
Content ManagerVersion 8.2. It includes:

e IBM HTTP Server
* Java Development Kit (JDK)

Installing IBM WebSphere Application Server
Use this section to install IBM WebSphere Application Server:

__ 1. Go to the WebSphere 5.0 InfoCenter online documentation for your
configuration of the Application Server and in your language at:

[http:/ /www.ibm.com /software/webservers /appserv /infocenter. html|

__ 2. Under the section entitled "Version 5 InfoCenters:”, select your
language in the drop-down box next to Application Server for
distributed operating systems.

3. Expand Getting Started -> Installing WebSphere Application Server
-> Installing the product in the left navigation panel of the WebSphere
InfoCenter

4. Follow the instructions in the right panel for installing WebSphere as it
applies to your operating system.

Validate the installation
To validate the WebSphere installation, use the information under Getting

Started -> Installing WebSphere Application Server -> Using the
installation verification steps in the WebSphere InfoCenter (that you opened
during the installation steps above).

Installing MQSeries Workflow for AIX

You can install MQSeries for AIX Version 5.2 on any server that can run AIX
Version 4.2.

Installing MQSeries on AIX
Before you can install MQSeries for AIX you must create and mount a

/var/mgm file system, or /var/mam, /var/mqm/log, and /var/mgm/errors file
systems.

Allow a minimum of 30 MB of storage for /var/mgm, 2 MB of storage for
/var/mgm/errors, and 20 MB of storage for /var/mgm/1og if you choose to
create separate file systems.

To use SMIT for the installation,
* Log in to SMIT with root authority. From the shell, type: smit
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* Select the appropriate device appropriate for your installation using this
sequence of windows:

— Software Installation and Maintenance
— Install and Update Software
— Install and Update from LATEST Available Software

You can also use the alternative fast path command:
e smitty install_Tlatest

Press List to display the Single Select List window.

Select: /dev/cd® (CD-ROM Drive)Select Do to display the parameters for Install
Latest Level.

Press F4 to obtain a list of components to install.
Press Enter.

If you have a previous version of the product on your machine, change the
Auto Install prerequisite software to No and Overwrite existing version to
Yes.

Select Do to install the software.
Tip: if you want to verify as root, you must add Root to the mqm group

MQSeries AIX installation verification procedures
This section describes how to verify a local (standalone) installation, involving

no communication links to other MQSeries machines.

Follow the steps in this section to install and test a simple configuration of
one queue manager and one queue. In this process, you use sample
applications to put a message onto the queue and to read the message from
the queue.

1. Install MQSeries for AIX on the workstation (include the Base Server
component as a minimum).
2. Create a default queue manager (in this example called
venus.queue.manager):
a. At the command prompt in the window type: crtmgm -q
venus.queue.manager

b. Press Enter. Messages are displayed telling you that the queue
manager has been created, and that the default MQSeries objects have
been created.
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Tip: In prior releases of MQSeries, it was necessary to run a script file
called amgscoma.tst to define the MQSeries default objects. This step is
not required in this release of the product.

3. Start the default queue manager:
* Type strmgm and then press Enter:
* A message tells you when the queue manager starts.
4. To enable MQSC commands, type runmgsc and press Enter.

Tip: MQSC has started when the following message appears: Starting
MQSeries Commands. MSQC has no command prompt.

5. Define a local queue (in this example, called ORANGE.QUEUE):

* Type define gqlocal (orange.queue). and press Enter. Any text entered
in MQSC in lowercase is converted automatically to uppercase unless
you enclose it in single quotation marks. This means that if you create a
queue with the name orange.queue, you must refer to it in any
commands outside MQSC as ORANGE.QUEUE. The message MQSeries queue
created is displayed when the queue is created.

You have now defined a default queue manager called
venus.queue.manager and a queue called ORANGE.QUEUE.

6. To Stop MQSC, press Ctr1-D, or type end and press Enter. The following
message apears: Enter.

The following message is displayed:

* One MQSC commands read. No commands have a syntax error. All valid
MQSC commands were processed.

The command prompt is displayed again.

To test the queue and queue manager, use the samples amqsput (to put a
message on the queue) and amgsget (to get the message from the queue) as
described in the following steps.

1. Change to /usr/mgm/samp/bin

2. To put a message on the queue, type amgsput ORANGE.QUEUE and press
Enter.

The following message appears:
sample amqsputO start
target queue is ORANGE.QUEUE
3. Type any message text and press Enter two times.
The following message appears: Sample amgsput end

If required, change to /usr/mqm/samp/bin
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To get the message from the queue, type amgsget ORANGE.QUEUE. and press
Enter: The following occurs:

* The sample program starts

* your message is displayed

¢ the sample ends

* the command prompt is displayed again

The verification is complete.

Installing IBM MQSeries Workflow on AIX

Prerequisites:

1. AIX version 4.3 or higher;

2. IBM WebSphere MQSeries for AIX Version 5.3.0.1 or higheR;
3. IBM DB2 Universal Database for AIX Version 7.2 or higher.

Installing on AIX

Creating user ID and groups

1.

Log on as root.

2. Enter command mkgroup fmcgrp
3.
4. Verify that DB2 database administrator group db2iadml exists.

Verify that MQSeries Administrator mqm exists.

If it does not exist, check to see that you have installed DB2 correctly. If
your DB2 Administrator group has a different name, be careful to
substitute it whenever the default db2iadm] is mentioned.

Follow these steps to create an MQ Workflow Administration user. Note
that the MQ Workflow Administration user ID (for example, fmc) must
have MQSeries and DB2 administration rights. Use the following
command to create the user. The following example assumes the db2
instance is of the db2iadm1 group.

mkuser -a pgrp=fmcgrp groups=mgm,db2iadml fmc

Set the password for user fmc with the command: passwd fmc,
Alternatively, you can create the fmc user and the fmcgrp group using
SMIT.

Modify fmc’s login file to include locale information. For example: export
LANG=en_US. MQSeries Workflow runtime needs that locale information to
look up message bundles.

Establish the use of db2 environment in fmc’s profile. You can achieve this
by including in the fmc’s profile including the db2profile of the db2
instance which owns the MQSeries Workflow runtime database. For
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example, include the following in the fmc’s profile. The example assumes
the db2instl is the instance owner and db2instl is used for the MQSeries
Workflow runtime database.

export DB2INSTANCE=db2instl

if [ -e /home/$DB2INSTANCE/sq11ib/db2profile ];
then . /home/$DB2INSTANCE/sq11ib/db2profile fi

Installing MQSeries Workflow on AIX

The MQSeries Workflow runtime data will use /var/fmc by default. Depend
on usage, it would take about 100MB to 400MB of disk space. It is
recommended to check to see if the system has sufficient disk space before the
installation is attempted.

1. Log in to AIX as root.
2. Insert the MQ Workflow installation disk into the CD-Rom drive.
3. Mount the CD-Rom by entering the command:

Mount -oro -v cdrfs /dev/cd® /cdrom

4. Copy all the files in the WFInstall directory from the CD-Rom to a
temporary directory (for example, /tmp/WFInstall).

5. Specify the locale for this install as well as the following configuration
session. For example: export LANG=en_US.

6. Type: CMBWFAIXInstall.sh /cdrom to start installing the MQSeries
Workflow. Tips: If you choose smitty to install the MQSeries Workflow, do
not choose the fmcdefault (default configuration) package. Instead, always
follow the next section to prepare the MQSeries Workflow configuration
for the EIP workflow.

Configuring MQSeries Workflow in AIX:
1. While still logged on as root, find the CMBWFConfig.AIX.dat file and open
it for editing.
2. Update the MQCommunicationAddress entry to replace the localhost

with your machine name or IP address. For
example:MQCommunicationAddress=hayes.sv1.ibm.com

3. If the fmc is not using db2inst1, update the following entries to reflect
the proper db2 instance owner.

RTDB2Instance, RTDB2Locallnstance, RTDatabaseContainerDirectory
RTDatabaselocation, RTDatabaselLoglocation

4. The default queue manager for the MQ Workflow is listening to port
5010. Check the /etc/services to see if it is being taken. Update the
MQPort entry in the file to a different number if it's needed

5. Save the edited CMBWFConfig.AIX.dat file.
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6.

10.

Make sure to allow the fmc user to be able to read and run those EIP
configuration files as well as write configuration log file into this
directory.

Make sure there is no errors in the fmc user’s .profile as the configuration
script will su to fmc.

Run the CMBWFAIXConfig.sh under root. You will be prompted to enter
fmc’s password. This script will create the MQSeries Workflow FMC
configuration, create the MQSeries Workflow runtime database FMCDB,
create the FMCQM queue manager, create the EIP workflow queue, and
define the EIP workflow container data structures.

Tips: Find the MQSeries Workflow manual references to these MQSeries
Workflow utilities: fmczkcfg and fmczutil for usage details on how to
customize your MQSeries Workflow configuration. Note that the EIP is
default to work with only MQSeries Workflow FMC configuration and
FMCQM queue manager. Do not change these settings in your MQSeries
Workflow configuration.

Type dspmg. You should be able to see the FMCQM queue manager
registered on the system. For example:

QMNAME ( FMCQM) STATUS (Ended normally)
Type fmczkcfg -0=1. You should be able to see the MQSeries Workflow
FMC configuration registered on the system. For example:

- FMC33611I The following configurations are defined: FMC

The customization of MQSeries Workflow for the EIP workflow is now
completed.

Starting EIP Workflow on AIX: EIP Advanced workflow uses MQSeries
Workflow as the underlying workflow engine to deliver workflow
functionality. Therefore, starting EIP workflow includes steps to start the
MQSeries Workflow.

1.
2.

Log on as fmc

To start the MQSeries Workflow, type: CMBWFAIXStart.sh. You will see
console messages being reported while the MQSeries Workflow is starting
up.

You will be prompted to enter the EIP Administrator user id (i..e,
icmadmin) and password in order to start up the EIP collection points
monitor.

The EIP collection points monitor will report its startup status via the console.
You could modify the line where the CMBWFAIXStart.sh invokes the
cmbupes81.sh to give it the user id and password, so you will not be
prompted for user id and password next time you run the CMBWFAIXStart.sh
script. Type cmbupes81.sh ih to see possible options
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Tip: If you do not require the collection point functionality, enter ‘quit’ to
shutdown the UPES server. Shutting down the UPES server does not shut
down the MQSeries Workflow

Tip: You need to enable the WorkFlow Service option in the EIP System
Administration client before you could define EIP Workflow objects (such as
Workflow processes and actions) via the Administration client. After you
enable the Workflow Service in the EIP, it is important to keep in mind to
have the MQSeries Workflow running when you log on the System
Administration client. This is needed to keep the Workflow objects definitions
in sync between the EIP Administration database and the MQSeries Workflow
runtime database. Because the EIP System Administration client only runs on
the Windows platform, you would need to start the RMI server for the
federated connector and the RMI server for the workflow service on the AIX
system, and also modify the INI files on the Windows machine to enable the
EIP administration client to administer the EIP Administration database on the
AIX

Tip: The default MQSeries Workflow system administrator (not configuration
administrator) id is ADMIN with default password as "password”. You would
want to change it later for security reason. To do that, first start the MQSeries
Workflow and use the fmcautil utility to connect to the Workflow system to
change the password. After you have done that, be sure to modify the
CMBWEFAIXStart.sh to reflect your changes. Here are the steps:

1. fmcautil nu admin fp password
2. Select u, p to change your password and then exit the utility.
3. Update the CMBWEFAIXStart.sh. For example:
fmcxspea -y=$ConfigurationID -u=$RunTimeAdminID -p=myPassword -f &
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Chapter 17. Performing pre-installation steps on AIX

In addition to installing all the necessary prerequisites, you need to complete
the following tasks before installing Content Manager and Enterprise
Information Portal:

« ["Confirm the correct version of Java”

* [“Create user IDs”

* [‘'Update the .profiles for the new user IDs” on page 237|

* ["Update the DB2 instance profile.env file” on page 237

* ['Create a userprofile file for Content Manager environment settings” on|
age 237

* [‘Configure Secure Sockets Layer (SSL) for IBM HTTP server” on page 237
* [‘Create a staging directory for the resource manager” on page 243

* [“Establish the database environment” on page 243|

If you had a previous installation of the Content Manager V8 software, be
sure to uninstall the product(s) and clean up your environment. Some product
files such as configuration files and the databases are purposely left behind
after uninstalling. This may affect the success of your installation.

Confirm the correct version of Java

To confirm that you have the correct version of Java, execute the command:
# java -version

Make sure that the java version 1.3.0 or later is used.
java version "1.3.0"

Create user IDs

You need to create three user IDs to use with Content Manager and Enterprise
Information Portal, as follows:

 Library server "administration” user ID (such as icmadmin) if you are
installing a library server on this workstation. This user ID must be part of
the DB2 Admin group.

* "Database connection” user ID (such as icmconct) if you are installing a
library server on this workstation. (This should be a regular user ID with
normal privileges, not part of the DB2 Admin group.)
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* Resource manager "administration” user ID (such as rmadmin) if you are
installing a resource manager on this workstation. This user ID must be
part of the DB2 Admin group.

The icmadmin user ID and the rmadmin user ID need to be part of the DB2
Admin group. Follow these steps to create each user as part of the db2
administration server group named db2iadm1 (that is, the same group used

for your db2 instance):

1. Create the user IDs:

# mkuser pgrp=db2iadml groups=staff,db2iadml icmadmin#
mkuser pgrp=db2iadml groups=staff,db2iadml rmadmin#

mkuser icmconct

2. Assign initial passwords. You can set the initial password value to

whatever you want (for example: "firstone”. The first login will prompt
you to change the password).

# passwd icmadmin#

passwd rmadmin#
passwd icmconct

# login icmadmin#

login rmadmin#
login icmconct

3. Perform initial login. You are prompted to change the password.

Very important: You need to remember these user IDs and their passwords
for entry during the installation. We remind you about them during the
installation (at the time that you need to enter them). You can record their

names here:

Table 76. Administration and connection IDs

Default name / information

Record your value here

Library server database
administration 1D

icmadmin

Library server database
administration ID
password

Database connection ID

icmconct

Database connection 1D
password

Resource manager
database administration
1D

rmadmin

Resource manager
database administration
ID password
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Update the .profiles for the new user IDs

Add the following line to /home/icmadmin/ .profile and
/home/rmadmin/.profile files:

. /home/db2inst1/sql11ib/db2profile

Note the space between the period (.) and the first slash (/). This will
establish the DB2 environment associate the users with the db2instl DB2
instance.

Update the DB2 instance profile.env file

If the data is not already in the file, add the following lines to the
/home/db2inst1/sq11ib/profile.env file:
DBZ2ENVLIST="LIBPATH ICMROOT ICMDLL ICMCOMP EXTSHM CMCOMMON'

DB2COMM="tcpip'
DB2AUTOSTART="TRUE'

Create a userprofile file for Content Manager environment settings

Create a file or update the file called:/home/db2inst1/sql11ib/userprofile to
contain the following data:

ICMROOT=/usr/Tpp/icm

ICMDLL=/home/db2fencl

ICMCOMP=/usr/vacpp/bin

CMCOMMON=/usr/1pp/cmb/cmgmt

EXTSHM=0N

PATH=$PATH: $ICMROOT/bin/DB2
LIBPATH=$ICMROOT/1ib:$ICMROOT/inso: $LIBPATH

DB2INSTANCE=db2instl

export ICMROOT ICMDLL ICMCOMP CMCOMMON EXTSHM PATH LIBPATH DB2INSTANCE

Do not modify /home/db2inst1/sq11ib/db2profile, since this file can be
overwritten by the application of a DB2 fixpack. Instead, put any necessary
modifications in userprofile. When db2profile is invoked, it runs userprofile.
When it runs userprofile, it causes all settings added to it to be set for users
in db2profile. This action establishes the DB2 environment with db2profile.

Configure Secure Sockets Layer (SSL) for IBM HTTP server

If you installed WebSphere on this workstation, you need configure Secure
Sockets Layer (SSL) for IBM HTTP Server.

This section explains how to configure Secure Sockets Layer (SSL) for IBM

HTTP Server on an AIX server to establish secure connections. The resource
manager, which requires a web server such as IBM HTTP Server, requires SSL
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in order to fully communicate with the system administration client. It is
important that you follow these instructions very carefully.

Once configured for SSL, you need to enable both http and https access for
the resource manager.

See the IBM HTTP Server documentation for the most recent and complete
details.

Overview of Secure Sockets Layer (SSL)

Secure Sockets Layer (SSL) is an encryption system used on servers to ensure
that data transferred between a client and a server remains secure and private.

For a server and client to use SSL for secure communications, the server must
have two things:

Key pair
A Key pair consists of public and private keys. The keys are used for
encryption and decrypting of messages to ensure privacy and
confidentiality in transmissions across the internet.

Certificate
The certificates is used for authentication or verification of identity. A
certificate can be either self-signed certificate or an issued certificate:

Self-signed
A certificate that you create for your own private Web
network

Issued Provided (issued) to you by a certificate authority (CA) or by a
certificate signer.

SSL uses a security handshake to initiate a secure connection between the
client and the server. During the handshake, the client and server agree on the
keys they will use for the session and the method for encryption. The client
authenticates the server using the server certificate.

After the handshake, SSL is used to encrypt and decrypt all of the information
in both the HTTPS (a unique protocol that combines SSL and HTTP) request
and the server response, including:

* The URL that the client is requesting

* The contents of any form being submitted

* Access authorization information (like user names and passwords)
* All data sent between the client and the server
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Configuring secure connections

To have a secure network connection, you will need to complete the following
four procedures:

1.

3.
4.

Create a new key database (if one does not already exist) and a key.

Receive a server certificate from a certificate authority or create a
self-signed server certificate using the IBM Key Management Utility
(IKEYMAN).

Set up SSL using the IBM Administration Server.

Test the server installation and configuration.

Creating a new key database

A key database is a file that the server uses to store one or more key pairs
and certificates. You can use one key database for all your key pairs and
certificates, or create multiple databases. You can create a new key database or
you can use an existing key database. If you want to use an existing key
database, you can go on to[’Creating a self-signed certificate” on page 240}

If you want to create a new key database, continue below.

To create a new key database:

__ 1. Start by creating a directory to store the keys database files:

# mkdir /usr/HTTPServer/keys

This directory must pre-exist when you actually create the files.
Enter ikeyman on the command line to start the Key Management
utility .

Click Key Database File —> New.

In the New window that opens:

a. Enter your key database name in the File name field (for example:
key.kdb)

b. Enter the path to the keys folder (that you created in step [L) in the
Location field

c. Click OK

When the Password Prompt window opens:

a. Create a password. (A minimum of six characters is required.)
b. Confirm the password.

C. Very important: Select the Stash the password to a file check
box.

d. Click OK.

Password Strength guidelines:
You can see the strength of the password change by the number
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of key symbols that appear (up to five keys).You can see five
keys appear after you enter a complicated key with mixed-case
alpha-numeric characters that include special characters, such
as the following example: MickeyMouse43@#0243

__ 6. An information window opens to tell you that the password has been
encrypted and saved. Click OK.

__ 7. Close the IBM Key Management window (Key Database File — Exit).

Creating a self-signed certificate

Use IKEYMAN to create a self-signed server certificate to enable SSL sessions
between clients and the server. Use this procedure if you are acting as your
own CA for a private Web network.

1. Enter ikeyman on the command line to start the Key Management
utility .

2. Click Key Database File — Open.

3. In the Open dialog box, navigate to your key database name (for
example: C:\keys\key.kdb), then click Open.

4. When the Password Prompt window opens, enter your password (that
you created in the previous section) and click OK.

5. Select Personal Certificates from the dropdown list in the Key
Database content frame, then click the New Self-Signed... button.

6. In the Create New Self-Signed Certificate window, you need to know

the following information for these fields (the other fields are self
explanatory):

Key label
Set your Key label to icmrm

Common name
Enter the fully qualified host name of the Web server as the
common name (for example: www.myserver.com).

Organization
You need to put some information in this field (for example:
the name of your company or organization).

7. When you have completed this panel, click OK.

8. You can verify that the new Personal Certificate was created
successfully and its name appears in the Personal Certificate panel (for
example *icmrm).

9. After creating the self-signed certificate, confirm that all necessary files
have been created. In the /usr/HTTPServer/keys directory, you should
find four files:
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key.kdb
key.sth
key.crl
key.rdb

If you are missing the key.sth file, you forgot to stash the password
to a file. Go back and repeat|“Creating a new key database” on|
Make sure that you check the box to stash the password
after you create it.

10. You are now ready to set up SSL using the IBM HTTP administration
server.

Close the IBM Key Management window (Key Database File —>
Exit).
Setting up SSL using the IBM HTTP Administration Server
To set up SSL for AIX:
__ 1. Back up the current configuration file

/usr/HTTPServer/conf/httpd.conf:

# cp -p /usr/HTTPServer/conf/httpd.conf
/usr/HTTPServer/conf/httpd.conf.save

Add the following rows into the httpd.conf file as the first item of the
Dynamic Shared Object (DSO) Support:

ClearModulelist

AddModule mod_so.c

LoadModule ibm_app_server_http _module
/usr/WebSphere/AppServer/bin/mod_ibm_app_server_http.so

LoadModule ibm_ss1 module libexec/mod_ibm_ss1 128.so

Comment the ClearModuleList line under the stanza of AddModule
and under this line add the reference to mod_ibm_ss1.c:

#ClearModuleList
AddModule mod_ibm ssi.c

/:\c}t-jl\'/lodme mod_setenv_if.c
Add the port number for the virtual server just below the "Port 80"
statement. The default port number for SSL is 443:

Port 80
Port 443

Add the port number for the virtual server just below the "Listen 80"
statement. The default port number for SSL is 443:

Listen 80
Listen 443

Check that you have defined the ServerName directive. Change the
hostnames in red to the name of your machine, example:

ServerName homer.svl1.ibm.com
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7. Add following text-block to the end of the httpd.conf (after adjusting
hostname in red):
<VirtualHost "homer.svl.ibm.com:443 (homer)">
ServerName homer.sv1.ibm.com
DocumentRoot /usr/HTTPServer/htdocs/en_US
Keyfile /usr/HTTPServer/keys/key.kdb
SSLV2Timeout 100
SSLV3Timeout 1000
SSLEnable
SSLCTientAuth none
SSLServerCert icmrm
SSLCipherSpec 39
SSLCipherSpec 3A
SSLCipherSpec 62
SSLCipherSpec 64
</VirtualHost>

8. Save the httpd.conf file .
9. Check for the syntax
# /usr/HTTPServer/bin/apachectl configtest
_10. Restart the server.
# /usr/HTTPServer/bin/apachect] graceful
__11. Test the server installation:
__a. Test the http connection:
From a web browser enter the URL: http://<hostname>
__b. Test the https (SSL) connection:
From a web browser enter the URL: https://<hostname>
If SSL is not working, check /usr/HTTPServer/logs/error_log for messages. A
common error message is "mod_ibm_ssl: GSK could not initialize, Invalid

password for keyfile”. In this case, be sure you choose to stash the password
when the key database was created (using the ikeyman utility).

Additional steps for WebSphere Application Server, Version 4 Advanced
Edition (AE)

If you have WebSphere Application Server Advanced Edition (AE) installed
then the Web Server Plugin needs to be generated with SSL information:

1. Make sure that the WebSphere Application Server (WAS) service is
started.

2. Invoke the WebSphere Application Administrative Console.

3. Click Virtual Hosts in the tree on the left frame of the console Click the
General tab on the right frame of the console Click Add

4. Enter *:443 in the text area that appears (that’s an asterisk, a colon, then
the numbers 443).

5. Click Apply
6. Click Nodes (to expand that part of the tree)
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7. Right click <your hostname> in the tree on the left frame
8. Click Regen Webserver Plugin
9. Restart the IBM HTTP Server and the WebSphere Application Server so
that the latest plugin information takes effect.
Testing the server installation and configuration
After configuring the Secure Sockets Layer, you should test the server

installation:
__ 1. Start WebSphere as follows:
for AES
/usr/WebSphere/AppServer/bin/startServer.sh
for AE

/usr/WebSphere/AppServer/bin/startupServer.sh

__ 2. Test the http connection:
/http://<hostname>/serviet/snoop
3. Test the https (SSL) connection:

/https://<hostname>/serviet/snoop

Create a staging directory for the resource manager

You need to create a staging directory for Content Manager before you begin
the installation program. During the installation, you are prompted to provide
the staging area directory and its mount point. The installation program
assumes you have already created this directory:

mkdir /home/ubosstg

Establish the database environment

It is very important that you establish the DB2 environment. Running
db2profile sets the PATH and CLASSPATH and also identifies the DB2
instance that Content Manager will use:

. /home/db2inst1/sq11ib/db2profile

DO NOT forget this step; if you do, Content Manager will not install
successfully.
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Chapter 18. Installing Content Manager components on AIX

This section is a guide for installing the following Content Manager
components on AIX:

* Library server
* Resource manager
e The Information center

Information for installing the other client components are covered in the
following sections:

* [Chapter 15, “Installing the Content Manager Client for Windows”, on|
age 205
* [Chapter 22, “Installing the Content Manager eClient on AIX”, on page 319

Before you begin
Before you begin the Content Manager installation:
__ 1. There are special instructions provided for the following required
program products:

IBM DB2 Universal Database or Oracle database
An IBM DB2 Universal Database or an Oracle database is
required for the library server and the resource manager.

If you have not already installed your database application:

* See[“IBM DB2 Universal Database” on page 217| for
instructions for installing your DB2 database on the
workstation.

you begin the installation of the Content Manager
components.

* See|“Oracle database on a Solaris system” on page 335| for
instructions for installing your Oracle database on the
workstation.

If the library server application and the library server

database will be installed on separate machines:

a. The library server database must be created before the
library server application component can be installed.

b. The library server database on the remote Oracle server
must be up and running and have an active Oracle

I
I
I
I
I
I
I
I
I
I
I
| The database must be installed on your workstation before
I
I
I
I
I
I
I
I
I
I
I
| listener associated with it. DB2 will connect to the Oracle
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database during the library server application installation
using the tnsnames and Net8 protocol.

IBM DB2 Universal Database client software
For Oracle/resource manager installations, IBM DB2 client
software is required to be installed. (The DB2 JDBC drivers are
needed for communication of the resource manager with the
library server.)

DB2 Text Information Extender (TIE)
Text Information Extender (TIE) or Net Search Extender (NSE)
is required if you plan to use the Text Search feature.

See|“IBM DB2 Net Search Extender (NSE) and Text Information
Extender (TIE)” on page 227|for instructions for installing Text

Information Extender (TIE) or Net Search Extender (NSE).

NSE or TIE must be installed on the same workstation as the
library server.

IBM WebSphere Application Server (WAS)
IBM WebSphere Application Server is required for the resource
manager.

See [“IBM WebSphere Application Server (WAS)” on page 228|
for instructions for installing and configuring WAS on the
workstation. WAS must be installed and configured before you
begin the installation of the Content Manager resource manager
component, and it must be installed on the same workstation as
the resource manager.

Tivoli Storage Manager

Chapter 30, “Installing and Configuring Tivoli Storage Manager]
(TSM)”, on page 431| provides the instructions for installing and
configuring TSM. TSM is an optional feature that provides
long-term storage on devices other than the fixed disks
attached to the resource manager. It is installed after the
resource manager component is installed.

2. Ensure that your system meets all of the memory, hardware, and all
other software requirements to install Content Manager. Refer to
[requirements” on page 59| for a summary of these requirements.

3. Make sure that the following products that are shipped with AIX are
installed on your machine:
* TCP/IP
* AIX windows
 Unicode converter (bos.iconv.ucs.pc), which includes:
— Common Language to Language Converters
— Unicode Converters for AIX Code Sets
— Unicode Converters for Additional PC Code Sets
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— Unicode Converters for EBCDIC Code Sets

__ 4. Make sure that the locale the install program runs under is the same as
the one the administration IDs of the selected components have.
Otherwise, during runtime, the correct message files and language
dependent files may not be available. For example, when you start the
AIX install program, the LANG environment variable is set to "En_US",
but the locale for the Library Server Administration ID is set to
"en_US". In this case, only the message files of "En_US" locale are
installed. Consequently, when you start the Library Server, you will get
error message indicating that the message cannot be resolved. This is a
minor problem for the English locale but could be a problem to locales
such as Italian, Japanese, and others when the regional character set is
different between "it_IT" and "IT_IT", for example.

Installing Content Manager on AlX

To start the installation, complete the following steps:
1. Verify that you have created the three necessary user IDs that are
needed for the installation:

e Library server "administration” user ID (such as icmadmin) if you
are installing a library server on this workstation. This user ID must
be part of the DB2 Admin group.

* "Database connection” user ID (such as icmconct) if you are
installing a library server on this workstation. (This should be a
regular user ID with normal privleges, not part of the DB2 Admin
group.)

* Resource manager "administration” user ID (such as rmadmin) if you
are installing a resource manager on this workstation. This user ID
must be part of the DB2 Admin group.

If you do not have the three user IDs, see [‘Create user IDs” on|
for detailed instructions for creating them.
2. Modify .profile of icmadmin and of rmadmin to include the following
lines:
ICMROOT=/usr/1pp/icm
ICMDLL=/home/<db2fencl>
ICMCOMP=/usr/vacpp/bin
CMCOMMON=/usr/1pp/cmb/cmgmt
EXTSHM=0N
PATH=$PATH:$ICMROOT/bin/DB2
LIBPATH=$ICMROOT/1ib:§LIBPATH
DB2INSTANCE=<DB2_INSTANCE_NAME>
DB2LIBPATH=$ICMROOT/1ib:$DB2LIBPATH
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export ICMROOT ICMDLL ICMCOMP CMCOMMON ESTSHM PATH LIBPATH
DB2INSTANCE DBZ2LIBPATH

Where:
ICMROOQT is the Content Manager product install location

ICMDLL is the DB2 fence location (This is set to home of DB2fence
because the fencelD creates the DLL dynamically at run time)

ICMCOMP is the VisualAge C++ compiler location

CMCOMMON is the shared area for Content Manager and
Enterprise Information Portal configuration files

EXTSHM is for use shared memory

. Add these lines to .profile of icmadmin and of rmadmin (if they are not

already there)

if [[ -e /home/$DB2INSTANCE/sql11ib/db2profile ]] then;
. /home/$DB2INSTANCE/sq11ib/db2profile
fi

. Modify /home/<$DB2INSTANCE>/sql11ib/profile.env to have the

following Tines (if profile.env does not exist, create it):

DBZ2ENVLIST="'LIBPATH ICMROOT ICMDLL ICMCOMP EXTSHM CMCOMMON
DBZLIBPATH'

DB2COMM="tcpip'

. Shut down any DB2 applications, then stop and start DB2 with one of

the following procedures:

* If you are installing a library server on this machine, login as a the
library server admininistrator (for example: icmadmin) to shut
down any open DB2 applications, then stop and start DB2 with the
same user ID.

* If you are only installing a resource manager on this machine, login
as a the resource manager admininistrator (for example: rmadmin)
to shut down any open DB2 applications, then stop and start DB2
with the same user ID.

* If you are installing both a library server and a resource manager,
and if they are being installed against separate DB2 instances, you
need to shut down DB2 applications, then stop and start DB2 using
both administrator IDs (for example: icmadmin and rmadmin).
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— Important

a. Whenever you start Content Manager, start it with the
library server user ID (<icmadmin>) or the resource
manager user ID (<rmadmin>) to ensure that the Content
Manager applications can reference required environment
variables, which are exported through the profiles of those
administrators.

b. Whenever you start WebSphere Application Server for the
resource manager, make sure that you have the following
environment variable set as follows:

EXTSHM=0N

6. For Oracle only: Make the library server user ID that was created
during the installation of DB2 a member of the same group as the
Oracle user ID. (For example: make the user ID ICMADMIN a part of
the oinstall group).

7. For Oracle only: Grant Write permission for the group in the
previous step (for example: oinstall ) to the tnsnames.ora file, located
in the directory specified by the Oracle environment variable
TNS_ADMIN. During the Content Manager installation process, you will
be prompted for the value of TNS_ADMIN. This value must be consistent
with the Oracle installation that you intend for use with Content
Manager.

8. For Oracle only: Verify that the library server database is up and
running by logging on to your Oracle client machine:

tnsping LS db name.Oracle server domain name

If the connection is successful, proceed with the library server
application installation. If the connection is not successful, correct the
TNS errors reported by Oracle before continuing:

a. Check the tnsnames.ora, 1istener.ora, and sqlnet.ora files on
your Oracle machine for proper configuration.

b. Recycle the Oracle listener on your Oracle server (if necessary) by
performing the following steps:

Isnrctl stop
Tsnrctl start

c. Issue the following command to your Oracle server to ensure that
your library server database is associated with the active listener:

Isnrct1 status
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9. For Oracle only: If you experience connectivity problems , for each
HOST in the DESCRIPTION section of the tnsnames.ora file, you
might need to update the hosts file:

/etc/hosts

Whether you update this file or not depends on how TCP/IP is
configured on your network. Part of the network must translate the
remote host name specified in the DESCRIPTION section in the
tnsnames.ora file to an address. If your network has a named server
that recognizes the host name, you do not need to update the TCP/IP
hosts file. Otherwise, you need an entry for the remote host. See your
network administrator to determine how your network is configured.

10. Stop the IBM HTTP Server service.

11. Insert the CD-ROM into your CD-ROM drive.

12. Log in as root (or as a user with root authority)

13. Make sure that your Java JRE Version 1.3 is in the PATH, for example:
/usr/javal30/sh:/usr/javal30/jre/sh:$PATH

14. Mount your Content Manager CD-ROM, for example:
mount -rv cdrfs /dev/cd® /cdrom

15. Change to the directory where the CD-ROM is mounted by entering
the cd /cdrom command, where cdrom is the mount point of your
Content Manager installation CD-ROM.

16. As root, execute the following command to to get db2 into

PATH.CLASSPATH:
. /home/$DB2INSTANCE/sq11ib/db2profile
17. Start the installation wizard by entering the following;:

setup.exe

Welcome panel
The first panel (Welcome) of the InstallShield Wizard opens.

Click Next.

Software License Agreement panel

Read the Content Manager license terms. If you accept the license terms, click
Accept. If you do not accept the license terms, the installation program
terminates.

Click Next to continue the installation.

Step 1. Selecting the components to install

The Component Selection window opens, showing you what components are
available to install.
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Select the components that you want to install. (By default, all components are
checked.)

* Click in the box to remove the check mark of the components that you do
not want to install.

* Leave a check mark in the box for each component that you want to install.
Click Next when you are satisfied with your selections.

Depending on the selections that you made on this panel, go to the page

indicated in

Table 77. Location of next step

Choices Go to

Library server with IBM DB2 (either [‘Step LS1. Configure Library Server”|
alone or with any, or all, of the other

components)

Library server with Oracle (either |“Step ORAI1. Select Library Server Components”l
alone or with any, or all, of the other |0n page 259|

components)

Resource manager with IBM DB2 “Step RM1. Configure Resource Manager]|

only (no other components selected) [Server” on page 253

Resource manager with Oracle only |“Step ORA2. Select Resource Manager|
(no other components selected) Components” on page 260|

Resource manager with IBM DB2 “Step RM1. Configure Resource Manager]|
and Information center Server” on page 253|

Resource manager with Oracle and  |“Step ORA2. Select Resource Manager|
Information center Components” on page 260|

“Step VE1. Verify the install location” on|

page 276|

Information center only

Step LS1. Configure Library Server

Skip this step if you are not installing the library server component at this
time, and continue with [“Step RM1. Configure Resource Manager Server” on|

Enter the following information for your library server database:

Table 78. Library server configuration

Install information

Description

Default name /
option

Record your value
here

Library server
database name

The name of the
library server
database

ICMNLSDB
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Table 78. Library server configuration (continued)

Install information | Description Default name / Record your value
option here

Library server The library server ICMADMIN

schema name schema name

Library server Administration ID icmadmin

database for the library

administration ID | server!

Password Password for the <password>
library server
administration ID!

Database Database connection |icmconct
connection ID ID 2
Note:

1. This is the administration ID that you created at the beginning of the
install process. See [Table 76 on page 236!

2. This is the database connection ID that you created at the beginning of
the install process. See [Table 76 on page 236]

When you complete your library server configuration, click Next.

Program note:

1. At this time the installation program checks to see if a Content
Manager (CM) library server database or an Enterprise
Information Portal (EIP) system administration database exist on
this workstation.

If a database exists, the program checks to see if it has the same
database name, the same user ID, the same schema name, or the
same password that you entered.

 If (only) a CM library server database already exists, the
program asks if you want to overwrite the existing database,
keep it, or go back to type in new information for the new
database.

 If (only) an EIP system administration database exists, the
program asks if you want to share the database between CM
and EIP, or if you want to type in another name for the new CM
library server database. The installation program cannot create a
new separate library server database with the same name as the
system administration database. You must give it a different
name than the system administration database.
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* If a shared database between CM and EIP already exists, the
program asks if you want to proceed with no change to the
existing database, or to go back and enter a new information for
the database that you want to create.

2. Also, during the time that the library server is being installed, a
program called "library server monitor” is being created
automatically. The library server monitor program’s job is to detect
the availability of resource managers to a library server database
(among other things that are listed in the section called
[the library server monitor program” on page 498}).

If the library server monitor program ever stops running
abnormally, then you need to restart it by using the procedure that
is also described in the section called [“Running the library server|
[monitor program” on page 498|

Step LS2. Configure Library Server Options
Select the library server options:

Table 79. Library server configuration options

Install information | Description Default name / Record your value
option here

Name of library Enter the name of 1

server ID the library server ID

(Range =1 to 99)
Enable Unicode Check this box to (not checked)

(check box) enable Unicode .
Enable text search | Check this box if (not checked)
(check box) you want to use the

Text Search feature. *

Note:

1. You must have the DB2 Text Information Extender (TIE) or DB2 Net
Search Extender (NSE) installed to use Text Search.

Click Next to continue to the next window.

Step RML1. Configure Resource Manager Server
Skip this step if you are not installing the resource manager component at this
time, and continue with [“Step CNLS1. Connect Library Server To Resourcel
[Manager” on page 256|

Enter the identification and authentication information for the resource
manager:
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Table 80. Configuring the resource manager server

Install information

Description

Default name /
option

Record your value
here

(two fields)

resource manager
administration ID?

Resource manager |The name of the RMDB
database name resource manager

database
Resource manager | Administration ID rmadmin
database for the resource
administration ID | manager’
Password Password for the <password>

Note:

1. This is the Administration ID that you created at the beginning of the
install process. See [Table 76 on page 236!

When you complete your resource manager configuration, click Next.

Program note:

The installation program checks to see if a resource manager database
with the same name that you entered already exists. If the resource
manager database already exists, you are asked if you want to
overwrite the existing database, keep it, or type in another name.

Step RM2. Configure Resource Manager Server Options

Enter the information for the resource manager mount point, and staging area

path:

Table 81. Resource manager server options

storage area that is
used for staging
LAN Cache objects
or TSM objects

Install information | Description Default name / Record your value
option here
Mount point Location of the /home'
storage area that is
used for storing
objects
Staging area path | Location of the /home/ubosstg/
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Table 81. Resource manager server options (continued)

Install information | Description Default name / Record your value
option here

Note:

1. This is where resource manager objects are stored. Ensure that you have
sufficient space on this file system.

Click Next to continue to the next window.

Step RM3. Deploy Resource Manager With WebSphere Application Server

Enter the following information to identify the application server that your
resource manager will use:

Table 82. Deploying the resource manager

Install information | Description Default name / Record your value
option here
WAS home Location of the /usr/WebSphere
WebSphere / AppServer
Application Server
program’

Web application The web path to the |/icmrm
path WebSphere
application server

Web application The name of the icmrm
name Web application
Services port Enter a port number | <recommendPort>

(the first of five
numbers) to be used | The recommended
for resource manager port number is
components displayed on the
(migrator, purger, panel®.

stager, replicator,
and asynchronous

recovery)
Node name Enter the node name | <current machine
for this resource node name>

manager application

WAS administrator | Enter the WAS was_admin
user name administrator user
1D
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Table 82. Deploying the resource manager (continued)

Install information

Description

Default name /
option

Record your value
here

name >

WAS AE application
server®

Password Enter and confirm <password>
] the password for the
(two fields) WAS Admin user
name
Application server |The name of the ICMRM

Note:

1. The installation program deploys icmrm.war only if WebSphere Version
4.0.3 (or later) is installed on this workstation. (See the README for the
latest information.)

2. You can enter a port number other than the recommended default
number. However, it must be the first number of five available
contiguous port numbers.

3. Special use field: This field is only used if WebSphere Application Server
Advanced Edition (AE) is installed on this workstation.

Click Next to continue to the next window.

Step CNLS1. Connect Library Server To Resource Manager

Skip this step if any one of the conditions listed in [Table 83|are true, and
continue with the step indicated. Otherwise, continue below.

Table 83. Location of next step

Condition

Continue with (go to)

If you are not installing a library
server or a resource manager at this

time

“Step VE1. Verify the install location” on|

page 276|

If you are installing a resource
manager, but not a library server at

this time

“Step CNRM. Connect Resource Manager T

Library Server” on page 258]

Enter the information about the resource manager that the library server
needs to connect to it:
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Table 84. Connect library server to resource manager

Install information

Description

Default name /
option

Record your value
here

Resource manager |The fully qualified | <hostName>
server host name host name of the
workstation that
contains the resource
manager
Resource manager |The name of the RMDB
database name resource manager
database
Web application The port number for |80
port number the Web Application
Server
Secure Web Port number for the |443
application port resource manager to
(HTTPS) communicate with
the system
administration client
Web application Same as the path /icmrm
path entered in
[RM3. Deploa
Resource Manager|
With WebSphere]|
[Application Server”
|on page 255|
Resource manager |The operating <platform>
server operating system of the
system (drop-down | workstation where
list of available the resource
choices) manager is located
Token duration The amount of time |48

(hours)

(in hours) that a
connection between
the library server
and the resource
manager can stay
active until it is
discarded by the
system. (Can be
modified later with
the system
administration client
tools.)
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Click Next to continue to the next window.

Step CNLS2. Connect Library Server To Resource Manager Part 2

Skip this step if the library server and the resource manager are being
installed on the same machine.

Enter the resource manager database connection ID and password:

Table 85. Resource manager connection ID

Install information

Description

Default name /
option

Record your value
here

Resource manager |See Note 1 (below). |rmadmin
database

administration ID

Password See Note 1 (below). |<password>
Note:

1. These are the same values that were entered during ['Step RM1]

[Configure Resource Manager Server” on page 253

Click Next to continue to the next window.

Step CNRM. Connect Resource Manager To Library Server

Skip this step if you are not installing a resource manager at this time, or if
the library server and the resource manager are being installed on the same

machine.

Enter the information about the library server that the resource manager
needs to connect to it:

Table 86. Connect resource manager to library server

Install information

Description

Default name /
option

Record your value
here

Library server host
name

The host name of the
workstation that
contains the library
server

<host name>

schema name

Library server See Note 1 (below). |ICMNLSDB
database name
Library server See Note 1 (below). |ICMADMIN
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Table 86. Connect resource manager to library server (continued)

administration ID

Install information | Description Default name / Record your value
option here

Library server See Note 1 (below). |[icmadmin

database

Password See Note 1 (below). | <password>

Note:

1. These are the same values that were entered during|“Step LS1. Configure|

|[Library Server” on page 251}

Click Next to continue with [“Step LDAP1. Configure Components for LDAP”|

Step ORAL. Select Library Server Components

Skip this step if you are not installing a library server (with Oracle) on this

machine.

Select the library server components to install on this machine, and enter the

location of the configuration file:

Table 87. Select library server components

server database on
this machine

Install information | Description Default name / Record your value
option here

Library server Check this box to (checked)

database install the library

Library server Check this box to (checked)
application install the library
server application on
this machine

Location of the Path to the default | Default
default configuration
configuration settings file'

settings file

Notes:

1. For more information about this field, see [‘Oracle - expanded|

linformation for installation panel fields” on page 276
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Click Next to continue to the next window.

Step ORA2. Select Resource Manager Components

Skip this step if you are not installing a resource manager (with Oracle) on
this machine.

Select the resource manager components to install on this machine, and enter
the location of the configuration file:

Table 88. Select resource manager components

Install information | Description Default name / Record your value
option here

Library server Check this box to (checked)

database install the resource

manager database on
this machine

Library server Check this box to (checked)
application install the resource
manager application
on this machine

Location of the Path to the default Default
default configuration
configuration settings file!

settings file

Notes:

1. For more information about this field, see [‘Oracle - expanded|
[information for installation panel fields” on page 276}

Click Next to continue to the next window.

Step ORAS. Configure Oracle Database (1)
Enter the information for the Oracle database server:

Table 89. Oracle server database

Install information | Description Default name / Record your value
option here

Base directory for | This is the /Oracle

Oracle fully-qualified path

under which all
Oracle products can
be found.!
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Table 89. Oracle server database (continued)

Install information | Description Default name / Record your value
option here
Oracle database This is the /Oracle/Ora92
server directory fully-qualified path
to your Oracle
Enterprise Edition
product directory. *
Oracle TNS Names | This is the /Oracle/Ora92/
file location fully-qualified path |network\admin
to the tnsnames.ora
file in use for the
ORACLE_HOME
environment
variable.!
Oracle NLS This is equivalent to | /Oracle/Ora92/
message files your ORA_NLS33 ocommon/nls/
location environment admin/data
variable.!

Oracle JDBC path

Click Browse to find
the path to the JDBC
directory

Notes:

1. For more information about this field, see [‘Oracle - expanded|

linformation for installation panel fields” on page 276

Click Next to continue to the next window.

Step ORA4. Configure Oracle Database (2)

Enter information for the Oracle database server:

Table 90. Oracle database

Install information

Description

Default name /
option

Record your value
here

Oracle database
server version

Select the version of
the installed Oracle
software!

9.2.0.1 OR higher

Password (two
fields)

Enter and confirm
the password for the
Oracle SYSTEM and
SYS user IDs’

<password>
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Table 90. Oracle database (continued)

Install information | Description Default name / Record your value
option here

Notes:

1. For more information about this field, see [‘Oracle - expanded|
[information for installation panel fields” on page 276

Click Next to continue and go to the first step indicated by the following
questions:

1. Are you installing a library server database or a library server application
on this machine?

If yes, go to question 2.
If no, go to question 3.
2. Are you installing a library server application on this machine?

If yes, go to [‘Step OLS1. Configure Library Server Application (1)}

If no, go to|“Step OLS6. Configure Library Server Database (1)” on|
|Eage 26§|r

3. Are you installing a resource manager database on this machine?

If yes, go to [‘Step ORM1. Configure Resource Manager Database (1)”|
on page 26

If no, go to[“Step ORM5. Configure Resource Manager Application (1)”]
|on page 271[

Step OLS1. Configure Library Server Application (1)

Skip this step if you are not installing a library server application on this
machine, and go to [“Step OLS6. Configure Library Server Database (1)” on|

Enter the information for the library server application to connect to the
library server database:

Table 91. Configure library server connections

Install information | Description Default name / Record your value
option here
Library server Enter the library ICMNLSDB
database name server database
name
Library server Enter the library ICMADMIN
schema name server schema name
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Table 91. Configure library server connections (continued)

fields)

the password

Install information | Description Default name / Record your value
option here
Library server This is the user ID | oraadmin
database that is used to
administration ID | administer your
Content Manager
library server'
Password (two Enter and confirm <password>

Notes:

1. Por more information about this field, see [‘Oracle - expanded|

[information for installation panel fields” on page 276}

Click Next to continue to the next window.

Step OLS2. Configure Library Server Application (2)

Enter the information for library server database connection ID:

Table 92. Library server connection ID

Install information

Description

Default name /
option

Record your value
here

Library server Enter the library ICMCONCT
database server database

connection ID connection 1D

DB2 instance This is the ID that DB2INST1

owner ID you created prior to
installing the DB2
product.!

Notes:

1. For more information about this field, see [‘Oracle - expanded|

[information for installation panel fields” on page 276

Click Next to continue to the next window.
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Step OLS3. Configure Library Server Application (3)

Enter the information for library server application options:

Table 93. Library server application options

Install information | Description Default name / Record your value
option here

DB2 database Fully qualified path

location to the location of the

DB2 database that is
used with this
Oracle database

Enable unicode Select to enable (not checked)
unicode

Click Next to continue to the next window.

Step OLS4. Configure Library Server Application (4)

Enter the information for connecting the library server application to the
resource manager server:

Table 94. Library server application connection to resource manager

Install information | Description Default name / Record your value
option here
Resource manager |Enter the resource <hostname>
server host name | manager server host
name

Resource manager |Enter the resource RMADMIN
database manager database
administration ID | administration ID

Password (two Enter and confirm <password>
fields) the password for the

resource manager

database

administration ID

Click Next to continue to the next window.

Step OLS5. Configure Library Server Application (5)

Enter more information in this window for connecting the library server
application to the resource manager server:
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Table 95. Library server application connection to resource manager

Install information

Description

Default name /
option

Record your value
here

(hours)

(in hours) that a
connection between
the library server
application and the
resource manager
can stay active until
it is discarded by the
system. (Can be
modified later with
the system
administration client
tools.)

Web application Enter the web icmrm
name application name
Web application Enter the path for /icmrm
path the web application
Web application Enter the port 80
port number for the web
application
Secure web Enter the port 443
application port number for the
(HTTPS) secure web
application
Token duration The amount of time |20

Click Next to continue and go to the first step indicated by the following

questions:

1. Are you installing a library server database on this machine?
If yes, go to ['Step OLS6. Configure Library Server Database (1)” on|

|Eage 26§|r

If no, go to question 2.

2. Are you installing a resource manager database or a resource manager
application on this machine?

If yes, go to question 3.
If no, go to|“Step LDAP1. Configure Components for LDAP” on|

|Eage 27@[

3. Are you installing a resource manager database on this machine?

If yes, go to [‘Step ORM1. Configure Resource Manager Database (1)”|

|or1 page 26§|.
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If no, go to|‘Step ORM5. Configure Resource Manager Application (1)

|on page 271[

Step OLS6. Configure Library Server Database (1)

Skip this step if you are not installing a library server database on this
machine and go to [“Step ORM1. Configure Resource Manager Database (1)”]

Enter information for the library server database:

Table 96. Library server database

Install information

Description

Default name /
option

Record your value
here

name

name of the Oracle
server where your
library server
database is created.

Library server Enter the library ICMNLSDB
database name server database
name
Library server Enter the
database location | fully-qualified path
name of the location
where you want
Oracle to store its
internal database
files.!
Library server host | This is the host-only | <hostname>

Library server
domain name

This is the domain
name that is
associated with the
host name for the
library server (in the
row above this one).

<xmpl.name.com>

Notes:

1. For more information about this field, see [‘Oracle - expanded|

[information for installation panel fields” on page 276

Click Next to continue to the next window.

Planning and Installing Your Content Management System




Step OLS7. Configure Library Server Database (2)

Enter more information for the library server:

Table 97. Library server database (more information)

Install information | Description Default name / Record your value
option here

Oracle listener Enter the name of LISTENER

name the Oracle listener’

Oracle protocol Select the protocol TCP/IP
from the drop-down
list"

Oracle listener port | Enter the port 1521
number for the
Oracle listener!

Notes:

1. For more information about this field, see [‘Oracle - expanded|

[information for installation panel fields” on page 276

Click Next to continue to the next window.

Step OLS8. Configure Library Server Database (3)

Enter the authentication information for the library server database:

Table 98. Oracle database administration ID

administration ID | database
administration ID!

Install information | Description Default name / Record your value
option here
Oracle database Enter the Oracle oraadmin

Password (two Enter and confirm <password>
fields) the password for the
Oracle database
administration ID'

Notes:

1. For more information about this field, see [‘Oracle - expanded|

linformation for installation panel fields” on page 276

Click Next to continue to the next window.
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Step OLS9. Configure Library Server Database (4)

Select the configuration options for the library server database:

Table 99. Library server database configuration options

Install information | Description Default name / Record your value
option here

Enable for unicode |Check this box to (not checked)
enable for unicode

Mirror database Check this box to (checked)
files mirror database files

Mirror directory Enter (or browse to)
the path for the
Mirror directory’

Notes:

1. For more information about this field, see [‘Oracle - expanded|
linformation for installation panel fields” on page 276}

Click Next to continue and go to the first step indicated by the following
questions:

1. Are you installing a resource manager database or a resource manager
application on this machine?

If yes, go to question 2.

If no, go to[“Step LDAP1. Configure Components for LDAP” on|
IEage 27§l

2. Are you installing a resource manager database on this machine?

If yes, go to ['Step ORM1. Configure Resource Manager Database (1)”]

If no, go to[“Step ORMS5. Configure Resource Manager Application (1)”]
on page 271

Step ORML1. Configure Resource Manager Database (1)

Skip this step if you are not installing a resource manager database on this
machine, and go to [‘Step ORM5. Configure Resource Manager Application|
[(1)” on page 271|
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Enter information for the resource manager database:

Table 100. Resource manager database

Install information | Description Default name / Record your value
option here
Resource manager |Enter the resource RMDB
database name manager database
name

Resource manager |Enter the

database location fully-qualified path
name of the location
where you want
Oracle to store its
internal database
files.!

Resource manager | This is the host-only | <hostname>
host name name of the Oracle
server where your
resource manager
database is created.!

Resource manager |This is the domain | <xmpl.name.com>
server domain name that is

name associated with the
host name for the
resource manager (in
the row above this
one).

Notes:

1. For more information about this field, see [‘Oracle - expanded]
linformation for installation panel fields” on page 276

Click Next to continue to the next window.

Step ORM2. Configure Resource Manager Database (2)

Enter more information for the resource manager:

Table 101. Resource manager database (more information)

Install information | Description Default name / Record your value
option here

Oracle listener Enter the name of LISTENER

name the Oracle listener!
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Table 101. Resource manager database (more information) (continued)

Install information | Description Default name / Record your value
option here

Oracle protocol Select the protocol TCP/IP
from the drop-down
list'

Oracle listener port | Enter the port 1521
number for the
Oracle listener'

Notes:

1. For more information about this field, see [‘Oracle - expanded|
[information for installation panel fields” on page 276}

Click Next to continue to the next window.

Step ORM3. Configure Resource Manager Database (3)
Enter the authentication information for the resource manager database:

Table 102. Oracle database administration ID

Install information | Description Default name / Record your value
option here
Oracle database Enter the Oracle RMADMIN

administration ID | database
administration ID*

Password (two Enter and confirm <password>
fields) the password for the
Oracle database
administration ID*

Notes:

1. For more information about this field, see [‘Oracle - expanded|
linformation for installation panel fields” on page 276

Click Next to continue to the next window.

270  Planning and Installing Your Content Management System



Step ORM4. Configure Resource Manager Database (4)

Select the configuration options for the resource manager database:

Table 103. Resource manager database configuration options

Install information

Description

Default name /
option

Record your value
here

Mirror database
files

Check this box to
mirror database files

(checked)

Mirror directory

Enter (or browse to)
the path for the
Mirror directory®

Notes:

1. For more information about this field, see [‘Oracle - expanded|

linformation for installation panel fields” on page 276

Click Next to continue to the next window.

Step ORMS5. Configure Resource Manager Application (1)

Skip this step if you are not installing a resource manager application on this
machine, and go to [“Step LDAP1. Configure Components for LDAP” on|

Enter information for the resource manager application:

Table 104. Resource manager application

Install information

Description

Default name /
option

Record your value
here

path

the path for the web
application

Web application Enter the web icmrm
server name application server

name
Web application Enter the web icmrm
name application name
Web application Enter (or browse to) | /icmrm

Node name

Enter the node name
for this resource
manager application

<current machine
node name>

WAS administrator
user name

Enter the WAS
administrator user
ID

was_admin
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Table 104. Resource

manager application (continued)

Install information

Description

Default name /
option

Record your value
here

Password

(two fields)

Enter and confirm
the password for the
WAS Admin user
name

<password>

Click Next to continue to the next window.

Step ORM6. Configure Resource Manager Application (2)

Enter information for the resource manager appliction:

Table 105. Resource manager application mount point and staging area

Install information

Description

Default name /
option

Record your value
here

Mount point

Enter the location of
the storage area that
is used for storing
objects

Staging area path

Enter the location of
the storage area that
is used for staging
LAN Cache objects
or TSM objects

Resource manager
services port

Enter a port number
(the first of five
numbers) to be used
for resource manager
components
(migrator, purger,
stager, replicator,
and asynchronous
recovery)

<recommendPort>

The recommended
port number is
displayed on the
panel’.

Note:

1. You can enter a port number other than the recommended default
number. However, it must be the first number of five available
contiguous prot numbers.

Click Next to continue to the next window.
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Step ORMY7. Configure Resource Manager Application (3)

Enter information for the resource manager to connect to the library server:

Table 106. Connect the resource manager to the library server

Install information | Description Default name / Record your value
option here
Library server host | Enter the library <hostname>
name server host name
Library server Enter the library ICMNLSDB
database name server database
name
Library server Enter the library ICMADMIN
schema name server schema name

Click Next to continue to the next window.

Step ORMS8. Configure Resource Manager Application (4)

Enter additional information for the resource manager to connect to the
library server:

Table 107. Library server application administration ID

Install information | Description Default name / Record your value
option here
Library server Enter the library oraadmin
application server application
administration ID | administration ID
Password (two Enter and confirm <password>
fields) the password for the
library server
application

administration ID

Click Next to continue to the next window.

Step LDAP1. Configure Components for LDAP

On this panel, you decide if you want to enable LDAP (Lightweight Directory
Access Protocol).
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Select the components that you want to

Table 108. Enable LDAP options

enable for LDAP:

Install information

Description

Default name /
option

Record your value
here

server (check box)

allow user
authentication for
the resource
manager by an
LDAP server

Library server Check this box to (not checked/No)
(check box) allow user

authentication for

the library server by

an LDAP server
Resource manager | Check this box to (not checked/No)

Note:

1. If you enabled (or plan to enable) LDAP for your the system
administration client (during its installation), it is a good idea to also
check the library server check box (to allow user authentication for the
library server)

Click Next to continue.

Step LDAP2. Define LDAP Server

Skip this step if you did not select to Enable LDAP for any components in the
previous step, and continue with [“Step VE1. Verify the install location” on|

Enter the information for the LDAP server that you want to use:

Table 109. Define the LDAP server

Install information

Description

Default name /
option

Record your value
here

LDARP server type
(drop-down list of
available choices)

Select either
Standard LDAP! or
Active Directory

Standard LDAP

Host name

Enter the host name
of the LDAP server
machine

ldap://

ldapServer.ibm.com
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Table 109. Define the LDAP server (continued)

Install information

Description

Default name /
option

Record your value
here

Port

Enter the port
number on the
LDAP server
machine

389

LDAP server
administration ID

Enter the LDAP
server administration
ID for LDAP on the

cn = root (default
for IBM Directory)
<adminld> (default

LDAP server for Active
machine Directory)
Password Enter the password | <password>
for the LDAP server
administration ID
Note:

1. Select Standard LDAP for IBM Directory or for Domino NAB.

Click Next to continue to the next window.

Step LDAP3. Configure LDAP Server

Enter configuration information for the LDAP server

Table 110. Configure the LDAP server

Install information

Description

Default name /
option

Record your value
here

operations against an
LDAP, search at one
level or in a subtree
fashion'

Base distinguished |Refer to the LDAP o=ibm, c=US
name documentation for
information about
the base
distinguished name
User Refer to the LDAP cn
authentification documentation for
attribute information about
the user
authentification
attribute
Search scope During search Subtree
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Table 110. Configure the LDAP server (continued)

Install information | Description Default name / Record your value
option here
Referral Choose to Ignore or |Ignore

Follow a reference to
another LDAP
server?

Note:

1. See the LDAP documentation for more information

Click Next to continue to the next window.

Step VEL1. Verify the install location
Verify that the installation information is correct. If any information is
incorrect, you can return to previous windows by using the Back buttons.
Click Next to complete the installation.

The Content Manager install program goes to work
The Start Copying Files window opens.

You will see a message that installation has been successful. Click Finish.

You can view the installation logs at the following location:
/usr/1pp/icm/1ogs

Verify the installation
After the installation is complete, you can go to the Windows workstation that
has the system administration client installed to verify that the installation is
successfull. See [“First steps - verify the installation” on page 147}

| Oracle - expanded information for installation panel fields

| This section is provided to give more detail for the information that is added
| to specific fields during the installation.

Location of the default configuration settings file
You can re-use an existing icmlsdb.properties for the library server
(or icmrmdb.properties file for the resource manager) file as input to
the installation process. If no path is provided, values from a default
version of the file will be used by install. You can modify or accept
these values during the course of the installation. It is also possible to
have a custom-made icmlsdb.properties file for the library server (or
icmrmdb.properties file for the resource manager) for use in
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deploying a new library server (or Resource Manager). However, this
is not recommended due to the importance of the accuracy of the
information in the icmlsdb.properties for the library server (or
icmrmdb.properties file for the resource manager) file.

Base directory for Oracle
This is the fully-qualified path under which all Oracle products can be
found. During your initial installation of the Oracle product, you were
asked for this value during Oracle product installation. This is the
ORACLE_BASE environment variable. For example, if you have
installed both Oracle Enterprise Edition and the Oracle Universal
Installer, you might have a directory tree similar to the following:

/opt/oracle/ ---> /opt/oracle/product/8.1.7

--> /opt/oracle/oui

In this example, /opt/oracle would be the value of your ORACLE_BASE
environment variable.

Oracle database server directory
This is the fully-qualified path to your Oracle Enterprise Edition
product directory. Under this directory is the Oracle database bin,
network, dbs, and other related directories. This is equivalent to your
ORACLE_HOME environment variable. In the example above, the
ORACLE_HOME value would be /opt/oracle/product/8.1.7

Oracle TNS Names file location
This is the fully-qualified path to the tnsnames.ora file in use for the
ORACLE_HOME environment variable that you specified in the previous
step. The value for this field is equivalent to your Oracle TNS_ADMIN
environment variable. The oracle user ID should have full access to
this TNS_ADMIN location. Additionally, this file must have write
permissions for the Oracle group so that the db2 instance user ID
(which must also be a member of the Oracle group) can update the
information for Content Manager.

Oracle NLS message files location
For most customers, this value should be
ORACLE_HOME/ocommon/n1s/admin/data. It is equivalent to your Oracle
ORA_NLS33 environment variable. This setting is intended primarily for
customers who have different installations of Oracle on the same
machine and utilize different language versions.

Oracle database server version
If you are using any version of Oracle 9.2.0.1 or higher, you should
select "9.2.0.1 or higher”. If you are selecting any version of Oracle
8.1.7.4 or higher, but are not using Oracle 9i, you should select "8.1.7.4
or higher”. Note that Content Manager does not support Oracle
versions of 9i less than 9.2.0.1, nor any versions of 8i less than 8.1.7.4.
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Refer to Oracle’s Metalink website for any patchsets and related
installation instructions you may need to upgrade your Oracle system
prior to installing Content Manager.

Password (for Oracle SYS and SYSTEM)
This is the password that will be set for the Oracle-created accounts
SYS and SYSTEM. At database creation time, these two internal
accounts are set with the password value you provide here. As
indicated in Oracle security guidelines, you should differentiate the
password used for these accounts after database creation. Setting the
passwords provides additional security for the administration of your
Oracle database.

Library server database administration ID/Schema name
This will be the user ID used to administer your Content Manager
library server. In most cases, this will also be your Library server
schema name. Therefore, unless you specifically want to have your
library server schema ID separate from your library server
administrator ID, these two values will be the same (for example:
icmadmin).

DB2 instance owner ID
This is the user ID you created prior to installation of the DB2
product. It is the user ID that you specified during installation of DB2
as the DB2 instance user ID. It is also the user ID that you included in
the Oracle user ID group. As the user ID that owns a DB2 instance,
this user ID, by default, also has DB2 SYSADM privileges which are
needed to create a DB2 federated database that connects to your
Oracle data source.

Library server database location
This should be the fully-qualified path name of the location where
you want Oracle to store its internal database files. Additionally, this
directory will be used by the installation program to generate
intermediate files and database creation log files. It keeps a copy of
your icmlsdb.properties file for future use. If you will be installing
the library server application on an Oracle client machine, you should
use ftp to connect to this file to your Oracle client machine (to save
time and provide default values for the library server application
installation). If the directory provided in this field does not exist, the
installation program creates it for you. If you are using a directory
that already exists, you must ensure that it is owned by the Oracle
user ID and has write permissions for the Oracle user ID and Oracle

group.
Library server host name

This is the host-only name of the Oracle server on which your library
server database will be created. If you are installing a library server
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database, this will be the host name for the local Oracle server
machine. If you are installing the library server application, this will
be the host name for the Oracle server machine that already contains
your library server database.

Oracle listener name

For most Oracle installations, and the value provided by default
during an Oracle installation, you will never need to specify a value
other than LISTENER. If, however, you are certain that your
organization uses named listeners and you want to use a specific
listener, please enter that name in this field. You can check to see the
name of the current, active listener on your Oracle server by issuing
the following command:

Isnrctl status

If the active listener is not the listener you wish to use, you can check
your 1istener.ora file on the Oracle server to determine which
available, named listener you wish to use. If you want to create a new
listener, the listener must be added to your Tistener.ora file before
beginning Content Manager installation.

For proper operation of Content Manager, the listener name you
specify in this field must be the active listener on your Oracle server
at all times.

Oracle protocol

In most cases, you should accept the default value of TCP/IP for the
Oracle communications protocol to be used. If you choose to select
another Oracle-supported protocol, you must verify that your Oracle
client/server environment is correctly configured for this protocol
using the Oracle TNSNAMES naming method and the Oracle Net8
database communications protocol.

Oracle listener port

Most Oracle installations use a default listener port of 1521. If you
know that the named listener you wish to use has a different protocol,
please specify that value here. You can verify this by referring to your
Oracle Tistener.ora file.

Oracle database administration ID

To maximize the security of your library server database and Oracle
system, it is good practice to choose a different value for this field
than the user ID and password that you provide for the library server
administrator user ID and password. This user ID owns the Oracle
database and tables and is created as an internal Oracle user only.
DB2 Relational Connect does not support the use of other Oracle
external authentication methods. Therefore, this user ID MUST remain
an internal, Oracle-authenticated user ID. Users can change the Oracle
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user ID associated with the library server database after installation
by running the Content Manager user mapping utility, icmsumap for
Sun platforms. However, you must ensure that the new user ID has
identical Oracle permissions to the previous user ID in use. You
should not change this value once Content Manager has been
installed, but instead change only the password associated with the
user, unless your organization’s security policy dictates otherwise.

Password (for Oracle database administration ID)
This value should not be the same value used for your library server
administrator password. This is to maximize the security of your
library server database and Oracle system.

Mirror directory
If you choose to use this Oracle mirroring option, it enables Oracle to
mirror the Oracle log files (useful for recovery purposes). Refer to
your Oracle server documentation for more information about
mirroring.

Resource manager database location
This should be the fully-qualified path name of the location where
you want Oracle to store its internal database files. Additionally, this
directory will be used by the installation program to generate
intermediate files and database creation log files. It keeps a copy of
your icmrmdb.properties file for future use. If you will be installing
the resource manager application on an Oracle client machine, you
should use ftp to connect to this file to your Oracle client machine (to
save time and provide default values for the library server application
installation). If the directory provided in this field does not exist, the
installation program creates it for you. If you are using a directory
that already exists, you must ensure that it is owned by the Oracle
user ID and has write permissions for the Oracle user ID and Oracle
group.

Resource manager host name
This is the host-only name of the Oracle server on which your
resource manager database will be created. If you are installing a
resource manager database, this will be the host name for the local
Oracle server machine. If you are installing the resource manager
application, this will be the host name for the Oracle server machine
that already contains your resource manager database.
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Chapter 19. Verifying a successful installation of Content
Manager on AIX

Use information in this section to verify a successful installation of Content
Manager on an AIX system:

“Verify library server database”]

“Verify library server access modules generated” on page 282|

“Verify that the library server monitor program is running” on page 284|

"Verify resource manager database” on page 284

“Verify resource manager Web application deployment” on page 284

" Verify resource manager Web application in a Web browser” on page 288

“First Steps” on page 2@'

© Copyright IBM Corp. 1993, 2003

Verify library server database
To verify that the library server is installed correctly:
__ 1. Check database connection by typing:

# db2 connect to icmnlsdb user icmadmin using password

You should see output similar to the following:

Database Connection Information
Database server DB2/6000 7.2.4
SQL authorization ID ICMADMIN

Local database alias ICMNLSDB

2. Check database tables by typing:

# db2 1ist tables

You should see several tables listed (around 125); some with names
starting with "FA” and some starting with "ICM". For Oracle: you will
not see any tables with names starting with "FA". You will only see
tables with names starting with "ICM".

You can also check $ICMROOT/config/icmcrlsdb.log and search for the
term "SQLSTATE" to find error messages. This file may be in the logs
directory rather than the config directory if the errors were detected
during the installation. A few of the SQLSTATE messages are normal
and you need to read the surrounding text to determine if there may
have been a problem. For example, you should expect to find
SQLSTATE=08003 messages in the log after the CONNECT RESET
commands.
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For Oracle only: Log files generated during Oracle database creation
will be in the "Library server database location” specified during install,
ending with the suffix .1og. Log files generated during DB2 database
creation will be in the /tmp directory, icmlscrdb.db2.10g.

If database creation fails, you should verify the values used in your
icmlsdb.properties file. For Oracle database creation, this file will be
located in the "Library server database location” specified during
installation. For DB2 database creation, this file will be located in the
/tmp directory. If one of the values in the properties file is incorrect, you
can edit the file with vi or other similar editor to correct the value.
Once you are satisfied that the properties file is correct, re-run the
installation program and browse to the directory where their properties
file is located. You should also verify your tnsnames.ora, Tistener.ora,
and sqlnet.ora on your Oracle server using the methods already
described. The sqlnet.ora file on the Oracle client machine should use
the same settings described earlier for the Oracle server.

Verify library server access modules generated

282

To verify that the library server access modules were generated correctly:
__ 1. Look for *.DLL files in:

/home/db2fencl/ICMNLSDB/DLL

If the DLLs are not there, then your compiler environment settings may
not be set up correctly for Content Manager. You may find some .tx3
files in the /home/db2fenc1/ICMNLSDB/DLL directory instead which will
contain error messages.

Confirm that you are using the VisualAge C++ compiler v5.0. Make
sure the ICMCOMP environment variable is set to /usr/vacpp/bin

In the *tx3 files, if you see compilation errors indicating the SQL header
files cannot be found (e.g. SQLDA), execute the following command to
create the symbolic links for DB2:

# /usr/1pp/db2_07_01/cfg/db21n

After you determine the cause of the compilation problems identified in
the .tx3 files, you can regenerate the access modules by executing:
# cd /usr/1pp/icm/config
# java TRebuildCompTypeICM ICMNLSDB icmadmin password
ICMADMIN /tmp/run.out
# java ICMDefineSystemItemTypes ICMNLSDB icmadmin password
ICMADMIN /tmp/run.out
Look in the /usr/1pp/icm/logs/icm8linstall.log make sure you see
the following output:
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Generating DLL for access module: ICMNLSDB icmadmin ...
Number of views found: 16

Generating access module for view with ID: 200
Generating access module for view with ID: 201
Generating access module for view with ID: 202
Generating access module for view with ID: 203
Generating access module for view with ID: 204
Generating access module for view with ID: 205
Generating access module for view with ID: 206
Generating access module for view with ID: 207
Generating access module for view with ID: 208
Generating access module for view with ID: 300
Generating access module for view with ID: 301
Generating access module for view with ID: 302
Generating access module for view with ID: 303
Generating access module for view with ID: 304
Generating access module for view with ID: 400
Generating access module for view with ID: 500
A11 access modules rebuilt

This output confirms successful generation of the access module stored
procedures. The access modules are used for Content Manager item
types. They are dynamically generated using the C++ compiler.

If the access modules are not correctly built:
* You will have problems loading documents

* You will see a message in the log file (see Messages and Codes
documentation for the name and location of the log file for the
component you are using):

ICM7007: The access module required to access a component

table has not been built correctly. The server log contains the
name of the access module and the component type that must be
built.

Delete and re-create the item type and verify the access module
is correctly built.

(STATE) : [LS RC = 7007] com.ibm.mm.sdk.common.

DKUsageError: DGL3608A: DLL not ready;

ICM7007: The access module required to access a component table
has not been built correctly. The server Tog contains the name
of the access module and the component type that must be built.
Delete and re-create the item type and verify the access module
is correctly built.

(STATE) : [LS RC = 7007]

If you encounter this error, delete the $ICMDLL/ICMNLSDB directory (for

example: /home/db2fencl/ICMNLSDB), then run
TRebuildCompTypeICM described above.
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Verify that the library server monitor program is running

To verify that the library server monitor is running, use the procedure for
[‘Running the library server monitor program” on page 498}

Verify resource manager database

To verify that the resource manager is installed correctly:
__ 1. If you have not done so, execute the following:
# . /home/db2inst1/sq11ib/db2profile
__ 2. Check database connection by typing:
# db2 connect to rmdb user rmadmin using password

You should see output similar to the following:
Database Connection Information

Database server
SQL authorization ID
Local database alias

DB2/6000 7.2.5
RMADMIN
RMDB

3. Check database tables by typing:
db2 Tist tables

You should see a few tables listed (around 26).

You can also check $ICMROOT/config/icmcrrmdb.1og and search for the
term "SQLSTATE" to find error messages. A few of the SQLSTATE
messages are normal and you need to read the surrounding text to
determine if there may have been a problem. For example, you should
expect to find SQLSTATE=08003 messages in the log after the
CONNECT RESET commands. This file may be in the logs directory
rather than the config directory if the errors were detected during the
installation.

Verify resource manager Web application deployment

Follow these steps to verify that the resource manager Web application is
deployed correctly for either:

[’Advanced Single Server Edition (AES)’|
OR
[’Advanced Edition (AE)” on page 286|

Advanced Single Server Edition (AES)
To verify that the resource manager was deployed correctly with AES:

__ 1. Stop and restart the following services to make sure that the changes
made to the HTTP Server and WAS become effective:
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Stop the HTTP Server
/usr/HTTPServer/bin/apachectl stop
Start the HTTP Server
/usr/HTTPServer/bin/apachect] start
Stop WAS Application Server

/usr/WebSphere/AppServer/bin/stopServer.sh
-configFile/usr/1pp/cmb/cmgmt/IDM_ICM.xm1

OR
stopIDMAES.sh in /opt/CMeClient/Save/

(default install location on AIX)
Start WAS Application Server

/usr/WebSphere/AppServer/bin/startServer.sh
-configFile /usr/1pp/cmb/cmgmt/IDM_ICM.xm1

OR
startIDMAES.sh in /opt/CMeClient/Save/

(default install location on AIX)

__ 2. Regenerate the plug-in configuration:
__a. Open a browser, and enter the following URL:

http://<hostname>:9090/admin

where <hostname> is the fully qualified host name for your WAS
machine.

Configure AES:

1) Click Configuration.

2) Click Open a configuration file to edit with the console.
3) Select Enter full path to file on server.

4) Enter /usr/1pp/icm/cmb/cmgmt/IDM_ICM.xml

Open up the

+ Nodes
+ <hostname> (e.g. homer.st1.ibm.com)
+ Application Servers
- Default Server

in the topology tree in the left pane.

In the right pane, you'll see Application Servers: Default Server

Under Advanced Settings, click Web Server Plug-in
Configuration.
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___e. Click the Generate button.

f. After completion, you see a couple of message at the top,
including:

New plug-in configuration has been generated.

Click OK.
__ 9. Click Configuration needs to be saved.
h. Save to the following file:
/usr/WebSphere/AppServer/config/server-cfg.xml
i. Click OK

__J. This step checks to see that the <icmrm> web application is listed
in the WAS Admin Console.

Notice: icmrm is the default name and will be different if you
changed it during the install.

In the WAS Admin Console, locate the Resource Manager
application (icmrm)

__k. Select Enterprise Applications in the topology tree in the left
pane of the WAS Admin Console.

In the right pane, you will see a list of the deployed applications.
__ | Start the Resource Manager:
1) Click in the check box in front of icmrm
__2) Press the Start button
__ 3. Validate the deployment:

__a. Look for the ICMRM web application in the WAS Admin
Console.

__b. Also check to see if the icmrm files have been copied to the WAS
directory, e.g.:

/usr/WebSphere/AppServer/installedApps/icmrm.ear/

You should see output similar to the following:

Auth Id Application Appl. AppTlication Id DB # of
Name Handle Name Agents
RMADMIN java 35 *LOCAL.db2inst1.020627185929 RMDB 1
RMADMIN java 36 *LOCAL.db2inst1.020627185931 RMDB 1
RMADMIN java 37 *LOCAL.db2inst1.020627185932 RMDB 1

Note the three java.exe processes related to RMDB.

Advanced Edition (AE)

To verify that the resource manager was deployed correctly with AE:
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Stop and restart the following services to make sure that the changes
made to the HTTP Server and WAS become effective:

a.

Stop the HTTP Server
/usr/HTTPServer/bin/apachect] stop
Start the HTTP Server
/usr/HTTPServer/bin/apachectl start
Stop WAS Application Server

/usr/WebSphere/AppServer/bin/wscp.sh -c "Node stop
/Node:<node_name>/"

Where <node_name> is the name of the node to stop.
Start WAS Application Server
/usr/WebSphere/AppServer/bin/startupServer.sh

Regenerate the plug-in configuration

_a

Start the WAS Admin console:
/usr/WebSphere/AppServer/bin/adminclient.sh
Open up the

- WebSphere Administrative Domain
- Nodes
+ <hostname> (e.g. homer.st1.ibm.com)

in the topology tree in the left pane.

Right click on the hostname and select Regen Webserver Plugin
from the menu.

In the message pane at the bottom, you'll see:

ADGU1077I: Plugin regeneration completed successfullly...

In the WAS Admin Console, locate the Resource Manager
application (icmrm)

(This step checks to see that the <icmrm> web application is
listed in the WAS Admin Console. Remember: that icmrm is the
default name and will be different if you changed it during the
installation.)

Under your hostname, under Nodes, expand to see the
Application Servers in the topology tree in the left pane of the
WAS Admin Console.

__f. Start the Resource Manager:

__1) Right mouse button click on the icmrm appserver
__2) From the menu, select Start
__3) In WAS AE check RM processes are running by typing:

# db2 Tist applications

Validate the deployment:
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Console.

directory, for example:

a. Look for the ICMRM web application in the WAS Admin

b. Also check to see if the icmrm files have been copied to the WAS

/usr/WebSphere/AppServer/installedApps/icmrm.ear/

You should see output similar to the following:

Auth Id Application Appl. Application Id DB # of
Name Handle Name Agents
RMADMIN java 35 *LOCAL.db2inst1.020627185929 RMDB 1
RMADMIN java 36 *LOCAL.db2inst1.020627185931 RMDB 1
RMADMIN java 37 *LOCAL.db2inst1.020627185932 RMDB 1

Note the three java.exe processes related to RMDB.

Verify resource manager Web application in a Web browser

To verify that the resource manager Web application in a Web browser:

__ 1. Start your WebSphere Application Server if it is not already started.

__ 2. Open a web browser and type in the following web addresses:

__a. http://<hostname>/icmrm/snoop

Where <hostname> is the fully qualified hostname of your WAS
machine. For example, if homer.sv1.imb.com is your hostname,

you would type:
http://homer.sv1.imb.com/icmrm/snoop

You should see the snoop information, which displays network

settings for your machine.
b. https://<hostname>/icmrm/snoop

You should see the snoop information again. The test with https

will test your SSL connection.

For more information about the SSL configuration, see

“Configure Secure]

[Sockets Layer (SSL) for IBM HTTP server” on page 23

Troubleshooting note for WAS AE: If you are unable to view the snoop
information, look at the WAS configuration file to see if icmrm was deployed
to a different port. This may happen if the default port is already used. View
/usr/WebSphere/ AppServer/config/plugin-cfg.xml. Look for information

similar to:
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<ServerGroup Name="homer/ICMRM">
<Server CloneID="tr20agvt" Name="ICMRM">
<Transport Hostname="homer" Port="9081" Protocol="http"/>
</Server>

Notice that Port identifies 9081 (a number other than 9080), if this is the case,
then add the port 9081 to your virtual host in the WAS admin console.

__ 1. Under WebSphere Administrative Domains, select Virtual Hosts.
__ 2. In the right pane, you see the Hosts Alias.
__ 3. Click Add to add the new port number.

First Steps

The Content Manager First Steps program allows you to load sample data
into the Content Manager servers. You perform the First Steps procedures
differently depending whether you have all of the Content Manager
components on one system or if you have them installed on more than one
system.

For an AIX installation of a library server or a resource manager (or both) you
need to run the First Steps program from the Windows system where you
installed your system administration client component. See |”Running Firstl
[Steps for a multiple machine Content Manager system” on page 158|

Verifying that DB2 Universal Database Relational Connect is set up correctly for

After the software is installed, a user with SYSADM authority should check
the setup and create the federated database. The DB2 instance owner then
configures the server to access the Oracle data sources.

Checking the federated server setup

After the federated server is set up, you can avoid potential problems by
checking several key settings:

* Confirm the link between DB2 and the data source client libraries.
* Check the wrapper library file permissions.
* Ensure that the FEDERATED parameter is set to YES.

Checking the data source environment variables

When you set up the federated server, the installation process attempts to set
the environment variables for the Oracle Server data sources.

Prerequisites:
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A federated server that is properly set up to access your data sources. This
includes the installation and configuration of any required software, such as:
the client software and DB2 Relational Connect.

Procedure:

Check to make certain that the environment variables for the data sources you
want access are set in the sq11ib/cfg/db2dj.ini file.

The system administrator should check the data source environment variables.

The following table lists the valid environment variables for Oracle.

Table 111. Valid data source environment variables.

Data source Valid environment variables

Oracle ORACLE_HOME
ORACLE_BASE
ORA_NLS

TNS_ADMIN

The data source environment variables will not be set in the

sq11ib/cfg/db2dj.ini file if you:

¢ Install the data source client software after the DB2 federated server is
setup.

¢ Have not installed the data source client software.

To set the environment variables:

1. Install the client software (if necessary).

2. Set the environment variables. The quickest way to set the data source
environment variables is:

* Run the DB2 Relational Connect installation again.
You can also manually set the environment variables.

Manually setting the Oracle environment variables

To manually set the Oracle environment variables, follow these steps:

__ 1. Edit the db2dj.ini file located in sq11ib/cfg directory. The db2dj.ini
file contains configuration information about the Oracle client software
installed on your federated server. If the file does not exist, you can
create a new file with this name. In the db2dj.ini you must specify the
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fully qualified path for the variable, otherwise you will encounter
errors. Set the following environment variables as necessary.

ORACLE_HOME

Set the ORACLE_HOME environment variable to the directory
path where the Oracle client software is installed. Specify the
fully qualified path for the variable,
ORACLE_HOME=<oracle_home_directory>. For example, if the
Oracle home directory is /usr/oracle/8.1.7, the entry in the
db2dj.ini is:

ORACLE_HOME=/usr/oracle/8.1.7

Note: If an individual user of the federated instance has the
ORACLE_HOME environment variable set, federated instance
does not use that setting. The federated instance uses only the
value of ORACLE_HOME that you set in the DB2 profile
registry.

ORACLE_BASE
ORACLE_BASE represents the root of the Oracle client
directory tree. If you set the ORACLE_BASE variable when you

installed the Oracle client software, set the ORACLE_BASE
environment variable on the federated server. For example:

ORACLE_BASE=<oracle_root_directory>
ORA_NLS

If your system is using multiple versions of Oracle, you must
ensure that:

* The appropriate ORA_NLS variable is set.
* The corresponding NLS data files for the versions you are
using are available.

The location-specific data is stored in a directory specified by
the ORA_NLS environment variable. For each new version of
Oracle, there is a different ORA_NLS data directory.

Table 112. Oracle ORA_NLS directory name, by version.

Oracle version Environment variable
7.2 ORA_NLS

7.3 ORA_NLS32
8.0,8.1,9.0.1 ORA_NLS33

For example, for federated servers that access Oracle 8.1 data
sources, set the ORA_NLS environment variable:
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ORA_NLS32=<oracle_home_directory>/ocommon/nls/admin/data>
TNS_ADMIN

The Oracle client expects to locate the tnsnames.ora file in the
/NETWORK/ADMIN directory. The client will also look for the
tnsnames.ora file in the /etc directory. If the tnsnames.ora file
is not located in one of these directories, you need to set the
TNS_ADMIN environment variable on the federated server. For
example:

TNS_ADMIN=<tnsnames.ora_directory>

__ 2. Update the .profile file of the DB2 instance with the Oracle
environment variable. You can do this by issuing the following
command:

export PATH=$O0RACLE_HOME/bin:$PATH
export ORACLE_HOME=<oracle_home_directory>

where <oracle_home_directory> is the directory where the Oracle client
software is installed.

3. Execute the DB2 instance .profile by entering:
. .profile

4. Ensure that t