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This presentation will review Error Logging.
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Agenda

= Describe WDI error and message logs
» What logs are available
» What type of information
» How to use
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The presentation describes the various logs that WDI uses for error messages and other types
of informational messages. For each log, it will discuss the type of information that is written, as
well as how to use the log.
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Types of WDI logs

= WDI server writes error and informational
messages to:

» Print file

» XML print file

» Data Format (fixed-record) print file
» Event log

= WDI Client writes error messages to Client
Message Log

&,
e
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WDI may write error and informational messages to several different logs, depending on the
options you choose. WDI logs include the print file, the XML and fixed-format versions of the
print file, and the event log. The print file is always created, unless WDI cannot write to the file.
The other server logs are optional. based on options selected in the Application Defaults profile.

The Message Log is only used by WDI Client, and does not contain server messages.
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Print file (PRTFILE)

= Print file is the primary log for WDI Server.
= Logical/DD name is PRTFILE

= Free-form text for all error, warning, info messages
» Unless otherwise suppressed, or certain special cases

= WDI must be able to write to this file

&,
e
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The print file is the primary log used by WDI Server. The logical name or DD name for this file is
PRTFILE. WDI Server writes free-form text messages for all error, warning, and informational
messages to this file, except in certain special cases or unless the specific messages are

suppressed. |f WDI Server cannot write to this file, it will return an error code and the translation
will fail.
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Print file example

1Audit Trail Report -Datalnterchange Utility- Date: 07/03/15 Time: 10:16:54 Page: 00001

FF0588 Command: PERFORM TRANSFORM WHERE INFILE(edifile) OUTFILE(OUTFILE) SYNTAX(E) CLEARFILE(Y)
DUPENV(Y) TRACELEVEL(A2) BATCHSET(12345678)

FF0006 Input File: EDIFILE, C:\wdi33\test\x12.dat

Message: RU0003 Severity: 00

The best rule match for the document was: map name X12TOXML, sending TP nickname ANY, receiving TP nickname
ANY, usage indicator P, document 850, dictionary name X12V4R1, syntax edi.

Message: UT0008 Severity: 00
Map name being processed: X12TOXML.
Message: FF0007 Severity: 00
Data was written to OUTFILE. Message control number or document id was .
Message: UT0008 Severity: 00
Map name being processed: &DT_FA997V3R7.
Message: FFO007 Severity: 00
Data was written to EDI_OUT. Message control number or document id was 000000035.

FF0006 Output File: OUTFILE, C:\wdi33\test\outfile
FF0006 Output File: EDI_OUT, C:\wdi33\test\edi.out
FF0585 The PERFORM TRANSFORM command completed successfully. Number of messages processed: 1.
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This is an example of the print file output. It generally includes the PERFORM command that
was run, plus any resulting error, warning, and informational messages.
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Application Defaults profile settings

= XML print file, Data Format print file are optional

= Controlled by Application Defaults profile settings

{7 EDIEC33¢ - Application Defaults Profile - EDIFFS [mE]
=1 L R T = M

General | Error Handiing | Associated Error Messages | Comments

Applcation 1D

Enable/Disable
Bescrton [ XML and

[V Event Log Active [V Create XML Print File Data Format
IV Create Data Format Print Fie Print files

[ €nd of Translation Message

I~ Allow Production Rule or Usage for Test Messages
I~ Management Reporting
Manitor Program

Century Control Year

Alphanumeric Data Vaidation Table ALPHANLM v
Character Data Validation Table CHARSET -

Do

" save Information About All EDI Documents to the Document Store

i Bave Information About All Documents to the Bocument Store (All Bocument Syntaxes)
" save Information About Successfully Translated EDI Documents to the Document Store
" save Informatian About EDI Documents that Fai Translation to the Document Store

" Do Not Save Information to the Document Store

mmmmmmm

[save tmages of Al Documents
Eunctional Acknowedgement Image

[save mages of All Functional Admowledgements
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The XML print file and Data Format print file are optional. These logs are controlled by settings
in the Application Defaults profile. Each can be enabled or disabled independently.
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XML print file

= XML print file is an XML version of the print file
= Logical/DD name is XMLPRNT

= XML format so messages can easily be parsed
» Allows additional processing of messages
» Used by Common Events Handler Java API

= Includes additional document information
» Information about each document processed
» Not in regular print file

Error Logqging

The XML print file is an XML version of the print file. If it is enabled, it is written to the logical file
or DD name XMLPRNT.

© 2007 IBM Corporation

This file is in XML format so an application can easily parse the messages and do further
processing, such as passing them to Tivoli or another monitoring system. The XML format of the
print file is used by the Common Events Handler Java API.

The XML print file also contains some additional document information that is not in the regular
print file. This can include things like the document store identifier, trading partner, control
numbers, and other information to help identify each document that was processed.
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XML print file example — message entry

<Message>
<Msgld>UT0008</Msgld>
<Docld>20070315141704618979</Docld>
<Severity>00</Severity>
<Text>Map name being processed: X12TOXML.</Text>
<InsertData>X12TOXML</InsertData>

</Message>

&,
e
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This is an example of a message entry from the XML print file. Notice that this message also
includes a <Docld> element, which is included if the message is related to a specific document
or transaction. This allows you to find the corresponding <Document> entry for this message. If
messages are being saved to Document Store, this will also correspond to the Document Id or
Transaction Handle in the Document Store.
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XML print file example — document entry

<Doclnfo>
<Docld>20070315141704618979</Docld>
<Direction>Input</Direction>
<Syntax>edi</Syntax>
<Dictionary>X12V4R1</Dictionary>
<Document>850</Document>
<Sndtpnick>TESTSNDR</Sndtpnick>
<Sndid>TESTSNDR</Sndid>
<Sndqual>ST</Sndqual>
<Rcvtpnick>TESTRCVR</Rcvtpnick>
<Rcvid>TESTRCVR</Rcvid>
<Rcvqual>BT</Rcvqual>
<Intctinum>000000005</Intctinum>
<Grpctinum=>000000000</Grpctinum>
<Trxctinum>000001</Trxctinum>

</Doclnfo>

&
e
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This is an example of a document entry from the XML print file. The <Docld> element here
corresponds to the <Docld> in the message entries. Some of the elements within <Doclnfo>
may be empty or omitted if WDI does not have that information at the time the document entry is

written.
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Data Format print file

= Data Format print file is a fixed-record Data Format
version of the print file

= Logical/DD name is ADFPRNT

= Fixed format also allows messages to be parsed
» May be easier for COBOL program to process

= Includes document id, but does NOT include
additional document entries that are in the
XML print file

"Error Logaing © 2007 IBM Corporation

The Data Format print file is a fixed-record Data Format version of the print file. If it is enabled, it
is written to the logical file or DD name ADFPRNT.

This file is in fixed-record format, which may be easier for a COBOL or other legacy-type
application to process.

The Data Format print file includes the document id with the message entries, but does NOT
contain the additional document entries that are in the XML print file.
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XML print file example — message entry

MYUT0008002007031514170461897901
TY 035Map name being processed: X12TOXML.
I 008X12TOXML

© 2007 IBM Corporation

This is an example of a message entry from the Data Format print file.
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Event Log

= Event Log is a database table for messages
» Table name is EDIELOG
» Provides persistent storage for messages

= Usually only error messages are written
» Not warnings or informational messages
» Special case for end of translation message

= Optional — controlled by Application Defaults profile

"Error Logaing © 2007 IBM Corporation

The Event Log is a database table, EDIELOG, which WDI can use to save messages. Unlike
messages that are written to a file, these messages will not get overwritten each time the file is
reused.

Normally, only error messages are written — not warning or informational messages. One
exception is the special “End of translation” informational message.

The Event Log is optional. You can enable it or disable it by setting the option in the Application
Defaults profile. Because event logging requires additional database writes, there may be some
performance impacts when running with the Event Log enabled.
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Enable/Disable
Event Log

Application Defaults profile — Event Log

= Event Log, end of translation message are optional
= Controlled by Application Defaults profile settings

f“’t? EDIEC33E - Application Defaults Profile - EDIFFS

=1 N O = e

General | Error Handiing | Associated Error Messages | Comments

Applcation 1D

Description |
[V Event Log Active

I~ Allow Production Rule or Usage for Test Messages

ALPHANLM  ~

CHARSET -

nnnnn its to the Document Store.
i A Bocument < (HiB
it Successfully Translated EDI Document ts to the Document Store.

it EDI Documents that Fal Translation to the Dacument Store
" Do Not Save Information to the Document Store

Document Image [save tmages of Al Documents

Eunctional Adnowedgement Image [save mages of All Functional Admowledgements

&,
e

Enable/Disable
End of
Translation
Message

"Error Logaing
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To enable the Event Log, edit the Application Defaults profile and check the “Event Log Active”
box. To disable the Event Log, clear this box.

Similarly, you can enable or disable the “end of translation” message. If this is enabled and the
Event Log is active, a special informational message is written to the event log at the end of
each translation. This message includes the final return code and input file information. This

provides a persistent record of each translation that occurred.
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Viewing Event Log using WDI Client

= View the Event Log using WDI Client
» Use the View -> Event Log... option

(] 3|8 Ffe=—= @
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You can view the Event Log using WDI Client by clicking “View”, then “Event Log”.
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Viewing Event Log — selection criteria

= You can specify selection criteria if you want to limit the
number of entries displayed.
» To see all entries, just use the defaults.

@ WebSphere Data Interchange for Multiplatforms V3.3 [=[=1%]

3 B o] ) e @

— =1
Query Description:  Find Event Log Entries Caneel

Object Type: Event Log =T

File View Hel

= g/ @@

Application 1D Like [
User ID Like

Date Like CCYYMMDD
Time Like HHMMSS

© 2007 IBM Corporation

Error Logqging
You can specify selection criteria if you want to limit the number of entries that are displayed, for
example you only want to see entries from today. Just use the defaults if you want to see all
event log entries.

You can also define your own Event Log queries using the WDI Client query editor.
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Sample Event Log list

vent Log) - Query: Find

Event Log

S
el =

&l 2 5 2] ol

EDIFFS
EDIFFS
EDIFFS
EDIFFS
EDIFFS
EDIFFS
EDIFFS
EDIFFS
EDIFFS
EDIFFS
EDIFFS
EDIFFS
EDIFFS
EDIFFS
EDIFFS
EDIFFS
EDIFFS
EDIFFS

Application ID I Date

Yl Time:

| Associated Entry ID

| User 1D

[30b 1D

| Format 1D

| Message

03/16/2007
03/16/2007
03/16/2007
03/15/2007
03/15/2007
02/26/2007
02/26/2007
02/26/2007
02/26/2007
02/26/2007
01/19/2007
01/19/2007
01/18/2007
01/19/2007
01/18/2007
01/19/2007
01/19/2007
01/19/2007

03:17:14 AM
08:17:21 AM
03:18:01 AM

E000077760000000. ..
E000053080000000. ..
E000066720000000. ..

E000022530000000,
E000043080000000,
E000060030000000,
E000003360000000,
E000046120000000.
E000042520000000.
E000023530000000,
E000060350000000,
E000060350000000,
E000060360000000,
E000060360000000,
E000060360000000.
E000060350000000,
E000060350000000,
E000060350000000

EDIUSER
EDIUSER
EDIUSER
EDIUSER
EDIUSER
EDIUSER
EDIUSER
EDIUSER
EDIUSER
EDIUSER
EDIUSER
EDIUSER
EDIUSER
EDIUSER
EDIUSER
EDIUSER
EDIUSER
EDIUSER

EDIFF
EDIFF
EDIFF
EDIFF
EDIFF
EDIFF
EDIFF
EDIFF
EDIFF
EDIFF
EDITR
EDITR
EDIMB
EDITR
EDITR
EDIMB
EDITR
ED

$SMSG-FFO586
$SMSG-FFO586
SSMSG-FFO586
SSMSG-FFO586
SSMSG-FFO586
SSMSG-FFO586
$SMSG-FFO586
$SMSG-FFO586
$SMSG-FFO586
$SMSG-FFO586
$SMSG-TR0202
$SMSG-TRO205
$SMSG-MBO0SS
$SMSG-TRO202
$SMSG-TR0205
$SMSG-MBO0SS
$SMSG-TR0202

SSMSG-TRO205

FFi586*00*Processing ended - RC
FF0585*00*Processing ended - RC
FF0585*00*Processing ended - RC
FF0586*00*Processing ended - RC
FF0586*00*Processing ended - RC
FF0586*00*Processing ended - RC
FFi586*00*Processing ended - RC
FF0585*00*Processing ended - RC
FF0585*00*Processing ended - RC
FF0585*00*Processing ended - RC
TRO202*08%An interchange header
TRO205*08Interchange envelope t
MBO092*03*Data transformation fai
TRO202*08%An interchange header
TRO205*058*Interchange envelope t
MB0099*08 Data transformation fai
TRO202*08%An interchange header

TRO205*08%Interchange envelope tM

| 2]

Error Logqging
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Once you enter your selection criteria, a list of Event Log entries is displayed.
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Sample Event Log detail

{ﬁ EDIEC33E - Event Log - EDIFFS E0000603 20070119161646238000... |; |§ E

= N Bl |

Application 1D =DIFFS User ID ES==

Date [01/19/2007 Format ID [ssvseRoz0s
Time lm

Ih D EDITR

Assodated Entry 1D I E000060350000000000000000000000000000000020070119161646238000001

Message

TRO205*08*Interchange envelope trailer contains invalid functional group count. Trading Partner ID = UNKNOWN/UNKNOWN, HIPAAIB37.
Interchange control number = 000000101 - 2 - 1200. Mumber of functional groups counted = 1. Functional group count in interchange
envelope trailer = MULL. Current record number = NA. Usage indicator = MA. **** File: C:\WDIServer\3.3\20070117_1653\src\edivaid.cpp
Line: 3123 Func: nfa

Error Logqging © 2007 IBM Corporation

You can select entries from the list window to see more detail for a specific Event Log entry.
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Removing Event Log entries

= To remove Event Log entries from database use
REMOVE LOG ENTRIES server command

PERFORM REMOVE LOG ENTRIES WHERE
APPLID(EDIFFS) LOGDATE(07/03/01) TO(07/03/15)

-
e

"Error Logaing © 2007 IBM Corporation

To remove Event Log entries from the database, you use the REMOVE LOG ENTRIES server
command. You cannot delete Event Log entries using WDI Client.

This is an example of REMOVE LOG ENTRIES command, which would remove entries from
March 1 to 15, 2007. The “Utility Commands and File Formats Reference” includes more
information about the keywords for this command.
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WDI Client Message Log

= WDI Client has its own Message Log

= Used for significant Client error messages and
information

» Example: Error reading or updating database
= Can be enabled or disabled

= Does not contain any server messages

&,
e
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WDI Client has its own Message Log that it uses to record significant Client error messages and

information. For example, if there is an error reading or updating the database, it might write an error to the
Message Log.

The Message Log can be enabled or disabled, and does not contain any server messages.
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Message Log configuration

= Update Configuration Database options to
enable or disable the Message Log

» Can also configure automatic deletion of entries

] 3ot Feme—— @

© 2007 IBM Corporation

To enable or disable message logging, update the Configuration database options.
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Configuration database —
Message Log options

uration - uration Enable/Disable
1 RN = Rl

= Message Log
General Options | Audit Trail |
I~ | Enable Role Based Access Contral [ Message Log Options

¥ Enable Message Logging
_Q(fm""m Dambasa.% [¥ Delete Old Messages Message LOQ
* Reconnect automatically .
= ‘Pmpt M— i |T Keep messages for this number of days. retention
[ Eolder Options

I~ Allow use of Folders

Default Folder

I~ | Users may specify their ormn default Folder

I~ | Prampt to override the Folder specified when importing objzcts

€ Require the user to assign an object bo a Folder

€ Prompk the user. for a Folder when saving an abiect that is not assigned ko a Falder

€ Do nok prompt the user ko assign & Folder to an object

b
53
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In addition to enabling or disabling the Message Log, you can also specify whether Message log
entries should be automatically deleted, and how long they should be kept.
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Viewing Message Log

= View the Message Log
» Use the View -> Message Log... option

_| o = @

E‘.rror Logging © 2007 IBM Corporation

You can view the Message Log by clicking “View”, then “Message Log".
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Sample Message Log list

Yol ol Bl <] o] ol o]

Message Log I
Date and Time User ID D | Module [ Line humber |
03/15/2007 11:11:09 AM  admin 12168 12168 - A database error occurred. ODBC return code is: -1. Des...  Edidb.cpp 383

© 2007 IBM Corporation

This shows the list of all messages in the Message Log.
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Sample Message Log detail

n - og -
| e o] B!

General I
User ID I admin Message ID 12168
Date and Time | 03/16/2007 11:11:09 AM Module | Ecidb. cpp
Line Number 383
Message

12168 - A database error occurred. ODBC return code is: -1. Description: SQL30082M Attempt to establish connection failed with security reason
"3" ('PASSWORD MISSING™). SQLSTATE=08001

Driver's SQLSetConnectattr failed. Internal Codes: State:0800 1,Native:-30082,Origin: [IBM] [CLI Driver]State:IMO0S, Native: 0, Origin: [Microsoft]
[ODBC Driver Manager].

Error Logqging © 2007 IBM Corporation

Just like with the Event Log entries, you can select entries from the Message Log list window to
see more detail for a specific Message Log entry.
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Summary

= Server log files
» Print file
» XML print file
» Data Format print file

= Server Event Log

= Client Message Log

© 2007 IBM Corporation

In summary, we described the various types of logs that WDI keeps.

The Server can log messages to several different files — the free-format print file, plus the XML
and Data Format versions of the print file. The server can also write messages to a persistent
Event Log table in the database.

The Message Log is used by the WDI Client to record significant Client errors, such as database
errors.
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