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Security Requirements

Source: 2006 survey by the IT Policy Compliance GroupSource: 2006 survey by the IT Policy Compliance Group
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Sources:  Forrester research, Sources:  Forrester research, IdMIdM Trends 2006; USSS/CERT Insider Threat Survey 2005; CSI/FBI SurvTrends 2006; USSS/CERT Insider Threat Survey 2005; CSI/FBI Survey, 2005; National Fraud Survey; CERT, various documents.ey, 2005; National Fraud Survey; CERT, various documents.

Who Causes Internal Incidents?Who Causes Internal Incidents?
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Solutions Involved:

Increasing 
Requirements

Increasing 
Requirements

Increasing 
Complexity

Increasing 
Complexity

Increasing 
Cost

Increasing 
Cost
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Regulators & 

Auditors Make It 

Urgent
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[ISO17799:2005] 
10.10.1 Audit logging

Audit logs recording 
user activities, 

exceptions, and 
information security 
events should be 

produced and kept for 
an agreed period to 

assist in future 
investigations and 

access control 
monitoring.
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The Problems We Help to Solve
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Capture
“I need to store logs 

for forensics”

“I have no idea which 

logs to collect or how”

Comprehend

“My staff lacks the time, 

expertise, and desire 

to scan logs”

“I’m concerned about 

privileged actions”

Communicate

“I need to provide reports to 

my auditors and regulators”
“I need to prove that I have 

effective IT security controls”
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Agenda

Problems

Solution: TSIEM -- The 3 C’s

1. Capture – Enterprise Log Management

2. Comprehend – Sophisticated Log Interpretation

3. Communicate – Full Audit and Compliance Reporting

Technology

Proven Results
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I Need to Collect Logs but it’s Too Hard

� Thousands of points across the 

enterprise generating event logs

� Regulators and auditors require 

you to capture and retain these log 

files

� Internal and external threats mean 

you need to investigate activities

� Time and cost constraints means it 

must be fast and affordable
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Your enterprise 
How to collect the logs?
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Enterprise Log Management
Capabilities:

� Secure, reliable log capture from any 
platform

� Auto collection of syslogs

� Full support for native log collection

� Store in an efficient, compressed depot

� Access data when needed

� Search across all logs

� Reports to prove complete collection
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Implementation time: plug and play.Implementation time: plug and play.

Benefits: 

� Reduce costs by automating and 
centralizing collection

� Be “audit ready” at any time!
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Log Continuity Report
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Log Continuity Report
Instant proof to auditors and 
regulators that your log 

management program is 

complete and continuous.



© 2007 IBM Corporation

IBM Governance and Risk Management

Business alignment, visibility and control

Investigate
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Depot Investigation Tool
Information at your fingertips, 
with easy to use search
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Technology
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What are People Doing on My Network?
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87% of insider incidents are caused by privileged and technical users.87% of insider incidents are caused by privileged and technical users.
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How do I make sense of all this?
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After Log Capture, Translation is Next
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Windows z/OS AIX Oracle SAP ISS FireWall-1 Exchange IIS Solaris

Windows

expert

z/OS

expert

AIX

expert

Oracle

expert

SAP

expert

ISS

expert

FireWall-1

expert

Exchange

expert

IIS

expert

Solaris

expert
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Now all Logs in Your Enterprise in a Single Language
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TSIEM saves your information security and compliance staff time and money 
by automating monitoring across the enterprise. 

TSIEM saves your information security and compliance staff time and money 
by automating monitoring across the enterprise. 

Translate logs to “English”

Windows z/OS AIX Oracle SAP ISS FireWall-1 Exchange IIS Solaris
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Translate Logs into English

IBM Tivoli’s W7 Methodology

Who did What type of action on What?

When did he do it and Where, From Where and Where To?
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We do the hard work, so you don’t have to!!We do the hard work, so you don’t have to!!
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Sophisticated Log Interpretation and Correlation
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Capabilities:

� W7 normalization

� Interpret EVERY log (Syslog
and native logs) into English

� Compare billions of log 
entries to baseline policy

Out of the box log normalization!Out of the box log normalization!

Benefits: 

� Interpret and monitor all logs 
with fewer and less expensive 
resources

� More quickly detect and solve 
security problems
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Compliance Dashboard
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Compliance Dashboard
Logs after W7 – Billions of 
log files summarized on one 

overview graphic!
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W& Eventlist
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W7 Eventlist
Note!: Mike Bonfire, a DBA, 
is reading the payroll
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You Need Reports to Communicate
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Compliance Modules

24



© 2007 IBM Corporation

IBM Governance and Risk Management

Business alignment, visibility and control

25

Regulation specific modules with 
tailored reports to jumpstart your 

compliance efforts – saving you 
staff time and reducing audit costs
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Operational Change Control
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Operational Change Control Report
See a summary of all the operational 
changes made by different groups
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Eventlist
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Event List
Zoom in into the all actions 
that IT admin did on the 

financial Server and see the 

creation of the user account 

of Chin055
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EventDetail
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An Event Detail Report 
Even drill down into that specific event 
and see all the event details, and we 

can even go to the raw log-file
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Key FeaturesKey Features
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1. Capture – Enterprise Log Management

2. Comprehend – Sophisticated Log Interpretation

3. Communicate – Full Audit and Compliance Reporting

Technology

Proven Results
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Architecture
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Collection Method InSight Application Output

High Performance Collector
(Optional)

Dashboards & drill down

Reports

Retrieve Log-files

alerts

Third party integration

Log Depot

Reporting DBs

Event Sources

Applications

Databases

Operating Systems

IDS & IPS

Firewalls

Consul Software Agent

Agent less
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1. Capture – Enterprise Log Management

2. Comprehend – Sophisticated Log Interpretation

3. Communicate – Full Audit and Compliance Reporting

Technology

Proven Results
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Customers Turn to TSIEM
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Multinational Insurance 
Company

Major US Payment 
Processor

Major Office Supplies 
Store

Large US Grocery Chain

Industrial Cleaning Firm

Major Office Equipment 
Manufacturer

To close compliance gaps for SOX; centralize collection, monitoring, and reporting 
of millions of log files; and provide transparency into the activities of privileged 
users across a heterogeneous network.

To prepare for federal regulations and to meet the requirements of the VISA CISP, 
this large payment processor brought Consul onboard to help audit enterprise IT.

The Manager of Data Security began looking for a solution to audit their entire 
enterprise IT environment.

Needed IT audit solution they could roll-out across the corporate network to audit 
AIX, mainframe, UNIX, Windows and OS/400, and then to 2,500 stores.

In order to meet SOX requirements and IT Security best practices, the Director of 
IT Security began looking for a product that could help them manage their log data.

Company received a mandate from their CEO to comply with federal regulatory 
requirements, specifically Sarbanes-Oxley

IT Security team driven by requirements given to them by Internal Auditors to meet 
Sarbanes-Oxley requirements

Global Food 
Manufacturer
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The TSIEM Difference
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Increasing 
Requirements

Increasing 
Requirements

Increasing 
Complexity

Increasing 
Complexity

Increasing 
Cost

Increasing 
Cost
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