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ad Security Architect
chnical Staff Member

IBM Governance and Risk Management%

Business alignment, visibility and control
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Security Requirements
Breaches of sensitive business data in past year: \

More than 22 Less than 3
incidents 10%
20%

Between 3 and 22
70%

Source: 2006 survey by the IT Policy Compliance Group
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Who Causes Internal Incidents?

r ‘nC!dents are caused by Who Causes Internal Incidents?

€chnical users

Privileged Users

87% of inside
Privileged or t

Many are inadvertent violations of:

. ange management process
» Acceptable use policy

OtherS are dehberate, due to Source: USSS/CERT Insider Threat Survey 2005
. Revenge (84%) Who are they?
. “Negative events” (92 . '
 Male
* 17-60 Years Old
* 87% technical positions N
6% 87% P 5
. |nternal attacks © A in the US aloné « About half married ’
. q $400 billio . i . &
. Costin * Variety of racial and ethnic o
backgrounds ’
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Challenges to address

_ Security Compliance
Increasing Dashboard and Reporting

Requirements

Privileged User Monitorin
and Audit (PUMA)

Increasing
Complexity Rla‘:jailtoase Monitoring and
Increasing I'\_"v::,:?1 :gg r:::tit Trail

Solutions |

Cost

© 2007 IBM Corporation
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Regulators &
Auditors Make It
Urgent

[1SO17799:2005]
10.10.1 Audit logging

Audit logs recording
user activities,
exceptions, and
information security
events should be
produced and kept for
an agreed period to
assist in future
investigations and
access control
monitoring.

visA  Sarbane S-Oxley

Finarcial and Accounting Disclosure Information

© 2007 IBM Corporation
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“I need to provide reports to
my auditors and regulators”

“My staff lacks the time,
expertise, and desire
to scan logs”

“I need to store logs
for forensics”

“I need to prove that | have
effective IT security controls”

“I'm concerned about
privileged actions”

“I have no idea which

© 2007 IBM Corporation
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Agenda

Problems

Solution: TSIEM -- The 3 C’s
1. Capture — Enterprise Log Management
2.

Comprehend — Sophisticated Log Interpretation
3.

Communicate — Full Audit and Compliance Reporting

Technology
Proven Results

© 2007 IBM Corporation
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| Need to Collect Logs but it's Too Hard

Your enterprise

How to collect the logs?

= Thousands of points across the
enterprise generating event logs

= Regulators and auditors require
you to capture and retain these log
files

» [nternal and external threats mean
you need to investigate activities

= Time and cost constraints means it
must be fast and affordable

© 2007 IBM Coré)oration
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Capabilities:
=  Secure, reliable log capture from any
platform

Manage Lc =  Auto collection of syslogs

»  Full support for native log collection
= Store in an efficient, compressed depot
Collech =  Access data when needed
& Store = Search across all logs
= Reports to prove complete collection

Investigat
& Retri

Operating Systems >

Mainframe

Log CmtinTlﬁlity
Security Devices Repert

Benefits:

Reduce costs by automating and
centralizing collection

Be “audit ready” at any time!

ConsulihSight St
e o}

© 2007 IBM Corgoration
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Dashboard History  Confinuity  Activity Investigate Retrieval

L Portal Log Manager = Continuity Report

Log Continuity Report

Log Continuity Report
Instant proof to auditors and
regulators that your log

management program is

|

jremeh complete and continuous.
. -
_ < June 24, 2005 — Export to POF
= E:Rrumnz_—|-— _ —l— —_— —l— —_— —I— —_ —I— - @JE"_F’“”'EF’PFDE'
2 Fublic Miebsite ] ; ; ' ] Eﬁetrie-.re selected Logfiles
I T 1l | Epprrrm— | 1l T | 1l T I T 1l | ETpr— 1l
WMieb Server Public If If If If If If ] @Regenerate Report L
I T I T I L - =
Internet Banking Fublic ]r ]|" ] @Adjust Schedule
| CRMD13- —|-— _ —|— —_— —l— —_— —I— —_ —|— -
2] Frivate Banking Senver -||'l ]l" ]l" . ]|" ] ]|" ]|" ] View >
| R [V [ N 1l 1l 1 I 1l 1 1l e
| Private Banking W'ebsite :I] ] @HHE Timezone (GMT +1)
S _|_ [ _|_ I [ _|_ DA o S S | O S | e
HR Data Serer | 1] | =2 By Audited Timezone
CRMO15— |— — = —|— — = —[— — ¥ By Browser Timezone
FTP senver Partners i : : j j ] o By Other Timezone
CRMDZS'—"————|————|————|————|————————
Partner Websener E ik [ ' I{ ) o e Filters *
15 Fatner Site 11 I | | It i | Sorting =
| | | |
S | PR S | P S S| | ‘S | A | o o o N
s T | 1 . . . . . zll Start Date ‘s
emeamail | | It | — It 1 T o |u
oo oo ghao 121.1:10 1800 200 A1 Audited Machine g
[ hour day I week T month I WEAr I
— Legend .
» List of Logfiles
Sl e ! =] continuity Logfile
[ - = Start [ty VS 2 » "End Date = @Missing Logfile
|:| =] |3 |33 kb [June 25, 2005 10:00 June 25, 2005 [12:00 (GNT +1})|1IS Public website CRKMO07 IE'] Miz=ing Sub Logfile
|:| =] |5 |21 kb [June 25, 2005 11.00 June 25, 2005 [12:00 (GNT +1)|Windows Server Web Server Public CRMOO7 Failed coliect, not collected yet
] |2 1.3 Mb|une 25, 2005 [12:00 June 25, 2005 | 13:00 (GMT +1)| SAP Internet Banking Public | CRMOO7 g”ﬂmﬂd collect, possibie lost
Archived Logfile
|:| ,E;L| 3 |5kb [June 25, 2005 13:00 June 25, 2005 (13:17 (GNT +1}| Windows Server Private Banking Server CRMO13 Iﬂ Coript Logie
@ 3 (213 kb|June 25, 2005 14:00 June 25, 2005 [16:30 (GNMT +1})|1S Private Banking Website |[CRMO13
=l |1|94kb [June 25, 2005 |15:00 June 25, 2005 [19:00 (GMT +1)|Windows Server HR Data Server CRMO014 Report information * | [ae

ﬂ My Computer
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Depot Investigation Tool
Information at your fingertips,
with easy to use search

|

April

Dashboard History  Confinuity  Aclivity Invesiigale Retrieval
L= poral » Log Manager = Inwestigation Tool
Depot Investigation Tool
* @uery builder
Step 1. Time period
month day year month day year
from: | april ] 1 [l vl [21 [w] [2008 [v] =

Step 2. Event Source

InSight server

2001 vl amy il

Point of presence

Audited machine name

Microsoft Windows _

Oracle

Event source type Event source name
all all all all all
server-01 SERVER-05 SERVER-05 InSight Server Activit| ||InSight Server Activit
server-05 STYX InSightWeb Applica| |Internet Information S
Internet Information S| | Oracle

Step 3. Select Fieldnames ©

' Refresh Figldname list

ou changed your 2election in the eventsources, this may cause miz=sing fields in this ist. Refresh the list to s=e all relevant fisldnames

Help

Actions

o Refresh Fieldname List

4| Start Search
@ Stop Search

' Restore default settings

| Retrieve selected Loafiles

View

&9 Show Timezone (GMT)
By Browser Timezone
» By Other Timezone

Search information

Status: 0%
Creation Time: 1]
Logfiles 0
| Events
 Support

date |:| = port |:| BEViCce b]

det number ] action

type |:| granularity BCT

[] eventclazs [] rezource [] sublogtype

Step 4. Content Search

clearlog® |

Start Search [v

@ Daone

8 Internet
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Agenda

Problems

Solution: TSIEM -- The 3 C’s
1. Capture — Enterprise Log Management

2. Gomprehend — Sophisticated Log Interpretatio_
3.

Communicate — Full Audit and Compliance Reporting

Technology
Proven Results
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IBM Governance and Risk Management

How do | make sense of all this?

F,‘,’., AUDIT_200503.AUDIT {C:Documents and Settings'ross'Desktop) - G¥IM2 ¥, ] oy [ 4
Elle Edit Tools Synkax Buffers ‘Window Help File Edit Tools Syntax Buffers ‘Window Help

SQIRE 98 i ERRRAB|AIA TEAQ|?2 2 AHRBE (9@ (i@ /RRRAB[(SSA[TaC

“F“@"FI“@“T“@“H“@a“@“@“B“@“@“@“@“@“@“@“@“L“@“F“@SEBUHIT'.'“L“laz“lash'"z"nﬁ“l: Security audit (SECURITY) on APPLES, system id: 2674

|»

“H*@="@BATCH_L440"H @/ "D R*A“@"H @ W Apijjij"H"@": Auditable event: Batch process login

‘@‘H‘@‘Z‘H‘@“@‘@‘@ Event time: 1-HAR-20085 B0:82:09_.84
“@" G RAPPLES. @ S EDSAO:[SYS1.SYSCOMMON. J[SYSEXEJLOGINOUT .EXE"F @ E"e 1" [PID: AL
@ L B FESECURITY "W @+ @ Process |jame: BATCH_4408
e e w0 L i
L CRTEXTEMQHTC_PZ_ RTH @ W RBYYYTHT@XTAPUUY 1 e DSAB:[SYS1.FYSCOMMON. ] [SYSEXE]LOGINOUT .EXE
BHEYHREAEd Posix UID: -2
“@ G "@CYGNUS . “@"S EDSAB:[SYSA.SYSCOMMON. ][ SYSEXEJLOGINOUT .EXEF @A R T jpgeix GID- -3 (XFFFFFEFE)
“@"L @ F BSECURITY L @2 @$cknz" A= "B H @) "BvE* $ @8 @SYSTEH
43"H @/ @ D@ ATE"H @ W AP "H @ X" APy Security audit (SECURITY} on CYGMUS, fystem id: 2073
EHEYHEREE fAuditable event: Network login
‘@‘u‘@cvsnus "@‘s‘@nsnn-rsvsn . SYSCOMHON. 1rs'.'s:ExEannINﬂm.ExE"s‘@“n"@‘T‘ Event time: 1-HAR-2005| 88: 82:16 .11
&2 L PID: 2821A46D

“H _P2_BGJ64

[0S SERVER
failure; logname-|Image name DSAD:[SYSO.$YSCOMHON. | [SYSEXE]LOGINOUT .EXE

L npr 5 syslog R B351]: session closed for user acrist|Remote node fu xyzz.bananajunior.com
- Apr 5 18:81:81 syslog crond(pam nix)[10436]: session closed for user HQM WA
Apr 5 19:81:081 syslog crond{pam_gnix)[18438]: session closed for user HQH 2
™~ Apr 5 28:81:81 syslog crond{pam_gnix)[18448]: session closed for user HQH -2 (ZXFFFFFFFE)
Apr 5 21:81:81 syslog crond{pam_gni 1844271: session closed for user HQM
Apr 5 22:81:01 syslog crond{pam_unix){18444]: session closed for user HQH . . 90 -
n::r 5 23:m1:Mm sﬂslog crond(::am_unix) 1811116}: session closed for user HQH SECI:Il‘lty au SN (SEEUR TR0 NRCECHISE system.ld. 2848
Apr 6 B88:81:81 syslog crond{pam_unix)[10448]: session closed for user HMQHM I’Iudltah]..e event: Batch process login
Apr 6 01:01:01 syslog crond{pam_unix : session closed for user hQn ([Event time: 1-1AR-208085 86:02:32.61
Apr 6 B82:81:81 syslog crond{pa +—session closed for user HQH [PID: 20219477
fpr 6 83:01:81 syslog crond(pam | un1x)[1l]!|??]: tession closed for user MQH |PPOCESS name: BATCH_443
Apr 6 B3:33:29 syslog crond({pam_unix)[10479]: Session closed for user HQH |[Username: SYSTEH
Apr 6 B84:81:82 syslog crond{pam_unix)[18589]: Eession closed for user HMQM |Process owner: [SYSTEM]
Apr 6 B4:83:46 syslog crond{jpam_unix)}[18511]: Eession closed for user HMQM
Apr 6 B4:30:02 syslog crond{pam_unix)[11612]: Eession closed for user HQH
Apr 6 B85:81:81 syslog crond{jpam_unix}[11831]: Eession closed for user HMQHM
Apr 6 B86:81:81 syslog crond{pam_| un1x)[11l]33]: tession closed for user MQH
Apr 6 B7:81:81 syslog crond{pam_unix T session closed for user HOH
Apr 6 B88:81:81 syslog crond(pam_unlx)[11l]3?]: session closed for user HMQHM
Apr 6 B88:42:11 syslog sshd{pam_unix)[11841]: session opened for user ebarrios by {uid=8)
Apr 6 B8:42:43 syslog sshd{pam_unix)[11871]: authentication failure; logname= uid=0 euid=8 tty=ssh
ruser= rhost=18.181.1.154 user=ebarrios
Apr 6 B88:42:49 syslog sshd{pam_unix)[11877]: session opened for user ebarrios by {uid=8) ;I
22,45 Top

© 2007 IBM Corporation
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After Log Capture, Translation is Next

Solaris

[Windows z/0S ‘ AIX Oracle SAP | ‘ ISS ;FireWaII-1| Exchange s

A A A 'y A A A A A A
AUDIT AUDIT AUDIT AUDIT AUDIT AUDIT AUDIT AUDIT AUDIT AUDIT

i : i : i :

| | |
Windows z/0S AIX Oracle SAP ISS FireWall-1 Exchange s Solaris
expert expert expert expert expert expert expert expert expert expert

sl Al Al aal]lallalal]ala

&

&

© 2007 IBM Corporation
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Now all Logs in Your Enterprise in a Single Language

[Windows 2/0S ‘ AIX  Oracle = SAP H ISS %FireWaII-1| ‘Exchangei s ‘Solarisé

' & A A T A 4 A A T
: —= Translate logs to “English” — ;

\

|
r

TSIEM saves your information security and compliance staff time and money
by automating monitoring across the enterprise.

© 2007 IBM Corporation
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Translate Logs into English
IBM Tivoli's W7 Methodology

Who did What type of action on What?
When did he do it and Where, From Where and Where To?

We do the hard work, so you don’t have to!! I

© 2007 IBM Corporation



IBM Governance and Risk Management

Sophisticated Log Interpretation and Correlation
Capabilities:
W7 normalization

Interpret EVERY log (Syslog
and native logs) into English

\

L, Analysis Engire o
X Compare billions of log

entries to baseline policy

Collect normalize
& Store & Who
) What
Investigat @ on What
& Retri () When
0 Whare

Log Continuity & Where from
Security Devices Report™ @ Where to

Operating Systems

Benefits:

Interpret and monitor all logs
with fewer and less expensive
resources

Network Devices More quickly detect and solve

security problems

Gonsul InSight ~ Sui.c
=)

© 2007 IBM Corporation
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é}u 1 Compliance Dashboard

Dashboard Trends Reports Policies Groups Settings Regulations Log off Logs af‘ter W7 — B||||Ons Of 1

L: Dashboard

Compliance Dashboard

log files summarized on one
overview graphic!

Enterprise Overview Settings

on What Q : :
Finance highp — J—- J— l
|
Finance low p — J— g g

Client datap —o—J

HR data ——T—J—- ¢

System data p —

S A

r
D]
o
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F
ol

Events by top event count by "on What" and "Who" for Oct 1, 2005 il Nov. 28, 2005.

Trend graphic o Contact us %
Percentage of Exceptions for Oct 1, 2005 till Now 28, 2005 Inthe US:
100 E’Iﬂ contactsales@consul.com
Direct Line: +1 703 675 2022
Toll Free (US only). 800 258 5077
80-

EMEA and Asia Pac:
B0- contactzalez@conzul.com
Direct Line: +31 15 251 3333

40- N N

N S— i

» Database Overview

Content
AggrDb SOX  Finance Basell HR  Banking Temp o

= & o | Mame:
| Status:
_J - J | J Loading Date: Mov 28, 2005

AggrDb
Loaded & Selected

Aggregation of all collected material for the last 90 days.
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W7 Eventlist

Dashboard Summary Reporis Policy Groups  Seftings Regulations Portal |- I I
! i i Note!: Mike Bonfire, a DBA,
»Portal = Dazhboard = Reportz - Databaze Top 10 Reports = Direct Databaze Accezs . d . th | |
Direct Database Access Report =TT
» Time period setup
IManth Day Year Haur Iin.
Starttime | September vl 3 vl 2006 vl 1 vl 0 vl
Endtime | September vl T vl 2006 vl 16 vl 0 vl
Execute Reset
Time zone |E'u'enttime Ione M
+ Event List
Severity~ When weo | | What .57 \Where ...%¢ |Who ...%7 |from Where....%f |on What w57 Where to... %7
2 Sun Sep 03 2008 09:00:02 GMT-05:00 (1 Logon : User / Success MS SQL Server |Joe Security  |MS SQL Server DATABASE : -/ Unavailable MS SQL Server
-Sun Sep 03 2006 09:00:03 GMT-05:00 (1 Access  Dbobject / Success |Oracle Finance |Mike Bonfire |Oracle Finance DBOBJECT : Finance/fn_pr/ Fn_pr |Oracle Finance
2 Sun Sep 03 2006 09:00:03 GMT-05:00 (1 Access  Dbobject / Success | Oracle Finance |Jim Hofferman | Oracle Finance DBOBJECT : Finance/fn_pr/ Fn_pr |Oracle Finance
2 Sun Sep 03 2006 09:00:06 GMT-05:00 |1 Access : Dbobject / Succesz | Oracle Finance |Jim Hofferman | Oracle Finance DBOBJECT : Finance/fn_pr/ Fn_pr |Oracle Finance
-Sun Sep 03 2008 09:00:06 GMT-05:00 (1 Access  Dbobject / Success | Oracle Finance | Max Deane Oracle Finance DBOBJECT : Finance/fn_pr/ Fn_pr |Oracle Finance
2 Sun Sep 03 2006 09:00:06 GMT-05:00 |1 Logon : Uzer ! Successz Oracle Finance |Max Doane Oracle Finance DATABASE : -/ Unavailable QOracle Finance
2 Sun Sep 03 2006 09:20:00 GMT-05:00 (1 Logon : User / Success WS SQL Server |Max Doane MS SQL Server DATABASE : -/ Unavailable Oracle Finance
Sun Sep 03 2006 09:20:00 GMT-05:00 |1 Accezs  Dbobject / Succesz | Oracle Finance |Max Doane Oracle Finance DBOBJECT : Finance/fn_pr/ Fn_pr |Oracle Finance
Sun Sep 03 2006 09:20:00 GMT-05:00 (1 Access : Dbobject ! Success | Oracle Finance |Max Doane Oracle Finance DBOBJECT : Financeffn_pr ! Fn_pr |Oracle Finance

Sun Sep 03 2006 09:20:00 GMT-05:00 [1 Logon : User / Success DBZ Server Jim Hofferman |DB2Z Server DATABASE : -/ Unavailable DB2 Server
Sun Sep 03 2006 09:20:01 GMT-05:00 (1 Access : Dbobject / Success |[DB2 Server Jirn Hofferman |DB2Z Server DBOBJECT : Finance/fn_op / Fn_op |DB2 Server
Sun Sep 03 20086 09:20.01 GMT-05:00 [1 Access  Dbobject / Success (M3 SOL Server |Joe Security  [MS SQL Server DATABASE : -/ Unavailable DB2 Server
Sun Sep 03 2006 09:40:00 GMT-05:00 (1 Logoff : User / Success DB2Z Server Mike Bonfire |DB2 Server DATABASE : -/ Unavailable DBZ Server
Sun Sep 03 2006 09:40:00 GMT-05:00 (1 Access  Dbobject / Success (MS SOL Server |Mike Bonfire  [MS SQL Server DBOBJECT : Finance/fn_lg / Fn_lg |Oracle Finance
Sun Sep 03 2006 09:40:00 GMT-05:00 |1 Logoff : User / Success MS SOL Server | Joe Security  (MS SQL Server DATABASE : -/ Unavailable QOracle Finance
_1Sun Sep 03 2006 09:40:00 GMT-05:00 11 Logoff : User/ Success Oracle Finance | Max Doane COracle Finance DATABASE : -/ Unavailable QOracle Finance
Sun Sep 03 2006 09:40:00 GMT-05:00 |1 Acceszs : Dbobject / Success | Oracle Finance |Mike Bonfire | Oracle Finance DBOBJELCT : Financedfn_pr/ Fn_pr |Oracle Finance

€ © 1234559 @
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Agenda

Problems
Solution: TSIEM -- The 3 C’s

1. Capture — Enterprise Log Management
2. Comprehend — Sophisticated Log Interpretation

3. Communicate — Full Audit and Compliance Re_

Technology
Proven Results
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nirtcinie the
Qarhny
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f

h ivoli M Solution
Manage Log: Monitor, Audit & Report _

:_ User Activity Compliance
Collect i Monitoring Dashoard
& Store

Custom
Best Practice:

Investigate Compliance
& Retreive

Real Time Security Event Security
Collection Correlation Operations
Dashboard

Reduce length and effort required for
audits

Custom repor'ts +Info protection

+Change control
+Usermanagement

SpeCIaI attention alerts ‘ Reduce risk of insider threat:

© 2007 IBM Corporation
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Dashboard Summary Reports Regulations  Log off

> Dashbeard > Regulations » Cassificabion Temsite

-9 a & S @ - B
%) 0 2 W W A consul
Reports  Polides  Groups  Seflings  FRegulalions  Log off

L: Dashboard * Regulations

|+ Who
« What

Classification Template

Downlbad s tenate o use i the managemeni Conscle.

g

| Help

| Contactus
intheus:

Compliance Modules

Exposure - Hgh
Exposure - Low.

Alers generated by system devices reseurces

e genersted by aystem sevices rescurces - g
Asets generaten by aystem dzvices reasurces - Low
its generates by system devices ressurces - lesum
descrptan of Expasure - Hgh

descritan of Exposure - Low

~ Baselll

Exposures
Inirusin - High
Imrusen - Low

descriton of Exposures
descriton of nirusien - Hish
dzscritan ot prusien - Law

Introduction Classification

Template

Policy
Template

Documention

wrusons e ropard by D5 ovces
oo > on What
P || when 1
r—— i
oimes Fowrs ormal wersngnours fo i
. Out of Office Heurs Out of narmal working hours.
#

contactsales@consul com

OrectLie: +1 703 £7€ 2022
03885077

EMER and Asia Pac:

contas

ies@consul com
Orect Line: <31 15 251 2383

-

0-9 1 A 6 F e N Y
] Al b =
B i s we A
e AP A4 e

+Dashboard + Raguintons - Poicy Tempisie

consul Q !

+ Gramm-Leach-Blilely Act (GLBA)

+ Policy Rules

Policy Template

Downioad s tempias 1 use i the management Cassvle

4

Help

Please g nto e Consul nSigne Sute.
T wil give you aceess & al he

Introduction Classification

Template

Policy
Template

Documention

‘Sarbanes Oxiey (84.2) Opatstor og

Sarsanes Oxley (B5) Hetwork mansgement

Sarsanes Cxiey (874 1) Mk server

‘Saroanes Oxiey (87.6) Pusicy avamee sysiems

‘Sarvanes Oxiey (9.2.4,9.7) Review of user acossa rgiis.
‘Sarbanes Oxtey (92.4.c,5.7) System acesss and use
‘Sarbanes Oxiey (9.3 User responsivities sad passwort use
‘Sarbanes Oxiey (3.4) Networ

ecess control

‘Sarsanes Criey (8.4.4) ode authentcation
‘Sarbanes Cxiey (9.45) Remote Sagnostc port access
‘Sarbanes Oxley (353}

Exceptans and takures Sus 1 Uaicious amacks
Actons partormed by he I Admi laft.

St
« Attention Rules aaidy
s il ili HR Offcs Hours Remols Wartstaton Descriton b
» Health Insurance Pprtability and Accountability Act (HIPAA) = ||| T
- 1 Contactus
— b
=
- |S0O 17799 = ] e
o | 1 ! Do Line: #1 703675 2022
P [comaroiers e | « T ree (05 nip 830 258 077
3 e e || PR
Adhrs F;’;"“'“"‘ padan i f:;‘;"’ Direct Lise: <31 15 251 3333
e e e
e
: — —n
i £ S
Introduction Classification Documention 0-0 B@c|Pre s an v
I F] A
L 1 ! = % i ]
Template L i o ¢ i @ A consul
oo s intes ) un
Sarbanes Oxley Regulation Reports ‘AJ
- Sarbanes Oxley (SDX) :  Ferrer
[ = = J
§ . e o
- ‘Sarbanes Oxley (FFEC 1.31.1) Clasaification report No descrigon suppled
S e e || [
o= | ==
‘Sarbanea Cxkey (8 12) Operahonal change control Changes io the operating enviomment auch 33 systom updaiea DBA b s
e
‘Sarbanes Cxiey (8 16) Extermal contractors Excastans and fakires caused by Extemal Conraciors Copiact s
s ‘Sarvanes Oxiey (8 3) Mkcious attacks i e B

Droct Lin: +1 703675 2022
85077

Excaptons and fakures for e ik Server assers

EMEA and Asia Pec:

‘Acton performed by agmestrators on users.
Succaases w00 taiires aganst ey assets
Logon falures and sucessses ethar scaly o remstely

Achons pertormed om and events and excepbons generaled by
Naturors et Rauter

Autnentcation of connectons t remote camputer systems.
Detecton of accesse o he diagnoati ports on servers

Sartanes Oy (355) Systemutition

Sartanes Oxiey (45) Appication access: contol
‘Sartanes Outey (3.1) nfomaton sccess restctons.
Swroanes Ouky (46.2) Sensave sysiem moisisn

‘Swrbanes Oxley (97.23) Loggng snd reviewng events
Sarbanes Oxley (92.1) Usble werker

Usage of sysiem uities
Ackons. Exceptions and events on HA Dat, Sensie Data User
e Date, Sysiem, Fnancis Dat

Dats.

Viha aczessen sanstve or riate safa successhuty or
o

ccasstiy.

User

R Datn. Source: Coce and FrancielDaio

Excegtons and fakurca recarded by e Sk ayaiem

ot mobhs worters

Drect Lie: <31 152513333
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Dashboard Summary Reports  Policdes  Groups

Gy b3

Settings Regulations Log off

L: Dashboard * Regulations = Sarbanes Oxley Regulation Reports

Sarbanes Oxley Regulation Reports

LE]

Sarbanes Oxley (FFIEC 1.1.1.4) Security Policy report

Regulation specific modules with
tailored reports to jumpstart your
compliance efforts — saving you
staff time and reducing audit costs

—EI D ipti

Mo description given

Sarbanes Oxley (FFEC 1.3.1.1) Claz=ification report

Mo description zupplied

Sarbanes Oxley (6.3, 8.1.3) Security alert

Alertz =ent in rezponse to policy exceptions or gpecial attention
exceptions.

Sarbanes Oxley (8.1.2) Operational change control

Changes to the operating environment such as system updates, DBA
activity etc.

Sarbanes Oxley (8.1.6) External contractors

Exceptions and failures caused by External Contractors.

Sarbanes Oxley (8.3) Malicious attacks

Exceptions and failures due to Malicious attacks.

Sarbanes Oxley (8.4.2) Operator log

Actionz performed by the T Admin staff.

Sarbanes Oxley (8.5) Metwork management

Actions and events caused by users on Network Services.

Sarbanes Oxley (8.7.4.1) Mail =erver

Exceptions and failures for the Mail Server az=sets.

Sarbanes Oxley (8.7.6) Publicly available systems

Actions and exceptions on Publicly Publizhed Data.

Sarbanes Oxley (9.2.4, 9.7} Review of user access rights

Actions performed by administrators on users.

Sarbanes Oxley (9.2.4.c, 9.7) Sy=tem access and use

Succez=es and faillurez againzt key azzetz

Sarbanes Oxley (9.3) Uzer rezponzibilities and password uze

Logon failures and =ucceszes either locally or remotely.

Sarbanes Oxley (9.4) Network access control

Actions performed on and eventz and exceptions generated by
Metwork or Router.

Sarbanes Oxley (9.4.4) Node authentication

Authentication of connectionz to remote computer zystems

Sarbanes Oxley (9.4.5) Remote diagnostic port access

Detection of accesses to the diagnostic ports on servers.

Sarbanes Oxley (9.5.3) U=er identification and authentication

Logon/Logoff succes=es and failures.

Sarbanes Oxley (9.5.5) System utilties

Uzage of svstem utilties

Sarbanes Oxley (9.8) Application access control

Actions, Exceptions and events on HR Data, Sensitive Data, User
Sensitive Data, System, Financial Data, Proprietary Data and General
Data.

Sarbanes Oxley (9.5.1) Information accez=s restrictions

Who acceszed =2enzitive or private data ucceszfully or
unzuccessfully.

Sarbanes Oxley (9.6.2) Sensitive system izolation

Exceptions and failures against sensitive systems data in as=et groups
User, HR Data, Source Code, and Financial Data

Sarbanes Oxley (9.7.2.3) Logging and reviewing events

Exceptions and failures recorded by the InSight system.

Sarbanes Oxley (9.8.1) Mobile worker

Exceptions and failures for mobile workers.

Pleazse login into the Conzul InSight Suite.
Thiz will give you accez= to all the
products available with thiz =pecific
LSErname.

If you forget your username and/or
password pleaze contact your
adminiztrator.

Contact us =

In the USs:
contactzalez@conzul.com

Direct Line: +1 703 673 2022

Toll Free (US only): 800 258 5077

EMEA and Asia Pac:
contactzalesi@conzul com
Direct Line: +31 15 251 3333

|
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L= Dazhboard = Regulations » Sarbanes Oxley Regulation Reportz = Operational Change Control

Operational Change Control Report

See a summary of all the operational
changes made by different groups

¢ €19 9|

Operational Change Control of Finance database (SRSFAR AL !
= od Usage Help -
ime period setu T
P P The sy=tem update report shows
Maonth Day Year Haur Min changes to key =2y=tem components.
Thiz report when used with the incident
Start time M |_\_] 2006 |_\_] \_u tracking report allows changes to be
monitored and recorded and tracked via
Endtime Movermnber l I |_[| l I I an external incident tracking system.
Execute Reset Re_gu|atiun =
Time zone | GMT-05:00 New_Yaork, Mipigon, Pangnirtung [v] Paragraph £.1.2
Summar!r repgrt Data Selection -
; - . : 5 = Thiz report iz bazed on the following
Who group .,,,'\{]-’ What group .,..,'ﬁr" 0On VWhat group .,,,ﬁr’ Where to group - ... \_f’ #Events - -~ |#Pol.Excp. ~ -~ |#5pec.Att -~ | #Fail, » ~ Sy
Adminiztrators Syatem Adminiztration |General Data Finance Server 1256 15 145 12 :
Adminiztrators System Operations Sensitive Data Finance Server 1352 29 156 0 What DBA Actions,
Administrators System Updates Financial Data Finance Server 1543 154 456 45 - System Actions,
- System Adminiztration,
ﬂ'lfxd min Staff System Updates Sensitive Data Finance Server S644 16 165 0 - System Operations,
m System Actions Financial Data Finance Server g 126 14 0 - System Updates
m Sy=stem Operationz Sensitive Data Mainframe FIN 8836 91 4 0 T
Contact us *
m System Updates General Data Mainframe FIN 4875 4 46 2z =
T T g T ; ] In the US:
T Admin Authorization Objectz |Financial Data Finance Server 56 88 16 23 contactzales@conzul.com
IT Admin Sy=tem Operations Senzitive Data Mainframe FIN 545 189 16 0 Direct Line: +1 703 675 2022
T Admin System Updates General Data Mainframe FIN 5165 48 54 0 TORERES 1S noly). SO0 &1 0T
Sales System Actions Financial Data Finance Server T8 Fii Fii} o EMEA and A=ia Pac:
Syztem Syatem Actionz Financial Data Finance Server 15654 6 15 0 contactzales@conzul.com
System System Administration |Sensitive Data Finance Server 546 15 a5 0 Direct Line: +31 15 251 3333
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Event List
Zoom in into the all actions

L Portal * Dazhboard = Regulations = Sarbanes Oxley = Operational Change Report » Eventlist

that IT admin did on the

» Time period setup

Eventlist of IT Admin doing Authorization Objects on Financial Data on the Finance Ser financial Server and see the

creation of the user account

[

|

i, of Chin055

Severity~ - When | fee o | What .‘.,‘ﬁr’ Where -.u.ﬁf’ Who v.‘.v e

2 Tue Oct 24 2006 14:32:44 GMT+02:00(1 Grant : Privilege / Success | SRWV_DC_034 (Windows)}|Mike Bonfire |WS_03442 USER : Dawvid0aa / SRV_DC_034
(Windows) David033 (Windowsg)

2 Tue Oct 24 2006 16:09:39 GMT+02:00|1 Grant . Privilege / Success| SRV _DC_034 (Windows)| Mike Bonfire |WS_03442 USER : David0as / SRV_DC 034
(Windows) David0&a2 (Windows)

2 Tue Oct 24 2006 16:20:49 GMT+02:00 (1 Grant : Privilege / Success | SRWV_DC_034 (Windows}|Jim Hofferman |WS_03442 USER : Adminigtrator/ |SRV_DC_034
(Windows) Adminigtrator (Windows)

2 Tue Oct 24 2006 16:20:52 GMT+02:00(1 Grant : Privilege / Success | SRV_DC_034 (Windows)}|Jim Hofferman |WS_03442 USER : Administrator/ | SRWV_DC_034
(Windows) Adminiztrator (Windows)

2 Sat Oct 28 2006 11:21:28 GMT+02:00 |1 Grant : Privilege / Success | SRWV_DC_034 (Windows)|Jim Hofferman | SRV _DC_034 USER : Adminiztrator / [SEV_DC_034
(Windows) Adminiztrator (Windowsz)

2 Sat Oct 28 2006 11:21:459 GMT+02:00 |1 Grant : Privilege / Success | SRWV_DC_034 (Windows)}|Mike Bonfire |SRWV_DC_034 USER : Unavailable / SRYV_DC_034
(Windows) Unavaiable (Windows)

2 Tue Oct 31 2006 08:03:02 GMT+02:00(1 Grant : Privilege / Success| SRV_DC_034 (Windows)| Max Doane SRV_DC_034 USER : Richard019 / SRV_DC_034
(Windows) Richard019 (Windowszs)

2z Tue Oct 31 2006 08:03:02 GMT+02:00(1 Grant ; Privilege / Success | SRV_DC_034 (Windows)| Max Doane SRV _DC_034 USER : Richard01% / SRV_DC_034
(Windows) Richard019 (Windows)

Jct 31 2006 08:05:01 GMT+02:00 1 srant : Priviege / Success | SRV _DC_034 (Windows)|Jim Hofferman | SRV _DC_034 USER : ChinD55/ SRV_DC_n24

Windows) Chin055 (Windowsz)

2 Tue Oct 31 2006 08:05:01 GMT+02:00|1 Grant : Privilege / Success| SRV _DC_034 (Windows)|Jim Hofferman | SRWV_DC_034 USER : Chin055 / SRV_DC_ 034
(Windows) Chin055 (Windows)

2 Tue Oct 31 2006 08:05:01 GMT+02:00|1 Grant : Privilege / Success| SRV _DC_034 (Windows) | Joe Security |SRWV_DC_034 USER : Sean031 / SRV_DC 034
(Windows) Seanl31 (Windows)

2 Tue Oct 31 2008 08:05:01 GMT+02:00|1 Grant : Privilege / Success| SRV _DC_034 (Windows)|Joe Security |SRWV_DC_ 034 USER : Sean031 / SRV_DC_034
(Windows) Seanl3 (Windows)

2 Tue Oct 31 2006 08:10:00 GMT+02:00|1 Grant : Privilege / Success| SRV _DC_034 (Windows) Mike Bonfire |SRWV_DC_034 USER : Rick053 ¢/ SRV_DC_034
Windows) RickD53 (Windows)

2 Tue Oct 31 2006 08:10:00 GMT+02:00|1 Grant : Privilege / Success| SRV _DC_034 (Windows) | Mike Bonfire |SRWV_DC_ 034 USER : Rick053/ SRV_DC_ 034
(Windows) Rick053 (Windows)

2 Tue Oct 31 2006 08:30:00 GMT+02:00|1 Grant : Privilege / Success| SRV _DC_034 (Windows)| Mike Bonfire |SRWV_DC_034 USER : Ralph037 / SRV_DC 034
(Windows) Ralph037 (Windows)

2 Tue Oct 31 20086 08:30:00 GMT+02:00|1 Grant : Privilege / Success| SRV _DC_034 (Windows) | Mike Bonfire  |SRV _DC 034 USER : RalphQ37 / SRV _DC_034
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L Portal * Dazhboard = Regulations = Sarbanes Oxley - Operational Change Report * Eventlizt * Event-detail

Event Detail

» Event information

Field
Severity 2 (1x)
When Fri Oct 31, 2006 03:05:01 GMT +02:00
VWhat Grant : Privilege / Success
Where SRV _DC 034 (Windows)
Who Jim Hofferman

From Where
On VWhat

KPWKSTO3 (Windows)
|USER : Chin0OSS / ChindSS

Where To SRV _DC_034 (Windows)

» Incident Tracking
» Additional information
=« Investigate

Time: Fri Oct 31, 2006 08:05:01 GMT +02:00 (=} | 1 minute

Selected time zone: GMT+01:00 Rome, San_Marino, Sarajevo
D Fitter by Platform: SEV_DC_034 (Windows)
|:| Fiter by User: Jim Hofferman

Investigate

Logrecords...

Group
Office Hours (10}

Security Changes
Adminiztration

Finance Server

Adminiztrators
Database Admin
Finance Admin

Workstation
Authorization Objects

Finance Server

An Event Detail Report

Even drill down into that specific event
and see all the event details, and we
can even go to the raw log-file

| Contact us .

In the US:
contactzalesi@consul.com
Direct Line: +1 703 675 2022
10 Toll Free (US only): 800 258 5077
50
40 EMEA and Asia Pac:
50 contactzales@conzul.com
20 Direct Line: +31 15 251 3333

30
20

10

30
20




IBM Governance and Risk Management

IBM Tivoli Security Operations Manager (TSOM) is a
real-time security information and event management
(SIEM) platform designed to improve the effectiveness
and efficiency of security operations and information
risk management. TSOM centralizes and stores
security data from throughout the heterogeneous
technology infrastructure so that security analysts

Log Management - automated aggregation of security
‘events and audit logs

Correlation - Real-time, cross-device event correlation
‘for incident management and investigation

Regulatory Compliance — reporting and policy
‘monitoring to support regulatory compliance initiatives

.Maximize and amplify security operations resources
‘through automation

Integrates Security Operations with other IT Operations

groups via Netcool and TEC

Events | )
Logs ) )
Vulnerabilities ) ) @
Asset Info )) Business
Relevant
Incident

9}e]a.llo)

3ZI)RWION
9ZI)2N)X3)u0)

3)eS30138y

“TSOM automates the aggregation and
correlation process. It mitigates false positives
and alerts my team to real threats in a timely
manner. The product is more or less what |
would have designed and built myself, given

four years and a pool of developers.” ~
Communications User of TSOM

© 2007 IBM Corporation



IBM Governance and Risk Management

Visuals Window Help
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IBM Governance and Risk Management

Agenda

Problems
Solution:; TSIEM-- The 3 C’s

1. Capture — Enterprise Log Management
2. Comprehend — Sophisticated Log Interpretation
3. Communicate — Full Audit and Compliance Reporting

Technology -

Proven Results

© 2007 IBM Corporation




Architecture

Event Sources

Applications

Databases

Agent less
Operating Systems

l ....—...il

)
)

Firewalls

ollection Methoc

Consul Software Agent

<o
IDS & IPS |
High Performance Collector
(Optional)

\.'@
l Log Depot

IBM Governance and Risk Management

Reporting DBs

et
Dashboards & drill down

Retrieve Log-files

<

Third party integrationsss

© 2007 IBM Corporation



IBM Governance and Risk Management

Agenda

Problems
Solution: TSIEM

1. Capture — Enterprise Log Management
2. Comprehend — Sophisticated Log Interpretation
3. Communicate — Full Audit and Compliance Reporting

Technology

Proven Results -

© 2007 IBM Corporation




Customers Turn to TSIEM

Multinational Insurance
Company

Major US Payment
Processor

Major Office Supplies
Store

Large US Grocery Chain
Industrial Cleaning Firm

Major Office Equipment
Manufacturer

Global Food
Manufacturer

IBM Governance and Risk Management

To close compliance gaps for SOX; centralize collection, monitoring, and reporting
of millions of log files; and provide transparency into the activities of privileged
users across a heterogeneous network.

To prepare for federal regulations and to meet the requirements of the VISA CISP,

this large payment processor brought Consul onboard to help audit enterprise IT.

The Manager of Data Security began looking for a solution to audit their entire
enterprise IT environment.

Needed IT audit solution they could roll-out across the corporate network to audit
AlIX, mainframe, UNIX, Windows and OS/400, and then to 2,500 stores.

In order to meet SOX requirements and IT Security best practices, the Director of
IT Security began looking for a product that could help them manage their log data.

Company received a mandate from their CEO to comply with federal regulatory
requirements, specifically Sarbanes-Oxley

IT Security team driven by requirements given to them by Internal Auditors to.frie
Sarbanes-Oxley requirements =

© 2007 IBM Corporation



IBM Governance and Risk Management

The TSIEM Difference

Increasing
Requirements

Increasing
Complexity

Increasing
Cost

Unique ability to monitor user behavior

Enterprise compliance dashboard

Compliance management modules and
regulation-specific reports

Broadest, most complete log and audit trail
capture capability

WY/ log normalization translates your logs into
English

Easy ability to compare behavior to regulatory
and company policies

© 2007 IBM Corporation
35




What makes you special?

anagement

IBM Governance and Risk Management%

Business alignment, visibility and control

© 2007 IBM Corporation




