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Building a smarter planet

Wh t i th S A D t t f Pl iWhat is the S.A Department of Planning, 
Transport and Infrastructure (DPTI)?
 DPTI is a complex Department within the South Australian Government

 The Department in its most simple terms consists of:-
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Building Management 
(owned and leased)

Planning 
(Land Use, Road etc)
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Building a smarter planet

Wh t i th i f ti it t t i thWhat is the information security context in the 
S.A Government?
 The SA Government employs the Information Security Management Framework (ISMF)

PSMFPSPF (PSM)  A risk based approach to
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security management
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(ISMS) with an initial 
focus on critical assets 
and personal information
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Building a smarter planet

A l ti f th D t t’ R i t ti &An exploration of the Department’s Registration & 
Licensing (R&L) Environment
 This is an environment which 

contains a vast array of 
sensitive personal information
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Building a smarter planet

Th R&L i t i ‘ iti l t ’ f thThe R&L environment is a ‘critical system’ for the 
department and the State
 The ISMF states specific compliance requirements for 

critical systemsy

 A Governance structure was established for the operational 
registration and licensing environment that included ICT g g
representation

 This structure allowed for a ‘business based’ risk management approach to be 
undertaken to determine compliance to the ISMF (i.e. acceptance of the level of 
compliance which may or may not be at ‘full compliance’)
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Building a smarter planet

A l i f th R&L ICT ti i tAn analysis of the R&L ICT operating environment 
in relation to the ISMF
 A number of traditional security measures were already in place:-

 Firewalls
 Intrusion Prevention
Switch Access Control Lists
Native Logging etcgg g

 In business speak, we called this a multi-layered ‘onion skin’ 
model of security

 However, a gap was identified around ‘insider activity’ 
(otherwise known as monitoring ‘privileged users’) 
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Building a smarter planet

O th h f G diOn the search for Guardium
 The R&L Governance Committee supported the proposal to search for a Database The R&L Governance Committee supported the proposal to search for a Database 

Activity Monitoring system and to undertake a pilot

 The Governance Committee required milestone reporting of progress through 
selection and pilotselection and pilot

 It was understood however, that this was still very much a technically focused 
initiative and ICT would need to lead
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initiative and ICT would need to lead 
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Building a smarter planet

Wh t t f t t t th t d thWhat type of team was put together to do the 
discovery?

 Essentially this was constrained to three key resources:

 The Information Technology Security Advisor (ITSA)

 The Technical Security Analysts (2 staff)

 We had the full backing of ICT management throughout the discovery ($ cost, ofWe had the full backing of ICT management throughout the discovery ($ cost, of 
course, is always an important factor to keep them interested!)
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Building a smarter planet

Fi di G diFinding Guardium

 Our research determined that Guardium was the market leader in the real-time 
enterprise database activity monitoring marketp y g

 Of its many benefits, two primary aspects that lead to its selection for a pilot were:-

 Its independence from native database logging the DBMS itself and the database Its independence from native database logging, the DBMS itself and the database 
server operating system (i.e. complete independence of the environment it is 
monitoring thereby permitting true ‘segregation of duties’)

 Its ability to support all major DBMS (e.g. Oracle, MS-SQL etc) was perceived as a 
major ‘future’ benefit - the department has a mixed ICT environment and Guardium 
will be deployed as required to meet future business requirements 
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Building a smarter planet

A d G di d liAnd Guardium delivers more
 Those who attended the Guardium Data Security Technical Session earlier today Those who attended the Guardium Data Security Technical Session earlier today 

will have seen that there are many other strengths that differentiate Guardium from 
its competitors:-

Can analyse complex SQL traffic
Single read-only repository for all audit data
Data is immediately availableData is immediately available
Etc, etc, etc………………………….

 Your IBM account manager can explain this in greater detail!
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Building a smarter planet

M i t ‘G di ’ Pil tMoving to a ‘Guardium’ Pilot

C t t d ith IBM A t M d t d Contact was made with our IBM Account Manager and arrangements were made 
to connect a Guardium appliance into our ‘Lab’ and connect to our R&L 
Development environment

 IBM agreed to provide us with a Guardium appliance to install and test

 IBM produced specific documentation and test cases for the pilot

 IBM agreed to provide us with a Guardium appliance to install and test
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Building a smarter planet

I f i th G C itt th t itInforming the Governance Committee that its 
good to go!
 A minute was written to the R&L Governance 

Committee stating that the Guardium pilot was 
successful and that it was recommended that thesuccessful and that it was recommended that the 
product be purchased and installed in the production 
environment

 From this point onwards, the implementation (or 
project management) approach was going to 
employ a business centric focus (not technology)employ a business-centric focus (not technology). 
Otherwise known as a ‘COMMON SENSE’ 
approach

We are bringing it back!
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Building a smarter planet

H d k t i iti ti hi h i lik l tHow do you market an initiative which is likely to 
be seen as intrusive?
 The deployment of Guardium was marketed as a positive move that was mutually 

beneficial to both the business and ICT:-

 The business could be guaranteed that their databases were afforded the 
appropriate protection

 ICT staff who support the R&L environment have proof that they are working for ICT staff who support the R&L environment have proof that they are working for 
the benefit of the department 
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Building a smarter planet

Wh h ld b i l d i th d l tWho should be involved in the deployment, 
including training?
 Our decision was that we wanted it well known both in the business and the ICT 

support environment that Guardium would become a part of our operating 
environmentenvironment
 When it came to a decision of who should attend Guardium 

training, we agreed on:

 Our database administrators (i.e. privileged users)

 The application/platform managers

 ICT operational security

 There was no fear with including the staff who would be ‘monitored’ as Guardium 
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allows true separation of duties. When deployed in the live environment, these staff 
would not be able to control what Guardium logs
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Building a smarter planet

T i G di i th D l tTurning Guardium on in the Development 
Environment
 The deployment of Guardium is focused on the ‘computer based policy’ i.e. what 

data do you wish to collect

 One of the first parameters determined is that you cannot collect all data from a 
large system like the one supporting R&L as the disk space on the appliance would 
be quickly consumed

 With this in mind, a decision was made by the team that we would not monitor 
‘trusted’ traffic as that would be an inefficient use of resources

This is the time that you use to refine your ‘policy’. As is always the case, a defined 
theoretical approach needs to be refined when it is brought into the real world . 
Remember , Guardium can log anything you want, but what do you really need?
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Building a smarter planet

P ti f G i Li (th dj ti thPreparations for Going Live (then adjusting the 
schedule!)
 Liaison with IBM Guardium support staff occurred throughout the project and was 

fundamental to the transition to going live

 Our timing was slightly delayed due to the proximity of a new version of Guardium 
being released. It was considered a safer option to upgrade in the Development 
environment and run the product for a 30 day period before going live (rather thanenvironment and run the product for a 30 day period before going live (rather than 
go-live and perform the upgrade afterwards)
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Building a smarter planet

OK l t t d !OK, lets get ready!
 A workshop, facilitated by IBM, was held prior to go-p, y , p g

live which included the database administrators 
(privileged users), application/platform managers, 
internal audit and security staffy

 At this point, the Department’s Internal Auditors were 
included in the workshops so that they could gain an 
active understanding of Guardium and the function itactive understanding of Guardium and the function it 
would be performing

 The ‘Policy’ set deployed on the Development 
environment was revisited for a final time before it 
would be transitioned into Production
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Building a smarter planet

S did th d l t t P d ti k llSo, did the deployment to Production work well 
and were there any challenges?
 The deployment technically was very smooth – the lesson learnt above all others in 

this project was not about Guardium but about our own Change Management

 A mature Change Management practice, which is a 
great thing, will ensure your go-live approach will need to 
be ‘one step at a time’ Don’t forget you are making

 So the lesson learnt is:-

be one step at a time . Don t forget, you are making 
changes to your critical system!

So the lesson learnt is:

Make your ‘Change Management’ team aware of 
what you will be doing as early as possible -
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y g y p
introduce them to Guardium at the earliest 

opportunity!
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Building a smarter planet

B t h t b t th d t G di i ll ti ?But what about the data Guardium is collecting?
 A significant parallel process in your preparations for going-live A significant parallel process in your preparations for going-live 

is defining how you are going to manage the data – you know 
what you are collecting (as you have tweaked your computer 
based policy) but what are you doing with it?based policy) but what are you doing with it?

 Our Department has used the parameters held within 
Guardium to self generate a weekly report on the previous g y p p
week’s activities that is received via email (containing a .csv file 
and a PDF file)

 We have appointed a senior staff member in our ICT 
Consultants area as the data analyst. They receive the weekly 
reports and are spending approximately an hour a week 

(f f f
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interrogating those report (for the first few reports time spent 
was between two to three hours)
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Building a smarter planet

A ti t t d t ll ti j tA continuous process to get data collection just 
right!
 It is beneficial if the data analyst has some experience or 

exposure to ‘programming language’, but the key requirement is 
for them to be strong communicators 

 As the data you are logging will be ‘SELECT’ statements and 
the like, the data analyst must have access to the database 
administrators and managers to build an understanding of what 
the data is telling them

 Not only does this focus efforts on that which is abnormal, the 
evidence gained allows for further tweaking of the computer 
b d li th t d t th i i t it t ti l
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based policy so that data gathering is at its most optimal
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Building a smarter planet

I di ti t G di t iIn diagrammatic terms, our Guardium setup is:-
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Building a smarter planet

B ildi G di i t ‘S it I id tBuilding Guardium into your ‘Security Incident 
Management Process’
 Now that you have a fully fledged operational process, you need to make sure that 

it is ‘attached’ to your Security Incident Management Process

 Although we all hope that our staff will do no wrong, the data analyst must have the 
support of the Department’s Security Incident Management Process if an anomaly 
is detectedis detected

Document ‘Guardium’ within yourDocument Guardium  within your 
Security Incident Management 

Process!
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Building a smarter planet

Wh t b t d t t ti id ti ?What about data retention considerations?

I j t l ft thi ti l t (b k hi d In our project, we left this particular component (backup, purge, archive and 
recovery) until after we went live. This was simply due to focusing our  limited 
resources on the deployment

 Also, it was felt that the data in Guardium could follow the same blueprint as 
already used for the application data

 It is important to point out that a particular 
security measure within Guardium is that 
due to the encryption applied to datadue to the encryption applied to data 
removed from the appliance only a  
Guardium appliance can read Guardium 
data This means that you will need to
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data. This means that you will need to 
restore that data to the appliance
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Building a smarter planet

O A dit G l i h ith !Our Auditor-General is now very happy with us!
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Building a smarter planet

O A dit G l i l t d!Our Auditor-General is placated!
 Guardium is now ensuring our R&L business and ICT environment that:- Guardium is now ensuring our R&L business and ICT environment that:-

 Privileged user activity is being monitored

 Changes to database schema or structural integrity is monitored Changes to database schema or structural integrity is monitored

 Data viewed by users and administrators (as defined by your 
policy) is monitored
 Local activity on a (monitored server) is captured

 Its ‘independence’ ensures ‘separation of duties’

 As a result it is helping us to secure and harden the database 
environment

 And its ability to support all major DBMS will help us with future 
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deployments in the Department
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Building a smarter planet

AAny 
Q ti ?Questions?
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