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In 2012, 38% of 

targets were 

attacked 

again once the 

original incident was 

remediated. 

Harsh realities for many enterprise network CISOs 

Attackers spend an 

estimated 243 days 

on a victim’s 

network before being 

discovered 

Has our organization 

been compromised? 
When was 

our security 

breached? 

How to avoid 

becoming a 

repeat victim? 

What resources and 

assets are at risk? 

What type of 

attack is it? 

How do we identify 

the attack? 



© 2013 IBM Corporation 

A
T

T
A

C
K

 C
H

A
IN

 
Advanced attackers follow a five-stage attack chain 

Exfiltrate 
Data exfiltration to external 

networks 
Command  

and Control 
5 

Break-in 
Reconnaissance, spear phishing, 

and remote exploits to gain access 
1 

Latch-on 
Malware and backdoors  

installed to establish a foothold 

Command  

and Control 
2 

Gather Acquisition and aggregation  

of confidential data 
4 

Expand 3 Lateral movement to increase 

access and maintain a presence 
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Challenges compounded by volume of data/transactions/issues 

200,000+ face book, twitter, 

linked-in etc accesses a day 

500+ files uploaded to internet 

sites a day 

2 laptops a week go AWOL 

3000+ SPAM/Fishing emails a 

week 

External network scanned 10 

times a day 

100,000+ vulnerabilities in the 

network 

5 network alerts per minute 

2,000+ files a day downloaded 

from the internet 

30% of network use is remote 

100+ potentially malicious web 

site visits per day 

20 Network configuration 

changes a week 20 new IT assets a week 
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What Data Can We Use! 

IBM Confidential 
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Suspected 
Incidents 

Prioritized Incidents 

Reduce Data and Prioritize Incidents Quickly..Then Drill Down! 

INTELLIGENT 

Directed Forensics Investigations 
• Rapidly reduce time to resolution  

through intuitive forensic workflow 

• Use intuition more than technical training 

• Determine root cause and prevent  
re-occurrences 

Embedded  

Intelligence 
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Sounds Nasty… 
But how do we know this? 

The evidence is a single click 

away. 

Buffer Overflow 
Exploit attempt 

Network Scan 
Detected by QFlow  

Targeted Host Vulnerable 
Detected by Nessus 

Total Security Intelligence 
Convergence of Network, Event and Vulnerability data 

Complex Threat Detection 
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Potential Data Loss? 

Who? What? Where? 

Who?  
An internal user 

What? 
Oracle data 

Where? 
Gmail 

Fraud & Data Loss Detection 
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Retrieval & Session Reconstruction 

• For a selected security incident, retrieve all the packets (time 

bounded) 

• Re-assemble into searchable documents including full payload 

displayed in original form 

Taking Investigation To the Next Level….. 

Full Packet Capture 

• Capture packets off the network 

• Include other, related structured and unstructured content stored 

within the network 

Forensics Activity 

• Navigate to uncover knowledge of threats 

• Switch search criteria to see hidden relationships 
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Search-Driven Data Exploration 

• Search is Fundamental to Discovery  
 

• Index Everything = Search Everything 
•  Flow meta-data 
•  Protocol Meta-data 
•  Message Content 
•  File Content 
•  File Meta-data 
•  File Flows 

 
• Forensic Data is Unstructured Polymorphic Data 

• Search Engines are a Perfect solution 
• Index Once Search Everything 
• Easy and Familiar Search Methodology 
• Correlate & Assimilate Disparate Data and Events 
• Second Response times for Terabytes of data 
• Powerful Search Engine Query Language (Boolean, Phonetic, & Proximity Searches) 

 
• Enables virtually any Security Analyst to Conduct Forensics 

1fo·ren·sic adjective \fə-ˈren(t)-sik, -ˈren-zik\: relating to the ability of discovery  
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Reconstructing Sessions - Inspectors 

Inspectors Glean Information From Packets 

• To provide a Rich Search Environment  
• IPAddress = 192.168.6.27 AND WebHost  = bank  

AND Content: credentials 

• Port  = [ 774 TO 899 ]  AND File = emaillist.doc  

 

• To Enable a User to Visually Reconstruct Sessions & 

Events  

• Web Pages 

• Social Networking Sites 

• Documents 

• Instant Messaging 

• Protocols 

The Inspector Framework is extensible, therefore new inspectors can be built for specialized 

protocols and custom applications 

QRadar Incident Forensics rebuilds entire sessions from packets using its Inspector Framework 

1fo·ren·sic adjective \fə-ˈren(t)-sik, -ˈren-zik\ : relating to the ability to reconstruct an event 
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Intuitive Data Exploration and Navigation 

Empower security analysts to operate like seasoned forensics specialists by 

offering capabilities that can be powered by intuition and logical deduction 

Surveyor: Retrace the activities 

in a chronological order 

Searchable Results: Quickly 

pivot on data items to go where 

the data takes you Visual Analytics: Navigate the data using visual 

indications of correlations between data items 
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Intelligence To Deliver Clarity 

QRadar Incident Forensics has several features to deliver intelligence to the 

security analyst to assist in the forensics investigation 

Digital Impressions:  Compiled set of 

associations to identify identity trails 

To rich visualizations of digital 

impressions showing extended 

relationships  

EMAIL 

VoIP 

Chat Social 

Web 

Network 

Entity Alert 

Scanning IP 

Botnet 
 

Content Categorization: Dynamic 

categorization of content based 

metadata and XForce feeds enables 

analyst to filter out the noise 

Suspect Content: Defined set of 

rules on content that signify  

suspicious activity 
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Results sorted by relevance 

to search (Document with 

word “secret”) 
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All file meta-

data indexed 

and searchable 
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Summary:  QRadar Security Intelligence Enables…. 

 Forensics From an Offence 

Investigating Relationships 

Following the Trail 

   Closing the Case 
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www.ibm.com/security 
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