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Security Challenges In
Cloud Computing
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Cloud security concerns

Less Control Data Security
Many companies and governments Migrating workloads to a shared
are uncomfortable with the idea network and compute
of their information located on infrastructure increases the
systems they do not control. potential for unauthorized
Providers must offer a high degree exposure. Authentication and
of security transparency to help access technologies become
put customers at ease. ) . increasingly important.
Reliability

High availability will be a key concern.
IT departments will worry about a
loss of service should outages
occur. Mission critical applications
may not run in the cloud without

cCom p liance strong availability guarantees. Secu I’ity

Complying with SOX, HIPPA Man agement

and other regulations may Provid |
prohibit the use of clouds for roviaers MuSt supply easy,
visual controls to manage

some applications. : : .
Compreheﬁgive auditing firewall and security settings
capabilities are essential. fg;&?ﬁgﬁ;ﬁ?ﬁ?ﬁergmﬁe
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What can we learn from companies who have already
adopted public cloud solutions?

Single Biggest Misconception about Public Cloud
(% of Respondents)

Securityis an issue with the cloud ETI——
Cloud solutions are difficult to integrate R —
Cloud solutions have a higher chance of lock-in |
Cloud solutions are difficult to customize E—

Cloud solutions are not reliable I

Cloud vendors are not yet viable i
None 77

The cloud model is not proven i

Appirio, State of the Public Cloud: The Cloud Adopters’ Perspective, October 2010

5 http://thecloud.appirio.com/StateofthePublicCloudWhitepaperl.html © 2011 IBM Corporation




What is different about Cloud Security?

What makes it different?

Data Locality

Multi-tenancy

Virtualization

Cloud Provider
Administration

Data may no longer be protected by the same laws
and regulations as if it was still in your on-premise
environments.

Workloads may be running on the same physical
infrastructure as those of other organizations.

Cloud management interfaces are used by multiple
tenants to manage their use of the cloud.

The hypervisor adds an additional layer subject to its
own threats and vulnerabilities.

Cloud provider's administrators are not necessarily
subject to the same controls as in the on-premise
case.

The combination of these considerations Is a consideration as well.
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Approaches for Cloud Security
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IEM

Consider cloud security from one or more of these
perspectives

FOR the Cloud = How to build clouds securely?

= How to evaluate and trust clouds and
cloud providers?

WITH the Cloud = How to use cloud based IT services
securely?

» How to integrate security of on-premise and
cloud based IT services?

FROM the Cloud » How to leverage security services delivered
via a cloud based model, for on-premise or
cloud based IT?

» How to compare to equivalent on-premise
security solutions?
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Foundational controls for Cloud Security

1. Identity and Access

Management

Strong focus on authentication of users
and management of user identity

£ 2. Discover, Categorize, Protect
1

&

Data & Information Assets
Strong focus on protection of data at rest
or in transit

3. Information Systems Acquisition,
Development, and Maintenance
Management of application and virtual
machine deployment

4. Secure Infrastructure Against
=] Threats and Vulnerabilities

—_—
-“- Management of vulnerabilities and their
associated mitigations with strong focus
on network and endpoint protection

5. Problem & Information
Security Incident Management
Management and responding to
expected and unexpected events

6. Physical and Personnel Security

Protection for physical assets and
locations including networks and data

centers. Employee security.

7. Security Governance, Risk
Management & Compliance

Security governance including
maintaining security policy and audit and
compliance measures

8. Cloud Governance

Cloud specific security governance
including directory synchronization and
geo-locational support
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Cloud deployment and delivery patterns influence the type
and extent of security controls

SaaS BPaa$ PaaS laaS
software Business Process Platform Infrastructure
asa Senice asa Senvice asa Service as asSenvice
Enterprize Enterprize Entarprise Enterprise
Data Center Data Center A “ A “
Paia ‘ D
o
Private Clouds Managed Hosted Shared Fublic
Private Private Clouds Private Clouds Cloud Services Cloud Services Public
More Less
Cost {f& Cost
More Le
Control A _J ¢[,...::, |

Hybrid

There is no single product or service for Cloud Security

10 © 2011 IBM Corporation



Cloud could be more secure than traditional enterprise IT

INn some cases

Security by Security New Security
Design by Workload Efficiencies
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Example: Identity/Access Management
and Cloud
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ldentity/access model for a multi-tenant cloud must

support a variety of roles and their entitlements

13

(clonaseice) Sl Sardies Eranddar (cioba=enice)
Consumer Creator
" Cloud Services Common Cloud Management Platform
Consumer End .
user Business Service
Manager Component
Developer
Service
I Security & Operations Service
Risk Manager Manager Manager
Service
Composer
Consumer
Business
Manager "
anage Deployment Transition Customer
L Architect Manager Care
Infrastructure Offering
Consumer Manager
Administrator
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ldentity Management and Cloud — Hype and Reality
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Hype

New identity management
methods and tools are needed to
support cloud deployments.

Only identity providers such as
Google and Facebook are
providing support for cloud
deployments.

Standards such as OpeniD,
OAuth, SPML are mandatory to
Integrate on-premise and cloud

Reality

Customer are using enterprise
iIdentity management as an
enabler for cloud services.

Customers are using existing
enterprise access management
systems to integrate enterprise
and cloud identities.

Customers are determining the
use of these standards based on
the workload.

identities
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Integrate on-premise identity governance with the Cloud

Identity lifecycle
management ( Cloud
. Consumer

L (cloud tenancy)

Cloud Consumer
(on-premise IT) -

« Extend on-premise identity governance capabilities to IT
services hosted in the Cloud

« Standards are not widely adopted at this time
— SPML is one potential standard

 Example: Manage users and groups within a GoogleApps
domain from on-premise identity lifecycle management
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Integrate on-premise authentication

16

FSSO

raw
i

Cloud Consumer
(on-premise IT)

Cloud
Consumer
(cloud tenancy)

)

|

with the Cloud

* Reuse existing on-
premise identity and
credential stores

* Federated Single
Sign-on (FSSO)
may be the
Integration

approach
— FSSO standards
include SAML, WS-
Federation

« Example: Use
SAML to integrate
with Salesforce.com
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Strong authentication from the Cloud

o~
e

Cloud Consumer
(on-premise IT)

FSSO

uthentication S —_— E)

Cloud

(cloud tenancy)

)

Cloud
Consumer

17

 Potential integration
with on-premise or
cloud IT

* Federated Single
Sign-on (FSSO)
may be the
Integration

approach
— FSSO standards
include SAML, WS-
Federation

« Example:
authentication
based on
possession of a
mobile device
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ldentity and access management from the Cloud
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pd
~

I Authentication, IAM
administration
| 5

Cloud Consumer Identity lifecycle
(on-premise IT) management, SSO and

access management policy

» An alternative model for delivery of IAM services, while retaining
the rich capabilities of on-premise systems

 Suitable for many, but not all customers

« Example: IAMaaS delivered by traditional IAM vendors or their
partners
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Integrate access management of on-premise portal with
Cloud management platform

r‘  On-premise portal
. aggregates across
2. Authenticate to multiple cloud

on-premise portal providers

Cloud Consumer
(on-premise IT) » Use of Cloud APIs

3. Authorized invocation IS aUthOIfIZGd _based
of Cloud BSS APIs on user identity, not
just the enterprise’s

« Example: Use
Cloud based OAuth for scoped,
: applications
1. Authenticate to delegated

authorize delegated
access for on-premise
portal [could be one-
time]

authorization of
Cloud BSS APIs
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IBM Security Solutions for
Cloud Computing
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The IBM Cloud Computing Reference Architecture
consolidates IBM wide expertise and experience

-

Security

Security Event Software System & Access & Identity
Cloud Service Management Service Assurance Lifecycle Management
Consumer

Cloud service Security Policy Dataand
integration Information Protection

tools

- ~ Threat and Vulnerability
Consumer Management

Data Policy

Security Entitlement Enforcement

In-house IT
\ J

Security Resiliency Consumability
Security Event Software System & Access & Identity Data Resilienc Resiliency
Management Service Assurance Lifecycle Management fiency Compliance Assessment
8 . Data and Information Configuration for Resiliency Policy
Security Policy : Governance -
Protection Resiliency Management
Threat and Vulnerability Security Entitlement Data Policy Resiliency, qutonng/ Availability and Continuity
Management Enforcement Analysis Management

Security, Resiliency, Performance & Consumability

vernan
\_ Governance )

Security is a fundamental component in this architecture
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Top security concerns for cloud computing map directly
to the IBM Security Framework

Privileged User Access

| M Securiyrramework. 00 |

\

- SECURITY GOVER K MANAGEMENT
Data Segregation

Data Recovery
Investigative Support

Regulatory Compliance

DataLocation

TN
-
il
L
Wl
"
-
= -
= =
= T
| ol
25}
=

Professional Managed Hardware
services services and software

Disaster Recovery

Gartner: Assessing the Security Risks of Cloud Computing, June 2008 http://www.redbooks.ibm.com/abstracts/redp4528.html
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Controls employed in IBM Clouds map to the IBM Security
Framework

* Centralized 1AM * Reduced risk of unauthorized
People and : :
Identity * Integration between on-premise and cloud access _
identity * Reduced operational cost

» Workloads running in isolated domains

: . : * Reduced risk of data leak/loss
» Encryption of data in motion and at rest

Process & » Autonomous security policies and procedures .
N— L : o * Improved protection of assets
Application » SLA-backed availability and confidentiality P P
W » Automated provisioning and reclamation of * Improved forensics with ensemble
and Endpoint hardened runtime images snapshots
P » Multiple levels of intrusion management * Reduced attack surface

_ * Physical security of cloud data centers .
Physical « Improved ability to enforce access

infrastructure » Convergence of physical and logical identity policy and manage compliance
and access systems.
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Clients and IBM itself are implementing IBM Security solutions
as foundational controls to address their cloud security needs

24

Smart Cloud Enterprise

W | Ty Y -
AL b

Smart Cloud Enterprise+

MOLSON €006

Vantis Life

A better life experience.

Business
Challenge

IBM Soltition

Business
Challenge

IBM Soliition

Business
Challenge

IBM Solution

Secure IBM Public Cloud and SaaS offerings and help differentiate from

its competitors

= |IBM Security Network Intrusion Prevention System
= Tivoli Access Manager and Federated Identity Manager
= Tivoli Directory Integrator and Directory Server

Secure Hybrid/Private Cloud solution (in development) to share business

services across the ecosystem

= Tivoli Access and Federated Identity Manager
= Tivoli Directory Integrator and Directory Server
= |IBM Security Virtual Server Protection (in plan)

Adopt Tivoli IAM as SaasS to address the changing business needs,

without having to maintain the infrastructure on premise

Lighthouse Gateway SaaS platform using

= Tivoli Identity, Access Manager and Federation

= Tivoli Directory Integrator and Server

= Tivoli Security Information and Event Manager (in plan)
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Security services offer expertise for moving to secure

cloud

Vz

IBM Professional
Security Services
Security assessment
services for cloud
computing

IBM Professional
Security Services
Security strategy
roadmap for cloud
computing

IBM Managed
Security Services
Hosted vulnerability
management

25

IBM Information
Protection Services
IBM SmartCloud
Managed Backup

IBM Professional
Security Services
Application security
services for cloud
computing

ke
B

IBM Managed
Security Services
Hosted security event
and log management
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Conclusion

« Security solutions required for Cloud Computing vary, based on:

—Cloud delivery model
—Workload
—Compliance requirements

» Security for Cloud Computing needs to be equivalent or better to

security for traditional IT environments
—Based on the same foundational controls

* Identity and access management is a logical starting point for
Integrating on-premise and cloud security services

* IBM Security solutions are being used today by customers and IBM
itself to deliver secure solutions for, with and from the Cloud
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Cloud Computing Whitepaper

IBM has a proven reference architecture
for building and managing cloud solutions,
providing an integrated approach that uses
the same standards and processes across
the entire portfolio of products and
services.

IBM’s expertise and experience in
designing, building and implementing cloud
solutions — beginning with its own —
offers clients the confidence of knowing
that they are engaging not just a provider,
but a trusted partner in their IT
endeavours.

The IBM Cloud Computing reference
architecture builds on IBM’s industry-
leading experience and success in
implementing SOA solutions.

29

IBM Global Technology Services April 7011
Thought Leadership White Paper

Getting cloud computing right

The key to business success i a choud adoption is a robust,
proven architecture.

http://www.ibm.com/common/ssi/cqi-
bin/ssialias?infotype=SA&subtype=WH&appname=GTSE_CI

Cl_USEN&htmlfid=CIW03078USEN&attachment=CIW0307
8USEN.PDF
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IBM Cloud Security Guidance

Based on cross-IBM research and
customer interaction on cloud security

Highlights a series of best practice
controls that should be implemented

Broken into 7 critical infrastructure
components:

30

Building a Security Program
Confidential Data Protection
Implementing Strong Access and
|dentity

Application Provisioning and De-
provisioning

Governance Audit Management
Vulnerability Management
Testing and Validation

t@ Redpaper o

Cloud Security Guidance
IBM Recommendatlens for the Implementation of Cloud
security

N e [ENE VMsdpacern™ publicstsos, = peoecs & discus son sbou tha I
ST e el b T gl el OF Ghoud Sy, o g san oo, bl i D v
indveahasesn W bt soampaning B choaad i ETy 0 el

Introduction to cloud computing

Lo computrg m o Meubls, covl-eSsoiv. snd proven deisery plaform b provcing
s O Corris | T G aoms: o Wi bt Pl C3ousd riviim s o ot B gy dapbiomed
ard smmly sosisd, Brh Sl PRI, ARPECETONE, B EETTCEN PIOVIONSS 3¢ Srmand
separdisan of e ue locebon or devios

Ao m reml. Cioud compUbng e SrpEnisins e opporfunely o rareEss thee servee
Snltepry @ Fkerains, praaming T marsgemon, s beie st 7T e with dyTuimes
taminass rejursmenin = sy weyn S computingg ofiers e oot gf Back wardd:

SrowvEling ol UG for oor SusrnaEs enchons slong with tha cepactty 1o desslop: e and
A P A s
Figdn b i e Dm0 ] e ) O wale PR e o T an ) ke
(] -] Lmrm i i kv Erryieng sboul e oW o
L
Mo problie ] preowie: chosd mecsls see now n s eosishis i sepcrs st Inismesi
BCDBAE, puEEc Mool ol Jofeory ar o Seroce (SeaS) couds, wuct s IER Lohs L

Plagiew a; a Jewiwg |Puas) cicds, sich o Amagon Vel feeraicos srad forers sed Jane
Frpmaroom az g Seeacs (S0P S| cloocls, mich s M Seo ity Foere srad Log Wsregs mant
Sevaland

Pl egards s oweain] i veind Doy i S orpasaaten Ty ofbe praey of e dsavei
S sliing: el [ CRCANE, Bw] Chaiey Gl thal el CERNMIRERN (e My wndl ponerd

0 Gy gl M Corp. pO0R. 1 fagieli oo il [t Tty BT ST, |

http://www.redbooks.ibm.com/abstracts/redp4614.html?Open

© 2011 IBM Corporation



Cloud Security Whitepaper
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Trust needs to be achieved,
especially when data is stored in
new ways and in new locations,
iIncluding for example different
countries.

This paper is provided to
stimulate discussion by looking
at three areas:
 What is different about
cloud?
 What are the new security
challenges cloud
introduces?
 What can be done and what
should be considered
further?

Thizagre sty s Daper L | rremciemy

Cloud Security
Who do you trust?

P Cobomin, TR Tl fecwrsy |asber
Blaren Poarim CEBE bl Sodian srbasss

it

http://www-
03.ibm.com/press/us/en/attachment/32799.wss?fileld=ATTACH
FILE1&fileName=10-

0861 US%20Cloud%20Computing%20White%20Paper Final

LR.pdf

© 2011 IBM Corporation



Thank You

http://www.ibm.com/cloud
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Backup

© 2011 IBM Corporation



THM

It’s time to start thinking differently about infrastructure

-/ —
<l -
70¢ per $1 1.5%

In distributed 70% on average is spent Exp_lqsion of informat.ion
computing on maintaining current IT driving 54% growth in
environments, up to infrastructures versus storage shipments every
85% of computing adding new capabilities. year.

capacity sits idle.

Al

33%

Consumer product and retail 33% of consumers notified of a
industries lose about $40 billion security breach will terminate
annually, or 3.5 percent of their their relationship with the

sales, due to supply chain company they perceive as
inefficiencies. responsible.
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Cloud Computing provides workload optimized models for
delivery and consumption of IT services

Advanced virtualization

IT resources can be shared
between many applications.
Applications can run anywhere.

Providing more efficient
utilization of IT resources.

Automated provisioning

IT resources are provisioned or
de-provisioned on demand.

Reducing IT cycle time and
management cost

Elastic scaling

IT environments scale down and
up as the need changes.

Increasing flexibility

Service catalog ordering

Defined environments can be
ordered from a catalog.

Enabling self-service

Metering and billing

Services are tracked with usage
metrics.

Offering more flexible pricing
schemes

Internet Access

Services are delivered through
the Internet.

Access anywhere, anytime

35
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Cloud computing raised serious concerns among
respondents about the use, access and control of data

Cloud makes protecting
privacy more difficult

Data breach or loss

Weakening the
corporate network

23%
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Cloud deployment pattern influences the extent of
security controls

Security Enabled

I
l|r1

Business Industry
Processes Applications

m ‘ Collaboration CRM/ERP/HR

]
. |

Software as a Service

Web 2.0 Application NEE:| Security as a
Runtime Runtime Runtime

Development

Middleware Database .
Tooling

Platform as a Service

Data Center Security as a

Servers Fabric Security Service

Networking Storage

Infrastructure as a Service
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IBEM
Different workloads require different security controls in

the Cloud Requires ndividual anaysis |

Sensitive data

Highly customized data
Not yet virtualized software
Legal restrictions

Complex processes and
transactions

Regulation intensive systems
Mature workload

Isolated workload
Preproduction systems
Batch processing systems

Collaborative health care
Medical imaging
Financial risk

Energy management

Analytics

Infrastructure storage
Industry applications
Collaboration
Workplace, desktop and
devices

Business processes
Disaster recovery
Development & Test
Infrastructure Compute
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Trademarks and disclaimers

© Copyright IBM Australia Limited 2011 ABN 79 000 024 733 © Copyright IBM Corporation 2011 All Rights Reserved.
TRADEMARKS: IBM, the IBM logos, ibm.com, Smarter Planet and the planet icon are trademarks of IBM Corp registered in many
jurisdictions worldwide. Other company, product and services marks may be trademarks or services marks of others. A current list of
IBM trademarks is available on the Web at "Copyright and trademark information” at

The customer examples described are presented as illustrations of how those customers have used IBM products and the results
they may have achieved. Actual environmental costs and performance characteristics may vary by customer.

Information concerning non-IBM products was obtained from a supplier of these products, published announcement material, or
other publicly available sources and does not constitute an endorsement of such products by IBM. Sources for non-IBM list prices
and performance numbers are taken from publicly available information, including vendor announcements and vendor worldwide
homepages. IBM has not tested these products and cannot confirm the accuracy of performance, capability, or any other claims
related to non-IBM products. Questions on the capability of non-IBM products should be addressed to the supplier of those products.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and
objectives only.

Some information addresses anticipated future capabilities. Such information is not intended as a definitive statement of a
commitment to specific levels of performance, function or delivery schedules with respect to any future products. Such commitments
are only made in IBM product announcements. The information is presented here to communicate IBM's current investment and
development activities as a good faith effort to help with our customers' future planning.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual
throughput or performance that any user will experience will vary depending upon considerations such as the amount of
multiprogramming in the user's job stream, the I/O configuration, the storage configuration, and the workload processed. Therefore,
no assurance can be given that an individual user will achieve throughput or performance improvements equivalent to the ratios
stated here.

Prices are suggested U.S. list prices and are subject to change without notice. Starting price may not include a hard drive, operating
system or other features. Contact your IBM representative or Business Partner for the most current pricing in your geography.

Photographs shown may be engineering prototypes. Changes may be incorporated in production models.
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