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Who am 1?

«Australia Development Laboratory
—Gold Coast Security Lab

17 years security experience
—Last 12 for IBM (USA, Australia)

*\Worked on security projects in USA, Europe, Middle East,
Asia, Australia

—ldentity and Access Management

—Added SOA Security

*Now focussed on product development

—Internet Security Systems

— Appliance based Network Protection / X-Force Research

© 2011 IBM Corporation C}
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Consumerisation of the Enterprise

. Users expect to use any application (web or otherwise) at
both home and work
- “Without it my creativity, productivity is affected”

. There is a push toward more complex web applications
- With AJAX more responsive web applications

- Google Apps and Microsoft Office Live are examples of the
newest generation of web applications

You 3 Pl N = Officelives

BitTorrent: _;’ARM"IuI.’I.’ E
—~r webex
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Consumerisation of the Enterprise

. Some of the applications are
business relevant facebook

. Should n It the marketi ng Facebook helps you connec::: aaaaaaa ith the people in your 1 ife.

department have access to —
facebook or twitter? fueres

. Perhaps we could let employees
read their private email accounts
between 12noon and 2pm each bwitter [scach
day?
~ But perhaps we should limit any IBM X-Force

@ibmxforce

prlvate emall to tEXt Only (not fIIeS) http:/fwan-935.ibm.com/services/usliss/xforce/

. Shouldn't they be allowed to use
Skype for contacting our overseas
offices?

© 2011 IBM Corporation 0
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Controlling Applications

*Firewalls cannot control applications

—more communication through fewer ports (such as HTTP and
HTTPS),

—fewer protocols,

—port/protocol-based policy has become less relevant and less
effective.

*Applications themselves are actively deceptive
—Non-standard ports

—Port hopping and tunnelling

—Protocol changes

—Hide within SSL sessions

«25% of all applications now run exclusively over SSL
*Need to identify an application that is being deceptive

© 2011 IBM Corporation O
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Controlling Applications

. Web sites and Spam create other risks
— Web sites are sources of malware / botnets

. user visits an infected site

. the malicious code (embedded Javascript, XSS attack, etc.) will be
executed

. the malware downloaded

. may turn your client machine into a bot.

- Spam emails are also a common way to supply malware to the
clients computer
. .exe, .pdf, .zip files commonly used
. Need also to protect the enterprise from content
- Pornography
- Gambling
- Hate Sites

© 2011 IBM Corporation O
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Controlling Applications

. Hacking is now a business

Government, criminals, mafia, commercial espionage
Examples: China — Google, Iran — StuxNet, Twitter attacks

. Enterprise gateways often at a strong security level

Attackers now may leave those alone and try other techniques

. Attack the user's client

Threats are focussing on getting vulnerable users to install
malicious executables that attempt to avoid detection

Laptop, iPad, Android ... as entry point
Stepping stone to get “inside” the enterprise
Sometimes starting point of an advanced persistent threat

© 2011 IBM Corporation C}
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Controlling Applications

. Enterprises are also finding use of network bandwidth is
growing quickly
. Funding these bigger network pipes is expensive
. Enterprises need to know
-~ Which applications are consuming my network bandwidth?
- Which users are using those applications?
- How do I to limit bandwidth consumption by application?
Examples include the ability to
—allow Skype use but disable file sharing within Skype

© 2011 IBM Corporation O
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Controlling Applications

Some key qguestions

How do | identify which applications my enterprise users
are using?

How much bandwidth is being consumed by each of
these applications?

— Can | limit bandwidth consumption by application and user?

Can | provide different users different application access?
- Can | control specific application features?

How do | control and know which web sites users should
and shouldn't be accessing?

How do | stop data being leaked from my organization?

How do | inspect traffic inside SSL pipes - both inbound
and outbound?

© 2011 IBM Corporation C}
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Controlling Applications

What we need is convergence of multiple security
technologies

User based Application Control =
Threat +
ldentity +
Access +
(High Speed Appliances)

IBM has more than a decade of experience in all four
areas

© 2011 IBM Corporation O
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Threat Management

. DPI/DSI - Deep packet and Deep Session Intelligence
- ISS have a highly respected DPI/DSI engine

. Protocol Analysis Module (PAM).

. Developed over the course of 14 years to a level of accuracy and
intelligence that is unmatched.

- ISS have a long history of application identification experience in
classifying traffic based on content rather than ports.

. Today’s PAM is capable of identifying and understanding the state of
over 260+ web and non-web protocols and applications, and the list
Is quickly growing

. A good DPI/DSI enqgine is the first ingredient of any
application identification solution.

© 2011 IBM Corporation C}




Pulse 2011 — Australia/New Zealand

[[u]]
1HTH]
!!::u::
€.

Threat Management

URL
EventHelix
begin
Loading EventHelix.com Home
Page
create
URL
EventHelix

DNS_Query
UDP, EventHelix

DNS_Reply

. Application

identification
means following
a sequence of
packets before

< UDP, IP_address

SYN
IP_address, destin_port = _80, source_port = _367?

< SYN_ACK
ACK

-

HTTP_GET
HomePage >

begin
Loading home page
HTTP_200_OK

-

deciding which
application is
being used.
Compare with
traditional firewall
which may need
just one packet

© 2011 IBM Corporation O
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Threat Management

. What is the Requirement for DPI?

- Recent surveys of enterprises have shown 100s of applications
(web and non-web) are in use

- Extensive Library of Application Decodes
. Social Networking (Facebook, LinkedIn, Twitter, YouTube ..)
. Productivity Tools (Google Docs, Microsoft Live ...)
. VoIP (Skype, Google Talk ...)
. File Sharing (MegaUpload, BitTorrent ...)
. Instant Messaging (AIM, Facebook, Yahoo ...)
. and numerous more
- Categorize by

. Application category (Social Networking, File Sharing ..)
. Application (Facebook chat, Skype chat)
. Destination (Geo-location)

. Content (File, text only) © 2011 1BM Corporation C}:
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Threat Management

. Web classification engine
- Many web applications can also be identified by URL/IP address
being accessed
- ISS has the most extensive web classification engine and
Infrastructure in the industry

. Developed over the course of 13 years.
. The web database has over 65 Million classified URLs in 68
categories.

. We've analyzed over 15 Billion pages, we touch every public site in
the world every few hours to every month, dynamically.

. A good Web classification engine is second ingredient of
any application identification solution

© 2011 IBM Corporation C}
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Threat Management

. 1SS Web Classification Engine

— Crawlers collect binary and text data from the
Internet

. 24 hours a day on 365 days, which adds up to
200 million pages each month

. Every day, customers receive updates
— Analysis result

. List of categories the URL belongs to
. ApplicationID / ActionID if applicable

- gmail/upload, googledocs/download,
hotmail/sendmaill, ...

© 2011 IBM Corporation 0
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ldentity and Access Context

. ldentity and Access Context
— Control of users to applications is fundamentally an 1&A problem

— This is about users and not IP addresses
. Threat management is typically unconcerned with users
- Tivoli security has been protecting the fortune 1000 with
comprehensive I&A for over 15 years.

. Tivoli Security Policy Manager, Tivoli Identity Manager, Tivoli Access
Manager, Tivoli Federated ldentity Manager, Tivoli Directory
Integrator, Tivoli Directory Server ...

. ldentity and access context is a fundamental ingredient
of user based application control

© 2011 IBM Corporation C}
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Identity and Access Context

Address ri‘” Add [(XEdit ] Delete
Application # | Enable | Action | Source Destination | Application
Inspection 1 deny |Bob Smith Any Address |Facebook
[=] Identity 2 | allow | Executives Any Address | gmail
gﬁ Any User 3| block | Any User Any Address | gmail
gﬁ Any Au'rhen'rica'mu._ _-l‘ B block |Sales:AdminStaff Any Address | Facebook
Active Directory 1 5 a\ block | HR:Executives Any Address |LinkedIn
Active Directory 2 6 |&1 m\ Engineering Dev Servers |ssh
Ltmed_-'. 7|l allow | AMwAuthenticated User | Any Address | HTTP
L¥-Authentication sources 8 |gl block Any Address | HTTP
+] Respofise o)
¥ Recent| “bnase 2) RADII'J:JD‘TH::;;F
mma may or may not -]
have authenticated with Authentication Portal

. Desired style is to write a set of rules
- Allow Marketing to access Social Media Applications
- Allow AnyUser to access Facebook between 12pm and 1pm
- Allow AnyAuthUser to access Banking without decryption

- Allow AnyAuthUser to access Webmail with SSL decryptieniem coporaion O:
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ldentity and Access Context

Firewall-like
unification

networkprotectiongateway
S XN L User or IP based
7 Access control
. . .
Heme W i ey Secure [] e Review Application
Appliance Dash Health and Statistics Protection Settings System Settings Analyéls and control
Objects Policy *URL Filtering
(@ search/filter D) Order  |Enable Source Destination Address Application/ Port | Action |PS PO“C
£ Port 1 True Financlal Users SAP Web Servers SAP Allow P SRl
7 Address 2 True SR (R HTTPS Allow Web server access
3 True DBA Inventory DB DB2 Allow Database admin
Sales DB
Supply Chain DB
4 True Marketing Soclal media Browser Allow Soclal marketing users
el et Arbitrar
1n True Common users Non-business websites Browser Block page |MNo facebook for youl y rule
12 True HHEEEHES | RN I Allow This Is a simple rule groupin
13 True T S S it Allow This is a simple rule
o2
Logs @_seurchfﬂlfer j

Details| Event ID Risk | Source IP Source Target IP Target Protocol | VLAN Status | Time
£ Event_nameOr_I |~ AR | HE HHH A | proto 000 - - - I

Integrate 4B Event_nameOr_1 | |###.##.4. |H### sk | proto | 000 - O

d Log + Event_nameOr_1 |° HiEH M. | HHEEH A . | #H proto 000 - HERH-HH-HE

Analysis t Event_nameOr_T |° |##bsbiptb st | hatate i | prote | 000 ° Sttt
£ Event_nameOr_I |* AR | HE M A | proto 000 - AR -
+ Event_nameOr_1 | |###.#4.4. |#### | proto | 000 - R
+ Event_nameOr_I |~ AR | B HHH R | proto 000 - AR
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ldentity and Access Context

. The user must be first authenticated to allow control of
their access

— Integrate with existing directories e.g. Active Directory, Tivoli
Directory Server, RADIUS

— Allow creation of Users “on the box”
. Allow definition of rule policy based on Users or Groups
. Leverage technigues for User to IP address relationship
- web re-direction (web applications)
— captive portal (non-web applications)
- directory agent integration (infer from log)
- client agent technology (most secure using IPSec or SSL)

© 2011 IBM Corporation C}
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Creation of policy

. Appliance may be placed initially in a "monitoring only”
mode

. Let the enterprise understand:
— Which applications are being used
- How much bandwidth is being used by the applications

- Who is using the applications
. This mandates some automated IP address to User ID mapping

. Allow this to run for several months
. Create an initial rule set

. Then convert to “enforcement” mode
- The rule changes are then based on a request basis

© 2011 IBM Corporation O
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Creation of policy

IS X O -
MNONRME

This page has been blocked

Company pelicy 4 8 1S 16 23 42 - Social Netwerking sites are prohibited on the corperate netwerk begnning at 9:00 am and
ending at 6:30 pm (see core business hours). Additional information can be found at
htto://nonametech.com/internet_usage/prohibited/

Loram ipsum dolor sit emet, consectatur edipiscng elit. Mauris et cugue enim, ac aliguam ligula. Sed ut ligule ipsum, sit amet
tincdunt diom. Nam vel sem guis quam Feugat aliquam. Phasellus elit turpis, blandit sit amet porta eu, pellentesque vitae urng
Donec lobortis furpis at auque aliquet rhonods.

Regquest an exception v

— How to request your eption

Contact your manager via email using the form below. Use the comment field to explain the reason for your exception. If
you do not recieve a confirmation email, you may need to Follow up with your manager personally or submit another

Tequest...
John Employes IF this is n ick here to ch >
Your manager is Art Vandelay If this Is incorrect click here to change >>
Request exception for | Seclal Media web application - rule #adr |
Comments

I need access to facebook to begin work on cur fan page.
This i< an cpproved marketing strategy that will require
ongoing mantenence..

>

© 2011 IBM Corporation
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Creation of policy

EE— e — above the rule that
DRDome blocked the user.

This page has ie:n blocked BUS| NEeSS reason

[Conpary pa s e prohed o1 o perere Rewrk Segog 8 500 9 680

captured in

IERERERE

111113

Creates
User Block Exception

Request

sees how
many

user
exception

Exceptions Administrator .

Approved in views active

i Rule Li
e ————— ule List requests b
= A A N L T < = o =0 o
o : s A
¢ {7 Adirens i e [P PR s [ -
S e i i Exceptions S e e T o
oy — are logically I e g e R e
el e ok RF T grouped in ﬁ“‘ —
) Rl (R collapsed o o o e
- @ exception el e bl el e

%
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High Speed Appliance Based Solutions

. Appliance Based Solutions

- ISS has over 14 years experience in engineering specialized
high-speed network security applications
. aimed at providing intelligence and protection.
. without sacrificing performance or scalability.
- Today, ISS's Network Security products provide deep packet
Inspection
. at speeds ranging from 23-40G,
. easily more than double most competitors.
- Providing reliable, high-speed security intelligence through
appliances is a basic ingredient of application control

© 2011 IBM Corporation O
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High Speed Appliance Based Solutions

GX7800

. Hardware configuration
— IBM Industrial Design
- FIPS Ready
- Leverages Advantech platform
— Solid State Drives (all future)

- HIGH port density in supported network interfaces: copper,
sfp(1GBe fiber), sfp+(10GBe fiber)

— Tool-less rack mount installation
— Health monitoring and reporting over SNMP

© 2011 IBM Corporation O
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X-Force Research
X-Force Research with IBM
e afeelekeiidaese | Managed Security Services
IBM X-Force® research and 15B analyzed Web pages & images

development team is to: 40M  spam & phishing attacks

54K  Documented vulnerabilities

Research and evaluate threat and protection issues

Provides Specific Analysis of:

Deliver security protection for today’s security problems
Develop new technology for tomorrow’s security challenges oAppIications

Educate the media and user communities _— .
e\ulnerabilities & exploits

e Malicious/Unwanted websites

eSpam and Phishing

eMalware

eOther emerging trends

© 2011 IBM Corporation




Pulse 2011 — Australia/New Zealand

[om]]
!! 4]
-iilll:
€

Summary: User based application control

The enterprise has been “consumerised”

— Users expect to use any application (web or otherwise) at both home and
work

- Skype, Facebook, Twitter, LinkedIn, GoogleDocs ..

Application identification requires threat management
technologies (deep packet inspection across any port/protocol)

User based application control requires the additional
technologies from identity and access

Require speeds from specially built appliances

IBM brings more than a decade of experience in all four areas
as well as high speed appliance based solutions

All backed by IBM's premier security research X-Force
organization

© 2011 IBM Corporation C}
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Questions?
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