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The planet is getting
instrumented, interconnected and intelligent.

New and 
Emerging Threats

Privacy 
and Identity

“We have seen more 
change in the last 10 

years than in the 
previous 90.”

Ad J. Scheepbouwer,
CEO, KPN Telecom

Critical Infrastructure 
Protection

Cloud 
Security

Is the smarter planet secure?

New possibilities.
New complexities.

New risks...
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FEB 1995
Barings Bank 
Collapses

OCT 2001
Enron, WorldCom, 

Tyco Scandals

SEP 2004
Merck 

and Pfizer
Drug 

Scandal

FEB 2007
TJX Credit Card Fraud

JAN
2008

Société
Générale

trading
loss DEC 2008

Madoff Investment 
Scandal

SEP 1998
LTCM 
Collapses

MAR 2005
Halliburton 
Bribery Scandal

SEP 2008
Lehman Brothers
Files Ch. 11

NOV 1999
GLB Act passes

(repeal of Glass-Steagall)

JUN 2004
Basel II 

Framework

JUL 2002
Sarbanes-Oxley

Act passes

SEP 2004
COSO ERM
Framework

JUL 2007
AS5 Approved

by SEC

MAY 2008
S&P Announces

ERM Ratings

DEC 2009
SEC Proxy 
Disclosure 

Rules

JULY 2010
Dodd-Frank
Signed

Events
Regulations

1995 1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010

Managing Risk has never been a bigger challenge 
than in today’s business environment

JUNE 2006
J-SOX
SignedAPRIL 2003

Solvency II
Endorsed

2011
Basel III

…new regulations, globalization, increased risk 
and business velocity, and an explosion of 
information…
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The CSO/CISO/CCO Challenge: 
Manage Cost, Decrease Complexity, Improve Effectiveness, Assure Agility

Cost of the average security 
and compliance program

Effectiveness of controls 
in addressing security risk

Effect of security on 
operating Agility

Time

Complexity of the control 
environment
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Traditional approaches to risk management and security 
do not work effectively…

Point Products

Point Problems

Fragmented policy 
and process

Complexity
Redundant Costs

Resource Inefficiency

Silos of Data

An alternative approach is required to solve the risk/security puzzle

Need an approach based on delivering business value through 
integrated solutions built into standard operations

IBM’S integrated approach enables enterprises to:

• start addressing their most pressing challenge

• extend to other focus areas as needed
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A new approach to Security

Designed to….
Enable innovation through 
secured infrastructure and 
platforms

Reduce number and complexity of 
required security controls

Reduce redundant security 
expenses

Improve organizational and 
operational agility and resiliency

Deliver needed visibility, control 
and automation
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Companies Struggle with Fragmentation of Risk and Compliance 
Information – And have difficulty providing transparency

CEO/CRO/CFO/CCO/CIO

IT
Risk

Compliance

Finance

Market

Operational
Risk

Credit
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An Integrated Approach Facilitates Transparency

Market
Risk

Credit
Risk

Finance
Risk

Operational
Risk

IT
Risk

CRO/CCO/CFO/CCO/CIO

Compliance
Risk

Enterprise Risk and Performance Data
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BAO SIMPLIFICATION AND INTEGRATION

Strategic Focus in Governance Risk and Compliance

Finance

Supply Chain 

Human Capital 

Customer

Industry 
Specific

Globally 
Integrated, Market 
Leading 
Capabilities

Predictive and 
Advanced 
Analytics

Financial 
Performance & 

Strategy 
Management

Analytic 
Applications

Business 
Intelligence

Governance 
Risk and 

Compliance

Integrate with enterprise risk and performance 
data

Improve analytic quantification of risk exposure 
and trade-offs of right risk vs. reward to allocate 
resources appropriately

Instrument analysis with real-time compliance, 
configuration and control monitoring information

Dynamically update and distribute risk and 
regulatory content libraries to contribute to 
reducing risk and situations that could result in 
regulatory fines 



© 2011 IBM Corporation

Pulse 2011 – Australia/New Zealand

© 2011 IBM Corporation

12

OpenPages GRC Platform Provides 
an Integrated Approach to Risk Management

Operational Risk
Management

Financial Controls 
Management

IT Risk & 
Compliance

Management

Policy & Compliance
Management

Internal Audit
Management

Other Platform 
Extensions
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Monitoring Enterprise Risk and Performance Data

Challenge: Much GRC data is reliant on 
human input, which can be error-prone, 
time-consuming, and lagging

Strategy:
– Instrument analysis with near real-time compliance, 

configuration and control monitoring information
– IT security, compliance, configuration, & control 

monitoring
– Enterprise content management, records retention, 

eDiscovery
– Asset management systems
– Verticals: Anti-Money Laundering, Liquidity Risk, 

etc.

Shared Risk and 
Compliance Framework
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Patch 
Management

Security 
Configuration 
Management

Vulnerability 
Management

Tivoli Endpoint 
Manager

Business Intelligence

Risk and Compliance Management

Regulation, Policy and Control Libraries

Technical Policy M
anagem

ent | C
ontinuous M

onitoring | D
etective and R

em
ediation 

SOX Compliance PCI/Privacy 
Compliance

IT Policy 
Compliance

Industry Standards

COBIT, ISO, NIST, DISA

Control 
Testing

Key 
Indicators

Issue
Remediation

Incident 
Mgmt

Others As 
Required

Drive successful IT Governance using rich asset data, security 
compliance metrics, and endpoint configuration management from 
TEM as inputs into OpenPages GRC processes and reporting
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Example: Key Control Indicators

Key Control Indicator mapping to Control ‘Regular changes 
to account passwords’ (terminated employee accounts not 
reset)
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Single Server & Console
• Highly secure, highly scalable
• Aggregates data, analyzes & reports
• Pushes out pre-defined/custom policies

Cloud-based Content Delivery
• Highly extensible
• Automatic, on-demand functionality

Single Intelligent Agent
• Performs multiple functions
• Continuous self-assessment & policy enforcement
• Minimal system impact (< 2% CPU)

Lightweight, Robust Infrastructure
• Use existing systems as Relays
• Built-in redundancy 
• Support/secure roaming endpoints

Tivoli Endpoint Manager, built on BigFix technology: How it Works

16
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Continuous 
Compliance

TEM for Security and 
Compliance OpenPages

GRC

Continuously 
monitor and 
enforce
Provide real-
time visibility
Identify and 
remediate 
critical gaps
Aggregate and 
drill-down
reporting

Integrated 
analysis and 
reporting
Manage control 
environment, 
obligations, 
corporate 
policies and 
processes
Dashboards for 
corporate risk 
and compliance
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Summary
Compliance status of IT systems is critical for effective IT 
risk management
Real-time visibility and autonomous enforcement has 
been implemented on millions of endpoints already
Why continue to manually scan and test IT 
environments? It’s costly, inefficient, and error prone.
We’re bringing it together

18

OpenPages ITG delivers policy-driven, 
process-centric IT risk and compliance.

Tivoli Endpoint Manager delivers real-
time visibility and enforcement at scale.
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An Integrated Approach Facilitates Transparency

Market
Risk

Credit
Risk

Finance
Risk

Operational
Risk

IT
Risk

CRO/CCO/CFO/CCO/CIO

Compliance
Risk

Enterprise Risk and Performance Data
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Did anyone touch or modify sensitive data inappropriately? 
(acceptable use)
Are outsourcers managing systems and data responsibly? 
(change management)
Were there any unauthorized changes to the operating environment? 
(change management)
Are we alerted when rogue administrative accounts are created? 
(account management)
Are system administrator and system operator activities logged and 
reviewed on a regular basis?
Is all access to sensitive data – including root/administration and DBA 
access – logged and monitored?
Are security incidents and suspicious activity analyzed, investigated 
and remedial actions taken?

20

Monitoring IT Risk:  Can you answer these questions?
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Monitoring IT Risk: 
What are your trusted users doing on your 
network?

Insider abusing 
privilege

DB 
Manager

Business
Partner

CFO

Auditors

Customer

Web User

Insider abusing 
privilege

Insider abusing 
privilege

1. Who can come in?
2. What can they do?
3. Can you easily prove it to an 

auditor?



© 2011 IBM Corporation

Pulse 2011 – Australia/New Zealand

© 2011 IBM Corporation

Monitor privileged user behaviour and report exceptions                                         
when a policy is violated

Alert on insider threats using near real time analytics

Analyze and investigate suspicious activity and take remedial actions

Enforce policies while ensuring employee productivity

Integrate into Identity Management for closed loop auditing

Prevent insider threats

• Protect your intellectual property
• Prove to your auditors that you can monitor and                

audit access to sensitive information

People 
& 

Identity
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Every one of your solutions may address compliance . . .  

23

(within its scope)

But, the catch is . . . 

TAMeb’s
Audit Trail

TIM’s
Audit Logs

TAM E-SSO’s
Audit Logs

Check Point
Firewall

Audit Logs

Cisco Router
Audit Logs

Linux
Syslog

AIX
Syslog

DB2 Audit
Logs

Domino
Admin Events,

Mail Events
Server Logs

i5/OS
Logs

IBM Security
SiteProtector
Audit/Sensor

Records

TFIM Mgmt.
& Runtime

Logs

RACF SMF

WebSphere
Activity Logs

MS Exchange
Log

MS SQL
Audit 
Trace
File

TEM
Audit Logs
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Servers and OS
Mainframe, Mini, 
UNIX, Windows

Network 
Components

Routers, 
Switches, etc.

Database, Web, 
Middleware, 

Security, Storage, etc.

Business
Services & 

Applications

Service A

Service B

Service C

S
ervice D

UserGoal:  Assure Secure 
End-to-End 

Transaction Times and 
Availability to the end 

customer!

Need to monitor Operational 
Events through a security-

compliance lens and PROVE 
it to an auditor!

Visibility, 
Control,
Automation.

Why is compliance so difficult?
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IBM Tivoli Security Information & Event Manager
What Does It Do?
• Automated enterprise audit management and reporting
• Enables knowledge of who’s accessing what
• Spans application, database, OS (distributed/mainframe) resources

25

Clear, crisp, 
normalized
audit info

Voluminous
audit information
from many 
different sources

“W7” Analysis/Processing
Who took What type of action on What resource? 

When did they do it and Where, From Where and Where To?
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TSIEM: All logs in your enterprise in a single language

TSIEM's W7 saves your information security and compliance staff time and money.

• reduces the need for skilled staff
• produces reports auditors can understand
• automates monitoring across the enterprise. 

TSIEM's W7 saves your information security and compliance staff time and money.

• reduces the need for skilled staff
• produces reports auditors can understand
• automates monitoring across the enterprise. 

7 W’s of Investigation
Who did What type of action on What?
When did they do it and Where, 
From Where and Where To?

Translate logs to “Common format”

“W7”

Windows zOS AIX Oracle SAP ISS Firewall 1 Exchange TIM/TAM Solaris
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TSIEM enables Acceptable Use Monitoring
Compares desired versus actual behavior... 

... like an auditor does.... like an auditor does.
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Assessing compliance: Tivoli Security Information and Event Manager
Manage logs and monitor privileged users for insider threat and compliance initiatives

Tivoli Security Information and Event Manager provides a single,
integrated product for insider threat, audit and compliance

Single, integrated product
Log Management Reporting
Unique ability to monitor user behaviour
Enterprise compliance dashboard
Compliance management modules and 
regulation-specific reports
Broadest, most complete log and audit trail 
capture capability
W7 log normalisation translates your logs 
into business terms
Makes it easy to compare behaviour to 
regulatory and company policies

Highlights
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Tivoli Security Information & Event Manager
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Log Management: Continuity Report

• Color codes are used to show the quality of the log archive
• Notifications can be sent to alert when gaps are found

• Prove you are 
collecting all logs
• Know what logs you 
are missing
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Quick Drill-down

Policy Exceptions

Special Attentions

Failures

Trends

Reporting DBs

Aggregation DBs

Enterprise Overview

Reports Distribution

Self-audit

Security Dashboard: Compliance at a Glance
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Example: Privileged User Monitoring with TSIEM
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TSIEM 2.0 Log Management server features

• Reliable and scalable log collection and archiving

• Flexible integration, able to collect any type of log 
located on any type of machine in a tcp/ip network.

• Out-of-the-box log management reports

• Out-of-the-box best practice log analysis reports.

• Customizable search tool for advanced log analysis.

• Includes TDI: The ultimate information 
transformation swiss army knife!
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AssembyLines

Axis Easy Web Service Server Connector
Axis Easy Web Service Invoke

Axis Java-to-Soap
Invoke Soap Web Service

Axis Soap-to-Java

LDAP Connector
LDAP Server Connector

Tivoli Access Manager Connector

TSIEM Connector
Windows Users and Groups Connector

Active Directory Changelog Connector v2
IBM Directory Server Changelog Connector

Netscape/iPlanet Changelog Connector
zOS LDAP Changelog Connector

JDBC Connector
Properties Connector

SystemStore Connector
RDBMS Changelog Connector

AssemblyLine Connector
Server Notifications Connector

AssemblyLine Function Component

Domino Change Detection Connector
Domino Users Connector

Lotus Notes Connector

Exchange Changelog Connector
Mailbox Connector

SendEMail Function Component

TIM DSMLv2 Connector
DSMLv2 SOAP Connector

DSML v2 SOAP Server Connector
Generic JNDI Connector

ITIM Agent Connector

EMF SDOToXML Function Component
EMF XMLToSDO Function Component

Timer Connector

Generic Log Adapter Connector
RAC Connector
CBE (Common Base Event) components

Parsers
CSV 
DSML v1 & v2
Fixed Record
HTTP
LDIF
Line reader/writer
SOAP
Script
XML
XML Sax
XSL

TDI 7.0
The ultimate information transformation swiss army knife.

JMX Connector
SNMP Connector
SNMP Server Connector
TCP Connector
TCP Server Connector

Remedy/Peregrine /CCMDB tickets
Maximo MEA / IF
Many custom Components on
OPAL, tdi-users.org or on request

PeopleSoft Connector
Siebel Connector
SAP ALE IDoc Connector
SAP R/3 Business Object Repository
SAP R/3 User Registry
SAP R/3 RFC Component

Script Connector
Generic Java Method
Parser FC

Remote secure command Line
z/OS TSO/E Command Line
Command Line Connector
MemQueue Connector

Memory Stream Connector

HTTP/REST Connector
File System Connector
FTP Client Connector
URL Connector
HTTP Client
HTTP Server Connector

IBM MQ Series Connector
JMS Pub/Sub Connector
MQe Password Store Connector

CCMDB

Netcool

RSS

Add 
new 
TSIEM 
event 
sources 
easily.

As of June 26,2010
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TSIEM with Guardium: Database monitoring
Low overhead with no reliance on native logging

Syslog-
CEF
Feed

• Granular database monitoring and protection
• Low overhead; no reliance on native logging
• Database location and classification
• Database assessment and hardening
• Automated compliance reporting and workflow
• Export alerts and key data to TSIEM

• Integrate Guardium alerts and data
• Enterprise compliance and audit
• Forensics
• Log management
• Compliance management modules 
for ISO27001, GLBA, SOX, HIPAA, 
etc.
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Example: Database Activity Monitoring with TSIEM
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ISO 27001/2 Reporting

The resource center 
provides pre-defined 
classification and policy 
templates, reports, and 
a reference material.   
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ISO 27001/2 Reporting
Reports Overview, showing first screen 
of many available report selections 
mapped to the ISO27001 control 
objectives and controls in Annex A.
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Operational Change Control Report
See a summary of all the operational 
changes made by different groups
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Demonstrate effective controls

Regulation specific Compliance Management Modules               
Jump start compliance reporting

Easy to use enterprise compliance management dashboard          
Quickly gain overview of your compliance posture

Generate highly relevant reports to view your level of compliance                                
Streamline compliance management to respond to auditor’s request

Monitor most crucial events that need to be in compliance       
Prioritize so that you can mitigate threats

Establish stringent policies, compare user behavior with that policy
Prepare for audits and ensure compliance

Leverage Business Analytics to enrich Risk Management decision-making
Integrate with GRC and external applications
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Value

Business Challenge

Compliance with GLBA, PCI and 
SOX

• Mgmt of insider threats and 
reduction of risk from privileged 
users

• Monitoring of external perimeter 
threats

• Monitoring the effectiveness of 
the identity and access 
management process

Solution 

Tivoli Security Information and 
Event Management:

• Monitors privileged user activity, 
• Provides forensic evidence 
• Consolidates data for 

compliance
• Provides SOX, GLBA, and PCI 

reports

Harley-Davidson is at the forefront of Compliance 
Management Implementations

• Realized a return on their investment, from first day 
on

• Detected malicious email and addressed affected 
machines in real time

• Closed the loop on user access provisioning
• Improved operational efficiency and reduced costs
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Business Challenge
Protect access across the 
enterprise including 12 different 
types of systems

• Prove that only people who 
should access client 
information can access client 
information

• Better insight and more in-
depth reporting 

Solution 
Tivoli Security Information and 
Event Management helps them:

• Centralize log management, 
across hundreds of systems. 

• Unobtrusively monitor and 
report on privileged user 
activities  

• Demonstrate to auditors and 
management that effective 
controls are in place. 

“With IBM Tivoli Security 
Information and Event 
Manager, we can prove 
what has happened inside 
of our systems instead of 
guessing.”
— Riet Spigkirboer, 
Information Security 
Administrator, APG

APG uses Tivoli Security Information and Event Management to
efficiently facilitate compliance efforts

Value
• Faster access to information
• Accelerated root cause analysis
• Attractive pricing model
• Allows staff to efficiently prepare and respond to audit 

requests—such as Statement on Auditing Standards (SAS) 
No. 70 reporting requirements
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4444

Financial Services Insurance

Energy and Power

Manufacturing

Retail/Consumer

Telecommunications

Health Services / Pharmaceuticals

44

OpenPages - Proven by the World’s Leading Companies
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