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IBM Point of View: Cloud can be made secure 
for business

Trust

Traditional IT In the Cloud

Security and Privacy
Expectations

As with most new technology paradigms, 
security concerns surrounding cloud 
computing have become the most widely 
talked about inhibitor of widespread usage.

To gain the trust of organizations, cloud 
services must deliver security and privacy 
expectations that meet or exceed what is 
available in traditional IT environments.

This is no different to how transformational 
technologies of the past overcame 
concerns – PCs, outsourcing, the 
Internet.
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Each cloud deployment model has different 
security considerations

Private cloud Public cloud
On or off premises cloud 
infrastructure operated solely 
for an organization and 
managed by the organization 
or a third party

Available to the general 
public or a large industry 
group and owned by an 

organization selling cloud 
services.

Hybrid IT
Traditional IT and clouds (public and/or 

private) that remain separate but are bound 
together by technology that enables data and 

application portability

− Customer responsibility for infrastructure

− More customization of security controls

− Good visibility into day-to-day operations

− Easy to access to logs and policies

− Applications and data remain “inside the firewall”

− Provider responsibility for infrastructure

− Less customization of security controls 

− No visibility into day-to-day operations

− Difficult to access to logs and policies

− Applications and data are publically exposed

Changes in 
Security and Privacy
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The IBM approach is to align security with each 
phase of a client’s cloud project or initiative
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Design Deploy Consume
Establish a cloud strategy
and implementation plan to
get there.

Build cloud services, in the
enterprise and/or as a cloud
services provider.

Manage and optimize
consumption of cloud
services.

Example
security
capabilities

Cloud security 
roadmap
Secure development
Network threat 
protection 
Server security
Database security

Application security
Virtualization security
Endpoint protection
Configuration and 
patch management

Secure by Design
Focus on building 
security into the fabric of 
the cloud.

Workload Driven
Secure cloud resources 
with innovative features 
and products.

Service Enabled
Govern the cloud through
ongoing security 
operations and workflow.

IBM Cloud
Security 
Approach

Identity and access 
management
Secure cloud 
communications
Managed security 
services



Each cloud adoption pattern has its 
own set of key security concerns

Capabilities provided to 
consumers for using a 
provider’s applications

Key security focus:
Compliance and Governance

Harden exposed applications
Securely federate identity
Deploy access controls
Encrypt communications
Manage application policies

Integrated service 
management, automation, 
provisioning, self service 

Key security focus:
Infrastructure and Identity

Manage datacenter identities 
Secure virtual machines
Patch default images
Monitor logs on all resources
Network isolation

Pre-built, pre-integrated IT 
infrastructures tuned to 
application-specific needs 

Key security focus:
Applications and Data

Secure shared databases
Encrypt private information 
Build secure applications
Keep an audit trail
Integrate existing security 

Advanced platform for 
creating, managing, and 
monetizing cloud services 

Key security focus:
Data and Compliance

Isolate cloud tenants
Policy and regulations
Manage security operations
Build compliant data centers
Offer backup and resiliency

Cloud Enabled Data Center Cloud Platform Services Cloud Service Provider Business Solutions on Cloud

Infrastructure as a 
Service (IaaS): Cut IT 
expense and complexity
through cloud data centers

Platform-as-a-Service 
(PaaS): Accelerate time 
to market with cloud 
platform services

Innovate 
business models 
by becoming a cloud 
service provider

Software as a Service 
(SaaS): Gain immediate 
access with business 
solutions on cloud
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Security Intelligence – threat intelligence, user activity monitoring, real time insightsSecurity Intelligence – threat intelligence, user activity monitoring, real time insights



IBM is working with clients as both a cloud 
service provider and trusted advisor

Leading portfolio of products and services to help 
secure cloud environments. Allows customers to 
address concerns when adopting private, public 
and hybrid cloud services by adopting security 
controls to match requirements of the workload.

Leveraging IBM’s deep security skillset, hosting and 
strategic outsourcing experience, broad security 
portfolio, history of security innovation, and 
commitment to client trust as the foundation for 
building security into all cloud offerings.

Secure IBM Clouds IBM Security Solutions

IBM Security FrameworkIBM Cloud Reference Model

Capabilities

Knowledge
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IBM SmartCloud Services offer a broad choice 
of delivery models

8

Private cloud
Client runs and 
manages
IBM 
implements to 
client specs on 
client premises
Internal network

Private cloud
IBM runs and 
manages
IBM 
implements to 
client specs on 
client or IBM 
premises
Internal network 

IBM owned
and operated
Shared and 
dedicated 
resources
Shared facilities 
and cloud 
management
Longer term 
managed service 
options
Server service 
level agreement

IBM owned and 
operated
Shared
resources
Shared facilities
and cloud 
management
Elastic scaling
Pay-as-you-go
Service SLA

Currently not 
offered by IBM
Shared 
resources
Elastic scaling
Pay-as-you-go
End-user 
access (credit 
card)

Enterprise
data center

Private 
cloud
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IBM operated

Enterprise
data center

22

Managed 
private cloud

IBM owned and 
operated

Enterprise
33

Hosted shared
managed cloud

Public access to
cloud services 

User A User B User C

User D User E

55

Shared  
unmanaged

cloud

Enterprise C

Enterprise B

Enterprise A44
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IBM SmartCloud 
Enterprise

IBM SmartCloud 
Enterprise+



Security is built into IBM SmartCloud Enterprise
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Virtual infrastructure
Hypervisor-based isolation with customer configurable firewall rules 
Physical firewall and intrusion prevention service/intrusion detection 

service (IPS/IDS) between guest virtual machines (VMs) and Internet
Multiple IP addresses per instance with which to enable security zones
Optional virtual private network (VPN) and virtual local area network 

(VLAN) isolation of account instances 
Connections may be encrypted and IBM is isolated from VMs by design 

(using secure shell keys in Linux® and Microsoft® Windows® Server user 
access control)

Client has root access to guest virtual machines allowing further 
hardening of VMs, e.g. in-guest encryption

Shared images are patched and scanned regularly

Management infrastructure
Access to the infrastructure is only enabled using IBM Web Identity 

through the user interface portal or application programming interfaces
Complies with IBM security policies, including regular security scans 
Controlled and audited administrative actions and operations

Delivery centers
Customer data and VMs are kept in the data center where provisioned
Physical security same as for IBM’s internal data centers

IBM cloud
services

Your servers and 
personal computers 
(PCs)

Your firewall

IBM security and 
authentication model

IBM firewall

Optional VPN gateway

Guest VMs and data

IBM SmartCloud 
delivery centers

Management infrastructure

Private and 
Shared VLANs



IBM SmartCloud Enterprise+ implements security controls 
that meet or exceed industry best practices at the 
Management layer
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Built on secure building blocks from IBM’s experience in 
strategic outsourcing 

Network isolation using :
802.1q (secure trunking)
802.3ad (channelling) 
VLAN

Separate VLAN for access to management infrastructure

Storage is separated using zoning + hypervisor 
isolation

Regular validation of security parameters and policies using 
strategic IBM tools

Strict adherence to IBM corporate patch and vulnerability 
scanning management practices

Standard methods to support the customer’s existing 
Enterprise Directory (AD, LDAP, etc)

Hosted in a Tier 3 (UTI-3) data center

Regular vulnerability scanning



IBM SmartCloud Enterprise+ managed environment adopts 
standard IBM security controls which have been used to 
secure thousands of customers across the globe
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ISO/IEC 27001/2 based security policy which 
supports industry and regulatory requirements

Hardened OS images, validated using strategic 
IBM tools

Securely configured middleware, based on 
security policy specifications

Automated validation against defined security 
controls

Automated processes for Service Activation and 
Deactivation (SA&D) and patch management 

Activation
Patch installation
Security control applied

Deactivation
Zeroing of virtual disk
Invalidation of previous backups



IBM Security Solutions used in 
SmartCloud Services today

• Cloud Management Portal uses IBM Security Access 
family for web access management

• Network intrusion detection/prevention uses IBM Security 
Network IPS
– Consumed as a managed service

• IAM solution for privileged administrator access to cloud 
infrastructure uses Tivoli Identity Manager
– Reusing a standard solution in-place

• Rational AppScan is used for web application 
vulnerability testing
– Integrated with the development process

• Security compliance management of client workloads 
uses Tivoli Endpoint Manager (SCE+ only)
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Emerging requirements driving 
SmartCloud Services security roadmap

• Security intelligence

• IAM integration with external entities
– On-premise enterprise IAM
– Multi-factor authentication

• Delegated authorization for REST APIs

• Additional defense in depth for workload 
isolation
– Hypervisor security, storage encryption
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Lessons learned/re-affirmed from IBM internal 
adoption of SmartCloud Services

• Make CIO Office/Cybersecurity policies and 
procedures ‘cloud aware’
– Governance on which workloads run in which 

clouds
– Security incident management

• Make workload owners aware of their security 
management responsibilities
– Ongoing education and awareness on what cloud 

provides and what they must do themselves
– Integration with existing IBM systems supporting 

security and compliance
– Automating compliance management

14



15

Questions?
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