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Please note:
• IBM’s statements regarding its plans, directions, and intent are 

subject to change or withdrawal without notice at IBM’s sole discretion. 
• Information regarding potential future products is intended to outline 

our general product direction and it should not be relied on in making a purchasing decision. 
• The information mentioned regarding potential future products is not a commitment, promise, or 

legal obligation to deliver any material, code or functionality. Information about potential future 
products may not be incorporated into any contract. The development, release, and timing of 
any future features or functionality described for our products remains at our sole discretion.

• Performance is based on measurements and projections using standard IBM benchmarks in a 
controlled environment.  The actual throughput or performance that any user will experience will 
vary depending upon many factors, including considerations such as the amount of 
multiprogramming in the user's job stream, the I/O configuration, the storage configuration, and 
the workload processed.  Therefore, no assurance can be given that an individual user will 
achieve results similar to those stated here.
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ATTACK SOPHISTICATION
The speed and dexterity of attacks has increased coupled with new motivations 
from cyber crime to terrorism to state-sponsored intrusions
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CLOUD
Organizations continue to move to new platforms including cloud, virtualization, 
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CONSUMERIZATION OF IT
With the advent of Enterprise 2.0 and social business, the line between personal 
and professional hours, devices and data has disappeared
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DATA EXPLOSION
The age of Big Data – the explosion of digital information – has arrived and is 
facilitated by the pervasiveness of applications accessed from everywhere
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Security Threats Are Accelerating
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Targeted attacks shake businesses and 
governments

Source: IBM X-Force® 2011 Trend and Risk Report



Business 
Results

Sony estimates 
potential $1B 
long term 
impact –
$171M / 100 
customers 

Supply
Chain

Epsilon breach 
impacts 100 
national brands

Legal 
Exposure

TJX estimates 
$150M 
class action 
settlement in 
release of 
credit / debit 
card info

Impact of 
Hacktivism

Lulzsec 
50-day 
hack-at-will 
spree impacts 
Nintendo, CIA, 
PBS, UK NHS, 
UK SOCA, 
Sony …

Audit
Risk

Zurich 
Insurance PLc 
fined £2.275M 
($3.8M) for the 
loss and 
exposure 
of 46K 
customer 
records

Brand
Image

HSBC data 
breach 
discloses 24K 
private banking 
customers 

IT Security Is a Board Room Discussion
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IBM’s Security Strategy
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Solving a Security Issue Is a Complex, 
Four-dimensional Puzzle

People

Data

Applications

Infrastructure

Employees Hackers Outsourcers Suppliers

Systems 
applications Web applications Web 2.0 Mobile apps

Structured Unstructured At rest In motion

Attempting to protect the perimeter is not enough –
siloed point products cannot adequately secure the enterprise

Consultants Terrorists Customers
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IBM Security: Delivering intelligence, integration 
and expertise across a comprehensive framework

End-to-end coverage of the 
security foundation

6K+ security engineers and 
consultants

Award-winning X-Force® research

One of the largest vulnerability 
databases

IBM Security Systems

Intelligence      Integration      ExpertiseIntelligence      Integration      Expertise
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Intelligence: A comprehensive portfolio of products 
and services across security domains
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Integration: Increased security, collapsed 
silos, reduced complexity

Consolidate and correlate 
siloed information 
Detect, notify and respond to 
threats 
Automate compliance tasks 
and assess risks

Detect the latest exploits, 
vulnerabilities, and malware
Automatically update SW
Add security intelligence to 
non-intelligent systems

Block specific vulnerabilities 
using scan results
Converge access mgmt with 
web service gateways
Link identity information with 
database security
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Expertise: Global coverage and security 
awareness 

20K+ devices under contract
3,700+ MSS clients worldwide
13B+ events managed per day
1,000+ security patents
133 monitored countries (MSS)
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1,000+ security patents
133 monitored countries (MSS)

World Wide Managed 
Security Services Coverage

9 Security Operations Centers
9 Security Research Centers
14 Security Solution Development Centers
3 Institute for Advanced Security Branches

IBM Research 14B analyzed Web pages & images

40M spam & phishing attacks

54K documented vulnerabilities

Billions of intrusion attempts daily

Millions of unique malware samples

JK 2012-04-26



IBM Is Helping Clients Tackle 
Complex Security Challenges
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Who Is Attacking Our Networks?

Source: IBM X-Force® Research and Development
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Advanced
–Exploiting unreported vulnerabilities
–Advanced, custom malware is not detected by antivirus products
–Coordinated, researched attacks using multiple vectors

Persistent
– Attacks lasting for months or years
– Attackers are dedicated to the target – they will get in

Threat
– Targeted at specific individuals and 

groups within an organization, aimed at compromising confidential information
– Not random attacks – they are “out to get you”

Responding is different too – Watch, Wait, Plan … and call the FBI

Advanced Persistent Threat (APT) Is Different
1

2

3

4
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Internet Intelligence Collection

Scan the corporate website, Google, and Google News
– Who works there? What are their titles? 

Search for Linkedin, Facebook, and Twitter Profiles
– Who do these people work with?
– Fill in blanks in the org chart

Who works with the information we want to target? 
– What is their reporting structure? 
– Who are their friends?
– What are they interested in? 
– What is their email address?
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Well Known, Off the Shelf Attack Techniques Are 
All That It TakesAnatomy of an APT – Scenario 1

SQL
Injection

SQL
Injection

CMS server compromised
Password hashes obtained and cracked
Same passwords used on multiple services

Result

Linux server compromised using cracked hashes
Local privilege escalation used to obtain Root
Information leaked, including backup and research data

Result

Passwords 
Compromised

Social 
Engineering Website 

compromised
Website 
defaced

Result
Passwords 

Compromised

Firewall / Server 
Admin
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Well Known, Off the Shelf Attack Techniques Are 
All That It TakesAnatomy of an APT – Scenario 1

Blocked by 
IPS

Discovered 
by AppScan 
before attack

SQL
Injection
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Well Known, Off the Shelf Attack Techniques Are 
All That It TakesAnatomy of an APT – Scenario 1

Discovered 
by VA scan 
or security 

audit
Poor password 

hashing
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SSH

Privilege 
escalation

Well Known, Off the Shelf Attack Techniques Are 
All That It TakesAnatomy of an APT – Scenario 1

Patch 
management 
to fix privilege 

escalation
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Passwords 
Compromised

Firewall / Server 
Admin

Passwords 
Compromised

Well Known, Off the Shelf Attack Techniques Are 
All That It TakesAnatomy of an APT – Scenario 1

User training / 
education 

about sharing 
credentials 

between sites
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So many 
ways to stop 

an attack

Well Known, Off the Shelf Attack Techniques Are 
All That It TakesAnatomy of an APT – Scenario 1
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Attackers 
create Trojan

Attackers 
create Trojan

They Will Get In…Then What? Anatomy of an APT – Scenario 2

3rd Party 
Software Update Server  

Compromised
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3rd Party 
Software Update Server  
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60+ Corporate 
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Attackers 
create Trojan

They Will Get In…Then What? Anatomy of an APT – Scenario 2

3rd Party 
Software Update Server  

Compromised Trojan “auto-updated”
to Corporate network

60+ Corporate 
computers infected 
w/ backdoor agent

Port 8080 used for C&C 
activities

35M records stolen

Day 0–6 Months Day 8
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They Will Get In…Then What?

Business
Partner
Security

Anatomy of an APT – Scenario 2

Attackers 
create Trojan

3rd Party 
Software Update Server  

Compromised
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They Will Get In…Then What?

60+ Corporate 
computers infected w/ 

backdoor agent

Anatomy of an APT – Scenario 2

Recon 
Detection
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They Will Get In…Then What?

Anomaly
Detection
Database

Monitoring &
Protection

Port 8080 used for C&C 
activities

35M records stolen

Anatomy of an APT – Scenario 2
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They Will Get In…Then What?

An attack will 
happen…
You need 
Security 

Intelligence

Anatomy of an APT – Scenario 2



The Path to Security Intelligence
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IBM is investing in solutions to key trends 
driving the next wave of security innovation

Cloud Computing

Regulation and Compliance

Advanced Threats

Mobile Computing

Advanced Persistent Threats.  
Designer Malware. 
Stealth Bots. Zero-days. 
Targeted Attacks.

Enterprise
Customers

GLBAGLBA
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Security Intelligence is enabling progress to 
optimized security
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Helping define the new role of the information 
security leader and tracking security trends

http://instituteforadvancedsecurity.com
/content-library/m/files/97.aspx

https://www14.software.ibm.com/webapp/iwm/web/signup.do?
source=swg-Tivoli_Organic&S_PKG=xforce-trend-risk-report

http://instituteforadvancedsecurity.com/content-library/m/files/97.aspx
https://www14.software.ibm.com/webapp/iwm/web/signup.do?source=swg-Tivoli_Organic&S_PKG=xforce-trend-risk-report
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Prices are suggested U.S. list prices and are subject to change without notice.  Starting price may not include a hard drive, operating system or other 
features.  Contact your IBM representative or Business Partner for the most current pricing in your geography. 
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IBM has not tested these products and cannot confirm the accuracy of performance, capability, or any other claims related to non-IBM 
products. Questions on the capability of non-IBM products should be addressed to the supplier of those products.
All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and 
objectives only.
Some information addresses anticipated future capabilities. Such information is not intended as a definitive statement of a commitment to 
specific levels of performance, function or delivery schedules with respect to any future products. Such commitments are only made in IBM 
product announcements. The information is presented here to communicate IBM's current investment and development activities as a good 
faith effort to help with our customers' future planning.
Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual 
throughput or performance that any user will experience will vary depending upon considerations such as the amount of multiprogramming 
in the user's job stream, the I/O configuration, the storage configuration, and the workload processed. Therefore, no assurance can be given 
that an individual user will achieve throughput or performance improvements equivalent to the ratios stated here.
Prices are suggested U.S. list prices and are subject to change without notice. Starting price may not include a hard drive, operating system 
or other features. Contact your IBM representative or Business Partner for the most current pricing in your geography.
Photographs shown may be engineering prototypes. Changes may be incorporated in production models.
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