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Advanced Threats: The sophistication of Cyber threats, attackers 
and motives is rapidly escalating

Adversary

National Security

Monetary Gain

Espionage,
Political Activism

Revenge

Curiosity Script-kiddies or hackers using tools, web-based “how-to’s”

Insiders, using inside information

Organized Crime, using sophisticated tools

Competitors, Hacktivists

Nation-state Actors; 
Targeted Attacks / Advanced 
Persistent Threat

1995 – 2005
1st Decade of the Commercial Internet

2005 – 2015
2nd Decade of the Commercial Internet

Motive
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"Your government seems to think that 
everyone in Australia is a terrorist."    The 
government sites targeted appear to be 
concentrated in Queensland ... They include 
the state's tourism web site,  ... 

Israeli hackers quickly retaliated yesterday against Monday's online disruption 
of the Tel Aviv Stock Exchange and El Al Airlines' websites by launching a 
counterstrike, taking down the websites of the Saudi Stock Exchange and the Abu 
Dhabi Securities Exchange. 
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2011: “The year of the security breach”

Source: IBM X-Force® Research 2011 Trend and Risk Report
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Vulnerability disclosures up in 2012

Total number of vulnerabilities grew (4,400 in 1H 2012)
– the projection could reach all time high in 2012
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Web Application Vulnerabilities Rise Again

At mid-year 2012, 47% of security 
vulnerabilities affected web applications

– Up from 41% in 2011
– XSS reaches high of 51% 
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Public Exploit Disclosures    

Decrease in 
percentage of 
vulnerabilities

Slightly up in 
actual numbers 
compared to 
2011
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Anonymous Proxies Still used to Bypass Web Filtering
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MAC Platforms Continue to Draw Attention 

Flashback

First variant discovered in September of 2011.

2012 variants were somewhat special

– Employed drive-by-download techniques through compromised Wordpress blog sites

– Works around this by using multi-platform exploits through Java vulnerabilities.

– The Apple version of Java was updated later than Oracle: 600,000 infections estimated.

Mac APT

Tibet malware discovered in March.

– The first variants used Java exploit to spread.

– Next variants use an MS Word vulnerability that affects the 2004 and 2008 versions of 

Word for Mac

SabPub backdoor discovered in April.

– The first variant did not initially show any sign that it was a targeted attack

– Uses the same Java exploit as Flashback

– The next variant is similar to the Tibet malware (using Word)
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Obfuscation Events Growing 

Obfuscation is a technique to hide or mask the sources and methods of a 
security relevant event. New obfuscation methods are constantly evolving in 
an attempt to evade intrusion prevention systems (IPS) and anti-virus 
software.
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The challenging state of network security

Social media sites present 
productivity, privacy and security 
risks including new threat vectors

SOCIAL 
NETWORKING

Streaming media sites are 
consuming large amounts of 
bandwidth

STREAMING 
MEDIA

Point solutions are siloed with 
minimal integration or data 
sharing

POINT 
SOLUTIONSURL Filtering  •  IDS / IPS

IM / P2P  •  Web App Protection 
Vulnerability Management 

Increasingly sophisticated 
attacks are using multiple attack 
vectors and increasing risk 
exposure

SOPHISTICATED 
ATTACKS

Stealth Bots • Targeted Attacks 
Worms • Trojans •  Designer Malware

http://www.linkedin.com/groups?mostPopular=&gid=1846255
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Vision for Advanced Threat Protection
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Vision for Advanced Threat Protection
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Vision for Advanced Threat Protection
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X-Force Threat Intelligence Sources

Security Operations Centers

Security Research Centers

Security Solution Development Centers

Institute for Advanced Security Branches
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X-Force Threat Intelligence Sources

IBM Managed IBM Managed 
Security ServicesSecurity Services

20,000+ devices 
under management 

3,700+ managed 
clients worldwide

13B+ events 
managed per day

133 monitored 
countries 

Security Security 
InformationInformation

17B analyzed 
web pages & images

40M spam & 
phishing attacks

68K documented 
vulnerabilities

Millions of unique 
malware samples
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Visibility: Understanding Who, What and When

 Immediately discover which 
applications and web sites are 
being accessed 

Quickly Identify misuse by 
application, website, 
user, and group

Understand who and what 
are consuming bandwidth on 
the network

Superior detection of 
advanced threats through 
integration with security 
intelligence for network 
anomaly and event details

“We were able to detect the 
Trojan “Poison Ivy” within 
the first three hours of 
deploying IBM Security 
Network Protection”

– Australian Hospital

Network flows can be 
sent to security 
intelligence for 
enhanced analysis, 
correlation and 
anomaly detection

Identity context ties 
users and groups with 
their network activity - 
going beyond IP 
address only policies

Application context 
fully classifies network 
traffic, regardless of 
port, protocol or 
evasion techniques

Increase Security Reduce Costs Enable Innovation
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Complete Control: Overcoming a Simple Block-Only Approach

Allow full access 
to social networking 
sites for marketing 
and HR teams`

Limit the use of social 
networking, file sharing, 
and web mail for 
common users

Stop broad misuse of 
the corporate network by 
blocking sites that 
introduce undue risk and 
cost 

Control network access by 
users, groups, systems, 
protocols, applications & 
application actions

Block evolving, high-risk 
sites such as Phishing and 
Malware with constantly 
updated categories 

Comprehensive up-to-date 
web site coverage with 
industry-leading 17 Billion+ 
URLs (50-100x the coverage 
comparatively)

Rich application support 
with 1000+ applications and 
individual actions

“We had a case in Europe where 
workers went on strike for 3 days 
after Facebook was completely 
blocked…so granularity is key.”

– SecureDevice

Flexible network 
access control policies
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Prediction & Prevention Reaction & Remediation
Network and Host Intrusion Prevention. 

Network Anomaly Detection. Packet Forensics. 
Database Activity Monitoring. Data Leak Prevention. 

SIEM. Log Management. Incident Response.

Risk Management. Vulnerability Management. 
Configuration and Patch Management. 

X-Force Research and Threat Intelligence. 
Compliance Management. Reporting and Scorecards.

What are the external 
and internal threats?

Are we configured
to protect against 

these threats?

What is happening 
right now?

What was the impact?

Security Intelligence

Security Intelligence: Pre and Post Exploit
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Data Reduction & Prioritization
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Data Reduction & Prioritization
Previous 24hr period of 
network and security 
activity (2.7M events)

Correlation & analysis 
of data creates 
offenses (129)

Offenses are a 
complete history of a 

threat or violation with 
full context about 

accompanying 
network, asset and 

user identity 
information

Offenses are further 
prioritized by business 

impact
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Flows for Network Intelligence

• Policy monitoring and rogue server detection

• Visibility into all attacker communication

• Passive flow monitoring builds asset profiles & auto-classifies hosts
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Network Anomaly Detection

Network Anomaly Detection  provides deep network 
visibility and real-time insight to identify and remediate 
threats

Network behavioral analytics improves proficiency in 
proactive controls

Integrated analysis of network flow data brings 
additional security intelligence: 

– Correlation of Threat & Data flow for enhanced incident 
analysis

– Network Activity Monitoring to profile user and system 
behavior to improve threat intelligence

Includes support for identity sources to associate 
user activity with incidents; and support for 
vulnerability data to correlate attack with vulnerable 
assets

Network Behavior 
Awareness

Identity 
Awareness

Application
Awareness

Vulnerability
Correlation

X-Force 
Reputation
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Example Network Anomaly uses cases

Behavior 
monitoring 
and flow 
analytics

Activity and 
data access 
monitoring

Stealthy 
malware 
detection

Irrefutable Botnet 
Communication
Layer 7 flow data shows botnet
command and control 
instructions

Improved 
Breach Detection
360-degree visibility helps 
distinguish true breaches from 
benign activity, in real-time

Network Traffic 
Doesn’t  Lie 
Attackers can stop logging and 
erase their tracks, but can’t cut 
off the network (flow data)
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Compliance Rules and Reports

• Templates for specific 
regulations and best practices:

• COBIT, SOX, GLBA, NERC, 
FISMA, PCI, HIPAA, UK GCSx

• Easily modified to include new 
definitions

• Extensible to include new 
regulations and best practices

• Can leverage existing 
correlation rules
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Threat
Information Center 

Real-time Security Overview
w/ IP Reputation Correlation

Identity and 
User Context

Real-time Network Visualization
and Application Statistics

Inbound
Security Events

Dashboard
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Summary: Vision for Advanced Threat Protection
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ibm.com/security
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