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Advanced Threats: The sophistication of Cyber threats, attackers
and motives is rapidly escalating

1995 - 2005 2005 - 2015

1st Decade of the Commercial Internet 2" Decade of the Commercial Internet

Motive

Nation-state Actors;
National Security Targeted Attacks / Advanced
Persistent Threat

Espionage,

Political Activism Competitors, Hacktivists

Monetary Gain Organized Crime, using sophisticated tools
Revenge Insiders, using inside information
| “M

Curiosity Script-kiddies or hackers using tools, web-based “how-to’s”

/

2 © 2012 IBM Corporation

Adversary



Anonymous hackers cripple
Australian websites

ANDREW COLLEY The Australian July 24, 2012 2:49PM 2 comments

- S

"Your government seems to think that
everyone in Australia is a terrorist." The
government sites targeted appear to be
concentrated in Queensland ... They include
the state's tourism web site,

Israeli Hackers Hit Saudi
Stock Exchange

The federal government's e-health
platform hacked at birth

FRANFOO The Australian July 02 2012 12:004M

THE federal government's e-health platform was hacked while being developed but the
incident went undetected for several months.

The revelation comes after Accenture, the main contractor for the personally controlled e-health
record program, delayed delivery, resulting in only 40 per cent of the system being ready by its July 1
launch date.

The hacking incident raises issues of reliahility and security of the system as people start to register
for an e-health record that would contain their personal details and health information such as
medications, allergies and immunisation details.

Israeli hackers quickly retaliated yesterday against Monday's online disruption
of the Tel Aviv Stock Exchange and EI Al Airlines' websites by launching a
counterstrike, taking down the websites of the Saudi Stock Exchange and the Abu
Dhabi Securities Exchange.

3 © 2012 IBM Corporation
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2011: “The year of the security breach”

2011 Sampling of Security Incidents by Attack Type, Time and Impact

Attack Type

SQL Injection

URL Tampering

Spear Phishing

IT

SecurelD Security

IT
Security

Size of circle estimates relative impact
of breach in terms of cost to business

Jan Feb Mar

Gaming

National Gaming
Police

Enter- Defense
tainment
Ban mg

E s

Banking C‘g . ’
Heavy

Industry

Consulting

Internet

Services Entertainment

Defense

Consumer
Electronics . . :
Entertamment
Central
Governme
State Financial
Police
Defense . Market
Gaming
Consumer . Internet
Electronics Services
Central
Government
Defense ’ . .
Centra Central N:ﬂﬁ::‘eal
Governmen@overnment
Apr May Jun Jul Aug Sep

Central,
Governme Online

Oct

conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses

Services

Central Government
Government Consulting
' Central
Governmen

Consumer
Electronics

Nov Dec

Source: IBM X-Force® Research 2011 Trend and Risk Report
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Vulnerability disclosures up in 2012

= Total number of vulnerabilities grew (4,400 in 1H 2012)
—the projection could reach all time high in 2012

Vulnerability Disclosures Growth by Year
1996-2012 (projected)

10,000
9,000
8,000
7,000
6,000
5,000
4,000
3,000
2,000
1,000

1996
1997
1998
1999
2010
2011
2012
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d-year Trend and Risk Report

Web Application Vulnerabilities Rise Again M

= At mid-year 2012, 47% of security I Ba

vulnerabilities affected web applications
— Up from 41% in 2011 Web Application Vulnerabilities by Attack Technique
— XSS reaches high of 51% 4, “oorEoE

50%
Web Application Vulnerabilities
as a Percentage of All Disclosures in 2012 H1
40% -
Web Applications: Others:
47 percent 53 percent 30% -
20% -
10% -
0% . | | ] ] I | |
2004 2005 2006 2007 2008 2009 2010 2011 2012

B Cross-Site Scripting 1 SQL Injection B Other 7 File Include

6 © 2012 IBM Corporation
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Public Exploit Disclosures

True Exploit Disclosures | ..
2006-2012 H1 (projected)

" Decrease in

1400
percentage of
cyeas 1,200
vulnerabllities
1,000
' _ 800
= Slightly up in 500
actual numbers
400
compared to
200
2011
0
2006 2007 2008 2009 2010 2011 2012

Trua Exploits 1078 1025 1059 1280
Percen @fTQtai 7.3% 16.5% 13.3% LT 14.7% 10.9% 9.7%

Source: IBM X-Force® Research and Development
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Anonymous Proxies Still used to Bypass Web Filtering

450%
400%
350%
300%
250%
200%
150%
100%
50%
0%

H1

2008

Volume of Newly Registered Anonymous Proxy Websites o

H2

H1

2009

H2

2008 H1 to 2012 H1

H1 H2 H1 H2 H1
2010 201 2012

Source: IBM X-Force® Research and Development
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Flashback g
= First variant discovered in September of 2011. ( )

= 2012 variants were somewhat special
— Employed drive-by-download techniques through compromised Wordpress blog sites
— Works around this by using multi-platform exploits through Java vulnerabilities.

— The Apple version of Java was updated later than Oracle: 600,000 infections estimated.

Mac APT
= Tibet malware discovered in March.
— The first variants used Java exploit to spread.

— Next variants use an MS Word vulnerability that affects the 2004 and 2008 versions of
Word for Mac

= SabPub backdoor discovered in April.
— The first variant did not initially show any sign that it was a targeted attack
— Uses the same Java exploit as Flashback

— The next variant is similar to the Tibet malware (using Word)

9 © 2012 IBM Corporation
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Obfuscation Events Growing e

10

Obfuscation is a technique to hide or mask the sources and methods of a
security relevant event. New obfuscation methods are constantly evolving in
an attempt to evade intrusion prevention systems (IPS) and anti-virus

software.

MSS Growth of Obfuscation Technique
July 2011 to June 2012
500,000

450,000 \ \
400,000
350,000 »\ f\

300,000

250,000 Nj- il _hﬂ)-

200,000

Event Count

150,000

100,000

50,000

0
Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun
201 2012

—— Total Events —— Trend Line (Obfuscation)

Source: IBM X-Force® Research and Development © 2012 IBM Corporation
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The challenging state of network security

Increasingly sophisticated
@ SOPHISTICATED attacks are using multiple attack
ATTACKS vectors and increasing risk

Stealth Bots * Targeted Attacks
'\ Worms ¢ Trojans ¢ Designer Malware

m T

exposure

Streaming media sites are
consuming large amounts of
bandwidth

STREAMING
MEDIA

-

Social media sites present
productivity, privacy and security
risks including new threat vectors

SOCIAL

NETWORKING

_ .. pi— POINT Point solutions are siloed with

URL Filtering + DS/ IPS SOLUTIONS minimal integration or data
IM I P2P « Web App Protection sharing
Vulnerability Management

11 © 2012 IBM Corporation
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Vision for Advanced Threat Protection

Network Security
Appliances

1z © 2012 IBM Corporation
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Vision for Advanced Threat Protection

Network Security

Threat :
Appliances

Intelligence
Data Feed

13 © 2012 IBM Corporation
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Vision for Advanced Threat Protection

Network Security

Threat :
Appliances

Intelligence
Data Feed

Security Intelligence Platform

Top 10 Application Results By Source Bytes {Sum) (3]
Zoom: max 2010-0ct-05, 01:03 - 01:5¢
Remainder Web. SecursWs Web.Image. Web.Apglication X
et image Web M Windows,
mother mP2P. rer VolP.Skype
22500000

115000000

| Ad

0110 0115 0120 0125

T T T T T
01:30 01:35 01:40 01:45 01:50 0155
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X-Force Threat Intelligence Sources

D Security Operations Centers

'- Security Research Centers

|i Security Solution Development Centers

ﬁ Institute for Advanced Security Branches

© 2012 IBM Corporation
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X-Force Threat Intelligence Sources

IBM Managed
Security Services

20,000+ devices

under management

3,700+ managed
clients worldwide R

13B+ events

managed per day

IBM Research
133 monitored

countries

| ||
I

|

Security
Information

17B analyzed
web pages & images

40M spam &
phishing attacks

68K documented
vulnerabilities

Millions of unique
malware samples

© 2012 IBM Corporation
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How to protect todays networks from
tomorrows threats

Network

Geography

Reputation

@'. User or Group

Who

Controls

Allow marketing and
sales teams to access
social networking sites

Block attachments on
all outgoing emails
and chats

A more strict security

policy is applied to :
traffic from countries $
wherel do not do business

Advanced inspection

of web application traffic F'h\,, L
destined to my web servers

Block known botnet va .
servers and phishing _
sites @

Allow, but don’tinspect, I 1
traffic to financial and ‘ -

medical sites

Security

X, B
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Visibility: Understanding Who, What and When

" Immediately discover which

applications and web sites are
being accessed

= Quickly Identify misuse by

application, website,
user, and group

= Understand who and what

are consuming bandwidth on
the network

= Superior detection of

advanced threats through
integration with security
intelligence for network
anomaly and event details

“We were able to detect the
Trojan “Poison Ivy” within
the first three hours of
deploying IBM Security
Network Protection”

— Australian Hospital

18

Network
Traffic
and Flows

Employee B

Employee A

Employee C

Good Application oo

Good Aplication I

Network flows can be

sent to security
intelligence for
enhanced analysis,
correlation and
anomaly detection

I
i i
Identity context ties
users and groups with
their network activity -

going beyond IP
address only policies

LT
= GM il 4 ' -(@! ’
m @‘Lﬁrce‘ W i

owp @ J

Application context
fully classifies network
traffic, regardless of
port, protocol or
evasion techniques

© 2012 IBM Corporation
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Complete Control: Overcoming a Simple Block-Only Approach

= Control network access by
users, groups, systems,
protocols, applications &
application actions

= Block evolving, high-risk
sites such as Phishing and
Malware with constantly
updated categories

D Neimxkicbe.u Policy k
m ComprehenSive up'to'date = WDrd: x;n::: Source Destination Applcation Action Aert Inspection Schedule Comment
Web site coverage With [ 1 i |_—:»A1-,' j.ﬂm DHCPL D Accept . Defaut IPS Miow DHCP ]
. d tr Iead I n 17 BIIII0n+ 2 % & Une . d U i Any Ay & Authenticate (Repec Default IPS CaptivePortal
|n us - 3 4 =1 © Accept Defaut IPS AILMI access
y g 4 __* arch & Any :n: D Accept Defaut IPS Full Web Access
URLs (50-100x the coverage : = : :
. 5 HR & Ay cialNetworking © Accent Defaut IPS Alow HR
Compara tl Vely) 6 & inter & Ay S000URLS @ Accep . Default IPS Wiz st
. . . 7 & Interr & any z‘;:f:‘p:-.g D Reject calLog Defauit IPS Block bad sites
= Rich application support
with 1000+ applications and
individual actions Limit the use of soc | Allow full access Stop broad misuse of
networking, file shar 7, to social networking the corporate network by
p . and web mail for sites for marketing blocking sites that
We had a case in E_UfOpe where common users and HR teams’ introduce undue risk and
workers went on strike for 3 days cost
after Facebook was cgm_plete/y" Flexible network
blocked...so granularity is key. access control policies
— SecureDevice

© 2012 IBM Corporation
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Security Intelligence: Pre and Post Exploit

Are we configured
to protect against
these threats?

What are the external What is happening

right now?

and internal threats? What was the impact?

Vulnerability PREDICTION / PREVENTION PHASE Exploit REACTION / REMEDIATION PHASE Remediation
= - i
Q ; * A .
Pre-Exploit Post-Exploit
Prediction & Prevention Reaction & Remediation
Risk Management. Vulnerability Management. Network and Host Intrusion Prevention.
Configuration and Patch Management. Network Anomaly Detection. Packet Forensics.
X-Force Research and Threat Intelligence. Database Activity Monitoring. Data Leak Prevention.
Compliance Management. Reporting and Scorecards. SIEM. Log Management. Incident Response.

‘% w@ i% Security Intelligence @Q [.z& Q

20 © 2012 IBM Corporation
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Data Reduction & Prioritization

ﬁ Security Devices --------- )

Q Network Devices ---------
_— Event Correlation
. » Logs « IP Location
Servers & Hosts - --==SSi. + Flows + Geo Location
b Offense Identification L ®
. . » Credibility Offense )
ﬂ Virtual Machines | SSS Anomaly Detection * Severity ~
» Relevance

Activity Baselining & Anomaly Detection
.

@ Applications ------——==EEE o User Activity ;
¢ Application Activity 1

'

1

1

1

¢ Network Activity

SUSPECTED INCIDENTS

Most Accurate &

BRI Actionable Insight

Most Sources

© 2012 IBM Corporation
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Data Reduction

& Prioritization

System Summary

System Summary

Current Flows Per Second N Current Flows Per Second 1.4M
Flows (Past 24 Hours) Flows (Past 24 Hours) 1.3M
Current Events Per Second
New Events (Past 24 Hours) Current Events Per Second 17,384
Updated Offenses (Past 24 Hours) New Events (Past 24 Hours) G77M
Data Reduction Ratio

Updated Offenses (Past 24 Hours) 588
Most Recent Offenses Data Reduction Ratio 10633 - 1

Offense Name

Local Web Scanner Detected containing
Web.Image GIF

Most Recent Offenses

Ce3

Potential P2P Traffic or VolP Detecte,
preceded by Local TCP Scanner
Detected containing unknown
Local Web Scanner Detected containing
Web.Image JPEG

MS SMB2 Validate Provider Callback
RCE

Local Web Scanner Detected containing
Web HTTPWeb

Default-IDS / IPS-All: Top Alarm Signatures (Event C

Zo0om: max 2010-0ct
Remaindar m HTTF: HTTF on non-st
m MISC:CONEXANT-LOGIN m Slapper Worm

m HTTP:HOTMAIL:EXE-DOW. .. Juniper Networks Int...

75

sum

Offense Name Magnitude
Local Web Scanner Detected containing
Web.Image. GIF
Potential P2P Traffic or VolP Detected
preceded by Local TCP Scanner
Detected containing unknown
Local Web Scanner Detected containing
Web.Image JPEG
MS SMB2 YWalidate Provider Callback

—

RCE

Local Web Scanner Detected containing

Web HTTPWeb

01:45

Previous 24hr period of
network and security
activity (2.7M events)

l

Correlation & analysis
of data creates
offenses (129)

]

Offenses are a
complete history of a
threat or violation with
full context about
accompanying
network, asset and
user identity
information

l

Offenses are further
prioritized by business
impact

© 2012 IBM Corporation
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Flows for Network Intelligence

* Policy monitoring and rogue server detection
* Visibility into all attacker communication

Passive flow monitoring builds asset profiles & auto-classifies hosts

Jisplaying 1 to 40 of 64 items [EL

23

Top 10 Application Results By Source Bytes (Sum) D Top 10 A Results By D Bytes (Sum) D
Zoom: max 2010-Ock-05, 01:02- 01:5¢ | | Zoom: max 2010-0ct-08, 01:17 - 02:0(
m Remainder Wb Secursieb Web.Image. GIF Wb Application XJAV... m Remainder Wb, Apglication. XJAV... Web.Image. FNG Wb Image JFEG
Wb Imsge. JFEG Web Misc m DateTransfer Windows. m Remotecosss S5H Wb Appicstion Misc Wb Misc Vol Skype m Remoteficosss, 55H
mother wF2P BifTorrent VolF.Skype mother w 2P BitTorent DataTransfer Windows.
22500000 165000000
15000000 - 110000000 A
£ £
w w
500000 ss000000 N -y & A s
J-'- . \
T T T LA T T T T T T T
0110 0115 01:20 0125 01:30 0135 01:40 0145 01:50 0155 01:20 01:25 01:30 0135 01:40 0145 0150 0155
Hide Charts)
[ —" Source IP (Unique Source Network Destination IP D Port Ne:::m];?:" T2 | e T e Destination Bytes Total Bytes (Sum) v Source Packets | Destination Packets Total Packets [
e Count) (Unique Count) (Unique Count) (Unique Count) e - (sum) (sum) (sum) (sum)
DataTransfer Window! Multiple (24) Multiple (7) Multiple (13) Multiple (2) Multiple (7) 16319315 531531708 547 851023 178 629 390 655 569 284 123
P2F BitTorrent Multiple (20) Multipls (5) Multiple (85) Multiple (60) Multiple (3) 44216 868 191 621 654 235 838 522 127 854 161966 289 820 546
other Multiple (259) Multiple (9) Multiple (3 063) Multiple (2 877) Multiple (10) 37 349 699 168 802 101 206 151 800 93672 228533 322205 5810
VolP Skype Multiple (5} Multiple (4) Multiple (40) Multiple (40) other 131172 458 46819 290 177 991 748 195570 76007 271577 171
RemateAccess.5H | Multipls (10) Multiple (5) Multiple (7) 22 Multiple (4) 37885 116 111228 020 149113136 101 404] 261727 363 131 122
Web Misc Multiple (16) Multiple (5) Multiple (295) 80 other 10 726 080 20 635 741 31361 821 33634 23904 57538 2401
Web Application Misc| Multiple (9) Multipls (4) Multiple (31) 0 other 554 743 23125 267 23780 010 5193 15674 23 867 59
WeblmageJPEG | Multiple (13) Multiple (4) Multiple (60) 80 other 2418 857 18 538 204 20957 061 15449 14150 29599 586
- ; TRTPYET: FETEETY FETErnY e e

Page: 1

@E::|
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Network Anomaly Detection

" Network Anomaly Detection provides deep network
visibility and real-time insight to identify and remediate

threats

=" Network behavioral analytics improves proficiency in
proactive controls

" Integrated analysis of network flow data brings
additional security intelligence:

— Correlation of Threat & Data flow for enhanced incident
analysis

— Network Activity Monitoring to profile user and system
behavior to improve threat intelligence

"= Includes support for identity sources to associate
user activity with incidents; and support for
vulnerability data to correlate attack with vulnerable
assets

24

Network Behavior
Awareness

Identity
Awareness

Application
Awareness

Vulnerability
Correlation

X-Force
Reputation

© 2012 IBM Corporation
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Example Network Anomaly uses cases

Behavior
monitoring
and flow
analytics

Activity and
data access
monitoring

Stealthy
malware
detection

25

Top 10 Application Results By Source Bytes (Sum) (]
Zoom: max 2010-0ct-05, 01.03 - 01:5¢
MMMMMMMMM Wb Seourewet Wieb Imsge GIF Wb Appication XJAV.
ek Imsge JPEG WebMisc Wind SsH
mother W F2F SitTorent VolF Skype

22500000

01:10 01:15 01:20 01.25 01:30 0135 01:40 01:45 01:50 01.55

Top 5 Event Name Results By Count

Event Name

Suspicious Users - Log Full Details

Access violation

Selects Commands, NotAPP User, Cardholder Objects -
|| credit Card Mumbers, Unauthorized Users - Log Violation

Legend Unauthorized Users on Cardholder Objects - Alert

[0)Suspicious Ussrs - Log Full Detsils ([ Access violation W select= comf | SuUspicious Users, Cardholder Ohjects - Log Info

W Crecit Card Numbers, Unauthorized Users - Log Violation  illlUnauthorized Us|
SGL Error - Log

Failed Login - Log Vialation
Failed Login - Alertif repeated

Network Traffic

Doesn’t Lie

Attackers can stop logging and
erase their tracks, but can’t cut
off the network (flow data)

Improved
Breach Detection

360-degree visibility helps
distinguish true breaches from
benign activity, in real-time

wnu | |Rules Actions ¥ (., Frint

i) m View flows for this offense | | oo -
! Sees cmie
: t ombie 2
=
12NOTICE De: :[EIVERSTON 30
som Pl
Somr g
<l n sl
Destination Payload
70 packets, | | |
5996 bytes N
‘ K KY.T FH

Irrefutable Botnet

Communication

Layer 7 flow data shows botnet
command and control
Instructions

© 2012 IBM Corporation
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Compliance Rules and Reports

Display: m Group: ICnmplianne j DG:
Rule Hame & Group Rule Catq

Compliance: Auditing Services Changed on Com... Compliance Custom Rul

Compliance: Compliance Events Become Offens_.. Compliance Custom Rul

Compliance: Configuration Change Made to Devi_.. Compliance Custom Rul

Compliance: Excessive Failed Logins to Compli...  Compliance Custom Rul

Compliance: Multiple Failed Logins to a Complia... Compliance Custom Rul

Compliance: Sensitive Data in Transit Compliance Custom Rul

Compliance: Traffic from DMZ to Internal Metwoark Compliance Custom Rul

o

Activity T Network Activity T Assets Risks T Admin -

Giroup: |F"CI - |:|I'l.-1a.nage Groups | Actions ¥ I_ Hide Inactiy

_?"D_HDTITETI'HETI'UTI_I'UE—
: LV L

=3 Compliance E
. 3 coBIT

Report Name

{3 FISMA

12} to Internet

-iC3) GLBA

.
=]

2 68X-Memo22

ny Admin (Weekly)

-2 HIPAA

{3 NERC
-3 PCI

ng Applications or Senvices (Weekly

] |- m | r

PCl 2.3 -Traffic to Trusted Segments (Weekly)

PCI 7.1 - Access to Cardholder and Trusted Systems (Weekly)

PCl 6.6 - Attacks against Public Facing Applications or Services (Monthly

26

Templates for specific
regulations and best practices:

 COBIT, SOX, GLBA, NERC,
FISMA, PCI, HIPAA, UK GCSx

Easily modified to include new
definitions

Extensible to include new
regulations and best practices

Can leverage existing
correlation rules

© 2012 IBM Corporation
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Dashboard

Threat Real-time Security Overview
Information Center w/ IP Reputation Correlation

ity | Network Activity | Assets | Reports | Risks | Admin

i Snow Dasnbosrs 1t 303 Security Monitoring | |New Dasniosra [/ Rensme Dashoosrs €D Delete Dasnbosrs | Aga item.. ¥ Next Refrsh: 00.00:05 Il @ |
Internet 7 ormation Center | =
| o8 | Most Severe Offenses BB‘ Firewall Deny by SRC IP (real-time) [0oe |
f"-"u.&
Current Threat Level g Magnitude |
ALERTCON™

Last updated Wed Apr 25 20:08:39 GMT+00:00 2012
© SAMBA RPC Memory Corruption and Code Execution
|Samba could allow a remote attacker to execute arbitrary code on the S s T pre—
1 [—
|system, caused by an error within the Network Data Representation [
(NDR) marshalling functionality. An attacker could exploit this

using a specially-crafted RPC call to execute arbitrary code on the Top Applications Outbound to the Internet (Source Bytes) @608 |
system with root privileges. |

ava AtomicReferen

Zoom: max 2010-Oct-26, 02:52 - 08:52
© Microsoft Windows ActiveX Control Code Execution 10500000

A privately disclosed vulnerability in the widely deployed Microsoft ([D568.168.151.22 20176172122 @ 182.249.58.101
Commen Controls ActiveX control (MSCOMCTL.OCX) can be exploited bo0o000 W218248.171.97  (@EN122200.71.18 (O™ 64.20.65.162
for remote code execution

© Legend

I I | Inbound Events by Country (real-time) 0oe
e h . N pa s A e

© Adobe Flash Player for Chrome Sandbox Bypass Vulnerabilities E |
1
‘kuonuu

© o s Pk ot e Y

Top Authentication Failures by User (Event Count)
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135 © Legend
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Summary: Vision for Advanced Threat Protection

Network Security

Threat :
Appliances

Intelligence
Data Feed

Security Intelligence Platform

Top 10 Application Results By Source Bytes {Sum) (3]
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Security for a smarter planet

Now it’s your turn to
talk to us about Security

IBM Security.

Receive a compli
your completed fo
Gift numbers are li

via email from IBM

[ other

IBM values your feedback. Please take the time to complete this form
O Yes, | am interested in receiving communication relevant to my business

1. What is your purpose for attending AISA 20127
[=] Thought leadership/education on directions of IT security
["] Review or assess solutions for an existing business problem
[] See what new security technologies are on offer
[ Evaluat vendors for existing business problem & tachnical education

Thank you for visiting IBM® at AISA 2012.
We would appreciate your feedback below:

Mr / Mrs / Miss / Ms_(Please circle one)

Name

Job Title

Company

Address

City Postcode

Phene Mobile

Email

*“Terms and conditi pply. First 100
IMPORTANT PRIVACY INFORMATION:
Al fields are optional.

|BM and its affiliates may use the information you have provided to keep you informed
about IBM products, services and offerings. By submitting this form | agree that IBM
may process my data in the manner indicated above and as described in IBM’s Privacy
statement. You can request access to or correction of your details by calling IBM on 132
426 (Australia) or 0800 801 B00 {New Zealand).

forms will receive y gift.

Comments

Thank you for your time.

2. Please select your area/s of focus?

[[] Threat detection and prevention

[e] Managed Security Services
3. Contact request

[T would like to book a Security Assessment
[T11 would like a copy of the IBM presentation

[Tes CNe

O |dentity and access management =] Endpoint management

O Securing virfualised environments [IData loss prevention

] Single sign-on

B Log analysis and event aggregation [ Building Secure Applications
[ Cloud Security

[11 would like assistance in developing a business case
[ would like to book a demonstration of IBM solutions
[1 would fike copy of IBM's latest expert analysis on security threats and | i

vulnerabilities — the X-Force® IBM Trend and Risk report

4. Please add me to the IBM Security Newsletter distribution
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