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Cloud Computing: Getting the benefits 
while navigating the security challenges

Neil Readshaw, Cloud Security Lead Architect
IBM Global Technology Services
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Todays Challenges

In distributed computing 

environments, up to 85% 

of computing capacity 

sits idle.

Explosion of information 

driving 54% growth in 

storage shipments every 

year. 

70% on average is spent on 

maintaining current IT 

infrastructures versus adding 

new capabilities.

85% idle 1.5x70¢ per $1

33% of consumers notified of a 

security breach will terminate their 

relationship with the company they 

perceive as responsible.

33% 
Consumer product and retail industries 

lose about $40 billion annually, or 3.5 

percent of their sales, due to supply 

chain inefficiencies. 

$40 billion

It’s time to start thinking differently about infrastructure
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Requires Smarter IT Services
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Cloud computing is a

new consumption and delivery model

Yesterday

Today
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Depending on an organization's readiness to adopt cloud, there 
are a wide array of deployment and delivery options
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Software 
as a Service

SaaS

Business Process 
as a Service

BPaaS

Platform 
as a Service

PaaS

Infrastructure 
as a Service

IaaS

M
o
re

E
m
b
e
d
d
e
d

S
e
c
u
ri
ty L

e
s
s

E
m
b
e
d
d
e
d

S
e
c
u
rity



© 2011 IBM Corporation

Security in the Cloud

According to IBM's Institute for 
Business Value 2010 Global IT 
Risk Study, cloud computing 
raised serious concerns among 
respondents about the use, 
access and control of data
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A recent Appirio survey of 150+ mid 
to large-sized firms that have 
already adopted cloud applications:

77%

50%

23%

Cloud Makes protecting 
privacy more difficult

Concerned about a 
data breach or loss

concerned about a weakening
of the corporate network

28%

15%

13%

12%

10%

8%

7%

6%

Security is an issue with the cloud

Cloud solutions are difficult to integrate

Cloud solutions have a higher chance of lock-in

Cloud solutions are difficult to customize

Cloud solutions are not reliable

Cloud vendors are not yet viable

None

The cloud model is not proven

Single Biggest Misconception about the Cloud
% of Respondents

Unimportant
Of Little Importance

Somewhat Important

Important

Very Important

Ensuring security
 & compliance



© 2011 IBM Corporation

High-level cloud security concerns

6

Compliance
Complying with SOX, HIPPA

and other regulations may 
prohibit the use of clouds for 

some applications. 

Comprehensive auditing 

capabilities are essential.

Less Control
Many companies and governments 

are uncomfortable with the idea 
of their information located on 

systems they do not control. 

Providers must offer a high degree 

of security transparency to help 

put customers at ease.

Reliability
High availability will be a key concern.  

IT departments will worry about a
loss of service should outages 

occur.  Mission critical applications 

may not run in the cloud without 

strong availability guarantees. Security 
Management

Providers must supply easy, 

visual controls to manage 
firewall and security settings 

for applications and runtime 

environments in the cloud.

Data Security
Migrating workloads to a shared

network and compute 
infrastructure increases the 

potential for unauthorized 

exposure. Authentication and 

access technologies become 

increasingly important.
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Top security concerns for cloud computing map directly to the 
IBM Security Framework
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Data Segregation

Data Recovery

Investigative Support

Regulatory Compliance

Data Location

Privileged User Access

Disaster Recovery

Gartner: Assessing the Security Risks of Cloud Computing, June 2008
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Security approach is determined by the Cloud pattern 
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Security Enabled

Security as Runtime

Security as Service

Software as a Service

Collaboration

Business 
Processes

CRM/ERP/HR

Industry 
Applications

Platform as a Service

Middleware Database

Web 2.0 Application
Runtime

Java
Runtime

Development
Tooling

Infrastructure as a Service

Servers

Networking Storage

Data Center 
Fabric

Security
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Security By Design
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Security has to be Built into the Fabric of the 
Cloud 

“Almost 60 percent of all the 
applications brought to security testing 
and risk-analysis company Veracode 
during the past 18 months couldn't 
meet the minimum standards for 
acceptable security, even when the 
criteria were dialed down to 
accommodate applications that don't 
pose a great security risk”

Many Apps Flunk Security Check Before Move to Cloud

Kevin Fogarty,

60%

40%

Failed to meet requirements

Met requirements
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IBM deploys a variety of security controls in its clouds
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Access & Identity

IBM leverages a 
combination of extensive 

internal policies along with 
various IBM tools to address 

Access and Identity in the 
Cloud

Data & Information

IBM will apply data 
protections to 

information when 
possible.

Release 

Management

IBM implements strong 
policies for management 

of release of virtual 
images and software 

within it’s environment

SIEM

IBM Leverages its 
own tools and 

expertise to provide 
the functions for 

Security Information 
and Event 

Management 

Physical Security

In order to address our 
customers needs IBM 

applies industry leading 
approaches to security of 
our data centers such as 

CCTV, 24/7 physical 
security, biometrics, etc..

Problem & Incident 

Management

Leveraging IBM tools and 
services IBM provides a 
high quality of problem 

and incident 
management including 

utilization of social 

networking technologies

Threat and 

Vulnerability 

Management

Leveraging IBM’s own 
managed services and 
tooling IBM applies its 

best of breed solutions to 

it’s own clouds

Change & 

Configuration Mgmt

IBM manages its 
environment leveraging best 

case change and 
configuration management 
process via its own tooling 

for example Rational Asset 

Manager
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How we deliver Cloud Security

Security By
Design

Security
By Workload

New Security
Efficiencies

We believe the Cloud could be more 

secure than traditional Enterprises
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Clients and IBM itself are implementing IBM Security solutions 
as foundational controls to address their cloud security needs
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Business 
Challenge

Secure IBM Public Cloud  and SaaS offerings and help differentiate from 
its competitors

IBM Solution � IBM Security Intrusion Prevention System

� Tivoli Access Manager and Federation

� Tivoli Directory Integrator and Server

Business 
Challenge

Secure Hybrid/Private Cloud solution (in development) to share business 
services across the ecosystem 

IBM Solution � Tivoli Access and Federation

� Tivoli Directory Integrator and Sever

� IBM Security Virtual Server Protection (in plan)

Business 
Challenge

Adopt Tivoli IAM as SaaS to address the changing business needs, 
without having to maintain the infrastructure on premise

IBM Solution Lighthouse Gateway SaaS platform using

� Tivoli Identity, Access Manager and Federation

� Tivoli Directory Integrator and Server

� Tivoli Security Information and Event Manager (in plan)

Smart Cloud Enterprise

Smart Cloud Enterprise+
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IBM Security offerings for Cloud Computing
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Professional Services

Managed Services

Products

Cloud Delivered

Security Governance, Risk and 
Compliance

Security Information and Event 
Management (SIEM)  & Log Management

Data 
Security

E-Mail 
Security Database Monitoring

& Protection

Data Loss
Prevention

Messaging Security

Data Masking

Application
Security

Application 
Vulnerability Scanning

Access & Entitlement
Management

Web Application
Firewall

SOA  Security

Access
Management

Data Entitlement 
Management

Identity
Management

Identity & Access
Management

Mainframe Security
Audit, Admin & Compliance

Security Configuration & 
Patch Management

Virtual System
Security

Security Event
Management

Endpoint Protection

Intrusion 
Prevention System

Web/ URL 
Filtering

Threat Analysis

Firewall, IDS/ IPS
MFS Management

Encryption & Key
Lifecycle Management

Vulnerability
Assessment

Physical Security

Infrastructure
Security



© 2011 IBM Corporation

Security Services offer Clients expertise for moving to secure 
cloud
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IBM Professional 
Security Services
Security Strategy 

Roadmap

IBM Professional 
Security Services
Cloud Security

Assessment

IBM Professional 
Security Services

Application Security
Services for Cloud

IBM Information
Protection Services
Managed Backup 

Cloud

Hosted Vulnerability
Management

Hosted Security Event
& Log Management
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Cloud Computing Whitepaper
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IBM has a proven reference architecture 

for building and managing cloud solutions, 

providing an integrated approach that uses 
the same standards and processes across 

the entire portfolio of products and 

services. 

IBM’s expertise and experience in 

designing, building and implementing cloud 
solutions — beginning with its own —

offers clients the confidence of knowing 

that they are engaging not just a provider, 
but a trusted partner in their IT 

endeavours. 

The IBM Cloud Computing reference 
architecture builds on IBM’s industry-
leading experience and success in 
implementing SOA solutions.

http://www.ibm.com/common/ssi/cgi-

bin/ssialias?infotype=SA&subtype=WH&appname=GTSE_CI

_CI_USEN&htmlfid=CIW03078USEN&attachment=CIW0307

8USEN.PDF
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IBM Cloud Security Guidance
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Based on cross-IBM research and 
customer interaction on cloud security

Highlights a series of best practice 
controls that should be implemented

Broken into 7 critical infrastructure 
components:

• Building a Security Program

• Confidential Data Protection

• Implementing Strong Access and 

Identity

• Application Provisioning and De-

provisioning

• Governance Audit Management

• Vulnerability Management

• Testing and Validation

http://www.redbooks.ibm.com/abstracts/redp4614.html?Open
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Cloud Security Whitepaper
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Trust needs to be achieved, especially 

when data is stored in new ways and in 

new locations, including for example 
different countries.

This paper is provided to stimulate 

discussion by looking at three areas:

• What is different about cloud? 

• What are the new security challenges 

cloud introduces? 

• What can be done and what should be 

considered further?

http://www-

03.ibm.com/press/us/en/attachment/32799.wss?fileId=ATTAC

H_FILE1&fileName=10-

0861_US%20Cloud%20Computing%20White%20Paper_Fina

l_LR.pdf
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THANK YOU
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For more information, please visit:

www.ibm.com/cloud


