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“Although much angst 
and security funding is 
given to mobile devices 
and end-user systems, 
these assets are simply 
not a major point of 
compromise.” 

Database Servers Are The Primary Source of Breached Data

2010 Data Breach Report from Verizon Business RISK Team
http://www.verizonbusiness.com/resources/reports/rp_2010-data-breach-report_en_xg.pdf

Source of Breached Records

… up from 75% in 2009 Report



Cost of a Data Breach

Forrester survey of 305 
IT decision makers*:
• Companies focus mainly on preventing accidents (email, etc.)  
  but deliberate/unknowing theft of information by trusted employees more costly

•  Damage caused by rogue IT administrator = $482K (average)
•  Average cost of accidental leakage = $12K

• Secrets (e.g. strategic plans) are twice as valuable as custodial data (personal information, credit 
  card data, etc.)
• Most CISOs don’t really know if their controls really work
    * Note: Survey does not address other costs such as fines

Ponemon CODB 2010 study: 
• average cost of a data breach in the US has gone up to 7.2M (up 7% from 6.8M in 2009)
• on average $214 per compromised record (up about $10 per record from 2009)



Perimeter Defences No Longer Sufficient

“A fortress mentality will not work in cyber.  We cannot retreat 
behind a Maginot Line of firewalls.”

Outsourcing

Web-Facing Apps

Legacy App 
Integration/SOA

Employee Self-Service, 
Partners & Suppliers

Insiders 
(DBAs, developers, 

outsourcers, etc.)

Stolen Credentials
 (Zeus, etc.)

-  William J. Lynn III, 
   U.S. Deputy Defense Secretary



• Significant labour cost to review data and maintain process
• High performance impact on DBMS from native logging
• Not real-time
• Does not meet auditor requirements for Separation of Duties
• Audit trail is not secure
• Inconsistent policies enterprise-wide

Current Solutions Are Costly and Ineffective

Create 

reports

Manual 

review

Manual 
remediation 

dispatch and 

tracking



IBM InfoSphere Guardium:
Non-Invasive, Real-Time Database Security & Monitoring

• Activity logs can’t be erased by attackers or DBAs

• Automated compliance reporting, sign-offs  & escalations 
  (SOX, PCI, NIST, etc.)
• Granular, real-time policies & auditing

• Who, what, when, where, how

• Continuously monitors all database activities 
   (including local access by superusers)

• Heterogeneous, cross-DBMS solution

• Does not rely on native DBMS logs

• Minimal performance impact (2-3%)
• No DBMS or application changes



Scalable Multi-Tier Architecture

Integration with 
LDAP, IAM, SIEM, 

CMDB, change 
ticketing, …

         
Oracle on Linux 

for System z



Guardium Addresses the DB Security Lifecycle

•8



October 26, 2007: Guardium named 
a Leader in Forrester Wave: 

Enterprise Auditing and Real-Time 
Protection

2007

InfoSphere Guardium Continues to Demonstrate It’s Leadership…

Source: The Forrester Wave™: Database Auditing And Real-Time Protection, Q2 
2011, May 6, 2011.  The Forrester Wave is copyrighted by Forrester Research, 

Inc. Forrester and Forrester Wave are trademarks of Forrester Research, Inc. The 
Forrester Wave is a graphical representation of Forrester's call on a market and is 

plotted using a detailed spreadsheet with exposed scores, weightings, and 
comments. Forrester does not endorse any vendor, product, or service depicted in 

the Forrester Wave. Information is based on best available resources. Opinions 
reflect judgement at the time and are subject to change.

2011



Achieving the Highest Rankings in 15 of 17 High Level Categories 
Evaluated

Awarded highest score in overall “Market Presence”

Awarded highest score in overall “Strategy”

Awarded highest score in evaluation of “Current Offering”

Achieved highest score possible in 8 out of 16 

Achieved the top ranking in 7 

Evaluation based on v7, v8 introduced weeks after cutoff

• 6 of the top vendors  

  evaluated

• Examined past research

• Customer reference calls

• Conducted user needs

  assessments

• Conducted vendor and 

  expert interviews

• Examined product demos

• Conducted lab evaluations

• 147 evaluation criteria

The Evaluation Process

 The Forrester Wave™: Database Auditing And Real-Time Protection, Q2 2011, May 6, 2011.  Forrester Research, Inc.
 



Vendors Evaluated Against 147 Criteria in 3 Categories

 The Forrester Wave™: Database Auditing And Real-Time Protection, Q2 2011, May 6, 2011.  Forrester Research, Inc.
 



“IBM’s Acquisition of Guardium in 2009 Changed Everything, Making IBM 
one of the Leading Players”

“InfoSphere Guardium offers 
support for almost any of the 
features one might find in an 

auditing and real-time 
protection solution”

“IBM continues to focus on 
innovation….”

“IBM InfoSphere Guardium 
continues to demonstrate its 
leadership in supporting very 

large heterogeneous 
environments, delivering high 
performance and scalability, 

simplifying administration and 
performing real-time database 

protection ”

“IBM InfoSphere Guardium 
has been deployed across 
many large enterprises….”

 Forrester Wave™: Database Auditing And Real-Time Protection, Q2 2011, May 6, 2011.
 



Example use cases....
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Guardium Assessment Results

Historical Progress 
or Regression

Overall Score

Detailed Scoring Matrix

Filter 
control for 
easy use
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Granular Policies with Detective & Preventive Controls

Application 
Server

10.10.9.244

Database 
Server

10.10.9.56

APPUSER

Sample Alert



© 2010 IBM Corporation

Identifying Fraud at the Application Layer
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▪ Issue: Application server uses generic service account 
to access DB

– Doesn’t identify who initiated transaction 
(connection pooling)

▪Solution: Guardium tracks access to application user 
associated with specific SQL commands

– Out-of-the-box support for all major enterprise 
applications (Oracle EBS, PeopleSoft, SAP, Siebel, 
Business Objects, Cognos…) and custom 
applications (WebSphere …)

– No changes required to applications

– Deterministic tracking of user IDs
• Does not rely on time-based “best-guess”

Application 

Server
Database 

Server

Joe Marc

APPUSER
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Enforcing Change Control Policies

17

Tag DBA actions with ticket IDs

Compare observed changes to
        approved changes

Identify unauthorized 
changes (red) 
or changes with 
invalid ticket IDs 
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Should my customer service rep view 99 records in an hour when 
average is 4?

Access To Excessive or Unneeded Data

What did he see?What did he see?

Is this normal?Is this normal?
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Auditing Database Configuration Changes

▪ Track changes to files, environment variables, registry 
settings, scripts, etc. that can affect security posture

▪ 200+ pre-configured, customizable templates for all 
major OS/DBMS configurations

19
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Discovering & Classifying Sensitive Data

20

� Discover databases

� Discover sensitive data

� Policy-based actions

� Alerts

� Add to group of 
sensitive objects
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Proactively Preventing Policy Violations in Real-time

Session Terminated

Connection terminated

Privileged 

Users

Outsourced DBA

Issue SQL

Policy Violation:

Drop Connection

Oracle, 

DB2, 

MySQL, 

Sybase,  

etc.

SQLApplication Servers

Production Traffic

Hold SQL

Check Policy

On Appliance

S-GATE

� No database changes

� No application changes

� Without risk of inline 
appliances that can interfere 
with application traffic
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Common Attack Patterns

� Thwart intruders that impersonate Application Servers, hijack Views 
and Triggers, or su (Switch User) to generic IDs in order to conceal their 
actions
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Identifying Users That “su”
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Attacker Creates a View (Indirect Access)
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Capturing Data Leakage
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Automated Sign-offs & Escalations for Compliance

• Automates entire compliance workflow

• Report distribution to oversight team

• Electronic sign-offs

• Escalations

• Comments & exception handling

• Addresses auditors’ requirements to document oversight processes

• Results of audit process stored with audit data in secure audit repository

• Streamlines and simplifies compliance processes
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Optimizing Operations With TSIEM Integration

27
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Introducing InfoSphere Guardium 8
The Most Complete Database Security Solution for Reducing Risk, 
Simplifying Compliance & Lowering Audit Costs

� Broadest platform support in the 
industry, including new System z 
capabilities

� Enhanced SAP monitoring for fraud

� First solution to monitor SharePoint repositories 
for sensitive data access (financials, designs, etc.)

� Robust risk mitigation & data-level security
– Beyond monitoring to proactive access controls
– Enhanced blocking: Quarantine & Fire-ID management

� Reduced cost & complexity of compliance
– Centralized & automated, cross-platform policies
– Advanced compliance workflow automation
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InfoSphere Guardium 8 – Additional Enhancements

� Entitlement reporting
– Unified solution for all supported DBMS platforms

� Vulnerability assessment enhancements
– 500 new tests
– Added tags for CVE standard
– Based on industry-standard CIS Benchmark & DoD STIG

� Integration with Tivoli Security and Information Management (TSIEM)
– Combines database monitoring information with log information from other 

sources (Windows, Unix, firewalls, IDS, etc.)
– Enterprise-wide dashboard for security & compliance

� New DBMS platforms
– PostgreSQL & Netezza
– Complements previous support for IBM DB2 and Informix, Oracle, SQL Server, 

Sybase, MySQL, Teradata

� Numerous enhancements around scalability, usability & performance 
based on ongoing feedback from large-scale installations

– E.g., automated on-boarding of new DBMS instances



Chosen by Leading Organizations Worldwide

• 5 of the top 5 global banks

• 4 of the top 6 global insurers

• 2 of the top 3 global retailers

• 2 of the world’s favorite beverage brands

• The most recognized name in PCs

• 25 of the world’s leading telcos

• Top government agencies

• Top 3 auto maker

• #1 dedicated security company

• Leading energy suppliers

• Major health care providers

• Media & entertainment brands



Thank You

Questions?
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Appendix: TSIEM Overview
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TSIEM, Guardium & zSecure are Complementary Products

Enforce Policy, Demonstrate Compliance, Manage Threats
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TSIEM 2.0 – Value Proposition

■ Primary focus on audit and compliance
■ Privileged user activity monitoring is part of TSIEM DNA

– Every event source ships with own definitions of 
privileged activity for that source

– All relevant event sources have way to correlate real 
user names to make reports more meaningful

■ Single model

– W7 reduces the need for skilled staff

– W7 produces reports auditors can understand

■ In depth forensics to investigate issues
■ Automation of processes improves overall reliability of reporting
■ Integrated log management as a base
■ Compliance management modules integrated into overall reporting
■ Integration into Identity Management with closed loop auditing to help reduce risk 

and drive processes
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Visibility Into Privileged Users & What They Did
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Drill-Down by User & Event Type
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Drill-Down to Specific Users


