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Database Servers Are The Primary Source of Breached Data
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Ib-
Source of Breached Records ([l

Database “Although much angst
and security funding is

given to mobile devices

servers=
92%

All other and end-user SyStemS,
i these assets are simply

< not a major point of
compromise.”

2010 Data Breach Report from Verizon Business RISK Team
http://www.verizonbusiness.com/resources/reports/rp_2010-data-breach-report_en_xg.pdf

... up from 75% in 2009 Report




A Forrester Consulting Thought Leadership Paper Commissioned By Microsoft And RSA, The Security Division Of EMC l
s |
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How Compliance And Collaboration Affect Enterprise Perceptions Of Risk |||"|||

ull
The Value Of Corporate Secrets ||I|

March 2010 """"
Forrester survey of 305

IT decision makers*:
- Companies focus mainly on preventing accidents (email, etc.)
but deliberate/unknowing theft of information by trusted employees more costly
Damage caused by rogue IT administrator = $482K (average)
Average cost of accidental leakage = $12K
- Secrets (e.g. strategic plans) are twice as valuable as custodial data (personal information, credit
card data, etc.)
*Most CISOs don’t really know if their controls really work
* Note: Survey does not address other costs such as fines

Ponemon CODB 2010 study:
- average cost of a data breach in the US has gone up to 7.2M (up 7% from 6.8M in 2009)
-on average $214 per compromised record (up about $10 per record from 2009)




“A fortress mentality will not work in cyber. We cannot retreat

behind a Maginot Line of firewalls.”

- William J. Lynn IlI,
U.S. Deputy Defense Secretary

Insiders
(DBAs, developers,
outsourcers, etc.)

r

Outsourcing

J/

®
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Web-Facing Apps

(Zeus, etc.)

\ 4

Legacy App
Integration/SOA

Stolen Credentials

Employee Self-Service,

Partners & Suppliers




- Scrape and parse the data

- Fill repositories with log data ]
- Stove-piped approach i

Manual
remediation
,—'
. Native database logging Create dispatch and
- Homegrown scripts reports tracking

- Significant labour cost to review data and maintain process

- High performance impact on DBMS from native logging

- Not real-time

* Does not meet auditor requirements for Separation of Duties
- Audit trail is not secure

- Inconsistent policies enterprise-wide

©
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Database Servers

Guardium Host-Based Probes Guardium Collectors

(S-TAP)
* Continuously monitors all database activities * Activity logs can’t be erased by attackers or DBAs
(including local access by superusers) * Automated compliance reporting, sign-offs & escalations
* Heterogeneous, cross-DBMS solution (SOX, PCI, NIST, etc.)
* Does not rely on native DBMS logs * Granular, real-time policies & auditing
 Minimal performance impact (2-3%) * Who, what, when, where, how

* No DBMS or application changes
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o Prevent cybrattacks ¢ Automated & centralized controls
* Monitor & block privileged users * Cross-DBMS audit repository
* Detect application-layer fraud Monitor * Preconfigured policies/reports
* Enforce change controls & * No database changes
* Real-time alerts Enforce * Minimal performance impact
* Control firecall IDs e Sign-off management
* SIEM integration * Entitlement reporting

* Find & classify * Assess static and

sensitive data . " behavioral database
B Fin Assess winerabilties
security policies & . & * Configuration auditing
« Discover embedded Classify Harden e Precanfigured tests
malware & logic bombs based on best practices
standards (STIG, CIS, CVE)
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ForresterWave ™: Database Auditing And Real-Time Protection, @2 "11 Ilu"n"
[lom]|
Risky Strong
Bets Contenders Performers Leaders
Strong =
A IBM | - |
Imperva | ul]
(=) Sentrigo
Application Security  « |
o 2007
Current Fortineti+ )
offering

Market presence
. Source: The Forrester Wave™: Database Auditing And Real-Time Protection, Q2
HORE [ -

2011, May 6, 2011. The Forrester Wave is copyrighted by Forrester Research,
k 3 bt Inc. Forrester and Forrester Wave are trademarks of Forrester Research, Inc. The
Wea Forrester Wave is a graphical representation of Forrester's call on a market and is
plotted using a detailed spreadsheet with exposed scores, weightings, and
= comments. Forrester does not endorse any vendor, product, or service depicted in
Weak St rategy Lol Str-::-ng the Forrester Wave. Information is based on best available resources. Opinions

reflect judgement at the time and are subject to change.



Achieving the Highest Rankings in 15 of 17 High Level Categories W
Evaluated

llli;:!i

[y

The Evaluation Process ":":"
|

Awarded highest score in overall “Market Presence” - 6 of the top vendors
evaluated
Awarded highest score in overall “Strategy” ‘Examined past research

- Customer reference calls

Awarded highest score in evaluation of “Current Offering”

- Conducted user needs
assessments

Achieved highest score possible in 8 out of 16 . Conducted vendor and

expert interviews

Achieved the top ranking in 7 'Examined product demos

Conducted lab evaluations

Evaluation based on v7, v8 introduced weeks after cutoff +147 evaluation criteria

The Forrester Wave™: Database Auditing And Real-Time Protection, Q2 2011, May 6, 2011. Forrester Research, Inc.
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Forrester’s
Weighting

s (WIG)
2 [lom]|
CURRENT OFFERING 50% 4,67
Database auditing 10% 4.88
User and application auditing 15% 4.68
Audit policies 10% 5.00
Auditing repository 10% 5.00
Reporting and analytics 10% 4.76
Real-time protection 15% 4.80
Architecture 15% 419
Manageability 15% 4.40
STRATEGY 50% 4.70
Product strategy 60% 4.50
Corporate strategy 40% 5.00
Cost 0% 0.00
MARKET PRESENCE 0% 492
Installed base 20% 5.00
Revenue 10% 4.20
Services 20% 5.00
Employees 20% 5.00
Technology partners 20% 5.00
International presence 10% 5.00

All scores are based on a scale of 0 (weak) to 5 (strong).

The Forrester Wave™: Database Auditing And Real-Time Protection, Q2 2011, May 6, 2011. Forrester Research, Inc.
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“IBM’s Acquisition of Guardium in 2009 Changed Everything, Making IBM -

ull

one of the Leading Players”

“IBM continues to focus on
innovation....”

Py

-

“IBM InfoSphere Guardium
/}_: “InfoSphere Guardium offers

continues to demonstrate its . /
leadership in supporting very \ \ ‘ ' /
\J support for almost any of the
uy features one might find in an

auditing and real-time

protection solution”

large heterogeneous
environments, delivering high
performance and scalability,
simplifying administration and
performing real-time database
protection ”

g~

“IBM InfoSphere Guardium
has been deployed across
many large enterprises....”
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Example use cases....



Guardium Assessment Results

Guardiun

Resutis for Securty Assessment Comprehensive Oracle Assessment

Aszsessment executed 2009-08-21 12:47:28.0

From: 2009-08-20 12:47:28.0
To: 2008-08-21 12:47:28.0

Client IP or IP subnet: Any
Server IPor IP subnet; Any

Overall Score

A 4

| Tests passing: 42%

Based on the tests performed under this assessment, data access of the defined database environments requires improvement.
Refer to the recommendations of the individual tests to learn how you can address problems within your envirenment and what you
should focus upen first, Once you have begun addressing these problems you should alse consider scheduling this aszessment as
an audi task to continuously assess these environments and track improvement.

View log

Jumgt:\Dstssautc&hst Detailed Scoring Matrix

A 4

Result Summary Showing 92 of 92 results (0 filtered)
Critical Major  Minor Caution Info
Priviege 9p 16f —1p4f — - 1f - - - - — — —
Authentication 2p 4f — — 1 — - 1f — — - — — — —
Configuration 2p 2f — 8p 3f 42 1p 3f 4e — 6f e — — —

Version = — = = = = = = = = = — =~
Other — 2f —2p3f — Jp—Te — — — Bp—- T2
Assessment Test Results
Cat. Test Hame Datasource
Cther Excessive Login Failures {Production) [Chserved]

Conf. DBA Profile FAILED LOGIN ATTEMPTS Are ORACLE:

Limited oracle - 9.59

onrndeen

Current filtering applied:
Severities: - Show Alf -

® -

— Select another resut — » |~

[ Download PDF

100%

Tests passing

o . o @
= = = = =
Ed = Ed = Ed

=
k3
o

Assessment Result History

Historical Progress
or Regression

Scores: - Show All -

Types: - Show All -
Reset Filterin K Fter | Sort <
neselriering Controls

Compare with Frevicus Results
PiF Sev.

Fail  Critical Too Many login failures, found 15 per day.

Recommendstion: An alarming number of login failures have been reported from your databeses. This might be an indication of an
sitempt to bresk into your databass, or of someone frying fo steal or damage your data. The number of login failures should be close fo
zero, especially in production environments. You should immediately inspect all aftempts to access your database and the source of all
the login failures, and take immediale action to deny access to your database from unauthorized clients.

Fail Critical User profile [MONITORING_PROFILE] setup parameter FAILED_LOGIN_ATTEMPTS found out of defined threshald

valug

Y ~ :
—
o @ o 1.'“0Lj
| | | Showonly:  Reset Filtering
Severities Scores  Test Types
Critical Fail SYBASE
Fi |te|’ Wajor |é| Pass WS SQL SERVER .'.
Minor — [ ||Error INFORMIX [=]
Cautionary ¥ WYs0L v
control for s
First Second Third
easy U Se Severty v Score »  Datasource =
' Apply

Showing 92 of 92 results (0 filtered)

© 2010 IBM Corporation




Granular Policies with Detective & Preventive Controls

Rule =1 Description non-App Source Appllser Connection
Category |Security | Classification |Breach | Severity MED v
ot [_] server P | ]r | |and.'nr|Grum Production Servers
I lot [v] Client P i andlor Group | Authorized Cliert IPs
tot [] Client MAC | | Net.Protocol  andior Group
ALERTOALY
Hot || DB Hame | I ALERT ONCE PER SESSION
ALERT PER MATCH
ALERT PER TME GRANULARITY
ALLOW
tot []|DB User |APPUSER YGNORE RESPONSES PER SESSION
YGNORE SESSION
Fleld Name KGNORE SQL PER SESSION
Object  |INVENTORY| LOG FULL DETALS
LOG FULL DETALS PER SESSION
LOG FULL DETALS WITH VALUES
Application Database Command [DROP TABLE LOG FULL DETALS WITH VALUES PER SESSION
Server Server Min. Ct. 0 Reset Interval (minutes) HOG e iSKED DETALS
10.10.9.244 10.10.9.56 Continue to next Rule [ | Rec. Vals. e
S-GATE %
IActInn ALERT PER MATCH vl 5 GATE TERUNATE
S5-TAP TERMMNATE
Notification SKP LOGGNG
(] Notification Type MAL Mail User marc_gamachegguardium com l

From: GuardiumAlert@guardium.com Sent: Wed 4/15/2009 8:00 AM
Sample Alert To: Marc Gamache

Ca

Subject: (1) SQLGUARD ALERT

A

Subject: (c1) SQLGUARD ALERT Alert based on rule II*non-App Source AppUser Connection I
Category: security Classification: Breach Severity MED
Rule # 20267 [non-App Source AppUser Connection ]
Request Info: [ Session start: 2009-04-15 06:59:03 Server Type: ORACLEI Client IP 192.168.20.160Em‘eﬂp:
172.16.2.152 Client PORT: 11787 Server Port: 1321 Net Protocol: TCP D . ol Version:
3.8 DB User: APPUSER

Application User Name

NT Authorization Code: 1 Request Tvpe: SQL_LANG Last Error:
SQL: select * from EmploveeTable |

v
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DE User Hame Application User Sql

v;;:n-’“"jj APPUSER joe select * from EmployeeRoleView where Useriame=7
Joe “‘ Marc APPLISER joe zelect * from EmployesTahle
APPLISER Marc insert into EmploveeTable values (777777 71
= Issue: Application server uses generic service account
to access DB
— Doesn'’t identify who initiated transaction
(connection pooling)
APPUSER h—-‘ = Solution: Guardium tracks access to application user
o associated with specific SQL commands
) - — Out-pf-the-box support for all major enterprise.
- applications (Oracle EBS, PeopleSoft, SAP, Siebel,
- Bus[nes_s Objects, Cognos...) and custom
Application Database applications (Wek?Sphere ) |
Server Server — No changes required to applications

— Deterministic tracking of user IDs
* Does not rely on time-based “best-guess”

© 2010 IBM Corporation



Enforcing Change Control Policies

| %, Change CRO000D000000042Z (Madity)

Tag DBA actions with ticket IDs
BMC REMEDY IT SERVICE MANAGEMENT - Change Management

Infrastructure Change

Quick Links

Change 1D

+  |CRO00000000004Z
Process Flow

Compare observed changes to

S — — T — approved changes
Select Product ftes : E . .
— S -t |dentify unauthorized

17

- Change T Sched
Wiew Calerdar
o N . changes (red)
Motes ... | Rizk Level" Rk H
Advanced
Se=—— e or changes with
Create Other Requesls Req By . |.d . k I D
Support Company™+ [[Caltro Financeal Services =] Invalia ticket S
-/ .
Start Date: 2009.01-22 15:00:00 Endl Date: 2009-04.22 16:00:00
Timestamp MI risk level priority deseription  change id  change id entered mﬁm m” ClientlP  Server IP sql
ﬁ?s? ORACLE 0 0 crq000000000232 allen SYSTEM 192.166.8.129192.168 8.1 29 “1Er table sox_sales international acld total_rev float
2009.01-22 Aler SOX
tsopa1 g ORACLE 0 3 i toye CRODD0000000042 Crap00000000042  slen  ALLEN  192168.8.129192.168 8129 Aker table sox_sales_east add totel_revenus ficat
2B CRACLE U 3 AerSOX o00000000042 crq000000000042  allen  ALLEN 192.168:8.123182168:8129 Alter table sox_sales_central add tolal_revenue flosl
15:08:29.0 revenue tabie st ~sales | .
20’]9-.01 2 ORACLE O 3 Aler S0X CRGI0D0000000042 crqD00000000042 allen ALLEN 192.168.8.1291892.166.8.129 Alter table sox_sales_west add total_revenue flost
15.06:36.0 revenue takle
KR O AT 1 ARerSOX 2000000000042 crq000000000042  allen 1921686129192 168 8129 Aler table sox_sales_international acd total_revenue float
15:06:44.0 revenue table

© 2010 IBM Corporation




Should my customer service rep view 99 records in an hour when

average is 47
DE User Hame sql Records

STEVE zelect * from ar creditcard where =7 and =7 4
HAREY select * from ar creditcard where =7 d
‘ . .
Is this normal? JCE select * from ar credicard where <7
zelect * from
HARRY  arcredicard where 0002, 0003, Q004
=7
zelect * from
JOE at creditcard wherg  S#strebisEannng
What did he see?
. select * from 0002, 1003, 1004, 0005, 005, 1007,
JOE a credicard where 0003, 0003, 10, oM, 0012, 013,
j=? 0014, 0015, Q016
selecd * from a7, 0018, 0019, 0020, 0021, 0022,
JOE at creditcard where 0023, 0024, 0025, 0026, 0027, 0028,
j=? 0029, 0030, 031
select* from 003z, 0033, 034, 0035, 003, 0037,
JOE a credicard where 0035, 0039, 0040, 0041, 0042, 0043,
j=? 0044, 0045, Q046
selecd * from 0047, 0048, 0049, 0050, 0051, 0052,
JOE ar creditcard whers 0053, 1034, 1035, 0036, 0057, 1038,
j=? 00sg, 0080, 081
selecd * from 0082, 0083, 0054, 0083, 0086, g7,
JOE ar creditcard whers 0058, 1083, 1070, 071, 1072, 073,
j=? 0074, 0075, 0076
selecd * from 0077, 0078, 0079, 0030, 0031, 0082,
JOE a credicard where 0083, 0054, 0035, 0036, 0087, 0038,
j=? 00gg, 0030, 031
2elect * from
! 003z, 0033, 034, 0035, 0036, g7,
105 f'{’?md"m s 0055, 0059 BV Corporation
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Auditing Database Configuration Changes

() SORACLE_HOME/scap/bin/.”

E] SORACLE_HOME/sysman/admin/OMSRepositoryConstraints.properties
(©) SORACLE_HOME/sysman/config/."properties

) SORACLE_HOME/xdk/admin/xml.properties

() ORACLE_BASE Eny
(©) ORACLE_HOME Eny
2) ORACLE_SID Ens
() TNS_ADMIN Eny

() select * from dba_db_links

File Pattern
File Pattern
File Pattern
File Pattern

ironment Variable

rironment Variable
Aronment WVariable

rironment WVariable

SQL Script

GOSN A S A (S A S

© 2 0 0 0 « <« & A

* Track changes to files, environment variables, registry
settings, scripts, etc. that can affect security posture

= 200+ pre-configured, customizable templates for all

major OS/DBMS configurations

© 2010 IBM Corporation
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Discovering & Classifying Sensitive Data

SQL Count

| Session Count

Logged Threshold Alerts
Logged RIT Alerts

Exception Count

Dropped Reguesis

TCP Exceptions

Admin User Logins

Databases by Type

Dalabases Discovered
Retrospective Report Reguests
“Walues Changed

JAdminisiratiﬂn ConsuleUAmess HﬂnagementUTmls U[hily Hnnitur@ USQL Guard Monitor UTap Monitor Im::ic—ll

Databases Discovered

Start Date: 2008-06-25 14:48:49 End Date: 2008-06-26 154849

v" Discover databases
v" Discover sensitive data

Time Probed Server IP Server Host Name | DB Type| Port PortType # ‘/ POI |CY'based aCtI O nS
2003-08-26 15:31:00  10.10.9.253  10.10.9.253 Oracle  |1521  tep 1
2008-06-26 15:30:58  10.10.9.253  10.10.9.253 MSSOL 1433 tep 1 v Ale rts
2008-08-28 15:30:15 10.10.5.55 OSprey Oracle 15821 tcp 1
3008-06-28 153045 10.10.955  osprey Sybase 4200 lcp 1 v' Addto group of
Z008-06-26 15:30:32 1010856 1010858 Oracle 1521  tcp 1 SenSitive Obj eCtS
2008-08-26 15:30-58 1010858 1010858 nEZ? 50001 tep 1

/> https://10.10.9.242:8443 /viewClsProcessResult.do?method =view&viewerType—assessmentResults&viewe - Internet Explorer provided by
£ | htips:/f10. 10.9. 242:3443 fviewClsProcessResult. do?method =view &viewerType =assessmentResults&viewedTaskId =-18noButtons =false&selectedProcessId =200 16

Catalog Schema

BANKAFP CREDITCARD

Rule
Description

Column

Table NHame Name

CARDMUMBER Send Alert

- ||:

| & certificate B

Classification Data Source

Comments Hame Category e scription

Date: Monday, July 21, 2008 6:30:07 PM EDT
Datasource: ORACLE 10.10.9.96:1521 xe

Object: TABLE BANKAPP.CREDITCARD VARCHAR2
(20) CARDNUMBER

Category: "PCI Classification: "Cardholder Data’

Rule: Search For Data: Send Alert
TABLE_TYPE=TABLE VIEW K DATA_TYPE=TEXT,
SEARCH_WALUE_PATTERMN="0-G}{4}-[0-9]{4}-[0-5]{4}-
[0-814Y

Action: Send Alert: Send Alert

Cardhelder Data PCI 10-56-system

Urgent Flag="false’, Receiver="SYSLOG

Action: Log Policy Violation: Send Policy Violation
Severity="10"

Action: Add To Group Of Objects: add to group
Object Group="PCI Cardholder Sensitive objects’,
Replace Group Content="falze’

© 2010 IBM Corporation



Proactively Preventing Policy Violations in Real-time

Production Traffic

Application Servers

. |

No database changes

»  Oracle, No application changes

Privileged
Users

IssueSQL |

Hold SQL

Connection terminated

Outsourced DBA

DB2,
MysaL,
Sybase,
etc.

Without risk of inline
appliances that can interfere
with application traffic

Check Policy
On Appliance

#* root@osprey:~

[rootlBosprey ~1# sqlplus system
SQL*Plus: Release 10.2.0.1.0 - Production on Tue May 27 01:13:32 20
Copyright (c) 1982, 2005, Oracle. BAll rights reserved.

Enter password:

Connected to:
Oracle Database 10g Express Edition Release 10.2.0.1.0 - Production

SQL> select * from creditcard;

selecC rom cre car
*

ERROR at line 1:

ORA—03113| end-of-file on communication channel I

Session Terminated

sorL> i

[4]




* Thwart intruders that impersonate Application Servers, hijack Views
and Triggers, or su (Switch User) to generic IDs in order to conceal their
actions

© 2010 IBM Corporation



Identifying Users That “su”

P joe@ospreyi~ F=R(EER >
[login as: joe | -
Joeldl0.10.9.56"s password:

Last login: Tue Sep 22 01:07:26¢ 2009 from jdi

[JoeRosprey ~]$|5u - oraclel

Password:
—bash—3.00$|sqlplus system|

SQL*Plus: Release 10.2.0.1.0 - Production on Tue Sep 22 01:12:24 20089
Copyright (<) 1%82, 2005, Oracle. BAll rights reserved.
Enter password:

Connected to:
Oracle Database 1l0g Express Edition Release 10.2.0.1.0 - Production

SQL>|create view PatientView as select * from Jjoe.patient; |

View created.
S5QL> select firstname,lastname,cardnumber,ssn from PatientView where Patientid=3;

FIRSTHNAME LASTNAME CARDNUMBEER SSN

Joe Jones 4486742167789074 456-78-9012
- 5QL Trace SQL (] (2] (2] (%] (7] &

Start Date: 2009-09-16 01:20:49 End Date: 2009-09-22 02:20:49

. . . DB
Server HNetwork Service . . Uid Chain 5 —
Uid Chain o3
1P Protocol Mame @ —2urce Program Uid Chain | e Hu:m:a Full Sql

Timestamp ClientIP

(1,root,int [3]}-=(2323,root, /Jusr/sbin/sshd -
(28770, root,sshd: joe [priv]}-=(28778,
joe,zshd: jpe@pts/2)-=(25779, joe -bash)}-=

2003-09-22 1 10.9.56 10.10.9.56 BEQUEATH ORACLEXE SQLPLUS@OSPREY 9551?'J§§ﬁ£ﬂ>m15-”r“'e-' fioe | ORACLE] SYSTEMIFFEE“B_""EW PatientView as select * fron
01:12:55.0 kagh}-> , oracle eqlplue}-> _|ue.pat|ent

(26851 oracle, 0rACIERE (DESCRIPTION=
(LOCAL=YES)(ADDRESS=
(PROTOCOL=beq)))}




Attacker Creates a View (Indirect Access)

£ joe@osprey:~ [F=R(E=m] 5=
login as: Jjoe -
Jjoe@l10.10.9.56"'s password:

Last login: Tue Sep 22 01:07:26 2009 from jdi

[Joelosprey ~]% su - oracle

Password:

-bash-3.005 sglplus system

Start Date: 2009-08-27 00:00:00 End Date: 2009-09-22 01:59:40

c‘“ Access Rule Description ~ ClientIP Server IP nn "’“" Full SQL String Severity

Timestamp Description

Oracle Database 10Ug EXpress Edition Release 10.2.0.1.0 - Broguction
SQL> create view PatientView as select * from joe.patient;

View created.

SQL>Iselect firstname, lastname, cardnumber, ssn from PatientView where Patientid=3;|

FIRSTNAME LASTNAME CARDNUMBER SSN

Joe Jones 44856742167785074 456-78-9012

- 5QL Trace 5aL [ (=] (] ] [¥] =

Start Date: 2009-09-16 01:20:49 End Date: 2009-09-22 02:20:49

_ . - DB
. . Server Hetwork Service . . Uid Chain os —
limestamp Llient IE = == S0urce Frogram Uid Lnain Comp sed
Timestamp Client P 1P Prot | Na Source Program Uid Chain mbres. User l:l:er Full Sqgl

(1,root,init [3]}-=(2323,root /Jusrisbin/sshd}-
=(26770, root,sshd: joe [priv]}-=(26773,
joe,sshd: joe@pts/2)-=~(26779 joe,-basgh}->

ﬁ?ﬁ.ﬁﬁz 10.10.9.56 10.10.9.56 BEQUEATH ORACLEXE SQLPLUS@OSPREY 200 1 J08,SU - oracle)->(26818,oracke,-

) select firstname, lastname, cardnumber ssn
bash}-={26344, oracle sglplus)-> e ORACLE SYSTEM from PatientView where Patientid=3
(26851, oracle oracleXE (DESCRIFTION=
(LOCAL=YESMADDRESS=
(PROTOCOL=beq))}}




Capturing Data Leakage

P joe@osprey:~ L=l E =]
login as: joe i
joefl0.10.9.56"s password:

Last login: Tue Sep 22 01:07:2¢ 200% from jdi

[JoeRosprey ~15% su — oracle

Password:

-bash-3.005% sglplus system

5QL*Plus: Release 10.2.0.1.0 — Production on Tue Sep 22 01:12:24 2009
Copyright (c) 1%82, 2005, Oracle. &ll rights reserved.
Enter password:

Connected to:
Oracle Database 10g Express Edition Release 10.2.0.1.0 - Production

S5QL> create view PatientView as select * from joe.patient;

View created.

SOL> belect firstname, lastname, cardnumber, ssn from PatientView where Patientid=3;
FIERETNAME LASTHAME CAEDNUMEEERE SEN

Joe Jomes 1486742167789074 456-78-9012
son> i

Policy Violations Details [ ] (8] (2] () (v) @
Start Date: 2009-08-27 00:00:00 End Date: 2009-09-22 01:59:40

Eﬂmmux Access Rule Description  ClientIP Server IP !HHBEI full SG ing nffﬁﬁ%iu

© 2010 IBM Corporation



Automated Sign-offs & Escalations for Compliance

Guardium o
Weekly Database Change Management Process Other Resulls For This Process |9 ©
Audit process execution began 416,09 12:24 AM

2 Sign Results € Continue 4 Escalate &8 Comment (3 pownload PDF

Distribution Status: +/
Comments: =]
Timestamp User Comment for Result
2009-04-16 00:42:37 .0 Marc Need to revievw the DB login failure more closely! App User account should not fail a login.

Report: Database Changes Report [-ChangeRequest Report] Overall Value: 3

Security Assessment: Security Assessment [-Assessment] Overall Value: 36

Classification Process: Classification Process [Search for CreditCard Accounts - CreditCard Accounts]

Report: Failed DB Logins Report [Failed User Login Attempts] Overall Value: 1
Report: SOL Errors Report [SOL Errors] Overall Value: 56

Close this window Bl view

* Automates entire compliance workflow

* Report distribution to oversight team
* Electronic sign-offs

* Escalations

* Comments & exception handling

* Addresses auditors’ requirements to document oversight processes
* Results of audit process stored with audit data in secure audit repository
* Streamlines and simplifies compliance processes
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Optimizing Operations With TSIEM Integration

All Events - Database GEM on Server CIFDB - Microsoft Internet Enplorer =l=1 x|
File Edit Wew Favorkes Tools Help | ﬂ'
e Back ~ J - E‘] @ ‘Cb | ,DSaarch ‘ﬁ? Favorkes 47 | [,_5\1' S,\ =]

Address IE http:jflocahost fiview 7expert=AlEvents2EEMC atalog=GEMBrount=15&EPRISEC atalog=EPRISEDE&navig=Gem&navname=Gem. Gem3ummary&stid=1260205141411 | Links **

B W 4 0w ® &

Dashboard  Trends Reports Regulations  Policy Groups Distribution  Settings

CIFDE » GEM » All Events [ Portal
All Events € i e

Database GEM on Server CIFDB

Setup:
Month Day Year Hour Min.

Start time IDegemher J I l |2DDQJ I 15 'l I j
End time IDecemher j I?’ 'l |2009j I'IE 'l IU ‘l

@

Category Hame

Access Bule Description

Execute Reset
Time zone: | Event time zane j
ey o 1T LT vmat T/ vhere T/T who T/ wherefrom /T onwhat /¥ whersto | /T
(detail) (detail) (detail) (detail) (detail) (detail)
10 g‘mz%%? AR Login : User { Failure (%LL'AQZ?JE“T John Smith 1010956 (ORACLE)  Unavaiable /- 10109244
- Ml Login: User /Fallure (%ﬂ;\z?ﬁ? John Smith 19216830 51 (ORACLE) Unavalshie .- 1921682148
- 2“;? 4-[)0?000? 2008 16:00:00 Lagin: User £ Failure (‘f}ﬂ:ﬁkﬂ")“ Johin Sith 1010956 (ORACLE)  Unavaisble: /- 1010956 B
10 g“;?z%fu? 2 S Lagin: User { Failure éﬂ;ﬁﬂgﬂ'}" Jokin Smith 1010956 MvSAL)  Unavalsble: /- 1010956
10 g“;?%%’fu? A Lagin: User {Failure (%ﬂ;\;?lﬁn';‘ Johin Smith 10.10.9.244 (DBZ) Uravaiable /- 1010956
10 ML e Lagin : User {Failurs éﬂﬁ?ﬁg John Smith 1010955 (DB2) Unavailable : ./ - 1010956
10 (e e 07200 18 20 20 Lagin: User  Failure gﬂﬁ?ﬁg Johin Smith 1010956 (ORACLE)  Unavaiable: /- 1010956
10 gdn?#?o%cooo? AR Login : User { Failure (%LL'AQZ?JE“T John Smith 1010956 (ORACLE)  Unavaiable /- 1010956 -

N e

Client IP Server IP DB User Hame
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Introducing InfoSphere Guardium 8
The Most Complete Database Security Solution for Reducing Risk,
Simplifying Compliance & Lowering Audit Costs

* Broadest platform support in the
industry, including new System z
capabilities

- _:

IBM InfoSphe
W Guardl:m

IBM System z

* Enhanced SAP monitoring for fraud

" First solution to monitor SharePoint repositories
for sensitive data access (financials, designs, etc.)

" Robust risk mitigation & data-level security
—Beyond monitoring to proactive access controls
—Enhanced blocking: Quarantine & Fire-ID management

* Reduced cost & complexity of compliance
—Centralized & automated, cross-platform policies
—Advanced compliance workflow automation

© 2010 IBM Corporation



= Entitlement reporting
— Unified solution for all supported DBMS platforms

* Vulnerability assessment enhancements
—500 new tests
—Added tags for CVE standard
—Based on industry-standard CIS Benchmark & DoD STIG

" Integration with Tivoli Security and Information Management (TSIEM)
—Combines database monitoring information with log information from other
sources (Windows, Unix, firewalls, IDS, etc.)
—Enterprise-wide dashboard for security & compliance

* New DBMS platforms
—PostgreSQL & Netezza

—Complements previous support for IBM DB2 and Informix, Oracle, SQL Server,
Sybase, MySQL, Teradata

* Numerous enhancements around scalability, usability & performance

based on ongoing feedback from large-scale installations
—E.g., automated on-boarding of new DBMS instances
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5 of the top 5 global banks

4 of the top 6 global insurers

2 of the top 3 global retailers

2 of the world’s favorite beverage brands
The most recognized name in PCs

25 of the world’s leading telcos

Top government agencies

Top 3 auto maker

#1 dedicated security company
Leading energy suppliers
Major health care providers
Media & entertainment brands




Thank You

Questions?

The IBM

SecurityStudio Tackling the illusion of absolute security




Appendix: TSIEM Overview
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TSIEM, Guardium & zSecure are Complementary Products

33

Enterprise compliance
dashboard & reporting

User monitoring & event
correlation

Log & event
management

IBM Security Information and Event Manager

IBM
Database
Security

IBM zSecure
Audit and
ZSecure
Alert

Real-time threat IBM Security PR
monitoring & prevention Network IP3 |p5le|célﬂwsefmitﬂr
Seru'erF'rn.tectmn. =1 2105 Security
Vulnerability assessment AppScan ] L Security V5P ) [ (DS, LPARS) ]
Identity and access IBM [Security Identity and Access Assurance J[L‘:}ecure Admin]
management
S Lol Distributed zZ/0S
and zfos
Databases W
Application Database Infrastructure

Enforce Policy, Demonstrate Compliance, Manage Threats
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TSIEM 2.0 — Value Proposition

Primary focus on audit and compliance
Privileged user activity monitoring is part of TSIEM DNA

— Every event source ships with own definitions of
privileged activity for that source

— All relevant event sources have way to correlate real
user names to make reports more meaningful

Single model

— WY reduces the need for skilled staff

— W7 produces reports auditors can understand
In depth forensics to investigate issues

Enterprise Overview

Events by tog event count by "What"™ & "Who™ for Sept. 3, 2008 til Sept. T, 2008

what (J
Access Control p » o - -
Audit Log Acts p J < # -

Rastans & F— 3 & &

Stored Proceduras p — —oF
Schema changes p 2 9
Sysiem updaies p 3 > -
Dala access p " i ———

i, Y e, . FY

Automation of processes improves overall reliability of reporting

Integrated log management as a base

Compliance management modules integrated into overall reporting
Integration into ldentity Management with closed loop auditing to help reduce risk

and drive processes
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Visibility Into Privileged Users & What They Did

-+ Parameter S-ntup

User by Event type

& Erad

\Vihat (event type)
[] Add : Privilege / Success
[] Authenticate : User / Failure
[#] clear - Auditiog / Success
[[] comglete : Process i Success
[+] Grant : Privilege / Failure

[¥] Grant - Privilege / Success

[] Load : Module / Success
[J Logoft - User / Success

[ Logen : User / Failure

[J Logon : User / Success

|:|Flutl D Access | Success
[J Read : Config / Success

Submit

Reset

» Summary report
> Summan

[JRead : Fie / Success
Dm:ﬂmfsum
[JRestart : System/ Success
[] start - Process / Success

[ start - Service / Success
[¥] Start - System / Success

What (Event type)

[ stop : Service / Success
[Jupdate : Parameter / Failure
[Juse : service / Success
[Juse : service / Success
[#] Write : Config / Success
[l wirite - Log / Success

Who (Name) - Logonname wa | gEvents o
Administrator WINDOWS_NTO1\Administrator Add: Priviege | Success 294
Administrator WINDOWS_NTO1\Administrator Clear: Auditiog / Success 1150
Administrator WINDOWS_NTO1\Administrator Grant; Privilege / Success 34 |
Admin istrator WINDOWYS_NTOD1\Administrator Start: System / Success ;
ROOT LIN_SERVIROOT Add: Priviege | Success

ROOT LIN_SERVIROQT Grant: Privilege / Success
ROOT LIN_SERVIROOT Start: Process / Success 42 :
ROOT LI_SERVIROOT Start: Sysiem / Success 06 |
ROOT LIN_SERVIROOT Wrie: Config | Success 2 ;
System NT AUTHORITYASY STEM Start Process / Success 494 |
System NTAUTHORMVISYSTEM Surt System/Success |18 |
Michasl My&rs WNDOWS_NTO1\WManagersiMichas0 76 Clear; Auditiog / Success 2 |
Michael Myers WHDOWS _NTO1\Managers\MichasllTE Grant: Privilege / Failure 1 !
Eric Sanders WINDOWS_NTO1\Sales\Eric887 Start: Process / Success 18

i€ €123% 9
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Drill-Down by User & Event Type

User Audit
| -~ Parameter Setup

CTnER

Who (source group)

[¥] administrators [ client Maintenance M [ satary Administration
(] Anonymous Accounts [C] external Contractors ] Admin [ stock Holders
(] anonymous Privileged Accounts [ Finadmin Management [ mail Account Services [+] system
Dhnmwmlﬂﬂwﬁmm (] Finadmin Stats (] mobile user [ Tele-workar
(] anonymous Users (] HK Management [] operations [Cusers
[] Banking Reservations (] Human Rescources [ Operations Management ] weatth Management
\What (Event group)
[¥] Access Control (] Denied Access - incoming [¥] Password Changes [ System Services
(] alerts [J Logon and lagott [] Remote Logon [] system Updates
[] aderts - High [ Logon faiures [ Restarts [Juser actions - File
[l alerts - Low (] mai [“] Retrieve System info [ user actions - Process
[] attacks [ Metwork Services (] system Actions [#] wamings
[¥] Audtt Log Actions O News [ system Processes
Submit Reset

| » Summary report
Who (Source group) o | Logonname 'M]lnnl o BEvents v
Admnistraters WINDOWS_NTO1\Administrator Adminstrator 1548
Administrators LIN_SERVVROOT ROOT S544
Administrators NT AUTHORTY\SYSTEM System 1858
Adminstrators WINDOWS_NTO1\admin\James(75 James Patterson | 1654
Administrators WINDOWS_NTO1\Admin\Tim812 Tim Doberty 4654
Admnistrators WINDOWWS_NTO1\Admin\Mara073 Waria Devion 3
Administrators WINDOWS_NTO1\Admin\MariadT3 .illrl:ua Jacobs 454




2 1allCl

Drill-Down to Specific Users User Summary of Ross Hikkings as MAINFRIAminiR0ss001
Na Ross Hitkings
LB 15438
| #Exc 103
e =
: ' 20
‘#Failure 85
Administrators
Finance Admin
Office Hours 10456
| Wesk Evenings 3624
Weekend 1356
Access Control Financial Data 356
Audit Log Actions Finacial Data 2
Alerts |Firewal 6
Alerts - High Financiel Data C o




