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Who was BigFix? s

[k
dHeadquartered in Emeryville, California, with more than 200 el

employees with annual turnover in excess of $100m
dHold 10 technology patents, with 17 patents pending worldwide

UdThe BigFix customer list counts many of the world's largest and
most prestigious organizations in every industry including
financial services, healthcare, retail, education, manufacturing,
and public sector agencies

WMore than 8,000,000 PCs, servers, and mobile devices under
management

dPrevious OEM partnership with IBM (Proventia ESC)

\ |

UNow a core part of IBM Tivoli Group’s strategy - B
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Endpoint management: The Three Cs Iy

Complexity

— Manage Complexity , Simplify and Automate
« Coordination across business processes through the organization
« Heterogeneous endpoints, networks, applications and OSes
Compliance

— Ensure Compliance, Reduce Risk
« Security vulnerabilities
 Inaccurate inventory

 Industry regulation compliance and auditing
(COBIT, SOX, HIPAA, and more)

Cost

— Reduce TCO & Operational Costs
« Remove manual intervention

 Remove unnecessary \ l
configuration diversity 2
« Improve efficiency N
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Infrastructure Consolidation = Reduced O/S, DB, H/W, 3
Party Management Application costs b

Software & Patch

Distribution
100 - 125
servers/5 Power Mgmt
different e 1 TEM server
consoles/10 Security e 1 Reporting server (may share)
different agents  Compliance &
on client, Vuln Mgmt e 1 agent on each end point
implemented
e Agents designated as relays
Ooveryears Asset & License g g Y
Management e 1 console
Endpoint \ l
Protection |.
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Tivoli Endpoint Manager, Built on BigFix Technology .

IBM Tivoli Endpoint Manager

for for for for
Lifecycle Security and Patch Power
Management || Compliance | Management || Management

Ll

Using Tivoli Endpoint Manager (TEM), clients can:
= See all endpoints: physical, virtual, fixed or mobile

* Fix issues anywhere in minutes, regardless of bandwidth or connectivity
= Deploy in days, over any network or geography

= Achieve continuous compliance — across platforms
= Simplify operations and enjoy rapid time to value




TEM Lifecycle Management:

Management

 Network Asset
Discovery

« Endpoint HW, SW
Inventory

« Patch Management

- Software Distribution

* OS Deployment

* Remote Desktop
Control

» Software Use
Analysis (add on)

|+ Power Management

(add on)

: Smarter, Faster Endpoint \@,
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Distribution center
Whether it’s a Mac connecting from hotel wi-fi, or a l
Windows laptop at 30K feet, or even a Red Hat Linux \
Server in your data center, Tivoli Endpoint \ R

Manager has it covered. In real-time, at any scale. ‘.I




TEM - Security & Compliance: See More, Secure More =

« Patch Management

« Security
Configuration
Management

* Vulnerability
Management

« Asset Management

* Network Self
Quarantine

» Multi-Vendor
Endpoint Protection
Management

* Anti-Malware & Web
Reputation Service |
(add on)

[ ;:!s!
Library of 5,000+ H!liih

compliance settings, [lwmll
including support for

FDCC SCAP, DISA

STIG

Discover 10% - 30%
more assets than

previously report ~
0) N

»9
IBM Tivoli

Endpoint
@& Manager
©
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Automatically and
continuously enforce
policy at the end point

Achieve 95%¢+ first-pass
success rates within hours
of policy or patch
deployment

EVE

oval.mitre.org cve.mitre.org

Common Criteria
Certified EAL3



Endpoint Management Architecture &
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Tivoli Endpoint Manager: Low TCO, Real Savings .

(1]
Previous Approach With TEM linm

90K device deployment 6 months 1 week

# of Management Servers 25 1

Annual Electricity Costs $6.9M $4M

Patch Cycle 7 Days 5 minutes

Software Inventory Cycle 3 weeks 20 minutes

(license “true-up”)

Vulnerability Assessment Cycle 6 months 3 days

Security Configuration Cycle 5 months, 6 FTEs 2 weeks, 1 FTE
"l just wanted to share this with you and the guys..... The April Microsoft Patch push began at 5:00
AM on 4/20 with 579,047 affected patch instances to push, the largest push to date. At 3:00 PM on l
4/20 a total of 527,916 affected patch instances were fixed. This gives us a 91.17% affected patch \
instances fixed in only 10 hours! \ ..
| don't believe any other product could have accomplished what Tivoli Endpoint Manager ‘.I
accomplished here today.” --IT Manager, Large Healthcare Organization



Why Customers Choose Tivoli Endpoint Manager ﬁ

" Real-time visibility Fast Facts:

— Single agent sees all, does all *Every day, trillions of $$$
- flow through Tivoli Endpoint
= Unprecedented scalability Manggrcra]r mtg?:‘ged
— One server for > 250K endpoints 5 2
" Broad coverage - Each year, over $350B in
— Multi-platform, multi-purpose, | retail transactions is
on-network, off-network - enabled by Tivoli Endpoint

Manager technology
= Rapid time-to-value

— Installs in hours, remediates
- *Tens of thousands of hotel

in minutes
. . reservations are made
" Reporting | every day on Tivoli
é Endpoint Manager- I
managed computers \

A
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Asset Management

Right click to Install Agent and bring endpoint under management

.‘ BigFix Enterprise Console
File Edit “ew Go Tools ﬂelp|

<«

Manage Scanning (7)
Unmanaged Assets (411)
F-E5) 5AM Management

[]--i] Inventory Management
[]--ﬁ Remote Control Configuration
B-E All Systems Lifecycle

o All Content

@: BigFix Management

e 4

[} |||i
-

||I|
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Content ¢ [ ow Non-Relewant Content | 5 ¥Refresh Consale
§§§ |Search Unmanaged Asseks P| =5
I Device Tvpe a5 | Running Client | Mewly Discovered | IP Address A | Scan Poink B

brinker HP prinker wilet Direct no VES 10.51.1.100 SWITCHROOM-SERY
prinker HF printer w)Jet Direct no yes 10.51.1.10z2 SWITCHROOM-5ERY
Frinker HF prinker wilet Direct no VES 10.51.1.105 SWITCHROOM-SERY
beneral purpose Microsoft Wwindows Millennium Edition {Me), Windows 2000 Profession...  no yes 10.51.1.106 SWITCHROOM-SERY
beneral purpose Microsaft Windows 2003 Server, 2003 Server SP1 or ¥P Pro SP2 no WEs 10.51.1.107 SWITCHROOM-SERY
irevsall or switch or \WaP  SonicWall SOHO Firewall, Enterasws Matrix E1, or Accelerated Metwor... no yes 10.51.1.109 SWITCHROOM-SERY
beneral purpose Microsoft Windows XP Pro 5P1JSP2 or 2000 SP4 no YEas 10.51.1.116 SWITCHROOM-3ERY
beneral purpose Microsoft Windows Millennium Edition (Me), Windows 2000 Profession... no vEs 10.51.1.117 SWITCHROOM-SERY
beneral purpose o me...  Microsoft Windows 985E 4.10.2222 or Microsoft Windows MT 3,51 5P... no YEas 10.51.1.12 SWITCHROOM-3ERY
beneral purpose Microsoft Windows 2003 Server or 5P SP2 no YES 10.51.1.123 SWITCHROOM-SERY
Ewitch Fore ForeThought 7.1.0 ATM switch or Fore ForeThought 8.3.0.M AT... no yes 10.51.1.135 SWITCHROOM-SERY
beneral purpose Microsoft Windows 2003 Server or 5P SP2 no YEs 10.51.1.136 SWITCHROOM-SERY
beneral purpose Microsoft Windows XP Pro SP1JSP2 or 2000 SP4 no VES 10.51.1.139 S ITCHROOM-SERY
beneral purpose Microsoft Windows 2003 Server or 5P SP2 no YEs 10.51.1.14 SWITCHROOM-SERY
beneral purpose Microsoft Windows MT 4.0 SPS-SP6 no yes 10.51.1.15 SWITCHROOM-SERY
beneral purpose Microsoft Windows 2003 Server or 5P SP2 no Yes 10.51.1.151 SWITCHROOM-SERY
FEX 3Com NEx PEX no VES 10.51.1.153 SWITCHROOM-5ERY
Ewitch Fare ForeThought 7.1.0 ATM switch or Fore ForeThought 8.3.0.M AT... no Yes 10.51.1.173 SWITCHROOM-SERY
beneral purpose or me...  Microsoft Windows 985E 4,10, 2222 or Microsoft Windows MT 3.51 5P... no yes 10.51.1.176 SWITCHROOM-SERY
FE 3Com NEx PEX no Ves 10.51.1.179 SWITCHROOM-SERY
beneral purpose or me.,, Microsoft Windows 985E 4,10,2222 or Microsoft Windows MT 3,51 5P... no vEs 10.51.1.181 SWITCHROOM-SERY
beneral purpose o me...  Microsoft Windows 985E 4.10.2222 or Microsoft Windows MT 3,51 5P... no YEas 10.51.1.182 SWITCHROOM-3ERY
beneral purpose or me.,, Microsoft Windows 985E 4,10,2222 or Microsoft Windows MT 3,51 5P... no vEs 10.51.1.183 SWITCHROOM-SERY
B 3Com NEx PEX no YEs 10.51.1.185 SWITCHROOM-5ERY
beneral purpose or me.,, Microsoft Windows 985E 4,10,2222 or Microsoft Windows MT 3,51 5P... no ves 10.51.1.186 SWITCHROOM-SERY
beneral purpose or me...  Microsoft Windows 985E 4.10,2222 or Microsoft windows MNT 3.51 5P... no yes 10.51.1.187 S ITCHROOM-SERY
beneral purpose or me.,, Microsoft Windows 985E 4,10,2222 or Microsoft Windows MT 3,51 5P... no ves 10.51.1.188 SWITCHROOM-SERY
Ewitch Fare ForeThought 7.1.0 ATM switch or Fore ForeThought 8.3.0.M AT... no yEs 10.51.1.199 SWITCHROOM-SERY
irewall ar switch or WaP  Sonicwall SOHO firewall, Enterasys Matrix E1, or Accelerated MNetwar... no Yes 10.51.1.235 SWITCHROOM-SERY
FEX 3Com NEx PEX no =] 10.51.1.240 SWITCHROOM-5ERY
prink server HP prinker wiJetDireck card no WEs 10.51.1.244 SWITCHROOM-SERY
beneral purpose Microsoft Windows Millennium Edition (Me), Windows 2000 Profession...  no yes 10.51.1.250 SWITCHROOM-SERY
irewall or switch or WaP  Sonicwall SOHO firewall, Enterasys Matrix E1, or Accelerated MNetwor... no YEs 10.51.1.251

* Endpoint Protection

‘I. Patch Management

"3 Security Configuration

ﬁ: Systems Lifecycle

Jeneral
beneral purpose
prink server

peneral purpose
beneral purpose
beneral purpose

IUFpOSE

i nd Z i i
Microsaft Windows 2003 Server or XPSP2 or [ 2PEn
HP printer w)Jetlirect card Copy Text

Microsoft Windows 2003 Server or 5P SP2
Microsoft Windows MT 4.0 SPS-SP&

Select Al
fpple Mac O5 % 10.3.6 or 10.3.7 or apple Ma__~ o0 &

Copy Text with Headers

Edit Keywords. ..

B e RID O

SWITCHROCM-SERY
SWITCHR Y
SWITCHROOM-SERY
SWITCHROCM-SERY
SWITCHROOM-SERY
SWITCHROCM-SERY
SWITCHROOM-SERY
SWITCHROCM-SERY
g HE.QCM-SER
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411 items inlist, 1 selected.

|C0nnected to database 'bfenterprise’ as user jim_resch'



Asset Inventory

[F] Computers

| Edit Columns - | | Sart -« | |

Available Columns

Current Power Scheme (Power Consumption Analy
Current Size of RAM (Random Access Memory (RA
Database

DHCP Servers - Windows (Netwoaork Information (M
Disk Drives - Windows (Hardware Infarmation {\Wir
Distance to BES Relay
DMNS Mame

DMS Servers - Windows (MNet
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nformation (Wi
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Current Columns

Hundreds of

:f BIOS default

¥ Count ;
roperties

M cry Prop

F Free Space on System Drive
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e
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Asset Management Dashboard (v1.1)

[ Filters (v1.1)

Computer Group: Al Computers (153)
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00
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RAM

P | &

May 15th, 2010 7:53PM PDT

~| (2 Last Report Time

Last Report Time

»

Computer Name & BIOS CPU Free Space o OS5 RAM Total Size of Sysi User Name
Armbrose-042654 PTLTD - 6040000 02f26/01 1812 Mhz Pentium 4 | 39873 MB Win9S OSR2.67100975 1023 ME | 177000 ME Jefferson
Armbrose-202594 Phoenix - AwardBIOS v6.00PG 04/29/02 1664 Mhz Pentium 4 | 54944 MB WinXP 5.1.2600 256 ME 154000 ME Lincaln
Ambrose-314097 Ayward Modular BIOS v6,00P5 04,/29/02 1664 Mhz Pentium 4 39873 MB WinxP 5.1,2600 1023 ME 94000 MB Taft
Anaximander-701321 fwward Modular BIOS v6.00PG 04/29/02 1812 Mhz Pentium 4 | 39487 MB WinXP 5.1.2600 S12MB | 22000 MB Bush
Anslem-153858 Phoenix - AwardBIOS v6.00PG 04/29/02 1772 Mhz Pentium 4 81234 MB RedHat 8.0 256 MB 184000 ME Dubrya
Anslem-345518 Phoenix - AwardBIOS v6.00PG 04/29/02 1794 Mhz Pentium 4 | 71356 MB WinXP 5.1.2600 S12MB | 22000 MB Hoover
Antisthenes-031708 DELL - 8 12/07/01 997 Mhz Pentium III 30273 MB WinXP 5.1.2600 126 ME | 94000 ME Eisenhomwer
Antisthenes-185500 PhoenixBIZS 4.0 Release 6.0.6 11{17/00 1994 Mhz Pentium < 63278 MB Win2003 5.2,3790 256 MB 200000 Me Washingtan
Antisthenes-237339 PhoenixBICS 4.0 Release 6.0.5M 01/13/9 1664 Mhz Pentium 4 | 81234 MB ALX 5.2 256 ME 154000 MB Grant
Antisthenes-235311 Ayward Modular BIOS v6,00P5 04/29/02 1812 Mhz Pentium 4 56459 MB WinxP 5.1,2600 1023 ME 184000 ME Fillrnare
Antisthenes-666376 PhoenixBICS 4.0 Release 6.0 09/21/99 1197 Mhz Pentium Il | 63278 MB WinXP 5.1.2600 256 ME 184000 MBE Hayes
Aguinas-7S6534 Phoenix ROM BIOS PLUS Wersion 1,10 A0 1285 Mhz Pentium 4 47374 MB ALX 5.2 1023 ME 124000 ME Carter
Aristotle-917202 DELL - 27d1090d 091301 1994 Mhz Pentium 4 56459 MB WinxP 5.1,2600 312 MB 177000 ME Dubrya

Arthy

2 Generate L) Edit Custom Relevance & Configure

~  mi| All Computers (153)

Operating System
A5

A5

ANSZ

AX 5.2

AN 53

ESX Server 3.0.1

ESX Server 301

ESX Server 3.0.2

HP-UX B.11.10
HP-UXB.11.11
HP-UXB.11.11
HP-UX B.11.11 (U}
HP-UX B.11.23
HP-UX B.11.23
Linux Red Hat Enterp
Mac OS X 1055
Mac OS X 1058

Mocne v 1n s
I

Page 1of8 b M

Autorun

B srowal [ exce

Last Report Time
2010/0515 19:50:48
2010/05

19:50:48
2010/0% 5048
2010/05/5 18:50:47
2010/05/15 18:51:53
2010/0515 19:50:48
201 50:47
5120
2010/05/5 18:50:47
2010/051519:51:37
2010/0515 19:50:48

2010/0%

2010/05/06 15:07:39
201005

1950:43
2010/05M5 18:50:48
2010/04/16 12.08:14
2010/02/22 10:48:39
2010/0416 14:18:27

2niAmENE 1060 4%
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S f' I t Last updated Mon, Feb 21 2011 at 02:55:18 BE.
are n n y Show tracking results for application: pecify a new application to track: Stop tracking application... ]
Mozilla Firefox 'l IAppIe iTunes j Adobe Acrobat 'l
Target more computers... Start Tracking... Stop tracking application... |
™ Target fewer computers...
] Results )
{124 rasufls foung, 3 computars counted. )
Installed Applications - Windows < Count
&ccess Help | 3.00 1 =
Aggregate Statistics
scrobat.com | 2.1.0.0 1
Aggregate Application Usage for Mozilla Firefox
Adobe AIR | 1.5.3.9130 1 (Mon Feb 21 D-30:00 UTC-1100 2011 - Man Feb 21 14:30:00 UTC.+1100 2011)
Adobe AIR | 2.5.1.17730 1 [etotions =]
Adobe Download Manager | 1.6.2.99 1 .
adobe Flash Player 10 Activex | 10.1,102.64 z2
Adobe Flash Player 10 Active | 10.1.82.76 1 =
&dobe Flash Player 10 Plugin | 10.1.102.64 1 E5 s
Adobe Flash Player 10 Plugin | 10.2,152.26 1 RS | @ Average Usage
Adobe Readsr 9.4.1 | 9.4.1 1 25 usi] © Maximum Usage
Adobe Reader ¥ (10.0.13 | 10.0.1 1 é@ = ¢ Minimum Usage
ATI Uninstaller | 2.641,1,1-0908245-029211C-Lenovo 1 S =
BES Simulator | 10.01.0011 1 n24—
BigFix Enterprise Client | 5.0.584.0 1
Compatibility Pack for the 2007 Office system | 12.0.6514.5001 1 Dﬁggg%ggﬂ%ggﬂ%@gﬂ%@gﬂﬁygﬂﬁgﬂaﬂaﬂﬁ
Definition update for Microsoft Office 2010 (KB9S2726) 1 E8 B8 S8R EEERSRREEEEEEEEREEREES ]
FileZilla Client 3.3.3 | 3.3.3 SIMON-WWS00 7-Zip 4.65 (x64 edition) | 4.65 HupeSEaRaRaE ERE s aa b0 B oS 4
Free Fire Screensaver ATI Uninstaller | 8.641.1,1-09 -
Hyperion Intelligence Client | 2.3.0 Arcess Help | 3.00;
IBM 32-bit Runtime Environment for 1 acrobat.com | 2.1.0.0;
Adobe AIR | 1.5.3.9130;
IBM Lotus EasySync Pro | 4.26 sdobe Flash Player 10 Activex | 10.1,102.64;
BN Mobility Client | £5.1,10102 Adobe Flash Player 10 Plugin | 10,1,102.64;
IBM Standard asset Manager Adobe Reader 9.4.1 | 9.4.1; General Statistics
Cormpatibility Pack for the 2007 Office system | 12.0.6514.5001;
IBM Standard Software Installer Comexant 20561 Smartbudio HD | 4.92.12.0;
1eM Tivoli Remote Control - Controlle Definition update for Microsaft Office 2010 (KB9E2726); Computers tracking Mozilla Firefox 2
IBM Tivoli Remaote Control - Target | FileZilla Client 3.3.3 | 3.3.3; =
Intel(R) Management Engine Interfac Free Fire Screensaver; Computers that have run Mozilla Firefox one or more times 1
Intel(R) Network Connections Drivers Hyperion Int=lligence Client | 8.3.0;
K - IBM 32-bit Runtirme Environment for Java 2, v5.0 | 5.0; A\.‘lerage number of times run 2
Intel(R) PROSetMireless WiFT Softw. IBM Lotus EasySync Fro | 4.26;
Intel@ Active Management Technolog IBM Maobility Client | £.1,10102; Total number of times run 4
IBM Standard Asset Manager;
IBM Standard Software Installer; Average amount of time run 5 days, 06:01:09
IZarc 4.1 | 4.1;
Intel(R) Management Engine Interface; Total amount of time run 10 days, 12:02:19
Intel{R) Metwork Connections Drivers;
Intel(R) FROSetAWireless WiFi Software | 13.02,0000; First time Mozilla Firefox was seen running Tue, 08 Feb 10:27:18 AM
Intel@ Active Management Technology;
Jawa(TH) & Update 21 (G4-bit) | 6.0.210; Last time Mozilla Firefox was seen running Mon, 21 Feb 12:55:21 PM
Jawa(TM) 6 Update 21 | 6.0.210;
Lenovo Auto Scroll Utility | 1.00;
Lenovo System Interface Driver | 1.02;
g Thi AN




Software Usage Analysis




000 BigFix DSS Software Asset Management: Drill Down by Software =

3_- @ @ @ Bl E Cu http:/ fdss-sam-vm.bigfix.com /#/main/drill_by_apps ﬁ“\\ - (*' Google Q,\-'

b BigFix DSS Software Asset Management My Account (bigfi) | Controlpanel | Logout | bout

Filters (0) | | Columns (9/10) | [ Export |

ago Used 4 weeks ago
Contracts Software (
BigFix Inc.
Adobe Systems Incar

Computer Associates In

Sun Microsystems Inc.
Arcade Lab Total Computer v | Total Runs Total Time Average Runs

Sigma Tel Inc. 158 173,397 107 yrs 1 wks
shareware product Windows Media Player 158 4,338 1 yrs 6 wks
intel Coporation Microsoft .NET Framewark 157 0 0 secs
Conexant Systems Inc. Outlook Express 156 132 1 wks 0 days 18 hrs
MSM Gaming Zone Client 145 4| 1 hrs 3 mins 33 secs
Ghagie Microsoft Agent Server 145 20 wks 3 days
Eugene Rashal Windows Movie Maker 145 1 hrs 7 mins 34 sec:

MicroVision Development

Sonic Solutions

TOSHIBA CORPORATION. Microsaft Wind ows 142 0 secs
CER plc. Microsoft Schedule+ 129 0 secs
Viware Inc. Windows Media Connect 118 0 secs
Symantec Corporation 75 158,725 144 yrs 7 wks
Microsoft Daval atform Installer 52 1 12 zecs
Microsoft SOL

ActiveState S 7%

Eroadcom Corporation

VERITAS Software Corporation

Yahoo! Inc.

. Contract Report Contracts Software Catalog
Cerulean Studios 24

Apple Computer Inc. 22
ATI Technologies Inc. 22

Citrix Systems Inc. 21
Dell Computer Carporation 71 Software title version Total Computer v | Total Runs Total Time Average Runs per D Average Run time

mation by Application Hierarchy

All Microsoft Corporation Microsoft Office |

Analog Devices Inc. 20 Microsoft Office 2003 Standard 110 yrs 46 wks 6 19 hrs 46 mins
19 Microsoft Office 2003 Professional 29 yrs 18 wks 4 17 hrs 7 mins
Microsoft Office 2003 Basic 3 yrs 46 wks 3 23 hrs 55 mins

unknown manufacturer

Andrea Electranics Carparation 16

L= B R = I -

Aoway Software 16

b

Wiasermmint Cmem ic

©2008 BigFix build 18756




Control Panal

b BigFix DSS Software Asset Management

My Account (bigfix) Logout

| Overview Drill Down by Software View All | Computers Contract Report Contracts | Software Catalog

264 records | Filters (3) | | Columns (11/38) | [ Export |

License Information by Application Hierarchy

| all ) Microsoft Curpumtiu-n) Microsoft Office) Microsoft Office 2003 Standard Computers |

Application

Microsoft Excel 2003
Micrasoft Excel 2003
Micrasoft Excel 2003
Microsoft Excel 2003
Microsoft Excel 2003
Micrasoft Excel 2003
Micrasoft Excel 2003
Microsoft Excel 2003
Microsoft Excel 2003
Micrasoft Excel 2003
Micrasoft Excel 2003
Microsoft Excel 2003
Microsoft Excel 2003
Micrasoft Excel 2003
Micrasoft Excel 2003
Microsoft Excel 2003
Microsoft Excel 2003
Micrasoft Excel 2003
Microsoft Excel 2003
Microsoft Excel 2003
Microsoft Excel 2003
Micrasoft Excel 2003
Microsoft Excel 2003
Micrasoft Excel 2003
Microsoft Excel 2003
Micrasoft Excel 2003
Microsoft Excel 2003
Micrasoft Excel 2003

©2008 BigFix

IP Address
1592.168.105.182
1592.168.0.4
192.168.104 .63
1592.168.104.115
1592.168.15.40
152.168.105.22
1592.168.104 138
166.120.153.62
172.16.1.34
1592.168.104 224
1592.168.1.65
152.168.104.71
152.168.105.159
10.71.0.200
1592.168.0.185
1592.168.104 .68
152.168.105.181
152.168.104 122
152.168.104 .65
152.168.105.103
192.168.164.1
152.168.101.130
152.168.104.159
1592.168.44.1
192.168.105.93
152.168.101.11
172.16.2.1
1592.168.213.1

Computer Name
MCLOVIN
LUKOO3
SKUA
DESMARESTII
KIwl
INDIGOEBIRD
SCREAMER
JAYEIRD
WIDGEON
TREESWIFT
WARBLER
COCHONS
WHIMERELMA
DOWITCHER
SNIPE
TWEETY
ASTRAPIA

i [n]:]
ARACARI
HERMES
STARLING
BUFFY
FIRECREST
MARIDE4
TOUCANET
APOSTLEEIRD

TERATORN

AL AMAR

DNS Name

MeLovin. bigfix.com
luk003
Skua.bigfix.com
desmarestii.bigfix.cor
Kiwi.bigfix.com
Indigobird.bigfix.com
Screamer. bigfix.com
Jaybird bigfix.com
WIDGEON bigfix.com
Treeswift.bigfix.com
Warbler.bigfix.com
cochons. bigfix.com
Whimbrelma.bigfix.co
dowitcher bigfix.com
Snipe.bigfix.com
Tweety. bigfix.com
Astrapia. bigfix.com
Jobi bigfix.com
Aracari.bigfix.com
HERMES. bigfix.com
Starling.bigfix.com
Buffy
Firecrest_bigfix.com
Mariobd

Toucanet. bigfix.com
Apostlebird bigfix.cor

teratorn.bigfix.com

Operating System
WinXP 5.1.2600
Win¥P 5.1.2600
WinXP 5.1.2600
WinXP 5.1.2600
WinXP 5.1.2600
Win¥P 5.1.2600
WinXP 5.1.2600
WinXP 5.1.2600
WinXP 5.1.2600
Win¥P 5.1.2600
WinXP 5.1.2600
WinXP 5.1.2600
WinXP 5.1.2600
WinXP 5.1.2600
WinXP 5.1.2600
WinXP 5.1.2600
WinXP-2003 5.2.379
WinXP 5.1.2600
Win¥P 5.1.2600
WinXP 5.1.2600
WinXP 5.1.2600
WinXP 5.1.2600
Win¥P 5.1.2600
WinXP 5.1.2600
WinXP 5.1.2600
WinXP 5.1.2600
Win¥P 5.1.2600
WinXP-2003 5.2.3791

First used
7/26/2008 1:08:00
7972008 21:18:00
6/12/2008 16:55:00
12/1/2008 18:28:00
10/22/2008 15:29:0
N/A

6/10/2008 17:59:00
7/23/2008 16:43:00
J/72008 15:06:00
10/13/2008 16:06:0
6/6&/2008 18:39:00
N/A

4 /2272008 19:37:00
8/6/2008 0:17:00
N/A

11/11/2008& 1:13:00
9/14 /2008 20:0%:00
8/7/2008 16:15:00
4/30/2008 23:47:00
5/1/2008 3:00:00
4212008 20:48:00
NJA

7/24/2008 18:23:00
N/A

5/12/2008 21:38:00
6/26/2008 18:32:00
7/15/2008 21:15:00
6/3/2008 23:47.00

Last used
12/3/2008 1:22:00
12/3/2008 17:22:00
12/3/2008 17:54:00
12/1/2008 18:29:00
12/3/2008 6:38:00
MN/A

12/3/2008 18:24:00
12/3/2008 21:03:00
12/3/2008 1:17:00
12/2/2008 20:56:00
10/3/2008 22:32:00
M/A

12/2/2008 3:22:00
12/3/2008 15:00:00
M/A

11/12/2008 22:02:0
12/2/2008 22:45:00
12/3/2008 18:11:00
12/3/2008 21:35:00
12/2/2008 1:33:00
10/14 /2008 21:13:00
NJA

12/2/2008 21:27:00
M/A

B/24/2008 20:47:00
12/3/2008 2:22:00
12/1/2008 4:00:00
8/5/2008 15:42:00

Total time
5 wks 0 days
8 wks 3 days
9 wks 3 days
15 mins 50 secs
11 wks 0 days
N/A
1 yrs 45 wks
9 wks 3 days
2 wks 0 days 16 hrs
2 wks 1 days 10 hrs
2 wks 5 days 14 hrs
MN/A
6 wks 3 days
G wks 1 days
N/A
5 hrs 6 mins 0 secs
6 wks 2 days
7 wks 3 days
1yrs 32 wks
14 wks 4 days
2 yrs 14 wks
N/ A
7 wks 3 days
MN/A
43 mins 30 secs
1 yrs 23 wks
1 yrs 47 wks
7 wks 1 days

Avg runs per day

Awvg run time

1 hrs 41 mins 19 secs| 4 |

1 hrs 35 mins 45 secs
58 mins 28 secs

1 mins 35 secs

1 days & hrs 52 mins|
N/A

2 hrs 59 mins 14 secs|
35 mins 36 secs

13 mins 49 secs

2 hrs 3 mins 21 secs
20 mins 19 secs

NiA&

33 mins 2 secs

42 mins 47 secs

NfA

15 mins 18 secs

7 hrs 10 mins 11 secs
34 mins 21 secs

4 days 4 hrs 53 mins
3 hrs 16 mins 17 secs
1 days 7 hrs 1 mins
N/A

1 hrs & mins 55 secs
N/A

1 mins 27 secs

19 hrs 55 mins

5 days 19 hrs 49 mins|

1 days 0 hrs 15 mins| 7 |

build 19756




| My Account (bigfix) Control Panel Logout about |

b BigFix DSS Software Asset Management

Overview ' View All

Drill Down by Software ' Computers ' Contract Report ' Contracts Software Catalog

Computer Details | Computer List |

User Name: Computer Name: FINFOOT

CPU: 2400 MHz Core 2 DNS Name:  Finfoot.bigfix.com

Operating System:  WinXP 5.1.2600 VMWare Workstation Product ID:  VMware Workstation for Win32  and 1 more

VMWare Workstation Serial Number: and 1 more Active Directory Path:  CN=FINFOOT,OU=Content,DC=higfix,DC=com

BIOS Version: 2.3.1 IP Address: 192.168.237.1 and 2 more

BESID: 15058819

Tracked Applications Raw Executable Scan Data Raw Installed Applications Data Raw Applications Usage Data BES Properties
Publisher Software title Software title version | Application First used Last used Total time Total runs Avg runs per day Avg run time
ActiveState ActivePer| ActivePerl 5.8 ActivePerl 5.8 5/14/2008 17:29:00  11/14/2008 1:11.00 1 hrs 46 mins 1 secs 225 1 28 secs| 4
Adobe Systems Incorpor Adobe Help Viewer Adobe Help Viewer 1.0 Adobe Help Viewer 1.0 N/A NiA N/A N/A NIA NiA
Adobe Systems Incorpor Adobe Flash Player Adobe Flash Player 9 Adobe Flash Player @ 9/2/2008& 20:32:00 12/2/2008 0:37.00 1 days 10 hrs 47 mins 297 3 7 mins 1 secs
America Online Inc. AOL On Desktop AOL On Desktop 1.0 AOL On Desktop 1.0 N/A NiA NSA NJA NSA N/A
Arcade Lab Bricks of Camelot Bricks of Camelot 1.0 Bricks of Camelot 1.0 8/5/2008 0:28:00 8/5/2008 0:29:00 0 secs 2 2 0 secs
ATI Technologies Inc.  Catalyst Contral Centre  Catalyst Control Centre  Catalyst Contral Centre N/A NiA NSA NJA NIA N/A
BigFix Inc. BigFix Enterprise Consol | BigFix Enterprise Consol  BigFix Enterprise Consol 4/11/2008 18:04:00  12/3/2008 2:06:00 5 wks 3 days 259 1 3 hrs 32 mins 50 secs|
BigFix Inc. BigFix Enterprise Client | BigFix Enterprise Client  Bigfix Enterprise Client 3 9/15/2008 17:00:00  12/3/2008 21:31:00 8 wks 3 days 5 <1 1 wks 4 days 23 hrs
BigFix Inc. BigFix Enterprise Consol | BigFix Enterprise Consol  BigFix Enterprise Consol | 4/11/2008 18:04:00  12/3/2008 2:06:00 5 wks 3 days 259 1 3 hrs 32 mins 50 secs|
-
Computer Associates It eTrust Antivirus eTrust Antivirus 7 eTrust Antivirus 7.1 41112008 17:25:00  12/3/2008 21:31.00 6 wks 5 days 164 <l 6 hrs 54 mins 44 secs|
Microsoft Corporation  Internet Explorer Internet Explorer & Imternet Explorer 6.0 4/11/2008 17:26:00  12/1/2008 22:26:00 8 wks 4 days 440 2 3 hrs 18 mins 44 secs
Microsoft Corporation  Microsoft Agent Server  Microsoft Agent Server  Microsoft Agent Server . N/A N/A N/A N/A NIA N/A
Microsoft Corporation  Windows Media Player ~ Windows Media Player £ Windows Media Player £ N/A NiA NIA N/A NIA N/A
Microsoft Corporation  Microsoft Schedule+  Microsoft Schedule+ 7. Microsoft Schedule+ 7! N/A NiA NSA NJA N/A N/A
Microsoft Corporation  Microsoft Office Microsoft Office 2003 5 Microsoft Powerpoint 21 5/1/2008 23:55:00 12/3/2008 21:31:.00 7 hrs 16 mins 10 secs 18 <1 24 mins 13 secs
Microsoft Corporation  Microsoft Office Microsoft Office 2003 § Microsoft Excel 2003 4/11/2008 23:12:00 | 12/1/2008 17:37:00 18 wks 1 days 1,690 7 1 hrs 48 mins 52 secs|
Microsoft Corporation  MSN Gaming Zone Clien MSM Gaming Zone Clien MSN Gaming Zone Clien N/A NiA N/A N/A NIA NiA
Microsoft Corporation | Microsoft Windows Microsoft Windows XP F Microsoft Windows Ope N/A NiA NIA N/A NIA NiA
Microsoft Corporation  Microsoft Office Microsoft Office 2003 § Microsoft Word 2003 4/11/2008 17:25:00  12/3/2008 21:31:00 1yrs 8 wks 1,575 7 6 hrs 25 mins 2 secsz
©2008 BigFix build 18756
Transferring data from dss-sam-vm.bigfix.com... e



TEM for Patch Management

Product Benefits

»Reduction in patch and update times from weeks and days to hours and minutes
sIncrease first-pass success rates from 60-75% to 95-99+%

»System administrator workload reductions of 75% or more

»Assured compliance with internal and external standards/requirements

»Rapid deployment across entire fleet regardless of AD/Domain/Workgroup membership

Product Features

=Patch capabilities for multiple platforms:
Windows, Linux, UNIX and Mac OS X

sAutomated self-assessment, no
centralized or remote scanning required

»Real-time reporting on patch deployment:
when deployed, who deployed them, and
to which endpoints

= Ability for custom patches for in-house
or other vendor patches

»Pre-Caching, Bandwidth Throttling,
Staggered Distribution, Reboot Suppression

vy
\@J




|Search Microsoft O3 And Application Patches

Mame

| Source Sewv,.. & | Site

| Applicable Com, .. | Qpen Action Co.., | Cakteqgory

M502-035

Ma0z-072

M303-001

M303-003

MS03-023

M501-056:
M302-005:
M302-029;
M302-029;
M502-043:

M303-003;
M303-003;

M303-011:
M303-017:

MS03-023:
1]

925336 Update For Windows Installer - Windows Server 2003 SP1/SP2

"Unchecked Buffer” in Windows Media Player .A5F Processor - ...
#ML Core Services 4.0 XMLHTTP Contral - Windows P
Unchecked Buffer in RAS Phonebook for Windows 2000
Unchecked Buffer in RAS Phonebook for Windows %P

Flaws in Certificate Enrollment Control Could Allow Deletion of Dig...
: Unchecked Buffer in Windows Help Facility - Windows <P

MS0Z-063;
MS02-063:

Unchecked Buffer in PPTP Implementation - Windows %P Gold
Unchecked Buffer in PPTP Implementation - Windows %P SP1

: Unchecked Buffer in Windows %P Gold Shell
MS02-072:
MS03-001:

Unchecked Buffer in Windows %P SP1 Shell
Unchecked Buffer in Windows Locator Service - Windows 2000

: Unchecked Buffer in Windows Locator Service - Windows XP

Flaw in Windows Script Engine 5.1 Could Allow Code Execution - ...
Flaw in Windows Script Engine 5.5 Could Allow Code Execution - ...
: Flaw in Windows Script Engine 5.6 Could Allow Code Execution - ..,
Flaw in Microsaft YM Could Enable Svsterm Compramise - Window. .,

Flaw with Skins in Windows Media Plaver 8.0 - Windows XP

: Buffer Owerrun In HTML Converter Could Allow Code Execution ...

Buffer Overrun In HTML Converter Could sllow Code Execution ...

Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical

Patches For Wind. ..
Patches For Wind. .
Patches For Wind. ..
Patches For Wind. ..
Patches For Wind. ..
Patches For Wind...
Patches For Wind...
Patches For Wind...
Patches for Wind...
Patches For Wind...
Patches For Wind...
Patches For Wind...
Patches For Wind...
Patches For Wind...
Patches For Wind...
Patches For Wind...
Patches For Wind...
Patches For Wind...
Patches For Wind...
Patches For Wind...

| z/e3

1}93
3)93
293
3}93
593
693
693
4}93
1}93
5 /93
1}93
1}93
4}93
1}93
4}93
1}93
3}93

a

oy e e e s o s s o e s e |

HokFis: 873 KB
Security Hokfix 1.94 M
Security Hokfix 4,46 M|
Security Hokfix 0,99 M

gf:’ Take Action = | & Edit | Copy |=2Export | Hide Locally Hide Globally | X Remove ‘

| Descripkion ||Detai|s I Applicable Computers (2) I Ackion Histary (0) I

Description

File Size: 1.94 MB

Note: Client machines may briefly display progress windows during installation of this update.

Microsoft has released a patch that eliminates a security vulnerability in the ASF Processor in Windows Media Player for W
Streaming Format (ASF) is a streaming media format supported by Windows Media Player. According to Microsoft, a vulnerd
could allow a malicious ASF file to cause Media Player to crash or allow an attacker to run code on the user's computer. Aft
installing this patch, relevant computers will no longer be susceptible to these vulnerabilities.

The fix for the ASF Buffer security vulnerability is only available as part of the Microsoft Update Package for Windows XP,
other known vulnerabilities in Windows XP. BigFix requires this update to establish a baseline for vulnerability analysis.

Note: Affected computers will report back as Fixed' once the patch has run successfully, but the vulnerability will not be clog
computer is restarted.

Actions

® Click here to initiate the deployment process.

§OC|ick here to view Microsoft Security Bulletin MS01-056.

J Patch Management Domain
Eﬂ Application Yendors
L Warnings (170
Recent Content: {3,069}
Configuration (42)
Adobe Syskems (1917
apple (144)
Microsoft (276)
Mozilla Corporation {33)
Mullsaft (4)
Real Mebworks (5)
Skype Limiked (2]
Sun Microsystems (48)
E WinZip Inkernational LLC (12}
[—]ﬂ 05 Yendors

7 Apple Mac 05 ¥ (290)
Hewlett-Packard HP-LIX (31)
IBM ALY (935)
Microsoft Windows (65,3267
E ‘Warnings (19)
55 Recent Contertt (3,069)
E Configuration (S0)
Reports (2)

E 3rd Party Application Patches (3017
Movell SuSE (Deprecated) (1,404)

Red Hak Enterprise Linux (5,010

Sun Microswstemns Solaris (2,936)

SUSE Enterprise Linx: (Current) (3,707
[k vMwWare ESY (243)

-E] All Patch Management

oy O e O ey O oy O |

E Microsoft 05 And Application Patches (5, 7957




Power Management

0 BigFix Support Center
File Edit Help

Offers I Progress | Your Power Footprint |

Your Power Footprint &

With befter power management, annually You Can Save

Current Power Scheme

Cash Energy Carbeon
$47 590kwh || 8261bs

Turn off monitor:
Turn off hard disks:
System standby:

Hibernation:

Plugged in
00:15
00:20
Never
Disabled

Best Case 7

Cash  $1
Energy 15 kWh
co, 21 Ibs

Actual Consumption®

$48
605 kWh

Worst Case 7

$81
1007 kWh
1410 lbs

*This data is based on your computer usage from last 12 days.




Security Compliance Analytics i

o125

o1as

Security and Compliance Analytics » Computer Group: France » Overview

) (A2 http://192.168.1.147:8081/scm/computer_groups/9

| -

Compliance History

88

oias

o0

Computer Group Properties

BXleorp Win2008 Security Policy

BXICorp XP Corp Security Policy

BXlcorp XP PCI Security Policy

Computers by Compliance Quartile

25
3 2 1
. o ]
. oaos - o25% 2550% 5075% 7597%
Gveratl Complance
%
; a .
0 Child Groups 15 Checkdists
o
oo o204 0208 oas 0wl ows  oues
4000 —
T 5O 2000 3389 C
o
o0 ozo4 o208 o oul owd o
Check Results History
19,000
2 B 8515 Not Applicable
i B 277 Non-Complant
7 oo 0 Excepted (NC)
5 . 0 Excepted (C)

1B 2978 Compliane

Security and Compliance Analytics » Checklist: BXicorp XP PCI Security Policy » Checks

\1/“‘:_-- (@) (<) (M) (40 rp://192.168.1.147:8081/scm/checklists/ 14/checks#fd23323da72574Be392c 1 bS6edaabobTIechBBae
() Security and Compliance Analytics... | + l
b SECURITY AND COMPLIANCE ANALYTICS st
Checklist: BXIcorp XP PCI Security Policy

M ame Category ‘Compliance
Network security: LAN Manager authentication level Security Options Sewings
Inceractive logon: Message tile for users actempting to log on  Security Options Sextings
Turn Off Windows Error Reporting Internet Communication settings
MSS: (NtfsDisableBdotINameCreation) Enable the computer t Security Options Settngs 100, SRR : corve-
Right To Take Ownership Of Files Or Other Objects User Rights Assignment Seczings 1 00* R : corenen
Accounts: Guest account stats Security Options Settings 100,‘ T T : coreers
Maximum System Log Size Event Log Polcy Sextings 50, IEEEEEREN o
Right To Log On As A Service User Rights Assignment Sectings (0, I : coren
To Act As Part Of The Operating System User Rights Assigoment Settings 100, NEEENEEN :corve.-
Network access: Les Everyone permissions apply to anenymeuy: Security Options Settings 100, EEEEREEE : cormwen
Microsoft network client: Digitally sign communications (always Security Options Sectings 0, N :core
cacls.exe Permissions il Permission Sertings (), T : corrers
pro Internet Communication settings 0, IEEEEEEN :core
T A Token User Rights Assignment Sectings 100, SEEENEEN - corecen
Right To Access This Computer From The Network User Rights Assgament Settings 0. EEEREEE : core S
: Done ” :/
4
Compliance

123

392, s
37« ENEDEE
f 34% - EEGEE

01722011 - 02050201 | 5% 0% TSR 100

273 Checks
| Computers

280 Checks
2 Computers

231 Checks
2 Computers




b Security and Compliance AnalyticSse.

Checklists

Management v

List Reports

Account ¥

(Base Report) v gnens’ ‘Do 10rows g Configure View.! «
Name Compliance
ovovo1 - ea/au/xon o T I0N TN 00

IS0 OVAL for AIX 6. M 87 N

E 2 Computers| *
et 10 100, n—

b 6 Computers
Dot o 100, E—

b 1 Computers
g : ——a 100, I

b 3 Computers
NIST SCAP for HP-UX 11.23 _A_/_/,f'—w 100 EEEE

b 3 Computers
s __ T 100 E—

E 4 Computers
1 for 0 P - 4 Checks

E 0 Computers
Du o s /N 100, n—

b 1 Computers
ISAP PC for Wi £ 2008 R /_,/'M 100 EEE & Checks

b 3 Computers
150 SCAP for Windows Server 2003 _I_/-/"”— 100, S———

b 2 Computers

vy
bl
a
[T

Name: lists each item represented for the
list type.

Compliance: represents history of

uuuuuuu

aggregate results (passf/fail) across all
computers within current scope. Excepted
computers are counted as passing.

Results: represents aggregate check
results (pass/fail) across all appropriate
computers within current scope, grouped
by check result status.

List Report types: Checklists list, Checks list, Computers list, Computer Groups list
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Check Results Report
Descriptive columns: Each row
represents a single check on a single
Check Results . '
e haon = IR i Mo o Vi computer. Columns show information
(hecklist (heck Name Computer Name Last Seen (omplwr about eaCh Computer-CheCk pa|r
AL for Al Agministrators Mave Right To . Pameta Colling about an hour ago — .'_ COlumnS are managed usmg the
| for Al mini Have Right T ﬁmm about an hour ago i |||"ullkmnmlmlnm N f t ... “Conﬁgure VieW. . .” Option-

b Security and Compliance AnalyticS e

i for ALK foyte exe Permigsions Pamela Colling about an hour ago o R Compliance: paSS/fail Status for eaCh
o . || B —— computer-check pair. Hash marks are
oMl (osdig  bman e || —— scaled within the displayed time range.

|50 O¥AL for AlX 6.1 LLipBook Service Disabled slephen Johnson about an hour ago T ——
(20 OVAL for AIKG ] DoNotshow FirstUse Dinlog.  Pameln Colling #bout an hour age T st
130 OVAL for AIK6.) ot Show Fit | slephen Johnsen AbOUt BN hour ago .-
(G XCCD! for Mac0S 1062 pltiib gxe Permigsions Patrick Young otanhourage | | ey —

(1G] Al Ancib sxe Permissions Michelle Green about an hour ago ||‘“unllunllunlul'|M|“”"“""




e [ ~an-campiians Appicable Catsgary  tdunuiier | s staniard ensbiea
source Site ( all | lens ) Centrel-016.004 - Minimum Pazsverd Lenath - Windous xP = . Systam Acca: Control-D18. Windaws XP | FRIT Winde [ |
(] FRIT Windows 2003 Server Security Tas | Contrel-020,030 - Metvork access: Sharing and sscurts modsl for local accounts = ® . Registy Val. Control-020. Windows XP  FRIT Windaws v
L]
[¥] FRIT Windows %P Professional Workstal | Seniel-018,003 - Minimum Passwerd Ags = Windows KP s i Systarn Acca: Control-018, Windaws XP  FRIT Windows ™ i
L] sa6 wetes mi 2.3 oot 032,00 = A bt turmion - Windons v ) : Sretas Ace| Sarmrte02.| Windows 45 | FRIT Whrdors = [T
] 5cM chacklist for DISA 371G on Solaris -020.021 - : stos Lo b o : . Registry Val. Control-020, Windous X FRIT Windans ™ II H -
L] s€m Chedklist for DISA 5T1G en Solans it -0 L ool Sallat: hsh. sl L Reglstry Vi “entrel 0. | Wind P | FRIT Wind, =
411:020.028 - Natvork 2 not allew storags of sredentials or NET Paz ¥ € Registry Vale Control-020, Windows XF  FRIT Windows v nn
4r01:020.017 - Intaractive logon: Do not dirplay last uzer nam. ndows ¥ 3 . Registry Val, Control-020, Windaws XP  FRIT Windows ™ il
L . 4r01:020.097 = Netvork sacurity: LAN Managar Leval - windoue 3 o Ragistry Valu Control-020, Windews XP  FRIT Windows 4
L staples 5CM Checklist on AIX 5.2 Test | £o0uni-020.021 - Intaractive logon: Numbar of pravious logons to cacha (in caze 3 6 Ragistry Val. Control-020, Windows XP  FRIT Windaws v
L Staples SCM Chacklist an ATX 5.3 Tast 23 o 28 - = - —-- = = =

L staples 8CM Checklist on Windows 200 | (uene Compliance Law

Unx_scm

ok 05 (&

¥ windew
ack Typa (Al 67.04%
|V Apslication Lag
] evant aude
el Cumulative Compliance State tomputers by Compliance Percentage
() File Security
1] Placeholders 28
[¥) prvlags mights 26
(] Registry Values a4
22
¥ security Lag
) sverem acars £ 2
Fie
1) system Log F
2 Le
Non-Comphant Computars 3
» = S 1.
o 3
212
o + o
Computer Fitters (2451 e
| Windows Machines = o
o
o o & o L
ot e el o o
makanca Parcartage
Hon-Compliance by Category Average Gompliance by Category
100
aa
ea
g 40
a
o
avsk o JPPON T
by Catogary
Top 18 Nan-Campliant Controls Average Compliance by Operating Systam
Component Name | Hon-Comphiant Syster Compliant Systems 100
Control-028.001 - Ma: 3 3
Control-016.004 - M| 3 3 s0.0%
030 - mat| 9 3 s0.0% 0
003 - min| 3 8 s0.0% »
3 B s0.0% £
s s s0.0% &0
ontral-020.010 - Day| 3 s s0.0%
control-nzn.028 - net| 3 a s0.0%
5 3 F s0.0% a0
sontal-020,027 - net| 3 a =00
za
o
s Ko
Systame pRant Systams Gortrola by Opers




Endpoint Protection

b BigFix Enterprise Console

File Edit Wiew Go  Tools ﬂelp‘

I Back = *Forward -

j Endpaint Pratection Domain
Ea Client Manager for Endpoint Protec
j CMEP Overview

@ Warnings (38)

[]--@ Reparts (2)

[]--@ Praduct Lpdates (7)

[]--E fManage Definition Updates {31}
[]--@ Manage Scanning (1)

@ Configuration {0}

[]--@ Deploy AY applications (2)
[]--E Troubleshooting (24)

[+ Device Contral

[+ Al Endpoint Pratection

0 All Content

w BigFix Management

' Endpoint Protection

.1. Patch Management

{3 Security Configuration

@ Systems Lifecycle

26

Anti-virus Health Status

110

0 Healthy

Old Definitions

Anti-Virus Deployment Information

BES Agents Deployed

Computers with Anti-Virus

W AV Stopped W Other i None

Anti-Wirus Agents Deployed (incl multiple AV per computer)

Computers with Multiple Anti-Virus Agents Deployed

239

Anti-Malware Yendor Products Installed

1

Anti-Malware Latest Available Definition

McAfee
Symantec
Trend Micro
Sophos

eTrust

\®,
_18]x]
¥ Show Hidden Content ¥ Show Mon-Relevant Content | eReFresh Console
o

Fri, 20 Jul 2010
Fri, 20 Jul 2010
Fri, 30 Jul 2010

nia

Fri, 30 Jul 2010

|Connected to database 'bfenterprise’ as user ‘jim_resch’
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Excel Connector | |
= ¥ Bookl - Microsoft Excel T

i ‘,l,ﬂ 0-9 -9
Y

Home Insert Page Layout Formulas Data Review View Add-Ins BigFix

-~ 5 | - A | =] e s
" R <Y O i » « <~ | O
Cpen Query | Save Query Execute Refresh Show Export Query | Import Query | Clear Current Session Configuration | About BigFix
Drefinition Definition | Query Wizard | Generated Query ! Belevance Code Definitions Drefinitions | Sheet Belevance Editor Connector
BigFix Connector
Al - (2 S |
A B C D E F G H | J K L M N O P
1 T B’
""" 2 ﬁ Query Wizard - BigFix Excel Connector v3.1 == £ | 1
----- + —Select BigFix Session Inspector Object +
A
""""""" BES Actions 1
..... 5 BES Computer Groups L
il BES Computers
""""""" BES Custom 5ites 1
BES Fixlets I
BES Properties L
BES Sites
BES @t Fields -
BES Unmanage els |
BES Users

Results of BES Actions 1
Results of BES Fixlets i

Microsoft Excel Version: I 12.0 - 2007 |
= Back. Mexk = I Cancel I i




[~ Crr e
£ Query Wizard - BigFix Excel Connectorv3.1 N =
Attributes Available for BES Computers:
» |Computer Marme
----- [#]‘A, Active Directory OU —| |IP Address
----- [J“A, Active Directory Path E EE.M
----- [JA, BES Relay Selection Method Active Directory OU
----- [JA, BES Relay Service Installed CcPU
_____ D% BES Root Server Total Size of System Drive
_____ , BIOS BIOS
..... %‘ CPU
----- [/, client Administrators
----- [/, client Settings
----- [#]-#%, Computer Mame
----- [J/4, DNS MName
----- [/, Distance to BES Relay
----- D% Free Space on Systemn Drive Top

----- [w]-#4, IP Address

----- /4, 1Pv6 Address

----- [Ji:h Last Report Time
----- [/, License Type

----- ‘4, Lock Expiration
----- [J/A, Locked

----- [J/4, Manufacturer

..... %‘ os

..... %‘ RAM

----- /4 relay

----- [J/4, Relay Mame of Client

----- [1/4, Subnet Address

----- [1/A, subscribed Sites

----- [w]-A, Total Size of System Drive

----- 144, user Name

=101 Analysis Properties

|:||':| Adobe Product Detection {Windows)
|:||':| Application Information (Windows)
-1 Application Usage Information
-] BigFix Wake-on-LAN Analysis
Elr='| Computer Ontime History Analysis

p

Down

i

Selected:

Z‘

4 mn
W Group Analysis Properties (Versus Alphabeticl) Mull SUI:ustitutic:n:I::nune:: [ )
Select Al | Unselect Al i | ¥ Concatenate Multi-value Results: I%ﬂ.ﬁ. (7]
I+ autofit Row Height, Maximum Pts: o0 = @
< Back Mext = | Cancel |




€ Query Wizard - BigFix Excel Con
|

Add Filter Criteria to BES Computers:
—Add Filter
Select Property Set Operator Enter Value

el | ]

| s 2030emen Gl g
E E fault) Windows 2003 Member Servers |
| _|Windows 2003 Servers ||

_|{Default) Windows 7 Computers

| gﬂt:?mﬂ “|Windows XP Computers |

ftod Operator | Value
atod

Active Directory OU
Active Directory Path
AddPrinterDrivers
AddPrinterDrivers
AddPrinterDrivers

Adobe Acrobat Version
Adobe ColdFusion Version
Adobe Director Version

\1 FEECE

Home Insert Page Layout Formulas Review View Add-Ins l BigFix l

iSO mmimn{simmim Y tmml

Open Query | Save Query Execute Refresh Show Export Query | Import Query | Clear Current Session Configuration | About BigFix
Definition | Definition ' Query Wizard ' Generated Query ' Relevance Code | Definitions Definitions Sheet Relevance Editor Connector
BigFix Connector

| Al - (‘ I J BES Computers

[ 4 A | B c —— E F G —r—
. BES Computers
2 Generated by: bfadmin 8 columns
3 |Tuesday, 29 March 2011 10:43 AM 4 rows
4 Computer Name IP Address [~los [+|rAM [~ ] Active Directory OU [+]cpu [+ Total Size of System Drive [~ |BI0S [~
5 [DC1 192.168.32.11 Win2003 5.2.3790 640 MB OU=Domain Controllers,DC=remlab,DC=local 2500 MHz Core 2 Duc 40950 MB 0g8/18/09
6 | IBM-SRLLASDLLIM §9.185.188.232%0a192.168.32.1%0a192 168.26.1 Win7 6.1.7600 2096 MB <none> 2500 MHz Core 2 Duc 238473 MB 05/27/10
7 [Ms1 192.168.32.21 Win2003 5.2.3790 1568 MB CN=Computers,DC=remlab,DC=local 2500 MHz Core 2 Duo 40950 MB 12/31/09
2 (W51 192.168.32.31 WinXP 5.1.2600 512 MB <nonex 2500 MHz Core 2 Duo 30707 MB 12/31/09




Case study
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Real Customer Case Study

Miami-Dade County Public Schools
— 345,000 pupils
— 22,000 teachers
— Over 400 schools and administrative sites
— 4t |argest school system in the U.S. |
— 100,000 computers supporting class-rooms and administrative functions.
— Power costs to run these facilities in the millions of dollars

= Business Challenges & Requirements
— To find creative ways to save tax payers money was a key priority.
— Need for a flexible conservation program to accommodate their diverse user community.
— Maximise conservation with impeding systems maintenance or health
— Remote power on capability critical for emergency security updates/patches.
— Scalability — system must handle 100,000 endpoints

— Flexibility was critical to support varying student curricula (day & night schools), faculty and
administrative programs, test labs etc.

— Ability to flag computers that should never be powered off.

" Result
— Initial estimates (based on power data collected by TEM) indicated a potential power saving of \ l

USDS2.1M dollars. However after full implementation of BigFix PM controls, the actual savings

were....... \ ‘.
$USD4.2M dollars per annum ‘.I




Real World Case Study - Before TEM Power Management ol

Wiork hours in & day: lg_ Computers with Systermn Standby enabled: 13207 of 89513 - 14%
Electricity Cost: IT IW Wanitars with Power Management enabled: 74764 of B9513 - 83%
Digplay estimated pawer cost: v Hard drives with Power Management enabled: 20827 of 89513 - 23%
' Display Power Usage o Display (0, Emissians Awerage computer powered-on time per day: 20046:00 - ({87% of a day)
Update |
Winirnurmn Power © Full Pameer
Consumption2 Consumpti0n3

Current Power Usage
(35th percentile)

| 4,616,550 kWh

($461,655)
2,468,811 Kih 8,675,091 kith
{§246,881) {$867,509)

Monthly Potential 214,774 (47%0)

Additional Information

Aggregate Statistics

Powered-on Computers
{Tue Sep 25 04:00:00 EDT 2007 - Tue Oct 2 04:00:00 EDT 2007)

ILast 7 Days 'l
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Real World Case Study — After TEM Power Management

n
I"I
]|
|||

Monthly Power Consumption

Work hours in a day: |g_ Computers with System Standby enabled: 13794 of 90497 - 15%

Electricity Cost: IT Im Ionitors with Power Management enabled: f3a of 90497 - B3%

Digplay estimated power cost: v Hard drives with Power Management enabled:
& Display Power Usage Lo Display CO, Emissions Average computer powered-on time per day: 02:04:00 - (38% of a day)

Update |

Minimurn Power

Consumptmn2
Current Power Usage
{0th percentile)

2,451,ﬂ19 KWh

Full Power

Realizing Savings of 26 million kWh per year [aReesEs

($245,112)
2,438,714 kKiWh 8,812,968 KWh
(5243,871) ($881,297)

Monthly Potential Power Savings!: 12,405 kwh : $1,241 (1%40)

Additional Information

Aggregate Statistics

Powered-on Computers
(Mon Oct 8 20:00:00 EDT 2007 - Wed Nov 7 19:00:00 EST 2007)
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Miami-Dade County Public Schools i

“These $4.2M savings [from Tivoli Endpoint Manager
Power Management]| are impressive, but they are just
the beginning.” --Tom Sims, Director of Network Systems




To find out more about how IBM's Tivoli solutions
can help your organisation contact IBM via:

Phone: 1800 557 343
Email: im@aul.ibm.com
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Trademarks and Disclaimers i

= The customer examples described are presented as illustrations of how those customers have used IBM products and
the results they may have achieved. Actual environmental costs and performance characteristics may vary by customer.

* Information concerning non-IBM products was obtained from a supplier of these products, published announcement
material, or other publicly available sources and does not constitute an endorsement of such products by IBM. Sources
for non-IBM list prices and performance numbers are taken from publicly available information, including vendor
announcements and vendor worldwide homepages. IBM has not tested these products and cannot confirm the accuracy
of performance, capability, or any other claims related to non-IBM products. Questions on the capability of non-IBM
products should be addressed to the supplier of those products.

= All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and
represent goals and objectives only.

= Some information addresses anticipated future capabilities. Such information is not intended as a definitive statement of
a commitment to specific levels of performance, function or delivery schedules with respect to any future products. Such
commitments are only made in IBM product announcements. The information is presented here to communicate IBM's
current investment and development activities as a good faith effort to help with our customers' future planning.

= Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment.
The actual throughput or performance that any user will experience will vary depending upon considerations such as the
amount of multiprogramming in the user's job stream, the 1/O configuration, the storage configuration, and the workload
processed. Therefore, no assurance can be given that an individual user will achieve throughput or performance
improvements equivalent to the ratios stated here.

= Prices are suggested U.S. list prices and are subject to change without notice. Starting price may not include a hard
drive, operating system or other features. Contact your IBM representative or Business Partner for the most current I
pricing in your geography. \

= Photographs shown may be engineering prototypes. Changes may be incorporated in production models.

= © IBM Corporation 1994-2011. All rights reserved. \ ‘.

= References in this document to IBM products or services do not imply that IBM intends to make them available in every ‘.I
country.




