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PART ONE —the headlines

Why you came today
Sensationalism — ‘hackers’ at work!

* Does happen — potentially high profile — headline grabbing
« But not very often, and often kept as quiet as possible

It's the ‘smaller’ ones that happen day to day are the real

concerns
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What's it all about?

 SPECIAL, SPECIAL, SPECIAL...

e Q: Privilege Escalation — how do they do it?

RACF Release Timeline

September, 1976, Version 1 Release 1
eUser identification/verification
eData set authorization checking
eJournaling
«UT100, UT200, BLKUPD

July, 1977 Version 1 Release 2
¢TAPE and DASD Volume protection
eDynamic control of RACF options (SETROPTS)
eIn-storage index blocks

July, 1978 Version 1 Release 3
eGeneral resources
eIn-storage profiles
eReport Writer (9/80)

November, 1981 Version 1 Release 4
ePassword processing support
esList-of-groups

*RACF data manager interface (ICHEINTY)

* A: the standard methods — just like any other system...
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Standard Methods:

e From outside:
* Enumeration
* Fingerprinting
* Vulnerability scanning
* Pen-test
e Trojan
 From inside:
« Accident
« Malicious
* Privileged users/administrators
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Standard Responses:

e From outside:
e But it’'s a mainframe — no way: Enumeration
* So what — how does this help them?: Fingerprinting
« But this is only relevant for users: Vulnerability scanning
| trust all my users: Pen-test
* How exactly?: Trojan
 From inside:
« We all know this happens: Accident
 We don't like to think this happens: Malicious

* We really hope this never happens (to us): Privileged
users/administrators
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How about an example?

e Simplest method — Trojan Horse technique:
« Attack Vectors include:
» Cataloged Procedure datasets
* Logon CLISTs and REXX execs
« Any scripts regularly run by privileged users
e Mitigation:
* Know the datasets vulnerable to this technique
* Audit these at the necessary access level

* Most important — least often performed: Review these
Audit Reports!

 Monitor in real-time
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More technical examples

 The SVC that didn’t play nicely:
* Doesn’t validate either its caller, and/or and target data
area properly
« Can be called by anyone with BAS skills — even ‘script
kiddies’ could get relevant code in theory

* Used by professional z/OS Pen-testers
« Almost always a method to get SPECIAL this way

 The ‘magic SVC’ installed for ‘maintenance/emergency’ use
* There really is no justification for these nowadays
 If you really must — then make sure it's internally protected

* And audit/report on this protection as a priority
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But it doesn’t have to be that technical

« Seemingly minor administrative actions may cumulatively
iIntroduce a serious exposure — Group Special example

SYS1

[

L

>

SYs1

[
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IBMUSER SYS2 USERS IBMUSER SYS2 USERS
(owns SYS1)
[ 1 [ ]
Defau |t RACF BRANCH IT RACFADM Ch an g e SYSl BRANCH IT RACFADM
OWFI el' (owns SYS1)
| I
[ | [
SYS1 SYs1
{ i ] - : { x \
IBMUSER SYS2 USERS IBMUSER SYSs2 USERS
—  —1 — 1
SYSl BRANCH IT RACFADM BRANCH IT
‘orphaned’ re-created
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The simplest mistake

« READ access to RACF or an exact database copy:
« Offline brute force attack

USERID

DATA

DES Encryption Encrypted result
ssssss

List of Userids from the
RACF database

Encrypted result
DES Encryption
process (above) Does it match the value
above?

Dictionary of prospective
passwords
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Three avenues for total control of z/OS

« SPECIAL
« Gimme SPECIAL — Gimme your system... :->

* APF authorisation
« Update to AFP plus BAS skills is enough — but now you

can also download programs that extract passwords from

RACF

« Copy of RACF database
* Brute force offline — opens up both above attacks
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What to do next?

e Our ‘hacker’:

e Trojan — walit until | have SPECIAL,; he, he, he...

« SVC attack — get SPECIAL temporarily, grant permanently

* Group Scope issues — reset a SPECIAL users password

« Sensitive data in general — discover passwords and config
* Our z/OS security and sysprogs:

« Trojan — separate logon procs etc for SPECIALS etc

« SVC attacks — technical z/OS audit and reporting

e Group Scope issues — control RACF commands

« Sensitive data in general — data and user classification...
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PART TWO —the real world issues

e Data exposures
* Accidental damage/system errors
« Administrator mistakes

e Security ‘not important’ — must deliver application service no
matter what the cost...
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Data scrubbing and job routing example

« Data from production used in test and development jobs
« User able to specify the output class for jobs
» Test system configured to route work to prod if specified

« User submitted test job, routed to prod system, specifying
auto-mailer output class.

« Job printed real customer names/addresses, false statement
balances, and was automatically sent to Australia Post

* |IT executives spend evening in Aussie Post mail sorting room
emptying sacks of mail — you don’t want that...
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Accidental damage example
System SPECIAL and AUDITOR activates full SMF auditing

for all access
« System immediately fills SMF datasets

 Then buffers,
 Then halts.

* The privileged user again
« Did they really need that privilege at the time?
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More Accidental damage

System OPERATIONS
e Should be entirely unnecessary in modern systems

 If you must retain it — audit it and control the access with
RACF

* Never on personal userids
» Move towards STGADMIN RACF control
Falls into the ‘too much access’ bucket

IT Sec 101: ‘need to know’
Segregation of authorities is vital...
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Administrator error damage example

e System Admin deleted all FTP related userids — oops
* Major international bank — all FTP with mainframe down
* Real problem:

« Easy to recreate the userids and access

* Hard to restore the passwords to hard coded values

* Lucky iIn this case — had software that would fix this
« Zero outage — corrected before problem was noticed
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Delivery over security example

e Batch userids with security administration rights

« Combined with RACF SURROGAT access to these userids
by all support staff

* Overall — over 400 staff with the ability to readily *hack’
« Large Aussie finance company

« Support staff respond: “We need this access”...

« Security admin: “All of it?! Full security admin rights as
well! For everyone?”
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More Delivery over security

« Major system replacement developed in isolated Ipar

« Shortly before production implementation
* RACF differences discovered

« 3 month, high risk/profile project to rectify
* hundreds of thousands of RACF commands issued

* Really a project management and IT governance issue
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What to do next?

 Data exposures

« Use real/near-time auditing and monitoring to improve
security implementation

* Accidental damage/system errors
« Segregate the ‘killer access/privileges

e Administrator mistakes
 See above + automated controls

e Security ‘not important’ — must deliver application service — no
matter what the cost...

* Business and App Dev governance
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Privacy and confidentiality

« Data classification
» Classify your data — somehow!
* Role based user access systems
« Classify your users — provisioning

 Then you can have an ‘access matrix’ — users vs data
* On which you can now implement — Auditing and Monitoring

* Auditing — once every few months
* Monitoring — real time
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PART THREE — a word from our sponsors

Tivoli
I5ecure

ISecure

I5ecure
Command
Veritier

zSecure
CICS™ Toolkil

Tivoli z5ecure
Manager
lor RACGF z/VM

*Ako avallable for ACFZ™ and Top Secral®
**Ak0 avallable tor ACF2
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Introductlon A bit of Consul history

1987 Collect program IOCONFIG version 1 (now zSecure Collect)

* Collects system snapshot in IOCONFIG file (hnow CKFREEZE)
1989 Consul enters security market with Consul/RACF (now Admin)
« CARLa command language (somewhat like SAS)

1993 Consul/RACF 1.3.0, introduction of Consul/Audit

* Fully integrated with Consul/RACF from the start

1994 Consul/RACF 1.4.0, introduction of CNGRACF component (now
CKGRACF)

1996 Consul/Command Verification Option for RACF (now Command Verifier)
1998 Consul/RACF+Audit 2.3.0, introduction of Consul/Audit for ACF2

1998 Consul/RACF Administrator for Windows 1.1 (now Visual)

* Windows front-end to Consul/RACF

* Client/server communication shared with Consul/Enterprise (now TCIM)
1999 Consul acquires Palace Guard Software, CICS/RACF Toolkit 3.10

1999 Consul/Enterprise Audit 2.1 ships OS/390 event source (now TCIM
Enabler for z/OS)
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' Introduction — Consul zSecure Suite

¢ 2001 The z/OS era: zSecure name introduced for existing products

* Version numbers follow z/OS (as Collect had already done for OS/390 for
some time)

¢ 2001 Consul/zAdmin+zAudit 1.1.0, together called Consul/zSecure
e 2001 Consul/zVisual 1.1.0
e 2002 Consul/zLock 1.1.0 (née Command Verification Option)
¢ 2002 Consul/zToolkit 1.2.0
« 2003 Version 1.4.5, introduction of Consul/zAlert
» Alert Address Space does the real-time monitoring
* Invokes CARLa engine to format and send alerts
« 2005 Version 1.6.0, introduction of Consul zAudit TSS
* Top Secret support mostly consists of SMF and Audit Tracking File support

* Product names now without “/”, and “InSight” inserted before zAudit, zAlert,
zLock

» 2007 Version 1.8.0, introduction of Consul zAlert ACF2
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Since IBM
e 2007 The Tivoli era: IBM ramps up development and
Integration
« Compare Users/Groups function
* RACF offline
e CICS SMF type 110 support
* More z/OS IP Comms Server support
 DB2 Trace support
 Tivoli suite integration

« Demonstrates tighter integration into z/OS development
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Command

zS5ecure RACF USER overview

===

l s elapsed, 0.0 s CPU

Users like ZPx

User
ZPUOB
ZPUDB
ZPUO
ZPUOB
ZPUOB
ZPUOB
ZPUO
ZPUDB
ZPUO
ZPUOB
ZPUOB
ZPUOB
ZPUO
ZPUO
ZPUO
ZPUD
ZPUO
ZPUO
ZPUO

01
04
03
04
05
06
07
08
08
B
12
13
14
15
16
17
18
149
31

Complex
MVST
MVST
MVST
MVST
MVST
MVST
MVST
MVST
MVST
MVST
MVST
MVST
MVST
MVST
MVST
MVST
MVST
MVST
MVST

Name
BANKING

Scroll===>» CSR

6 Apr 2007 15:45

DfltGrp
ZPDEPT31

Owner
ZPDEPTZ31

>

BANKING

ZPDEPT31

ZPDEPT31

BANKING

ZPDEPT31

ZPDEPT31

BANKING

ZPDEPT31

ZPDEPT31

BANKING

ZPDEPT31

ZPDEPT31

BANKING

ZPDEPT31

ZPDEPT31

BANKING

cPREPT I

PREPTE]1

BANKING

ZPDEPT31

ZPDEPT31

BANKING

ZPDEPT31

ZPDEPT31

HR USER

ZPDEPT32

ZPDEPT32

HR USER

ZPDEPT32

ZPDEPT32

HR USER

ZPDEPT32

ZPDEPT32

HR USER

ZPDEPT32

ZPDEPT32

HR USER

ZPDEPT32

ZPDEPT32

HR USER

ZPDEPT32

ZPDEPT32

HR USER

ZPDEPT32

ZPDEPT32

HR USER

8

ZPDEPT32

ZPDEPT32

HR AUDITOR

ZPDEPT32

ZPDEPT32

1T SPECIALEST ‘1

ZPDEPT33

ZPDEPT33

p- i e Sl ol il e i i A i i i R G ol Sl
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zSecure Visual

Flz Edt View MNavigate Action Maintenance Window Help

1%].3] 3 o[ (5| & Ol &l 5|5 |5/ 25|

| Group tree

B ovst Users * (B6)

B CELDARGP
. B E:?fgs § SHCO00G STUDENT UK CONTEST SMCGRP SMCGRP 120 7032007 21032007 06112006
= pEaeT § smconts STUDENT UK CONTEST SMCGRP SMCGRP Rievaked Esgied 120 1012008 06-11-2006
SMCO017 STUDENT UK CONTEST SMCGRP SMCGRP Fievoked Espied 120 23112008 15112008 21-10-2008
B DB2RE
SMCO032 STUDENT UK CONTEST SMCGRP SMCGRP Rievaked Esgied 120 09122006 15112008 09-11-2008
8 DCEGRP
SMCO045 STUDENT UK COMTEST SMCGRP SMCGRP Rievaked Expied 120 22112006 15112008 06-11-2008
B DFsGRP
. SMCO052 STUDENT UK CONTEST SMCGRP SMCGRP Rievaked Esgied 120 122006 15112008 06-11-2006
B DRLERP
B IMWER | smcooss STUDENT UK CONTEST SMCGRP SMCGRP Fievaked Espied 120 D1-012007 144122008 0911-2006
LICADM SMCO070 STUDENT LK CONTEST SMCGRP SMCOGRP Fievoked Espired 120 12122006 15112008 06-11-2008
B
B LOTUSGRP § smconsz STUDENT UK CONTEST SMCGRP SMCGRP Rievaked Esgied 120 04122006 15112008 06-11-2008
+- 8 METVGRP § smconas STUDENT UK CONTEST SMCGRP Fievaked Expired 120 1012008 06-11-2008
B OMvSGRP STUDEN ed
B SMCGRP § sMcoose sTopen] Schedles Revoked Expied 120 1512006 15112006 06-11-2008
B sMP B sMConz STUDEN|  Connects Fevoked Expired 120 119112006
[ SMPE | smMcois STUDEN)  Permrits Fievoked Expied 120 1012006 0912005
B SUPPORT B sMcozo STUDEN Scape Fievoked Expired 120 10-11-2006 06112008
= g:ﬁiuon § shcoias STUDEN Revoked Expied 120 10-1-2006 06112006
N | or b owm gome s muax S
CONSULGR
] SMCITT srupey  Enforce creation of datasetprofle jycpan Revoked Expied 120 10112008 0311-2006
B 5vsCTLG
T § suconre STUDEN|  Add Segment... MCGRP Fievoked Espired 120 10-1-2008 06-11-2008
B UseriDs § smcozss STUDEN|  Delete MCGRP Rievaked Esgied 120 122006 15112008 06-11-2008
§ smcozao STUDEN) o MCGRP Fievaked Expired 120 122006 21112008 06-11:2008
§ smcozm STUDEM - MCGRP Revoked Expred 120 24-12-200F___18-11-210F [1F-11-21]
§ smcozr sTUpEN|  Set Password... MCGRP Rievoked Expired 120
§ smco2ae STUDEN Connect,.. MCGRP Revaked Ewpired 120 0
| smcoaos STUDEN|  gooments MCGRP Fevaked Expired 120 Dlass: [User =]
§ smcoag STUDEN N MCGRP Fievoked Espied 120 :
§ sMcomz sTupen|  Properties MCGRP Revaked Expired 120 feawh B0 [T __($ ik
2= _cveoonc § sMcoms STUDENT UK COMTEST SMCGRP SMOGRP Revoked Expired 120
P | shcoazs STUDENT UK CONTEST SMCGRP SMCGRP Rievaked Esgied 120 <hdvanced
“xiPermits of SME00SE IS TIEIRE:] STUDENT UK CONTEST SMCGRP SMCGRP Fievaked Espied 120 .
Hame: test
Class Profile | ProfType | Access | ‘when ‘ Udco | Warmngl Erase | Audits ‘ AuditF | ACL counll Oner | oones
AFFL 5 SME0gE Diccrate  Rioad Mane Read 2 svsl et e
Dataset ﬁ SMCO096. Genelic  Owner Maone Read 1 SMCO09%6 Owner:
JESSPOOL 5 TSTMVS 0T 5TC.SMC0036 = Generic At Nane Flesd 5 551 Dt Grous
MEADMIN 55 MO0 AUEUE SMCO0g6 Generic At Nane Read 3 551 Bk
MAGUELE ﬁ M O01.5MC0096. Generic  Aler MNone Read 3 S5t Hevoke status fiy =
OPERCMDS 5 MG CANCELSTC SMCO%6 Generic  Update Nane Read 5 551 pra— S E—
OFERCMDS @ MYS CANCEL TSLLSMCO0%E Discrete  Update Nane Fead 2 BABEYS =
OPERCMDS & MG START.STC.SMCO0% Discrete  Update Nane Read 5 g5 Segment: by -
OFERCMDS &5 MYS START STCWEBSS Discrete  Update Nane Fead 2 BABEYS
OPERCMDS g MVS.STOP.STC.SMCO0SS Discrele  Update Mone Fieed 5 sy Baneel
OPERCMDS B MVS STOR STCWERSO% Discrete  Update None Read 2 BABEYS
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zSecure Alert

@) Alert: Information access by SPROGJOE on FINANCE data set SHIPPING. VOLUME. MONTHLY - Lotus Notes

C2POLICE at DINO To
<c2p . PZ00860&@consul.nl>

15-10-2006 00:46

Please respond to
<security@shipping.co
m>

Data Security <Datazseci@zhipping.com>

Fle Edt View Creats Actons Text Help
CRHE TS5 Bl B || Defot SansSerit_ ~| 10~ When your mainframe data is crucial enough
Address hitp://searchdatacenter techtargst com/tip/0, 283483, sid80_gci1 24363100, himl?t that you need to know real-time
| Alerting AND Action!
W 5 Warkspace | & Fob van Hoboken - z8lert 3¢ @.ﬂ'«lert Infomnation access by... Sen d WTO to '[I‘I g g er AU'[O m a.ted Op el‘atIO ns

Issue commands autonomously

Alert: Information accesz by SPROGJOE on FINAMCE data et SHIPPIMNG.
WOLLUIRE PACRTHLY

FINAMNCE data set successfully read

gegagy %@@@

Alert: Information access by SPROGIOE on FINAMNCE data set SHIPPING. WOLTUHME. MONTHLY

Alert id 4101

Date and time 1E0ectZ006 0O0:-4E5:Z27 .60

Data set SHIFPING. VOLUME . MONTHLY

Aocess DREAD

User SPROGICE JOE EMNOWS IT ALL SYSPROG
Resulc Suaccess

Job name COPYDEW

System ID LINO

Body of message

Intagged - a| w2 | |Office
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Dashboard Options Tivoll. Securlty Op
Visuals Window Help

] PowerGrid

Liecl SPECIAL command - SPECIAL authority 17 (UDP) | 0.0.0.0 |0.0.0.0 | 0 0 DEVICE SUFFORT |
Cess using SECURITY by user without SECUR | 33 | 33 | 17 {(UDF) | 0.0.0.0 | 0.0.0.0 | 0 0 DEVICE SUPFORT | | A
a set access using READALL by user withou | 33 | 33 | 17 (UDF) | 0.0.0.0 [ 0.0.0.0 | 0 0 | DEVICE SUPFORT | | A

IBMUSER accessed data set with OPERATIC 23 33 17 (UDF) 0.0.0.0 O

il Event #5043729343401951233
e e T T Ol o B G U F gt e Sl B

] ] | | EAM Time
Ata set access using NOM-CMCL by user wit 33 33 17 (UDF)  0.0.0.0 Time this event was received by the EAM (according 2007-03-19 20:05:49
= v x ’ : | tothe EAM's clock).

Sensor Time

Time the sensor detected this event (according to 2007-03-19 20:05:49
the sensor's clock).

Sensor Name

[
%]

Name of the Sensor that reported this event. SRS

Sensor Type

Type of Sensor that reported this event. Zhiert A
Protocol 17

Profocol number of the event.

Source [P

Source address of this event. At

Destination IP 0,000

Destination address of this event. i

Source Port 0

Source port of this event.

Destination Port 0

Destination port of this event.

Evenilype NON OPERATIONS USED OPERATIONS -
Type of event.

Event Class

Class of event i
User Name
User name.

User Context
1 t User contesdt.
non OperationsUsed Operations: "eventintegral = Alert: non-OPERATIONS user IBMUSER accessed data

Info st with OPERATIONS - .." "eventWhen = 2003-1-23.11:45:39.3.+1:0" "onWhatDSMAME =
SOME.DATASET" "onWhatALLOWED = READ" "onWhatINTENT = CONTROL" "whoUSERID =
IBMUSER" "whoMAME = T.Q.B.F.J.0T.L DOG" "whatDESC = WARNING" "whatlOBNAME = RACF"
"where5YSTEM = DING" -

T.QBEF.LOTL DDG

DIND

Additional information associated with this event

! Done
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zSecure integration with TCIM

B e & A O W & &% rous
—————
Dashboard  Trends  Reports Regulabons  Pobey Groups  Dhstnbuion  Setiings
EPRORADE T
Compliance Dashboard
LAl
Database AGGRDE on Server EPRORADE enaam
Erderprise Guarnsoe Settings Tremd graphic Saltings
Ewants by lop swant count by "Whe” and "on What frem May 18, 2007 4l May 22, 2007 Parcantage of Policy Excaplions from May 18, 2007 §ill Way 22, 2007
on What () ¢ 100
Finance high S i
| [ B0
Finance kw b o F— g
Cliesn data b o - 4 4 o o &0
HR data +—d w9 40 rli
Slr!tmm. mn i J | 0 J m-_"_F\H“—J_Id_’__’IJ_L
oty —g—o—o—G—v—— 3} o
s e e . s Y e a My PEPOTTS  Add saniem raparnt l-eum r.:u-u -u-u-r: ’ ' ' '
LIS e—
Type  Toiw F— o
j’ B s e RS e ———— - |
n [ —— Surrw sl e ey fopes
5 B -
| ¥ Database Overview - nl ¥ 2Z/0S reports i
—_—— Hame: Sedf ALt i
| Status:  Datsbacs loaded successiuby It Typ& Title
_J |Loading  Sun May 13 2007 20000:53 GMT+02 00 E- s
o date: —=] e in
TR Condent: 19216858133 (nSightPortal), NSIGHTTEST gnsight, 1 O E ] Privileged user access | 4
RESIGHTTESTRNSIGHTTEST (Windows) ot |
4 Tipm = : oty
HI.IDI'I:II‘Ib San Wy 13 2007 1505837 GMT 000 s ;E %r’ﬂlﬁg mode 5
ster S Jar O 2000 0100 00 GMT-+01:00 B At = it i Expomare oy Pramty x
picy: m Pk ity Lol o s e i
n Frwsl B LT S I L
n ¥ il L e, e LT o il gt e 0 i T ¢ T
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zSecure Audit

Audit concern overview by

Command

Pri
Fat)
60
60
GO
48
45
45
45
45
45
45
45
44
44
44
44
44
35
23
23
22
20
20
20
20
19
16
16

priority (higher priorities only)

— e v

Line 1 of 8407
S5croll===> CS5R

Complex

RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM
RBODPRIM

Syst

RBOT
REOT
REOT
RBOT
RBOT
RBOT
RBOT
REOT
REBOT
RBOT
RBOT
RBOT
RBOT
REOT
REOT
RBOT
RBOT
RBOT
RBOT
REOT
REOT
RBOT

Area
SENP
SENP
SENP
SENP
TRUS
TRUS
TRUS
TRUS
TRUS
TRUS
TRUS
TRUS
TRUS
TRUS
TRUS
TRUS
TRUS
SETR
CLAS
CLAS
CLAS
CLAS
CLAS
SETR
SETR
CLAS
RACF
RACF

Key
SYS1 . oxx

ICFCAT . x . ®xx
SYSPROG. % . %
TIVOLT . % . %=

RPN

PROTECTAL N

APPCSERY
VTAMAPPL
DEVICES
DATASET
TEMPDSHN

OPERAUDIT N

TAPEVOL
OPERCHMDS
CB.*x. %
CB.x=x

22 0ct 2007 11:59
Audit concern
Mo read audit,
Unprotected
Unprotected
Unprotected
Superuser authority, can do
Contains readable passwords
Contains readable passwords
Contains readable passwords
Contains readable passwords
Contains readable passwords
Contains readable passwords and other con
Contains readable passwords and other con
Dictionary or brute force password attack
JES spool may contain readable passwords
May contain readable passwords, even outs
May contain readable passwords, even outs
UADS may contain non-RACF defined TS0 use
The security system is not even invoked f
Mo protection against hackers masqueradin
No protection against hackers masqueradin
Devices like ESCON directors, FEPs, local
Profile changes in class are not audited,
Temporary datasets resident after failure
OPERATIONS activity undetectable
Hacker can read/write any tape dataset by
Profile changes in class are not audited
Verify why UACC>=UPDATE, Generic chars in
Verify why UACC>=UPDATE, Generic chars in

No update audit, UACC too

anything in U
and other con
and other con
and other con
and other con
and other con
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zSecure CICS Toolkit

Web
application

z/0S system

Web
browser
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zSecure Command Verifier
« Complete control over all RACF commands (similar to TAMOS)
« Control over command execution
« Enforces installation standards
« Naming Conventions
» Defaults for missing values
» Mandatory values You,
« Access Level Standards &
* Elevation of Authority not allowed
« group special may not pass along attributes
 Prevent changes to Access Control Lists EF .
 Prevent use of keywords (Trusted, Privileged)
* Prevent changes to RACF settings (SETROPTS)
e Optional logging to SMF
« Optional audit trail in RACF profiles
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PART FOUR — Q&A

e Some resources for further information
e WWW.lbmsystemsmaag.com

. http://www.ibmsystemsmag.com/mainframe/julyauqustO5/tipstechniques/9785pl.aspx?ht=
. http://www.ibmsystemsmag.com/mainframe/marchapril07/tipstechniques/12532pl.aspx?ht=

* Tivoli zSecure software, education and support

. http://www-306.ibm.com/software/tivoli/sw-atoz/indexZ.html
. http://www-306.ibm.com/software/tivoli/education/edu prd.html#Z
. http://www-306.ibm.com/software/sysmgmt/products/support/IBMTivolizSecureSuite.html

« RACF User Group online — RACF-L

. http://listserv.uga.edu/archives/racf-l.html
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