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Outline
Introduction to cloud computing

Security in the cloud - what are the risks
now and in the future?

Guide to implementing a secure cloud
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Introduction to
Cloud Computing
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Cloud: Consumption & Delivery Models Optimized by
Workload

«“Cloud” is a new consumption and delivery
model inspired by consumer Internet services.

Enabled by
» Pooling and virtualization of resources
= Automation of service management
= Standardization of workloads

Cloud Services

*Cloud enables:
» Self-service
= Sourcing options
= Flexible payment models
» Economies-of-scale

Cloud Computing
Model

*“Cloud” represents:

» The industrialization of delivery for
IT supported services
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Attributes and Benefits of Cloud Computing

VIRTUALIZATION

STANDARDIZATION

Advanced virtualization

IT resources can be shared
between many applications.
Applications can run virtually
anywhere.

Providing more efficient utilization
of IT resources.

Reducing hardware cost through
economy of scale

Automated provisioning

IT resources are rapidly
provisioned or de-provisioned
on demand.

Reducing IT cycle time (real-time
provisioning) and management
cost

Elastic scaling

IT environments scale down
and up by large factors as the
need changes.

Optimizing IT resources utilization
Increasing flexibility

Service catalog ordering

Defined environments can be
ordered from a catalog.

Enabling self-service, consumer
concerns are abstracted from
provider concerns through service
interfaces

Metering and billing
Flexible pricing

Services are tracked with
usage metrics to enable
multiple payment models.

Improving cost transparency

Offering more flexible pricing
schemes

Internet Access

Services are delivered
through use of Internet.

Access anywhere, anytime
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Cloud Computing Delivery Models

Private ... _ Public ...

* Access limited to enterprise “Cloud * Access open to everybody,
and its partner network Services subject to subscription

 Dedicated resources » Shared resources

* Single tenant Cloud * Multiple tenants

* Drives efficiency, Computing * Delivers select set of
standardization and best Model standardized business
practices while retaining process, application and/or
greater customization and infrastructure services on a

control Hybrid flexible price per use basis

* Might be managed or hosted « Private infrastructure * Always managed and
by third party integrated with public cloud hosted by 3 party
Cus_torr)i.zation,. gfﬁciency, Standardization, capital
availability, resiliency, preservation, flexibility and
security and privacy ... time to deploy
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How far has your organisation progressed In
Cloud Computing?

* A) No progress
 B) Implementing a Private Cloud
 C) Implementing a Public Cloud

D) Implementing both Private and Public Clouds

Text 0427 007 573

Meet the people who can help
advance your infrastructure

PulseANZ20107% 5



Tuesday 11 May 2010

HNANCIAL REVIEW

Edited by: psmith@afr.com.au

Westpac cautious on cloud computing

Jidian Bajkowski

jf estpac chief

¥ information officer
Bob McKinnon has
revealed the bank is
ugoressively pursuing
the adoptlon of cloud conputing
technology in preparation for the
end of its decade-long outsourcing
contract with IBM, but future
suppliers will be forced to provide
any new services to the bank from
within Australia.

Mr McKinnon told The
Australian Fingneial Review that,
owing to security concerns, the
institution would require that all
customer data that could be handled
or processed by external parties
would need to remain onshore, the
strongest statement on the issue of
data sovereignty {0 date by a local
institution.

“Customer data is very sensitive
and the last thing people want is
their data turning up in a different
jurisdiction whete there may ot may
not be the same amount of controls
around [data security that exist in
Aaustralia],” Mr McKinnon said,
“Offshore you lose control of that.
We fzel we are in a much better
position to protect both cur data
and our customers’ data if it’s in our
own secure perimeter.”

Mr McKinnon’s tough stand on
data security is likely to act as a
reference point for local institutions
as they look for ways to cut costs by

A 1 y

Bob McKinnan: “We are in a mizch better position to protect our date if ifs in opr own secure perimeter’ Fhoto: KOS HOMER

upgrading legacy technology
systems.

Westpac is heading into the final
leg of negotiations with suppliers
over how it will buy future
computing infrastructure services to
replace one of the three biggest
outsouzeing deals vet struck in
Australia.

The break-up of the $4.3 billion
IBM contract is regarded as a
poiential catalyst for Westpac to
drive big efficiencies over and above
those set out under its $700 millien
integration plan with St George,

1 1.1,

which has already resulied in the
rationalisation of general ledger and
human resources applications,

Cloud computing allows
‘businesses to buy their processing
power on-demand on a pricing
regime similar to utility services
such as power and water.

The technelogy’s primary appeal
is that it dramatically lifts
infrastructure capacity utilisation
and allows far greater flexibility in
allecating resources while shedding
the high capital cost of running
systems in-house,

Mr McKinnon said a similar
flexibility to that offered by offshore
cloud suppliers could be obtained by
applying the same virtualisution
technology to locally rizn machines.

“When we lock at cloud
computing, we look at it as an
opportunity for ns to get better
value out of virtualisation
technology, bt in our own private
way,” Mr McKinnon said. “We've
got the scale as an organisation to
build private clouds.”

However, he cautioned that big
enterprise application vendors wonld

i1

KEY POI :

W Westpac will reguire that all
custamer data handled by third
parties stays onshore,

B |t sees opportunities in cloud
computing but has the capacity to
huild private clouds’.

move to a software-as-service model
soon, “There is no way we could buy
most of the things we need to run
our bank as a service from
somehody else,” Mr McKinnon said.

In its interim results presentation
last week, Westpac said it was on
track with seven out of 13 key
technology projects in a bank-wide
systems overhaul it claims will put it
on par with rival Commonwealth
Bank of Australia.

Among projects on the boil are
moves to modernise its core
payments infrastructure by building
a new platfortn for card origination
and servicing. Enterprise payment
systems are also being consolidated
onto & single platform for clearing,
settlemnents and automatic teller and
Eftpos switching.

Westpac's financial statements list
the migration of key “products and
accounis” onto the Hogan core
banking ptatform as in “preliminary
planning” but note that the move
will see 19 other systems shut down.

The migration to the Hogan
system “will enable real time
barking for Westpac”, the notes said.

1 1




Workloads Most Considered for Cloud

Delivery

» Audio/video/Web conferencing

= Service help desk

» Infrastructure for training and demonstration
= WAN capacity and VolP infrastructure

» Desktop

» Test environment infrastructure

= Storage

» Data center network capacity

= Server

Source: IBM Market Insights, Cloud Computing Research, July 2009. n=1,090
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Data mining, text mining, or other analytics
Security

Data warehouses or data marts

Business continuity and disaster recovery
Long-term data archiving/preservation
Transactional databases

Industry-specific applications

ERP applications
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So, what are the different Cloud Computing

models?

BPaaS

Business Process as a Service

N
SaaS

Software as a Service

EER)

Platform as a Service
[ |

EER)
Infrastructure as a Service

Public

PulseANZ 201075 §%
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What is multi-tenancy, and what are the security

IMPLICATIONS?

Middleware Level MT

_

APpllcatlon Level MT
P LN
E -

JVMMiddieware

OS Level MT

App Instance

JvMMiddieware

VM/Partition/OS
Hardware

VM Level MT

PuIseANZ2010“§'ﬁ

advance your infrastructure

Example: Database Multi-tenancy
Same Table, hidden Same DB, separate Same server, Separate DB servers
tenant ID field tables or schemas separate DB (instances)
Ty <

Tenant B

Tenant A
\- / TenantA Tenant1 Tenant2 Tenant3
TenantB | - / Jl Jl ﬁ Tenantl Tenant2  Tenant3
”E o |

ena
_* TenantC > DB server / virtual server
Meet the people who can help 11
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From a security point of view, what type of
multi-tenancy public approach would you be
most comfortable with?

A) Application Level

B) Middleware Level

C) Operating System Level

D) Virtual Server Level

Text 0427 007 573
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Information security is BOTH the responsibility
of the provider and the consumer

Who is responsible for security at the ... level?
Datacenter : Infrastructure | Middleware | Application: Process

Provider Consumer

Provider Consumer

Application-as-a-Service

SEVZE
Runtime

Web-2:0-Application
Runtime

Middleware

Development
Tooling

Database

Provider Consumer

Platform-as-a-Service

Data Center

Fabric SEERE

SEVETS Networking

Shared virtualized, dynamic provisioning

Provider Consumer

Infrastructure-as-a-Service
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Security In the cloud -
what are the risks now
and in the future?

P I 2 O ‘I O ﬁ 2 ) Meet the people who can help
u se ’ 3 advance your infrastructure



Simple Example
Today’s Data Center

We Have Control

It's located at X.

It's stored in server's Y, Z.
We have backups in place.
Our admins control access.
Our uptime is sufficient.
The auditors are happy.
Our security team is engaged.

PulseANZ 201075 §%

Tomorrow’s Public Cloud

Who Has Control?
Where is it located?
Where is it stored?

Who backs it up?

Who has access?

How resilient is it?

How do auditors observe?

How does our security
team engage?

Meet the people who can help
advance your infrastructure



h

Security Remains the Top Concern for Cloud
Adoption

80%

Of enterprises consider security
the #1 inhibitor to cloud adoptions

48%

Of enterprises are concerned
about the reliability of clouds

“How can we be assured that our data will
not be leaked and that the vendors have the
technology and the governance to control its
employees from stealing data?”

“Security is the biggest concern. | don'’t
worry much about the other “-ities” — reliability,
availability, etc.”

33%

Of respondents are concerned with
cloud interfering with their ability
to comply with regulations

“| prefer internal cloud to laaS. When the
service is kept internally, I am more
comfortable with the security that it offers.”

Source: Driving Profitable Growth Through Cloud Computing, IBM Study (conducted by Oliver Wyman)
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Specific Customer Concerns Related to Security

Protection of intellectual property and data 30%

Ability to enforce regulatory or contractual obligations 21%

Unauthorized use of data 15%
Confidentiality of data 12%
Availability of data 9%
Integrity of data 3%
Ability to test or audit a provider’s environment 6%
Other 390

Source: Deloitte Enterprise@Risk: Privacy and Data Protection Survey

PulseANZ2010°% ™.
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Categories of Cloud Computing Risks

Control Data
Many companies and governments Migrating workloads to a shared
are uncomfortable with the idea of network and compute infrastructure
their information located on increases the potential for
systems they do not control. unauthorized exposure.

Reliability
High availability will be a key concern.

IT departments will worry about a loss
of service should outages occur.

Compliance _

Complying with Security Management
regulations may prohibit the Even the simplest of tasks may be
use of clouds for some behind layers of abstraction or

applications. performed by someone else.

Pulse ANZ20107% §% s




- m—

What type of data would you be comfortable
sending to a public cloud?

A) Only public information

B) Organisational email and file backups

C) Personally Identifiable Information (PII)

D) Mission Critical

Text 0427 007 573
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TooBig
to Hack

To keep cyberspace
secure, must
gavernments
regulate mighty
Google?

the search giant Google
felt victim to hackers

in China, a tot of wild-syed
speculation began. Will
Google carry put its threat
to pull out of China® Could
Google, like Microsoft before
it, face crippling antitrust
lawsuits? Might the company
end up a semiregulated
public utility? And, given the
monapaly status of such a
utility, would Google guietly
enjoy such a future?

Probabily not, maybe, no,
and no, say cybersecurity
and antitrust experts,

it all began in fanuary,
when Google said it had
recanthy cetertard] harlbe

E ARLY THIS YEAR, when

digging into and getting the
source code far Google's
inteltectual property”

The problem goes far
beyond the Chinese market,
FPayne says. The hack
undercut the trust necessary
for the adoption of all of
Google’s apptications, notably
e-mait, word processing,
spreadsheets, and now
social networking, One large
financial service organization,
the narme of which Payne
dectined to provide, had
been planning o shift maore
of its IT infrastructure over
to Google apps. But “when
this [Google hack] happenad,
they immediately started
recvaluating” he says.

Mark Kadrich, CEC of
consutting firrmt The Security
Consartium, in San Jose,
Calif., says he thinks the
attack was at its core about
market share.

“My hunch is this attack
directly targeted intellectual
property Google has—to help
Baidu be rriore competitive”
says Kadrich. Baidu is a
search engine based in China.

Google has turned to spy
agencies like the National
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Guide to implementing
a secure cloud
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One-size does not fit-all

High

Need for
Security
Assurance

Low

Mission-critical
workloads, personal
information

Analysis &
simulation with
public data

Training, testing
with non-
sensitive data

.

Low-risk

Business Risk

PulseANZ 20105 5"

High-risk

Tomorrow’s high value /
high risk workloads need:

Quality of protection
adapted to risk
Direct visibility and
control

Significant level of
assurance

Today’s clouds are
primarily here:
Lower risk workloads
One-size-fits-all
approach to data
protection
No significant
assurance
Price is key

Meet the people who can help
advance your infrastructure



—

IBM Cloud Security Guidance document

» Based on cross-IBM research on cloud security
» Highlights a series of best practice controls that should be implemented

» Broken into 7 critical infrastructure components:

— Building a Security Program

. . . (&@ Redpaper s
— Confidential Data Protection P
Cloud SeCLllri_ty Guid?ncl:e _
— Implementing Strong Access and ldentity

— Application Provisioning and De-provisioning

— Governance Audit Management

— Vulnerability Management

— Testing and Validation

P I 2 O ‘l O ﬁ 2 ) Meet the people who can help
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Security governance, risk management and compliance

Customers require visibility into the security
posture of their cloud.

Implement a governance and audit management program

Establish 3rd-party audits (1ISO27001, PCI)

="Provide access to tenant-specific log and audit data

,B'M;(,ud Security =Create effective incident reporting for tenants

Guidance Document

=Visibility into change, incident, image management, etc.

=Create policies for PIl and for data crossing International
boundaries

=Understand applicable regional, national and international
laws

=Support for forensics and e-Discovery

|
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People and Identity

Customers require proper authentication of
cloud users.

Implement strong identity and access management

="Implement least privilege model for user’s access

=Strong ldentity lifecycle management

IBM Cloud Security = All administrative access over secure channels

Guidance Document

=Privileged user monitoring, including logging activities,
physical monitoring and background checking

=Utilize federated identity to coordinate authentication and
authorization with enterprise or third party systems

=A standards-based, single sign-on capability

| |
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Data and Information

Customers cite data protection as their most
Important concern.

Ensure confidential data protection

=Protect PIll and Intellectual Property

="Implement a secure key management program

IBM Cloud Security "Use a secure network protocol when connecting to a
Guidance Document secure information store.

="Implement a firewall to isolate confidential information,
and ensure that all confidential information is stored
behind the firewall.

=Sensitive information not essential to the business
should be securely destroyed.

IVICL LS S RIS WV I T e 6
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Application and Process

Customers require secure cloud applications
and provider processes.

Establish application and environment provisioning

="|mplement a program for application and image
provisioning.

=Ensure provisioning management is strictly controlled
IBM Cloud Security =Protect machine images from corruption and abuse

Guidance Document

=Ensure all changes to virtual images and applications
are logged.

-_Err:tsure provisioned images apply appropriate access
rights

=Ensure destruction of outdated images

2 U 1 U w B Meet the people who can help 7
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Network, Server and End Point

Customers expect a secure cloud operating
environment.

Maintain environment testing and vulnerability/intrusion management

=|mplement vulnerability scanning, anti-virus, intrusion
detection and prevention on all appropriate images

"Ensure isolation exists between tenant domains

DM Sloud security =Trusted virtual domains: policy-based security zones

=A secure application testing program should be
implemented.

=Develop all Web based applications using secure
coding guidelines.

="Ensure external facing Web applications are black box
tested

|
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Physical Security

Customers expect cloud data centers to be
physically secure.

IBM Security Framework

Implement a physical environment security plan

="Ensure the facility has appropriate controls to monitor
access.

"Prevent unauthorized entrance to critical areas within
facilities e.g. servers, routers, storage, power supplies

IBM Cloud Security
Guidance Document

=Biometric access of employees

=Ensure that all employees with direct access to
systems have full background checks.

=Provide adequate protection against natural disasters.
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Summary

e “Cloud” is a new consumption and delivery model inspired
by consumer Internet services.

« Security Remains the Top Concern for Cloud Adoption
* One sized security doesn't fit all

« Take a structured approach to securing your cloud
environment

 Documented guidance is available for download to assist
you in securing your cloud environment

PulseANZ20107% ™
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