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SAF Identity Propagation... DB2 V9 and z/OS 1.8
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z/OS V1R11: z/OS Identity Propagation
With z/OS ldentity

Propagation z/0OS Run-time
security context

System z
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running
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remotely or
on System z Audit Record
DN & Realm v RACF user-ID

‘propagated’ into z/OS v DN & Realm
security context.

Option to select
RACF user-ID here, or
to ‘map’ later
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zSecure Audit
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File Edit Yiew Communication Actions ‘Window Help
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Event log record detail information
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zSecure Audit Advanced

. Analyze, summarize, apply thresholds
— ISPF, batch, emaill, flat file, XML

. Customize, automation
— Input sources, selection, output
Build customized, daily compliance reports
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What's so good about RACF?
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What's so good about RACF? isues Transaction

o o S daﬁs—e\ Sub-Systems
- (Resource Owners)

—

Userid/ 2/0S orob) » CICS W

roblemgstate
Password 7 CEMT )
ISPF USERID
RACINIT Supervisor-state Access Level
RC - 0/8 / (APF) / RACF Class
DB2 Y
SvC
4[ ebSphereJ

AUTH j \\ Disk Storage

RC - 0/4/8 T
RACF (|\)/|PEN sV K C D

Database el FILE

FILE Name
USERID
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RACF Access Monitor RACF Access Monitor
Address space

Logs access results, path taken
Access Attempted & Access Allowed

Supervisor-state
(APF

Access Monitor
SVC130

/ Database

Database consolidated
hourly, then daily etc.

A unique record of
every users access
RACF used to every resource.

database
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RACF Cleanup
Ej A database of who did what Reports of users who possess

higher access than they used.
Access
Monitor RACF commands to reduce
Database access to the minimal level used
( Reduce privileges to only those
exercised — IT Security 101 —
Ej A database of can do what Principle of Least Privilege nirvana
RACF
database

But wait, there's more!
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RACF Simulate
Ej A database of who did what Reports of users whose access

would change — i.e. fail where
Access Q previously they succeeded.
Monitor
Database
( True access testing — unheard of
in any IT security paradigm.

A database containing Security nirvana? Not yet...

proposed changes
RACF Offline
database

Later, we will look at the logs
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Easy to Administer?

File Edit WView MNawvigate Action Maintenance Window Help

Users * (56)

Uzarid M ame IhztData Owrer D efaultiGrp Revoked | Inactive | Expired | Interval LaztConnect | LastPwdChange | Created ~
""" B smMCo003 STUDENT UK CONTEST SMCGRP SMCGRP 120 21-03-2007  21-03-2007 06-11-2006
§ smCoois STUDENT UK CONTEST SMCGRP SMCGRP Fevoked Expired 120 10-11-2006 06-11-2006
- § smcomz? STUDENT UK CONTEST SMCGRP SMCGRP Fevoked Expired 120 2311-2006  15-11-2006 31-10-2006
_____ § smcoosz STUDENT UK CONTEST SMCGRP SMCGRP Fevoked Expired 120 0912-2006  15-11-2006 09-11-2006
_____ § smMCo0ds STUDENT UK CONTEST SMCGRP SMCGRP Fevoked Expired 120 22411-2006  15-11-2006 06-11-2006
§ smcCoosz STUDENT UK CONTEST SMCGRP SMCGRP Fevoked Expired 120 30-12-2006  15-11-2006 06-11-2006
§ smCooss STUDENT UK CONTEST SMCGRP SMCGRP Fevoked Expired 120 01-01-2007  14-12-2006 09-11-2006
..... § smcoo7o STUDENT UK CONTEST SMCGRP SMCGRP Fevoked Expired 120 1312:2006  15-11-2006 06-11-2006
----- & LOTUSGRP B smcongz STUDENT UK COMTEST SMCGRP SMCGRP Fevoked Expired 120 0412-2006  15-11-2006 06-11-2006
- BB METVGRP B smconad STUDENT UK CONTEST SMCGRP SMCGRP Expired 120 10-11-2006 06-11-2006
----- & OMVSGRP £ MCGRP Expired 5
----- g sMCoo9s sTupEn;  ochedules CGRP Evpied 120 1511-2008  15-11-2006 06-11-2008
----- § smcoiis STUDEN]  Zonnects CGRP Fevoked Expired 120 09-11-2006
""" E sMCoiiE STUDEN|  Perrrits CGRP Fevoked Expired 120 10-11-2006 09-11-2006
""" B SUPPORT § sMcoizo STUDEN| - CGRF Revaked Expired 120 10-11-2008 06-11-2008
""" - I g smcor34 STUDEM “ope... CGRP Revoked Evpired 120 10-11-2008 06-11-2008
= ;(SSSHDSIEHVG § sMCo1E4 STUDEN [y pcate. .. CGRP Revoked Evpired 120 122006 15-11-2006 09-11-2006
B ConsuLGR § smMCoie? STUDEN) - e tion of dataset profie CGRP Fevoked Expired 120 31-12:2006  15-11-2006 06-11-2006
_____ g SvscTLG g sMcoiA STUDEN] E P CGRP Revoked Expired 120 10-11-2006 09-11-2006
§ smcoizz STUDEN]  Add Segment... CGRP Fevoked Expired 120 10-11-2006 06-11-2005
§ smCoose STUDEM|  Delete CGRP Fevoked Expired 120 2712:2006  15-11-2006 06-11-2006
§ smMcozan STUDEN) o CGRP Fevoked Expired 120 2412:2006  21-11-2006 06-11-2006
§ swcozs STUDEN e CGRP Fevoked Expired 120
g smcCozs7 sTUDEN] et Password... CGRP Fevoked Expired 120
' SMC0293 STUDEM Connect... CGRP FRevoked Expired 120
§ smCos0s STUDEN' oo gments CGRP Fevoked Expired 120 Dlass: User ]
§ smMCos09 STUDEN Properties CGRP Fevoked Expired 120 Search: © Evact & Filer Mask
B smooziz STUDEN] E CGRP Fevoked Expired 120 |
§ smcoata STUDENT UK CONTEST SMCGRP SMCGRP Fevoked Expired 120
S B sticoazes STUDENT UK CONTEST SMCGRP SMCGRP Fevoked Expired 120 <<Advanced |
“% Permits of SMC0O096 (15) B smcozes STUDENT UK COMTEST SMCGRP SMCGRP Fevoked Expired 120 o
Clazs Profile | FrofType | Accesz | “When | UAcc | W’arningl Eraze | Audits | AuditF | ACL countl Owner | e . Icontest
APPL iy SMCOD95 Disciete  Read Mane Fiead 3 5v&1 Installation data: [
Datazet ﬁ Sk CO09E. = Generic Owrer Mone FRead 1 SMCO0SE Owner: I
JESSPOOL & TSTMVSOT.5TC.SMCO096. = Generic  Alter Mone Fiead 5 5vs1 _
MOADMIN 5 MO01.OUEUE. SMCO096. Generic  Alter Mane Read 3 v Default Group: |
MOAUEUE 5 MO01.5MC009E = Gereric  Alter MHone Read 3 SYS1 Bevoke status: I-"—'m.'r' ;I
OPERCMDS & MYS CANCEL 5T C.5MCO096. = Generic  Update Mone Fiead 5 5vs1 - N =i
OPERCMDS & MYS CANCEL TSU.SMC0095 Discrete  Update Mone Fiead 2 BABEYS - | = |
OPERCMDS & MYS START.STC.SMCO096 Discrete  Update Mone Fiead 5 5vs1 Segment: [ iy -
OPERCMDS & MYS START.STCWERSI6 Discrete  Update Mone Fiead 2 BABEYS
OFERCHDS £ MVS.STOP.STC.SMCO096 Discrete  Update Mone Read 5 551 ok I Cancel |
OPERCMDS & MYS STOP.STCWEBSDI6 Discrete  Update Mone Fiead 2 BABEYS
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Tivoli Identity Manager (TIM)

Detect and correct local privilege settings

Visibility
See
your

business Ss-relevant V|eW Of

ify Complexity

Accounts on 70 different
types of systems managed.
Plus, In-House Systems &
portals

reports

i am Control

- ST bss Compliance
&P e — i
@ Sun Tradan . arding &
&2 Bification workflows
Operating i
Microsott ed-loop provisionin
Novell PP 9
HR Systems/ C 4 | Ph'\\l/:itt\:gt?i(iciss
Identity Stores -
== Bce Costs
Automation
« Know the people behind - Automate user privileges ST rvice password
o g Operations
the accounts and why they lifecycle across entire IT :
have the access they do infrastructure ated user
* Fix non-compliant accounts < Match your workflow processes ploning & de-
provisioning
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Complete Single Sign-On—Tivoli Unified SSO

-
L
/ 4

TAM E-SSE)‘

Intranet/K‘iosk

TAM E-SSO
Web Workplace

Web /
Services

Federated

SOA

Web SSO /
Targets

Web Servers

Web Applications
Portals, e.g. WPS

S/

Windows

URL Java

Citrix/ Term. Svcs.

Mainframe



iIVO|i Federated Identity Manager (TFIM) Analogy

Similar to presenting a driver’s license to a bank
teller, to look up your account number

w\w

AW w
o 8 iy

R R s r1ma T

Account # :

License #:
A42419

123456

In day-to-day life, it's proving who you are, as you move from one
environment to another.

TFIM addresses this exact paradigm as an identity passes from one
domain to another (or one Web service to another).

I 0 1 O - g Meet the people who can help
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Tivoli Access Manager for e-business (TAMeb) Analogy

iﬂw\w LAW-MAKING BODY

i

11
1

s
[

Warenousing Node Output Node

nternet

« TAMeb policy setting is like a body (e.g. legislature) that sets laws in
place (including rules for who can gain access to what)

« The TAMeb enforcement point is like an armed guard, checking that we
know who you are and that you're conforming to the rules

P I AN Z 2 010 ‘ F‘ Meet the people who can help
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Tivoli Access Manager for Enterprise Single Sign-On
(TAM E-SSO) in Action

» Enterprise SSO

» Workflow Automation

» Context Management
 2-Factor Authentication

» User Access Tracking
» Fast User Switching

» Centralized Mgmt.

* No Application Mods

B

MEDITECH
< ) GceErRNER
TAM E-SSO s = e
® AccessAgent / SIEMENS ====»
= ORACLE
Penplle Slgl:nlng On et
with Various
Authenticators, from En_terp_rlse
Windows, Web, Citrix, Applications -
Terminal Server Distributed, Mainframe
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éivoli Access Manager for Operating Systems

(TAMOS) Analogy

TAMOS acts as a “throttle”, holding back users (notably root users)
from taking undesirable or possibly errant/harmful actions

PUI ANZ 2010 i - Meet the people who can help
Se ’ © advance your infrastructure
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Tivoli Compliance Insight Manager Analogy

Voluminous
audit information
from many
different sources

Clear, crisp,
normalized
audit info
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Tivoli Compliance Insight Manager (TCIM)

TCIM is a primary component of the Tivoli Security
Information and Event Manager (TSIEM) Solution:

The IBM Tivoli SIEM Solution

Manage Logs k Monitor, Audit & Report

Collect User Activity \ Compliance
& Store Monitoring Dashboard

| = JEn « Custom i
- Best Practices’
Investigate + CompiSngy
& Retrieve £ = 7 —— IS0270L

pcI-DSSHEA
BaselllNNG
FISMAL W
HIPAA
GLBATN
SOX

Log Contind

3
=

@ ¢!
E @
g_,:l
@ o
=
=

Real-Time Security Alerting "= Enterprise
Collection and Analytics / Dashboard

3 Key Points:
0 Across resource types 9W7 Technology 9 Reports by Compliance Regulation
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Standard and User defined reports

B W 4 9w m S

|Dashboard | Trends Reports Regulations  Policy Groups Distnbution  Settings

EPRORADE

Compliance Dashboard

&€ T e
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Finance highp — & ——
_ | || B0
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| || B
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| ¥ Database Overview v A Type Ti‘ue
— O Hame:  Selfaudi E" i
. e 43
Status: Database loaded successfully E L
- .
\_J Loading  Sunbay 13 2007 20:00:53 GMT+0; B8 EE Pf'WIEEQBﬂ USEr access o
| date: Lo
AgorDh | SelfAudi | T ‘n: :
|Content: 19216885133 (InSightPortal), NS £ Wy & flam
INSIGHTTESTUNSIGHTTEST (WYinda s EE arnlng deE |
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B
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Tivoli Key Lifecycle Manager Analogy

If cryptography is the heart of your security infrastructure

WA AW A
\/‘/\//\’ GRYPTO V/\/M

TKLM is a monitor that looks out for this heart’s health

I 010 - g Meet the people who can help
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TKLM and PCI-DSS

Have a requirement to meet PCI DSS? TKLM is the essential (I was going to
say “key”) in helping.

Consider:

= Section 3.5.1 Restrict access to keys to the fewest number of custodians necessary
Section 3.5.2 Store keys securely in the fewest possible locations and forms
Section 3.6.1 Generation of strong keys

Section 3.6.2 Secure key distribution

Section 3.6.3 Secure key storage

Section 3.6.4 Periodic changing of keys

Section 3.6.5 Destruction of old keys

Section 3.6.6 Split knowledge and establishment of dual control of keys
Section 3.6.7 Prevention of unauthorized substitution of keys

Section 3.6.8 Replacement of known or suspected compromised keys
Section 3.6.9 Revocation of old or invalid keys

P I ANZ 2010 ‘ W Meet the people who can help
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More PCI...

firewalls (1 - z/OS Comms Server)

1) Build and Maintain a Secure Network
removal of default passwords (1 - RACF)

2) Protect Cardholder Data
access and storage management (2 & 4 - RACF)

3) Maintain a Vulnerability Management

Program anti-virus software (3 - z/OS Comms Server)

4) Implement Strong Access Control secure applications development (3 - IBM Rational
Measures tools)

5) Regularly Monitor and Test Networks identity management (4 - Tivoli Identity and Access

management tools)

6) Maintain an Information Security Policy _
physical access controls (4)

incident management and pen-testing (5 - Tivoli
zSecure tools)

policy management (6)

P I AN Z 2 010 ‘ F Meet the people who can help
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Multi-Zoning with RACF

A Security Label combines the concepts of
— Security clearance (secret, top secret, eyes only)
— Information zones

Information zones apply to any place data may exist
— disks, networks, and other users

Security clearance
— Ensures servers cannot see extra-sensitive data in their information zone
— Prevents copying of data to medium that is readable by servers with lower security
clearance (“No write down”)
— Not prevalent since there is no equivalent in distributed networking solutions

Label “dominance” is established based on intersection of zones

and security clearance
— Not just a simple string comparison

P I 2 0'10 ﬁ =l Meet the people who can help
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Multi-Zoning with RACF

Create security levels and data partitions

RDEFINE SECDATA SECLEVEL ADDMEM(DEFAULT/100)
RDEFINE SECDATA CATEGORY ADDMEM(INTERNET DMZ APPS DATA
COMMON)

RDEFINE SECLABEL PUBLIC SECLEVEL(DEFAULT)ADDCATEGORY(COMMON)
UACC(NONE)
RDEFINE SECLABEL RED SECLEVEL(DEFAULT)ADDCATEGORY(DMZ
COMMON)
UACC(NONE)
RDEFINE SECLABEL GREEN SECLEVEL(DEFAULT) ADDCATEGORY (APPS
COMMON) UACC(NONE)
RDEFINE SECLABEL BLUE SECLEVEL(DEFAULT) ADDCATEGORY(DATA
COMMON) UACC(NONE)

P I 2 0'10 ﬁ =l Meet the people who can help
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Multi-Zoning with RACF

Assign virtual machines their SECLABELS

PERMIT RED CLASS(SECLABEL) ID(LXHTTP01) ACCESS(READ)
ALTUSER LXHTTPO1 SECLABEL(RED)

PERMIT GREEN CLASS(SECLABEL) ID(LXWASO001)

ACCESS(READ)
ALTUSER LXWAS001 SECLABEL(GREEN)

P I AN Z 2 010 ‘ F‘ Meet the people who can help
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Multi-Zoning with RACF

But sometimes a server serves the Greater Good, providing
services to all users

To exempt a server from label checking

Assign system servers label SYSNONE

PERMIT SYSNONE CLASS(SECLABEL) ID(TCPIP) ACCESS(READ)
ALTUSER TCPIP SECLABEL(SYSNONE)
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Multi-Zoning with RACF

Assign labels to resources

— VMMDISK — Minidisk
— VMLAN — Guest LANs and Virtual Switches

— RALTER VMMDISK LXHTTPO01.201 SECLABEL(RED)

— RALTER VMLAN SYSTEM.NET1 SECLABEL(RED)

— RALTER VMLAN SYSTEM.NET2.0307 SECLABEL(GREEN)
— RALTER VMLAN SYSTEM.NET2.0410 SECLABEL(BLUE)

If you intend to activate TERMINAL or VMSEGMT classes, those resources all
need
SECLABELs
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Multi-Zoning with RACF
Activate RACF protection

— SETROPTS CLASSACT(SECLABEL VMMDISK VMLAN)
— SETROPTS RACLIST(SECLABEL)
— SETROPTS MLACTIVE(WARNINGS)

If resource doesn’t have a seclabel, message is issued and
seclabels are ignored.

Or
— SETROPTS MLACTIVE(FAILURES)

If resource doesn’t have a seclabel, command fails.
This IS more secure!
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Segregated Security Zones — Firewalls need not apply

B
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Linux on System z, LDAP and PAM

System z e Common Client — PAM
7/0S  |TDS LDAP Server on
zIVM z/OS and on z/VM (with
. z/IVNM 5.3+)
HnuX / » LDAP backed by RACF
— and/or Flat file and/or
o B2®
Linux o
Y Distributed | A
PAM
Linux
Linux vy
PAM or

Linux

PAM
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Member level changes

. DFSMS now logs changes to PDS and PDSE

—  Starting with z/OS 1.11, back level via PTF
»  RA10 PSY UA42647 UP08/09/16 P F809
»  R180 PSY UA42648 UP08/09/16 P F809
»  R190 PSY UA42649 UP08/09/16 P F809

—  SMF 42

»  INITIALIZE, DELETE, ADD, CHANGE,
REPLACE, RENAME

. zSecure Audit and Alert recognize these records

— Also from SMF 14 and 15

» When member code in TSO ALLOC,
DYNALLOC or JCL DD

—  Monitor updates to Trusted Computing Base
. With date, time, userid, dsname and member name
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Links

*Tivoli zSecure 1.11 information center:
http://publib.boulder.ibm.com/infocenter/tivinelp/v2rl/topic/com.ibm.zsecure.doc/welcome.html

*Release note information:
http://publib.boulder.ibm.com/infocenter/tivihelp/v2rl/topic/com.ibm.zsecure.doc/releaseinfo/rel
easeinformation.html

*Tivoli support Web site: http://www.ibm.com/software/sysmgmt/products/support/doc.html

*Tivoli zSecure Message Updates for zSecure 1.11 - Provides additional information on messages that were added after the
publication of the Tivoli zZSecure Message Guide.

*Tivoli zSecure Admin and Audit documentation updates - Provides documentation additions and corrections for Tivoli
zSecure Admin and Audit.

*Tivoli zSecure Alert notification 1409, Extended attribute change - New Alert notification for monitoring extended attribute
changes in UNIX files and programs

*Tivoli zSecure Visual documentation updates for version 1.11.0

*Tivoli zSecure Visual Upgrade procedure - Provides additional information on upgrading the Tivoli zSecure Visual Server
and Visual Client application.

*Fix Central FAQs: http://www-
947.ibm.com/systems/support/fixes/en/fixcentral/help/fag_sw.html

sInternal zSecure forum: http://iomforums.ibm.com/forums/forum.jspa?forumiD=3020
*CARLa forum: http://www.ibm.com/developerworks/forums/forum.jspa?forumIiD=1255
«zSecure Redbook: http://www.redbooks.ibm.com/abstracts/sg247633.htmI?Open
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