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The Security Challenge: It's a balancing act

While Compliance
continues to be the
hammer with which we
can secure funding —
spending results in more
point products to solve
more point problems

Cost of “Effective
Security” has

been rising faster .
than our budgets

e NHECONSAT S004 AEURBULUUGELE #CBE

The Complexity of the security
U - ~| problem and the solution
= P makes it difficult to know how

| | much security is “good enough”

Meanwhile... Too much security can reduce operating efficiency
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Key Regulations Affecting IT Security and Compliance

Gramm-Leach- PIPEDA COPPA and California PCIDSSv1.1
HER Canada CIPA Individual Industry

(GLBA) us Privacy
(SB1386)

EU Data
Computer Protection Personal Health
Security Act US Directive Information Act
EU Canada

: : Federal Rules of
8th Company Law Financial 2012 Evidence

Directive (Euro SOX) Instruments and Solvency Il US
EU Exchange Law (J- EU
SOX)
NETE]

Corporate Law USA PATRIOT

Sarbanes-Oxley Act Economic Reform Basel Il Act
us Program EU usS
Australia
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Security and Compliance —
One does not necessarily lead to the other

Strong IT Security practices Being “in Compliance” does not
do not necessarily lead to a necessarily mean you have a
strong Compliance posture. strong Security posture.

A balance is needed — Cost, Complexity, Effectiveness and Agility.
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The CSO/CISO/CCO Challenge:

Manage Cost, Decrease Complexity, Improve Effectiveness, Assure Agility

Cost of the average security
and compliance program

Complexity of the control
environment

Effectiveness of controls
In addressing security risk

Effect of security on
operating Agility

— Iime
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Best Practice: Focus on foundational controls

, often referred to as "the 80-20 rule," applies to IT
controls.

The Pareto principle states that for many phenomena, 80 percent of the
consequences stem from 20 percent of the causes.

After three years of research, ITPI discovered that a small percent of
IT controls, also known as foundational controls, provide a
disproportionately high amount of coverage.

Threat and Vulnerability Management Recommend:

|ldentity & Access Management + automate, monitor,
measure and enforce
foundational controls
Change & Configuration Management + Implement a controls-

Security Information and Event Management based framework, e.g.
CobiT

Release Management

Incident Management

2 O ‘I Ov . ) Meet the people who can help
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Stages of Security Practice Evolution -
Know where you are and where you want to be

Increasing
Value :
_ _ Incident Management
Exception Reportlng Reduce risk and improve
Meet Compllan_ce Head on efficiency of Security
Report on Compliance Operations, real time event

exceptions, monitor and report correlation, incident handlin
on privileged user activity ’ 9

Alerting/Reacting to Risk

Threshold and policy based alerting, near real time analytics

Threat Aware
Protect the perimeter from external threats with Intrusion Prevention

systems and Intrusion Detection Systems

Log Management/Checkbox compliance
Automate and centralize log management and reporting, collect

original log data

Meet the people who can help
advance your infrastructure
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Traditional approaches to security do not work effectively...

Point Products Complexity

Redundant Costs

Point Problems

Resource Inefficiency

Fragmented policy Silos of Data
and process

= An alternative approach is required to solve the security puzzle

= An approach based on delivering business value through integrated
solutions built into standard operations

IBM’S integrated approach enables enterprises to:

« start addressing their most pressing challenge

238 P

- extend to other focus areas as ne
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A new approach to Security

IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

@ PEOPLE AND IDENTITY

DATA AND INFORMATION

APPLICATION AND PROCESS

PHYSICAL INFRASTRUCTURE

@ NETWORK, SERVER AND END POINT

Commeon Policy, Event Handling and Reparting

Hardware
and software

Professional
services

PulseANZ2010 4"

Designed to....

Enable innovation through
secured infrastructure and
platforms

Reduce number and complexity of
required security controls

Reduce redundant security
expenses

Improve organizational and
operational agility and resiliency

Deliver needed visibility, control
Meet the people who can help

an d auto m atl O n advance your infrastructure I 10
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IBM Security Solutions

dentity and Provide efficient and compliant

Access access for the right people to the right

Assurance resources at the right time

Data and Protect integrity and confidentiality of

Application business data and transactions from
e Security browser to disk

Data Center and  Optimize service availability by
Operational mitigating risks while optimizing
Security expertise, technology and process

Meet the people who can help
advance your infrastructure

11

PulseANZ 201075 §%



IBM Security Solutions

eldentity Manager
*Access Manager for e-business
*Access Manager for Enterprise SSO

ldenti ty and -Fc_aderated Identity Manager
*Directory Server
Access «Directory Integrator
*Security Role Manager
*Privileged Identity Manager ( component )
P— *zSecure suite
@ i N
0ATA AND WECRATION -gecu r!g \Ij\;)“t():yG Mtanager
) rrucmonmorocss | *Securi eb Gateway
gT Data_and sInformation Loss Protection
e —— A pp lication «Key Lifecycle Manager
e s | S ecu I’it *Deep Content Analysis SDK
y *Multifunction Security

Data Center
and
Operational
\ Security

*Security Server Protection

*Security SiteProtector System

Virtual Server Protection

*RealSecure Server Sensor

*Network Intrusion Prevention Appliances

*Network Intrusion Prevention System Virtual Appliance

*Enterprise Scanner
*Desktop Security

PulseANZ20107% 4%
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Why Is compliance so difficult?

G ' End-user

Goal: Assure Secure
End-to-End
Transaction Times and
Availability to the end
customer!

Meet the people who can help

advance your infrastructure 3
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Can you answer these questions?

Did anyone touch or modify sensitive data inappropriately?
(acceptable use)

Are outsourcers managing systems and data responsibly?
(change management)

Were there any unauthorized changes to the operating environment?
(change management)

Are we alerted when rogue administrative accounts are created?
(account management)

Are system administrator and system operator activities logged and
reviewed on a regular basis?

Is all access to sensitive data — including root/administration and DBA
access — logged and monitored?

Are security incidents and suspicious activity analyzed, investigated
and remedial actions taken?

Pulse ANZ 20107 ™.
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TSIEM enables governance

Compares desired versus actual behavior...

should occur does occur

Meet the people who can help
advance your infrastructure
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All Logs in Your Enterprise in a Single Language

T

| Translate logs to “Common format” |

)

l 7 W’s of Investigation

Who did What type of action on What?
When did they do it and Where,
From Where and Where To?

TSIEM's W7 saves your information security and compliance staff time and money.

Meet the people who can help

: 1
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Demonstrate Compliance

[ashboard  Trends  Reports Regulations  Policy Groups Distribution  Settings

]

CIFDA » all_systems [ Fortal

¥ Event Information Seﬁings
Events by top event count by "Whe" and "on What". Total Event= 385230 @ %
Who Policy Exceptions 297 0% B =
i Special Attention Events 185 0% [ £
AdmA'g'ES;Lantg b 2 33 ——3—9—39—3—3 s u =
Failures 13636 3% [ £
Administrators b @ 9 @ 3 3 @ P g 4 S P PdddI @
EndUser ¢ @ 9 9 9 9
T b 0 L B B Bt D B e e B J ¥ ¥ ) @
System P @ @ @G WP 9999
Users b @ 9 @& 3 9 @ 9 3 I @& 9 3 @ °
security b9 v 4 o 33—
sys b 9 4 4 | N R . B B |
system b 9 5 2 N R e e
tivoli b ¥l ¥ 2 | ——3—9—39—3—3
Composite
group P99 9 9 9 9 9 g @ 9 I e e o @
F Y r Y i F i F Y . i i b F Y . i i F F Y 0‘
IR SN S S T - G T T T . TR T T T - S -
b & O NN 3 & % XA @ S 5 o
F T ITITECFT LT LT egd &F
. C 'y i , { - S 4 .
G Q‘\J o 1{-9 i) .._j ';h ) \\_ﬁ P & Q‘\ Q?“ &
& 2 8 J & & o > E & L)
& oe & £ oay & g b &
&F ) 5 ¥ 8 o
o = o “J s i = &
& o S & o5 & Gy
& o e & e T L
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“ Quick Drill-down
Policy Exceptions
Special Attentions
Failures

Trends

Reporting DBs
Aggregation DBs
Enterprise Overview
Reports Distribution

Self-audit

]
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Example: Database Activity Monitoring with TSIEM

Dashboard Summary Reports Policy Groups Settings Regulations Portal -

L: Portal = Dashboard » Reports > Database Top 10 Reports > Direct Database Access

Direct Database Access Report T o)) & [_ll

+ Time period setup

Month Day Year Hour Min.

Starttime | September [»] [2 vI 2006 vI 1 |v 1] R
Endtime |September |w| |7 [+]| 20068 [+v] (16 [v] |0 v

Execute Reset

Time zone | Event time zone il

» Ewent List

-.‘.‘."f'r. |mm to-.‘a.?

| Sun Sep 03 2006 09:00:03 GMT-05:00 |1 | racke Finance 1DBOEJECT : Finance/fn_pr / Fn_pr IOrade Finance
2 Sun Sep 03 2006 09:00:06 GMT-05:00 |1 1Acoess : Dbobject / Success racke Finance 1DBOEJECT : Finance/fn_pr / Fn_pr IOrada Finance
ES s sep 03 2006 05:00:06 GMT-05:00 |1 | Access : Dbobject / Success racie Finance | DBOBJECT : Finance/fn_pr / Fn_pr | Oracle Finance
.2 Sun Sep 03 2006 09:00:06 GMT-05:00 |1 |Legon : User ! Success racke Finance 1DATAE-ﬁSE = Unavailabhe :Clracle Finance
2 Sun Sep 03 2006 09:20:00 GMT-05:00 |1 |Logen : User / Success S SOL Server _DATAEASE 1= f Unavailabhe lCIracle Finance
Sun Sep 03 2006 09:20:00 GMT-05:00 |1 |Access : Dbobject / Success rachke Finance _DBGEJECT : Finance/fn_pr / Frn_pr :Clracle Finance
Sun Sep 03 2006 09:20:00 GMT-05:00 |1 |Access : Dbobject / Success rachke Finance _DBOEJECT : Finance/fn_pr / Frn_pr _Clracle Finance
Sun Sep 03 2006 09:20:00 GMT-05:00 |1 |Logen : User / Success B2 Server _DATABASE =/ Unavailabhe _DEL’ Server
Sun Sep 03 2006 09:20:01 GMT-05:00 |1 |Access : Dbobject / Success B2 Server _DBO BJECT : Finance/fn_op / Fn_op ;_naz Server
Sun Sep 03 2006 09:20:01 GMT-05:00 |1 Access - Dbobject / Success _DATAEIASE : =/ Unavailabke _DE:.’ Server
Sun Sep 03 2006 09:40:00 GMT-05:00 |1 -Lnguff: User / Success DATABASE : - / Unavailabke DB2 Server

DATABASE : - / Unavailable QOracle Finance
racke Finance DATABASE : -/ Unavailable | Oracle Finance

racke Finance DBOBJECT : Finance/fn_pr / Fn_pr |Oracle Finance
¢ € 1234559 @

Sun Sep 03 2006 09:40:00 GMT-05:00
Sun Sep 03 2006 09:40:00 GMT-05:00
Sun Sep 03 2006 09:40:00 GMT-05:00

Logoff : User / Success

Logoff : User / Success
Access - Dbobject / Success

Meet the people who can help
advance your infrastructure




Example: Privileged User Monitoring with TSIEM

Event Detail a2l
» Ewvent information
Field Group
Severity 2 (1) |
Wilven Fri Oct 31, 2006 0830501 GWMT «02:00 Qffice Hours (10) 10
What s0
40
_'ll"l"l'rer-& SEN_DC_ D34 (Wendows) Financs Se&rver 50
Wi Adminigtrators 3
Database Admin 30
Finance Admin 20
From Where Workstaton 10
-ﬂn'H'H'h.ut i -ﬁ-.LI.TﬂDF-I.EE‘B:Iﬂ Djects 30
210
-'Iumrer To _E-Ft".."_l:l{:_[!.?p—: Wandows) Finance Server 50
= =es Ve e e ?YGIBSMF K. .... . Mi
2 Incldent Trackng = =Z00 000 0 | oo ?VGIBJES2 P ..
» Additional informatiom ..o ?YVGIBSMFDUMPS . . . . . .. ?
..... D. PYGIBSMFDUMES . .. ... .7
v Investigate =00 009 @@ ..., E...?VGIBDFHSM Y. o
Time: Fri Oct 31, 2006 080501 GWMT =200 (+f-}| 1 minuta V] ....... ?YGIBDFHSH Yoo, . C#
Selecied time zone: GHT+01:00 Rome, San_Marno, SameEve 00200 | . .. o . .. PYGIBDFHSHM Y. .. .. . CH
[ Filter by Platform: SRW_DC_034 (Windows) L1 ?YGIBHSM 0 L. L. EAHSMEX ¥ | | OF
......... ?YGIBDFHSHM Y. ..., . . DF
re———— A R ?¥GIBHSM . ....... XKHSMX %% . . O
s ?YGIBHSM ... ... KAKHSHM* k%, | Of
B ?VYGIB. . . .¥SRTESTO1 . .7
Logrecords. s ?YGIBHSM ... ... KAKHSHM* k%, | Of
.b. P?YGIBSMFDUMES . . ... .. ? . Mg
..... W ?YGIBSMFDUMPS ., . . ... .7
......... P?YGIBSMFDUMES . .. ... .7
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Assessing compliance: Tivoli Security Information and Event Manager
Manage logs and monitor privileged users for insider threat and compliance initiatives

The IBM Tivoli SIEM Solution

» Single, integrated product

= |og Management Reporting Monttor, Audite Fieea -

Collect User Activity \ Compliance |
& Store Monitoring \\ Dashboard

- Custom )
0\ ol - Best Practices
Investigate - Compliance 8

& Retrieve IS0270

PCI-DSSHEA
Base! D
FISMATIN
HIPAA T
GLEATIN

S0X V
.-‘r

Real-Time Security Alerting W, Enterprise
Collection and Analytics / Dashboard

= Unique ability to monitor user behaviour
= Enterprise compliance dashboard

» Compliance management modules and
regulation-specific reports

Log Contin d ]
Report™

Management
Modules

» Broadest, most complete log and audit trail
capture capability

» W?7 log normalisation translates your logs
into business terms

» Makes it easy to compare behaviour to
regulatory and company policies

PulseANZ 201075 §%
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Multinational Financial and Travel Services Provider
protects intellectual property and complies with regulations

Company profile: Issues:

» Major diversified financial « Protect intellectual property across global operations while
and travel services outsourcing significant IT functions
provider * Need to monitor privileged users:

e S&P 500 — Significant audit finding

— Concern for customer data

— Major concerns about outsourcers
* Prove compliance in regulated environment (SOX, PCI)

IBM TSIEM fills the gap: Benefits:

 Activity auditing across various systems:
—AS400 » Monitor outsourcers for compliance
—Mainframe » Audit behavior of privileged users

Meet audit concern
Fulfill regulatory requirements
Improve operational efficiency

—Windows
—UNIX (Solaris, AIX)
—Databases (Oracle, SQL Server, UDB)

—Stratus
« SOX and customized outsourcer reports
e Multi-million dollar investment with plans to monitor
20,000 systems at full deployment

PulseANZ2010% ¥
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Major Automotive Manufacturer is at the forefront of Compliance
Management Implementations

Company profile: Issues:
» Major automotive manufacturer «  Compliance with GLBA, PCl and SOX
e Finance Division «  Mgmt of insider threats and reduction of risk from privileged
» S&P 500 — $2B Company users
« Worldwide operations *  Monitoring of external perimeter threats
« 10,000 employees *  Monitoring the effectiveness of the identity and access
management process

TSIEM fills the gap: Benefits:

* Monitor privileged user activity, provide forensic evidence and :: Got ROI from the 1st da
consolidate data for compliance reporting in IAM Y

environment: » SIM > Peoplesoft login/logoff reports
= Automate on and off boarding of users » SEM - Detected internal customers
= Control access to sensitive information affected by malicious email and executed a

» Provide visibility into WHO accessed sensitive information

= Flag abnormal activities 0-day worm/trojan. Addressed affected

= Report on compliance posture machines on real-time
* Provide security threat and activity auditing across various « Closed the loop on user access provisioning
systems:

 Audit behavior of privileged users

—Network nodes _
* Meet audit concern

—Web Servers

—ISS SiteProtector (consolidate Network Security * Lock down all critical resources

Devices & CISCO security information) * Fulfill regulatory requirements
—Mainframe » Improve operational efficiency and reduced
—Windows, UNIX, Databases costs

—Legacy financial systems on iSeries

PulseANZ2010%,
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TSIEM with Guardium: Database monitoring
Low overhead with no reliance on native logging

» Granular database monitoring and protection

» Low overhead; no reliance on native logging

» Database location and classification

» Database assessment and hardening

« Automated compliance reporting and workflow
o @ EXpOIt alerts and key data to TSIEM

Audit Repository

231/55;09' The IBM Tivoli SIEM Solution

...... Collect User Activity 3\  Compliance '\
& Store \ Mo 8\ Dashboard
; Custom

- Best Practices
- Compliance

* Integrate Guardium alerts and data

 Enterprise compliance and audit
» Forensics

* Log management

» Compliance management modules
for ISO27001, GLBA, SOX, HIPAA,
etc.

PulseANZ 201075 §%

Investigate

& Retrieve 1S027(

pcl-DSSHIA
Base! 1D
= FISMARN
HIPARTY
GLEATIN

Log Conti
Report™

[a] el el aY ol of #%

Manage ment
Modules

S0X y
Real-Time Security Alerting Enterprise
Collection and Analytics Dashboard
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TSIEM 2.0 Log Management server features

- Reliable and scalable log collection and archiving

 Flexible integration, able to collect any type of log located
on any type of machine in a tcp/ip network.

« Out-of-the-box log management reports
« Out-of-the-box best practice log analysis reports.
« Customizable search tool for advanced log analysis.

* Includes TDI 7.0: The ultimate information transformation
swiss army knife!

P I 2 O 1 O é 2 ) Meet the people who can help
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Axis Easy Web Service Server Connector
Axis Easy Web Service Invoke

Axis Java-to-Soap

Invoke Soap Web Service

Axis Soap-to-Java ) ‘ﬁ'
JMX Connector
LDAP Connector = SNMP Connector CMDB
{1 -
LDAP Server Connector - SNMP Server Connector o
Tivoli Access Manager Connector L
TSIEM Connector o =]
Windows Users and Groups Connector

TCP Connector
Remedy/Peregrine /CCMDB tickets Netcool
/ 3 Maximo MEA / IF

W RAC Connector
CBE (Common Base Event) components

TCP Server Connector
o —
- "'( Many custom Components on

' OPAL, tdi-users.org or on request

Active Directory Changelog Connector v2 “ Assem by Lines

IBM Directory Server Changelog Connector  «.7

Netscape/iPlanet Changelog Connector \ /

zOS LDAP Changelog Connector
/ PeopleSoft Connector

Siebel Connector

SAP ALE IDoc Connector

____ SIEBEL AP R/3 Business Object Repository
SAP R/3 User Registry

[ SAP R/3 RFC Component

JDBC Connector

Properties Connector
SystemStore Connector
RDBMS Changelog Connector

g

1S

AssemblyLine Connector
Server Notifications Connector
AssemblyLine Function Component

(1T p) e Script Connector
purited, Generic Java Method
=1&" &l¢ Parser FC

/

Domino Change Detection Connector
Domino Users Connector
Lotus Notes Connector

Remote secure command Line Parsers
z/OS TSO/E Command Line Y,
Command Line Connector CSv
MemQueue Connector DSML v1 & v2
Fixed Record

HTTP
Memory Stream Connector LDIF

Exchange Changelog Connector
Mailbox Connector

SendEMail Function Component W

TIM DSMLv2 Connector n eW

DSMLv2 SOAP Connector |
DSML v2 SOAP Server Connector | [ | TSIEM
Generic JNDI Connector

ITIM Agent Connector even t
EMF SDOTOXML Funcion Component | U sources

EMF XMLToSDO Function Component L \ . I / IBM MQ Series Connector
As of June 26,2010 ' % JIMS Pub/Sub Connector

Timer Connector MQe Password Store Connector

Pu I se AN Z 2 O ‘] O Meet the people who can help
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Line reader/writer
HTTP/REST Connector

yis=l+-
File System Connector SOAP
FTP Client Connector Script
URL Connector XML

HTTP Client XML Sax
HTTP Server Connector XSL
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Log Management features: reliable and scalable

* Reliable Log collection using FIPS certified protocol.
* Encrypted data transfer (AES128)
« Secure channel (1024-bit DSA)
« Compression rate 0.15

» Secure Log archive
* Log archive storage on IBM DR550 ensures log integrity
* Log Manager continuity report monitors quality of the log archive

« Scalable Log Management servers

» High performance syslog/SNMP collector capable of processing up to
30.000 events per second

 One Log Management server manages around 5000 event sources

* One Log Management server collects and archives up to 180 GB per
day. (equal around 200.000.000 events per day)

» Once a log has been archived its contents is always available for log
analysis. The log can be exported from the archive to save disk space.

Meet the people who can help
advance your infrastructure

PulseANZ20107% #®



Best practice Log Analysis reports can be

clLIStomisen

Search

Mavigation

=F Report Sets
I_;LI- Tivoli Products

Tivali Security
Information and Even
Management

|

tTiw:uIi Cammon Reparting |

-I ik Summary Event Type |

Eﬁl Surnrmnary Host Activity

‘DI Summary Logon Failures by F

| Tide

5
|-|I| Log Managerment Collect History

FReport

t -
‘ml Surnrmary Database Activity

EFI Surnrmnary Event Source Ackivit

n]_Descriptiun

Information about log collection events for a ril

Surnrmaty of events for Database Evant
Source Tupes,

Surmmary of events by Event Source Type on

Surmmary Logon Failures by L

Summary User Ackivity

G,
Eil,
EPI- Surmmary User Activity by Pla
Al

PuIseANZ201C"§'W

Y each Audited Machine,
]': L
- - =L ayant tupes,
f'-.-‘iew.ﬁ.s p{ s

L5 Create Snapshat. ..

events by event type on each
ine,

Propetties. ..
| Parameters..p,
Daka SDUFEES%

Logon failure events for each
ine,

Logon failure events by Uszer,

Refresh

Y | Meh |

vents by User,

_uk
Copy

it %

ewvents by User on each Event

B Delete

o

-

E; Schedules. ..

Meet the people who can help
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Reports can be generated in many formats

Reports

Tivoli Cor n Re

Search

MHavigation

E-peport Sets

| \

&

I';LI- Tivoli Products

tTiﬁ.n:uli Security
Infarmation and Event
Management

Tivali Common Reporting |

| Tide

=5
|_-'|I| Lag Managernaent Collact Histary
Report

Eﬁ. Surnmary Databaze Activity

|-?lhll Surnrnary Event Source Ackivity

n1 DescHpton
Information about log collection events for a rﬂ
Surnrmary of events for Database Event

Source Types,

Surnrmary of events by Event Source Type on
each Audited Machine,

PulseANZ2010 4"

ﬁ; e - ) I':‘;:le ary of event types,
| CE iew As < Llj, HTML ;
| B 45 cromo aparar,, L PF B e
= i, Microsoft Excel :
EI\I % El Properties. .. E:i\l Adobe PostScript 'n;r:ln:thl_iignn failure events for each
S| Parameters. .. —— :
Eﬂ. o] Data Sources... : by Uzar summary of Logon failure events by User,
|_:T|'1I S'-“-éh Refresh Surnmary of events by User,
) % Cuk Surmrmary of events by Uzer on each Event
s SLE oy W Platform Source Type, =
I ¥
;—l—'x Delete —I_
E@ Selected: 0, Total: 18
Schedules. .. —

Meet the people who can help
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Log Management: Continuity Report

Log Management Continuity report

E@ e | Melm

~ Continuity Audit

location

IBM DE2 9.5
innzhruck

Creation date: February

IEM Tivoli Directory Server

innzbruck

19, 2010
12:00:00
AM CET

Creation time:

tvpe

IEM Tivoli Security Informsatio. .
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 Color codes are used to show the quality of the log archive
 Notifications can be sent to alert when gaps are found
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PCI-DSS Regulation Reports

Add custom report Import custom reports
PCI-D55
Title Description

PCLDSS (1.2) Network intrusions Unauthorized network access events
PCHDSS (1.3) Network exposures Exposures resulting from network misconfiguration
PCIDSS (1.4) Network access violations Exceptions and failures on network access
PCHDSS (2.1,2.2) Configuration exposures Exposures resulting from systems miscon figuration
PCI-DSS (2.3) Remote diagnostic port access Detection of accesses to the diagnostic ports on servers.
PCHDSS (5.1 5.2) Anti-virug configuration exposures Exposures resulting from mizconfiguration of anti-virus software
PCIDSS (5.1,5.2) Covert channels and trojan code Exceptions found from anti-virus software
PCHDSS (8.1) Security patches Exception= and failures caused by insufficient ecurity patch levels
PCIDSS (6.3.3,6.3.4) Source code access Exceptions and failures caused by accessing source code.
PCHDSS (6.3.3,6.3.4) System test data Controlled acceszs to System test data.
PCHDSS (7.1} Information access restrictions Who accessed sensitive or private data successfully or unsuccessfully.
PCIDSS (7.1) Sensitive system izolation Exceptions and failures against sensitive systems data in azset groups Cardholder data, User, HR Data, Source Code, and Financial Data
PCHDSS (8.5) Access Enforcement Logon successes and faiures, both locally and remotely
PCIDSS (8.5) Account Management System account management activity
PCHDSS (8.5) System account policies Exception= and failures caused by systems account policy violations
PCIDSS (10.2.1) Cardholder data access Successful and failed cardholder data access
PCLDSS (10.2.2) Operational change control Changes to the operating environment such az system updates, DBA activity etc.
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Operational Change Control of Finance database

» Time period setup
Month
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~ Summary report
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|Who group - 5 [What group ... 5 | On What group ... % |‘|ﬂhure to group - % #Events o #Pol.Excp. - #5pec.Att -~ |EFail. -~

Iﬁ.l:lrl'i'l'ﬂlrm System Administration | General Data !F'l'lld'lne Server 1256 15 145 12

Admnistrators System Operations | Sensitive Data [Finance Server 1352 a9 158 o
System Updates Financsal Dats |Finance Server 1543 154 455 45

System Updates

Sensithve Data |Fnance Sensed 165

| System Operations | Sensitive Data | Main frame FI 2835 g1 4 o

m System Updates General Data | Mainframe FIN 4875 P 46 2

| /T Admin Authorizaton Objects | Financeal Data anunr:e Server =] 16 23

T Admin System Operations | Sensithee Data | Mantrame FIN S46 189 16 o

T Admin System Updates General Data  Mainframe FIN 5165 48 54 0
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System System Actions Financial Data |Finance Server 15654 & 15 0
Syestem System Administration | Sensitive Data |Finance Server c48 15 |45 o
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“Acceptable Use” Policy -> Policy Violation, White List

Event Detail

Field SO e
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= Incident Tracking

w Additional information
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Define what is acceptable in your environment
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Tell me when “that” happens. (Special Attention, Black List)

Jattention Rules:
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Audit and Compliance: Best Practices

Apply the 80-20 rule
— Focus on foundational controls
— Implement a controls-based framework, e.g., CobiT

- Engage Business level management
« Start with an immediate use case & build on incremental success

« Select an integrated security solution with depth and breadth of event
source support that fuses security across your enterprise and enables
you to:

— Audit as transparently as possible to minimize impact to the business
— demonstrate reliable and verifiable log collection
— identify and monitor sensitive information assets and privileged users
— Integrate with user provisioning solution (“closed loop” to IAM)
— compare activity against “acceptable use” policy
— Distribute policy exception reports/alerts to stakeholders

— Take action: improve policy and improve process
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« W7 Reporting: "Who did What type of action on What?, When did they do it, and Where, From Where
and Where To?" - reduces audit costs. Out-of-the-box dashboards and reports are drill-down enabled
and can be easily customised or combined using a user-friendly report wizard.

« Privileged User Monitoring: PUMA is part of the DNA of TSIEM and not a bolt on - as it is with
competing solutions. Gartner has recognised our user and resource monitoring solution as the market
leader.

« Database Security: Integration of SIEM with the Guardium database monitoring sets IBM apart from
the competition uniquely providing customers with a complete database security solution.

« Closed Loop Compliance: Only a SIEM-IAM integrated solution offers true closed loop compliance
capabilities. And only IBM offers an integrated in-house solution.

« The Threat Monitoring Factor: Integration of TSIEM with both ISS and Guardium easily
differentiates IBM from the competition. An effective security framework requires a broader scope of
relational solutions.

« Mainframe / AS400 Support: Unlike the competition, TSIEM offers full support for mainframe
environments including integration with IBM’s market leading zSecure solution. Superior for mainframe
auditing. More SMF types collected, more detail.

« Custom Event Sources & TDI: Tivoli Directory Integrator (TDI) is the ultimate integration and
information transformation swiss knife. Using TDI based methods, IBM can quickly and easily build
custom event collectors. The competition has nothing like TD!.
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