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AGENDA

Who is the X-Force

Security Trends
Vulnerabilities
X-Force Protection Engines
The Cybercrime Ecosystem
The inter-tubes
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" The mission of the
IBM Internet Security Systems™
X-Force® research and team is to:

= Research and evaluate threat and protection development on issues
= Develop new technology for tomorrow’s security challenges
= Deliver security protection for today’s security problems

= Educate the media and user communities

s
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Integrated in IBM’'s WW R&D
M(Atlanta) Zurich

* Vulnerability Discovery * Cryptographic foundations
* Vulnerability Analysis * Java cryptography
Almaden * Malware Analysis * Privacy technology
* Cryptographic * Threat Landscape Forecasting % Multiparty protocols
foundations * Protection Technology * IDS & alert correlation
* eehne GOVt Researcd * Smart card systems and
workstation * Security Content and Protectio application
X
TJ Watson (Hawthorne) |
* Cryptographic foundations T Tokyo.
* Internet security & "ethical hacking" Haifa _ * Digital _
* Secure systems and smart cards * PKI New Delhi N Watermark{ng
* IDS sensors & vulnerability analysis enablement * High-performance™ XML security
* Secure payment systems * Trust * Cryptographic ~ * VLSlforcrypto
* Antivirus policies hardware &
* Privacy technology software
* Biometrics
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X-Force Vulnerability Database — We analyze them ALL

* Most comprehensive Vulnerability
Database in the world

— Over 48,000 unique vulnerabilities ————

catalogued RESEARCH RESEARCH

— Entries date back to the 1990’s

_—

* Updated daily by a dedicated research
team

 The X-Force database currently tracks
over...

— 8000 Vendors
— 17,000 Products
— 40,000 Versions

ALERTS ADVISORIES PRODUCT HELP
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Information Sources

« Emalil lists
 Vendor disclosures

 Blacknets pvm— INFORMATION
. Greynets SHARING
 Honeynets
« Whiro Crawler

3

e Information Sharing
— ISACS, CERTS, Industry Organizations \

— Research Partnerships
— Conferences
— Online R
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IBM X-Force web intelligence lifecycle

guidance. -
: New IPS updates
guidance X-Force® X-Force® -

Research Development

» Deep Crawl of Known

Malicious Websites = Develop Protection

= Analyze New
Exploit Techniques

= Deliver Updates

= Provide New
Protection Guidance

Web and

New malicious SPAM Filter R
websites Technology alicious S

» Classify MSS Links = Apply Updates

= Find Related Websites

= Monitor Browsing of:

(Deep Crawl) - Million of End-users
= Search for Malware - Thousands of Customers
= Find New Malicious Websites - Hundreds of Countries
= Block All Malicious Domains = Block Malicious Links

= Send Links to X-Force

2010 4 : Meet the people who can help
se ¢ advance your infrastructure



b

X-Force R&D: Unmatched Security Leadership

9.1B analyzed Web pages & images

150M intrusion attempts daily

(O T 40M spam & phishing attacks
The mission of the 48K documented vulnerabilities
IBM Internet Security Systems™ Millions of unique malware
samples

X-Force® research and
development team is to:

Provides Specific Analysis of:

= Vulnerabilities & exploits
Malicious/Unwanted websites
Spam and phishing

Malware

Other emerging trends

Research and evaluate threat and protection issues

Deliver security protection for today’s security problems

Develop new technology for tomorrow’s security challenges™

Educate the media and user communities

F oL\ C El
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But its really all about security effectiveness
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Base
Score

-~ Adoke Readerand Adobe Acrobat Geticond) RCE - OVE-2009-0527

- BCBINDdns_db fincresasst] Dof — CVEI009-1923

____ BCBINDdns_db fincresasst] Dof — CVEI009-1929

Senices (NG5) C: Bypass — CVE-2009-0696

Mtk D3+ Image ACE - O %
Services Control ACE - CVE-3008:3021
Mustiple Microsoht Windows G Image RCE - CVE-2005-2502
fion - CVE-2009-3672
" e ActreeX, Cortrod RCE - €
Muiltiple Microsoht Windiws G Image ACE Vs - CVE- 20053529

e Mol WING Replication ACE - COWE200%-2408

IMutipke Wz in the Embedded OpenType Fart Engine of Microsoft Windows Could Alow RCE
- Muitiple Vuins. inthe Embedded OpenType Fort Engire of Micrsoft Windows Could Alow RCE - OVE2005-1862

Muitiple JEKCT Vidins in Adobe Acobat and Adobe Reader - CVEHIISHET T
Muitiple: JEIG2 Yiins in Adobe Amobat and Adcbe Resder — OVE20094E12
- Mutiple JBZZ Woins in Adobe Acnobat and Adobe Reader — CVE-20094E88
- Muitiple JBGZ Woins in Adobe Acnobat and Adobe Reader — CVE-20094E83
Muitiple: JBIGZ Vs in Adobe Acobat and Adobe Reader — OVE200940024
- Muiple IBGZ Wuins in Adobe Acrobat and Adobe Reader — CVE200840015

Mool Visu Basic Activel RCE Wuin — CWVE- 20080000

- Multipk: Microsoht Vides Cortrol ActiesX RCE Vulre. - OVE-20091537

Mhitiple Micreaok Video Cortrol ActiveX ACE Wine. ~ CVE-2009-0652
- Micsoft ntemet Explorer ATL Kilbik Evasion — CVE 20030901
- Musbiple Vi i the Wicrosolt Vil Stucio Active Termplate Libvany Could Allow ACE - CVE-2008:2451
Meitiple Vidrs. i the Microsoh Vsl Studia Active Termpiate Librany Cou Allow ACE - (VE-2000:3454
- Muibiple Widrs. inthe Nicrmsolt Vsl Studio Active Template. oo ACE - CVE-008:2455

i i Acthoe Ternplate Librany Could Allow ACE - (VE-J08-1545
Adiobe Readerand Adcbe Acrobot JAIG2 Image Stresem ACE - CVE 20090238
. Adoke Acrobatand Acrobar Rezcer FICE - CVE-2008-2507

GO Image ACE Vuirs. - CVE-2003-3504

Micomsoft et Curtz dIACE - VE 20090509
- hitiple Widrs. in Nicrosoft DirmctShow Couid Allow RCE - CVE-2008-0732
- Mitiple M. in Nicrosoft DirmctShow Couid Allow ACE - CVE-2008-1136

ActhveX Control FIE ~ CVE-2009-1538
. Mol Firefo Fart HTML Tags ACE - CVE-2009-1539

____ Microsclt ntemeet Exploner Arguments ACE - CVE-2008-3555
Microsoft et Exploner mehtm. ol RCE ~ CVE-2009.0885

-—— Adobe Acrobat and Acrobat Reacier RE - CVE-200B-4350

- Microsokt intemet Information Services FTP ACE - CVE-209-1920

- Microsckt Windows I5cpe RCE - CVE-2009-3459

Fiote: Visinerabilties ¥-Fonce dicovered are diplayed in bioe.
obe: ACE = Rernate Code Execufion
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Security Effectiveness — Top Vulnerabilities of 1st Half 2010
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X-Force® R&D drives IBM’s Security Innovation

Research  Technology  Solutions

X-Force Protection Engines

= Extensions to existing engines

o

Original Vulnerability
Research

o e ' = New protection engine creation
Public Vulnerability
Analysis - X-Force XPU’s

= Security Content Update SOLUTIONS
Development k

= Security Content Update QA

X-Force Intelligence

= X-Force Database
= Feed Monitoring and Collection
= Intelligence Sharing

Malware Analysis

Threat Landscape
Forecasting

Protection Technology
Research

The X-Force team delivers reduced operational complexity —
helping to build integrated technologies that feature “baked-in” simplification

Pu I A N Z 2 01 O r : Meet the people who can help 0
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Disappearance of Low Hanging Fruit:
Vulnerability Disclosures & Exploitation Declines

m Declines in some of the largest
categories of vulnerabilities.

*  Web applications continue to be Vulnerability Disclosures
the largest category of 2000-2009
disclosure.

8,000

* SQL Injection and File Include,
have declined.

* ActiveX controls which mostly
impact client applications has
also declined. O

3,000

7000

6,000

5,000

= Tuesdays continue to be the -

busiest day of the week for .

VUInerabIIIty dISCIOSU res. 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009

1,000

Source: IBM X-Force®

m 2009 vulnerability disclosures by
severity had no significant
changes from 2008 percentages.

PUI ANZ201O : ; Meet the people who can help |
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Most Vulnerable Operating Systems

Vulnerability Disclosures Affecting Operating Systems

2005-2009
= In the second half of 2009, the o Um  enbey et W
number of new vulnerabilities for 120
Linux and Microsoft took a sharp 100
turn upwards while Sun Solaris -
drastically declined. "
Critical and High Vulnerability Disclosures an

Affecting Operating Systems

2005-2009 28 \/\/__,-‘

Microsoft Apple Linux Sun Solaris E 0
o H1 H2 H1 Hz H1 H2 H1 H2 H1 H2
45 2005 2006 2007 2008 2009
40 Source; IBM X-Force®
35
30 . .
- m BSD is in the number five slot,
20 replacing IBM AlIX who was fifth in
. 2008.
5 ms—— E— m For critical and high vulnerabilities,
0 . . .
s R e e s e s Microsoft takes first place. Apple is
2005 2006 2007 2008 2009 in second place.

Meet the people who can help
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Apple, Sun and Microsoft Top Vendor List for Disclosures

= Top ten vendors account for nearly a quarter (23%) of all disclosed
vulnerabilities, up from 19% in 2008.
m Significant changes to the Top Ten List including:
- Microsoft dropped from #1 to #3 after holding top spot since 2006.

- Adobe makes it's debut on the top ten list at number nine. Percentage of Vulnerability Disclosures
Attributed to Top 10 Vendors
2009

Ranking Vendor Disclosures

1. Apple 3.8% Bt /- E::igm 23%
2. Sun 3.3%

3. Microsoft 3.2%

4. IBM 2.7%

5. Qracle 2.2%

8. Mozilla 2.0%

7. Linux 1.7%

8. Cisco 1.5%

9. Adobe 1.4%

10. HP 1.2%

Table 3: Viendors with the Most Vulnerability Disclosures, 2009

In 2009, web application vendors are not on the top ten list because we now only count vulnerabilities in
the base platform. We are not including plug ins associated with Web application platform vulnerabilities
because they are often not produced by the vendor themselves. Source: IBM X-Force®

I UIseANZ201O & > Meet the people who can help
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Remotely Exploitable Vulnerabilities On The Rise

= In the past four years, remotely exploitable vulnerabilities have grown from 85% to
92% of all vulnerability disclosures.

* These vulnerabilities are significant because they can be executed without
physical access to a vulnerable system.

Percentage of Remotely Exploitable Vulnerabilities
2000-2009

100%
20%
80%
0%
60%
50%
40%
30%
20%
10%

0%
2000 2001 2002 2003 2004 2005 2006 2007 2008 2009

Source: IBM X-Force®
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Patches Still Unavailable for Over Half of Vulnerabilities

= Over half (52%) of all vulnerabilities disclosed in
2009 had no vendor-supplied patches to remedy
the vulnerability.

e 45% of vulnerabilities from 2006, 43% from

2007 and 50% from 2008 still have no patches
available at the end of 2009.

Percentage of Vulnerabilities with Vendor-Supplied
Patches by Vulnerability Disclosure Year

2006-2009
Mo patch during Mo patch at the W No patch at the
disclosure year end of 2008 end of 2008

85%

60% — ——

55% —

50% —

45%

40% —

2006 2007 2008 2009
65% 50% 52% 52%
46% 44% 52%

Vulnerability Disclosure Year

m Source: IBM X—Force@F
VWil Y=\ IV J W “

o

Vendor Percent of 2009 Percent of Critical
Disclosures with & High 2009
No Patch Disclosures with

No Patch

AllVendors~ 52% 60%

2009 Average

Linux 50% 53%

Oracle 40% 3B8%

MNaovell 27% 31%

IBM 25% 27%

Google 47% 25%

Apple 14% 22%

Microsoft 29% 15%

Sun T% 8%

Symantec 18% T%

HP 16% 5%

Adobe 4% 4%

Cisco 11% 1%

Opera A7% 0%

GNU 33% 0%

Mozilla 15% 0%

Rim 14% 0%

‘Tabie 4: Best and Worst Patchers, 2009

Meet the people who can help
advance your infrastructure
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2009 Attacker Motivation is to Gain
Access and Manipulate Data

Vulnerability Consequences as a
Percentage of Overall Disclosures
2006-2009

. “Galn acceSS” remalns the B Gain Access Qbtain Information Othel
primary Consequence Of Data Manipulation Bypass Security M File Manipulation
.y . . Denial of Service B Gain Privileges
vulnerability exploitation. :

« Approaching the 50% mark
that was previously seen
throughout 2006 and 2007.

60%
50%

40%

= “Data Manipulation” took a
plunge but still higher in
comparison to 2006 and 2007.

30%

20%

m “Bypass Security” and “Denial
of Service” is increasing. -

— -
—e——..

0%
2006 2007 2008 2009

Pulse ANZ2010% 4%
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Client-Side Vulnerabilities: Document and
Multimedia Vulnerabilities are on the Rise

m Largest number of client-side Top Client Categories - Changes in Critical and
vulnerabilities in 2009 affects Web High Client Software Vulnerabilities
] ) 2005-2009
browsers and their plug-ins.
] Document Reader and MUltImEdla Il Erowser I Document Reader or Editor [ OS Multimedia
vulnerabilities surpass OS vulnerabilities in = *”
20009. 250
200
150
100
50 /
a |
2005 2006 2007 2008 2009

Source: IBM X-Force®
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Vulnerabilities in Document Readers Skyrocket

m Portable Document Format (PDF) vulnerabilities dominate in 2009.

m Microsoft Office document disclosures are on the decline while
Adobe disclosures continue to rise.

Vulnerability Disclosures Critical and High Vulnerability Disclosures
Related to Document Format Issues Affecting Document Readers and Editors
2005-2009 2007-2009

Office Formats W Portable Document Format (PDF) Microsoft Office [l Adobe Acrobat or Reader [l Other
80% 100
120
TO%
100 g0 &
= 60% i
2 E
5
80 & s0% B0 E',
z o
60 é 40% — 2
'3
E a0% — 40 3
40 g B
T 20% " =
g
20 10%
0 0% 0
2005 2006 2007 2008 2009 = L) 2008

Source: IBM X-Force® Source: IBM X-Force®
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Attackers Turn to Adobe Products to Launch

Exploits

400,000
350,000
300,000
250,000
200,000
150,000
100,000

50,000

Browser and POF Exploitation
Bource: IBM Managed Security Services
20082009
Source: IBM Managed Security Services ek o0
2008-2009 480,000 000 B Actia
00, D0 Tival PDF
- ) B irferet Exploner
200 B Firefco
o fe s
280000
Fouiliie
S0, 00
00
80,000 "' =
a1 Q2 Q4 a1 Q2 Q3 Q4 cmmmummnmummmmmmmwmummmwm
2008 2009 s e

Source: IBM X-Force®

Top Five Web-Based Exploits

Rank

2009

Microsoft Office Web Components
Spreadsheet ActiveX (CVE-2009-1138)

Adobe Acrobat and Reader
Collab.CollectE-mailinfo (CVE-2007-5653)

a

Adobe Acrobat and Reader util. printf() (CVE-2008-2992)

4.

Adobe Acrobat and Reader Getloon() (CVE-2009-0927)

5.

Adobe Flash Player SWF Scena Count (CVE-2007-0071)

Tabie 11: Top Five Web-Based Exploits, 2009
Source: IBM X-Force Whiro Crawler

PulseANZ20107%, %

Touce: I X-Foroel

m Four of the top five web based
exploits are related to Adobe
products.

m Core browser vulnerabiities have
taken a back seat to malicious
PDF and ActiveX vulnerabilities.

Meet the people who can help
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Exploit Availability

Client-Side Proof-of-Concept Percent of Critical and High Client-Side
Exploit Code Publication Timing Vulnerabilities with Public PoC Exploit Code
2005-2009 2005-2009
B Same Day After Disclosure M Before Disclosure |
Il Browser Multimedia ~ W OS M Document Reader or Editor
100% o

50% —

40%

30%

20%

10%

0%

2005 2006 2007 2008 2009
2005 2006 2007 2008 2009

Source: IBM X-Force®
Source: IBM X-Force®
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...... and they are obfuscated

Obfuscated Web Pages and Files
Source: IBM Managed Security Services
2008-2009

8,000,000

5,000,000

4,000,000

2,000,000

Source: |IBM X-Farce®
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TextPad - [F:\webfuscate'IEexploit_original0day_before.html *]

=1o1x]

| File Edit Search ‘View Tools Macros Configure Window Help —IEIEIEI x|
0zR(88RE| 2@ 0 =% (2T @V 4@ [ REH ew o [R2] 5 x| | |of |
¢a=cript language="javascript': Jéﬂjﬂ

war alfabet="ABCDEFGHIJKIMNOPQRSTUVIEYZabocdefghijklnnopgrstuyweyz01234567894+=";

function funkcjal{arg)
{

war al='", a2. a3, ad4. ahk. ab. a7. ad. af=

arg=arg.replace( /[ "A-Za—-z0-9+ =] g,

do {

abf=alfabet  index0f{arg. chardt{af++))
ab=alfabet  indexOf (arg. charit(ad9++)):
a?=alfabet  index(f{arg. charati{a9++))
af=aliabet . index(f{arg.charit{a9++))
aZ={ab << 2) | (ab »> 43

zome_shit=((ah & 153 << 431 |
ad=((a? & 3) << B) | aB:
al=al+String . fromCharCode(a):

(a? »» 2):

0:

e

1f (a7l=64d4) al=al+String. {romCharCode{=omns |

if (aBl=6d) al=al+String. fromCharCodei{ad);
Fo
while (a9<arg.length);

document . writel{al):

{szcript

<body onload=

"funkcja( ' ZG97dV11bnOud 3T pdGUodWs le2WheGlo I ylz Yy U2 0CT ANCT 2ZCT 2 ¥y Tz Z5 0= Yy U 20CT 2HST 2MST 2 NC =250z Yy U ANCT 205 T INCT2 Yy U2H —
SUzZS0e Yy Uy Zi TINCT 205 3NCT 2 Yy U2 HSTe 25 pKT=KEZG9 1AW 1Eniad 3 JpdGTodWs 1 c2HheGUo ¢ Uz ¥y T3y T2 My T3 M1 T 205U 3MCT INC T MCT 2 ¥ w112
MST2ZSU 2Ny T IHST 2HS T 2y U 2HSU=2C Uy Mi T2 VST 2 MS T ANI U2 MST 3H v T 2 My T 3Hi T2 05T 3HCTANC w1 U=ZScpKTsKZG9 dW1 1bnQud 3T pd GllodWE 1o 2H 3z
heGlaIyU2HiTINST 225 2 My T ANCT 205U 2 Zi T2 25Uy HCT 0V U 221 U2 Hy Uy OCT 2 20Ty OS5 U MCT 3V i cpK TsKZG9 dT1 1bnOud 3T pd GTodWE 1 o 2 HheGlo T v 25
TwCSTAN1 T2 HST 31 Ty HC T 2 ¥y T 2 21 U2y Uy HC Uz 2w MO 2 HC U 2 Zi U2y U A NS 2 2CU 2 HS U 2 25U AN C v 25T 2 My D31 U2 NS 2 MSU 3 NCT ZHSTONS T2V T2 H a
SUZZCU2NSU 22T INC Ty Ty Ny USHC Uy Hy UyOSTz Y icpKTsKZG9 §dW1 1bntud 3 pdGlodW S L2 HheGUod yUwOST 2 Yy T2 Z1 T2 Ny Uy 250 205U 225022572
HSUSMiU00CTLHCT0ZCT0 Yy Uy HC Uz ZCUy HC T 220z Y icpk TeKZG9 41 LbnQud 3T pdGlod WS Lo2Nhe Gl U 3ZCopKTesKZG9 1AW 1bnQud 3T pdGTod WS
Le2NheGlo yU2H1iTINST 2 ZST 2y TaNCT 2050 221 T2 25Ty MCT Oy T3 M1 T2 RS2 MST A HCT 2 NS 021 TyOCT 2 21 Uy ¥y Uy MC T2 Z 5Ty OS T MCT 3 Y icpK T=RZG [
95dW1 1bnOud3IpdGlodWs 1o 2 HheGUoJ yIwOSTIN1 T2 MST 31 Uy HCT M1 Uy MC Tz ZC Ty MCT 225U 3RS 2 ¥y T2 ¥y Iz Y icpK TsRZG9 1AW L bnQud 3T pd GUad
W5 1o2HheGTol yIv0ScpETsEZG9 §dV1 1bnOud 3T pdGlodWE 1o 2 WheG T ¢ IwOSTANCT AHi T30Sy HET 3V i Uy HCT 2 HST AN i U2 HS T2 Vy Ty OC Ty Hy T3 Hi Ty =72
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Converging the Security Platform
A Holistic Security Architecture

Protocol Analysis Modular Technology

EQ//*“-\:R -

g =¥

i

Threat Detection Content Network Policy
and Prevention Analysis Protection Enforcement

I UIseANZ 2010 i,l | : Meet the people who can help
P : 25
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Reasons For PAM

« Many DPI solutions must remove protection as time progresses in
order to keep performance from degrading

* New technologies and techniques aren’t possible with a non-
extensible solution

« Pattern matching is a very old technology and is reactive in nature
— There must always be a ‘patient zero’

* Obfuscation is well practiced and easily done against pattern
matching technologies

— This is especially simple when the signatures are open and reviewable
before the exploit is crafted

P I AN Z 2 010 ‘ F‘ Meet the people who can help
u Se ’ v o advance your infrastructure
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Which one is larger than the rest?

* Protocols are like simple languages.
It helps if you speak the language.

e UlecTb YMHOXE@HHbBMCEMDb

e llecTb YMHOXE@HHbBMLIWECTb NAC
wecrTb

CeMb YMHOXE@HHbBMCEMb MUHYC
CeMb

e« Copok nnwc aoBa

P I AN Z 2 010 ‘ F‘ Meet the people who can help
u Se ’ v o advance your infrastructure
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Now, which one is larger than the rest?

e SIX times seven

e SiX times six plus seven

e SIX times six plus six

¢ Seven times seven minus seven
* Forty plus two

PUI ANZ 2010 4 : Meet the people who can help 28
se ’ © advance your infrastructure
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Protocol/Content Analysis at ALL Levels

« Simulate the protocol/content stacks in the vulnerable systems
 Normalize at each protocol and content layer

* Ability to shim in new technologies and grow with not only evolving
threats but additional market needs

HTML

hﬁl
Ethernet Aﬁ
SN Y
 ——— ) .
_ : _ | APPLICATIONS JAVASCRIPT
Ethernet
©GIF

s WMF

JPG

Instant ar
b1
Messanger

29
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e Cybercrime Ecosy i -{

after your money A QA spam 8
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Delivery
discovery/sal

Exploit

ocalizatio Updates

Anonymity

Drive-by-
download

S
S$> ,
DIY Malware
-k Kit
Tools
- Malware to !
7 SQL Injection -

Automation
Anti-

A
Drive-by-download debugging
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The Economics of Attacker Exploitation

® Threat Evolution:

® A flat world has brought e = .
W He Financial Gain Political/Military Gain
about an unprecedented ; .

amount of criminals and — identity |G Organized Coiordinated Denial
Theft ~ ‘o - GL tsten:ce
cons i ' T acks
Cre!gﬂteaard LBtha! : [:y[u?r
. . . | errorism
® Attackers keep ROI in mind — e
as well, and constantly E“F",‘:EJET — . P o
. : Dbjective: o B
evolve their wgres in order u,ﬁgqmm OWNED Nliier
to re-purpose it for the L _ ﬂlrﬂal
next flood of attacks
® High profile vulnerabilities |
will still be the vehicles for *'ﬁ?;.f“’
shing iﬂmm
new attacks, however, the T SN Villerabilitiss: 7 Endangered ms’.?fﬁmu,r
e e , srupte
low and slow attack s S EXPLOITED & A  Bandwidth
. Trojan/Worms/ ./ q ' - = Lost
vectors cannot be ignored Malcode

B ad ~ Applications
| ' 1 @ Compromised
: Stealthy ! E [lgnrmatiun
I | reached
Sophisticated Complex ST,
Evolving Technigues Focused Targets
PulseANZ20107% 4.
Se " ' ‘fi, advance your infrastructure

* The economics of Ty 4 Q

exploitation must be taken
into consideration to
better prioritize risk




—

Criminal Economics 101

e Criminal Costs
— Easy to obtain an Exploit

— Easy to Monetize (i.e. easy to
weaponise)

e Criminal Opportunities
— Many Targets
— High Value (of the information)

P I AN Z 2 010 ‘ F‘ Meet the people who can help
u Se ’ A advance your infrastructure
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Exploitation Probability for Snapshot Viewer Vulnerability

(2008)
Easy to Exploit *Easy to Monetize

Cost

Many Targets ngh Value

Opportunlty

. Y & J

source: |BM X-Force®

I 2 O 1 O ‘ . Meet the people who can help
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Consequently...
Microsoft Snapshot Viewer ActiveX Control Exploitation

(200 N

160 [ Tuesday, July 8 |
140 Exploit Code
Published
120 L] I
12,000 [~ ] )
10011 monday, July 7 Thursday, July 10
BD - Vulnerability Mass Exploitation
Disclosura through Toolkits ins
10,000 60 1 g Targeted - kit
a0 — Exploitation 7"
sooo || 2°

source: [EM X-Forge®

PUI ANZ 2010 4 ; Meet the people who can help o
se ’ © advance your infrastructure



Hh—

Exploitation Probability for Microsoft IIS HTML Encoded ASP

(2008)
| Easy to Exploit Y Easy to Monetize

Cost

CVSS Score 10!!

S ——
Many Targets ngh Value

Opportunity

\_ J .

source: |BM X-Force®
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Specific to 2009

m Economics continue to play
heavily into the exploitation
probability of a vulnerability.

m Web Browser and Document
Reader vulnerabilities are very
profitable and easily executable.

Exploitability Probability

n December 15, 2008 Adobe Acrobat and Acrobat Readar Remote Code Execution
October 9, 2009 Adobe Acrobat and Acrobat Reader Remote Code Execution
July 22, 2009 Adobe Acrobat and Adobe Flash Remote Code Execution

[ tiovember 23, 2008 Microsoft Intermet Explarer mshim|.dil RCE

July B, 2009 Multiple Microseft Video Control ActiveX! Remote Code
Execution Vulnerabilities
July 20, 2009 Microsoft Office Web Components Spreadshest Activel

Cantrol RCE

E September 10, 2002 Microsoft Windows SRV2.5YS Remote Code Execution Yulnerability

July 16, 2008 Mozilla Firefox Font HTMWL Tags Remote Code Execution

July 14, 2009 Multiple Microsoft DirectShow Remote Code Execution Vulnerakdii-

Movember 10, 2002 Microsoft Windows WSDAPI Remote Code Execution Vulnerability

E October 13, 2002 Microsoft Windows Indexing Service Activex Control Remote Code

Execution Yulnerability

September 8, 2009  Microsoft Windows JScript Remote Code Execution Vulnarability

E August 11, 2002 MNatwork Security Services (NSS) Parser Remote Code

Execution Yulnerability

E August 11, 2008 Matwork Security Sarvices [NSS) Certificate Security

Bypass Vulnsrability

F Y
5
= 0
. iE 10 E
-
oy
=
g I I:'
s 14
of
[
|
L
e
T =
WY
— « >
0 EXPEMSIVE Monetization & Exploit Cost CHEAP
July 28, 2009 MicrosaTt Internet Exploer ATL KIIDIT Evasion Vulnerakiity
July 28, 2009 Multiple Microsoft Visual Studio Active Template Remote Code
Execution Yulnerabil ties
[E Movember,2008  Transport Layer Security (TLS) Handshake Renegotiation
EE August 11,2008 ISC BIND dns_db_findrdataset)) Do Vulnerability
September 2, 2008 Microsoft Internet Information Servicas FTF Remote Code
Execution Vulnarability
L[ December 9, 2009  HP OpenView Network Node Manager Femote Code
Execution Yulnerability
December 1, 2008  Movell eDirectory Remate Code Execution Vulnerabilfty
IE uy 14, 2009 IS0 DHGP Client Buffer Overflow Yulnerability
E October 13, 2002 Microsoft Internet Explorer Arguments Remote Code | h hel
Exwcution Vulnerability e Who can neip 37

Jar infrastructure
Source: [BM X-Forced
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Do you have your thongs on....

Security and Spending are Unbalanced

Security

% of Attacks

spending

cr of Dollars

Web Applications

=
Network Server

“The cleanup cost for fixing a bug in a homegrown Web
application ranges anywhere from $400 to $4,000 to repair,
depending on the vulnerability and the way it's fixed.”
-Darkreading.com

PUI ANZ 2010 4 : Meet the people who can help 38
se ’ © advance your infrastructure
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Web App Vulnerabilities Continue to Dominate

m 49% of all vulnerabilities are Web
application vulnerabilities.

m Cross-Site Scripting disclosures
surpassed SQL injection to take the
top spot.

m 6/% of web application vulnerabilities
had no patch available at the end of
2009.

Percentage of Vulnerability Disclosures
that Affect Web Applications
2009

Wieb Applications: 48% —-,II II,'— Others: 51%

Pulse. ... __ ._

Source: IBM x-rmsnr
L.

F v %

o

20,000
18,000
16,000
14,000
12,000
10,000
8,000
6,000
4,000
2,000

0

1998 1989 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009

Cumulative Count of Web Application
Vulnerability Disclosures
1998-2009

Source: IBM X-Force®

Meet the people who can help
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SQL Injection

SQL Injection attack Monitored by IBM ISS Managed Security Services

800,000
700,000 —
600,000 -
500,000
400,000 -
300,000
200,000 -
100,000

SEP OCcT NOV DEC JAN FEBEE MAR APR MAY  JUN
2008 2009
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Web App Plug-Ins Are Vulnerable

m 81% of web application vulnerabilities

affect plug-ins and not the base Percent of Vulnerabilities
platform. Platform with No Patch
m 80% or more of the vulnerabilities Base Platform Plug-ins
affecting plug-ins for Apache and Apache 239 8654
|
Joomla! had no patch. Drupal 5% -
Weah wm Platforms=® Joomlal 8% 280%
Vulnerabilities in F"Il.!g-u;s-':I ggrsus the Base Platform PHP 42% 15%
TYPO3 5% 51%
B fzache wordpress [l PHP TrPod [l soomiat [ orupal
* Wb Applcation platforms with 20 or more vaineabiities n 2009 Wﬂ‘rdp ress 13% 57%
500
Table 8: Percentage of Web Application Platforms and Plug-in Vulnerability
. g —_— Disclosures without a Patch, 2009
400 ——
350
30}
280
200 A1
150
146) I
s I
|:| |
Pu I ¢ Platiormms Piug-ins Meet the people who can help o
w advance your infrastructure

Source: IBM K-Farcsl



The ILE (Injection Logic Engine) Advantage

SQL (Structured Query EEEEEm I
Language) InJeCt|on | Web Protection Wizard e —

Use this wizard to enable protection against Weh security attacks.

| v

XSS (CrOSS'Slte . \feb Protection

I -~ Protection Setup [¥ Injection Attacks
SC rl ptl n g) =] Protection Categaries
1 [ Client-side Attacks
H S Tl nicction Abbacks
- Malicious File Executio

P H P ( H yp e rte Xt ] ¥ Cross-site Request Fc [V Display

- Information Disclosure

Preprocessor) file- | Franmaes I sk

- [W Authentication

i n Cl u d e S | ¥ Buffer Overflow 7 b % | &} ':i

g g:ruet:tsrogrclidexing Allowe List I
CSRF (Cross-site
request forgery)

Attack kechnigues that allow an attacker to either inject code into a program or query o inject malware onko a computer in order
ko execute remote commands that can readfmodify a database or change data on a Web site, such as SQL injection.

W Miscellaneous Attacks

Path Traversal

HTTP Response

S I Itti n Injection Tuning Parameters: Do not modify these parameter settings unless you are working with an IBM 155 Support
representative, You could assign inappropriate settings that might cause the engine to behave incarrectly,

SGL Token Limit: IS— 0 or -1 disables behavior {all content: For a given item is scanned. )
F 0 rcefu I B rOWSI n g SQL Chaff Limit: I-l— 0 or -1 disables behavior (All data is accepted after finding SOL injection patkern.)
S0L Score: |4— 4 instances of SOL keywards and patterns (default)
EX p an d S Se C u rity SGL Pedantic: ID— 0 disables behavior {default), 1 enables behavior
SGL Boolean Triggers: Il— 0 disables triggering, 1 triggers event, 2 always triggers even if no keywords Found {default)

Capabl I Itl e S to m e et b Oth Shell Score: |4— 4 combinations of shell commands and symbols {default)

CO m pI Ian Ce Shell Pedantic: ll— 0 disables behavior, 1 enables behavior {default)
requirements and threat |/ ld——1

Ll

evolution

Help | = Back | Iesxk = | Finish | Cancel |

I 2 O 1 O ‘ ; . Meet the people who can help
Se " C advance your infrastructure




Are you an expert?

® Which browser below is missing 8 patches?
@ Which one is still using Flash v.6?
@ How are 1.8 billion users supposed to tell?

(http://www.internetworldstats.com/stats.htm)

@ Google - Microsoft Internet Explorer

@ Google - Microsoft Internet Explorer

i Fle Edit View Favorites Tools Help

= oks

i Fle Edit View Favorites Tools Help

= oks

: g : A TR : ( ue : A TR
@ Back ~ </ @ @ ::j p Search "-;\'( Favorites &3 er - .\?\,: - @ Back ~ </ @ @ ::j p Search "?/\( Favorites &3 er - .\?\,: -
: Address |@ http: /fwww.google.com/ M Go ilnks i @@~ : Address |@ http: /fuww. google. com/ M Go ilnks ™ : @~
Web Images Maps News Shopping Gmail more ¥ iGoogle | Sign in Web Images Maps MNews Shopping Gmail more W iGoogle | Sign in
2 2
: Q)g - : C)g -
Advsnoed Search Advsnoed Search
Preferences P =
Google Search ” I'm Feeling Lucky ] Language Tools Google Search ” I'm Feeling Lucky ] Lenguage Tools
Can't make it to Beijing? Get in the Games with Google Can't make it to Beijing? Get in the Games with Google
Advertising Programs - Business Solutions - About Google Advertising Programs - Business Solutions - About Google
Make Google Your Homepage! Make Google Your Homepage!
22008 - Privacy 22008 - Privacy
0 Internet @ 0 Interne)

PulseANZ20107% 4"
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Real World Conclusions from Web App Assessments

m Cross-Site Request Forgery (CRSF) vulnerabilities increased

from 22% in 2007 to 59% in 2000. B Rﬁ?ﬂfﬂ;ﬂ;’;ﬁgﬁimﬂf‘ﬁmﬁm“
m SQL Injection vulnerabilities dropped from 33% in 2007 to 18% in 2007-2009
2009 — OO PO e—Insufficient Wb e IMprOpET
m Cross-Site Scripting (XSS) vulnerabilities dropped from 83% in M inadi oI <o e
2007 to 64% in 2009. - B ik
m Inadequate Input control is the most prevalent developer-related o
issue, and the likelihood of finding it in 2009 is almost 70%. . \
B0%
505
Web Application Vulnerabilities by Attack Technique
2004-2003 40%
300G
[ Cresa-Site Seripting I 50U Injacton I Onhar Fibs inciude \
20%

50%

10%
45%

40% 0%

2007 2008 2009
35%

30% Source: [BM X-Foroe®
25%
20%,
15%

10%

%

0%
2005 2008 2007 2008 2009

2004
=
Pulse AN — o
L 5 = v advance your infrastructure



Most Prevalent Web Application Vulnerabilities by Industry

Financial Services

m CSRF findings are increasing in all verticals.
Category Avg # % Likely

* Highest in Telecommunication sector Vulns __to Ocour
applications at 74% and the lowest in retail me | e

Improper Access Control 3.2 T6%

& IOgIStIC applicatlons at 16%. ErrorMessage Information Leak 36.2 T1%

Industrials

= SQL Injection is much more likely to occur in s

Information Technology (including "dot com") information . Category Avgi % Likely

Improper Ap

Vuins to Occur
applications (37%) than in Financial Services T

appllcatlons (8%) . Error Message Information Leak 14.7 67%

Cross-Site Scripting 31.7 65%

m XSS findings differ greatly from one industry to formation Disclosure 7 -

another: Telecommunications is the highest at Crose SiteRequestForgery s

95% and Financial Services is the lowest at
58%.

Information Technology Health, Medical and Education
Category Avg # % Likely Category Avg # % Likely
Telocammunications Retall and Logistics Vulns to Oceur Vulns to Oceur
Inadequate / Poor Input Control 47.5 95% Cross-Site Scripting 1.9 91%
Calegory Ay @ o Likaly Catagory Harg
Vulnz fa Desur Yuln  Cross-Site Scripting 14.8 89% Inadequate / Poor Input Gontral 19.7 B82%
Crta-bite Seripting .y _— R —— A Improper Application Deployment 41 84% Information Disclosure 8.6 82%
Inasdbequats { Poar Input Contrel | a7 B5% Brror Meanags Inkrrmaion Lask 1 0 Improper Access Gontrol 2.5 84% Error Message Infermation Leak a7 7a%
[P —— 1 4 B% Croas-Bie Berkling 1 502 Error Message Information Leak 388 Td% Insufficient Web Server Configuration 16.3 64%
ErorMessage Information Leak 455 % Inardequate / Poor Input Gontrol zag ImproperUseof SSL 158 58% Improper Use of S8L 302 55%
IDrSper Applkcation Dployment ay a5 Mboration HeckeaLre 61 Information Disclosure 44 58% Improper Application Deployment 1.4 55%
Croas-ite Request Forgary B2 % IresutTiciant Wb Sorver Configuntion L8 BT

P I 2 O '1 O-? Meet the people who can help
b advance your infrastructure

Note: Charts show WhICh vulnerabilities were 50% or more Ilkelyt appear in aWeb assessment for each industry



Malicious Web Links Increase by 345%

m United States and China continue to reign as

the top hosting countries for malicious links.

m Many more second tier countries are jumping

6% —.
5%

4% —

3%

2%

196 —

0%

into this game.

* Countries hosting at least one malicious link
nearly doubled from 2008 to 2009

Second-Tier Countries that Host
Two Percent or More of All Malicious URLs
2006-2009

Germany

Great Britain Canada Australia France

|

2006 2007 2008 2009

Source: IBM X-Force®

80%

70%

B0%

50%

40%

30%

20%

10%

0%
20086

Countries Hosting the Most Malicious URLs
Source: IBM spam and URL filter database
2006-2009

I china B United States Other

2007 2008

2009

Source: IBM X-Force®

Meet the people who can help
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Suspicious Web Pages and Files are on the Rise

m The level of obfuscation found in Web
exploits continues to rise.

m Exploit toolkit packages have started
to include both malicious Adobe Flash
and PDF files.

m Adobe PDF files saw increases in
obfuscation complexity throughout
20009.

Obfuscated Web Pages and Files
Source: IBM Managed Security Services
2008-2009

8,000,000

6,000,000

4,000,000

2,000,000

Source: IBM X-Force®

400,000
350,000
300,000
250,000
200,000
150,000
100,000

50,000

PDF Attacks
Source: IBM Managed Security Services
2008-2009

al Q2 Q3 Q4 Q1 Qz Q3 Q4
2008 2009

Source: IBM X-Force®
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Websites Hosting Bad Links

m Since the 1% half of 2009, Professional “bad” Web sites like
pornography, gambling, or illegal drugs Web sites have
increased their links to malware.

m Blogs and bulletin boards have also seen increases in
malware links.

Top Web Site Categories Go;géglagm Least One Malicious Link Top Web Site Categories Containing 10 or More Malicious Links

2003 H2

“persona omepages or - Cammunicaon Swvces-sios. I
Tomogra o Ertrser stes I
“BlogaBuletin Boards® Shes || NG
“Saearch EngnesiWeb CalslogsPortals” Sites _

“GambngLottery” Sites [

RSP e s s ————
“Gartsogrotiey sto:
“Search EnginesWeh CatalogsPonais™ Sies [ NG

“Parsonal Homepages™ or © Communication Sarvices” Sites —

“taucation” Sites [ “BloguBuletin Boards” Seee [ NG
“shopperg” Sites [ iogal Dug” Stos. [
“Hevsmagazines” Sies [l “Nowaagarnes” Sites [
“Compuier Games® Sies . “Dating™ Sites -
“llagal Drusg” Sias . “AnormyTrs Prosies™ Sbes .
“Dating” Silea l

“Computer Games” Sites ]

“Anamymons Presies” Ses | over I
ove:
0% 5% 10% 15% 20% 25%; 30
0 L W 158% 200 2

Sourcay: 1BM X-Foroe®

' = ' 49
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Browser Exploitation Prevention (BEP)

® The Web browser is the universal Critical and High Client Vulnerability Disclosures
appl ica tl on Affecting Brn;u[)%?r_-;:::gted Software

® Attackers know that it delivers the _ il il iicsisiell il w
best ROI

Total
~ Vulnerabilities

® BEP protects against web browser
exploitation regardless of the
vulnerability

200

® Approximately 20 decodes
protecting against hundreds of 100
vulnerabilities in multiple browsers

® Protects against both shellcode and

obfuscation based exploits 0 —
® Majority of IPS technology can’t do Source: B0 X-Forco
either

P I AN Z 2 010 ‘ F Meet the people who can help
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The Shell Code Heuristics (SCH) Advantage

« X-Force developed Shellcode Heuristics (SCH) to address
the attack payload regardless of the vulnerability

 Itis proprietary to IBM X-Force
* Available in all PAM-based products

* Has an unbeatable track record of protecting against zero
day vulnerabilities:
— More than 80% Microsoft Office Oday payload detection rate

— Discovered multiple Internet Explorer vulnerabilities in-the-wild as 0
days (in conjunction with MSS)
« VML(MS06-055)
e XML(MS06-071)

— Discovered and protected against numerous payloads in-the-wild
relating to other web browser attacks since March 2006

— Incredibly low false positive rate — only 2 known false positives in
22 million mixed-media files in malware zoo

P I 2 0'10 ﬁ =l Meet the people who can help
u Se ’ ok advance your infrastructure
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Applications Protected by Shellcode Heuristics

 MIME Types:
— appl!cat!on/ acrobat — application/vnd.ms-powerpoint
— application/pdf — application/vnd.pdf
— application/msword ~ application/x-pdf
R — text/x-pdf
— application/vnd.ms- _ text/pdf
excel

Prevalent Client-Side Software
Percent of Critical and High Vulnerability Disclosures

- | B

2005 2006 2007 2008 2009 m rtf Wiz XIw

I Browser I os B Document Reader or Editor ] Multimedia -

20% |

10%

0%

Meet the people who can help

advance your infrastructure o2

=
source: [BM X-Force®W






b

The drive-by-download process

Downloader Exploit material
installed Served

Malware
installed and activated

Web server with Malicious iframe Web browser
embedded iframe host targeted

Browse The Internet




SQL Injection Attack Tools

Hidk: [Bttp:/fwwew. google. onssear ch?as_g=inurl%3h. asph3Fi d¥3D+and+inti t1aN3ANESHESRACRESHEFRBB e onpl ot =1 Bh1= zh-Chlibnewwindow=1anun=1C v | $53 | f5LE | FI#F | /HiB |ﬁﬁ§_!
ME EX HE #H W5 BE EXZ v EE ~ | R |
o . mE | o= |
Gc UO L-)g [e =) ﬁﬁ? ?—Eﬁ-ﬁqﬂh | —-—GDDEI chool_show. aspt1d=3290 -~
v show. aspTid=TEZS
ewshow_xgrx. asp71d=5936mni d=#clazsname=

ployes/showjobsinfo. asp?id=533
ol. aspT1d=92T

PR 2y BELUT 23R |ir'||_|r|: ic 100 FstH. = LESTERN S 1
Eﬁg% - - g -
BELTRxEFaE | | * Automatic page-rank verification
. 2 ) -
BA D FHIF | ' Search engine integration for finding
vulnerable” sites

AT

ZFiE

— - ol S = R ey W | . - .

P e e T eI T T R R e P S T m&u.. * Prioritization of results based on

ek, S2EAKEEE. S2EESHEEE. SEERENTE. &4 RS - L

= me . b AL |= RS probability for successful injection
| o _ :

weanwy, Ci 160 comfuserweb/company. asp?id=505442 - 22k - ti * Reverse domain name resolution

FITTHRAR - ZELIFTT * etc.

£

: : : = . 0 001 L 0 o 0 1 0 e o

| | L 1= 1H 3% | & TETEEAE |
2R Lﬁagg&% |
ERURL UelEzRfe]  AIHRIFAEE i T AT AR BNER T EtReE fE=ta
http: / fwww. enfinfo. asp?id=g 1609 & I sl 5=5 + aND 8=3  AND R SE R E] 3L 4
hitp:# fwww. bertech. com/shownews. asp? 5281 - aMD 8=8 + oNHD 8=3 AHD b2 2| e PR RER AT
hitp: f fuwe. ibertech. com/FroductShow. : BT96 ] afll =5 + aHD 5=3 AHD BFR RE qﬂﬁ@mﬁ#ﬁﬁaﬂ—
http: f e, a1 comfsinemews/list. asp?i 438 00 ] AWl 8=5 + =MD 8=3 AHD BFE FEFN ITPAEERE FRER A E 8004021,
http:/ Swwe. gov. enf qyml/ corporation_y 2672 7 all 8=5 + aHD 5=3 AHD b i R | RS (FiE 80040621,
http: f fwwe. CcomfO0new/list, asp?id=6e 4610 = aFD 8=8 + MDD 8=3 AHD BFE FEFN gkl BrRAE
Rt tp: f Swwn . com. enfproducts_list. asp 4751 I aND 8=8 + =MD 8=3 AHTI BFR RE o EETREFE 20 1 50040e21,
hitp: / fwwe. ha. com/CH/ show. asp?id=11Z 5073 1. aWDG=5 + aNDIE=3 AHD BFH FIFEW RN ARR ATl
http: i g « com/zfhzfzfnr. asp?id=T8 515 Yok 6=3 + Mok 8=8 ¥OR R o E ki 28l
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TextPad - [F:\webfuscate'IEexploit_original0day_before.html *]

=1o1x]

| File Edit Search ‘View Tools Macros Configure Window Help —IEIEIEI x|
0zR(88RE| 2@ 0 =% (2T @V 4@ [ REH ew o [R2] 5 x| | |of |
¢a=cript language="javascript': Jéﬂjﬂ

war alfabet="ABCDEFGHIJKIMNOPQRSTUVIEYZabocdefghijklnnopgrstuyweyz01234567894+=";

function funkcjal{arg)
{

war al='", a2. a3, ad4. ahk. ab. a7. ad. af=

arg=arg.replace( /[ "A-Za—-z0-9+ =] g,

do {

abf=alfabet  index0f{arg. chardt{af++))
ab=alfabet  indexOf (arg. charit(ad9++)):
a?=alfabet  index(f{arg. charati{a9++))
af=aliabet . index(f{arg.charit{a9++))
aZ={ab << 2) | (ab »> 43

zome_shit=((ah & 153 << 431 |
ad=((a? & 3) << B) | aB:
al=al+String . fromCharCode(a):

(a? »» 2):

0:

e

1f (a7l=64d4) al=al+String. {romCharCode{=omns |

if (aBl=6d) al=al+String. fromCharCodei{ad);
Fo
while (a9<arg.length);

document . writel{al):

{szcript

<body onload=

"funkcja( ' ZG97dV11bnOud 3T pdGUodWs le2WheGlo I ylz Yy U2 0CT ANCT 2ZCT 2 ¥y Tz Z5 0= Yy U 20CT 2HST 2MST 2 NC =250z Yy U ANCT 205 T INCT2 Yy U2H —
SUzZS0e Yy Uy Zi TINCT 205 3NCT 2 Yy U2 HSTe 25 pKT=KEZG9 1AW 1Eniad 3 JpdGTodWs 1 c2HheGUo ¢ Uz ¥y T3y T2 My T3 M1 T 205U 3MCT INC T MCT 2 ¥ w112
MST2ZSU 2Ny T IHST 2HS T 2y U 2HSU=2C Uy Mi T2 VST 2 MS T ANI U2 MST 3H v T 2 My T 3Hi T2 05T 3HCTANC w1 U=ZScpKTsKZG9 dW1 1bnQud 3T pd GllodWE 1o 2H 3z
heGlaIyU2HiTINST 225 2 My T ANCT 205U 2 Zi T2 25Uy HCT 0V U 221 U2 Hy Uy OCT 2 20Ty OS5 U MCT 3V i cpK TsKZG9 dT1 1bnOud 3T pd GTodWE 1 o 2 HheGlo T v 25
TwCSTAN1 T2 HST 31 Ty HC T 2 ¥y T 2 21 U2y Uy HC Uz 2w MO 2 HC U 2 Zi U2y U A NS 2 2CU 2 HS U 2 25U AN C v 25T 2 My D31 U2 NS 2 MSU 3 NCT ZHSTONS T2V T2 H a
SUZZCU2NSU 22T INC Ty Ty Ny USHC Uy Hy UyOSTz Y icpKTsKZG9 §dW1 1bntud 3 pdGlodW S L2 HheGUod yUwOST 2 Yy T2 Z1 T2 Ny Uy 250 205U 225022572
HSUSMiU00CTLHCT0ZCT0 Yy Uy HC Uz ZCUy HC T 220z Y icpk TeKZG9 41 LbnQud 3T pdGlod WS Lo2Nhe Gl U 3ZCopKTesKZG9 1AW 1bnQud 3T pdGTod WS
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Popular drive-by-download exploit packs

EBLACKSUN RFEMOTE CONTROL SYSTEM

 WebAttacker2
* Mpack
* |cePack

— Localized to

Fre n C h I n M ay YOTAHOBHTE RoOManAy Govam: 1 d J':. L g mm T
2008 Beelael ERENER/ANE I

si!
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° FI re pack Top Five Web Exploit Toolkits
. e a F: 11 2009 (Full Year) 2009 H2 (Second Half)

* Neosploit :

p L1, Gumblar Gumblar
e B I aCk Sun - 2, CuteQQ CuteQQ

¢ 3. Phoenix JustExploit
e Cyber Bot :
y © 4, zoPack Nuclear
5. JustExploit Elenore

Table 12: Top Five Web Exploit Toolkits, 2009
Source: IBM X-Force Whiro Crawler
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Malware creator kits — Shark 3

",_ﬁ Mew Server

-k Basic Settings
B Server Installation
B2, Skart Up

j Install Events
-1 Bind Files

g Blacklist

% Anti Debugging

----._,:r‘! Firewall Bvpass

iy Advanced
Summary

fe e Compile

[ Load Settings

l l:

 “Remote Administration Tool”
RAT

Civymantar Sandhnv \/irtLial Rn etc.

*F#New Server

-ual Basic Settings
- Server Installation
£, Start Up
j Inskall Events
-+t Bind Files
-y Elackist
g Anti Debugging
- g Stealth
& .ﬁ Firewall Bypass
- -{ﬁ,{ Advanced

@ Summary

e w0 Compile

- Compressian Fakio
Traffic compression ratio (0 ko 95; Ig

Transfer compression Fatio (0 ko 9 Ig

— Tolerance
Cpr-Taolerance Limik;:

PFing-Taolerance in seconds: Izu

—Keyw Skuff
Server Mutex |

|sharK6WYHZ2Q2H7
Primary Kew:

bHQgK 1LG]™ i s@mgu¥waeud2NbKFTE0I[8eAjB =HCsF6111q1 0CGXS
Q1duziFmbfsnKc =j1XURk4a:009L9@=1zXh0

NEW

Secondary Kev:  |a2guw3TZc=KFF_YQ 1Cx <54 ?fyry44PplSQKExCSITplpMalB?ek Y20

ci:AE_GIVva' vy XPO:un][eKf0suk80us@pX7IiCsHskYdy < v0Ols:hqg

Random Seed:

[Ttobw4fkasy1826tgzi3
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Load Settings

Save Settings ] Cancel
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* Added anti-debugger capabilities

=  VmWare, Norman Sandbox, Sandboxie, VirtualPC,
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Conclusions

 Beware of a false sense of security
» Better patching from vendors but no for plug-ins

« Significant numbers and severity of vulnerabilities will have no

remedy
* +50% vulnerabilities in readers and multimedia applications
« Malicious web links have increased by 345%
* Web applications are most vulnerable (67% no patch)

 |Increased use of obfuscation
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Learn more at:

=|BM Rational software *Ensure Web security & compliance =Rational trial downloads
=Rational launch announcements *Improve project success =developerWorks Rational
=Rational Software Delivery Platform =Manage architecture =L eading Innovation
=Accelerate change & delivery =Manage evolving requirements *|BM Rational TV

=Deliver enduring quality =Small & midsized business *|BM Business Partners
=Enable enterprise modernization =Targeted solutions *|BM Rational Case Studies
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