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Australia Development Laboratory (ADL)
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Australia Development Lab Gold Coast Location

Background Missions

_ Founded in 1996 - Tivoli Access Assurance development

~ 1999 acquisition of DASCOM - Tivoli Federated Identity Manager
: ~ Tivoli ity Policy M

- Strong links to Queensland vaofsecu.r 'ty Policy Manager

. .- - ivoli Identity Manager
universities . )

. - Tivoli Integration Factory

-0 tec_hnlcal §taff _ - ISS product development

- Covering entire software lifecycle _ Solutions group (Support, Services)

- Design, dev, test, service support

Built on client trust, innovation, dedication to your success
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A brief look through Identity Management history

IBM acquires
IBM acquires BigFix
Watchfire (Rationall A
IBM acquires IBM acquires 4 1SS merges with Tiyoli
Metamerge (TDI) Datapower (WebSphere) |BM acquires Qunce|{and
. 'y & Guardium
[BM acquires IBM acguires [BM delivars IBM acquires 1B} dalivers
hA (TAM TFIM
DASCOM ( ] access360 (TIM) Consul (TSIEM) TSPM "
" A & N n
IEM Directory Server | : :
exists (TDS) - -
eBusiness
| P
Intemet authentication
S0X
| %
What are your users doing 7
S04 open standards
| D
What's old i i
s old is new again Cloud
| 1 1 >
Mew business modal
1999 2002 2005 2008 2010
Lab Team numbers 13 75 75 65 90

PUI ANZ201O i - ; Meet the people who can help
se 7 © advance your infrastructure



Recent Identity product updates
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IBM Tivoli Access Manager for e-Business (TAM)
IBM Tivoli Federated Identity Manager (TFIM)

New Features / Capabilities - Ease of admin / deployment support
* Performance improvements » Clustering support and ease of replication for TAMeb
« New Java admin API to manage WebSEAL
large scale deployments » Flexible health check for TAMeB application’s status
» B2C user self service » Standards-based junction support for application
‘At integration
| lSJesaerrnIeenSr;) I;rgﬁlrghgggﬂggog for (e.g?J SAML, Kerberos, RACF Passticket junctions)
password change/reset with secret » Serviceability improvements, session cache, ITDS
guestions password policy, cookie jar, tracing etc.

* More out-of-box integration
—r= = » Updated SSO integration for key 3" party

m— applications

(e.g. SharePoint, .NET, WAS, SAP, Oracle)
» SAML 2.0 (attribute query, protocol interoperability)
* OpenlD (attribute support)

* |dentity service to validate on- and off-premise
access including cloud/SaaS deployments

» Supports Lotus Live, Google Apps, Salesforce.com,
Webex
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IBM Tivoli Security Policy Manager (TSPM)

" Open standards security policy languages have provided interoperability and
flexibility for authorization (entitlements) policy management

i Services |

" Message protection policy for SOA environments
" Relevant standard is WS-SecurityPolicy
" Integrated with typical web service repositories, such as WSRR Services | Policies
" What token type is required part of the Web Services request ? .

Services and Policies

= Entitlements management for applications and data 5 3 12E€ applications
= Relevant standard is XACML B —
= \What are the user’s entitlements ? B s B i)
" |s the user authorized to perform an operation on a resource ? .

T -
1 Ve SETVIORS

" Qut-of-the-box integration for data entitlements enforcements
" Applications (e.g. WebSphere Portal, WAS, .NET Sharepoint)
" Content managers (e.g. SharePoint, FileNet)
= Databases (e.g. DB2, Oracle)
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Authentication storybooks
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Google cloud integration using TFIM and TIM

= SAML SSO scenario with Google Applications
" https://www-950.ibm.com/blogs/sweeden/?lang=en_us

= Standards work needs to settle for identity provisioning into the cloud
= SPML future is still uncertain, SAML and OAuth still evolving

SAMLTransaction Steps

" |dentity provisioning into the Google cloud cLerl User

(senvice provider)
is being demanded by customers st o e
osiel oogle

application [ ;)SJEA;ET
Goaogle
@ dera e Browser
SAML Google redirects
L @'\ browser to S50 URL
- A Browser redirects
(3 to 550 URL
Custom adapter T 4
A
\“ (5
[
% Partnet returns encoded
SAML respanse to -
Pelicy Administrator Tivoli Identity Manager Adapter via TDI dispatcher Erowser sends browser :/5
SAML response to 1 /\-
HES L ACS URL 5 )
(-?‘.I ACS
I werifies
SAML
response User is logged in to

~. Google application
(8

Cloud providers
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SalesForce.com cloud integration using TFIM

= Users have one internal password and this password needs protection
= Salesforce.com cloud provides integration specifications for security service

Eylesforce

- 1. Login Request: TAM Username/Password

< 8. Return Salesforce Cloud Session ID

- 3. Login Request: TAM Username/SAML Assertion Password

< 7. Return Salesforce Cloud Session ID

< 4. Issue Authenticate Request to Delegated Authentication Service

- 6. Return Authentication Result

2. Authenticate Credentials & Issue SAML Assertion . Validate Signed SAML assertion against TFIM

= Solution Overview TFIM / TAM
® Custom developed Web Service Proxy
" TFIM trust service for TAMeb password authentication and SAML token generation
® Custom authentication service for SAML token validation

“My data on someone else’ disk” —Bruce Schneier, RSA conference 2010
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ldentity propagation using TFIM

" Demonstrating TFIM Kerberos to SAML token exchange in a Windows environment

= Customer’s requirements:
" Demonstrate token exchange
® Kerberos to SAML conversion
" Attribute enrichment mandatory
" Ability to create a WAS subject

" Solution Overview
TFIM acting as the Trust Service
" TDI attribute enrichment
" Programmatic enrichment
® Custom Web Service
" Based on EchoApplication

Extract kerberos tickat

Wab Services Client

PulseANZ2010% 5™
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Directory Infrastructure

S

Aftribute enrfchment

AD

e
=
[

Kerberos Domain

(i

TFI
Validate/arrich/exchange

rberos token required
Web Services Server
WebSphera Application Server
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Authorization storybooks
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SOA security patterns using IBM Security Solutions

= Standard TSPM for SOA deployment pattern

= Service discovery to WSRR

" Message protection policy applied at TSPM server

= XACML policy applied at TSPM server

Policy Information Paint
e.0. Tivoli Directory Server

&

Policy Administratar

=" Modified service returned to WSRR

" TSPM pushes XACML policy to Datapower
"Q«‘.'
&=

Fuolicy Distribution Target
Paolicy Enforcement Poirt
Policy Decision Policy
WebSphere Datapower

Palicy Distribution

" User information can be pulled from PIP

Palicy Administration Point
TSPM Server

Service Discovery

Sarvice Discovery
Policy Distribution
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Fine grained programmatic authorization

= Standard TSPM for Entitlements deployment pattern

" Service discovery custom or application server
® SharePoint integration uses a standard interface

= XACML policy is defined and distributed

% iﬁ"’/‘:’

®= | ocal mode enforcement
" Requires application being a PDP and PEP

Paolicy Information Point
e.g. Tivali Directary Server

User/ Group Information

" Remote mode enforcement
" Runtime Security Services (RTSS) as PDP Py Adminiiaion Poit

= Application is the PEP s ]
. i Palicies Policy Distribution . ‘ '

" Data level integration Policy blskuton Targe
= Available for DB2 in TSPM 7.1 Ru';:‘.“m";'s:;f:;“mﬁ
® Oracle and Filenet being considered

Check Aumonzauon

| Check Aumarlzaunn Chieck Aumnrlzahon
) - Folicy Design Tool
Policy Administrator (WAS Deployment Manager)

Policy Enforcement Points NET Appllcauon Fllenet NET Appllcauon
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OAuth delivers delegated authorization capabilities

A method that allows an end user to delegate authorization to a web application to use
their identity to access a web service

" Open standard for authorization delegation

" Protects user’s credentials www.chocksphotacloud, com

-

= Can entitle an application to perform a
request on behalf of a user

-
-

3. Sure philfabe123

" Federation like relationship

. Authentication successful

" Supports anonymity

2. | need to print some phatos
3 OK, here's a request token
8. 0K, here's tha signed token

4, Excallent, hera's a token

10, 0K, print thase photos balanging to phil

]
f

—1. | need photo's printed. use chocksphotockoud com—=

--—4 Sure, can you sign this request foken 7

7. I've signed it, here itis -
wanw chocksphotoservice com
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Others
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Other authentication customizations

= TAMeB WebhSEAL authentication solutions delivered include:

= Picture based authentication, i.e. remember 3 pictures, in order, for authentication
» Fingerprint authentication

Liser I

= Radius authentication

) Radius
-]

uncticn protocol
=

Trvoli Acuess Manager
TAMeE WebSEAL mal Authentlcation Interfa

\
\._‘
i
Unetion—-

Twoli Access Manager
External Authentication Interface

Radius proxy
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Enabling citizen centric authentication

= TAM E-SSO provides support for strong authentication using certificates
= This support breaks down when the PKCS#11 library is not supported within TAME-SSO

= ADL Gold Coast developed and delivered a generic cryptographic service provider (CSP)
capable of supporting government based Certificate Authorities within TAME-SSO

= A Generic CSP is able to configure in support for any PKCS#11 certificate

O B Issue certificate
o
=

Cerificate Authaority

sar ]
‘:‘
e ] Mutual authentication- ey

1- i .

Tvoli Access Manager

Operating System Enterprise Single-SignOn (TAMESSO
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Looking forward from here

" Within Tivoli Security, Identity and Intrusion are singing from the same hymn book
" Merging of Tivoli and ISS has created a new synergy
" Many strategic roadmap initiatives in Tivoli's development pipeline

" The creation of the IBM Security brand has encouraged strategy alignment across

all pillars
" Hardware, Software (WebSphere, Rational, Tivoli and Information), Services
" Appliance strategy is starting to evolve

ADL Gold Coast continues to lead in delivering worldwide products and customer

satisfaction across a broader mission
= 2010 expansion has resulted in 5-6 new product development missions
= Great for our local Australian and Asia customers
" Your continued help in driving product evolution is invaluable

" We would like to hear from you, and your experiences with the Identity products
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Come to the IBM Security Booth
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Trademarks and disclaimers

Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are
trademarks or registered trademarks of Intel Corporation or its subsidiaries in the United States and other countries./ Linux is a registered trademark
of Linus Torvalds in the United States, other countries, or both.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United States, other countries, or both. IT
Infrastructure Library is a registered trademark of the Central Computer and Telecommunications Agency which is now part of the Office of
Government Commerce. ITIL is a registered trademark, and a registered community trademark of the Office of Government Commerce, and is
registered in the U.S. Patent and Trademark Office. UNIX is a registered trademark of The Open Group in the United States and other countries.
Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both. Other company,
product, or service names may be trademarks or service marks of others. Information is provided "AS IS" without warranty of any kind.

The customer examples described are presented as illustrations of how those customers have used IBM products and the results they may have
achieved. Actual environmental costs and performance characteristics may vary by customer.

Information concerning non-IBM products was obtained from a supplier of these products, published announcement material, or other publicly
available sources and does not constitute an endorsement of such products by IBM. Sources for non-IBM list prices and performance numbers are
taken from publicly available information, including vendor announcements and vendor worldwide homepages. IBM has not tested these products
and cannot confirm the accuracy of performance, capability, or any other claims related to non-IBM products. Questions on the capability of non-IBM
products should be addressed to the supplier of those products.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.

Some information addresses anticipated future capabilities. Such information is not intended as a definitive statement of a commitment to specific
levels of performance, function or delivery schedules with respect to any future products. Such commitments are only made in IBM product
announcements. The information is presented here to communicate IBM's current investment and development activities as a good faith effort to
help with our customers' future planning.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput or
performance that any user will experience will vary depending upon considerations such as the amount of multiprogramming in the user's job
stream, the 1/O configuration, the storage configuration, and the workload processed. Therefore, no assurance can be given that an individual user
will achieve throughput or performance improvements equivalent to the ratios stated here.

Prices are suggested U.S. list prices and are subject to change without notice. Starting price may not include a hard drive, operating system or other
features. Contact your IBM representative or Business Partner for the most current pricing in your geography.

Photographs shown may be engineering prototypes. Changes may be incorporated in production models.
© IBM Corporation 1994-2010. All rights reserved.
References in this document to IBM products or services do not imply that IBM intends to make them available in every country.

Trademarks of International Business Machines Corporation in the United States, other countries, or both can be found on the World Wide Web at
http://www.ibm.com/legal/copytrade.shtml.
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