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Agenda

 The State of Database Security

« Analyst report on top 10 database monitoring
requirements

e Current state of database activity monitoring
e Alternate Approach to Securing Sensitive Data

« Addressing the top 10 requirements
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Database Servers Are The Primary Source of
Breached Data

% of Record Breached (2009)

Laptops &
backup tapes
0.05%

“73% of security professionals anticipate the
Database POS systems volume of database security attacks will
servers 6.00% continue to increase”

75.00%

All other
BOUTCAas
1E8.858%

Breach Report from Verizon Business RISK Team
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Why?

« Database servers contain your most valuable information
* Financial records
e Customer information
« Credit card and other account records

« Personally identifiable information
« High volumes of structured data

« [Easy to access

WANTED BY THE FBI “

“Because that’s where the money is.”

BAMK ROBRERY
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Perimeter Defenses No Longer Sufficient

“A fortress mentality will not work in cyber. We

cannot retreat behind a Maginot Line of firewalls.”

- William J. Lynn lll,
U.S. Deputy Defense Secretary

N

Insiders
(DBAs, developers,

outsourcers, etc.)

r

| Outsourcing

I
| Web-Facing Apps

Stolen Credentials
(Zeus, etc.)

%
LEYY

-
Legacy App
_ Integration/SOA

Employee Self-Service,
Partners & Suppliers
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Gartner* “Most enterprises are paying too little
attention to the very real security risks associated
with their databases.”

Key Findings:

* The use of structured data storage, and the amount of data stored in this way, are increasing
rapidly. This trend is largely driven by data analytics requirements and consolidation efforts.

* The information stored in enterprise databases is increasingly sensitive and subject to legal,
regulatory and other compliance requirements.

» Despite the growing criticality of their databases, many enterprises continue to rely heavily on
inadequate network and application-layer controls, and perform only minimal monitoring on
database storage infrastructure.

Recommendations:

» Evaluate your enterprise's current database controls to identify gaps and implement
compensating or mitigating controls for those gaps.

* |dentify the monitoring use cases that apply to your enterprise's database infrastructure, and
deploy tools to support those use cases effectively and efficiently.

» Develop and communicate a clear policy specifying what database-related behaviors should be
audited and why.

» Conduct a database risk assessment, applying a balanced approach to risk management and
mitigation based on risk, criticality, and regulatory and other compliance requirements.

Gartner research ID Number: G00200212 “Ten Database Activities Enterprises Need to Monitor” - Published April

2010
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Ten Database Activities that Enterprises
Need to Monitor

Privileged Users:

1. Access to, deletion of or changes to data.

2. Access using inappropriate or non-approved channels.
3. Schema modifications.

4. Unauthorised additions or modifications of accounts.

End Users:

5. Access to excessive amounts of data or data not needed for legitimate work.
6. Access to data outside standard working hours.

7. Access to data through inappropriate or non-approved channels.

Developers, System Analysts and System Administrators:
8. Access to live production systems.

IT Operations:
9. Unapproved changes to databases or applications that access the database.
10. Out-of-cycle patching of production systems.

Gartner research ID Number: G00200212 “Ten Database Activities Enterprises Need to Monitor”, Jeffrey Wheatman, 28 April 2010

VE— oy 4, © 2009 IBM Corporation
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What Database Audit Tools are Enterprises Using
Today?

Manual
remediation

Create Manual dispatch
reports review and tracking

Native Database Logging

Perl /Unix Scripts /C+ " l . n
Scrape and parse the data ‘ D/L |
s ,e‘

Central repositories to
report

© 2009 IBM Corporation
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What Are the Challenges?

* No separation of duties; DBA run the process
 Performance impact of native logging on the DBMS

e Limited scope of logging data

 Not real-time

« Significant labor cost to review data and maintain process
e Another data store to secure and manage

 Manual remediation is error prone and costly

e Poor audit trail

* Inconsistent policies across systems and business units

 Lack of DBMS expertise

I
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Database Activity Monitoring (DAM): An Alternate

Approach to Securing Sensitive Data
Application Servers

[ ORACLE]

Database Servers

O]

Guandium Host Based Probes :
(S-TAP) Guardum Collectors

* Non-invasive architecture * Enforces separation of duties (SoD)
* Qutside database * Does not rely on DBMS-resident logs that can
*  Minimal performance impact (2-3%) easily be erased by attackers, rogue insiders

= No DBMS or application changes * Granular, real-time policies & auditing

*  Cross-DBMS solution (some vendors) * Who, what, when, how
* Automated compliance reporting, sign-offs &

. 0 it :
100% visibility including local DBA access escalations (SOX, PCI, NIST, etc.)

© 2009 IBM Corporation
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A different approach — Guardium
Able to Address the Full Database Security Lifecycle

,
»Ereysni et Injeclonatanie * Automated & centralized controls

» Monitor & block privileged users _ + Cross-DEMS aldit repository
- Detect application-layer fraudd® \/(0)al11e)} Audit . Preconfigured policias/teports

» Enforce change controls & & - Sign-off management

» Real-time alerts + Long-term retention
_ iy Enforce i
» Forensics data mining Repo I + No database changes or

+ SIEM integration performance impact

\

Critical
,,,,, Data
’ Infrastructure i ~

+ Assess database
vulnerabilities

» Configuration auditing
& & Behavioral vulnerabilities

Classi fy Harden Preconfigured tests based
oh best practices standards

(STIG, CIS)

+» Discover & classify
sensitive data Discove Assess

» Continuously update
security policies

+* Discover embedded
malware & logic bombs

12 . ' , A © 2009 1BM Corporation
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Scalable Enterprise-Wide Architecture

Internet
: - | Policy Manager
STAP b ¢ &Audit Repository
b
Remote Locations
& Outsourcers b Integration with

LDAP/AD, IAM,
change management,
SIEM, archiving, ...
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Privileged Users

Access or changes to data

Privileged Access via inappropriate or unapproved channels

Users Schema modifications

Addition or modification of accounts

Guardium

ASLET AN RN COMPANY

© 2010 IBM Corporation
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Privileged Users Prevented From Accessing Sensitive Information
Cross-DBMS, Data-Level Access Control (S-GATE)

Application Servers SQL

Oracle,

[
L

Privileged .
Users

Issue SQL

MySQL,
Sybase,

Cross-DBMS policies

Block privileged user actions
No database changes

No application changes
Without risk of inline

DB2,

etc.

AN NI NN

Hold SQL appliances that can interfere
Outsourced DBA  CONNection terminated o with application traffic
— ' Check Policy
o On Appliance
Iojx]
[rootBosprey ~]# sqglplus system |

Access or changes to data

Privileged | ACCeSS via inappropriate or unapproved channels
Users Schema modifications

Addition or modification of accounts

8 iy

S5QL*Plus: Release 10.2.0.1.0 - Production om Tue May 27 01:13:32 20
Copyright (o) 1882, 2005, Cracle. AlL xights reserved.
Enter password:

Connected to:
Oracle Database 10g Express Edition Release 10.2.0.1.0 - Production

SQL> salact ¥ from creditcard:

salac rom cr ca

w

ERROR at line 1:

Om—ﬂ:!llal mnd-of-file on communication channel I

Session Terminated
sqr= [ -

© 2010 IBM Corporation
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'DBMS-Independent Auditing & Access Control Policy

Access Rule Definition
Rule #4 Description |Terminate Unauthorized Users who read « @
Category [FCI Classification |Cardhalder Data Severity | HIGH = |
Not | serverip | fl andn'orGrouh (Public) PCI Autharized Server IPs ;ﬁ-
« PCIS
Not [ clientip | fl andlor Grouu| | - e rve rS

Not | Client mcl Net. Protou)ll anderroupl— - Ii’i
DBTYP*’I s "I Hot [ service Hamel anmorGroupli vli‘i

Hot [ DB Name | andlor Group | ———————— =] -8

Hot v DB User | andfor Grou | (Public) Authorized Users Ll'_'_’

e —— = « Everyone thatis NOT an

S — | authorized user
ot [ srcapp. I—a.ndfoerup|— ;H—.

Hot - Field Hamel and.forGroupli vI-'1?-

not I Object I—androrGrouﬁll (Public) PCI Cardhaolder Sensitive objects ;I-"i‘-l * AcceSS PCI SenSItlve

Not ™ Command |  andorGroup[——— <] ObJeCtS

ObjectiCommand Group | ———————— | LS
ObjectfField Group | ———————— L
Pattern | (€ xmL Pattern | ]
Period [ ——————— =@
App EventExists [ Event Type | Event User Name |
App Event Values

Text| Numeric | Date |

MEn.Ct.IU— ResetInterval (minutes) [0 i WI” be termlnated

Continue to next Rule [ Rec. Vals. [¥

Action | S-GATE TERMINATE LII

L]
# Cancel & Comment o Accept G ua rd I u m

BAN GUARDING OATARASLS AN DM DREPAMY
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Privileged Users — Inappropriate and Unapproved Channels

Privileged Users

APPUSER l

Application Database
Server Server
10.10.9.244 10.10.9.56

Access or changes to data

Privileged IAocesﬁ via inaww’ of unaﬂuved channels I

Users Schema modifications

Addition or modification of accounts

8 iy

Rule #1 Description |nnn-ﬁl.pp Source Appllser Connection ‘ [E
Category ‘Securﬂy ‘ Classification ‘Breach | Severity
flot [ ] ServerIp ‘ M |and,l'c|r Groupl Production Servers vI.—!—.

ot ] client li anclor Group | Authorized Clet Ps v/ &

Hot D Client MAC l:l Het, Prutucull:landmr Graup
Hot |:| Service Namel:land.fnr Graup

|and!cur Group | ----------------------

DB Type

ot [ DB llame |

Hot EI DB User |’B"PPUSER Iand.fnr Group‘ ---------------------- v H‘

Min. Ct. D Reset Interval (minutes) D

Continue to next Rule []  Rec. Vals.

—

[T Calir et | il (e et Wod 41 50008 580 Al
e Mt irahe

Action ‘ ALERT PER MATCH Lo
Junpt Jid) FOLGLARD ALIRT

=

Hotification .
Subgece: (c]) SQLOUARD ALERT Alen based on rule [[iuon-.a\pp Source AppUser Connection I
@ Hotification Type MAIL Mail User marc_ga  Category security Classiflention. Breach Severly MED
Riile ® 20207 [nen-App Sedrce AppUser Cotitiection | ‘
Request Info: | Seaslon stam. 20090415 082903 Server Type: ORACL bevarl®. |
172,16 1152 Client PORT 11707 Sesver Pat: 1521 Nat Pratecsl. TCP DB 3 |
18 DB Uier: APPLUISER

TotoCal Lov: Protoce] ¥etilon

SOL: ieleer ® from I'.m;llul\rr lible

Alert on any login using the application
account sourced from a location other
than the application!

Guardjum“

AN GUARDING OATARASLS
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BMC REMEDY IT SERVICE MANAGEMENT -

Infrastructure Change

Change Management

Guardium unifies change
management process for databases

-~ waw s
T L LI

2003-M-22

Addition or modification of accounts

aqay  ORACED 0 cop00000000Z32  alen  SYSTEM 192163:8:129 192168.8.129 SELECT 7 from dual
122,”491',”515'32 ORACLE 0 0 coIOOONNZI2 ol SYSTEM 102.1688128192168 329 “tct (ol S0¥_sales interatonaleoofal_ev o
Access or changes to data
Privileged | ACCess via inappropriate or unapproved channels
Users Schema modifications
| =3

Start Date: 2009-01-22 15:00:00 End Date: 2009-01-22 16:00:00
¢ ﬂ'ﬂﬂ'ﬂ_ pest Information

Timestamp Senver rigk level priority descriptio change id  change id entere LEAVERL LEde ClientIP  Server IP Sal

Type To  Mame Chacoe =] Status” [se

-01- Ales SO revers | .. | Stahus Rsazon

QDPQ ,m 2 ORACLE 0 3 Al CRGO00000000042 crql00000000042  Rallen ALLEW 1921688129 192.165.5.129 SELECT 7 from dusl - e J = r
1508120 revenue takl J Risk Level® ﬁ
20090122 After SO
150820 ORACLE 0 3 revenuetabi CRGO00000000042 crqlO0000000042  Rallen ALLEW  192168.8.129192.168.8.129 Ater table sox_sales_east add total_revenue float Dmf.:ml Wk Info | Tatks i Asigrimen] | Reds
20,09',01 g ORACLE 0 3 e CRGO00000000042 crql00000000042 ALLEW  192.168.8.129192.165.5.129 Aker table sox_sales_central add total_revenue float o
1506290 revenue tabl m [Cattao Financial Services ll
20,09',01 22 ORACLE 0 3 Al o CRG000000000042 crql00000000042 ALLEW  192168.8.129192.168.8.129 Atter table sox_sales_west add total_revenue float
1508360 revenue tabl
20,09',01 22 ORACLE 0 3 Aleisor CRE000000000042 crql00000000042 ALLEN  192.168.8.129192.165.5.129 Atter table sox_sales_international add total_revenue float
15:08:44.0 revenue tabl

Guardium

AN GUARDING OATARASLS

© 2010 IBM Corporation
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Privileged Users — Modification of Accounts (Oracle EBS Example)

epts ™ B

EBS Application Access [, | (2] (2] [x] [¥] (=
Start 0
B JOHM - Syrstem Ad ministrator CALL Application Object Library 22 Mame
2009 — . .
Leri JOHN - System Administrator CALL Federal Financials 1
2009 JOHN - System Admin lEtFEtDF CalLL S Federal Human Resources 1
2009 .
2005 JOHHN - CALL Grants Accounting 2
jggi JOHN - CALL Public Sector Financials International 1
2000 JOHN - Call Public Sector Financialz 1
;gg& JOHN - System Acl min istratur CALL Application Object Library 3
2008 JOHN - System Administrator DELETE Common Modules-Ak 1
el JOHN - System Administrator INSERT Application Object Library 1
2008- JOHN - System Administrator SELECT Application Object Library 13
2009 : - § i
SRS JOHN - AX Receivables User CALL Global Accounting Engine 2
2008 JOHN - AX Heceivables User CalLL Application Object Library 19
2009 Ny : .
2009 JOHN - AX Receivables User CALL Federal Financials 1
;gg; JOHN - AX Receivables User CALL US Federal Human Resources 1
2008 JOHN - AX Receivables User CALL Grants Accounting 2
;gg; JOHN - AX Receivables User CALL Public Sector Financials International 1
2008+ JDHN AK Hecer'.ra bles L.Iser CALL Public Sector Financials 1
2009-U2S805: B > A edger supervisor CALL PUDIC Secior rnanciale miernanonar 1
2009-02-20 16:00™ BOB - AX General Ledger Supervisor CALL Public Sector Financials 1
2009-02-20 16:00:00.0 15 BOB - &X General Ledger Supervisor CALL Application Object Library 4
2009-02-20 16:00:00.0 192.163.2.142 BOB - AX General Ledger Supervisor SELECT Global Accounting Engine 1
2009-02-20 16:00:00.0 192 163.2.148 APPS BOB - AX General Ledger Supervisor SELECT Application Object Libra 2.
2005-02-20 16:00:00.0 192.168.2.148 APPS JOHN - System Administrater CALL Application Object Library
2009-02-20 16:00:00.0 192 163 2 148 APPS JOHN - System Administrator CALL Federal Financials 1
20059-02-20 16:00:00.0 1592.165.2.148 APPS JOHN - System Administrator CALL US Federal Human Resources ]
2009-02-20 16:00:00.0 192.165.2.148 APPS JOHN - System Administrator CALL Grants Accounting
2009-02-20 16:00:00.0 152.163 2 148 APPS JOHN - System Administrator CALL Public Sector Financials International 1
2009-02-20 16:00:00.0 182.168.2.1428 APPS JOHN - System Administrator CALL Public Sector Financials 1
2009-02-20 16:00:00.0 1592 163 2 148 APPS JOHN - System Administrator CALL Application Object Library
2009-02-20 16:00:00.0 192.165.2.148 APPS JOHN - System Administrator DELETE Commen Modules-AK 1
2005-02-20 16:00:00.0 192.168.2.148 APPS JOHN - System Administrater INSERT Application Object Library 1
JOHN - System Administrator SELECT Application Object Library 1
Access or changes to data JOHN - £X Receivables User caLL Global Accounting Engine
—_ ; JOHN - AX Receivables User CALL Application Object Library 1
Privileged | Atcess via inappropriate or unapproved channels JOHN - AX Receivables User CcALL Federal Financials 1
Uzers Schema modifications JOHN - AX Receivables User CALL US Federal Human Resources 1
JOHN - AX Receivables User CALL Grants Accounting ua r I u m
Addition or cation of accounts JOHN - AX Receivables User CALL Public Sector Financials International 1
DoT e 20 oo JOHN - AX Receivables Usar CALL Public Sector Financials 1 Ml ATARASLS

© 2010 IBM Corporation
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Monitoring System Administration Roles

JOHN - System Administrator CALL Application Object Library 22
JOHN - System Administrator CALL Federal Financials 1
JOHHN - Sy=stem Administrator CALL US Federal Human Resources 1
JOHHN - Sy=stem Administrator CALL Grants Accounting 2
JOHN - System Administrator CALL Public Sector Financials International 1 Record Detols
JOHN - System Administrator CALL Public Sector Financials Client IP Activity Summary
JOHN - System Administrator CALL Application Object Library 3 o —r—r
JOHHN - Sy=temn Administrator DELETE Common Modules-AK 1 .

Full SQL By Client IP
JOHMN - Sy=stem Administrator INSERT Application Object Library 1 Full SGL By DB User
JUHN - System Administrator SELELT Application Ubject Library 13 T e
JOHN - 24X Heceivables User CALL Global Accounting Engine 2

19 Alias Definition
Show SQL

INSERT INTO FND_USER

(USER_MAME DESCRIPTION PASSWORD _LIFESPAN_DAYS PASSWORD _LIFESPAN_ACCESSES ENMAIL_ADDRESS FAX START_DATE EM
VALUES (1,:2,:3,4,:5,6,7,:8,9,10,:11,12,:13,:14,.15,.16,:17 18,119,220, 21,22, :23) r
IWSERT INTO FHND_USER(USER_MAMEJDESCRIPTION, PASSWORD_LIFESPAM_DAYS PASSWORD_LIFESPAN_ACCESSES, EMAIL_ANDRE!
TE LAST _UPDATED B ,CREATED BY CREATION_DATE, LAST UPDATE_LOGINEWALUES {7 E al

—_ =i fa) =

INSERT INTO FND_USER
{USER_NAME,DESCRIPTION PASSWORD_LIFESPAN_DAYS PASSWORD_LIFESPAN_ACCESSES EMAIL_ADDRESS, FAX, START_DAJE EM
VALUES (:1,:2,:3,:4,5,6,7,:8,:9,:10,:11,112,:13,:14,:15,:16,:17,:18,:19,:20 'EXIT_ORA_APPS',0.00,'US")

 Why is John the System Administrator, and the AX|Receivables Role?
<=

* Why did John add the user Tom?

B logss X

Guardium

BAIGUARDING OATARASES™ AN
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End Users

Access to excessive or unneeded data

End Users | Data access outside standard hours

Access via inappropriate or nonapproved channels

Guardiun

SU5 AN BN COMPAMNYT

© 2010 IBM Corporation
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Access To Excessive or Unneeded Data

Should my customer service rep view 99 records in an hour when

average is 47
DB User Hame sql Records

STEWE zelect * from ar credicard where =Y and =7 4
HARRY select * from ar credicard where =Y 4
Is this normal? JgE zelect * from ar creditcard where =7

select * from
HARRY  ar.creditcard where 0002, 0003, 0004
j2?
select * from
JOE ar.credicard where sty
- t) j2?
Wh at d I d h e S ee 4 zelect * fram 002, 0003, 0004, 0003, 0008, 0007,
JOE ar credicard where 008, 003, 0010, 0011, 02, 3,
j«? 0014, 0015, 0016
zelect * from M7, 1018, 0014, 0020, 102, 0022,
JOE ar credicard where 0023, 1024, 025, 0026, 0027, 0028,
j? 0029, 0030, 0031
select * from 032, 1033, 1034, 0035, 0038, 0037,
JOE ar credicard where 0038, 0039, 0040, 0041, 0042, 0043,
j=? 0044, 045, 0046
select * from 0047, 0048, 0049, 0050, 0051, 0052,
JOE ar credicard where 053, 0034, 0033, 0036, 0s7, (058,
j=? 0059, (060, (081
select * from 082, 063, 064, 0063, 00EE, 0067,
JOE ar credicard where (058, 064, 0070, 007, 0072, 0073,
j=? 0074, 075, 1076
select * from 0077, 0078, 0079, 0080, 0081, 0082,
— JOE ar credicard where 053, 0054, 0083, 086, 0087, (055,
Access o excessive or unneeded data i«? 0083, 0030, 0031
SokCl (o 0092 0093 0094 0095 0096 oog7, il &
End Users | Data access outside standard hours E ottt WHErS g gy ' ' ' ] | G d .
Acoess via inappropriate or nonapproved channels i=? ua r I u m

BAM GUARDNG OATARASLS AN N COMPANTYT
© 2010 IBM Corporation
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After-Hours Changes

Start Ciate 20090122 150000 End Dale: 2003-01-22 16:00:00

Server 0B User
mmmmm Sql

Time Period | Access Rule Definition
@ Rule 22 Description [mtrl on after hours changes ®
Time Period Description Hour From Hour To Weekday From Weekday To Contiguous
I 87,(24 00:00 2400 Sunday Saturday F Category |Cata Securty Classification [Unauthorized Changes Severity ! HIGH 'I
I & gAFI'EF‘. HOURS WORK 18:00 2400 Monday Friday I = ot [ Fiotd "III'I'H:'I AEAGE GrouD lﬁ‘ﬂ
[ SBEFORE HOURS WORK  00:00 08:00  Monday Friday r oot O tdoet | PSR — =i A
& 8 EVENING 18:00 2400 Monday Friday = i 5
ot I~ command | andior E(cl..ﬂ | iPubbc] DiL Commands EIf0
[T SREGULAR WORKDAY  08:00 1800  Monday Friday r
™ &saTurpay 00:00 24:00  Saturday Saturday r Object'Command Group | ]
™ 8sunpay 00:00 2400 Sunday Sunday r DbjectField Group | =]
- $WEEK END 18:00 08:00  Friday Manday = B “"I WML P ""l (5]

II Period [ AFTER HOURS WoRK = | &

& Cancel| SelectAll| Unselectall| 3 Remove

B App Evenl Exists [ Event Type Eunxuurnma|

) . e : . . App Event Values
Time Period Description |Cus.t|:|n1 Time Period Contiguous |7 Tu:.'ll Humun:l o ;
Hour From  [17:00 HourTo  [05:00 Min.ct. [0 Reset Interval {minutes) [0
Weekday From I Friday LI Weekday TctI Monday LI Continue to next Rule ¥ Rec. Vals, @
Action | ALERT PER MATCH -
= Add ! =
) Notificatisn

(X] Notification Type 5YSL0G Alert Receiver SYSLOG

Access o excessive of unneeded data

End Users | Data access outside standard hours I G d . &
Acoess via inappropriate or nonapproved channels I ua r I u m

AN GUARDING OATARASES ™ AN BN DOMPRMY

© 2010 IBM Corporation
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End User - Access via non-approved channels

User accessing database via Microsoft Office

- SQL Trace with Session ID
Start Date: 2010-06-18 13:41:57 End Date: 2010-06-18 17:41:57

Aliases:  OFF FULLSQL: LIKE %ssn%
Timestamp ClientIP ServerIP DB User NamelSuuroe Program Full Sal Succeeded
2010-06-18 16:30:44.010.10.9.24010.10.9.2518A 2007 MICROSOFT OFFICE SYSTEMgelect * from "master”."dbo"."SSN" 1

Q) ORecords[ 1 o101 DD X IV M HEWHF &

On - 5
Ly
=" | Home Irmaerl Page Layoot Farrmuilan Dl
= R
.| Caldry « 111 e - o

o e A F¥Fa

Crpbowr y Fant ¥
G43 - L
A B C 2]
23 EETTTN - [P - = -]
24 0 Anthony  joe 123-45-6780
25 1 Thomas  jos 123-45-6781
‘\ 26 2 Smath o 123-45-6782
- . 3 Jones Jewe 123-45-6783
28 4 Craven oo 123-45-6784
29 5 Shapira  Joo 123-45-6785
30 b King Jicw 123-45-6786
3l T Lynch loe 123-45-6787
32 8 williams  Joe 123-45-6788
i3 9 [Davis loe 123-45-6789
14 10 Wilson  loe 234-56-7810

Access o excessive of unneeded data

End Users | Data access outside standard hours G d . &
I Acoess vid inappropriale of nonapproved channdsl ua r I u m
. ) AN AN DOEPRNT

AN GUARDING OATARASLS
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Developers

Sys. Admins | Access to live production systems
Analysts

Guardium
| hon

L5 AN BN DOMPRNY
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Developers/SAs/Analysts - Access to Live Production Systems

Start Date: 2010-03-07 20:53:45 End Date: 2010-03-12 17:53:45

Network Uid Chain 08 DB User
Protocol Compressed User Hame

Timestamp ClientlP Server [P Source Program Full Sgi Uid Chain

(1,rootinit [3])}-=(2267 root jusr'sbinisshd)-=
(20063 root,sshd: joe [priv]}-=(20065, joe sshd:

20410-03-11 joe@pts/3)-=(20066 joe -bash)}-=(20142 joe su -
20-47-40.0 10.10.9.56 10.10.9.56 BEQUEATH joe I DBACLHSY“STEMISD.LF'LUS@DSF'RE\Iseled“ from Creditcardl oracle)-={20149,oracle,-bash)-={20175,
T > g > oracle sglplus)-=(20182, oracle,oracleXE
(DESCRIPTION=(LOCAL=YES){ADDRESS=
(PROTOCOL=beq)})}

o joeBosprey:~ - IEI]%EJ
Using ~
joedlirrerTe =T word: y . .
Last login: Fri Sep 26 13:31:3p P009 from jdi What's wrong with the access to this
[joeBosprey -]1%5] su — oracle H
Fasmiords s production server?
=bash-3.005)1=3gqlplus system |— . .

ol . DB User = System account with access to production
SQL*Flus: Release 10.2.0.1.0 - Froduction on Hri Mar 12 16:35:§ | Table accessed Creditcard = All creditcard accounts
Copyright (c) 19882, 2005, Oracle. All rights [reserved. . Source Program = SQLPLUS, not the creditcard app
Enter password: . Generic Accounts — Who did it? (Joe)
Connected to:
Oracle Database 10g Express Edition Release 14.2.0.1.0 Produdg
SQL> I:1i-'e-|.H|:!'|. * from creditcard; : ‘ I ’

. -

MNAME CARDNUMBER CARDID
Joe D 12345678590123456 1
Harry S 2345678901234567 2

SQL> quit
Disconnected from Oracle Database 10g Express Edition Release 10,2.0.1.0 - Production
—

Developers - ] m
sfﬁ:ﬂﬂm Access to live production sysiems G ua rd I u m
AN BN COMPANY

AN GUARDING OATARASLS

© 2010 IBM Corporation
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Nonapproved changes to databases or applications

Out-of-cycle patching of production systems

Guardiun

SU5 AN BN COMPAMNYT

© 2010 IBM Corporation




Information Management

IT Operations- Unapproved Changes to DB and Apps Files
— (File Integrity Monitoring)

Start Date: 2008-10-15 00000200  End Date: 2008-10-15 11:49:27

1010856 jusrfibvpracieixe/appioraciefproduct’10.2 (iserverinetworkfadmnfisiener ora UNX MiA ::::;:" Fie  nicholas 2008-10-15 11:31:28.0 fﬁliﬁg‘ :15

L-:E’ root@osprey:/usr/lib/oracle/xe/app/oracle/product/10.2.0/serverfnetwork/adm ;|g| il
[rootl@osprey admin]# chmod 777 listener.ora -]
[rootl@osprey admin]# 1ls -1 listener.ora

-rwxrwxrwx| 1 nicholas dba 578 Oct 15 11:31 listener.ora

[rootlosprey admin]# |

-]

CAS Change Details [ (2] 2] (x) (¥] @

Start Date: 2008-10-15 00:00:00 End Date: 2008-10-15 12:44:55

Host Name Monitored hem 0S5 Type DB Type Instance Hame Type Owner Last Modified Time  Sample Time Penn}ssinns

1010956 Jusriibloracleixe/appioracie/productl 0 2. 0/zerver/natwork/admin/listensr. ora UNX N :n“q‘;f;:cr;'m File  nicholas 2008-10-15 11:31:28.0 ﬁ:”;j;;f CPWRPWRIWR

1010956 iusrfibloracielxelapploracle/product10 2 Diserverinetworkiadminflistener ora UNX NIA :n‘s;f::;;m File nicholas 2008-10-15 12:02:52.0 fg:};:g? TR
Q O Records:| 5 [tosofs =7 |y IH B [ = B

Nonapproved changes to databases or applications
IT Ops

Qut-of-cycle patching of production systems

ﬁuardium“

ROWG QATARASLS ™ AN
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IT Operations- Unapproved Changes to Database Files

Saved Data Id Host Name Monitored ltem Saved Data Last Modified Time Sample Time Owner Permissions Timestamp Size Group Saved

Datas
# listener.ora Network Configuration File:

SID_LIST_LISTENER =
Contents of the
(SID_DESC =
Listener.ora file onicis roue
" = .fusr.flitu'n_ra cl:a.fxe.fa pploracle/product0.2.0/serve|
(PROGRAM = extproc)
)
)

LISTENER =

(DESCRIPTION_LIST =

(DESCRIPTION = 2008-10-15 2008-10-15

147 10.10.8.58 lusrfib/oraclef=xe/apploracle/product0.2. 0/zerver/network/admin/listener. ol (ADDRESS = (PROTOCOL = IPC)H(KEY = 2008-10-15 12:02:52.0 nicholas -rwxrwxrwx s 578 dba 1
12:03:49.0 12:04:35.0

EXTPROC_FOR_XE))

(ADDRESS = (PROTOCOL = TCP)(HOST = osprey }

(PORT = 1521))

)

)

LISTENER =
(DESCRIPTION_LIST =

(DESCRIPTION =

(ADDRESS = (PROTOCOL = TCP)(HOST = asprey )
(PORT = 1528))

)

)

DEFAULT SERWICE LISTENER = (XE
ISTENer.ora Work Lontiguration

SID_LIST_LISTENER =
(SID_LIST =

(5ID_DESC =

(SID_NAME = PLSExtProc)

LISTENER =
(DESCRIPTION_LIST =
O 2008-10-15 2008-10-15
146 10.10.9.56  lusrilibforacle/xe/apploracle/product/10.2.0/server/network/admin/listener.ora (ADDRESS = (PROTOCOL = IPCHKEY = 2008-10-15 11:31:28.0 . .. nicholas -rwxrwxrwx gl 578 dba 1
11:53:53.0 11:54:45.0
EXTPROC_FOR_XE))
(ADDRESS = (PROTOCOL = TCP)(HOST = osprey }
(PORT = 1521})
)
)

LISTENER =
(DESCRIPTION_LIST =
(DESCRIPTION =

(ADDRESS = (PROTOCOL = TCP)(HOST = osprey )

(PORT = 1525)) d- &
: iraium

BAN GUARDING OATARASLS AN DM DREPAMY

© 2010 IBM Corporation
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Difference Report Shows Changes in the Listener.ora File

.« (ADDRESS = (PROTOCOL = TCP)(HOST = osprey )(PORT = 1525))
- (ADDRESS = (PROTOCOL = TCP)(HOST = osprey )(PORT = )

{2 Guardium: Record Differences - Internet Explorer provided by Dell ' o ] |
£ | https:/f10.10.9. 243:3443diffviewer ?diffRecordld=147adiffRecordType=casSavedData RREMOTE_SOURCE= j| @:‘ Certificate Error
L d
Guardium =
. Lines Added
Selected Record Differences .
Lines changed
Lines Removed
Newr Previous

Line #13 Line #13
013: (DESCRIPTION_LIST = 013 (DESCRIPTION_LIST =
014: (DESCRIFTION = 014 (DESCRIFTION =
015;  (ADDRESS = (PROTOCOL = IPC)(KEY = EXTPROC_FOR_XE}) 015.  (ADDRESS = (PROTOCOL = IPC)(KEY = EXTPROC_FOR_XE))
018: (ADDRESS = (PROTOCOL = TCPHHOST = osprey }PORT = 1521)) ma: {(ADDRESS = (PROTOCOL = TCPHHOST = osprey }PORT = 1521}))
07 ) M7 )
01a: ) ma )
015: 015:

020: LISTENER = 020: LISTENER. =
021: (DESCRIFTION_LIST = ;

022:  (DESCRIPTION = 022. (DESCRIPTION =
023:  (ADDRESS = (PROTOCOL = TCP)(HOST = osprey }(FORT = 1528} 023  (ADDRESS = (PROTOCOL = TCP}HOST = usprqt(m RT = 1525)) I

024: ) 024 )

025. ) 025 )

025: 025:

027: DEFAULT_SERWICE_LISTEMER = (XE) 027: DEFAULT_SERWICE_LISTENER = (XE)
028: 028

Close window

Qut-of-cycle patching of production systems

Monapproved changes to databases or applications Ll G d 1 "
IT Ops F [ [ [ [ [ [J € mtemnet | Protected Mode: Off 0% vy ua r iu m

BAN GUARDING OATARASLS AN DM DREPAMY
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Patch History Changed — From Pass to Fail!

1 ?
Guardiun « Patch was
applied to
Resuls for Securty Assessment Comprehensive Oracle Assessment production
Assessment executed 2009-08-20 15:58:49.0 server, but not
From: 2009-08-19 15:58:49.0 Chient IP or IP subnet: Any g'lr!g/ ;eStreodved
To: 2009-08-20 15:58:49.0 Server IP or IP subnet. Any pp
according to
Test Result History Oracle Patch Level C(c)) hr():orate
oracle - 9.59 - system policy
PASS (ORACLE)
Fail

No valid patch levels are defined for
version; ORACLE 10.2.0.1.0',

FAIL
The Oracle instance is not patched to
your standard level for this version.
: ng‘h _%g‘?"‘ 1.31%% Lgﬁhﬂ‘ ﬁg?‘* _GQ‘?“h We recommend that you upgrade this
A1 o ey b \b o database to an accepted patch level.
L &
Monapproved changes to databases or applications n
SLORS Qut-of-cycle patching of production systems gya"!dj ym

© 2010 IBM Corporation
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The Enterprise Patching Issue

* Nearly half of companies lack a formal
patch management process

* 62% typically take 3 months or more to . 1
apply Critical Patch Updates (I0UG) = T

* Only 18% measure patch success via
configuration scanning

* "The least mature areas of patching “Patch management is one of the

seem to correlate almost directly most fundamental functions of IT
with the fastest-growing areas of departments, yet in our research
attacks, such as ... database servers e EISEEUEEY [ FEENTE ONE o

: . . i the biggest pain points for many
[and] business application servers. organizations.”

http://www.darkreading.com/database_security
http://www.securosis.com/projectquant
http://ioug.itconvergence.com/pls/apex/ESIG.download_my_file?p_file

32 I E‘“ © 2009 IBM Corporation
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Don’t Forget the Database Danger from Within

(1OUG)

ttp:

IDUG DATA SECURITY 2005
BUDGET PRESSURES LEAD TD
INCREASED RISKS

Tan N T Ly S

Www.darkrea

Com/§

Y 4

T T e—— darkReaDiNG

Database Danger From Within

djabase_@e@urity/securiylapp-Security/

-CIF_L@“I

“Organizations overlook the most
imminent threat to their databases:
authorized users.” (Dark Reading)

Most organizations (62%) cannot
prevent super users from reading or
tampering with sensitive information

.. most are unable to even detect
such incidents...only 1 out of 4
believe their data assets are securely
configured . (Independent Oracle User
Group)

“No one group seems to own
database security...This is not a
recipe for strong database
security”...63% depend primarily on
manual processes.” (ESG)

© 2009 IBM Corporation
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DAM Provides a Simple Means of Centralizing and
Automating Controls

« Discovering and applying controls to all sensitive data

« Controlling who accesses and modifies what data, from
where, and when

 Managing exposure to misuse of credentials, privileges, etc.
* Ensuring sensitive data stores are appropriately configured

« Standardizing, automating and streamlining the review and
remediation of policy violations, as well compliance
validation activities

* Without compromising separation of duties or performance

I
34 d \m‘ © 2009 IBM Corporation
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IBM Integrated Solution — Enterprise User Activity
Monitoring

Compliance reporting

» Enterprise dashboard with
compliance management modules
and regulation-specific reports

User monitoring, event

correlation
Log and event » Broadest coverage, collecting and
r:"afemer_': e correlating native logs and events
reat monitoring an IBM Security - 1
prevention [ Network P2 ] 'N[’g;‘ws_frﬁl;gg oo across systems, devices,
Vulnerability [hopsean ] FrEain middleware and applications
assessment With G gi BM
: = Wi uardium, :
NISATENI A oo [ IBM Security Identity and Access Assurance J ) L. .
St el | . = Monitors all DB activities in real-

= time, including privileged users,
o without the performance impact
El and separation of duties issues

Application Database Infrastructure of native DB Iogging
» Provides capabilities such as
blocking, workflow management
and vulnerability assessments

Integrated Solution Facts:

= |IBM Tivoli Security Information and Event Manager Enterprise dashboard and compliance
reports fully support Guardium events

= Integration is available now

B logss X
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Guardium collected data in SIEMv2

page 1 of 2

generated by iView v2.0 on TSIEMWVM at Thursday, March 25, 2010 11:58:28 PM CDT
database CIFDB:Windows
loading date: 3/25/10 11:53:16 PM (-0500)

data range: 12/7/09 11:00:00 AM (-0500) - 12/7/09 11:00:00 AM (-0300)

CIFDB Windows All Events

All Events

Database Windows on Server CIFDB

Setup:
Month Year Hour Min
Start time December 7 2009 10 0
End time December 7 2009 10 0
Time Zone: Event time zone
Severity Date / Time What (detail) Where (detail) Who (detail) Where From (detail) On What (detail) Where To (detail)
10 12/7/09 11:00:00 AM (- Login : User / ORACLE (ORACLE) John Smith 10.10.9.56 Database - -/ ORACLE 10.10.9.244 (ORACLE)
0500) Failure
10 12/7/09 11:00:00 AM (- Login : User / ORACLE (ORACLE) APPS 192.168.30.61 Database - - / ORACLE 192.168.2 148 (ORACLE)
0500) Failure
10 12/7/09 11:00:00 AM (- Login : User / ORACLE (ORACLE) appuser 10.10.9.56 Database : - / ORACLE 10.10.9.56 (ORACLE)
0500) Failure
10 12/7/09 11:00:00 AM (- Login : User / MYSQL (MYSQL) bob 1010.9.56 Database - -/ MY3QL 10.10.9.56 (MYSQL)
0500) Failure

8 iy
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Guardium, an IBM Company

The database protection and compliance solution chosen
by leading organizations world-wide:

* 4 of the top 5 global banks - * Top government agencies
* 2 of the top 3 global retailers # =

P : Top 3 auto maker

* 4 of the top 6 global insurersg . WA top dedicated security
11 :i.

* 2 of the world’s favorite w*s; grompany
brands i energy suppliers

* One of the most recognized namein~" * Major health care providers
PCs * Media & entertainment brands

e 25 of the world’s leading telcos

@ leges - .
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More Information Available

e www.guardium.com
* Free on demand webcasts: SOX, PCI DSS compliance, ...

* Free analyst reports: creating a database security plan
(Forrester), database risk study (ESG), ....

« ROI and application case studies

e Sign-up for a free hands-on POT learning lab (a full day of
hands on with the technology)

« Sydney - Monday 16" August
« Melbourne - Friday 20t August

» elsewhere let me know
« Contact Scott Henley ( )

[
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The Case for Database Activity
Monitoring
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