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IBM Tivoli and IBM Autonomic Computing
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Today We Are Talking About . . .
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= Change Drivers and Barriers to
Success

= IBM Tivoli Solutions

= |IBM Tivoli and IBM Autonomic
Computing

= |IBM’s Future Direction for Business-
Driven IT Management
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On demand business

An on demand business is an enterprise whose business
processes—integrated end-to-end across the company

and with key partners, suppliers and customers—can
respond with flexibility and speed to customer demand,

market opportunity or external threat.

TRACK
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Composite applications underlie an on demand business

Composite application lifecycle: Design, Build, Test, Deploy, and Manage

© 2004 IBM Corporation
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Change Drivers

D N — N B .. Complexity
I}@JE& 7 -

. u Most organizations manage a large
U‘J_’ . . and complex IT environment to
support business processes.

“Our 4 tier, 30 server, load balanced
architecture makes it very difficult to
identify the root cause of problems.”

Mike Dewey, Head of Development Standards, Reuters

“Business activity across our
' Speed of Change applications is in constant flux.

Fast-changing external forces and The correct settings for performance
unpredictable variations in yesterday will be different from what it

workloads make meeting service needs to be today, and different from
levels difficult. what it will need to be tomorrow.

Ken Van Kley
Blue Cross Blue Shield Illinois
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Change Drivers

“Tracking relevant data for internal auditing
has always been a part of our business.
This need is becoming mission-critical with
increasing external threats and liability
concern. The trick is to do so without
increasing operational costs.”

David Quinn, Systems Director, Prudential Financial

EE

... Cost

To meet business expectations
Infrastructure costs have been
outpaced by spending on
management and administration.

... Compliance

The changing global regulatory and
business environment requires

security, privacy, and on-going audit
capabilities.

are growing in size and sophistication to
support the demand for new services. We
are continually looking for new ways to
improve our management processes in

order to scale cost effectively.”
Mark Lamb, Vice President, Star Technology Group

“IT efficiency is critical to our business. We

© 2004 IBM Corporation
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Barriers to success
Thalebveplerity cesctdétiodberdunsitiersarnd antbnatzio afid wfeaus tio middficisnutesl @d
tnrosmsidd donstén experts, specialized domain tools, and cross-cutting IT activities

Windows Internet Linux Network Application Unix Database Integration Mainframe Storage
experts experts experts experts experts experts experts experts experts experts

Mainframe Storage
tools tools

————

Windows Internet Linux Network Application Unix
tools tools tools tools tools tools

Database Integration
tools tools

i ng
I

Release Management

ime
Sense Isolate Diagnose Take Evaluate
Action
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Problem: Business process stalled by slow system response time
Solution: Enable quicker response via automation

Windows Internet Linux Network Application Unix Database Integration Mainframe Storage

experts experts experts experts experts experts experts experts experts experts

Windows Internet Linux Network Application Unix Database Integration Matlnfrlame S;orallge
tools tools tools tools tools tools tools tools 00ls 00ls

Release
Management

Labor Cost

Take Evalua
Action
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Tivoli’s offerings work across the silos to deliver improved IT management efficiency
and effectiveness.

Windows Internet Linux Network Application Unix Database Integration Mainframe Storage
experts experts experts experts experts experts experts 'I experts experts experts
Windows Internet Linux Network Application Unix Database Integration Matlnfrlame S;orallge
tools tools tools tools tools tools tools tools 00ls 00ls
=

|. Set Policies
Il. Define Process

I1I. Identify Workflows
V. Share Data
V. Automate

Labor Cost

Time

Diagnose
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IBM Tivoli in Action

Tivoli capabilities
working in concert

Ivoli Business Systems Man

Ivoli Monitoring for Transact
Performance

Ivoli Omegamon XE
Ivoli Provisioning Manager

Ivoli Intelligent Orchestrator

software
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Problem: Enforcing network end-point security

I. Set Policies
Solution: Automatically detect and remediate I. Define Process
p()li(;y violations . | lIl. Identify Workflows
Cisco Access IBM Tivoli Identity IV. Share Data

Endpoint IBM Tivoli Security Control Server Manager v. AL S
=== Compliance Manager
Client

S

Cisco SYSTEMS

=mll 'BM Tivoli Security
LT software &omphance Manager

=

| J’-

IBM Tivoli Access

IBM Tivoli
gl Provisioning

Manager
| N

< Application Servers
Thinkvantage”| 1 NiNKVantage

\7 Antidote Delivery Manager
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IBM Tivoli in Action

Tivoli, ThinkVant
Ssco working in co

oli Security Compliance M
oli Identity Manager

oli Provisioning Manager
oli Access Manager
Access Control Server

antage Antidote Delivery
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Customers See The Benefit of
IBM Infrastructure
Management Solutions

“Since implementing IBM and Cisco’s security
technologies, we’ve been able to better serve our
customers by streamlining our business processes
and increasing staff productivity. We look forward to
working with IBM and Cisco as they expand their
collaboration in security to help us in our continued
goal of improving our business processes through the

use of technology.”
— Bernardo Zapata, Security
Information Officer
Bancolombia
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IBM Tivoli Portfolio

Business Service Management

IBM Tivoli Business Systems Manager
IBM Tivoli Service Level Advisor

Infrastructure Orchestration

IBM Tivoli Intelligent Orchestrator

Availability | Security Optimization Provisioning

IBM Tivoli Analyzer for Domino IBM Directory Server/Integrator IBM Total Storage Productivity IBM Tivoli Configuration
IBM Tivoli Enterprise Console IBM Tivoli Access Manager Center Manager

IBM Tivoli ETE Watch Workstati Voli Ci - . e )
o oo o IBM Tivoli Cisco Sentry Solution B\ Tivoli Workload Scheduler ~ IBM Tivoli Identity Manager

IBM Tivoli Intelliwatch Pinnacle . . .

IBM Tivoli Monitoring Family ol T!VOU Id(_entlty bR T IBM Tivoli zSeries Performance = IBM Tivoli Provisioning
IBM Tivoli Mon for Trans Perf JEL T!VO” Prlvacy LA Manager
IBM Tivoli NetView for z/0S IBM Tivoli Risk Manager

IBM Tivoli OMEGAMON XE IBM Tivoli Storage Manager Family
IBM Tivoli System Automation IBM Tivoli Security Compliance

IBM Tivoli SAN Manager Manager

Software Vi I . System
Resources Irtualization Resources

© 2004 IBM Corporation
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Security — streamlining administration
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Common Infrastructure Management Scenarios
Provisioning Security Access

Without Tivoli

Infrastructure Management

1. Sense

= A new hire’s request for access to several
systems and applications is put in a long
gqueue of similar requests

2. Isolate

= Operations team forwards request to
application owners and awaits response

ost

3. Diagnose

= Departments handle new hire’s requests
via multiple, varied processes

4. Take Action

= Departments eventually send new hire
many IDs/passwords

5. Evaluate

= |IT Operations impacted by data gathering

for measuring security compliance Sense Isolate Diagnose Take Evaluate

[N

Problem
Eliminated

Time




| IBM Software Group

&com - Microsol =
l Search Adobe POF fiies

i

tn v BB B

With Tivoli
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Infrastructure Management
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1. Sense .

= Entering new hire’s data triggers workflow

= Administrator and employee’s manager
automatically notified of access requests

2. Isolate

= Pre-established policies execute workflows to .
provision new hire’s access to systems C T i

3. Diagnose ost

= Access levels are predefined for employee

= IDs and passwords engineered to deliver
single sign-on to Web applications

4. Take Action

= New hire receives email notification of
their ability to access the desired systems

5. Evaluate

= Regularly scheduled analytics enable

compliance to corporate polic

fifEy
£
i
i

Layers

Pages

Problem
Eliminated

Time

Sense Isolate Diagnose Take Evaluate
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Common Infrastructure Management Scenarios

Provisioning Security Access — Quantifiable Benefits

Tivoli Identity
Manager

bp
Tivoli Acceéé Manager
for e-business

= Automated management of
frequent changes to access

rights for 155,000 users in
135 countries.

Cost

= Access provisioning time
Problem

Eliminated

slashed from 5 days to 10
minutes.

Sense

- ~

Isolate

~Diagnose  Take Action

Time
Evaluate




IBM Software Group

Availability — eliminating peformance bottlenecks
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Common Infrastructure Management Scenarios

Performance Bottleneck

Without Tivoli

Infrastructure Management

1. Sense

= Customers experience performance
delays; some call Help Desk to complain

2. Isolate

= |IT team searches for problem
throughout infrastructure, using
disparate systems and metrics Cost

= Potential causes isolated to section of
infrastructure

3. Diagnhose

= |T team searches for solution to
problem, again using different tools

= Trial and error leads to best solution

4. Take Action

= Actions taken to fix problem and migrate
to production

5. Evaluate
= Solution validated; other impacts unknown Sense lIsolate

Problem
Eliminated

Diagnose Take Evaluate
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Common Infrastructure Management Scenarios

Performance Bottleneck

D OFle Edt wew Favontes Tooks e &

(0-0-RRAG| L e e Bk B-0 =@ i3 > 1
File Fd View Help
. . . FEPRileNRN | STE204 DD UWREOAOREEHY T
With Tivoli T TR

Total Transacton Volume Critical Transaction Response Times

Infrastructure Management
1. Sense

i A Connme Eariking
B Commucial Barking
Wraane

vl
st

= Dashboard automatically senses poor
performance in a mortgage application

2. Isolate
= Deeper look shows a 12-second delay

= Delay located in specific DB2 subsystem | H T
[Reacy (€3 Foub Tieme: Thurs, 0910072004 6:00 PM & server usiable. | Theead acwity- haoni2 - DOMAD *ADMIN MODE®
3. Diagnose Cost * o
= Several DB2 threads are backed up, Problem
Eliminated

waiting to be processed

4. Take Action

= Increase DB2 thread pool size to speed
up processing and clear backlog

5. Evaluate

= Significant decrease in DB2 thread wait
times; response times back to normal

Time

Sense Isolate Diagnose Take Evaluate
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Common Infrastructure Management Scenarios
Performance Bottleneck — Quantifiable Benefits

Tivoli

OMEGAMON
DE on z/OS

Cost

Sense

IS

olalte

A=p =0

So

Tivoli Web
Segment
Analyzer

Diagnose

e 000

'ﬁvoli
OMEGAMON XE
for DB2 on z/0OS = $100K annual cost

savings in problem
identification and

resolution
Broblem = Improved availability by
Eliminated almost 20% ; exceeded

end user SLA of 99.5%
availability

@
5 Stadtsparkasse Miinchen

. Time
Take Action Evaluate
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Avalilability — rapid diagnosis of application
problems

(ON DEMAND BUSINESS'




| IBM Software Group

Common Infrastructure Management Scenarios

Application Server Crash

Without Tivoli

Infrastructure Management

1. Sense

= Users call Help Desk to report outage

= Help Desk notifies IT Operations team,
which confirms performance problems

2. Isolate

= The team searches across the enterprise,
using disparate tools and metrics, before
locating a poorly performing server

3. Diagnose

= While diagnosing the problem, they must
restart the server each night to keep
things running ... a “Band-Aid” fix

= Finally, they diagnose a coding error that's
causing memory leaks in the server

4. Take Action
= Code is rewritten, tested and migrated

5. Evaluate

Problem
Eliminated

Diagnose Take Evaluate

= Solution validated; other impacts unknown Sense Isolate
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Common Infrastructure Management Scenarios

Application Server Crash

Infrastructure Management
1. Sense

= 12-second delay indicated for customers
trying to submit home loan refinancing

2. Isolate

With Tivoli

= Perform segmentation analysis on
transactions to isolate the problem
3. Diagnose

= Heap usage and freed memory show less

memory being freed in each cycle

= HTTP sessions show problem not from
increased demand — rather a memory leak

4. Take Action

= Diagnosing the faulty code, Developer
modifies application and migrates fix

5. Evaluate

= After new code is applied, improvement is

noted

Cost

Sense

e = [

HERLS D Se20¢ BOUEOORNULER THES

@ 42 [pusiness summary |

Tatal Transaction Yalume

CTrr—

nEOo |3

B Commarial uiing
® nsuance

=z

| Thread Actrity - hgdnid - DOMAS “ADMIN MODE™

% Loenl intranet

Isolate

Problem
Eliminated

Diagnose Take Evaluate
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Common Infrastructure Management Scenarios

Tlvoll OMEGAMON Tivoli Monitor for

DE on z/OS Transaction

Performance
Cost

Sense Isolate

Application Server Crash — Implemented Tivoli Solution

Diagnose Take Action Evaluate

WebSphere

Studio Application
Monitor

= Accelerated response time for
Problem — jssues by quickly pinpointing
the cause of a problem
=Decreased number of staff
needed to manage internal

operational processes by 60
percent

Eliminated

Time
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Optimization — minimizing mean time to service
recovery

(ON DEMAND BUSINESS'
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Common Infrastructure Management Scenarios

File Server Disk Failure

Without Tivoli

Infrastructure Management

1. Sense

= Users and customers can’'t access files

= After numerous calls, the Help Desk
escalates the problem

2. Isolate

= Application, network and storage teams

meet to investigate the problem Cost

= Potential causes isolated to a section of
the storage infrastructure

3. Diaghose

= Deeper investigation shows that the
problem is caused by a disk failure

4. Take Action

= New disk is installed into disk array

= Time is taken to find/restore latest
backup of file server data

5. Evaluate

= Team works to ensure SLAs are being met

Sense

Isolate Diagnose

Take

Problem
Eliminated

Evaluate

Time
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Common Infrastructure Management Scenarios

File Server Disk Failure

With Tivoli

Infrastructure Management
1. Sense

= Dashboard automatically alerted system
administrator of performance slowdown

2. Isolate

= Alert tracks down location of problem to

a particular file server

3. Diagnhose

= Alert shows storage architect that a file

server disk has failed

= Automated recovery plan already in

place to manage such disk failures

4. Take Action

= Workflows automatically provision new
disk, oversee installation, data restoration

5. Evaluate

= Storage team able to accurately report

how well solution is meeting SLAs

7 tsmrept - [Storage Management', Tivoli Storage Manager', 552 (UNIX)' Server 1',Reports', Operational Reports',Daily Report]
| beion Wew Faoies | & o | B m | 2]

eeeee

eeeee

mmmmm

Daily Report - TSM 24 hour repert for S52 generated at 06/21/2003 12:09:11 on THINK
covering 2003-06-20 12:09 to 2003-06-21 12:09

| Server name: 552 ADSM GROUP SERVER, platform: AIX-R5/6000, version: 5.2.0.0, datetime: 06,21/2003 11:48:40
Expand Al | Collapse Al

| [+] Issues and Recemmendations

| [+] Custom Summary

| [+] Administrative Schedules

| B Client Schedules

SesFion Load Summary covering 2003-06-20 te 2003-06-21 (Range: 0 - 7,052,555 Bytes per h

nnnnnn

- ) TUC30 (05390)
=) TUCRACE (05400)

) NLS13 (windows)
) NL524 (windows)

Cost |° |

|Refresh

Sense

Isolate Diagnose

Problem
Eliminated

Take Evaluate

Time
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Common Infrastructure Management Scenarios

0 s

—

TotalStorage

Tivoli

Tivoli Stor'age Ti\"/d'limProv'iéiQOning
Enterprise Productivity Manager Manager
Console Center for Data
Cost ANMED ANNNHEALTH

= Achieved $420,000 in
annual savings

= Perform storage
management tasks 10
times faster

= Achieved 96% cut in
time taken to restore

clinical systems

Time
Sense _Isolate  Diagnose Take Action Evaluate
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Orchestration and Provisioning — adding server
capacity on demand
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Common Infrastructure Management Scenarios
Provisioning Server Capacity

Without Tivoli

Infrastructure Management

1. Sense

= Some customers experience performance delays
= Help desk reports problem after numerous calls
= Performance delays confirmed, cause unknown

2. Isolate

= Team investigates using disparate
systems & metrics Cost

= Potential causes isolated to section of
infrastructure

3. Diagnhose
= Team finds that specific resource is
operating at full capacity

4. Take Action
= Qver-provision all resources “just-in-case”

5. Evaluate

= Continuing spiral of lower and lower
resource utilization

Problem
Eliminated

Time

Sense Isolate Diagnose Take Action Evaluate
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Common Infrastructure Management Scenarios

2 R - My

Provisioning Server Capacity

With Tivoli
Infrastructure Management

1. Sense e e
= Critical Web application alerts a pending =

service level breach
2. Isolate

= Tracing poor performing transactions, a
poor performing segment is pinpointed
3. Diagnose Cost
= Web application needs more processing

power driving related database demand
4. Take Action
= Automated server provisioning for web
application and related database from

resource pool
5. Evaluate

= Peak workload met — resources returned
to pool as demand decreases — service
levels maintained throughout

%_

Problem
Eliminated

Sense Isolate Diagnose Take Action Evaluate

Time
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Common Infrastructure Management Scenarios

Provisioning Server Capacity — Implemented Tivoli Solution

Tivoli Intelligent  Tivoli Provisioning  Tivoli Configuration Tivoli Service
Orchestrator Manager Manager Level Advisor
Cost Federated

DEPARTMENT STORES, INC.

Problem _ti i

El i 24x7_, rgal tlme inventory
monitoring; improved

inventory “turns.”

* Reusable components will cut
development and support
costs by 50 percent.

Time

Sense _Isolate Diagnose __ Take Action __Evaluate
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IBM Tivoli Strategy
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IBM Autonomic Computing

» Define a base
reference architecture
which creates a common
language and design for
autonomic computing

Products delivering

autonomic features

* Deliver products
with built-in autonomic

capabilities

» Develop common
components that

Autonomic Computing common components provide for an open
framework for the
industry

» Create and leverage
open standards for
autonomic computing
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Automating the manual management activities performed by IT
self managing

professionals in IT processes is essential to making systems

© 2004 IBM Corporation
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Integrating automated capabillities into a control loop
enables the system to manage itself

Diagnose
Symptom

Assess

Impact
Plan

Autonomic Manager Action

Action

—'_ﬁ—[f..ﬁ*r ' . r
Jd Tt -

Take
Action
> I |
‘1
i e DD
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Autonomic managers are integrated to match the
operations of the IT organization using the Enterprise
Service Bus

© 2004 IBM Corporation
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Tivoli integrates and leverages the autonomic
capabillities of the IT environment
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Tivoli integrates and leverages the autonomic capabilities of
WebSphere and DB2

Federated

B High priority WebSphere Application DB2 server DEPARTMENT STORES, INC.
'@ Server pool P690 Mid-priority =
a— I DB2 LPAR 1
Online shopping application ®®® o ® A :
=3 ow prarty I e
L 4
I!!I Virtualization ’
Advertising
services

Server
requests
and DB2

hints

Tivoli Intelligent Orchestrator

© 2004 IBM Corporation
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Autonomic behavior works on multiple levels

_ _:"I

=Unified architecture and common components are key
can take advantage of autonomic behavior

»Industry standards for resource families allow autono

manage resources from different vendors e.g. IMX, S
 ——

directory servers

ons S
* of resoaICesE
icCm ers to

B ERTA Ve

E » Industry standards that cross resource types allows autonomic
| managers to manage multi-vendor, multi-type infrastructure |
e ' e.g. DMTF, OASIS WSDM TC, GGF

| = Autonomic behavior at the system level reduces IT Management
complexity

© 2004 IBM Corporation
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Bridging the gap between development and operations

2. Create packages i

3. Analyze
dependencies

B wumnnr100 (3261 Q 01 ﬁ‘llﬂﬂ!ﬂ} A e 104-01

P R ey Semh Pmd faiem b e e

Q7 B3 33uumner193 0181601020258 255 2550

4. Create deployment
plan

Business
Partner

= Dependency checking at

1 6. Update
libraries with
deployment
information

B0 EEEE

1 g Linn T ey e =

| e

software
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Making progress
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Tivoli Products delivering pres IS

. pe— autonomic features

Rational.

Autonomic Computing common components

\/

e fecli DMTE
'.II'[EEI,-':_.;?'?M? '.'ﬂﬂf'."_l_]l’ €c I I p s€ . distributed management task force, inc.

* AC Control Loop
* AC Architecture
Blueprint

* 50 products with
415+ features
» Partner solutions

» Log/Trace Analyzer

» Solution installation
dependency checking

« Common console

» AC Toolkit

« Common log format
» Solution installation
schema
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Helping Customers Get Started

Creating an IT roadmap that supports the business objectives

Identity & Access Management
= Automation Assessment Tool

Change &Configuration

Management
» |GS Autonomic Computing Readiness
Assessment

“The Autonomic Computing Readiness Engagement approach has helped us see immediate

benefit in the ilannini| desiin and successful imilementation of our Enteririse Inteirated

© 2004 IBM Corporation
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The Future of Business-Driven IT Management

Near Term Future

= Autom

" Integra
Compo

= Standa

= Automate cesses * Integrate Acr

Information Processes

esses » Delegate Many Activities to
e Autonomic agers
nahilities

- Technology Breadth & Depth
~ Open Standards & Architecture * Innovation & Research

sIT
= |ncrease A

Sharing Ac

ent = More Aliton
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