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A New Security Reality Is Here

of organizations say ’

Data theft and cybercrime
are the greatest threats
to their reputation

2012 IBM Global Reputational Risk & IT Study

Average Australian
data breach cost

2013 Cost of Cyber Crime Study
Ponemon Institute

of security exec’ s
are concerned about
cloud and mobile security

2013 IBM CISO Survey

Mobile malware grew

in one year

from March 2012 to March 2013

2013 Juniper Mobile Threat Report

: . of enterprises
have difficulty finding the
security skills they need

2012 ESG Research

tools from

vendors

IBM client example
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Relentless Use
of Multiple Methods

were leaked, while the future

shows no sign of change

2013

Near Daily Leaks
of Sensitive Data

in reported data
breaches and incidents

2012

Operational
Sophistication
IBM X-Force ® declared

2011

© 2014 IBM Corporation
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Why a New Approach

Criminals will not relent
and every business
IS atarget

30600
®

New technologies
create opportunities
to transform IT security

8

Security leaders
are more accountable
than ever before

ITSecurityJobs.com
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EA’

INTELLIGENCE INNOVATION INTEGRATION

Develop an integrated
approach to
stay ahead
of the threat

Use insights Use cloud
and analytics and mobile
to identify for better
outliers security
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INTELLIGENCE

Use analytics and insights for smarter defense and anlytics

to identify
outliers

e

Use intelligence and Build an intelligence ‘ Prepare your
anomaly detection vault around your response for
across every domain crown jewels the inevitable
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Use Intelligence & Anomaly Detection Across Every Domain

Use insights
and analytics
to identify
outliers

Automated
Offense
Identification

Unlimited data collection,
storage and analysis

Built in data classification

Automatic asset, service and
user discovery and profiling

Real-time correlation
and threat intelligence

Activity baselining
and anomaly detection

Detects incidents
of the box
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Gain Insights to Prioritize What Is Most Critical

9 Source: IBM client example

Use insights
and analytics
to identify
outliers
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Use insights
and analytics
to identify
outliers

A00 \ Users
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12

Incident Forensics

» Full packet capture \

* Detailed incident
meta-data / evidence

 Reconstruction of
content and user
activity

Use insights
and analytics
to identify
outliers

Network
Security

.y 4

Insider Threat
Analysis

Fraud
and Abuse

Evidence
Gathering
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INNOVATION

Use cloud
and mobile

Use cloud and mobile to improve security for better

security

i
Own the security Employ Embed
agenda iInnovation | security

for innovation to improve security on day one
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. INNOVATION
Employ Cloud to Improve Security

Use cloud
and mobile
for better
security
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INNOVATION

Build Security into Mobile from Day One Use cloud

and mobile

for better

security
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INNOVATION

Use cloud
and mobile
for better
security

Transaction
Security

Application
Security

Trusteer Mobile Fraud Prevention

Tealeaf

Discovered and enrolled 3,000

devices in under 5 minutes each
with ability to wipe the device if lost

Chemical company

16

e

Worklight Security Access Manager for Mobile

Helping prevent user access
to fraudulent websites for

thousands of mobile customers
Large European bank
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INTEGRATION

Develop an

integrated

Get help to develop an integrated approach approach to

stay ahead
of the threa

Develop a Deploy a Harness the
risk-aware systematic knowledge
security strategy approach of professionals
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Develop a Risk-aware Security Strategy o

integrated
approach to
stay ahead
of the threal

Board of
Directors W i

Stakeholders

Compliance
ENEE

Industry
Standards

18 2012 Forrester Research Study, 2013 Global Reputational Risk & IT Study, IBM © 2014 1BM Corporation
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INTEGRATION

Develop an
integrated
approach to
stay ahead
of the threal

Detect, notify and respond
to security threats missed
by other point solutions

cations

P

Security
Intelligence

Stay ahead of the AdvSnced Integrated Customize protection
changing threat L Protection capabilities to block
landscape specific vulnerabilities
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INTEGRATION

Develop an
integrated

approach to
stay ahead

Cloud-based Threat, Malware of the threa
- ] Fraud Intelligence

0000000000000
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EEER Resources ’
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EEER 10000 Managed Security, Augmentation,
and Forensics Services
| EEEREE

|
|
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INTEGRATION

Develop an
integrated
approach to
stay ahead
of the threal

/

I 6000+ 10

security specialists security operations centers

133 188

monitored countries events per day
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Strategy, Risk and Compliance

Security Intelligence
and Analytics

Advanced Security
and Threat Research

Managed, Cloud,
and Professional Services
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and
outside your enterprise. Improper access can result in information being altered, destroyed or misappropriated or can result in damage to or misuse of your systems, including to attack
others. No IT system or product should be considered completely secure and no single product or security measure can be completely effective in preventing improper access.

IBM systems and products are designed to be part of a comprehensive security approach, which will necessarily involve additional operational procedures, and may require other
systems, products or services to be most effective. IBM DOES NOT WARRANT THAT SYSTEMS AND PRODUCTS ARE IMMUNE FROM THE MALICIOUS OR ILLEGAL CONDUCT

Thank You

www.ibm.com/security
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