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The Ten Commandments of Bring Your Own Device

Thou Shalt Allow BYOD

leaders. It’s as if a voice boomed down from the mountain ordering all of the employees you support to 
procure as many devices as possible and connect them to corporate services en masse. Bring Your Own 
Device (BYOD) was born and employees followed with fervor.  

There’s no sense pretending it isn’t happening or saying, “We don’t let our employees do that.” The truth 

 1 Further, a Gartner CIO 
survey determined that 80% of employees will be eligible to use their own equipment with employee 
data on board by 2016. 2 

The Ten Commandments of BYOD
1. Create Thy Policy Before Procuring Technology

2. Seek The Flocks’ Devices

3. Enrollment Shall Be Simple

4. 

5. Thy Users Demand Self-Service

6. 

7. Part the Seas of Corporate and Personal Data

8. 

9. Manage Thy Data Usage

10. Drink from the Fountain of ROI

1

2 Ken Dulaney and Paul DeBeasi, “Managing Employee-Owned Technology in the Enterprise,” Gartner Group, October 2011.
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1. Create Thy Policy Before Procuring Technology

• Devices: What mobile devices will be supported? Only certain devices or whatever the employee wants? 

According to Forrester, 70% of smartphones belong to users, 12% are chosen from an approved list, 
and 16% are corporate-issued. Some 65% of tablets belong to users, 15% are chosen from a list, and 
16% are corporate issued. In other words, users in most cases bring their own devices. 

• Data Plans:
employee submit expense reports?

Who pays for these devices? For smartphones, 70% paid the full price, 12% got a discount, 3% paid 

their own, 17% got a corporate discount, 7% shared the cost, and 18% were issued and paid for by 
their companies. (Source: Forrester, 2011) 

• Compliance:

device that holds data subject to the act.

• Security:

•  What apps are forbidden? IP scanning, data sharing, Dropbox?

• Agreements: Is there an Acceptable Usage Agreement (AUA) for employee devices with corporate data?

• Services: What kinds of resources can employees access—email? Certain wireless networks or VPNs? CRM?

• Privacy: What data is collected from employees’ devices? What personal data is never collected?
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2. Seek the Flock’s Devices

Don’t live in denial. What you don’t know can hurt you. Understand the current landscape of your 

3. Enrollment Shall Be Simple

program should leverage technology that allows for a simple, low touch way for users to enroll. The 

corporate policies.
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the employee needs access to including:    

• Email, contacts, and calendar

• VPN

• Corporate documents and content

• Internal and public apps

5. Give Thy Users Self-Service

• PIN and password resets in the event that the employee forgets the current one

• 

• 

portal can help employees understand why they may be out of compliance.
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6. Hold Sacred Personal Information

privacy policy to employees and make it clear what data you cannot collect from their mobile devices. For 

• Personal emails, contacts, and calendars

• 

• Call history and voicemails

• 

• 
geographical coordinates, IP address, and WiFi SSID

Transparency and clarity are important watchwords. There’s much less resistance to BYOD policies when 
everyone knows the rules. 

7. Part the Seas of Corporate and Personal Data

Simply stated, corporate apps, documents, and other materials must be protected by IT if the employee 
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8. Monitor Thy Flock—Herd Automatically

scenarios, and automated policies should be in place. Is the user trying to disable management? Does 
the device comply with security policy? Do you need to make adjustments based on the data you are 

common issues:

•  to the “Root” of Jailbreaking: 

device immediately.

• Spare the Wipe; Send an SMS: 

• New  System Available. 

9. Manage Thy Data Usage

employees manage their data use in order to avoid excessive charges. 

If you pay for the data plan, you may want a way to track this data. If you are not paying, you may want 
to help users track their current data usage. You should be able to track in-network and roaming data 
usage on devices and generate alerts if a user crosses a threshold of data usage.

that they’re about to be responsible for overages.
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10. Drink from the Fountain of ROI

as shown in the following table:

 

manage mobile

corporate devices previously. 

BYOD: The Security of Freedom

If you’ve decided BYOD is right for your business, click here to start using MaaS360 for thirty days free. Since 

resources including the following: 

www.maas360.com 
 

MaaSters Center

Corporate-owned model

How much you’d spend on each device

The cost of a fully subsidized data plan

The cost of recycling devices every few years

Warranty plans

BYOD

The eliminated cost of the device purchase

All brands and their products, featured or 
referred to within this document, are trademarks 

holders and should be noted as such.

For More Information
To learn more about our technology and services visit www.maaS360.com.
1787 Sentry Parkway West, Building 18, Suite 200 | Blue Bell, PA 19422
Phone 215.664.1600 | Fax 215.664.1601 | 


	E-Book Cover-Leighton
	wp_maas360_mdm_tenCommandments
	2
	3
	4
	5
	6
	7
	8




